
 

Multi-agency information sharing: Tier 2 data sharing 
agreement 


For safeguarding organisations and their practitioners  
In support of the sharing of personal data in the interests of safeguarding and promoting the welfare of children, pursuant to s16LA of the Children Act 2004, as set out in this Agreement. This Agreement is linked to the signed Tier 1 Template data sharing agreement, and both should be read and understood as dependent documents. 
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[bookmark: _Toc239864953]Executive Summary
The Information Sharing Duty sets out clear requirements for safeguarding partners to share information in the interest of safeguarding children and young people. To support and facilitate this, template Data Sharing Agreements have been issued by the Department for Education as part of, and alongside, the statutory guidance on the Information Sharing Duty. Two templates have been issued, operating at different levels: 
· The Tier 1 Template DSA operates at the strategic, multi-agency level and covers the overall framework for information sharing for safeguarding and promoting the welfare of children across the partnership.

· The Tier 2 Template DSA provides a more detailed agreement that sets out the specific arrangements that may be needed for a particular information sharing initiative (for example, a Multi-Agency Safeguarding Hub, or a specific programme).
This template is the Tier 2 Template DSA. It may not be required in every situation, however safeguarding partners may find it useful where a specific sharing initiative requires more detailed arrangements than those set out in the overarching Tier 1 agreement. In summary:

It does: 
· set out the specific purpose, lawful basis, and any other legal conditions for processing personal data in relation to a defined information sharing initiative;
· identify the categories of personal data and the individuals to whom it relates; and
· set out other relevant measures such as the security of information, retention arrangements, and restrictions on onward sharing.

It does not: 
· replace or duplicate the relevant Tier 1 agreement;
· identify the relevant lawful basis or any other legal conditions required under data protection legislation – signatory organisations must still make these determinations themselves;
· replace the need to complete a Data Protection Impact Assessment where one is required; 
replace individual organisational policies, procedures and training; or 
· provide an exhaustive list of organisations, definitions, data subjects or categories etc.
[bookmark: _Toc239864954]How to use this template
The Tier 2 Template DSA is not a completed agreement, but a starting point for local adaptation including to prompt updates to existing agreements. It takes into account the need for agencies to have regard to the statutory guidance on the Information Sharing Duty, which explains what the duty requires. 
This Tier 2 Template DSA can be applied to a part of the children’s social care system, e.g. Multi Agency Safeguarding Hub, another part of the children’s social care system, or otherwise adapted as organisations may see fit. 
Before using this template, please read the following instructions carefully:
Step 1: Read the Tier 2 Template DSA in full, alongside the overarching Tier 1 Template DSA, before you start completing it.
Step 2: Select the appropriate provisions for the specific data sharing arrangement and provide additional information where necessary. 
Guidance notes are included with a grey background where appropriate
You can add your answers to the questions within the text boxes provided. An example is shown below. 
Write your answer here

Sample wording provided [in square brackets] should be edited according to your local circumstances.
[Example sample wording to be reviewed and edited]

Step 3: Ensure the completed agreement has been reviewed internally by the relevant stakeholders (e.g. a Data Protection Officer and/or legal advisers). 
Step 4: Obtain signatures from the relevant individual in each partner organisation. 



[bookmark: _Toc239864955]Section 1: Administration
The organisations below are signatories to this Tier 2 Template Data Sharing Agreement:
[bookmark: _Toc239926230]Table 1: Organisations
	Organisation(s): 

	(Add rows as required) 

	 

	 

	 


 
[bookmark: _Toc239926231]Table 2: General signatories
	Date Tier 2 DSA comes into force: 
	XX/XX/20XX 

	Last review: 
	XX/XX/20XX 

	Date for review of DSA: 
	XX/XX/20XX 

	DSA Owner (Organisation): 
	Organisation name 

	DSA Author(s): 
	Name 


 
[bookmark: _Toc239926232]Table 3: Version control
	Version 
	Date 
	Author 
	Edit/Update 

	V0.1 Draft 
	XX/XX/20XX 
	Name 
	First draft for consideration 

	 
	 
	 
	 

	 
	 
	 
	 

	 
	 
	 
	 


[bookmark: _Toc239864956]Section 2: Background                                
This Tier 2 Template DSA sets out the terms for data sharing in accordance with the Information Sharing Duty required by the Children Act 2004, as amended by the Children’s Wellbeing and Schools Act 2026. This Agreement, or a local equivalent, can be adopted by all organisations in scope of the Information Sharing Duty, and may be read alongside the statutory guidance, specifically when considering information relating to [insert specific purpose of Tier 2 Template DSA]. 
Organisations in scope are organisations in England within s16LA(4) of the Children Act 2004, including: 
· Section 11(1) Children Act 2004 organisations (e.g. local authorities, ICBs, NHS Trusts, the police, prison and probation services, youth justice services, and youth custody services).
· Designated childcare or education agencies for the purposes of section16E[footnoteRef:2]. [2:  Designated childcare or education agencies are listed in 2018 Regulations – The Child Safeguarding Practice Review and Relevant Agency (England) Regulations 2018 ] 

· Providers delivering services pursuant to arrangements made by the above for functions relating to safeguarding and promoting welfare. This includes GPs, dentists and other primary care providers.
Organisations not within scope of the duty but who may become signatories to this document include:
· Non-statutory organisations, including charities, that are involved in delivering services or activities related to safeguarding and promoting the welfare of children. 
Please note: Organisations outside of the scope of the duty are strongly encouraged to feed information relevant to the safety and welfare of children through to statutory safeguarding partners, both proactively and in response to a request.
It is important to note that the Information Sharing Duty makes sharing information that falls within its scope a legal requirement, regardless of whether the sender or recipient of data has signed this Agreement or a local equivalent.
Further information on Data Sharing Agreements is available here: Data sharing agreements | ICO

[bookmark: _Toc239864957]Section 3: Data Protection Impact Assessment (DPIA)
Embed, link or signpost to the DPIA for this activity, or justify why a DPIA is not needed. 
If a DPIA is required, set out which Signatory or Signatories are responsible for completing and updating the DPIA and any related responsibilities such as publishing it. The responsibility for completion and update of the DPIA will be as agreed between the Signatories.
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Add details here

[bookmark: _Toc239864958]Section 4: Purpose limitation
[bookmark: _Toc239864959]4.1 Summarise the data sharing activities
For example, where this Agreement covers a Multi-Agency Safeguarding Hub (MASH) arrangement, the response below would summarise that partner agencies will each share information they hold about a child or family. That information is brought together by the local authority decision maker within the MASH to build a combined picture of risk, enabling a timely and informed decision to be made about any support or intervention. Each agency retains its own records of the information it has shared.
When the arrangements involve Controller to Processor instructions not set out elsewhere in this Agreement, these can also be specified below. 
[bookmark: _Toc122016030]
[This Agreement covers data sharing as required by the Information Sharing Duty as set out in the Children Act 2004, as amended by the Children’s Wellbeing and Schools Act 2026.
Data to support the safeguarding of children and young people will be shared between the following organisations in England:
Local authorities
Integrated care board (ICB)
NHS trusts and foundation trusts
Police, prison and probation services
British Transport Police
Youth justice services and youth custody services
Schools, colleges and nurseries
Children’s centres
Adoption, fostering agencies
Children’s homes
GP practices
Dentists
Other primary care providers]

[bookmark: _Toc239864960]4.2 What is the purpose of the data sharing activity?
Provide a description of the purpose(s). For example, the purpose is to enable partner agencies to share relevant information about a child or family so that the local authority decision maker can make an informed decision about any support required. 

Some suggestions are provided below:
- To safeguard children
- To facilitate or provide individual care
- To improve accuracy of data
- To improve completeness of data
- To ensure data is made available when needed
[bookmark: _Toc122016035]- To ensure we have the right services in the right places
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OFFICIAL


Please also refer to Section 7 of this template and the information sharing guidance section on lawful information processing
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[The overarching purpose is to ensure that the best interests of the child are paramount. In order to make informed decisions about safeguarding and achieve quality outcomes for individuals, we must share information with our partner agencies who also have responsibilities for safeguarding. The data sharing will support the following purposes:
· Proactively protecting children and young people’s health, wellbeing, and human rights, and enabling them to live free from harm, abuse and neglect (including self-neglect)
· Preventing impairment of children and young people’s mental and physical health or development
· Complying with statutory and regulatory obligations to safeguard children and young people
· Taking action to enable all children and young people to have the best outcomes
· Identifying risk to prevent harm (prevention, early intervention)
· Collaborating, sharing and co-owning the vision for how to achieve improved outcomes for vulnerable children and young people
· Challenging appropriately and holding safeguarding partners to account effectively
· Sharing information effectively
· Ensuring that shared learning is promoted and embedded in a way that local services can become more reflective and that changes to practice are implemented]



 [Anonymous data may be shared for some of these purposes, which does not directly relate to safeguarding individuals, but will help improve overall service provision for children and young people. Anonymous data will also be used for:
· Managing risks, performance, service planning and auditing
· Providing information and support in accessible ways to help people understand the different types of abuse, how to stay safe and what to do to raise a concern about the safety or wellbeing of a child
· Raising public awareness so that communities as a whole, alongside professionals, play their part in preventing, identifying and responding to abuse and neglect and promote the welfare of children
Some of the personal data shared under this Agreement may be processed for law enforcement purposes by a competent authority as defined in section 30 of the Data Protection Act 2018 (DPA 2018). Where this is the case, such processing will be carried out in accordance with Part 3 of the DPA 2018 rather than the UK GDPR. Signatories processing personal data under Part 3 must satisfy themselves that their activities are carried out under the correct regime. Please see the information sharing guidance on processing information for law enforcement purposes.]

[bookmark: _Toc239864961]4.3 What are the benefits of the data sharing activity?
[bookmark: _Toc122016037]Set out the benefits of using and sharing the data. This should cover the benefits to the child whose data is being used, the benefits to the organisation(s), the wider public, or other groups if applicable. Some suggestions are provided below:
- provide a fuller picture of children’s safeguarding and welfare 
- enable access for children and families to the right support at the right time
- enable organisations to fulfil their obligations under the Information Sharing Duty
- facilitate joined up working
- speed up processes
- reduce waiting times
- increase system reliability
- prevent harm
- enable earlier detection of risks to proactively manage children’s wellbeing, health and care
- more effective use of resources
- improve services
- education improvements
- community improvements
- developing organisational trust
- enable a better experience for children
- enable better safeguarding, welfare, health and care outcomes for children
- reduced administrative burden on staff, enhancing their wellbeing and freeing them up to spend more time on caring and complex tasks
- support long-term societal benefits associated with improving access to timely support

[The data sharing facilitates more efficient and joined up working to:
· Prevent harm to children and young people
· Prevent more serious harm to children and young people by enabling earlier intervention 
· Improve the wellbeing of children and young people at risk of harm with better outcomes and more effective interventions
· Identify risk at an earlier point
· Enable better decision-making with a fuller picture of the circumstances
· Reduce the need for individuals to provide duplicate information when receiving an integrated service
· Ensure children and young people are growing up in circumstances consistent with the provision of safe and effective care
· Enable access for families and children to the right support at the right time]

[bookmark: _Toc239864962]4.4 Detail any processing that has not been captured above.
Before completing the remainder of this Agreement, confirm whether there is any other sharing of personal data relating to this initiative that is not already captured above. 
You can reference any other relevant agreements here, such as for specific systems or any overarching agreements.

Add details here



[bookmark: _Toc239864963]Section 5: Categories of personal data
[bookmark: _Toc239864964]5.1 Personal data 
Throughout this section, where different Signatories will use different types of personal data, clearly state which type applies to which organisation. For example:
☒	 Forename (Controller A and Processor B)
☒	 Email address (Controller A only)
☒	 Racial or ethnic origin (Controller A only)

Put an ☒ next to all that apply.

☐	Forename
☐	Surname
☐	Address
☐	Postcode full
☐	Postcode partial
☐	Date of birth
☐	Age
☐	Gender
☐ 	Physical description, for example height
☐	Phone number
☐	Email address
☐	GP details
☐	Legal representative name (personal representative)
☐	NHS number
☐ 	National insurance number
☐	Other numerical identifier
Please state

☐	Photograph / picture of people
☐	Copies of ID (e.g. passport or driving licence)
☐	IP address
☐ 	Other location data 
Please state

☐	Audio recordings
☐	Video recordings
☐	School and educational information
☐	Housing information
☐	Incident details held by the fire service
☐	Social care information
☐	Referral / assessment information
☐	Information around family relationships
☐	Eligibility/receipt of benefits
☐	Financial Information
☐	Support network
☐	Occupation
☐	Employment
☐	Individual’s social media ‘handle’ or ‘username’ and activity
☐	Opinions from the data sharing partner on risk, harm and need
☐	Other 


☐	None

5.2 Special category data[Due to the breadth and complexity of the safeguarding information sharing process, the above list may be non-exhaustive. However, the Signatories agree that any information that is shared into and within the safeguarding process will be determined on a case-by-case basis on a 'need to know' basis, and must be documented and relevant to the aims of this processing and the needs of the child or young person. 
When sharing matters of opinion, it should be made clear that it is an opinion, rather than a matter of fact (please see the statutory guidance for more information).]

Special category data includes the below categories of personal data that are inherently more sensitive. It does not include all sensitive or confidential information – only those specific categories as defined in the UK GDPR.

Put an ☒ next to all that apply.
☐ 	Information relating to a child’s physical or mental health or condition, for example information from health and care records  
Be specific where possible, for example diagnostic data, care plans, counselling, EHCPs, medication details, test results, vitals readings are needed in order to…

[Information about physical and mental health conditions, injuries and other health information such as test results will be shared where it helps to provide a full picture of the risk to enable appropriate decisions to be made. This may include details of missed appointments, attendance patterns, care and behaviour observations. The information may have been observed, heard or reported, and may include a timeline of incidents, behavioural changes or risk indicators.]

☐ 	Biometric information in order to uniquely identify a child or individual, for example facial recognition  
Explain why this is needed

☐ 	Genetic data, for example details about a DNA sample taken as part of a genetic clinical service
[There may be some circumstances where genetic data is required to support safeguarding, for example, where it is required for a police investigation. This sharing will not be routine and the sharing will only be done where it is justified and proportionate.]

☐  	Information relating to a child’s or individual’s sexual life or sexual orientation
[For older children who are legally able to consent to sexual activity and adults, information relating to sex life and sexual orientation will be shared where it is necessary to provide a full picture of the risk to enable appropriate decisions to be made. This includes where it is needed to:
· Understand the child’s background and lived experience
· Identify patterns or indicators of risk
· Prevent misunderstanding or bias
· Support statutory duties: equality monitoring, recognising disproportionality to ensure a consistent and fair safeguarding process.]

☐  	Racial or ethnic origin
[Information relating to ethnicity will be shared where it is necessary to provide a full picture of the risk to enable appropriate decisions to be made. This includes where it is needed to:
· Understand the child’s background and lived experience
· Identify patterns or indicators of risk
· Ensure culturally appropriate support
· Prevent misunderstanding or bias
· Support statutory duties: equality monitoring, recognising disproportionality to ensure a consistent and fair safeguarding process.]

☐  	Political opinions
[Information relating to political opinions may be shared where it is necessary to achieve the purpose of safeguarding the child. This could include extreme political opinions where sharing this data is justified to enable understanding of the child’s background and lived experience and to identify patterns or indicators of risk.]

☐  	Religious or philosophical beliefs
[Information relating to beliefs will be shared where it is needed to provide a full picture of the risk to enable appropriate decisions to be made. This includes where it is needed to:
· Understand the child’s background and lived experience
· Identify patterns or indicators of risk
· Ensure culturally appropriate support
· Prevent misunderstanding or bias
· Support statutory duties: equality monitoring, recognising disproportionality to ensure a consistent and fair safeguarding process.]

☐  	Trade union membership
Explain why this is needed

☐  	Information relating to criminal or suspected criminal offences
[The following data may be shared where it helps to provide a full picture of the risk to enable appropriate decisions to be made:
· Anti-social behaviour data
· Sex offender data
· Data relating to child sexual exploitation and child criminal exploitation
· Criminal convictions
This may relate to the at risk child or to those in their lives, including where there are allegations against staff. Disclosure and Barring Service check information may therefore also be included.
Careful consideration will be needed to determine whether the data sharing is justified, for example if it is a spent, less serious crime with limited impact on the child, or the suspected status of the offence.]

☐  	None of the above
Note:
[For all data, including that relating to signatories, careful consideration will be taken as to whether that data should be disclosed, and to ensure only the minimum necessary data is disclosed to those who have a need to know. Data will only be shared where after careful consideration with relevant signatories (including Caldicott Guardians for health and care), the benefits of sharing outweigh the potential negative impacts, such as risk of harm to the child or any other person, loss of trust and potential withdrawal from services. This preserves privacy and supports public trust in providing confidential and safe public services.
In addition, when disclosing information about a child or individual, organisations will clearly state whether the information being shared is fact, opinion, or a combination of the two.
Disclosure logs of information shared will be maintained, including records of decisions not to share some or all of requested data, along with the justification.]

[bookmark: _Toc239864966]5.3 Criminal offence data
Criminal offence data is legally distinct from special category personal data and covers personal data relating to criminal convictions and offences. It does not include all information about crime, only the extent to which data reveals a person’s criminal history or status. 
Put an ☒ next to all that apply.
☐  	Information relating to criminal or suspected criminal offences
[The following data may be shared where it helps to provide a full picture of the risk to enable appropriate decisions to be made:
· Anti-social behaviour data
· Sex offender data
· Data relating to child sexual exploitation and child criminal exploitation
· Criminal convictions
This may relate to the at risk child or to those in their lives, including where there are allegations against staff. Disclosure and Barring Service check information may therefore also be included.
Careful consideration will be needed to determine whether the data sharing is justified, for example if it is a spent, less serious crime with limited impact on the child, or the suspected status of the offence.]

☐  	None of the above
[bookmark: _Toc239864967]Section 6: Categories of data subjects 
[Note that this list is not exhaustive but these are the most likely types of data subject. There may be other types of data subject depending on what is contained within the data to be shared.]

Put an ☒ next to all that apply.
☐  	Individuals (child/service user/client or resident)
☐  	Children and young people 
☐	Patient
☐	Case parties
☐	Carers
☐  	Staff
☐  	Wider workforce
☐  	Visitors
☐	Family/relatives and friends/those with contact to the child
☐	Other relevant members of the public to the child
☐	Complainants and enquirers
☐	Witnesses
☐	Victims/complainant of crime
☐	Actual or suspected offenders or perpetrators
☐	Traders or people subject to inspection
☐	Contractors
☐	Judicial Office holders
☐	Legal representatives
☐	People on probation
☐	Prisoner cohabitants on release
☐	Prospective employees
☐	Councillors, MPs, elected officials
☐	Students
☐	Supporters or group members
☐	Licence and permit holders
☐	Data about deceased individuals may need to be shared – although UK data protection legislation does not apply to this data, the common law duty of confidentiality applies
☐	Other – please state 



[bookmark: _Toc239864968][bookmark: _Toc122016039][bookmark: Page10_Part1_Question11]Section 7: Lawfulness, fairness and transparency of the processing 
Please refer to Chapter 3 of the statutory information sharing guidance which references the lawful, fair and transparent sharing of information and may assist in selecting the most appropriate options in this section 7.
[bookmark: _Toc239864969]7.1 Under Article 6 UK GDPR, what is the lawful basis for processing personal data? 
Put an ☒ in the first column next to all that apply. Where a different basis applies to a different Signatory or a different category of data use, clearly identify the relevant Signatory or use in the ‘Details’ column. 
[bookmark: _Toc239926233]Table 4: Article 6 UK GDPR 
	Select all that apply
	
Article 6 lawful basis
	
When it applies
	
Applies to
	
Details

	☐	Consent


	This must be freely given, specific, informed and unambiguous. In the safeguarding context, consent is unlikely to be the most appropriate lawful basis for a number of reasons, including the fact that the Information Sharing Duty now creates a legal obligation. 
	[All Signatories, or provide details of each Signatory]
	[Add details]

	☐	(b) Contractual obligation
	Where there is a contract between a person and a service, such as a service user and a privately funded care home. Unlikely to apply to multi-agency safeguarding sharing under this agreement.

	[All Signatories, or provide details of each Signatory]
	[Add details]

	☐	(c) Legal obligation
	The law requires sharing. The Children Act 2004, as amended by the Children's Wellbeing and Schools Act 2026, places a duty to share information to safeguard children.
	[All Signatories, or provide details of each Signatory]
	[Add details]

	☐	(d) Vital interests
	Only applies in emergency or life-or-death situations where no other lawful basis can be applied. 
	[All Signatories, or provide details of each Signatory]
	[Add details]

	☐	(e) Public task
	Where a public body, such as an NHS organisation or a social care organisation run by a local authority, is required to undertake particular activities. 
	[All Signatories, or provide details of each Signatory]
	[Add details]

	☐	(ea) Recognised legitimate interest
	Introduced by the Data (Use and Access) Act 2025. Where a recognised legitimate interest applies, a legitimate interest assessment is not required. 
Select which recognised legitimate interest applies in the Details column.
	[All Signatories, or provide details of each Signatory]
	Select which of the following applies: 

☐ Sharing with another organisation for its public task or official functions 

☐ National security, public security and defence 

☐ Emergencies

☐ Detecting, investigating or preventing crime 

☐ Safeguarding vulnerable individuals

	☐	(f) Legitimate interest
	This is likely to be used by private providers for many types of data use, including direct marketing, and ensuring the security of network and information systems. This cannot be relied on by public authorities in the performance of their tasks. If relying on legitimate interest, a legitimate interest assessment should be completed and you should document the outcome and your reasoning.
How do we apply legitimate interests in practice? | ICO
	[All Signatories, or provide] details of each Signatory
	[Add details]



[bookmark: _Toc122016040]
[bookmark: _Toc239864970]7.2 Under Article 9(2) UK GDPR, what is the condition for processing special category data?
When processing special category data, a separate condition is required in addition to an Article 6 lawful basis as set out above. 

Put an ☒ in the first column next to all that apply. Where a different condition applies to a different Signatory or a different category of data use, clearly identify the relevant Signatory or use in the ‘Details’ column.

Many of the conditions below also require a Schedule 1 DPA 2018 condition – see section 9.3 below.

[bookmark: _Toc239926234]Table 5: Article 9(2) UK GDPR
Further information on Article 9(2) conditions are available here: What are the conditions for processing? | ICO
	Select all that apply
	
Article 9(2) condition
	
When it applies
	
Applies to
	
Details

	☒	(a) Explicit consent
	This is the same standard of consent as under Article 6, although it must be affirmed through a clear statement by the data subject (written or oral). 

It is unlikely to be appropriate where there is an imbalance of power, or where the withdrawal of consent could present difficulties (e.g. withdrawal of consent could obstruct a safeguarding assessment).
	[All Signatories, or provide details of each Signatory]
	[Add details]

	☐	(b) Employment purposes
	For example, to check a person's eligibility to work in an NHS or local authority setting. Unlikely to apply to the sharing activities under the Information Sharing Duty.

	[All Signatories, or provide details of each Signatory]
	[Add details]

	☐	(c) Vital interests
	Unlikely to apply, as it can only be used in specific life-or-death circumstances and sharing under the Information Sharing Duty is likely to be carried out on the basis of a more appropriate condition.

	[All Signatories, or provide details of each Signatory]
	[Add details]

	☐	(d) Not-for-profit activities
	This cannot be used by public organisations or private (for profit) organisations. It can only be used by not-for-profit organisations, like charities, where the data they are using is restricted to their own members or people with who they have regular dealings, such as partners, supporters or beneficiaries. 

	[All Signatories, or provide details of each Signatory]
	[Add details]

	☐	(e) Manifestly made public
	Unlikely to apply, as it only relates to special category data that the individual themselves has deliberately made public.

	[All Signatories, or provide details of each Signatory]
	[Add details]

	☐	(f) Legal claims, legal advice or judicial acts
	The information is required to exercise, enforce or defend a legal right or claim, for example a person bringing a legal case against an agency.

	[All Signatories, or provide details of each Signatory]
	[Add details]

	☐	(g) Substantial public interest – safeguarding of children
	For example, this is likely to apply when special category data is shared in response to a safeguarding referral. Read the substantial public interest conditions.

Signatories relying on this condition must have an Appropriate Policy Document (APD) in place.
	[All Signatories, or provide details of each Signatory]
	[Add details]

	☐	(h) Health or social care services
	May apply to health partners when they share health data about a child in the context of providing or coordinating care.
	[All Signatories, or provide details of each Signatory]
	[Add details]

	☐	(i) Public health
	Using and sharing information is necessary to deal with threats to public health, or to take action in response to a public health emergency. Unlikely to apply in the context of the Information Sharing Duty.
	[All Signatories, or provide details of each Signatory]
	[Add details]

	☐	(j) Archiving, research and statistics
	This condition may apply where data is used for research, audit or statistical analysis (for example, to evaluate the effectiveness of multi-agency interventions). 
	[All Signatories, or provide details of each Signatory]
	[Add details]


[bookmark: Page10_Part1_Question12][bookmark: Q13][bookmark: _Toc239864971][bookmark: _Toc122016041]7.3 Under Schedule 1 DPA 2018, what is your condition for processing special category data?
Article 9(2) of the UK GDPR does not operate alone, and many of the conditions require identification of a condition from Schedule 1 DPA 2018. Without an applicable Schedule 1 condition, the Article 9(2) condition alone is not sufficient to lawfully process special category data. 

The following Article 9(2) conditions are self-standing and do not require a Schedule 1 DPA 2018 condition: 
- (a) Explicit consent
- (c) Vital interests
- (d) Not-for-profit activities
- (e) Manifestly made public
- (f) Legal claims

All other Article 9(2) conditions require a Schedule 1 DPA condition. Some conditions will also require an Appropriate Policy Document (APD) in place before the processing begins, and you should confirm that this is in place below. In the section below, only complete the section that corresponds to the Article 9(2) condition you are relying upon, and delete any unused rows. Where different Signatories rely on different conditions, please specify the relevant Signatory or Signatories in the ‘Details’ column.
[bookmark: _Toc239926235]Table 6: Schedule 1 DPA 2018 
	Select all that apply
	
Article 9(2) condition
	
Schedule 1 DPA 2018 condition
	
Confirm APD in place
	
Details

	☒	(b) Employment purposes
	Part 1, paragraph 1 – Employment, social security and social protection
	Not applicable
	[Add details]

	☐	(g) Substantial public interest – safeguarding of children
	Part 2, paragraph 18 – Safeguarding of children and of individuals at risk
	[Add details]
	[Add details]

	☐	(g) Substantial public interest – preventing or detecting unlawful acts
	Part 2, paragraph 10 – Preventing or detecting unlawful acts
	[Add details]
	[Add details]

	☐	(h) Health or social care services
	Part 1, paragraph 2 – Health or social care purposes
	Not applicable
	[Add details]

	☐	(i) Public health
	Part 1, paragraph 3 – Public health
	Not applicable
	[Add details]

	☐	(j) Archiving, research and statistics
	Part 2, paragraph 4 – Research, statistics and archiving in the public interest
	[Add details]
	[Add details]



[bookmark: _Toc239864972]7.4 What is the legal basis for sharing or using data subject to the common law duty of confidentiality?
The common law duty of confidentiality operates alongside statutory data protection law. In the context of the Information Sharing Duty, there is now a legal requirement to share safeguarding information, so consent is unlikely to be the most appropriate basis. It is worth noting section 16LA(7) means a person sharing in compliance with their s16LA duty will not be in breach of the Common Law Duty of Confidentiality (CLDOC).
 Put an ☒ next to the one that applies.
☐ 	Implied consent
Implied consent can only be used when sharing relevant information with those who are directly involved in providing care to a child. The individual must be aware and expect that the data will be shared.

☐ 	Explicit consent
A very clear and specific statement of consent.


☐	The law either requires or allows the data to be used and shared
State the legal requirement in your answer below.

[The legal requirement is the duty to share safeguarding information set out in the Children’s Wellbeing and Schools Act 2026, which amends the Children Act 2004. Note that the requirement to share does not apply when the person considering the disclosure has assessed the sharing to be detrimental to the child or young person.]


☐	Overriding public interest
For example, to prevent or detect a serious crime or to prevent serious harm to another person. 

[bookmark: _Toc239864973]Section 7A: Law enforcement processing (Part 3 DPA 2018)
[bookmark: _Toc239864974]7A.1 Complete the table below if any Signatory processes personal data for a law enforcement purpose under this Agreement.
This section applies where any Signatory to this Agreement is a “competent authority” (as defined in section 30 DPA 2018) and processes personal data for a “law enforcement purpose” (as defined in section 31 DPA 2018). Common examples in the safeguarding context include the police and, in some circumstances, local authorities exercising functions such as youth offending. 
Where this section applies, the relevant processing is governed by Part 3 DPA 2018, not the UK GDPR. Signatories must ensure they apply the correct statutory regime to their own processing activity. Where the same information is shared for both safeguarding purposes and law enforcement purposes, Signatories must separately document their compliance with each regime. 
[bookmark: _Toc239926236]Table 7: Law enforcement processing
	Competent authority name
	Law enforcement purpose(s)
	Lawful basis
	
Schedule 8 DPA 2018 condition for sensitive processing (if applicable)

	[Add details]
	[Add details]
	☐ Necessary for the performance of a task

☐ Consent
	☐ Statutory purposes

☐ Judicial acts

☐ Legal claims

☐ Archiving

☐ Administration of justice

☒ Safeguarding of children and individuals at risk

☐ Preventing fraud


[bookmark: _Toc239864975]Section 8: Accuracy of personal data
This will be as agreed between the Signatories. Clearly state each Signatory’s obligations, as they may differ.

Add in details of specific arrangements that will facilitate this.

[All Signatories agree to make reasonable efforts to ensure that recipients of personal information are kept informed of any changes to the information that they have received, so that records can be kept up to date in line with legal requirements to do so. Accuracy is a key data protection principle in legislation.]



[bookmark: _Toc239864976]Section 9: Integrity, confidentiality and security
The Signatories need to have measures in place to ensure that the data is safe and secure and it won’t be used, either on purpose or accidentally, in ways that are unlawful. The measures needed will be dependent upon, and proportionate to, the data which is being used. Clearly state which Signatory is responsible for which measure(s).

Clearly indicate which measures relate to which Signatories and any relevant responsibilities.

If this Agreement is intending to cover the use of AI, provide details of how the AI supplier protects data that flows into the AI.

[bookmark: _Toc122016043]Put an ☒ next to all that apply.
☐	Encryption
[All Signatories agree to apply a minimum encryption standard of AES 256 to any data held on their local systems.]

☐	User identity verification and authentication
[All Signatories agree to ensure that any data held on local systems can only be accessed through individual logins and passwords, passkeys and other verification and authentication methods that identify unique users.]

☐	Role-based access controls (RBAC)
Where users only have access to the data held digitally which is needed for their role (this includes setting folder permissions).

[The Signatories agree to ensure that appropriate role-based access controls are in place to restrict access to the data. This must ensure that only those staff who require the data for their role are able to access it, and that where different levels of detail are required for different roles, levels of access are implemented so that staff members can only access the required level of data for their role.]

☐	Physical controls
For example, CCTV, where access to personal data is restricted to a small number of people, such as access cards or keys to a restricted area.

Please give details of what physical controls will be in place

☐	Security policies
For example, a system level security policy (SLSP) or organisational security policy.

[All Signatories confirm that appropriate security policies are in place for the data it holds on local systems.]


☐	Business continuity plans
This should apply in most circumstances, but consider whether you need to update existing plans to cover this data use.

[All Signatories confirm that appropriate business continuity plans are in place to minimise the risk of disruption to this data sharing in the event of an incident.]

☐	Training
[All Signatories will ensure that its staff are sufficiently trained to handle personal data appropriately. This includes regular and routine review of training needs of those staff affected by current, new or changed sharing arrangements, and the delivery of that training.]

☐	Staff contract / HR policies
[All Signatories will make all of their staff (including any contractors) involved in this data sharing aware that any disclosure of personal data that cannot be justified on legal or statutory grounds, whether inadvertently or intentionally, could be subject to disciplinary action and prosecution.

All Signatories confirm that all staff contracts include suitable clauses covering confidentiality and data protection.]

☐	Handling instructions
[All Signatories will ensure that appropriate handling instructions are clearly communicated when sharing the data. This includes providing information on disclosure risks.]

☐	Audit
[All Signatories will ensure that an appropriate audit trail of access to the data is in place and regularly reviewed, with inappropriate access acted upon without undue delay.]

☐	Other
Please specify

[bookmark: _Toc239864977]Section 10: Data breaches 
Set out here how each Signatory should be notified of a data breach. For example, by emailing a specific mailbox such as for the Data Protection Officer, by calling an out of hours contact number, or completing a specific form on an online portal.

Clearly state each Signatory’s obligations and confirm the following:
· Timeframe for notifying other Signatories
· The level of detail required in which circumstances
· Responsibility for reporting to regulators where required, and detail any agreement procedure for this
· Responsibility for communicating with data subjects
· Responsibility for investigating the breach and maintaining investigation records
· Contacts and escalation points 

You can embed an incident management procedure that details the above here.

Also confirm how complaints relating to information sharing and use will be managed.

[Controllers are required to notify the Information Commissioner’s Office within 72 hours of discovery of a notifiable breach.

Controllers will notify other relevant controllers without undue delay and using the contact details in Appendix 3.]

[bookmark: _Toc239864978]Section 11: Storage limitation and retention
[bookmark: _Toc239864979]11.1 For this Agreement, how long are the Signatories planning to use the data for?
[bookmark: _Toc122016044]
[The Signatories have been sharing the data in line with statutory requirements already, this Agreement is an update to formalise the data sharing and align it with the requirements of the Information Sharing Duty brought into force through the Children’s Wellbeing and Schools Act amendment to the Children Act 2004. The sharing will therefore continue on an ongoing basis.]

[bookmark: _Toc239864980]11.2 For this Agreement, how long do the Signatories intend to keep the data?
[For data stored locally, each Signatory will adhere to its own organisational records retention policy, aligning to the UK GDPR storage limitation principle and any legal requirements for retention, such as for the Independent Inquiry into Child Sexual Abuse (IICSA).]

[bookmark: _Toc239864981]11.3 What will happen to the data at the end of this Agreement? 
Provide details of how the data will be returned, destroyed or other action taken upon termination of this agreement. Outline any specific responsibilities, such as where one Signatory is responsible for deleting or archiving centrally held data. Note that there will likely be differing responsibilities for different Signatories, so this must be clearly stated.

For shared systems, confirm what will happen to the data if the system is decommissioned. For example, if there are arrangements to facilitate transfer to a new system provider, or if data will be transferred to respective controllers.

Put an ☒ next to all that apply.
☐ Secure destruction
Provide details of how the data will be destroyed, for example by shredding paper records or wiping hard drives with evidence of a certificate of destruction. Confirm who will manage and be accountable for this

☐ Long term preservation by transferring the data to a National Archives’ approved Place of Deposit
If you do not know where your local Place of Deposit is, please contact The National Archives at asl@nationalarchives.gov.uk to find out

Provide details of where the data will be retained and who will be accountable for it

☐ Transfer to another organisation
Consider whether the controller will change at this point. For example, a commissioning organisation may become the controller of records at the end of the contract.

Provide details of the organisation(s) it will be transferred to and who will be accountable for this

☐ Extension to retention period
Provide your approved justification for this here

☐ It will be anonymised and kept
Provide details of how it will be done and who will be accountable for this

☐ The controller(s) will manage as it is held by them
Please provide details of the controller responsibilities

☐ Other
Please explain what will happen to the data

[bookmark: _Toc239864982]Section 12: Data subject rights requests
These rights will not always apply, so the Signatories should review each one to see if it applies. 

In particular, where personal data is processed for law enforcement purposes under Part 3 DPA 2018, data subjects will apply differently. Signatories therefore processing under Part 3 must handle data subject rights requests in accordance with their own processes. 

Organisations should assess their Article 14 UK GDPR obligations where safeguarding information has been obtained indirectly from another agency or third party, including the applicability of any relevant exemptions.

Please specify in the fields below where a right will not apply due to a Signatory processing personal data for law enforcement purposes. 
[bookmark: _Toc239864983]12.1 The right to be informed 
The right to be informed about the collection and use of personal data.
Put an ☒ next to all that apply.
☐ Privacy notice(s) for all organisations, which must be age-appropriate
Provide a link or describe where it will be displayed and embed a copy

☐ Verbal or written notification when sharing the data, except in exceptional circumstances where it is not appropriate to notify the data subject
☐ Information leaflets
☐ Posters
☐ Letters
☐ Emails
☐ Texts
☐ Social media campaign
☐ DPIA published (best practice rather than requirement)
☐ Other
Please state the other way(s) in which you will comply

☐ Not applicable
[bookmark: _Toc239864984]Describe how the communication methods above meet your obligation to comply with the right to be informed.
For example: We have assessed how we should inform individuals about the use of data for [state initiative/project/programme]. We consider the communications methods below meet this obligation because [add reasons to justify your decision].

[We have assessed how we should inform individuals about the use of data for children’s safeguarding purposes. We consider the communications methods above meet this obligation because they will ensure that  children and individuals are aware when and how they can submit a complaint of how their data is handled or exercise any of their data subject rights.

However, where information is obtained from a third party, there may be instances where the right to be informed is exempted on the grounds that providing information about the processing to the person would make impossible or seriously impair the achievement of the objectives of the processing – in this case, where it would impair an organisation’s ability to safeguard a child or individual. Sharing partners will make this assessment on a case by case basis, documenting their reasoning where they decide not to inform children or individuals.]

[bookmark: _Toc239864985]12.2 The right of access
The right to access details of data use and receive a copy of their personal information (referred to as a subject access request).
[Each Signatory will respond to subject access requests it receives and confirms that it has an appropriate process in place to do so. It will consult with appropriate Signatories to this agreement by [add details of how you will coordinate with other controllers where relevant, for example to be able to appropriately assess potential harm that release of the data may cause]]

[bookmark: _Toc239864986]12.3 The right to rectification
The right to have inaccurate personal data rectified or completed if it is incomplete.
Each Signatory will consider and respond to requests for rectification. If requests relate to data also held by any other Signatories to this agreement, it will coordinate with those relevant Signatories by [add details of how this will be done, for example by email or updating a shared system, also taking into account other organisations’ views on whether the request should be upheld]]

[bookmark: _Toc239864987]12.4 The right to erasure 
The right to have personal data erased, if applicable. 

[Each Signatory will consider and respond to requests for erasure. [add details of whether the right to erasure will apply depending on the identified lawful basis]]

[bookmark: _Toc239864988]12.5 The right to restrict processing 
The right to limit how their data is used, if applicable. For example, that it can be held by the organisation, but restrictions placed on how it is used. 

Provide details on how Signatories will restrict processing in relevant circumstances, for example where an individual contests the accuracy of the data and the controller is investigating.
Each Signatory will consider and respond to restriction requests. [add details of how restriction will be achieved in practice]]

[bookmark: _Toc239864989]12.6 The right to data portability 
The right to obtain and re-use their personal data, if applicable. This only applies where the Signatories are Processing under UK GDPR consent, or for the performance of a contract; and the Signatories are carrying out the Processing by automated means, therefore excluding paper files.

Each Signatory will consider and respond to requests for data portability. [add details of whether the right to data portability will apply depending on the identified lawful basis]]

[bookmark: _Toc239864990]12.7 The right to object
The right to object to the use and sharing of personal data, if applicable. This applies where the Signatories are carrying out a task in the public interest or for their legitimate interests, but there are exceptions. It is unlikely that an objection would be upheld where the data is Processed for individual care, but each request must be considered on a case-by-case basis. However, it is important to note that there are other routes in which an individual can raise an objection to Processing.

Each Signatory will consider and respond to objection requests. [add details of whether the right to object will apply depending on the identified lawful basis]]

[bookmark: _Toc239864991][bookmark: _Toc122016056]Section 13: Onward sharing of personal data 
[The Signatories agree that where a Signatory wishes to onward share data it has received, it will consult with the sending Signatory where feasible to understand any necessary restrictions or specific handling requirements.]

[bookmark: _Toc239864992]Section 14: Miscellaneous 
[bookmark: _Toc239864993]14.1 Confirm the obligations of all Signatories for child death reviews or child safeguarding practice reviews
[The Signatories acknowledge that where they receive an information request in relation to a child death review or child safeguarding practice review, they may face legal action from statutory safeguarding partners (consisting of the relevant local authority, chief officer of police and NHS integrated care board) if they do not comply. The Signatories agree that they will ensure this is clearly communicated and understood by their staff.]

[bookmark: _Toc239864994]14.2 Confirm the process in place for raising concerns
[The Signatories will ensure that there are suitable processes in place to allow concerns about non-compliance with this Agreement to be reported to an appropriate person, with the authority to investigate and act upon concerns.]

[add in any local shared mechanism for doing so]

[bookmark: _Toc239864995]14.3 Set out the mechanism for issuing a variation to this Agreement
This will be as agreed between the Signatories.

Add details here

[bookmark: _Toc239864996]14.4 Set out the review period for this agreement.
This is the time after which all Signatories will review the contents of the agreement to ensure that it is still fit for purpose.
[bookmark: _Toc122016057]
[Annually as a minimum, and in advance of any planned changes to the processing, or without undue delay where these are unplanned.]




[bookmark: _Toc239864997]Reviewers
Add additional approval sections as required locally. Reviewers are likely to include: Caldicott Guardian, Safeguarding Lead, Data Protection Officer, Senior Information Risk Owner, Information Asset Owner

This Agreement has been reviewed by:	
[bookmark: _Toc239926237]Table 8: Reviewers
	Reviewer name
	Role
	Organisation

	
	
	

	
	
	









[bookmark: _Toc122016058][bookmark: _Toc239864998]Signatories
Suggested appropriate signatories include but are not limited to chief executive officers of ICBs and NHS trusts, chief constables of police forces, and GP partners.
Add additional lines for multiple Controllers. Electronic signatures or clicking ‘Accept’ through data sharing management portals are acceptable.
Authorised signatories on behalf of the Controller: 
[bookmark: _Toc239926238]Table 9: Signatories
	Reviewer name
	Role
	Organisation
	Signature
	Date

	
	
	
	
	

	
	
	
	
	




	Reviewer name
	Role
	Organisation

	
	
	

	
	
	



[bookmark: _Toc239864999]Appendix 1 – Glossary of terms
[bookmark: _Toc239926239]Table 10: Glossary of terms
	Term 
	Definition 

	Appropriate Policy Document (APD)
	The document required by Schedule 1, Part 4 of the DPA 2018 to be in place before a Party may rely on certain Schedule 1 Part 2 conditions for processing special category data. 

	Caldicott Guardian
	A senior person responsible for protecting the confidentiality of people's health and care information and making sure it is used properly. All NHS organisations and local authorities which provide social services must have a Caldicott Guardian. Further, guidance has been issued under the Health and Social Care (National Data Guardian) Act 2018 that recommends "other organisations providing services as part of the publicly funded health service, adult social care, or adult carer support" should have a Caldicott Guardian by 30/06/2023. For more information please see the Caldicott Guardian.guidance.   

	Common law duty of confidentiality 
	The common law duty of confidentiality (CLDC) applies when information is obtained in circumstances where it is reasonable for the person disclosing it to expect the recipient to hold it in confidence

	Competent authority
	As defined in section 30 DPA 2018. 

	Controller
	The natural or legal person, public authority, agency or other body which alone determines the purposes and means of the processing of personal data. 

	Criminal offence data
	Includes personal data relating to the alleged commission of offences by the data subject, or proceedings for an offence committed or alleged to have been committed by the data subject or the disposal of such proceedings, including sentencing. 

	Data breach
	A security incident that leads to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored, or otherwise processed.

	Data Protection Act 2018 (DPA 2018)
	As amended from time to time, which supplements the UK GDPR and provides the domestic framework for data protection law in the United Kingdom.

	Data Protection Impact Assessment (DPIA)
	An assessment of the impact of the envisaged processing operations on the protection of personal data, carried out in accordance with Article 35 UK GDPR.

	Data subject
	The individual to whom the data being processed relates and is identified/identifiable by that data.

	Information Commissioner’s Office (ICO) 
	The UK's independent body set up to uphold information rights.

	Information Sharing Duty
	The duty to share information for safeguarding purposes introduced by section 16LA of the Children Act 2004, as amended by the Children’s Wellbeing and Schools Act 2026, which imposes a legal requirement on organisations within its scope to share information falling within the scope of that duty.

	Law enforcement processing
	As defined in section 31 DPA 2018.

	Multi-Agency Safeguarding Hub (MASH)
	A MASH brings key professionals together to facilitate early, better quality information sharing, analysis, and decision-making to safeguard vulnerable children more effectively.

	Onward sharing
	The sharing by a Party of personal data it has received under this Agreement with a third party or organisation that is not itself a Party to this Agreement.

	Personal data
	Data that relates to a living identified or identifiable individual. An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.

	Processing 
	Any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction.

	Processor
	A natural or legal person, public authority, agency, or other body which processes personal data on behalf of the controller.

	Special category data
	Categories of personal data that are inherently more sensitive and which are afforded enhanced protection under Article 9 UK GDPR.

	UK General Data Protection Regulation (UK GDPR)
	UK GDPR has the meaning given in section 3(10) (as supplemented by section 205(4)) of the DPA 2018.





[bookmark: _heading=h.r1xs8ewvym8o][bookmark: _heading=h.30j0zll][bookmark: _heading=h.1fob9te][bookmark: _heading=h.3znysh7][bookmark: _heading=h.2et92p0][bookmark: _Toc239865000]Appendix 2 – Description of data flows
Provide a description of how the information will be shared. For example, whether each safeguarding partner will share relevant information through email, or if partners will upload information into a system that can be accessed by some or all of the partner organisations. 

There may be multiple flows of data, for example information may be shared through meetings with multi-disciplinary teams, and associated documentation. Ensure that all routes for sharing are captured here.

You may wish to embed a data flow map here to represent the sharing in a visual format. Alternatively, you can edit the table below.

Describe the data flow, or embed a map here, or use the table below.

[bookmark: _Toc239926240]Table 11: Expected Data Flows
[Replace sample text with your own data flows]
	Data flow name
	Going from (source)
	Going to (destination)
	Data description

	Email notification
	Hospital trust (emergency department nurse manager email account)
	Local authority child safeguarding team mailbox
	Email summary following phone call of concerns raised about a patient

	Weekly caseload review meeting
	Local authority (MASH secretariat)
	MASH partners
	Papers – overview of case files for discussion at weekly meeting

	
	
	
	

	
	
	
	




[bookmark: _Toc239865001]Appendix 3 – Organisation details
List the organisation(s) that will decide why and how the data is being used and shared (Controllers).
Local Authority
District Council
NHS England
Integrated Care Boards
Special Health Authority
NHS Trust
NHS Foundation Trust
Local policing body and chief officer of police
British Transport Police
National Crime Agency
Local probation board
Youth offending Team  
Governor of a prison or secure training centre
Principal of a secure college
Education providers
Charities and voluntary organisations involved in safeguarding
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