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Step by step guide for sponsors

Manual 13 of 13: Multi-Factor Authentication (MFA)
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Additional SMS manuals

There are 12 SMS user manuals available, plus a supplementary policy guide for completing a CAS. The guides are grouped into three
categories: common, CAS and CoS. The table below describes the purpose and audience of each manual.

You should read all manuals applicable to your licence before contacting the relevant helpdesk.

Manual

T Manual title Type Purpose Audience

Use this manual to log into SMS, change

your password, manage SMS users and

view important messages posted by the
Home Office.

Introduction to SMS &
- Common " . . All sponsors
managing User access In addition, this manual explains who
should use SMS and for what purpose.
The manual features a full introduction to
SMS as well as a comprehensive
troubleshooting section.

Manual 1

To help sponsors manage their key
personnel, change their licence details,
manage PAYE references, and apply for
allocations of CoS/CAS.

Manual 2 Managing your licence Common All sponsors

Apply for Basic To help sponsors apply for Basic
Manual 3 Compliance Assessment Common Compliance Assessment and manage All sponsors
and manage Action plans action plans.
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https://www.gov.uk/government/publications/use-the-sponsorship-management-system-sms-user-manual
https://www.gov.uk/government/publications/use-the-sponsorship-management-system-sms-user-manual
https://www.gov.uk/government/publications/manage-your-sponsorship-licence-sms-user-manual
https://www.gov.uk/government/publications/apply-and-renew-sponsorship-management-system-sms-user-manual
https://www.gov.uk/government/publications/apply-and-renew-sponsorship-management-system-sms-user-manual
https://www.gov.uk/government/publications/apply-and-renew-sponsorship-management-system-sms-user-manual

Manual

Manual title Type Purpose Audience
reference
. _— . Sponsors licensed
Creating and assigning To help sponsors create and assign :
Manual 4 CAS CAS individual and batches of CAS. in the Student
Route
This manual contains supplementary Sponsors licensed
Creating a CAS — guide information on completing a CAS. Use in the Student
Manual 4a - CAS . . A . )
for education sponsors this guide to determine what information Route
is necessary in each field of the CAS.
To help sponsors report student activity,
for example if a student’s circumstances .
change. This manual also contains help S[EenEers [[EEness
Manual 5 Reporting student activity CAS : o : in the Student
with reporting fee updates and adding Route
sponsor notes to CAS that have already
been assigned.
To help sponsors complete all other
functions of CAS, such as managing Sponsors licensed
Miscellaneous CAS batches of CAS, managing pre-stored P
Manual 6 . CAS . in the Student
functions addresses for use when creating CAS, R
: . o oute
transferring ownership of CAS, printing
CAS and exporting CAS.
To help sponsors use the bulk data
Bulk Data Transfer of transfer (BDT) functions of SMS, Sponsors licensed
Manual 7 CAS CAS including graduate notifications. You must in the Student
have a bespoke IT system in place to use Route

BDT.

Document reference Multi Factor Authentication | Version number 1.0 | Published August 2026 | Manual 13 of 13 | Page 4 of 43



https://www.gov.uk/government/publications/confirmation-of-acceptance-for-studies-cas-sms-user-manual
https://www.gov.uk/government/publications/confirmation-of-acceptance-for-studies-cas-sms-user-manual
https://www.gov.uk/government/publications/certificates-of-sponsorship-cos-sms-user-manual
https://www.gov.uk/government/publications/certificates-of-sponsorship-cos-sms-user-manual
https://www.gov.uk/government/publications/create-a-certificate-of-sponsorship-guide-for-business-sponsors
https://www.gov.uk/government/publications/create-a-certificate-of-sponsorship-guide-for-business-sponsors
https://www.gov.uk/government/publications/confirm-acceptance-of-studies-guide-for-education-sponsors
https://www.gov.uk/government/publications/confirm-acceptance-of-studies-guide-for-education-sponsors

Manual
Reference

Manual 8

Manual 9

Manual 10

Manual 11

Manual 12

Manual 13

Manual title

Creating and assigning
CoS

Reporting worker activity

Miscellaneous CoS
functions

Temporary Work —
Creative Worker Group of
CoS

Defined CoS

Multifactor Authentication

Type

CoS

CoS

CoS

CoS

CoS

Common

Purpose

To help sponsors create and assign
individual and batches of CoS.

To help sponsors report worker activity,
for example if a worker’s circumstances
change. This manual also contains help
with adding sponsor notes to CoS that
have already been assigned.

To help sponsors complete all other
functions of CoS, such as managing
batches of CoS, managing pre-stored
addresses for use when creating CoS,
transferring ownership of CoS, and
printing CoS.

To help sponsors create and manage
groups of CoS. Groups of CoS are only
available to sponsors licensed in
Temporary Work - Creative Worker

To help sponsors apply for defined CoS,
track applications for defined CoS and
once granted, create defined CoS.

To provide sponsor with an extra layer of
security for your SMS account

Audience

Sponsors licensed
in any Worker or
Temporary

Sponsors licensed
in any Worker or
Temporary Worker
route

Sponsors licensed
in any Worker or
Temporary Worker
route

Sponsors licensed
in Skilled Worker

Sponsors licensed
in Skilled Worker

All Sponsors
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https://www.gov.uk/government/publications/creating-and-assigning-a-cos-sms-guide-8
https://www.gov.uk/government/publications/creating-and-assigning-a-cos-sms-guide-8
https://www.gov.uk/government/publications/reporting-worker-activity-sms-guide-9
https://www.gov.uk/government/publications/miscellaneous-certificate-of-sponsorship-functions-sms-guide-10
https://www.gov.uk/government/publications/miscellaneous-certificate-of-sponsorship-functions-sms-guide-10
https://www.gov.uk/government/publications/tier-5-creative-and-sport-certificate-of-sponsorship-sms-guide-11
https://www.gov.uk/government/publications/tier-5-creative-and-sport-certificate-of-sponsorship-sms-guide-11
https://www.gov.uk/government/publications/tier-5-creative-and-sport-certificate-of-sponsorship-sms-guide-11
https://www.gov.uk/government/publications/restricted-certificate-of-sponsorship-sms-guide-12

Glossary

Term Meaning

SMS Sponsorship Management System
CoS Certificate of Sponsorship

CAS Confirmation of Acceptance for Studies
AO Authorising Officer

KC Key Contact

MFA Multi Factor Authentication

OoTP One Time Passcode
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Introduction

What is Multi-Factor Authentication?

Multi-Factor Authentication, also known as MFA, is an extra layer of security for your SMS account. It is designed to make sure you are the
only person who can access your account.

How does MFA work?

If you are a Level 1 or Level 2 User, you will be asked for the following details when MFA is enabled on your SMS account:

e your SMS user ID and password

o your date of birth if you are a Level 1 user

e aone-time passcode (OTP) which will be sent to the mobile number or email address registered in your user details within your SMS
account

The OTP is valid for 10 minutes and you will need to enter this into SMS in order to complete your log in journey and access your licence
details.

Why has MFA been introduced to SMS?

As cyber scams become more sophisticated, multi-factor authentication helps to keep cyber criminals out of your account. MFA significantly
reduces the risk of unauthorised access of your SMS account, even if your password is compromised. It helps protect your personal and
sponsorship-related information held in SMS.
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Checking your licence and personal details

You should check the Licence summary section in the SMS (located in the Licence summary, applications and services menu item)
regularly, to ensure your licence details are accurate. Detailed instructions on how to do this can be found can be found in the ‘SMS Guide 2:
Manage your sponsorship licence’.

You should also check your personal details and those of your Level 2 users using the ‘Manage Level 1 and 2 users’ function under the
‘Licence summary, applications and services’ section of SMS. You will need to make sure the following details are up to date on your SMS
account:

e your email addresses
o the mobile number used for MFA purposes if you are a Level 1 user
o your date of birth if you are a Level 1 user

Detailed instructions on how to do this can be found can be found in ‘SMS manual 1: Introduction and managing user access’. If your details
are incorrect, you must submit a request to change them. The SMS guides provide a step-by-step guide to how to do this.

Avoiding cyber scams and phishing attempts
You should always access your SMS account through the.gov.uk website. To do this:

Search for ‘www.gov.uk’ on your internet browser

Select the ‘Welcome to.Gov.UK’ link

Search for ‘UK visa sponsorship management system’
Select the ‘UK visa sponsorship management system’ link
Select ‘Start Now’ from the page presented

Begin logging into your SMS account

Please remember, when we contact you, we will never:

e Send you a link to the SMS log in page or SMS related guidance or send you attachments with an embedded link to the SMS log in
page or SMS related guidance
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Send you a link to view messages or take other action on your SMS account

Send you a link to view messages or take other action outside of your SMS account

Ask you to provide any your SMS user ID, password, OTP or personal information such as your date of birth outside of the SMS system
Send you an OTP when you have not requested one

When we contact you, we will always:
e Advise you to log into SMS by accessing www.gov.uk
e Advise you to check and update your personal details in your SMS account
e Advise you not to click on links to SMS or SMS related guidance sent to you by e-mail

If we receive information suggesting your account has been compromised, we will take steps to secure it, including deactivating users, and will
contact you with next steps.

SMS manuals

Guide 1: How to log in using MFA with an OTP for the first time

Follow the step-by-step instructions below to log into SMS using Multi-Factor Authentication. Be scam aware. Never share your SMS user ID,
password or one time passcode (OTP) with anyone else. Never change your password because someone else has asked you to.

This guide should be followed the first time you log into SMS using MFA.

If you are a new user, you should read the Sponsorship policy guidance before logging into SMS for the first time to understand more about
your role and the duties you are required to undertake.
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https://www.gov.uk/government/collections/sponsorship-information-for-employers-and-educators#sponsorship-policy-guidance

Step

Instruction

From the SMS log in screen, enter
your Level 1 or Level 2 user ID
and your password.

If you have as not received or
forgotten your Level 1 User ID,
then you should request this
information from your Authorising
Officer. The Level 1 User ID can
be found in the Decision Letter.

A Level 1 user on your licence can
find your user ID from the Manage
Level 1 and 2 users screen
(located in the Licence summary,
applications and services menu
item) in SMS

Screen example

l & UK Visas & Immigration

— 4

You are here > Sponsorship management system = SMS

Home
Log in
Contact

Sponsorship management system (SMS)

Welcome to SMS. You must hold a spansor licence to ba able to fog in to SMS. If you
do not hold a licence, or you want 1o add a route o an existing licence, please use the
sponsor gpplication

Login
Help (opens in a new window) Leg. in

Log in to SMS using your assignad user ID and password

| § UK Visas & Immigration

Home
Log In
Contact

—————————————————————— i ————————

You are hore > Sponsoeship managomant system > SMS log in

SMS log in

You must hold a sponsor licenca to be able to log into SMS.

If you don't hold a licence or you want to add a rouls o an existing licence, please
use the sponsor application.

To log into SMS, enter your SMS user ID and password. You MUST be an appointed
Level 1 or 2 user to access SMS and to use any functions in the system. Misuse of
SMS user IDs may lead to action being taken against you

If you are copying and pasting your user 1D and/or password, plesse ensure that
spaces are not included at the end. If you enter an incorrect user 1D or password
three times, your account will be locked for approximately 20 minutes. If this occurs.
you should try again later

You must have Javascript enabled on your browser and a PDF viewer installed to use
some functions in SMS

You must never share your SMS user ID and/or password with another person.
Misuse of SMS user IDs and/or passwords may lead to action being taken
against you.

Forgotten your password?
SMS log in
User ID;

Password:

SEE ALSO @

SMS user guides (opens in a new
window)

Information for sponsors (opens in a
new window)

Accessibility Statement (opens in a
new window)

Cookie Statement (opens in a new
window)

SEE ALSO (&1

SMS user guides (opens in a new
window)

Information for sponsors (opens in a
new window)

Accessibility Statement (opens in a
new window)

Cookie Statement (opens in a new
window)
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One-time Passcode (OTP) via Mobile (Level 1 users only- Level 2 users should refer to the ‘One-time Passcode
(OTP) via email’ section)

Step

Instruction

Enter your mobile number by first
selecting the ‘Mobile’s country
code’.

Then add your mobile number and
select ‘Next’.

Please ensure your mobile number
is correct.

If you have already registered a
mobile telephone number for MFA
on SMS, you will be shown the last
4 digits. If the digits are incorrect,
you can amend your mobile
number.

Screen example

| 5 UK Visas & Immigration

o) marapement vlon - | ey Mobde Natders

Home Multi-Factor Authentication: Enter Moblle Number

ok have 4 mobie turcber
B e 2
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Step

Note

Instruction Screen example

Enter your ‘Date of Birth’ — this | § UK Visas & Immigration
must match the DOB that is stored
on the Level 1 user details on your

You sro tee = Spomonsug maregemont systsm > Confrm dosn of beth

sponsor licence. Nl i
Log out ldermsy m'l:h.wf ‘ s i
If you have already registered a Selocting ‘Cancel wil ratum you 1o the 3  page cowwidow) T
H Co"n'm dats of n""‘ Accossdity Satament (opans 0 a
mobile telephone number for MFA g 18] [danusry | (077 oW window) :
on SMS and you do not need to o -ore R

amend this, you will not be asked
to enter your DOB.

Please ensure all fields are completed before pressing next. You will have 3 attempts to enter your DOB correctly. If you enter your
DOB incorrectly after 3 attempts your account will be locked out for 24 hours. Please see page 21 if you get locked out.

| g UK Visas & Immigration

After you have entered your DOB
correctly, you will be presented Socmoning managerent htem - WAl | 3ckor Asfentic st Mt NersGer Scrmenary
with a summary page showing the

) ) Home Multi-Factor Authentication: Mobile Number Summary -
mobile number where the OTP will Pradsa confrm e courtry code and rekee rumie bom
be sent via text message.
You can still amend your mobile = ‘ T )
telephone number at this point. S o
Nobile country code UNITED KINGDOM «44
Mok rurmber LRER'S 2 200
Select ‘Request OTP’. e e
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Step Instruction Screen example

£ Messages Details

You will receive a text message
5 from ‘GOVUK’ with a 6-digit

paSSCOde UK Visas and Immigration Home Office:

Your code: ((code))

Note Please wait up to 1 minute to receive the *One time passcode* (OTP).

| a UK Visas & Immigration

Yur ain b = Spomseitig managonen vysiem = Erm 079

Home Multi-Factor Authentication: Enter One-Time Passcode SEROLE0 &

Log cut

Enter the ‘OTP’ into the
6 screen on SMS and select
‘Submit’

Seloctng 'Cancal will return you to tha log in page
Enter OTP
Enar OTP gady ]

()
Aning delora you HOCaNGS

an Reguest New OTP 18

The OTP is valid for 10 minutes. If you do not enter and submit the OTP within 10 minutes, it will be invalid. Press ‘Request new
Note OTP’ to receive a new code. MFA has been introduced to secure your account. Never give this code to anyone else. If you receive

an OTP but are not attempting to log into the SMS or if someone contacts you for the code, do not provide the code to them, please
report this to us here: BusinessHelpdesk@homeoffice.gov.uk
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One-time Passcode (OTP) via email- Level 2 users and Level 1 users without a mobile telephone

Step Instruction Screen example

1

| g UK Visas & Immigration

Enter your Level 1 user ID and
your password in the SMS log in

screen. Home Multi-Factor Authentication: Mobile Number Summary SR M0 o
Conta: Ploase confirm B country code and mobde umber Dikow SMS uber gades (CPONS I & Hew
Log out window)
e 2 1'Re ha wil gor T rdormation for sponecrs (opens n a
e he M actor naw wirdow )
2 f thes 18 NCOrTect, ploase select ‘Amend and olow the cn-screen steps t0 update tha :‘;‘;";'-i;’_:‘31-"~”0"'-v(-'m na

From the MFA: Mobile Number ko cing Conoal wll st you ¥ 1 0 I pags Cooke Suamers (cpens n 3
Summary screen select ‘Amend’. Nobike couny cod

Motsle nurmber IR0

The MFA: Enter Mobile Number
screen will display. | UK Visas & Immigration

" > Spornort managorerd syviem - § by Mot Nt

3 Home SEE ALSO 1]
w» Contact e
. Log out e
Select ‘1 don’t have a mobile -

number’ to switch to the email

locting ‘CTancel will refurn you 10 thw g 0 page
Enter Mobile Number
Mobdo country code

Ploasa saloct -

Lobie rurmber ————
Lo b motsie puce
— [Rye——
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‘ & UK Visas & Immigration
R _______________________________3&

You we hoto > Spotsorshp menagement sysiom > Conbrm Emad Addsss

T_he Confirm Em_all Address’ page Home Multi-Factor Authentication: Confirm Emall Address SN0 2
dISplays the e.ma" address Contact The emai address associated wih your SMS account is shown below SMS user guidas {operss 0 a rew
associated with your SMS account. Log aut window)

i this 1s comaa, please select Request OTF, This will penarate a One-Time Passcode

= v Informatian for sponsors (cpans n a
(OTP] fer sha Multl-Factor Authenticatian jourmey

new window)

If this is correct, select ‘Request

Accesshility Stasement (opens n a

OTP’ to generate a paSSCOde. If this is Incorrect, please selact Amend and follow the or-screen steps 1o updale this i Wik
4 Salecting ‘Cancel wil take you back b the log in page Ccc-::'a Stateeent (opans in anew
If it is incorrect or you do not Confirm Ema Address i
recognise the email address, SR
select ‘Amend’ and follow the on- Request 1P [ e | cancel

screen step to update it.

The email address shown is the email address associated with the user's SMS account. If this is incorrect L1 users can select
‘Amend’ and enter the correct email address. An automated email will be sent to both the original and the new email address linked
to the L1 user account. If you receive a suspicious email or telephone call, or if you believe your SMS account has been

i compromised, please report this to us here: BusinessHelpdesk@homeoffice.gov.uk
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Step Instruction Screen example

l E UK Visas & Immigration

‘Enter’ and ‘Confirm’ your email

Your A hers = SPONSIes g MANMQMMAIE systnem = Enber Fmasd Adhins

address.

Home Multi-Factor Authentication: Enter Email Address SanALSO a

Contact atbh select 'Neal’ 6noce vou hiavie eniared and conlis g Vil A S SMS user guides (Opans in a now
Select ‘Next’ and proceed to |og Log oust Pleasa saloc ance you have erered and confirmed your email address ey

¥ yo 56 the amail addros he pravous page, please amend the Ve I IR o
F § rAommEtion 1or Sponscs (opans n a

On- wmal 5 bact "Nex!' and proc o N WIDGOW )

you should lake the fallowing steps 1o ansure thal your SMS Accassibilty Staternant (opans in a
account ha promsaed Naw wing

Cookie Stalemet {opens in & new
window)

Once you have logged in you

Should fO"OW the Steps On the tats of key personnel, Including emat address and moble
screen to ensure your SMS Salecting Cancel willreturr yoo 1 848 109 11 pepe
account has not been Enter Emall Address

compromised. Emai address e —

Canfim emat addmas

Level 2 users cannot amend their email address. If your email is incorrect L1 users can select ‘Amend’ and enter the correct email
address. An automated email will be sent to both the original and the new email address linked to the L2 user account. If you receive a
suspicious email or telephone call, or if you believe your SMS account has been compromised, please report this to us here:
BusinessHelpdesk@homeoffice.gov.uk

Note

You are here = Bponscrehip manesgement ayalem

Home A a laval 2 urer, you cannol amand your emall address, Plaase contact a Laval 1 user on your licence 1o make the ameandmenta and try again
Contact
Log out
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Step Instruction Screen example

‘ & UK Visas & Immigration

) > SpOMONng mansgementt vystem > Emisd AT Sanmary

Confirm your email address. Home Multi-Factor Authentication: Emall Address Summary 0 8
Contact Pleass conlem the omal 0ddres below \:.".'b."'f‘" 000 0D I & g
If it is correct, select ‘Request Gas i i cortect, laase saloct Reqoast OTP, This wil genseate  Ore-Time :,):Aﬂ st bibaa
OTP’. This will generate an OTP to Passcods (OTP)fo the MutF actor Authenticatco ourmey powwedow)
6 be Sent to the ema|| address LV: B incomect, ploase selact ‘Amend and follow the conscreen slops 10 wpdate ’/.”::::}j,: 's-_,c.,.- 0 (opins n 8
displayed. Sulecting "Cancel wil rotum y0u 15 the o i 0% Cookde Statarment (opend In  new

window)

If it is incorrect, select ‘Amend’
Email add TN ane ce QOv.uk
and follow the on-screen steps to L o

update it. ocnst O [ Amand | Cancel

Note Please ensure all fields are correct before requesting the OTP
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If ‘Request OTP’ has been .
selected this screen will display, [ E UK Visas & Immigration
advising that an OTP has been
sent to your email address.

You e hare > Sponsorshp management sysiom = Extor OTH

Home Multi-Factor Authentication: Enter One-Time Passcode 2] a
¢ iai T Contact A One-Time Passcode (OTP been sent 10 your email ad s Please anter tha SMS usser guadas (opans i ]
Enter the ‘6-digit passcode’ into Mg A One-Time Passcode (OTF) has e sent  your smat adrss. Piease e ha SMS user radas (0pens in 2 new
- - { O WA saRct SuUbmy
the screen on SMS and select SRR krmaton o porsers s
‘Smeit, Alter s tima, It will @ d you should select Requast New OTP'. Please alow Accessibiity Statement (opens n a
D ¥rve W wincow )

o ong mrnile, pease select 'Amend Emai Cockin Statement (opens n a naw

ndow)
23 boer i w,

7 If you have not received the OTP
after one minute, select ‘Amend
Email Address’ and follow the
instructions to ensure the correct

% available afer one minute, Please

s will reset the one minute Smar

emall addreSS haS been entered_ |f Selecting 'Cancel’ wil return you 1o the log In page
you have already done this, select sy o ;
‘Request New OTP”. '
st Amend Email Adires
Tme ramanng bedore you can Request New OTP : 47 seconds

The OTP is valid for 10 minutes. If you do not enter and submit the OTP within 10 minutes, it will be invalid. Press ‘Request new
OTP’ to receive a new code. MFA has been introduced to secure your account. Never give this code to anyone else. If you receive an

Note OTP but are not attempting to log into the SMS or if someone contacts you for the code, do not provide the code to them, please
report this to us here: BusinessHelpdesk@homeoffice.gov.uk
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Step Instruction Screen example

ili GOV-UK

You need the following One-Time Passcode (OTP) o access your
Sponsorship Management System account,

Your OTP code 1s: 450460

Your OTP explres In 10 minutes. It can only be used once. Do not
share this OTP with anyone

You will receive an email from Regards,
8 ‘GOVUK’ with a 6-digit passcode Home Office
OTP

Do not reply to this email. This s an automated message from an
unmonitored account

We have a duty to protect your personal information, Find out how
we use it, who we may share it with and how you can access it:
hitps:Awww.govuk/government/publications/personal-nformation
uge-in-borders-immigration-and-citizenship

hitps./\www.qoy uk/govemnment/organisatonghome-

office/aboutpersonal-nfermation-charter

Note Please wait up to 1 minute to receive the OTP.
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| § UK Visas & Immigration

_— ] ee—-— e e it  r inr 8,
You e harm > Sponsorship management syskom = Extor OTH

SEEALSO

Home Multi-Factor Authentication: Enter One-Time Passcode a
ookt A One-Time Passcode (OTP) has been sent 1o your emall address, Please anter tha SMS ussr guidas (opans in 3 new
Log out OTP below and salect Submit' window)

Infarmaton for sponsors (opens in a

The OTP s vaid § 0 mirahaa
18 OTP is vaid for 10 mirutes new window)

Alter ths tima, 1t will axpire and you should sekect Reguast New OTP'. Please alow Accessibiity Statement (opens na
up 10 one menute for the OTP 0 arrve W window)
If you have not racsivad the OTP after one mernte, pleass select 'Amend Emat Cookin Statemant (opens in a naw

Enter the ‘6'digit paSSCOde’ IntO Address' and Safow tha instructions 1o ensure the .'.uvt'nd emai .1:::(':}-:.'.)'.:: boer window)
h SMS d I t arvared, If you have already done ths, pleasae select Request Naw OTF
9 t € screen on an selec The Request New OTF bution will only become available a®er ane minute. Please
‘su bmlt’ do not refresh this page as this will reset the one minute tmar

15 comect

Selecting 'Cancel’ wil return you 1o the log In page

Enter OTP

Enter OTP [ J

sama] sttt o]

Time ramainng bedore you can Request New OTP : 47 seconds

The OTP is valid for 10 minutes. If you do not enter and submit the OTP within 10 minutes, it will be invalid. Press ‘Request new
OTP’ to receive a new code. MFA has been introduced to secure your account. Never give this code to anyone else. If you receive

Note an OTP but are not attempting to log into the SMS or if someone contacts you for the code, do not provide the code to them, please
report this to us here: BusinessHelpdesk@homeoffice.gov.uk
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Step Instruction Screen example

| @ UK Visas & Immigration

You a9 dere > Sporsomd p manape ment Sypstem - SMS

Sponsorship management system (SMS) SEEILSO (5]
catio = . - ¢ o o 2
e . Yeocoma to HMS It vou Sre S Laved 1 user, you can view sll spplicahic manu itome. Lava 2 users are WA e quidea (apans in & nsw wdndow
unablz to vew the Licence summany. spplcolions and sonices menu dem or greup of functions réormnation dor spanzers (cpens in a now
Andow)

Licence summary. appications and services
Arcussinlty Statemem (upens i a new window)

s chebai mnduding reg steced pcutngns st hey dulee

Cockie Stolomznt (ogens in o now window)
detels, including regiztere

Once you have entered the OTP = Sk o s 4ok bty
you will be redirected to the SMS - Raquest rerawal ofyour it atccss
10 home screen where you can view B i m——
your licence summary and
undertake your sponsorship duties.

o Munags the soesaestip of wivkes

tiip {opanz .3 nesw window!

Note Once MFA has been activated on your licence, an OTP will be required each time you log in to the SMS.
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Guide 2: How to log in using a one-time passcode and amend your stored mobile number or email address

Follow the step-by-step instructions below to log into SMS using multi factor authentication. Be scam aware. Never share your SMS user ID,
password or one time passcode (OTP) with anyone else. Never change your password because someone else has asked you to.

This guide should be followed if you need to amend your Mobile phone number or Email address held on SMS after you log in for the first
time

How to Amend Your Mobile Number

Step Instruction Screen example

| § UK Visas & Immigration

wre = Sponsorship managomant system > SMS log in
¥ SEE ALSO
Home SMS log in @
Log in . =
9 You must hold a sponsor licenca to be able to log into SMS. SMS user guides (opens in a new
Contact window)
Il you don't hold a licence or you want to add a route o an existing licence, please .
Information for sponsors (opens in a
use the sponsor application new window)
- To log into SMS, enter your SMS user ID and password. You MUST be an appointed Accessibility Statement (opens in a
TO al I lend you r MOblle N umber Level 1 or 2 user to access SMS and to use any functions in the system. Misuse of new window)
L I 1 I SMS user IDs may lead to action being taken against you Cookie Statement (opens in a new
( eve users on y) It you are copying and pasting your user ID and/or password, please ensure that window)
1 spaces are not included at the end. If you enter an incorrect user 1D or password
three times, your account will be locked for approximately 20 minutes. if this occurs

you should try again later

From the S MS Iog in Screen 2 enter You must have Javascript enabled on your browser and a PDF viewer installed to use
your Level 1 user ID and password. s hapstiona i SMAR,

You must never share your SMS user ID and/or password with another person.
Misuse of SMS user IDs and/or passwords may lead to action being taken
against you.

Forgotten your password?
SMS log in
User ID;

Password:  swssesessses
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Step Instruction

You will be presented with a screen
that shows the last 4 digits of your
mobile number. The number
displayed is the mobile number

2 registered on your licence.

If the last 4 digits of the mobile
number displayed are incorrect,
select ‘Amend’.

Choose the country code and enter
3 the mobile number to which you want
to receive the OTP and select ‘Next’

Screen Example

| § UK Visas & Immigration

Home

Contact

Leg out

———EEEEEEEEEEEEEEE——————————————— A

Your 3 Aeen - Spomsorshy menagenen syskem - Crrfem Mob e Narbee

SEE ALSO
Multi-Factor Authentication: Confirm Mobile Number g
The Gt 4 ity of M Mobile NUMBES CUIMIEY BRSO with your Account are swr SMS user guias (opans n @ naw
bolaw window)
. e Informatian for sponsors (opens in a
I this & corract, passe sakect Raquest OTF, This will generate 3 Ooe-Time Passcode new window)
(OTP} for the MuB-Factor Authentication oumery =
Accrasility SIement (opens n &
now window)
I this 5 INConect, plase seiect Amend and iITow i Ce-5Cnen stegs 1o update this
Cookla Siatemant (OpeNs IN 3 Naw
Salecong "Canced’ wil rotum you 1 the log n pageo window
Confirm Mobile Number
s gagg

You &% hare > Sponsceship managament systom > Enter Mobie Numbar

Home
Contact

Log out

Multi-Factor Authentication: Enter Mobile Number e
Please seiecl 'Next' once you have entered your mobde number snd coundry code

Il you dit nal recognise the mobile number on the prévious page, please amend the number
balow, salect ‘Next' and procead to log In

Once you have logged In you should take the following staps to ansure that your SMS account has
not been compromised

= Review CoS/CAS usage
= Check parsonal delals of key persennel. inciuding emad addrass and mobile numbesr

Sefacting ‘Cancal’ wil raturn you to the log in page

Enter Mobile Number
Maobie coundry code
| Please seloc v]
Mobde number: )| R

Note It is important to double check the mobile number before pressing next.
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Step

Note

Note

Instruction Screen example

‘ a UK Visas & Immigration

SPOMIETE TraTageran symine - Contm dem of Beh

Enter your ‘DOB’ — this must

i Home Multi-Factor Authentication: Confirm Date of Birth e 9
match the DOB that is stored on Contact hotnt ot Vol G i b G ot ke o M o e wa s S AR
the level 1 user details on your Log out window
SponSOI" ||Cence. Selocting 'Cancel’ wil ratum you 1o the fog n page ],::":x“t"\:' HPORSCTS (hpens v &

PONTEIN TS Y ) . S ' Accosabdity Suaement (opans 0 a
Date of bath (18] |January v/ new window)

Cookie Statemant (opers in & now

mmEm

Please ensure all fields are completed before pressing next. You will have 3 attempts to enter your DOB correctly. If you enter your
DOB incorrectly after 3 attempts your account will be locked out for 24 hours. Please see page 21 if you get locked out.

| g UK Visas & Immigration

Select ‘Request OTP’

Homa Multi-Factor Authentication: Mobile Number Summary SR ALR0 =]
Contact Ploase confirm e country code and mobde number Diskow SMSE uner gades (Cpans I & Pow
R Log ot window )
If you want to change the mobile ’ 1 hose re commc. gt sooct R This Wil gonerate & One-T pormeton or sp0necrs (opens i 8
Passcode (OTP) kx the M e « vy new window )

number press ‘Amend’ and see

Accossubity Staemont (0pons = A

‘Step 3’ fthis is Incomect, ploate select ‘Amend and follow ihe cn-screen sept 10 update tha. 0 gl
’ Salocting "Cancel’ will returm you 10 the kg 0 page Cookip Stamont (opens in a now
window)
Nobile country code UNITED KINGDOM «44
Moo murmder LRER" 2 =5

Please ensure all fields are correct before pressing next. If the number is entered incorrectly, you will not receive the OTP.

Document reference Multi Factor Authentication | Version number 1.0 | Published August 2026 | Manual 13 of 13 | Page 24 of 43



Step Instruction Screen example

£ Messages Details

You will receive a text message
7 from GOV UK with a 6-digit

LEES UK Visas and Immigration Home Office:

Your code: {(code))

Note Please wait up to 1 minute to receive the OTP.
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| UK Visas & Imnigration

Yos a0 hest > Sporsarviep agugesed! yoken > [k OTP

. A

Fore Multi-Factor Authentication: Enter One-Time Passcode EaR B
S ) has S sitd 10 pour mabew rumbat. P ecle 0w SMS usar gudas (ooens i a ek
Log out ' ’ ; wnice)

rormaaien b spoesons [bpass n 3
1OW MNOOW

Fonesstity Statzoent jopars m 2
T T

Enter the passcode into the
8 screen on SMS and press
‘Submit’

Cooioe Statamart (opers n & new
Wi

T 1emaning bebrs you 22n Reguest New 7P - 56 seconds

The OTP is valid for 10 minutes. If you do not enter and submit the OTP within 10 minutes, it will be invalid. Press ‘Request new
OTP’ to receive a new code. MFA has been introduced to secure your account. Never give this code to anyone else. If you receive

Note an OTP but are not attempting to log into the SMS or if someone contacts you for the code, do not provide the code to them, please
report this to us here: BusinessHelpdesk@homeoffice.gov.uk
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Note

‘ ‘ UK Visas & Immigration

Once you have entered the OTP _, S G e T
you will redirected to the SMS A W e S48 4 Lt | e, e 0t v oo s SN o Mot 8
home screen where you can view sttt . ——————
your licence summary and
undertake your sponsorship
duties.

Lxsace » Tty spsleatiuns and services
v DARE 1 8 D8 IR0 LASCCH BETTT

An automated email will be sent A S e i
to you, notifying you when your Ve aviviien e
mobile number has been IR
changed.

Hivderes
oz 1oOR"A

An automated email will be sent to the e-mail address we hold for you on SMS, notifying you when your mobile number has been
changed. Never give this code to anyone else. If you receive an OTP but are not attempting to log into the SMS or if someone
contacts you for the code, do not provide the code to them, please report this to us here: BusinessHelpdesk@homeoffice.gov.uk
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How to Amend Your Email Address

Step Instruction Screen example

| g UK Visas & Immigration

Home SMS log in SEEALSO a
Log In
Contact

SMS user guides (opens in a new

You must hold a sponsor licenca to be able to log into SMS
window)

If you don't hold a lic

use the sponsor ap)

Information for sponsors (opens in 3
new window)
To log into SMS, enter y

To amend your Email address i syl oo bumhcinipd

SMS user IDs may lead to action being taken again

rd. You MUST be an appointed Accessibility Statement (opens in a
ns in the system. Misuse of new window)

Cookie Statement (opens in a new

If you are copying and pasting your user 1D and/or password, please ensure that WHICOW)

1 From the SMS log in screen, enter sy stk oo
your Level 1 user ID and o sy sgan e

You must have Javascrpt enabled on your browser and a PDF viewer installed to use

p asswo rd some functions in SMS
You must never share your SMS user ID and/or password with another person.
Misuse of SMS user IDs and/or passwords may lead to action being taken
against you.

Forgotten your password?
SMS log in
User ID

Password: = |esssessssses

Level 2 users cannot amend their email address. If your email is incorrect L1 users can select ‘Amend’ and enter the correct email
address. An automated email will be sent to both the original and the new email address linked to the L2 user account. If you receive

Note a suspicious email or telephone call, or if you believe your SMS account has been compromised, please report this to us here:
BusinessHelpdesk@homeoffice.gov.uk
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Step

Instruction

You will be presented with the
Confirm Email Address screen.
The email address displayed is the
address associated with your SMS
account.

If the email address displayed is
incorrect, select ‘Amend.’

‘Enter’ your email address below,
select ‘Next’ and proceed to log in.

An error message will display if the
format of the email address
entered is invalid, or if the email
addresses entered in both fields do
not match.

Screen Example

| § UK Visas & Immigration
e (R ———————=

You we here > Spotmsorshp menagement systam > Confem Emad Addsess

Home Multi-Factor Authentication: Confirm Email Address SERALSO 3]
Contact The amai address associated with your SMS account is shown below SMS user guidas (opers in a new
Log out window)

H this s © select R

acx, please t OTF, Ths wil genarate a One-Time Passcode
{OTP] fer sha Multi-Factor Authe:

Information for sponsors (opans n a

N Jourrsery new window)

Accessbility Stasament (opens m a

I this is Incofrect, please selact ‘Amend and folow the cn-screen sieps 1o updale this
s == C! vl and folow ps upaa! new windaw)

Salecting ‘Cancel will 3k you back %o the log in page Ccokie Staterant {opans n 3 naw
S : - window}
Confirm Ema#l Address

s*** """ s@homecice. gov.uk

T [

| § UK Visas & Immigration
B —————————————————————————————————————————————————————

Erber Fmae Ay

You e herm = SpONses gl (MAMOMTRIE Syl

SEEALSO a

Home Multi-Factor Authentication: Enter Email Address
Contact S o 1e n "
e Please seloct 'Next' ance you have erfered and confirmed your email address SIS user guades (Opans in a new

Log out wndow)
Information for sponsces (opans n a
N window)

Once you hawe logoed i you should lake the fallowing steps 1o ansure thal your SMS Accassibilty Staternant (opans ina
account has nat been compromsad N WIndow )

Cookie Stalemeet {opens in & new
window)

Selectng ‘Cancel will return you 1o ths g n page

Enter Emall Address
Email addrss | —

Canfiem emmal addmas

e
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Step

Note

Note

Instruction Screen example

‘ g UK Visas & Immigration

You ate hove > Sponsorshd mutagomon! sysiem » Confem ot of Beth
Enter your ‘Date Of Blrth’ - thlS Home Multi-Factor Authentication: Confirm Date of Birth SR AL
must match the DOB that iS l‘_a{r‘.-m t—;:.”‘[:;v.,....l NOXT ance yYou hinee #niered yout dire of birth % help us confim your ,w:u Y]
stored on the Level 1 user details )
on your sponsor licence. Contirm date of it = o
Date of brth 03] [January v |[1829 v

Cooke Statemant (opens

m Cancel window)

Please ensure all fields are completed before pressing next. You will have 3 attempts to enter your DOB correctly. If you enter your
DOB incorrectly after 3 attempts your account will be locked out for 24 hours. Please see page 21 if you get locked out.

| § UK Visas & Immigration

0 > SPOMONDD managemern vyitem > £msl ASTIns Sotmar

Confirm your email address.

If it is correct, select ‘Request
OTP’. This will generate an OTP

. I this s incomect, ploase selact '‘Amend” and foliow the coacreen slops 10 wpdate Accessibilty Suatement (opans n 8
for the MFA journey e wexdow)
Selecing Tancel will roturr: you 1 the log n page Coolkie Staterment (opons In A now
window)
Email addrosn W g ENcmectice Qov.uk
[T (e

Please wait up to 1 minute to receive the OTP. You should note that if you also have a mobile telephone number registered for
MFA on SMS, you will be asked to re-enter this number the next time you select to receive the OTP by mobile phone.
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Step Instruction

Enter the passcode into the
screen on SMS and press
‘Submit.’

8 If you have not received the OTP
after one minute, select ‘Amend
Email Address’ and follow the
instructions to ensure the correct
email address has been entered.

Screen example

l g UK Visas & Immigration

You we hars > Sponsorshp management sysiom = Extor OTH

Home Multi-Factor Authentication: Enter One-Time Passcode ShEALSE 3

tact e
Contact SMS ussr gadas (opans in 3 new

A One-Time Passcode (OTP) has been sent 10 your email address. Please anter tha
- window

Log out o
Infarmation for sponsors (opens ina
new window)

ould select Roquast New OTP'. Ploase alow Accessiiity Statament (opens n a

W window)

Cookla Statemant (opens n a naw

window)

ailable afer ane minute, Please

will resed the one minute Smar
vew QTP teice, piaasa ersuwre that your emall address

Selecting 'Cancel’ wil return you 1o the log In page

Enter OTP

Ertr OTP ——
somt] it

Time ramaining bedore you can Request New OTP : 47 seconds

The OTP is valid for 10 minutes. If you do not enter and submit the OTP within 10 minutes, it will be invalid. Press ‘Request new
OTP’ to receive a new code. MFA has been introduced to secure your account. Never give this code to anyone else. If you receive
Note an OTP but are not attempting to log into the SMS or if someone contacts you for the code, do not provide the code to them, please

report this to us here: BusinessHelpdesk@homeoffice.gov.uk
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| UK Visas & Immigration

Heme Sponscrahip management system (SMS)
Cerce sum

S W « be S0 - o, pon 2% vien o aopbos
Laved 3 uamrs avw Uraiie &2 verw the Laaren sesvary, spyduaters svel se
§ of tuazsors

Once you have entered the OTP
you will redirected to the SMS

Lxsace summary, speleatuns ared services

9 home screen where you can view w
your licence summary and - Charn
undertake your sponsorship o Mgt
duties. e

Yeathery
Hola (00822 110 Nee 0daw ) Dorsen

Hiwderes

vz (COR"A 1 4 ree merdon Seowr

Note An automated email will be sent to you, notifying you when your email address has been changed.
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Guide 3: How to amend an invalid Date of Birth or if the Date of Birth entered does not match our

records

Follow the step-by-step instructions below to log into SMS using multi factor authentication. Be scam aware. Never share your SMS user ID,
password or one time passcode (OTP) with anyone else. Never change your password because someone else has asked you to.

This guide should be followed if you have entered an invalid Date of Birth or if it does not match our records.

Step Instruction

Following the SMS log in page,
enter your mobile number by first
selecting the mobile’s country
code.

Then fill in the ‘Mobile number’
and select ‘Next'.

Please ensure your number is
correct

Screen example

| § UK Visas & Immigration

Home
Contact

Log out

Multi-Factor Authentication: Enter Moblle Number BERALYO a
Paease subict 'NoaT 0008 you have entored your mobde rumber and country code SMS user guUdon (OPans N & New
winOOw)
oMIton for 400N (Opens » &
wed 10 log Ny window
he foliownyg steps 10 wraure Tist your SMS Accomibity Stasmmont {opens m a
naw window
Cookie Staternont (opens In 8 naw
wdow )

Enter Motile Number

Mobie courtry coce

Ploase seiect v
Moble rurrdes Eva e )
gon} have a motuie turcber
' e fewed
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Step

Note

Instruction Screen example

| g UK Visas & Immigration
.S S IS

win > Sponsoctp managoment sysiem = Cimfimn @als of beth

Enter your ‘DOB’ — this must _
matCh the DOB that iS stored on :::t:c Multi-Factor Authentication: Covﬁm Date of Birth

Ploaza sofodt ‘Next' coce you have enterod your date of birth to holp us confirm your SMS user guides (opons N a new

the Level 1 user details on your Log out

Informason or spansors (opens N s

Sponsor Ilcence Sefoaing "Cancal wil retum you 1o tha log in paga new window)
: Confirm date of birth

Date of bieth Vit ad ! | s

SEE ALSO o

Actaasibilty Statement {opans in 8
naw wincow )

Cookis Ssatemeant (apans In & new

mEm

Please ensure all fields are completed before pressing next.

| 6 UK Visas & Immigration

If an invalid DOB has been entered

an error message will display Morme Multl-Factor Authentication; Confirm Date of Birth Em AL a2
- - . Cantact Please saboct ‘Naxt' once you have emared your dats of bith 1 help Ls condem your BMS user guides (opens In A new
requesting a valid date of birth to tog aut wincia) S

= Informason for spansors (opors In a
e en ere . Sesectng "Cancel wil retuwn you 10 the 0g i pags oW window)
Confirm date of birth Accossibilty Statemuent (opens n a
Floasze entor a valo date of hrth NGW ‘Window )

Enter a valid DOB and select Diate of bith 30 v| [February v [1827 v ok RGO (DS 11 8 DY

wWinCow)
‘Next’. et Cancel
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Step

Note

Note

Instruction Screen example

’ ! UK Visas & Immigration

If you have entered a valid DOB

SEEALSO

. Home Multi-F A j : Confirm D: Birth
and it does not match our records ot gt mepesbssopyeapassgrbicsimmtponi gord- s OO - <. .=
an error message will display. Log out s

Indormaton K¢ sponecrs o

Sakecang Lancal we rotum you Lo e iog 1 page

Confirm date of birth

andow)

oo

You will have 3 attempts to enter your DOB correctly.

‘ @ UK Visas & Immigration

After 3 DOB input failures, your S ot = Sty obiog el Al AN ATV SO O

account is locked for 24 hours. — ; o - seEALSO )

Please try again after 24 hours. ourt han oo lockad o can s SN o s opers 4 m
nformation for sponsors (apons in a

If you have reattempted to log in, Rk Wit ekt v b p s R

but the DOB is still incorrect please « Ervar youx okl numar! amall address to s the OTP a bang sant o s e A

complete the MFA manual change S s R SLOTE VR, 1T

of circumstances form.
Sponsor change of circumstances
form - GOV.UK

NPV Winiom

a

Kas (opens o 8 new

Please try again and select ‘Next'. s AT (hen Pt MErh au Tacordh ARBTER | 403, Famme Ty 2009 s hagrasdd il

Datw of tieth {03 ) January ~| 1828 v Cockis Statnenent {opens in & new

If you enter your DOB incorrectly or if the DOB does not match the DOB stored on the sponsor licence, your account will be locked
out for 24 hours. Please try again after 24 hours. If you have reattempted to log in, but the DOB is still incorrect you must complete

the MFA manual change of circumstances form to update it.

Document reference Multi Factor Authentication | Version number 1.0 | Published August 2026 | Manual 13 of 13 | Page 35 of 43


https://www.gov.uk/government/publications/sponsor-change-of-circumstances-form
https://www.gov.uk/government/publications/sponsor-change-of-circumstances-form

Guide 4: How to request another one-time passcode (OTP)

Follow the step-by-step instructions below to log into SMS using multi factor authentication. Be scam aware. Never share your SMS user ID,
password or one time passcode (OTP) with anyone else. Never change your password because someone else has asked you to.

This guide should be followed if you have entered an invalid OTP or want to request another OTP.

Step

Note

Instruction Screen example

I ﬁ UK Visas & Immigration

From the SMS |Og in page, fO"OW Home Multi-Factor Authentication: Enter One-Time Passcode SARALSO a

the earlier steps of entering or Lo ik A Ori Ve Papeccy (CTP) fits Seom ok 1 yoj s SO snombes Ploion eior
confirming your mobile number or
email address and select ‘Request
OTP'.

SMS unar guidas (ocpans N a Haw
4

OF SPONSOM (Opers in 2

Azcosstallty STaMment (opsas in &
now window)|

Cockia Statomaent (apana in a new
window)

On the ‘Enter OTP screen’
displayed, input the ‘Passcode’

an only selec! Raegquesl New OTF wice, pleats ansure Bl your mobie mimbes
received via text message or email -
. Sealoctng ‘Cancol will raturn you to tha g n paga
:[O your rpoblle number and select ———
Submit’. Entor OTP LT

an Request New OTF 18

m— -
Aneng belora you HOCONGS

The OTP is valid for 10 minutes. After this time, it will expire, and you should request a new OTP. Please allow up to one minute for
the OTP to arrive. If you have not received the OTP after one minute, please select ‘Amend Mobile/Email Number and follow the
instructions to ensure the correct mobile number or email address has been entered. If you have already done this, please select
‘Request New OTP’. The Request New OTP button will only become available after one minute. Please do not refresh this page, as
this will reset the timer. You can only select ‘Request New OTP’ twice, please ensure that your mobile number is correct.
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Step Instruction Screen example

| g UK Visas & Immigration

You e hére > Sponsoeship management Systems > B

S 0
Home Multi-Factor Authentication: Enter One-Time Passcode . 2
niact > o g foriae
¥ Contac A One-Time Passcode (OTP) has been sent %o yout mablle number Piease anter the ‘\I'(i"lﬁ' guides {opens in & naw
o b QTP balow and sefect ‘Submit’ o
i A . rarmation for sponsors (opens in a
he OTP s vakd for 10 minutes AW wirdlow)
After this time, It will exprs and you should select ‘Requaest New OTP', Pleass alow hecassbilty Stasamant (opens in @
up 10 one minuts for the OTP 1o arrive new window)

Cookia Stalemant (apons in 3 new

f you have not recoived the QTP atter ano minue, please select "Amend Mobile
window)

Number’ and follow the instructions 12 ensure the comect mable number has been
erered. If you have aready done this, plasse select ‘Request New OTP

The 'Request New OTP' bulicn wil only become availabie after ore minule, Please

If an invalid OTP is entered, an e ik
2 error message |S dISp|ayed Please You can only salect Request New OTF twice, please ensure that your mobie numbee

re-enter the correct OTP code and

select ‘Submit’. Saiecting 'Cancel’ wil retum you o tha b in page

the one-miruse timer.

Enter OTP

Invalid OTP emered- Attamprt 1 of 3. Please wry agan

Time remaining bafore you can Request New OTP ; 34 saconds

Enter OTP

Note The OTP is valid for 10 minutes. You have 3 attempts to input a valid OTP.
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If an OTP has been incorrectly
entered 3 times an error message
will display stating that the retry limit
has been reached. A new OTP
should be requested.

| § UK Visas & Immigration

You @ hire > Sponsonded managament sysiam » Ealer OTP

Home Multi-Factor Authentication: Enter One-Time Passcode
Contact -~ .

ADOne-Tima P
Log aut DTP below and select ‘Submil

scode {OTP) has baen sant to your mabike numder. Please antor the

The OTP = valid for 10 mnutos

Aftor this time, it wil xpire and you should sefect ‘Requast New OTP'. Picase allow

U 0 gt minute S e OTP 10 artive

If you have not recewed the OTP after coe minute, please select ‘Amend Mobxie
Number' ang follow the Instrugtions 10 enst M@ conee e numbaer has baan

erteved, I you have already doon thia, plesse seloct ‘Roquest Now OTP'

Tha Requast New OTP' buttzcn wil onfy become available aftor one mruie. Please

do not ralresh This pacs as this wil resel he one-manute limes

can oty select Regquest New OTF twice, plesse eosure Sl youe mobie number

fing 'Cancal will retum you 1o tha log In pags

Enier OTP
Invalid OTP entered. Retry imil roached. Plbase roquest a now OTP

Entes QTP * peazit ]

D NN (T

SEE ALSO 1]
SMS uber Quidas (Opens In & new
wirdow)

Infanmation for Spensons (opens I &
W window)

Accessbdity Statemant (opecs in &
P windaw |

Cookia Statemnent (Cpans ¥ @ e
wirddow)
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Step Instruction Screen example

| $ UK Visas & Immigration

You nie hoce > Spoosorshp manapemont systam > User Account | ockod ogt

You can only select ‘Request New Home You hava exceoded tha it or One-Tima Passcod (OTF) requests or ncarrect AL -
OTP’ twice. If you exceed the limit st 5 A A . SR it tce W hoe
for OTP requests or Incorrect Yihen atterrgtng o log in ploase take the iollowng steps ?;ir;?i;.?“tlct sponsars (opons in 3

4 attempts’ your accou nt Wi” be » Sefect '‘Amand' 1o changa your r'v:-:-\:c umber! am . f:u;’_\:;;};"' Stasement (opens in o
- o Erdar your mobde numparn’ email addrass to ensire the OTP ks barg sant (o tha W)
locked out for 20 minutes. You can e PihbY Gockia Statarment cpars 12 ow
i i 1 Wa o 16 belora requasing u reew OTP WO
attempt to log in again after this oI V010 A0 S S NG

time.

When attempting to log in please take the following steps:
e Select amend your mobile number or email address
e Enter your mobile number or email address to ensure the OTP is being sent to the correct location
o Wait up to one minute before requesting a new OTP

Note
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Guide 5: Troubleshooting

Issue / Error message

Date Of Birth (DOB) is not
recognised.

DOB entered incorrectly 3 times
and now locked out for 24 hours

OTP is not arriving

Level 2 user wants to amend
their email address

Cause

The DOB you are trying
to enter does not match
the DOB that is held on
your licence.

Your mobile number was
entered incorrectly

You have added the
correct mobile number,
and the Country code
was wrong.

Your email address was
entered incorrectly

Level 2 users cannot
amend their email
address.

Resolution

Contact us using the Change of Circumstances form found here:
Sponsor change of circumstances form - GOV.UK

Amend mobile number or email address and request new OTP

Please contact a Level 1 user on your licence to make the
amendments and try again.
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Guide 6: Frequently Asked Questions (FAQs)

1. Will MFA and an OTP be required every time | log into SMS?
Yes, MFA has been introduced to protect your account. Once enabled on your licence, an OTP will be required every time you and other users
listed on your licence log into SMS.

2. Is MFA mandatory?
Yes. MFA will be rolled out to all sponsors in the coming months and will be a mandatory security feature for all SMS users.

3. How will | know when my SMS account has been enabled for MFA?
We will e-mail your Authorising Officer, Key Contact, Level 1 and Level 2 users two weeks before your account is enabled to tell you the date
that you will start using the new functionality.

4. Will MFA affect how | use the SMS?
No, MFA only affects the login process. You will continue to sign in using your existing user ID and password and then enter a one-time
passcode (OTP). Nothing else is changing and once authenticated, you will use the system as usual.

5. My email address/phone number/date of birth is incorrect on SMS, what should | do?

You should check and update these details before MFA is enabled on your licence. If you have not updated your email address or phone
number before MFA is enabled on your licence, Level 1 users can change them via the MFA process; however, you will need to enter your
date of birth when you do this.

If you are a Level 2 user, you will need to ask a Level 1 user to make these changes before you can log into your SMS account.

6. What happens if | do not correct my date of birth on SMS before MFA is enabled?

If your date of birth is incorrect on your SMS account, you will need to inform us using the Sponsor Change of Circumstances form so that you
can log in using MFA. This form can be found by searching for ‘Sponsor change of circumstances form’ on the.gov.uk website:

Sponsor change of circumstances form - GOV.UK
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To complete the form for date of birth changes only:

In Section A select the option to ‘Appoint a new Level 1 User’

Complete Section B with your licence details.

In Section C provide your first name(s), last name, e-mail address and date of birth.

Complete Section G

Send the completed form as an attachment by e-mail MEACOC@homeoffice.gov.uk using the subject header ‘DOB change request’

You and your Level 1 Users must check the date of birth recorded for you on SMS as soon as possible and before MFA is enabled. If
this information is incorrect when MFA is introduced, you may be unable to complete successfully and could experience delays.

7. What should | do if | do not know my SMS user ID?
If you cannot remember your user ID and are the only Level 1 user with access to SMS, you should check the letter sent to your AO when your
sponsor licence was granted.

If you are unable to locate the letter, you can contact the Business Helpdesk on BusinessHelpdesk@homeoffice.gov.uk who will be able to
provide the user ID to you. Please note, the helpdesks will only be able to disclose licence details if the original email came from an address
registered with an active member of key personnel on the licence.

Once they have confirmed your identity, the helpdesk will email your user ID to your AO to forward on to you. If you have more than one Level
1 user on SMS, you should ask a different Level 1 user to obtain your user ID from the Manage Level 1 and 2 users screen (located at Licence
summary, applications and services/Manage your Level 1 and 2 users).

8. How can | receive an OTP if my mobile phone is lost or stolen?
You can receive your OTP by email. This enables you to securely access your account. You must remove the lost or stolen mobile number
from your SMS account as soon as possible

9. What if | can’t get an OTP while | am overseas?
If you are travelling abroad and are unable to receive an OTP via text message, you can use the email option. This ensures you can still
access your account securely.

10. Why do you use text message or email instead of messaging apps (e.g. WhatsApp)?
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We use text message and email because they are widely supported, secure and reliable methods for delivering authentication codes.
Messaging apps like WhatsApp depend on internet access, app availability and service compatibility, which can vary across regions.

11. Who can | contact for help?

If you have any questions relating to MFA or require assistance, please contact:
BusinessHelpdesk@homeoffice.gov.uk

Please provide your organisation name and sponsor licence number in the subject heading of your e-mail.

If you experience issues receiving a one-time passcode (OTP) once MFA is enabled on your account, please provide the following information
in your email to us:

A detailed Description of Issue
Your mobile service provider name
Mobile number

Date OTP requested

Time OTP requested
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