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Executive Summary  

RSM UK Consulting LLP have been appointed by the Office for Product Safety and 
Standards (OPSS), to undertake a scoping study on Digital Innovation in Product Safety, 
with a focus on Digital Twins. 

Study objectives and methodology 
The primary objective of this research is to enhance OPSS’ comprehension and insight 
into Digital Twin technology, along with its interconnectedness with other pertinent digital 
innovations.  
The research also offers relevant conclusions and highlights potential sectors of interest, 
which may lead to further in-depth investigations in some of these areas.  
This is accomplished by examining nine key research questions (See 1.1 Research 
aims) through: 

• a literature review; and  
• a series of interviews and workshops with representatives from industry, 

academia, government and conformity assessment bodies.  
The research is designed to give insight on how the benefits and opportunities that arise 
from Digital Twins and other relevant and emerging digital technologies, with a specific 
focus on consumer products, can be maximised. 
In addition, the research explores how the technology has the potential to improve 
consumer safety and other opportunities such as reducing regulatory burdens on 
businesses. However, there are currently fewer applications of digital twin technology in 
the consumer goods space across sectors, which is OPSS’ primary remit. 
Terminology – Digital Twin: 

• For the purpose of this research, Digital Twins are defined as: 

“a virtual representation of a physical object, product, service or system that 
spans its lifecycle and is updated using real-time data. It is operated via a two-
way data exchange from the virtual model to a real-world physical object.” 

• Digital Twins use sensors and networks to feed data from the real-world object 
into a computer model, which can then send back instructions: for example, on 
usage or the environment affecting the object. This two-way exchange of 
information creates a feedback loop using which, the Digital Twin can make 
decisions to make predictions or modify the object using processes like 
predictive maintenance. 

• This could be used for virtual testing of products by the companies, providing the 
potential to enhance product safety. The virtual testing data could also be an 
efficient addition to OPSS’ regulatory framework if appropriately standardised 
and governed.  
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The current market, and trends 
• Digital Twins have the potential to help protect consumers from harm. 

They have the potential to offer virtual product testing during development, 
which can improve efficiency and allow testing of scenarios or dangerous 
environments. Other potential trends include real-time tracking throughout 
product lifecycles, extending the safe lifespan of products (through automated 
decisions and predictive maintenance, to reduce downtime, wear and tear, and 
waste reduction), and market surveillance. 

• Digital Twins are at an early stage of commercialisation in the consumer 
products domain. The technology is most mature in construction, 
manufacturing, energy, and utilities, and in sectors outside OPSS’s regulatory 
purview such as logistics.  

• The trajectory however is for more examples of Digital Twin applications 
to be developed, and for consumer product sectors to start to use Digital 
Twins as the technology evolves and costs fall; likely early adopters are “big 
ticket” purchases such as white goods. An example potential use case would be 
predictive maintenance on gas boilers. 

Opportunities and challenges for product safety 
The stakeholders that were consulted brought out several challenges to implement Digital 
Twins and maximising their benefits, including: 

• Lack of awareness amongst consumers, businesses, and government 
stakeholders regarding Digital Twins, which is hindering adoption.  

• Lack of comprehension of the extent of data and information exchanges that 
need to be created to develop a Digital Twin.  

• Digital Twins require the development and use of robust software and hardware, 
and especially the ultra-low latency networks required for data transfer at the 
right time.  

• Need for standardised frameworks for Digital Twin domains, through which data 
could be shared securely and efficiently, in real time where possible. There is 
also a need to identify what frameworks exist, and what data and information 
can be shared effectively.  

• Need for widespread collaboration amongst several types of stakeholders for 
effective adoption of Digital Twins across sectors. 

These challenges, among other benefits of the technology, also pose opportunities for the 
government and the industry to further develop their strategies.  

• Digital Twins can improve consumer product safety: 
o Digital Twins enabled virtual testing could improve the efficiency of the 

product testing process. 
o The data collected by Digital Twins could be of use in traceability and 

non-compliant product detection, providing a “golden thread” of 
information from supply chain to consumer, including usage patterns, 
performance data, and maintenance history. That performance could also 
provide early warnings which could be used to trigger product recalls. 
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o The level of data collected / provided by consumer products that use 
Digital Twins could provide information to update standards and inform 
regulatory changes in the event of safety incidents or product recalls, and 
allow for the development of evidence-based regulations. 

• Throughout the research, it is found that regulation has the potential to 
accelerate adoption in sectors that could use Digital Twins. 

o Development and endorsement of standards for Digital Twins that work 
with consumer products that OPSS regulates would promote reliability 
and interoperability of Digital Twins and other innovations such as 
Artificial Intelligence (AI) and Machine Learning (ML), amongst others.  

o Clear standards would increase confidence in the market and are 
necessary for businesses and investors to commit the resources required 
to develop innovative solutions. 

o Government more widely has a key role here to invest in infrastructure, 
skills development, cyber security, and awareness raising; many other 
departments and agencies have a stake in this (e.g., DSIT, Cabinet 
Office, NCSC, UKRI, Office for AI) but OPSS has a role to play, such as 
actively being involved in relevant standards being developed to support 
effective data sharing and compliance when Digital Twins are involved in 
products under OPSS’ remit. 

Consultees raised the possibility that regulations could be burdensome or 
inflexible with respect to innovation, but on balance views on the role of OPSS in 
steering standards to ensure interoperability, compliance, and product safety 
were positive. 

• Some areas that OPSS could consider include: 
o Investigating which safety metrics could be reliably provided by a Digital 

Twin as an adjunct to physical testing, for example in virtual testing of 
products in conditions that are physically hard to recreate. 

o Planning for management of a far greater volume of testing data, and 
determining the extent of data required to carry out regulatory functions 
without creating burdens for business or an unmanageable volume of 
data. 

o Engaging with other government departments and agencies on cyber 
security and data privacy relevant to digital innovations within their remit; 
this is an area where useful standards could be introduced. 

o Carry out research and engagement to build and maintain knowledge of 
developing technology, feed into emerging standards, and devise 
appropriate regulations. 

• However, the stakeholder view is that rushing into standardisation of consumer 
products when Digital Twins are involved (e.g., to support and enhance 
compliance) could hinder progress if poor decisions are made early on. Flexible 
regulation, and a means to update said regulation through consultation and 
expert input, are required to ensure that business development is not stifled. 

It is important to note that the literature on intellectual property (IP) for Digital Twins is 
limited. Stakeholder consultations have identified three major barriers: 
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• Balancing data sharing requirements and IP protection: Companies are 
hesitant to share data and design information due to fears of losing 
competitiveness or having their IP stolen by competitors. The more openly a 
company shares data, the greater are the chances that its IP is stolen through 
unauthorised access and cyber-attacks. This makes it vital for companies to 
have robust security measures to protect their data and IP. There are also 
ethical issues with use of sensitive or personal consumer data, which must be 
safeguarded. 

• Legal complexities in identifying ownership of IP: Digital Twins and other 
digital innovations such as AI and machine learning present unique legal 
problems in identifying ownership of IPs. For example, in the case of AI-
generated IP, it becomes unclear whether the owner of the AI is the owner of 
that IP. Stakeholders observed that a Digital Twin, especially in an 
interconnected ecosystem, can be viewed as a process or a platform for 
digitising information to create value. In such cases, it becomes difficult to place 
ownership of the IP for the process innovation, as the specific Digital Twin in 
question is not a specific piece of IP that can be owned and sold. 

• Protecting national interests: Stakeholders underscored the risk of 
unauthorised dissemination of privileged information at a national level. Their 
concern centred on safeguarding domestically generated IP from being shared 
worldwide without adequate protection, particularly in the context of Digital 
Twins dealing with sensitive data and critical infrastructure. They mentioned that 
safe data transfer in this case would require clear and specific regulations to be 
put in place. 

To foster data sharing while simultaneously safeguarding IP, stakeholders identified two 
key requirements:  

• Clear and specific regulations around data sharing and exchange of information 
could play a vital role in encouraging businesses to be more open with their 
findings and discoveries. Currently, work is being done by standard-setting 
organizations in the UK and internationally by organizations such as BSI, ISO, 
and IEC, among others.  

• Government can play a role in changing the mindset of businesses by 
emphasising the value created through collaboration, which could involve joint 
development of new IP or IP sharing. 

 

https://repository.derby.ac.uk/item/9wq3x/managing-intellectual-property-issues-with-digital-twins
https://repository.derby.ac.uk/item/9wq3x/managing-intellectual-property-issues-with-digital-twins
https://repository.derby.ac.uk/item/9wq3x/managing-intellectual-property-issues-with-digital-twins
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1. Introduction  

1.1 Research aims 
The overall aim of the research is to help strengthen OPSS’ knowledge and 
understanding of Digital Twin technology and how this links into other relevant 
digital innovations. The research will look at the commercialisation trends seen with this 
technology, within the consumer product sector in particular, coupled with some insights 
on the direction this may take in the near future.  
This is a scoping study to address the following research questions:  

RQ1. What is the status of existing commercialisation of Digital Twins in identified 
sectors of interest and how will this shape understanding of how this technology 
can be used with different products and areas? In which sectors is it most 
advanced and how should OPSS prioritise their activities?  

RQ2. What are the development and commercialisation trends of Digital Twins and 
other innovations? Can these help to provide a baseline to assess how these 
trends will develop into the future? 

RQ3. What challenges and barriers can intellectual property (IP) present for the 
effectiveness of utilising Digital Twin technology? 

RQ4. How does existing regulation affect Digital Twins and support product safety? 
To what extent does it place a burden on businesses as a barrier to innovation? 

RQ5. Will Digital Twin technology similarly impact existing regulation, and can it be 
used to provide technical or regulatory insight? 

RQ6. What opportunities are there for Digital Twins/ innovations to improve 
product safety and consumer safety? What are the barriers to preventing these 
product safety improvements from taking place, and what is required of OPSS? 

RQ7. What barriers and challenges are there to overcome in areas such as cyber 
security and data management, and what is required of OPSS to address these 
barriers?  

RQ8. How can OPSS maximise the benefits and opportunities that arise from the 
applications of Digital Twin technology, while minimising the inherent risks? 
What challenges do these risks present to regulators to ensure that the 
technology is suitable? 

RQ9. What are the apparent challenges for OPSS in assessing if a product is safe 
if a Digital Twin is involved? What preparation does OPSS need to do to be able 
to work with Digital Twins? 

This understanding will help to give some insight to OPSS to support development of 
current/future regulation which strikes the correct balance between ensuring that 
innovation is not stifled and that consumer safety is maintained.  
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1.2 Digital innovation and Digital Twins 
In the 21st century, technological processes have increasingly capitalised on 
interconnectivity between physical assets and advanced technologies such as artificial 
intelligence, Internet of Things technology, 3D printing and more. This has become 
commonly known as the “fourth industrial revolution”, or Industry 4.0. Artificial Intelligence 
(AI) has recently become a much more prolific pillar of technological development. 
Industrial revolution phases are progressing so quickly that we may already be 
approaching Industry 5.0, which will centre on the collaboration between humans and 
advanced technology, including AI-powered robots, to enhance workplace processes, 
smart automation, and the design of efficient and intelligent machines (TWI, n.d).  
In this context, digital innovations have the potential to transform the approach to product 
safety, testing, conformity, and compliance, through AI (products that can react to 
situations that would put consumers in danger), Machine Learning (a class of AI where 
products can learn from data to become safer, and share this learning with other products 
and their designers), and the main focus of this report, ‘Digital Twins’. 
The concept of a ‘Digital Twin’ was first developed and used by NASA in the 1960s to 
simulate its Apollo 13 mission. Its primary use was in simulating and analysing failure and 
recovery scenarios for the mission (Allen, 2021). However, the term ‘Digital Twins’ was 
coined by Michael Grieves, who is credited with applying it first in the construction sector in 
2002 and formally announcing the Digital Twin software concept (Miskinis, 2019). The 
Digital Twin model developed by Grieves consisted of three dimensions, the physical 
entity, the virtual model, and the connection, which facilitates the physical-virtual 
interaction (Grieves, 2016). 
Since Grieves’ model, both the technology and its definitions have evolved significantly. 
There are several definitions in extant literature that specified or emphasized slightly 
different aspects of the technology, however many described Digital Twins as: 

Virtual representations of physical assets, processes, or systems, 
enabling real-time monitoring, analysis and optimisation.  

The key element is that in contrast to a Digital Shadow which requires just a one-way 
interface, for something to be classed as a Digital Twin, a two-way interaction between 
the physical product and its digital model is required. They were originally developed for 
very high value systems and installations with high safety requirements (such as offshore 
oil and gas or aerospace); however, awareness of their benefits is becoming increasingly 
widespread, and there is growing belief that this technology will act as the backbone for 
the Industry 4.0 era. As the technology matures and costs fall, the ability to combine 
previous generation technology with new sensor capabilities, cloud processing and big 
data analytics could be transformative for a range of sectors, including consumer products. 
Figure 1 illustrates the difference between a Digital Model, Digital Shadow, and a Digital 
Twin. 
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Figure 1: Digital Twins vs Digital Shadows and Digital Models 

  
Source: (Balla, 2023) 
This report showcases the use of Digital Twins in several industries. The list of sectors 
was identified through the literature review. While it is not comprehensive, it can be 
considered as initial sectors for research because:  

• Digital Twins feature prominently in some of these sectors; and  
• Learnings about how Digital Twins are used in these industries can help to 

inform OPSS on where to focus future efforts.  
Broad sectors of research which could offer insights though not necessarily directly 
applicable include transport, healthcare, services, and agriculture. Sectors of interest in 
OPSS’s remit or with transferable examples include energy and utilities, construction, and 
manufacturing. These are expanded on in Chapter 2 (see Figure 5 in particular). 

1.3 OPSS interest  
This research project has been planned as part of the Office for Product Safety and 
Standards’ strategic research programme. This project aims to strengthen the evidence 
base on Digital Twins in a way which can help OPSS identify the benefits and 
opportunities of this technology alongside identifying its potential future risks.  
The study focusses on the impact of Digital Innovations such as Digital Twins, Artificial 
Intelligence (AI), Machine Learning (ML), and the Internet of Things (IoT), among other 
emerging Industry 4.0 innovations, on Product Safety. It concentrates specifically on the 
use of Digital Twins, and to an extent on the potential for the IoT, to allow networks of 
Digital Twins to create smart environments.1 Examples from AI and ML are included as 
well where appropriate to OPSS’ product remit. 
Some of the most relevant of OPSS’s stated aims for this project include:  

• Ensuring that products sold in the UK are safe for consumers and comply with 
relevant standards and regulations. 

• Investigating unsafe products and taking enforcement action when necessary, 
including issuing recalls and prosecuting companies that break the law. 

• Promoting product safety awareness among consumers, businesses and other 
stakeholders.  

 
1 A ‘smart environment’ refers to interconnected and intelligent systems that sense, predict, and interact in 
real-time to support production (WEF, 2022).  

https://www.weforum.org/agenda/2022/04/what-is-industry-4-0-and-could-developing-countries-get-left-behind/
https://www.weforum.org/agenda/2022/04/what-is-industry-4-0-and-could-developing-countries-get-left-behind/
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Digital twins have a range of applications, some of which interlink neatly with OPSS aims. 
An example of this would be testing whether products conform using data from their Digital 
Twins where applicable, e.g., in sectors such as construction or consumer electronics, 
where Digital Twins could be used to carry out product testing in a virtual space. 
Some uses of this technology which could be relevant to OPSS include:  

• Helping to identify safety risks: Digital Twins can be used to carry out testing 
of product behaviour in different scenarios in a virtual environment to identify 
potential dangers before products are made more widely available on the 
market. While OPSS does not itself conduct such product testing, this could help 
in the identification of risks at an earlier stage and help OPSS put in mitigation 
steps to address these risks for products it regulates. This would require 
rigorous standards for Digital Twins and testing data with which OPSS could 
satisfy themselves that a Twin is accurately reflecting real world behaviour. 

• Monitoring product performance: Digital Twins can provide feedback at the 
right time on how a product or appliance is performing. This feedback can show 
potential issues arising from events such as power surges or excessive heat 
generation which could give an earlier indication of safety issues.  

Digital Twin technology provides a robust platform for assessing both regional and national 
risks. It can assist in the simulation of regional and national scenarios, and in enabling 
precise interventions when problems are detected. These interventions are data-driven 
and based on evaluated risks. This is crucial as it underscores the balancing act that 
OPSS faces as a national regulator when considering safety and innovation together. 

A prime example of Digital Twins being researched and used at the national level is the 
UK’s National Digital Twin Programme (NDTP). With the involvement of large 
organisations like Ocado, Rolls-Royce, and DHL, the Digital Twins developed and used as 
part of the NDTP identify threats and enable precise interventions. These include remote 
monitoring and control of complex physical processes and objects, facilitating predictive 
maintenance, speeding development, increasing efficiency, reducing costs, and mitigating 
risk (GOS, 2021).  
Interconnected systems of Digital Twins enhance our understanding of complex system-
wide effects, crucial for informed decision-making where issues span multiple sectors. 
Thus, Digital Twin technology provides a robust platform for assessing both regional and 
national risks, simulating scenarios, and enabling precise, data-driven interventions when 
problems are detected, harmonising safety and innovation (GOS, 2021). 
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2. Understanding Digital Twins 

This chapter provides a comprehensive overview of the current prevalence and future 
trajectory of Digital Twins adoption across industries and its relevance to OPSS and 
product safety. It starts by setting out the methodology used for this scoping study 
including literature review and consultations with stakeholders. Thereafter it builds upon 
the definition of Digital Twins provided in the first chapter and further explains the 
technology as defined in extant literature. This is supplemented by insights from 
stakeholder consultations, providing a snapshot of the current level of awareness of Digital 
Twins technology across stakeholders from academia, industry, government, and other 
organisations. 
The prevalence of Digital Twin technologies across various sectors is discussed, and 
sectors of interest are identified. These are relevant to OPSS because they directly fall 
within OPSS’s remit or provide transferable examples. This chapter details the findings 
from the literature review and stakeholder consultations for sectors directly relevant to 
OPSS, along with relevant case studies where applicable. Details of broader sectors of 
research are elaborated in Annex 2. 

2.1 Methodology 
This study consisted of two elements: 

• A rapid evidence assessment of the existing literature and data available about 
Digital Twins and other digital innovations; 

• Stakeholder consultations to address gaps in the existing literature, including a 
workshop with several stakeholders/representatives from within OPSS.  

Rapid Literature Review 
The desk research covered a range of existing evidence across academic literature, grey 
literature and media articles.  
At the outset of the project, it was agreed that a useful framework for the research and its 
presentation would be to agree a set of research questions. These would be designed to 
provide some wider information regarding the strengths and weaknesses of UK and wider 
international levels of R&D in digital innovation, which can be used not just by OPSS but 
also by wider departments. 
The methodology for the Rapid Evidence Assessment is summarised in Figure 2: 
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Figure 2: Methodology summary 

 
An initial review identified more than 350 papers and articles. From these just over 100 
papers covered specific applications of Digital Twins which were applicable for this 
research. These formed the basis of this literature review. A more detailed breakdown of 
this literature review process in terms of the papers selected and summarised is included 
in Annex 1. 
Some of the research questions had more coverage within the literature than others. 
Broadly, research questions RQ1 and RQ2 on Digital Twin commercialisation and trends 
had the best coverage. Topic guides for stakeholder consultations were designed to 
ensure that gaps in the literature were addressed by the interviews. Recommendations of 
further literature to provide additional insight were sought from interviewees, so this was 
an iterative process. 
Stakeholder engagement 
A total of 40 stakeholders were consulted through interviews and workshops, representing 
23 diverse entities from government, industry, conformity assessment bodies, trade 
associations, and academic domains, as shown in Table 1.  
Table 1: Summary of stakeholder consultations 

Stakeholder type Number of 
stakeholders 

Number of 
organisations 

Mode of consultation 

OPSS 13 1 Workshop 
1 1 Interview 

Industry 1 1 Workshop 
11 10 Interview 

Academic domain 5 4 Interview 
Government 2 2 Interview 
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Stakeholder type Number of 
stakeholders 

Number of 
organisations 

Mode of consultation 

Accreditation / Conformity 
assessment bodies 

4 2 Interview 

 Trade associations 3 2 Interview 

The industry stakeholders represented construction, healthcare, manufacturing and 
service sectors. 
The workshops held mostly included OPSS stakeholders and one industry representative. 
While specific stakeholder identities are not disclosed within this report, their respective 
organizational affiliations are alluded to, where stakeholder perspectives are distinct or 
exhibit notable disparities. 
Strengths and challenges of the research 
The literature review was carried out in a systematic manner ensuring that several papers 
across multiple databases including Google Scholar, Directory of Open Access Journals 
(DOAJ), MDPI open access journals, ResearchGate, and ScienceDirect, could be 
reviewed in a relatively short period of time. This method also ensured that new papers 
emerging on the subject can be built into the final report and into future iterations of 
research on this topic. The screening process ensured a robust assessment of the quality 
of the articles allowing for the most relevant papers and sources to be included as part of 
this project.  
The nature of the technology is such that the early use cases in the literature have tended 
to be used for high value industrial systems and installations rather than consumer 
products. We have endeavoured to draw lessons from these and apply them to OPSS 
sectors where possible, but they may not be fully equivalent. 
Most interviews were arranged with industrial umbrella groups rather than directly with 
companies using Digital Twins commercially. These enabled us to access the shared 
perspectives of companies throughout key sectors, by speaking to the heads of 
membership/representative organisations who are responsible for supporting and 
promoting them and are familiar with their shared opportunities and barriers. While the 
report contains information on specific industrial use cases from literature and public 
sources, information on commercialisation and direction of travel mostly comes from the 
perspective of these industrial representative bodies and their view of the activities of their 
members. However, they are not as likely to provide specific detail on individual 
companies. 
Private sector research and development in Digital Twins for consumer products is likely to 
be commercially sensitive until products are released. As such, the views of industrial 
umbrella groups, and findings available in public literature, are unlikely to represent the 
state of the art in Digital Twins. 

2.2 Definition and features of Digital Twins 
As defined in the introduction, a Digital Twin is a virtual representation of physical assets, 
processes, or systems, enabling real-time monitoring, analysis and optimisation using two-
way information flow from the physical asset to the digital representation, and vice-versa, 
at the right time. This is distinct from a Digital Shadow in the use of two-way information 
exchange and in potential scale. Digital Twins are designed around a bidirectional flow of 
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information: first, when the object sensors provide relevant data to the system processor, 
and second, when the insights generated by the processor are shared back with the 
original source object. 
With continuously updated real-world data across a broad range of parameters and the 
added computational power of a virtual environment, Digital Twins can study possible real- 
world issues across a product’s whole lifecycle. This is an advancement over standard 
simulations such as Computer Aided Design (CAD) (3DSourced, 2024) which allows 
testing against set parameters. This offers greater potential to enhance products and 
processes (Echoworks, n.d.) (TWI, n.d.) OPSS would have a clear interest in the safety of 
real-world products, and also potentially in testing and prototyping before products enter 
the market to aid with certification and assurance. 
Types of Digital Twins: Numerous classifications of Digital Twins exist in extant literature. 
Notably, IBM provides a concise and effective classification of Digital Twins, delineating 
them according to their scale and applications (IBM, n.d.). 
- Component/Parts Twins: These are the fundamental units of a Digital Twin, 

representing the smallest functioning components. For instance, a Digital Twins 
individual working components such as sensors, motors, valves, switches, or gears in a 
machine could be considered Component Twins (DigitalDirections, n.d.). 

- Asset Twins: These are formed when two or more components work together. Asset 
twins allow the study of component interactions, generating a wealth of performance 
data that can be processed into actionable insights. For instance, a Digital Twin of a 
wind turbine or an aeroplane engine, which is made of multiple working components, 
each with a Component Twin, could be considered an Asset Twin (Lanner, n.d.). 

- System or Unit Twins: A system is a combination of assets. A Digital Twin of a 
system enables the observation of how different assets, and the components that form 
these assets, interact within a complete functioning system. For instance, a Digital Twin 
of a heating system in a building, made up of individual assets such as boilers, 
radiators, and thermostats, each with an Asset Twin, could be considered a System 
Twin. 

- Process Twins: A process refers to a combination of systems. At the macro level, 
process twins reveal how systems collaborate to create an entire process, such as a 
production facility, or an entire building (constructed space). Process Twins can help 
study and determine the precise factors that influence these processes, such as wind, 
temperature, weather conditions, internal flaws, among other aspects. For instance, a 
Digital Twin of a manufacturing process at a factory, made of individual systems with 
their System Twins, could be considered a Process Twin. 

In future, AI could be used to significantly enhance a Digital Twin’s capability to make 
decisions based on selective focusing of its attention, forming its own useful 
representations of data through perception, and encoding information in its own memory, 
to enhance the monitoring of behavioural patterns of equipment, machinery, and people. 
This is known as a cognitive Digital Twin (Al Faruque, 2021). 
A study by Lehmann et al (2023) note that the original structure of a Digital Twin consisted 
of a physical space, digital Space and a two-way data flow, as described in Figure 3: 
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Figure 3: Overview of a simple Digital Twin 

 
Source: (Lehmann, 2023) 
This design has evolved over time and a basic Digital Twin can now be envisioned to 
contain: 
• Hardware Components: These are primarily driven by Internet of Things (IoT) 

sensors that initiate the exchange of information between assets and their software 
representation. The hardware part also includes actuators, network devices like 
routers, edge servers, and IoT gateways. 

• Data Management Middleware: This is a centralized repository to accumulate data 
from different sources. It also takes care of tasks such as connectivity, data integration, 
data processing, data quality control, data visualization, data modelling, and 
governance. 

• Software Components: This includes the analytics engine that turns raw observations 
into valuable business insights, often powered by machine learning models. Other 
must-have pieces of a Digital Twin puzzle are dashboards for real-time monitoring, 
design tools for modelling, and simulation software. 

• Communications: Depending on the proximity of the Digital Twin to the real-world 
object, and the need for security, data transfer could take place through dedicated 
cables, a Local Area Network, local wireless transmission (e.g. Wi-Fi or Bluetooth), or 
over the public internet. 

This is depicted in Figure 4. This flow diagram shows how various elements of a Digital 
Twin for a consumer heat pump interact. The Digital Twin provides actionable insights and 
alerts with real-time feedback. 
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Figure 4: Schematic of a heat pump and its Digital Twin 

 
Source: Adapted from Stanford-Clark et. al, 2019 
The smart Heat Pump consists of its own structural components (compressor, heat 
exchanger, expansion valve, and piping) and IoT sensors. These work together with the 
twin to create a virtual replica of the heat pump which can be used to predict potential 
issues, analyse performance, and suggest improvements. In this specific case, the replica 
or Digital twin exists within the heat pump structure; in general, the twin could be stored 
remotely, often with the manufacturer. Based on Figure 4, a simple model of a smart Heat 
Pump involves: 

1. Continuous Flow of Data: The Heat Pump components and IoT sensors constantly 
collect data on its current state. The sensor data is used to simulate it virtually. The 
physical data underpinned by numerical models is used to predict the performance. 
The data these two collect and use are temperature, pressure, and energy 
consumption.  

2. Data processing/forecasting: The digital twin compares the real-time data from the 
Heat Pump with the predicted values from the numerical models. This uses the 
forecasted states of the Heat Pump based on predicted data.  

3. Data analysis and visualisation: The continuously processed states are monitored 
for performance, and in some cases produce visualised outputs. 

4. Alerting the end-user: If there are discrepancies, the digital twin generates alerts 
about potential issues or deviations in performance. These updates are analysed 
within the IoT sensors and displayed to the end-user through a connected device.  

Stakeholder awareness of Digital Twins 
Stakeholders across businesses, academia, government and conformity assessment 
bodies were asked to elaborate on their understanding of Digital Twins and how this 
approach is being used in different sectors. Overall, stakeholders agreed that a common 
definition for Digital Twins technology was lacking, with several stakeholders pointing 
to the need for one. 
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Stakeholders themselves had varying definitions for the term: 
• Overall, most stakeholders understood the basic requirement of a Digital Twin 

to be a digital representation of a physical object spanning its life cycle. 
• About half of them considered and understood the need for two-way data 

flow between the physical object and the digital representation (feedback loop) 
for a system to be called a Digital Twin. This number was higher amongst 
stakeholders from government, conformity assessment bodies, and academic 
stakeholders, and lower in business stakeholders. 

• Only one stakeholder identified a combination of three critical factors:  
o a digital representation of an object using real time data collected 

from the object; 
o which can be used to update the model to reflect the current state of 

the object; and 
o through a two-way information flow. 

This lack of a comprehensive understanding of the Digital Twin technology has proven to 
be a major challenge in its widespread adoption, and is further discussed in Chapter 3, 
subsection 3.1.1. 

2.3 Current sectors of Digital Twins research and relevance to OPSS 
(RQ1) 
Research questions 1 and 2 explore the status and trends of commercialisation of Digital 
Twins by sector. In this report, we take commercialisation to mean the process by which 
intellectual property is developed through research and innovation into a marketable 
product or service.  
In the case of Digital Twins, the technology is relatively new and the level of 
commercialisation across the whole market is low; however, there are specific use cases, 
primarily in industry rather than consumer-facing sectors, where the cost of developing a 
Digital Twin is worthwhile. This would typically be because of: 

• the complexity and expense of the equipment or system that is being modelled; 
• the value of being able to study and maintain it with a Digital Twin; 
• and/or the safety-critical nature of the industry. 

As a result, the literature review and stakeholder consultations have highlighted the use of 
Digital Twins across several sectors, not all of which fall within OPSS’s remit. An objective 
of this project has been to narrow its focus to a subset of the economy. Initially, broad 
sectors utilising Digital Twins were identified for research. These sectors could offer 
insights about the technology’s application, which may be of interest to OPSS, but not 
necessarily directly applicable. The focus was then narrowed to sectors of interest, either 
within OPSS’s remit or those providing transferable examples. Figure 5 sets these out. 
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Figure 5: Sectors of interest and broad sectors of research 
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Energy and Utilities: OPSS enforces compliance and regulates safety 
standards for energy-related products like future fuels, gas/electricity meters, 
gas appliances, and oil heaters. 
Construction: OPSS is the national regulator for construction products. Digital 
Twins of built environments including construction products, designed to 
enhance safety, efficiency, and sustainability, align well with OPSS’ objectives. 
Manufacturing: Although manufacturing is not directly of interest to OPSS, the 
organisation is responsible for product safety enforcement of specific 
manufactured goods. Digital Twins in manufacturing aid in diagnostics, testing, 
and end-of-life product management. These elements could be of interest to 
OPSS for specific products it regulates, if replicated in consumer sectors. 
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Transport: Digital Twins in transport replicate infrastructures like rail bridges for 
optimised design and planning, enhancing reliability, efficiency, and safety. 
Digital Twins of cities aim for smart-city development and environmental 
sustainability. 
Healthcare: Digital Twins improve diagnosis, vaccine production, and hospital 
management. Digital Passports in healthcare enhance patient treatment 
efficiency.  
Service: Digital Twins in professional and personal services (not involved in 
production of goods) enhance customer experience, productivity, and efficiency; 
aiding in after-sales services, workload management, and decision-making. 
Agriculture: Digital Twins of various processes in agriculture aid in crop 
management, resource utilisation, and food production. They enhance precision 
farming and personalised nutrition. 

Digital Twins in OPSS’ sectors of interest (RQ1, RQ2) 
Energy and Utilities: This includes industries involved in the production, transmission, 
distribution and sale of energy and utilities services. This sector incorporates both the 
demand and supply of energy generation, covering energy grids and metering, among 
other things.  
Digital Twins are currently being used in the utilities and energy sector, for example by 
utility companies in Spain, the UK, and Canada with the primary aims of reducing water 
leakage and balancing energy usage across power grids. 
Commentators such as Tuttle in his article, ‘Digital Twin: Transforming the Utilities 
Industry’ (Siemens, 2022) believe that the industry is well suited to gain from the benefits 
which Digital Twins offer.  
An example to consider would be of utility companies manufacturing smart meters, a 
consumer product regulated by OPSS under the ‘Meter Accuracy’ category. These could 
benefit companies and regulators alike: 

• Using Digital Twins of the smart meters would enable the utility companies to 
improve monitoring, and optimise their operations.  

• With more accurate and timely information about the safety and compliance of 
smart meters from manufacturers, OPSS could more effectively enforce product 
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safety regulations, assess conformity, and potentially reduce regulatory burdens 
on businesses. 

Digital twins can also be designed to improve energy efficiency and therefore provide 
environmental benefits. Successful implementation of Digital Twins within the utilities 
sector, and more widely across other industries, could ensure that consumers and 
households benefit from more energy efficient appliances and applications. 
Another example of the use of Digital Twins in energy and utilities was the BEIS Energy 
System Digital Twin Demonstrator, a 12-month project initiated by the former Department 
for Business, Energy and Industrial Strategy (BEIS) (Catapult Energy Systems, 2023). 
This aimed to create a digital replica of the energy system to offer comprehensive 
analytical insights accessible to both technical and non-technical users. With the goal of 
decarbonising the energy system by 2050, the project addresses the challenge of 
providing timely information in an increasingly decentralised energy landscape.  
The project comprises two demonstrators: a visual version depicting policy impacts on 
decarbonisation and an analytical model showcasing technical functionality. Developed 
collaboratively, these demonstrators illustrate how Digital Twins can aid decision-making in 
the energy sector by providing intuitive and detailed information. 

Case Study – 1: Digital Twins' Role in Decoding Heat Pump Operations Introduction: 
(Catapult Energy Systems, 2023) (Heatpumpingtechnologies, 2022) (NationalGrid, n.d.) 
(PVmagazine, 2023) (UCL, n.d.) (Popular Science, 2020) (European Commission, 2023) 
The UK’s energy landscape is transitioning from conventional gas heating to heat pumps, 
marking a significant step towards sustainability and reduced emissions. This case study 
explores the operational mechanics of heat pumps and how Digital Twins play a crucial 
role in comprehending their functioning. By dissecting the intricacies of heat pump 
operations, we illuminate how Digital Twins enable policymakers and experts to make 
informed decisions, balancing environmental goals and energy efficiency. 
Heat Pump Operations: 
A heat pump operates like a reversible air conditioner. It extracts heat from one area and 
releases it in another, effectively moving heat from a colder space to a warmer one. The 
primary components of a heat pump include an evaporator, compressor, condenser, and 
expansion valve. 
1. Evaporator: The process begins with the evaporator, where a refrigerant absorbs heat 
from the external environment. This refrigerant evaporates, transforming from a liquid to a 
gas in the process. 
2. Compressor: The gaseous refrigerant is then compressed by the compressor, 
increasing its temperature and pressure. This high-energy gas is now ready to release its 
heat. 
3. Condenser: The hot, pressurized gas enters the condenser, where it releases its 
absorbed heat to the indoor space, raising the temperature. 
4. Expansion Valve: After giving off its heat, the refrigerant is passed through the 
expansion valve, causing it to rapidly expand. This expansion leads to a drop in 
temperature, turning the refrigerant back into a low-energy gas. 
Digital Twins and Heat Pump Operations: The Digital Twin of the heat pump would 
serve as its virtual counterpart, dynamically mirroring the operations of its physical 
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components in real-time. It would be equipped with a network of sensors embedded within 
the heat pumps, which would continuously capture and transmit data reflecting the state of 
various heat pump components. This would form the basis of a two-way data exchange 
between the physical heat pump and its Digital Twin. 
The Digital Twin would offer a comprehensive understanding of how heat pumps function 
under a variety of circumstances. It would collect diverse and high frequency data on local 
temperature, climate, and geospatial distribution. The Digital Twin would also be equipped 
to integrate the data collected with historical data such as climate and temperature. The 
data can be used to model the condition of elements of the pump where it would be 
difficult to locate sensors. 
This two-way data communication is a critical aspect of the Digital Twin technology. It not 
only allows for real-time monitoring and analysis of the heat pump operations but also 
enables the Digital Twin to send feedback or control signals back to the physical system 
(for example, to change the temperature control or power inputs). This feedback loop can 
trigger automatic adjustments to the heat pump’s functions based on the data analysis, 
ensuring optimal performance and energy savings. 
Seasonal Performance Variations: 
The coefficient of performance (COP) is a critical parameter that measures the efficiency 
of heat pumps. Digital twins reveal that COP varies with temperature and location. When 
the outside air temperature is warmer, the heat pump's efficiency improves, resulting in 
higher COP values. However, colder regions experience lower COP values due to the 
increased energy required to extract heat from frigid air. 
Balancing Efficiency and Environmental Goals: 
Digital twins help policymakers strike a balance between heat pump efficiency and 
environmental aspirations. By simulating the transition from gas to heat pumps, Digital 
Twins forecast changes in energy consumption, emissions, and household expenditure. 
This insight empowers policymakers to craft measures that maximize energy efficiency 
without disproportionately burdening certain regions or communities. 
Relevance to OPSS: OPSS is responsible for regulating heat pumps. As such, using data 
gathered by Digital Twin technology on heat pumps could provide OPSS with significant 
information on how the product works under various circumstances. The use of the Digital 
Twin helps the manufacturers to ensure enhanced product safety, and creates scope for 
OPSS to use data from the Digital Twin to ensure enhanced regulatory compliance. 
However, to effectively use the data from a Digital Twin for its purpose, OPSS needs to 
first narrow down on the exact data needed and come up with a standardised way to share 
and analyse the data. 

Construction: This sector includes industries involved in the design, planning, 
construction and maintenance of buildings and infrastructure. This includes both 
residential and commercial construction along with civil engineering and public works 
projects. There is a distinction between the raw materials required as part of carrying out 
construction tasks, and the built environment (building structures) and including 
construction related products that form the output of the construction process. Although 
not all of the above aspects fall within the purview of OPSS, there is potential for OPSS to 
be involved in regulating Construction- related Digital Twins. The search therefore 
primarily focussed on Digital Twins in built environments and related products that help 
improve the process of construction. This sector is also well covered by the Digital Twins 
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literature. There were examples of how Digital Twins could be used in many areas, such 
as:  

• the construction of smart cities;  
• improving safety on building sites and ensuring that the safety of the workforce 

can be enhanced; 
• in Building Information Modelling (BIM) approaches where virtual models are 

created which can help to optimise building performance; 
• designing and testing.  

The specific safety applications of Digital Twin technology will be discussed within the 
research questions of note in chapter 3.  
(Salem & Dragomir, 2022) lists some of the challenges for adoption. These include:  

• the lack of standardisation in the industry; 
• the difficulty of integrating various complicated technologies; and 
• a need for accurate and up-to-date data.  

As is in keeping with the theme across other sectors utilising Digital Twins, the paper notes 
how the technology has remarkable potential to help boost efficiency within this sector. 
The technology could be used to transform how construction projects in the future are 
planned, executed and managed. However, the theme inherent across the literature, is 
that more investment and research is needed to ensure that its full potential can be 
utilised. 
Digital Twins technology was identified as being used in conjunction with other digital 
frameworks such as Building Information Modelling (BIM), to recreate a built environment 
for better monitoring, maintenance, and management. This approach was identified as 
being suitable for residential buildings as well as large engineering works such as power 
stations and oil refineries, among others. Initial application of Digital Twins of entire cities 
such as Virtual Singapore and Victoria City in Australia were mentioned. (Yang, et al., 
2022) mentions the use of Digital Twins in smart cities, as “Intelligent Green Buildings” 
(IGBs). The paper discusses the use of Digital Twins alongside IoT sensors to read data 
from various sources such as natural resources (temperature), urban sensors (traffic flow), 
and online sources. While these applications are not directly relevant to OPSS sectors, if 
connected environments such as smart cities become commonplace, it is more likely that 
consumer products will be developed to take advantage of them.  
Further research also led us to find that Estonia has made several strides in applying 
Digital Twin technology in their construction sector (Construction Dive, 2021) (Invest in 
Estonia, 2023) (Frontier2, 2022) (e-Estonia, 2023). The real-time data and information 
about the infrastructure, environment, and services are used by city planners, architects, 
and engineers to simulate and test different scenarios, and to make informed decisions 
about the development of the country. 
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Case Study – 2: The use of Digital Twins in enhancing safety of residential 
buildings.2 
Introduction: The imperative for robust asset management in the social housing sector 
has grown exponentially in the UK, driven by a pressing need for proactive measures to 
prevent unforeseen disasters. This case study explores the transformative potential of 
Digital Twins as a cutting-edge solution, offering a proactive, data-driven approach to 
information management and risk mitigation in a built environment. 
Case study: A Digital Twin of a residential built environment would consist of a virtual 
representation of the building with timely updated information of the building’s current 
state. It would include the following elements: 
1. The physical entity: The structure of the building; 
2. The virtual entity: 3D model of the building; 
3. Services: The functions provided by the Digital Twin, such as real time monitoring, 

management of power consumption, and temperature control, among other things; 
4. The data: The data transferred between the building and its Digital Twin, through 

sensors; and 
5. The connection: The two-way data flow between the physical and the virtual entities. 
Given the sensitive nature of building data and the potential for unauthorized access, 
robust cybersecurity measures would be essential. Access controls, encryption, and 
secure data transmission protocols would be implemented to protect the Digital Twin's 
data.  
Once operational, the Digital Twin would provide visibility of the residential building over 
the five specified elements, across its life cycle. This would include information regarding: 
1. The building’s physical characteristics such as the geometry, location, and layout, 

including rooms, walls, doors, windows, and other structural elements. 
2. The intended purpose and functionality of various assets within the building, 

including information about the purpose of each room, the function of appliances and 
systems within the building, and how different elements interact to provide desired 
functionalities. 

3. The changes that occur over time within the building and its assets. This would 
include the ability to track the evolution of assets, such as construction phases, 
renovations, maintenance activities, and the aging process of different components, 
and the building as a whole. 

4. The sensor data from various sources within the building. This would include data 
from IoT devices, environmental sensors, energy consumption meters (Gas, 
electricity, heat metres), occupancy sensors, and other monitoring and management 
systems that would provide real-time information about the building's performance and 
conditions. This would also include data from smart devices installed within the building 
such as smart appliances and furniture, among other things. 

5. The external factors that influence the building and its assets. This would include 
information about the surrounding environment, weather conditions, geographical 
context, and any other contextual data that affects the building's performance, energy 
consumption, and occupant comfort, among other things. 

 
2 Stakeholder consultation 
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Benefits of the Digital Twin: A Digital Twin of a building has several benefits including: 
1. Data Integration and Real-Time Monitoring: The data collected by the sensors would 

be fed into the Digital Twin's virtual environment. This integration would be facilitated 
by a central data hub, which would aggregate and process the data. Through this 
process, the Digital Twin would have up-to-date information about the building's 
performance, conditions, and even potential issues. 

2. Simulation and Predictive Analysis: One of the most powerful capabilities of the 
Digital Twin would be its ability to simulate various scenarios. Using the real-time data 
and the 3D model, the Digital Twin could simulate how the building and its systems 
would respond to different situations, such as a fire, extreme weather, or other 
emergencies. This predictive analysis could provide insights into potential 
vulnerabilities and aid in designing effective mitigation strategies. For instance, the 
Digital Twin of the building would be able to detect and automatically turn off 
overheating gas boilers, avoiding potential disasters. 

3. Continuous Monitoring and Maintenance: The Digital Twin would not just be a one-
time creation; it would be an ongoing system that evolves alongside the physical 
building. Whenever maintenance activities are conducted, whether routine repairs or 
major renovations, these changes would be recorded in the Digital Twin. This would 
create a historical record of the building's lifecycle, helping in identifying patterns of 
wear and tear and optimising maintenance schedules. 

4. Risk Assessment and Management: The Digital Twin would enable the identification 
of potential risks by analysing data trends and historical patterns. For instance, if 
certain components consistently show signs of degradation, the system could flag them 
as high-risk areas needing immediate attention. This proactive approach to risk 
management could prevent accidents before they occur. 

5. Emergency Response and Preparedness: In the event of an emergency, the Digital 
Twin could play a crucial role. For instance, during a fire, it could provide real-time 
information to firefighters, indicating the location of occupants, potential fire spread, 
and safe evacuation routes. This data could be transmitted to responders' handheld 
devices, significantly enhancing their situational awareness.  

6. Regulatory Compliance The Digital Twin could also aid in ensuring regulatory 
compliance. By continuously monitoring the building's systems and comparing their 
performance to established standards, the system could automatically alert building 
managers and authorities if any parameters fall out of compliance.  

7. Post-Incident Analysis: In the unfortunate event of a disaster, the Digital Twin would 
act as a "black box," providing a detailed record of the building's state leading up to the 
incident. This could significantly expedite post-incident investigations, reduce costs, 
and provide valuable insights for preventing similar incidents in the future. 

Conclusion: Access to real-time information through Digital Twins could potentially 
highlight a range of issues, such as poor maintenance of lifts, gas pipes, substandard 
refurbishments, and the state of the IoT devices in the building. Furthermore, Digital Twins 
could enable a simulated forecast of the building's performance in response to adverse 
scenarios, potentially alleviating several pressure points and aiding in better overall 
building management. However, regulators would be unlikely to have the resources to 
monitor a large number of twins real-time for conformance; using selected twins to support 
future designs could be a more proportionate approach. 
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Understanding a building's physical characteristics in real time allows the Digital Twin to 
modify several of its characteristics such as optimising energy consumption and better 
temperature control in response to weather and temperature. In situations where the 
Digital Twin cannot directly influence the physical building, for example, when it cannot 
turn off a smart appliance but can detect a malfunction, the Digital Twin can alert the 
relevant authorities. This quick action could minimise damage and ensure the safety and 
well-being of the building's occupants (Intellias, 2020) (IET, n.d.). 
Apart from this, by maintaining a continuous and unbroken chain of records, often referred 
to as the 'Golden Thread', of the state and performance of a building, Digital Twins could 
potentially prevent serious incidents.  

Manufacturing: This sector includes industries involved in the production of goods, 
typically using machine tools and human labour. They involve processes where raw 
materials are transformed into finished products; these may not necessarily be consumer 
products (for example, they could be machinery used in industry).  
The manufacturing space was the among the most thoroughly covered sectors within the 
literature. This is affirmed by several papers such as (Yu, et al., 2022), which identifies 
1,000+ papers from SCOPUS since 2010 on the use of Digital Twins in manufacturing, 
and 400+ papers researching its applications in building related industries.  
Although still at an early stage, the use of Digital Twins appears to be better developed in 
manufacturing than other sectors. There are many areas within the sector where Digital 
Twins can provide significant benefits, and Digital Twins have already added significant 
value in the way that they can integrate data analytics into traditional manufacturing 
facilities (Mihai, et al., 2022).  
Large manufacturing entities such as Rolls Royce and BAE Systems are exploring the use 
of Digital Twins for remote monitoring and testing to reduce risks and increase safety 
(GOS, 2021) Benefits include improvements in: 

• diagnostic operations;  
• testing and qualification;  
• and remote testing. 

All of these can increase safety and process efficiency, potentially resulting in cost 
savings. This provides promising indications of possible commercial opportunities being 
explored. 
Through the creation of the Digital Twin, manufacturers can also monitor products in the 
field and gather information about their performance and safety, and even provide real-
time instructions to promote safety and longevity (such as maintaining operating 
temperature within safe limits). The Digital Twin can also be used to manage product end-
of-life stages by helping to determine the best way to recycle or dispose of a product. This 
could save time, increase efficiency, reduce waste and minimise environmental impact 
(GOS, 2021). These innovations could be directly applied to consumer products that 
OPSS regulates if the technology became available at the appropriate scale and price 
point. 
Overall, the literature is positive about how Digital Twins can be used within the 
manufacturing sector. As an example of a route to improved quality, engineers in the 
automotive industry might use Digital Twins to model and test prototypes in the early 
stages of developing electric car batteries and chargers. The literature on this includes 
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(Anandavel, et al., 2021) which describes Digital Twins being used in the electric vehicle 
and battery space to improve reliability, efficiency, and safety. After modelling prototypes 
in different simulations, engineers might refine the design based on product performance 
to make it more sustainable. If the product falls within OPSS’ remit, its redesign could also 
be informed by OPSS assessment of the prototype’s safety and its performance in the 
face of several potential future adversities, made possible through its Digital Twin. This 
work could also potentially lead to the creation of standard “off the shelf” twins for testing 
and developing new types of lower value classes of goods, as an industry standard. Next, 
analysts might employ Digital Twins to model and subsequently improve the supply chain 
and manufacturing process required to make the final product before production begins.  
In the article ‘What Is a Digital twin? Definition, Types and Uses’ the authors (Coursera, 
2022) point out that the nature of manufacturing, with its resource and energy-intensive 
processes, is such that benefits such as improving efficiency and lowering costs at nearly 
every step of the process (E.g., through Eco-design) would be tremendous – if the 
technology can be applied effectively. However, the manufacturing sector is a complex 
area, making it a challenging area to implement this technology.  
Many articles note that the manufacturing sector is, relative to other sectors, an early 
adopter of Digital Twins. Nevertheless, the technology is still immature and still some way 
from being adopted en masse. Major reasons for this include: 

• the complexity and cost of implementing Digital Twins; 
• a lack of standardisation in their use and development;  
• concerns about data privacy and security; 
• lack of interoperability 
• a skills gap in areas such as data analysis and machine learning; and  
• resistance to change.  

(Leng, et al., 2021) argue that Digital Twin technology has the potential to revolutionise the 
design and operation of smart manufacturing systems, but a sizeable amount of 
investment is required for it to be widely adopted. (Huang, et al., 2021) states that this will 
include investment in interoperability, to integrate these platforms with other technologies 
and therefore maximise the benefit of this technology through these agglomeration effects.  
Stakeholders also identified that Digital Twins are being used to design products prior to 
manufacturing. It was noted that designers of products have been using CAD for many 
years and they are very familiar with Digital Twins. The use of Digital Twins is also well 
established in creating high value machines such as blades on aircraft engines. Apart from 
this, it was noted that Digital Twins are being used to manufacture products such as 
batteries for electric vehicles, where an accurate depiction of the current state (health and 
temperature, among other metrics) of the Lithium battery is extremely valuable in 
optimising the life cycle efficiency of the vehicle (Anandavel, 2021). 
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Case Study – 3: Streamlining manufacturing processes with Digital Twins Design 
and Test (literature review). 
Keysight Technologies, a company that manufactures complex electronic products, has 
developed an innovative strategy known as Digital Twins Design and Test (DaT) to 
streamline their manufacturing process.  
It has created the Digital Twins Design and Test (DaT) strategy (Lowenstein, 2022) which 
involves creating a virtual model of an electronic product and linking it with a 
manufacturing process using a Process and Data Management (PDM) layer to manage 
the simulation and process the resulting data. 
While the Digital Twin itself would enable testing several designs and compositions of the 
electronic product in question, the PDM layer enables two-way data communication by 
processing the big data from the Digital Twin and automatically manufacturing the product 
once the optimal design and compositions are identified. 
Such a use of Digital Twins technology is particularly relevant for OPSS, who are 
responsible for regulating electronic products. Digital Twins technology streamlines testing 
and enhances product safety. If standardised properly, data from virtual testing could be 
used by OPSS to ensure regulatory compliance. 

The examples above show some of the actual and potential benefits of Digital Twins in 
manufacturing. The adoption of Digital Twins in manufacturing is potentially of interest to 
OPSS to provide examples of how Digital Twins can be of use in high-value, high-
complexity products and systems where the economic case for adoption is stronger.  
However, high-volume products also tend to be low-value, and the Digital Twin technology 
is unlikely to be adopted in lower-value products until the technology matures, acceptance 
increases, and costs fall. If the technology were to reach a point where the potential 
benefits outweighed the costs, however, Digital Twins could be used for predictive 
maintenance, remote testing and diagnostics, and the ability to design and fine-tune 
regulations based on continuous real-time data, for consumer products that OPSS 
regulates. 

2.4 Cross-industry effects and Connected Digital Twins (RQ1) 
The previous section explored how consumer products regulated by OPSS could 
potentially benefit from transferrable examples from related sectors of interest. Another 
way in which digital innovations can impact upon OPSS sectors is if they make future 
innovation in consumer products more likely, or more beneficial. This can happen by 
linking industries together, or by contributing to a connected environment to which digital 
consumer products could connect, thus creating new use cases for them and potentially 
accelerating the time-to-market of new innovative consumer products. 
Connected Digital Twins can be defined as virtual representations of physical objects or 
processes that are linked together to form an ecosystem (IBM, n.d.). The prominence of 
connected Digital Twins is increasingly being recognised in extant literature. For instance, 
Pedersen, et al., (2021) point that the use of emerging industry 4.0 technologies should 
not be siloed but instead deployed alongside Digital Twins across industries in a 
coordinated way. 
The added value of connected digital twins lies in their capacity to identify 
interdependencies through data sharing across organisational and sectoral boundaries. 
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Apart from this, Connected Digital Twins result in a ‘system of systems’ (IEEE, 2014) 
which can aid in enhancing decision-making (GOS, 2021). 
The role of Connected Digital Twins is recognised as accelerating the development of 
several emerging Industry 4.0 themes such as Smart Cities, which would need an 
interconnected ecosystem of technologies across construction, transport, and 
manufacturing, among others to function smoothly (Holopainen et.al., 2022). 
The key technologies driving Connected Digital Twins are identified as the Internet of 
Things (IoT) sensors, which initiate the exchange of information between assets and their 
software representation. Other technological tools used alongside Digital Twins include AI-
powered analytics tools in a virtual setting, and hardware components like actuators, 
network devices like routers, edge servers, and IoT gateways (Altexsoft, n.d.). 
Implementations of Connected Digital Twins and Smart Cities in the UK could lead to the 
development of new use cases for smart consumer products with inbuilt sensors and 
connectivity, and greater demand for these, possibly including Digital Twins for the 
products themselves. 
An example of a connected Digital Twin can be seen in the National Digital Twin 
programme (NDTp), which has initiated a groundbreaking collaboration with major UK 
utility providers, namely Anglian Water, BT, and UK Power Networks, to establish a 
Climate Resilience Demonstrator (CReDo) (University of Warwick, 2021). This unique 
partnership aims to leverage cutting-edge systems engineering, digital asset management, 
and modelling capabilities to address the climate crisis, enhancing the resilience of the 
built environment against flooding and extreme weather.  
Facilitated by NDTp funding, CreDo will pioneer a Digital Twin encompassing energy, 
water, and telecoms network showcasing the potential of connected data to bolster climate 
adaptation and resilience.  
Focusing on the impact of climate-induced flooding, the project aims to demonstrate how 
secure information sharing across sectors can mitigate flood effects on network 
performance, ensuring reliable services. Collaborating entities will employ asset data and 
environmental insights to enhance infrastructure resilience.  
This collaboration, including universities and industry partners, will unveil the capacity of 
the Information Management Framework (IMF) approach to connect Digital Twins, 
informing decision-making and increasing resilience in the face of extreme weather events. 

2.5 Commercialisation trends (RQ2) 
• The use of Digital Twins in consumer products is currently not widespread. However, 

stakeholders from business and government expect commercialisation to accelerate, 
building on use cases in industry that are more developed. 

• Digital Twins will be developed and used alongside other emerging “Industry 4.0” 
technologies such as machine learning and AI, 3D printing, low-latency networks and 
the Internet of Things, across sectors. 

• Standards-setting and regulatory frameworks would be vital in ensuring data 
interoperability, which is critical for the full benefits of Digital Twins to be realised. 

In this report, we have taken “commercialisation” to mean the process by which intellectual 
property is developed through research and innovation into a marketable product or 
service. While the concepts of Digital Twins and other digital innovations are in some 
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cases quite mature, overall, the general thrust of the literature indicates that Digital Twins 
are not yet widely used in commercial settings or in consumer products regulated by 
OPSS.  
There are however specific use cases where Digital Twins are in use, and increased 
commercialisation of Digital Twin applications is on the horizon. Overall, the literature 
suggests that the construction, utilities, and manufacturing sectors appear to have the 
most developed commercial applications of Digital Twin technology. However, the 
commercial viability of this technology is not yet widespread.  
The need for additional investment emerged from extant literature, as a repeated theme 
across all sectors. Investment was needed not only for the development of Digital Twins, 
but also to train employees to be able to use the technology efficiently. This is a barrier to 
developing new products, to their uptake, and to their integration with existing systems. 
Insights from stakeholder consultations: 
A majority of stakeholders suggested that it was difficult to predict the extent to which 
Digital Twin Technology would be adopted in the long run. However, the few who 
predicted that the technology would be pervasive and widely adopted unanimously 
suggested that in the long run, there would be a merging of several technologies such as 
AI, Machine learning, robotics, and Digital Twins, among others, to automate decision 
making. 
Opinions varied vastly among stakeholders regarding the adoption trend of Digital Twins in 
the near and medium term (3 to 10 years). Following are the views of stakeholders 
classified based on their affiliation: 
Academia: Stakeholders from academia suggested that the adoption trend of Digital 
Twins would mirror that of other digital innovations such as cyber security products; 
starting with a great variability in service providers and quality of products, moving 
gradually towards a more consolidated market with a few leaders. 
Stakeholders from academia stated that in the near future, there will be an increase in 
commercial opportunities in providing Digital Twin capabilities, sustaining the usefulness of 
Digital Twins, and developing skills in Digital Twin design and development. 
It was further noted by stakeholders that Digital Twin technology has a broad range of use 
cases, a few of which could garner commercial interest and viability in a matter of months, 
while others could take decades. 
Stakeholders from government and conformity assessment bodies: Digital Twin 
technology is expected to become ubiquitous, with increased understanding and adoption 
across industries. It was suggested that the adoption of Digital Twins will vary across 
sectors, with potential acceleration in areas like smart cities and agriculture due to the 
need for effective management of pollution, traffic, and environmental impact. Some 
stakeholders also suggested that the use of Digital Twins could help in reducing carbon 
emissions. 
Business stakeholders: Business stakeholders also stated that the use of Digital Twins 
would be widespread in the future and alluded to unexpected uses and advancements as 
Digital Twins mature, similar to previous technological advancements. They said that 
different regions (globally) would show varying levels of adoption and application of Digital 
Twins. It was suggested that complementary technologies such as advanced tracking, 
gaming, 3D printing, and low-latency networks will shape the future applications of Digital 
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Twins. In the immediate future, products such as Extended Reality (XR)3 headsets are 
expected to drive increased adoption of augmented reality applications and enhance the 
use of Digital Twins in real-time overlays. 
Conclusion: Overall, stakeholders across various sectors acknowledge the potential of 
Digital Twin Technology, but also recognize the challenges and uncertainties in its 
adoption. They anticipate a future where Digital Twins could revolutionize decision-making 
processes in conjunction with technologies like AI, Machine Learning, and robotics. 
However, they also note that the pace and extent of its adoption will likely vary across 
sectors and regions, and will depend on factors such as market dynamics, regulatory 
frameworks, and breakthroughs in safe data interoperability.  
Stakeholders also foresee an increase in commercial opportunities related to Digital Twin 
capabilities and a growing demand for skills in Digital Twin design and development.  
Despite the uncertainties, the consensus is that Digital Twins hold immense potential to 
drive innovation and efficiency across industries. 

2.6 Other digital innovations that could impact product safety (RQ2) 
Stakeholders were asked to identify digital innovations other than Digital Twins, which 
could impact product safety. Digital innovations such as AI and ML enabled 
technologies stood out as highly impactful: 

• AI (Artificial Intelligence) refers to the development of computer systems that 
can perform tasks typically requiring human intelligence. These tasks include 
reasoning, problem-solving, learning, and understanding natural language. 

• ML (Machine Learning) is a subset of AI that focuses on creating algorithms and 
models that allow computers to learn from data. ML enables systems to improve 
their performance over time without being explicitly programmed. 

 A stakeholder from academia mentioned that implementing AI and the latest algorithms 
has the potential to gather data on behavioural patterns of equipment, machinery, and 
people. This is also known as a cognitive Digital Twin (Al Faruque, 2021) and could 
potentially be of relevance to consumer products, either directly as part of a smart product, 
or by gathering evidence on real-world use to feed into product development, testing, and 
regulation.  
A few stakeholders from government and conformity assessment bodies also cited the use 
of AI and machine learning in the manufacturing sector. They mentioned that innovations 
are being used to track the provenance of products and materials in the supply chain 
network and ensure sustainability in the manufacturing sector. Alongside AI and machine 
learning, Blockchain technology is also enhancing the manufacturing sector. It provides a 
tamper-proof ledger, improving supply chain visibility and trust. This technology is crucial 
in tracking product provenance and ensuring sustainability (Manufacturing digital, 2020). 
One of them also noted that there exists a lack of standardisation in sharing product data, 
which leads to unclear responsibilities and suboptimal solutions. Establishing a data 
sharing and the information management framework is crucial for enabling interoperability, 
but this task is a significant challenge due to unique data structures and the modification of 
sent data, and – particularly in the case of cognitive Digital Twins – issues of data/IP 
ownership and privacy. A current real-world example comes from the energy sector, where 

 
3 An umbrella term for augmented reality, virtual reality, and mixed reality.  
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the US National Institute of Standards and Technology has been actively involved in 
defining interoperability standards for the smart grid. Their Framework and Roadmap for 
Smart Grid Interoperability Standards (currently in its fourth version) provides guidance on 
integrating power generation, cybersecurity practices, and tools. 
Lastly, stakeholders across the board noted AI and machine learning could be used to 
enhance and improve Digital Twins. As an example, ‘digital passports’ were mentioned 
by several representatives from business organisations, government and conformity 
assessment bodies. They mentioned this as a use case impacting safety in several sectors 
including construction, manufacturing, and service. 

Case Study – 4: Digital Passports, enhancing Digital Twins with Artificial 
Intelligence and Machine Learning 
Digital Passports are digital profiles of people and products, providing detailed information 
about their origin, histories, and status (Protokol, 2020). If updated in real-time, this data 
stream can inform future decision-making, which can then be fed back into the digital 
passport, ensuring a two-way flow of information. In this sense, Digital Passports can be 
understood as pseudo- Digital Twins of people and products.4 
There is consensus in extant literature that Artificial Intelligence (AI) and Machine Learning 
(ML) have the potential to significantly enhance digital technologies. This enhancement is 
primarily seen as being achieved through improved data analysis and more efficient 
technology systems (Kaur et al, 2020). Digital Passports have been identified as a 
significant use case where AI and ML can enhance and improve Digital Twins. This is 
largely due to their versatility, allowing them to be effectively implemented across a wide 
range of sectors.4 
Use cases for Digital Passports: 
In the manufacturing and construction sectors, ‘Digital Product Passports’ (DPPs) provide 
access to a product’s entire history, including servicing and maintenance (Circularise, 
2023). These passports could replace multiple compliance markings with QR codes, Near 
Field Chips (NFC) chips5, or Application Programming Interfaces (API)6 on product 
packaging (ISEP, n.d.). Scanning these QR codes, NFCs or APIs would reveal information 
about the product’s conformity to design and stability standards, streamlining compliance 
labelling and making the information more accessible (Cobuilder, n.d.). 
Role of AI and ML in DDPs: AI and ML algorithms can analyse the data from the Digital 
Product Passport (DPP) in real-time, enhancing security by identifying potential risks or 
anomalies, and improving efficiency by automating the data analysis process. Machine 
learning algorithms can discover hidden trends and deeper correlations in the historical 
data within the DPP, providing valuable insights that can be used to improve services 
(Nowacki, 2023). Through this, AI and ML algorithms enable predictive analytics, allowing 
potential issues to be identified and addressed before they become problems. 
Furthermore, AI and ML can make the DPP more intelligent and transparent. Explainable 
AI (XAI) and interpretable machine learning (IML) can ensure that the AI model’s decision-
making processes are transparent and that the predictions it generates can be understood 

 
4 Stakeholder consultations. 
5 NFC, or Near Field Communication is a short-range wireless technology which allows devices to talk to each other when they are in 
close physical proximity (Arianee, n.d).  
6 API, or Application Programming Interface takes is a programming interface that allows software to exchange requests, thereby 
helping them to share information. It allows for seamless integration of DPPs with various software applications, including supply chain 
management systems, eCommerce platforms, and mobile (Pixelplex, 2023). 
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and trusted by users. XAI and IML are programmes that help explain the decisions arrived 
at by the underlying AI and ML algorithms in simple terms (Mavrepisa et al, 2023) (Lee et 
al 2023). This transparency can help build consumer trust, as customers can verify the 
authenticity of the product, check its history, and even monitor its performance (Kobayashi, 
K, Alam, S.B., 2023). 
Standardisation efforts for Digital Passports (European Commission) 
The European Commission (EC) is actively working on developing standards for Digital 
Passports. In 2018, the EC adopted an implementing decision that established the 
technical specifications regarding the standards for security features and biometrics in 
passports and travel documents (EU, n.d.). 
The EC has also been focusing on the standardisation of DPPs. The landscape analysis 
report on the DPP lists 186 international and European standards from recognised 
standardisation bodies, according to the EC 1025/2012 directive. The standards based 
DPP will be aligned with the requirements of the Ecodesign for Sustainable Products 
Regulation (ESPR), with an initial focus on the electronics, batteries, and textile sectors 
(StandICT, 2023). 
These efforts highlight a commitment to enhancing security, interoperability, and 
transparency through the standardisation of digital passports. 
Potential significance for OPSS: 
OPSS can play a significant role in the implementation and standardisation of Digital 
Passports in the UK by (OPSS, n.d.): 
Developing and collaborating with global standardisation efforts: OPSS can both 
work independently and collaborate with the EC in developing technical specifications and 
standards for DPPs. These standards would ensure the security, interoperability, and 
transparency of Digital Passports. This would also ensure that the UK’s efforts are aligned 
with international standards. 
Promoting adoption: OPSS can promote the adoption of DPPs across various sectors in 
the UK. This could involve providing guidance and resources to businesses, conducting 
awareness campaigns, or providing incentives for businesses to adopt these technologies. 

 



33 

3. Discussion 

This section discusses the impacts, opportunities, and challenges for widespread adoption 
of Digital Twins – both in terms of the likely impacts of adoption on the market, and the 
impact on the regulatory environment. It starts with a snapshot of key findings and follows 
on with a SWOT analysis based on evidence collected from literature, consultation, and 
workshops. Thereafter it elaborates upon the challenges facing the widespread adoption of 
Digital Twins, the impact of widespread adoption, and the opportunities adoption would 
provide for OPSS to enhance the regulatory environment. 

3.1 Key findings 
• Standards-setting, regulation, and interoperability that address ethical and legal 

issues are critical for the full benefits of Digital Twins to be realised. Smart and 
flexible regulation is required to ensure that business development is not stifled. 
Rushing into standardisation could hinder progress. 

• A reduction in business burden through Digital Twins can only take place when 
regulators have the confidence to put in place a regulatory framework that 
accepts and incorporates data from the Digital Twins of products as a source of 
evidence in demonstrating regulatory compliance of the product. 

• Clear and specific standards and regulations around data security, 
management, and sharing will play a vital role in encouraging businesses to be 
more open with their discoveries. This will also incentivise private investment in 
the technology. However, this will need to be married to the requirements of 
regulators for use of Digital Twins for product testing. 

• In developing robust data management and cyber security strategy, government 
departments will need to consider several elements relating to Digital Twins 
such as online safety strategy, AI, automated decision making and machine 
learning. 

SWOT analysis 
We have carried out a SWOT analysis based on all the sources reviewed for this project. 
Figure 6 summarises the findings, including some of the positive and negative potential 
impacts of widespread adoption of Digital Twins in consumer products. 
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Figure 6: SWOT analysis of Digital Twin impacts on product safety and consumer 
protection 

Source: RSM analysis from stakeholder consultations and desk research 
Thematic analysis of research questions  
The previous chapter covered research questions 1 and 2, on Digital Twin adoption and 
commercialisation in sectors of interest to OPSS. This chapter covers all the remaining 
research questions, organised thematically and divided into sections. Where a section is 
directly related to a research question, this is labelled in the section heading (e.g., “RQ3”). 

3.1 Challenges for widespread adoption of Digital Twin technology 
Information on challenges comes primarily from the findings of the stakeholder 
consultations. 
3.1.1 General challenges 
Stakeholders identified several challenges for implementing Digital Twins and maximising 
their benefits. 
Lack of awareness regarding Digital Twins (RQ6) 
Several stakeholders across the board mentioned a need to spread awareness regarding 
Digital Twins to enable further adoption. There are several dimensions along which 
awareness could be spread: 

• From early adopters to other businesses within a specific industry; 
• From companies in sectors where Digital Twins are at a more advanced stage of 

commercialisation (possibly due to economics, such as the greater value and 
complexity of systems in sectors such as manufacturing and estate/asset 
management) to other sectors where there is the potential for benefits; 

Strengths
•Providing real-time data
•Enabling virtual product safety testing
•Enabling product resilience testing using 
enhanced simulation

•Establishing a clear audit trail (golden thread) of 
product information

•Enabling early detection of potential safety threats
•Enabling enhanced counterfeit detection
•Extending product lifecycle through predictive 
maintenance

Weaknesses
•Lack of and efficient data protection, sharing, and 
management frameworks

•Lack of technical skills needed to adapt Digital 
Twins in products across industry

•Lack of regulators' technical understanding of 
Digital Twins to develop appropriate frameworks 
where needed

•Lack of regulators’ capability to process and 
analyse Digital Twins data

•Ethical and legal challenges in determining 
ownership, management responsibility, and 
privacy and access to Digital Twins data.

Opportunities
•Better inform regulatory decision making
•Speeding up products' regulatory 
compliance/approval processes

• Improving/speeding up product safety testing 
process

•Enhancing consumer awareness by providing 
evidenced product safety information

Threats
•Cyber-attacks
•Accidents/Failures due to unregulated use of 
Digital Twins in products

•Overly restrictive and rigid frameworks for product 
safety compliance when Digital Twins are involved

SWOT – Opportunities for Digital Twins to improve product safety and consumer protection
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• Within supply chains. This could flow in either direction: 
o From suppliers that wish to establish a competitive advantage by 

providing safer or more efficient products, to their potential customers; or 
o From customers that demand the advantages provided by Digital Twins, 

to their potential suppliers, for them to compete to fulfil that need. 
However, following on from chapter 2, there is a lack of a common definition amongst 
stakeholders, which is a hindering factor. 
A major opinion mostly amongst academic stakeholders, and those from government and 
conformity assessment bodies, was that the technology is widely misunderstood. A 
few common misconceptions were pointed out, such as confusing a Digital Twin with a 
simple digital model or cyber-physical system with one way information flow (Digital 
Shadows) or emphasising the need for a 3D model of a physical object for it to be called a 
Digital Twin.  
While some business stakeholders also echoed this view, it was noted that most 
defined Digital Twin technology based on its benefits to business and its usefulness 
in the industry. For instance, an industry stakeholder from manufacturing defined Digital 
Twins as a digital sandbox, and a model that a manufacturer can use to virtually design, 
build, quality assure, and prototype products before placing them into production. Another 
industry stakeholder from the service sector defined Digital Twins as 3D digital replications 
of real-world environments using real-time data which can be used as an interactive 
platform for visualization, training, and simulation. 
Stakeholders, especially from government and from conformity assessment bodies, 
mentioned that the extent of commercialisation of Digital Twins would depend on how the 
term is defined. They mentioned that while several products and processes are marketed 
as a ‘Digital Twin’, not all of them fulfil the comprehensive criteria necessary to be 
classified as one in the strictest sense.  
One academic stakeholder mentioned that we are currently in the ‘Peak of Inflated 
Expectations’ phase of the “Gartner hype cycle”7 with respect to Digital Twins, where there 
is a mismatch between what is expected of the technology and what the technology can 
realistically deliver. The stakeholder indicated a surge in interest and high expectations 
from Digital Twins, an emerging technology that is not yet fully equipped to meet these 
expectations. This could then lead to overpromises and inflated estimations of Digital Twin 
capabilities, potentially resulting in disappointment with early offerings. However, the 
stakeholder also anticipated a subsequent period of enlightenment and understanding, 
leading to more mature applications and realistic expectations of Digital Twins. 
Stakeholders also mentioned that even if businesses gain awareness of the capabilities of 
Digital Twins, this is only the first step in successfully deploying them. Businesses also 
need to develop the skills to implement them, and then more widely to learn or develop 
best practice in using them effectively. Industry stakeholders emphasised the need to 
bridge old and new ways of working with Digital Twins and spread awareness by 
establishing skill-building academies and fostering collaboration. 

 
7 The Gartner Hype Cycle is a graphical representation of the life cycle of a technology, from conception to maturity and widespread 
adoption. It consists of five phases: Innovation Trigger, Peak of Inflated Expectations, Trough of Disillusionment, Slope of 
Enlightenment, and Plateau of Productivity. This model helps organizations understand and manage the deployment of a technology 
within their specific business goals, separating hype from real drivers of a technology’s commercial promise, and reducing the risk of 
technology investment decisions (Gartner, n.d.) 
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Lack of data processing capability across sectors (RQ6, RQ7) 
Stakeholders across the board noted that there is a lack of comprehension of the extent of 
data and information exchanges that need to be created to develop a Digital Twin. They 
mentioned that building a Digital Twin requires storing and processing vast amounts of 
data, ensuring data quality and accuracy, and establishing processes for validating and 
updating the models used in Digital Twins.  
Stakeholders also emphasised the need for further advancements aside from data 
processing volume. Digital Twins require the development and use of reliable software and 
hardware, and especially the ultra-low latency networks required for real time data 
transfer. 
Lack of data interoperability (RQ6, RQ7) 
Interoperability is established when different types of data work together to develop a 
Digital Twin, or different types of isolated Digital Twins connect and share data with each 
other (e.g. in a ‘smart cities’ or ‘connected Digital Twins’ environment). Academic 
stakeholders, and those from government and from conformity assessment bodies, 
mentioned that interoperability of data and effective data sharing would play a vital role in 
the further development of Digital Twins.  
According to these consultees, this is primarily due to a lack of a common data sharing 
framework which would enable connected Digital Twins to communicate with each other in 
an integrated system. This is a current problem for Digital Twins for sectors with complex 
international supply chains, such as automotive - even for making a static Digital Twin of 
an electric car’s engine, different companies responsible for manufacturing different 
components within the engine need to provide data in interoperable formats. Frameworks, 
international standards, and notions of data ownership and responsibility, and the 
circumstances and purposes for which data can be shared are all important in this context; 
it is easy to see how data may need to be transferred internationally if products are 
manufactured overseas and the companies responsible are based there, and there would 
need to be a clear pathway to establish responsibility and liability if shared data leads to 
identification of a fault. 
General business attitudes towards data sharing are a factor here; a general change in 
mindset towards increased collaboration, as referred to above, could lead to standards 
being developed by industry without the need for external intervention, as has occurred in 
Open Data / Open Source communities. 
Lack of standardised data sharing frameworks (RQ6, RQ7) 
Building upon the previous observations, most stakeholders identified the need for a 
standardised framework through which data could be shared securely and efficiently. This, 
they mentioned would help achieve and enable interoperability. Having said this, most 
stakeholders also recognised that developing standards, protocols, and regulations for 
Digital Twins would be especially challenging because: 

• Digital Twin technology is currently in the development phase and the maturity 
of the technology is still low. Stakeholders believed that it is too early to regulate 
Digital Twins in some sectors, while in others, the technology is being explored 
for several varied use cases, which makes it difficult to standardise across 
industries and use cases. 

• Private companies are hesitant to share data. This mostly stems from their need 
to protect Intellectual Property (IP). 
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One solution could be a regulatory sandbox, a framework set up by a regulator that 
allows small-scale, live testing of innovations by private firms in a controlled environment 
under the regulator’s supervision.8 This would provide a ‘safe space’ where businesses 
can test innovative products, services, business models, and delivery mechanisms without 
immediately incurring all the normal regulatory consequences. Precedents for this 
approach in the UK include the Financial Conduct Authority’s Regulatory Sandbox (FCA, 
2022) and Ofgem’s Innovation Link (Ofgem, 2018). 
An example of a useful framework which could promote interoperability in Digital Twins or 
other digital innovations is Component Level Authentication. 

Case Study – 5a: Enabling Digital Twins adoption using Component Level 
Authentication (CLA) to ensure data interoperability.8 
Background: CLA is a standardised framework designed to identify the provenance of the 
data exchanged through various products. Its application is particularly relevant in 
interconnected Digital Twins, where it aids in controlled transmission of necessary 
information while protecting sensitive data that, if disclosed, could result in a breach of IP. 
The process of Component Level Authentication typically involves the following steps: 
1. Component identification: Each component is assigned a unique identifier, such as a 

digital certificate or an access token. This identifier serves as a proof of the 
component's authenticity and authorization to access the system. 

2. Authentication protocol: An authentication protocol is implemented to verify the 
legitimacy of each component. This may involve exchanging cryptographic keys, 
challenge-response mechanisms, or other authentication techniques to establish trust 
between the component and the system. 

3. Verification process: The system verifies the authenticity of each component by 
validating its identifier and ensuring it matches the authorized components list. This 
verification may occur during system initialization, component start up, or whenever a 
component attempts to access or communicate with the system. 

4. Access control and permissions: Once authenticated, the system grants appropriate 
access control and permissions to the component. This ensures that components can 
only perform authorized actions and access designated data or resources within the 
system. 

Case study: The CLA framework could find its use in Digital Twins applications such as 
digital passports: 
Digital product passport: A digital product passport is a database that encompasses 
comprehensive information of the product it represents. This may include both privileged 
information such as design specifications and the products' supply chain, and non-
confidential information such as maintenance history. 
Component level authentication could make Digital Passports a reality by giving the 
relevant authorities access to relevant data from a single database where everything is 
stored. The CLA framework could aid in the use of digital passports by accessing the 
comprehensive database and ensuring that only the essential information is disclosed to 
authorised individuals. This would enhance data interoperability, while protecting privileged 
information. 

 
8 Stakeholder consultation 
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Conclusion: CLA could provide a framework and present a standardised platform to 
ensure privacy in data sharing, while minimising the risk of unauthorised access. For 
instance, CLA would enable a passenger’s immigration status to be shared with the 
immigration authorities, or a product’s maintenance and service history to be shared with 
engineers, while securely protecting the person’s credit history or the product’s design 
information. 

Incorporating Digital Twins into existing systems and workflows (RQ7) 
The stakeholder view was that there is a need to identify what frameworks exist, and what 
data and information can be shared effectively. A few business stakeholders mentioned 
that it was necessary to incorporate Digital Twin technology into existing digital 
frameworks. They identified examples of existing frameworks that could be built upon: 

• Building Safety Act (2022) – The Building Safety Act stresses the importance of 
developing an information management system specific to individual built 
assets. It mentions that BIM, when implemented correctly, is an effective tool for 
this, and has been mandatory on public sector works since 2016. By integrating 
Digital Twins with the information management systems mandated by the 
Building Safety Act, it’s possible to achieve a higher level of safety and efficiency 
in building management.9 

• Building Information Modelling (BIM)10 – BIM, with its structured real-time data 
management, can serve as a foundation for Digital Twins. A Digital Twin can be 
considered an advanced form of BIM that not only models the physical 
characteristics of a building but also simulates its behaviour in real-time. The 
ISO 19650 – which was developed collaboratively with the UK – codifies BIM 
standards, can provide a structured approach to integrating Digital Twins with 
BIM. This integration can enhance the capabilities of BIM, providing more 
detailed and dynamic information about the built environment (Twinview, 2023) 
(Matterport, n.d.).9 

Need for better cybersecurity (RQ7) 
While data interoperability was seen as a vital requirement for the development of both 
siloed and interconnected Digital Twin systems, a majority of stakeholders noted that 
interoperability and data sharing expose Digital Twins to threats such as possible cyber-
attacks. This is because it is easier, and potentially more rewarding, for bad actors to 
develop attacks where there are a large number of targets using the same systems. A 
need to develop protocols to make data sharing safer and more efficient was identified 
through consultations.  
Stakeholders noted that in the near future, security and resilience of Digital Twins 
infrastructure and optimising data storage associated with Digital Twins would become 
primary challenges to address. These are aligned with Government policy and objectives 
in the form of the National Cyber Strategy 2022, the UK Digital Strategy, the UK Science 
and Technology Framework, and the Net Zero Strategy. 

 
9 Stakeholder consultations 
10 Building information modelling (BIM) is a process involving the generation and management of digital representations of physical and 
functional characteristics of places. 
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Lack of investment in Digital Twins technology (RQ6) 
Numerous stakeholders from industry, government, and conformity assessment bodies 
said that government investment could play a role in encouraging the technology’s 
development and adoption. The government’s role was recognised as facilitating 
investments in these technologies, developing standards, providing guidance, and 
spearheading education initiatives. 
A stakeholder from a trade association emphasised that businesses need to justify their 
investments by demonstrating a tangible return on investment, a process that remains 
uncertain and time-consuming when dealing with emerging technologies such as Digital 
Twins. This is particularly the case for limited capacity of smaller SMEs, stakeholders 
emphasised the to invest in such ventures, Government investment and support can build 
confidence in a market and de-risk business investment, making private sector uptake 
more likely. This would help alleviate a perceived lack of private investment in the Digital 
Twins space, especially adopting Digital Twins in commercial products. 
3.1.2 IP related challenges (RQ3) 
The literature did not contain much information on IP challenges for Digital Twins 
specifically, although some information has been drawn from studies on digital innovations 
in general below.  
Insights have mainly come from stakeholder consultations; three major challenges were 
identified: 

• 1. Balancing data sharing requirements and IP protection: Most 
stakeholders mentioned that since companies operate in a competitive 
environment, they are often hesitant to share data and design information due to 
fears of losing competitiveness or having their IP stolen by competitors.  
Also, the more openly a company shares data, the greater are the chances that 
its IP is stolen through unauthorised access and cyber-attacks. This makes it 
vital for companies to have robust security measures to protect their data and 
IP. Here, stakeholders noted that while larger companies are able to afford 
robust security measures, SMEs may find it expensive to protect their IP upfront. 

• 2. Legal complexities in identifying ownership of IP: It was noted that Digital 
Twins and other digital innovations such as AI and machine learning were part 
of an emerging sector which presented unique legal problems in identifying 
ownership of IPs in certain scenarios such as: 

o AI generated IP: The protection of IP in the context of AI powered Digital 
Twins poses legal challenges as the ownership cannot be determined 
easily. As mentioned by a stakeholder from academia, In the case of AI 
generated IP, it becomes unclear whether transitivity holds, and the 
owner of the AI is the owner of that IP. 

o Digital Twins ecosystem: Stakeholders observed that a Digital Twin, 
especially in an interconnected ecosystem, can be viewed as a process 
or a platform for digitising information to create value. In such cases it 
becomes difficult to place ownership of the IP for the process innovation, 
as the specific Digital Twin in question is not a specific piece of IP that 
can be owned and sold. 

These IP related challenges are identified in the literature as impeding the scale 
of technology innovation, as set out in studies such as (Juarez, et al., 2021). In 
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general, if IP rights are not appropriately managed in innovative sectors, the 
agents pioneering the advancement of the applications of Digital Twins may not 
receive the deserved credit and financial gain. 

• 3. Protecting national interests: Stakeholders also underscored the risk of 
unauthorized dissemination of privileged information at a national level. Their 
concern centred on safeguarding domestically generated IP from being shared 
worldwide without adequate protection, particularly in the context of Digital 
Twins dealing with sensitive data and critical infrastructure. They mentioned that 
safe data transfer in this case would require clear and specific regulations to be 
put in place. 

Case Study – 5b: Legal issues raised by Digital Product Passports 
Digital Product Passports serve as a prime example of understanding legal complexities in 
the adoption of emerging digital innovations such as Digital Twins/Shadows (Protokol, 
2020). DPPs act as a mechanism for gathering and disseminating data about a product 
throughout its entire lifespan and acts as the Digital Shadow of its product. The data, 
which is collected from various stages of the supply chain including the sourcing of raw 
materials and the manufacturing process, is stored on the DPP and shared among various 
stakeholders and participants. However, the permissions for accessing and sharing of data 
at every stage is controlled by the owner of the passport ecosystem (Arianee, n.d.). 
The legal complexities arise when trying to ascertain the ownership of the DPP as to 
whether it lies with the owner of the passport or the product. This is because the DPP is 
not just a digital representation of the product, it also contains proprietary product 
information that is owned by the product owner. 

Standards and Regulation: Stakeholders stated that clear and specific standards and 
regulations around data sharing and exchange of information could play a vital role in 
encouraging businesses to be more open with their findings and discoveries.  
Currently work is being done by standard setting organisations in the UK and 
internationally by organisations such as BSI, ISO, and IEC, among others. Below is an 
indicative, non-exhaustive list of relevant standards that was found through literature 
review and consultations:  
• ISO 23247: This is a standard for a Digital Twin framework for manufacturing. It 

provides an overview and general principles of a Digital Twin framework for 
manufacturing, including terms and definitions, and requirements of the Digital Twin 
framework. 

• BSI Flex 260: This is a standard that provides guidance on the general principles of a 
Digital Twin for the built environment. It applies to Digital Twins across the life cycle of 
assets, systems, and processes. It establishes key terms, concepts, and principles 
related to creating, managing, and using Digital Twins. 

• ISO/IEC 30173: This standard establishes terminology for Digital Twins and describes 
concepts in the field of Digital Twins. It includes terminology and definitions for Digital 
Twins, concepts of Digital Twins (e.g., Digital Twin system context, life cycle process 
for Digital Twins, types of Digital Twin), functional view of Digital Twins, and Digital 
Twin stakeholders. 
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These provide guidance on concepts and principles; there is still the option to develop 
these into more tightly defined standards for specific use cases and sectors, and to use 
them as the basis for regulations. 

3.2 Impacts of widespread adoption of Digital Twins 
This section discusses the impacts of the widespread adoption of Digital Twins. This 
subsection is mainly informed by findings from stakeholder consultations, and primarily 
focusses on the impact of adopting Digital Twins on: 

• Improving product safety, testing, and compliance; 
• Protecting consumers from harm; 
• Enhancing business efficiencies; and 
• Enhancing cybersecurity. 

There is also a SWOT analysis, focusing on opportunities for OPSS. 
Impact of Digital Twins on improving product safety, testing, and compliance (RQ5, 
RQ6) 
Interviewees were asked to elaborate on the impact of Digital Twins on product safety, 
compliance testing, and conformity assessments, among other things. Relatively fewer 
responses were recorded from academic and business stakeholders compared to 
stakeholders from government and conformity assessment bodies. 
Overall, stakeholders suggested that Digital Twin technology has the potential to transform 
the approach to product safety by providing real-time data, improving decision-making, 
enhancing transparency, and accelerating the regulatory approval process.  
However, they also mentioned that challenges related to data management, expertise, and 
concerns about accidents and failures that will need to be addressed to fully leverage the 
benefits of Digital Twins in these areas. 
Improving transparency and openness 
Stakeholders from academia pointed out that Digital Twin technology has the potential to 
improve transparency and openness in the regulatory process. They mentioned that by 
instrumenting themselves and the systems they are twinning, organizations can gather 
real-time data and fine-grained insights, which can inform decision-making and provide a 
clearer trail of data recording past decisions made (audit trail) in case of safety incidents. 
This was something that could improve product safety, in their view. 
Improving product safety testing 
Industry stakeholders emphasised that safety testing remains a critical consideration 
across industries including construction, manufacturing, transport, among others. This is 
especially so in safety critical sectors such as defence, hazardous chemicals, and aviation. 
These stakeholders identified that virtual product testing, using Digital Twins technology to 
ensure that the data used in simulation was a true reflection of real-world conditions, could 
be very helpful in detecting potential safety threats before anything concerning happens. 
Having said this, they also mentioned that the impact of Digital Twins on product safety 
would vary across industries. One stakeholder observed that in industries with a strong 
focus on safety, Digital Twin applications would most likely be seen as an additional tool 
rather than a replacement for physical safety testing. In such industries, it could provide 
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real-world information on use conditions that would be difficult to replicate in standard tests 
and provide early indicators of warnings in live situations.  
Difference between traditional virtual product testing and testing using Digital Twins  

(Grieves, 2023) (Lei et al, 2021) (Wright, L., Davidson, S. 2020) 
Traditional Virtual Product Testing: This approach uses pre-defined scenarios based on 
foreseeable use cases, assumptions and generic data. The tests are conducted in a virtual 
environment that attempts to mimic real-world conditions, but it doesn’t adapt or change 
once the testing has started. 
Digital Twins Technology: In contrast, Digital Twins create a live, virtual replica of the 
product that is linked to the real-world version through sensors. These sensors collect real-
time data about the product’s conditions and performance. This real-world, real-time data 
is then used in the Digital Twin for simulations. As the conditions change in the real world, 
the Digital Twin updates, allowing for dynamic testing and analysis that can adapt to 
changing conditions. 
The key difference lies in the feedback loop or the two-way information flow in Digital 
Twins. This feedback is not just to the simulation but also to the product itself, allowing for 
real-time adjustments and optimisations. 
So, while traditional virtual testing provides a static snapshot, Digital Twins offer a dynamic 
and evolving testing environment that more accurately reflects real-world conditions and 
performance. The added value here would be to collect and react to changes to the 
product during its lifetime, and use these to enhance the safety and efficiency of the 
products in use, and future regulations. 

Improving regulatory approval process 
Stakeholders, including those from government and conformity assessment bodies, have 
recognised the potential of Digital Twins to accelerate the regulatory approval process. By 
implementing Digital Twins in products and manufacturing systems, virtual product testing 
becomes possible. This capability not only aids the manufacturing process by promptly 
identifying and responding to potential safety threats, but also speeds up the product 
development process while maintaining a strong focus on safety considerations. 
Furthermore, if a standardised approach to data sharing is adopted, this data could 
facilitate quicker compliance with product safety regulations. This, in turn, could streamline 
the regulatory approval process, making it more efficient. 
Impact of Digital Twins on product safety and protecting consumers from harm 
(RQ6) 
Stakeholders across the board identified several mechanisms through which Digital Twins 
could protect consumers from harm. These mechanisms include: 

• Virtual testing and real-time tracking: Stakeholders mentioned that Digital 
Twins can enable additional testing and feedback throughout the product 
development process, ensuring that products are built according to the 
established safety standards. Live tracking of the entire process can provide 
real-time insights into product quality and compliance at every stage and help in 
managing risks more effectively. 
Also, Digital Twins can be used to track of product status and usage patterns in 
the real world. This can provide additional insights on how virtual testing could 
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be carried out. It may be the case that live product usage patterns differ from the 
assumptions that were included in the virtual testing. 

• Extending product lifespan: Stakeholders identified that Digital Twins have the 
potential to improve the design and manufacturing processes, leading to the 
development of products that are more durable and have a longer lifespan. For 
example, household appliances like washing machines can be made to last 
significantly longer, firstly by improving the intrinsic quality of the product, and 
secondly through predictive maintenance. This could reduce waste and enhance 
consumer safety. There is an opportunity to improve the efficiency of usage of 
products by using Digital Twins, leading to lower energy consumption. 

• Enhancing consumer understanding of safe product usage: Stakeholders 
suggested that the use of Digital Twin technology has the potential to enhance 
consumers’ understanding of their own products. For instance, one stakeholder 
pointed out that Digital Twins of household appliances could help inform 
consumers of the exact nature of repair needed. It would also allow the 
company to better assess the repair requirements as it would present them with 
a data thread of all past repairs. This can help prevent consumers from making 
mistakes or using products incorrectly, thereby improving safety. It also gives 
businesses the opportunity to build consumer trust in the market.  

Overall, stakeholders believe Digital Twins have the potential to protect consumers from 
harm through real-time monitoring, enhancing consumer awareness, extending product 
lifespan, and enabling cost effective testing. They are not however a replacement for 
physical product testing and safety processes.  
Associated benefits to businesses 
Digital Twins also have the potential to provide enhanced product/process visibility, 
monitoring, testing, and simulation capacity to businesses. This would lead to several 
benefits alongside improved product safety, including: 

• Reduced maintenance, energy, inventory, and other life cycle costs through 
predictive maintenance and supply chain optimisation; 

• Improved product/process designing and enhanced management; 
• Improved data-driven decision making. 

Across the literature reviewed, there is a compelling case to be made for how Digital Twins 
can help to increase efficiency within firms. Improved process efficiency can be achieved 
through reducing process lead times (whether manufacturing time, supply chain 
management, or project management). Several authors such as Blume, et al. (2020), 
present ideas of how Digital Twins can be used to maximise efficiency gains. However, 
these efficiency gains accrue to businesses and are not directly relevant to consumer 
product safety, although they do have the potential to be passed on to consumers in the 
form of higher quality, safer and better tested products. 
Arriving at this stage does not come without some challenges along the way. As noted by 
Vikhman and Romm in their paper from (2021), for a Digital Twin to be effective, highly 
efficient data management processes need to be in place, requiring significant time to 
design and monitor. Cyber security attacks can increase in sophistication over time, so 
similar problems exist in ensuring that the new technology is protected against future 
attacks.  
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The availability of vast amounts of data also has the potential to change the mindset of 
businesses from focussing on purely financial benefits to focussing on benefits to all 
aspects of society. This was mentioned as being achieved through better availability and 
transfer of data. 
Impacts of current regulation on Digital Twins (RQ4) 
Regulatory requirements 
Regulatory requirements vary across industries. Companies are being faced with 
increasing lists of environmental requirements and regulations, as well as other challenges 
(Popescu et al, 2022). It is important to ensure that the regulations placed on firms across 
industries have the appropriate balance between ensuring consumer safety and welfare 
whilst also ensuring that innovation can occur. Getting this balance correct is crucial: it can 
ensure that: 

• consumers benefit from new products and safety procedures made possible by 
Digital Twins, and; 

• businesses can commercially gain from the venture and so help to boost the 
productivity of the UK overall.  

Views of stakeholders 
Stakeholders were asked for their views on how existing regulations impacted the adoption 
of Digital Twin technology. Stakeholders across the board said that existing regulations 
could be very helpful: by setting clear guidelines and expectations, they foster an 
environment of transparency and predictability, giving businesses the confidence to invest 
and innovate while knowing they are in compliance with established norms. 
Stakeholders recognised that technological advancements often outpace the development 
of regulations, particularly in the realm of emerging technologies. This rapid pace of 
technological evolution could render existing compliance measures obsolete for new 
products, potentially hindering innovation due to regulatory constraints. However, 
stakeholders also mentioned that it is important not to rush into standardisation, 
particularly in emerging fields like Digital Twins. It was noted that premature 
standardisation could hinder progress and lead to misunderstandings. One approach 
would be to standardise outcomes rather than inputs, which would tend to be less 
constraining (as it would leave open the possibility of taking different routes to reach the 
same desired outcome). 
Stakeholders cautioned that flexible regulation would be needed to ensure that business 
development is not stifled. It was suggested that emerging technology such as Digital 
Twins are constantly evolving, so regulations would need to reflect that and strike a 
balance between ensuring that consumer welfare and business growth are both achieved 
without compromising product safety. 
Consultations revealed prevalent uncertainty regarding several regulatory aspects of 
Digital Twins, especially in areas surrounding effective data gathering and sharing. 
Stakeholders mentioned the need for a standardised framework for data gathering and 
sharing amongst businesses and with OPSS. Apart from this, the need to identify and 
place accountability was mentioned. It was seen as essential to make sure that 
organisations were held accountable for their decisions in terms of developing and using 
Digital Twins. 
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Enhancing cybersecurity (RQ7) 
Cyber security and data management are recognised unanimously by all types of 
stakeholders as major barriers to Digital Twin adoption. Stakeholders mention that when 
envisioning the widespread adoption of Digital Twins, cyber-security is assumed to be 
effective, whereas this is not the case. A need to educate businesses and developers of 
Digital Twins regarding the importance of cyber-security was identified as vital.  
One stakeholder mentioned that cyber-security needs to be “joined at the hip” with Digital 
Twins as it is a vital component in developing confidence to share data. This is an area 
where agreement would need to be reached across government and industry. Many 
departments and agencies (e.g. OPSS, DSIT, Cabinet Office, NCSC, UKRI, Office for AI) 
are involved in strategy development for cyber security, online safety, research and 
innovation, and automated decision making / machine learning, all of which interface with 
Digital Twins.  
The benefits of Digital Twins, as described in this report, chiefly apply to the production 
process and therefore apply mainly to businesses and their efficiency. Cyber-security, and 
product safety in general, are areas where government can set standards and require 
businesses to act in ways which create public benefits. 

3.3 Opportunities for OPSS 
Impacts of the existing regulatory environment on Digital Twins (RQ4) 
The regulatory environment has the potential to accelerate or hinder the adoption of Digital 
Twins. RQ4 explicitly addresses this; the following RQ5 examines the opposite question of 
impact the adoption of Digital Twins may have on future regulations.  
The literature was not specific on the impact of existing regulations on Digital Twins, as the 
Digital Twin technology is novel – insights in this section have come from stakeholder 
discussions. 
Discussions with OPSS stakeholders identified a set of critical and non-critical impacts 
upon the adoption of Digital Twins – enablers, blockers, accelerators, and hindrances – 
that arise from existing regulation and its use in enhancing product safety: these are 
summarised in Figure 7. 
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Figure 7: Enablers, blockers, accelerators and hindrances 

 
Findings from OPSS workshop 
The research team held a collaborative session that was attended by a diverse group of 
specialists from OPSS. Participants provided insights on how regulations could impact the 
adoption of digital innovations including Digital Twins, both positively and negatively. 
Issues identified were classified as enabling, accelerating, blocking and hindering factors. 
Enabling factors can be understood as those vital for the adoption of Digital Twins. 

• Stakeholders highlighted the importance of industry standards converging. 
Establishing a unified set of standards, specifications, or best practices across 
industries would reduce complexity, and promote interoperability and enable 
adoption. 

• Digital Twins can support more efficient conformity procedures. In 
particular, its potential to make product testing cheaper was seen as being 
helpful in enhancing regulators’ capacity to assess for conformity and set better 
regulations in the future. The readiness of regulators to permit these 
procedures would therefore be an enabling factor.  

• Amongst planned regulations, stakeholders further highlighted the importance of 
increasing security of connectable products. There was mention of the Product 
Security and Telecommunications Infrastructure regulation (PSTI), which 
will come into effect on 29 April 2024 (Gov.uk, 2023). This is aimed at enhancing 
citizen, network, and infrastructure safety, and will increase trust in emerging 
technologies and enable the adoption of Digital Twins.11 

Accelerating factors can be understood as those that are not vital but would speed up 
the adoption of Digital Twins. 

• Stakeholders identified a need for speedy adoption of basic Publicly 
Available Standards (PAS) which could aid in overcoming immediate hurdles 

 
11 PSTI will require manufacturers to comply with minimum security requirements based on the UK’s Code of Practice for Consumer IoT 
security, leading global standard for consumer IoT security ETSI EN 303 645 
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in innovation. Establishing common understanding of what is expected could 
help reduce uncertainty and risk, and facilitate collaboration and communication.  

• Stakeholders emphasised the need for government directives to be focussed 
on its overall objective of promoting innovation. It was implied that this could 
aid regulators in designing effective standards and regulations. 

• The capacity of regulators’ to be flexible in designing standards and 
regulations was hinted at when one stakeholder mentioned set of standards 
that had been delayed.  

Blocking factors can be understood as those that prevent effective adoption of digital 
innovations such as Digital Twins, whereas hindering factors merely slow down their 
adoption. In practice there is some overlap between these categories; they are presented 
below as reported at the workshop session. 
Blocking factors: 

• Divergence of industry standards was identified as highly detrimental to the 
adoption of Digital Twins. It was implied that varying sets of standards or 
regulations within the same industry at organisational, regional, and national 
levels could impede interoperability and compatibility. 

• Regulators’ lack of technical skills and ability was also highlighted as 
detrimental to the adoption of Digital Twins. This could adversely impact their 
ability to design and deliver effective standards and regulations, which could 
create uncertainty in the business innovation and investment environment. It 
may also make them less likely to accept virtual testing as being near-equivalent 
to real under certain defined circumstances. 

• Stakeholders mentioned that regulation is by design reactionary to innovation 
and does not play a role in the innovation process itself. However, it was 
acknowledged that continued lack of standards in supporting Digital Twins 
could prove detrimental to its adoption in the long run. 

Hindering factors: 
• Delays in adopting basic standards and implementing regulations could 

slow down adoption of emerging technologies, hindering interoperability and 
communication. 

• Stakeholders further suggested that nonspecific, ambivalent government 
directives could play a role in slowing down the adoption of emerging digital 
technologies such as Digital Twins. One mentioned that government directives 
can have a tension between their broad goal of encouraging innovation, and the 
specific objectives and needs of different parts of government. 

• Stakeholders further identified that the improvements in transparency and 
accountability brought about by digital innovations like Digital Twins could 
sometimes hinder their speed of adoption, for instance if manufacturers are 
required to share product performance details with regulators.  

• OPSS stakeholders were sceptical about the ability of the UK regulator to act 
effectively if products were manufactured overseas, and standards/regulations 
on the responsibilities and formats on data sharing were not agreed between 
jurisdictions. 
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Impacts of Digital Twins and Innovation on existing regulation (RQ5) 
This RQ deals with the impacts that the adoption of Digital Twins may have on future 
regulations. The literature was not specific on this, so the key insights are from stakeholder 
consultations: 

• Adoption of Digital Twins is expected to have a positive impact on the existing 
regulatory environment because of the product data that it would make available 
to regulators. 

• Digital Twins would enable automated data analysis and pattern detection, 
leading to earlier identification of pitfalls, and enable better regulation of 
consumer products (e.g. in testing, conformity assessment, and research into 
product safety issues) 

• Through improved speed, efficiency, and transparency of data gathered, Digital 
Twins would furnish valuable insights into regulatory process by delineating the 
responsibilities of its users and developers, thereby enhancing accountability. 

The nature of Digital Twin technology means that it can be used to collect detailed data 
during testing, live piloting, and consumer use. This can then be used in digital simulations 
for carrying out testing of various scenarios, before any rollouts of new products to the 
wider public occur. As such it is possible that Digital Twins could be used to test the likely 
outcomes of a variety of circumstances, from the introduction of new products to what the 
impact of new safety measures might be. The likelihood is not only that Digital Twin 
technology will impact existing regulations, but that these will continue to evolve as 
knowledge around the technology continues to improve.  
Measures such as the standard ISO 23247 Digital Twin Framework for Manufacturing are 
examples of the ongoing standardisation and regulation efforts that seek to expand the 
benefits that can be gained when using Digital Twins in a commercial context. As Digital 
Twins can reduce the need for physical intervention and the energy consumption that is 
associated with it, they may also impact ongoing efforts to meet Net Zero carbon and other 
environmental regulations.  
Stakeholders identified several impacts that the widespread adoption of Digital Twins 
could have on existing regulation. They mentioned that if Digital Twins are widely adopted, 
it could improve existing regulations through: 

• Widespread collaboration between stakeholders: Widespread adoption of 
Digital Twins demands robust data management and cyber security 
requirements; as set out in the “Enhancing Cybersecurity (RQ7)” section, this 
requires collaboration across industry and government. 

• Well defined responsibilities of Digital Twin developers: Businesses using 
Digital Twins would have a responsibility to help regulators by explaining the 
decisions made within the Digital Twin systems. They would need to maintain 
records of sensor inputs and decisions to comply with the legal framework and 
ensure regulations are met. This, stakeholders mentioned, would create a 
paradigm shift in existing legislation, requiring its evolution to incorporate newer, 
Digital Twins related regulations. 

• Using Digital Twins for improved regulatory processes: Stakeholders 
mentioned that Digital Twin technology has the potential to speed up regulatory 
processes by automating data analysis and pattern detection. It can provide 
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additional insights and identify potential issues or errors before they become 
catastrophic. 

Overall, the adoption of Digital Twin technology has the potential to impact existing 
regulation by improving speed, efficiency, transparency, and insights in regulatory 
processes. 
Opportunities for OPSS to use Digital Twins to enhance the regulatory environment 
(RQ6) 
The key opportunities for OPSS to enhance the regulatory environment, based on 
stakeholder consultations and the OPSS workshop, are: 

• Digital Twins could provide OPSS with a “golden thread” of whole-lifecycle data 
on performance, usage patterns, service and maintenance history, traceability, 
and product supply chain details. OPSS could support the development of a set 
of novel processes or standards to use this data for enhanced product testing. 

• OPSS will need to maintain a balance by ensuring compliance of consumer 
products involving Digital Twins, while also ensuring that businesses own their 
proprietary data and have innovative freedom. Secure data sharing was 
identified by a stakeholder as an area where OPSS could work to support the 
development of standardisation, whether as part of a regulatory specification for 
Digital Twins or in the wider marketplace. This would require the involvement of 
departments responsible for data security. 

• Data from Digital Twins could be used to pre-emptively plan future product-
specific regulations. For example, after a product recall, Digital Twin data could 
be analysed to assess causes and to put in place appropriate standards to avoid 
future incidents. 

The literature gives many examples of how Digital Twin technology can enable businesses 
to develop new products which can help generate increased revenue. For OPSS, ensuring 
that these businesses have environments conducive to success, whilst also ensuring that 
consumers are protected, are critical aims to maximising the benefits of Digital Twins from 
their perspective. Careful thought around the measures to introduce will be crucial, in order 
to strike a balance between extent of data sharing and the level of business optimisation. 
This is to make sure that the risk/reward payoff in question is not too skewed and that an 
acceptable amount of business risk can be undertaken without compromising consumer 
safety. Achieving that balance is a difficult objective and tailoring regulations to each 
industry and product utilising Digital Twins will be important to ensure that the correct 
measures are in place for each application of the technology. This will inevitably not be a 
one-time measure and will require regular updates to ensure that the rulings in place for 
how Digital Twins are being utilised are most applicable for the circumstances to which 
they are being applied.  
Insights from stakeholder consultations 
Stakeholders were asked to elaborate on how OPSS could make the best use of the 
opportunities created by Digital Twins, taking account of earlier points on the balance 
between regulation and innovation. They identified several pathways through which OPSS 
could potentially approach regulation of Digital Twins technologies, these are: 
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Regulating emerging technology: Stakeholders noted that: 
• Digital Twins technology is currently still in its early stages of development and 

has diverse use cases; regulation may not be needed in all cases.  
• There may be a need for specific regulations related to use cases such as 

managing, maintaining, and sharing data from Digital Twins.  
• Standard setting organisations have a role in the early stages of innovation to 

focus on ensuring confidence, assurance, and proper functioning and 
development of the technology. 

• Patience and long-term vision may be required, as advancements in Digital Twin 
technology, such as live city Digital Twins, may take time to fully materialize. 

Collaboration: Stakeholders stressed the need for collaboration with several actors such 
as regulatory bodies, academia, government, and industry to gather diverse perspectives 
and make well-informed decisions to develop effective regulation frameworks and ensure 
effective regulation and interoperability between different systems and languages. 
Building business trust: Stakeholders mentioned that it was vital to build trusting 
relationships between regulators and businesses to foster innovation while effectively 
managing public risk. 
Develop a data sharing framework: Ensuring safe and secure data sharing between 
proprietary Digital Twins and maintaining privacy was identified as an area where 
standardisation would be helpful. The need to identify ways to structure data formally and 
to enable connectivity using frameworks was highlighted. For instance, using frameworks 
such as component level authentication, businesses across the supply chain could access 
relevant information from the Digital Twin of a product without compromising the IP at each 
stage. 
Impact of Digital Twins on OPSS’ approach to regulating product safety (RQ6) 
Stakeholder views were sought on the potential impact of digital innovations, specifically 
Digital Twins, on OPSS’ approach to regulating product safety. It was noted by 
stakeholders that wider adoption is still necessary for it to significantly influence OPSS’ 
approaches. However, a majority of stakeholders expressed a positive viewpoint, 
highlighting two major avenues through which Digital Twins could enhance product safety 
and impact OPSS’ approach towards regulations, compliance testing, and conformity 
assessments. 

• Enhanced simulation and forecasting: The potential of virtual simulation, 
testing and forecasting to reduce the need for physical testing have already 
been mentioned; one stakeholder said that regulators could request Digital Twin 
testing records which would also include data on durability assessment of the 
product under various circumstances.  

• Enhanced transparency, accountability, and traceability (Golden Thread): 
Digital Twins could aid in meticulous record keeping of various aspects of 
products such as their physical attributes, performance data, usage patterns, 
service and maintenance history, among other things. This information is also 
gathered throughout the products’ lifecycle, creating a ‘golden thread’ of 
information. Stakeholders identified that Digital Twins would potentially give 
regulators: 
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o Access to data spanning longer timescales which could aid in 
enhancing traceability and improve identification of problems prior to 
occurrence. 

o Access to information on a wider scale such as information of a 
products’ supply chain, could aid in recognising the areas or aspects of 
the supply chain that are most vulnerable to disruptions or inefficiencies. 
Identifying these pressure points through the enhanced transparency 
allowed by a Digital Twin, can help businesses anticipate potential 
problems, make necessary adjustments, and ensure the smooth 
operation of their products and supporting supply chains. 

Stakeholders further identified several avenues through which this could enhance 
product safety process and interventions such as: 

• Better risk management: Several stakeholders mentioned that Digital Twins 
could aid in OPSS’ risk-based approach and help in identification of products 
and industries to target for enhanced regulations.  

• Flexible and tailored regulation and standards: Once risky products and 
industries are identified, stakeholders mentioned that data from Digital Twins 
could be used to better tailor regulation. For instance, mandating which 
industries need physical testing of products and which industries could use 
virtual testing. 

• Better planning of future regulation: It was also noted that data from Digital 
Twins could be used to pre-emptively plan future regulation. For instance, if a 
product has been recalled due to safety concerns, data from its Digital Twin 
could be analysed to see what caused this and appropriate actions could be put 
in place to avoid future incidents. 

OPSS could potentially accelerate the safe adoption of Digital Twins into their sectors by 
addressing some of the challenges below. 
Challenges faced by OPSS in building Digital Twins into their work (RQ6, RQ7, RQ8, 
RQ9) 
Stakeholder consultees identified the following key challenges which OPSS could currently 
explore and prepare for: 

• Establishing foundational safety metrics which could be used to ensure that 
a consumer product is safe when a Digital Twin is involved. 

• Devising acceptable proofs that a Digital Twin accurately represents a product 
and its safety parameters. 

• Studying and engaging with industries where Digital Twins are close to adoption 
in order to understand new products which may be under development. 

• Determining the extent of data required by OPSS to perform its role (e.g., 
ensuring product safety compliance); and establishing protocols to ensure the 
secure transfer of such data. 

• Collaborating with industry, standard setters and government stakeholders to 
enhance OPSS’ understanding of regulatory requirements. 

The stakeholder discussions covered the preparations that OPSS would be required to 
undertake depending on the industry and application in which the Digital Twin is being 
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used. To carry their work out effectively, OPSS will require considerable knowledge of how 
the Digital Twin technology is being used in industries within their remit. Along with this, 
OPSS will also need to know the potential trends of new products which may be in the 
pipeline. The continually changing nature of how the technology is being developed across 
an already difficult and shifting regulatory landscape, presents significant challenges that 
OPSS will need to navigate through continuing research and sector engagement. 
Continual consideration of these challenges along with creative ways to think about how to 
address these challenges will be crucial to ensure that OPSS is able to make sure the 
technology is used by businesses in a manner which generates the maximum benefit to 
consumers without compromise to safety.  
Insights from stakeholder consultations on perceived challenges/barriers in using Digital 
Twins in product safety 
Stakeholders were asked to identify barriers/challenges involved in assessing if a product 
is safe when a Digital Twin is involved. A few challenges, and areas where Digital Twin 
technology would need further development in order to be used in products or to assess if 
a product is safe, were identified by stakeholders, as summarised below: 
Government stakeholders and conformity assessment bodies identified the following 
challenges: 

• Challenge in validating Digital Twins: Stakeholders mentioned that validating 
the Digital Twin and demonstrating its fitness for purpose is a key challenge. 
This involves proving that the Digital Twin accurately represents the product and 
its safety parameters. It was noted that data and model quality are important 
considerations in ensuring the accuracy of Digital Twins. Stakeholders 
emphasised that it is vital to continually capture expert judgment and update 
assessments. 

• Establishment of foundational safety tests: Assessing if a product is safe 
involves testing various safety metrics in comparison with verified evidence 
gathered through foundational baseline tests. These would typically be 
established by industry, with guidance from standards bodies where appropriate. 
Establishing baseline foundational tests is difficult for nascent and evolving 
technology. However, safety tests and corresponding metrics are vital for 
assessing the safety of products.  

• Determining the extent of data required by OPSS: Stakeholders identified 
that OPSS would need some data from the Digital Twins to ensure that the 
product is safe, and the type and extent of such data could vary across sectors. 
Stakeholders stated that identifying the nature and extent of such data required 
by OPSS across sectors would be a challenge. It would also be a challenge to 
persuade organisations to share the required data in an uncertain (new) 
environment such as Digital Twins. OPSS needs to identify the essential 
information and safety metrics to effectively evaluate the safety of products in 
the context of Digital Twins. 

Business stakeholders identified the following challenges: 
• Need for further development of the technology: Stakeholders emphasised 

that mechanisms required to work effectively and efficiently with Digital Twins 
and other digital innovations include the use of reliable software and hardware. 
This would ensure data quality and accuracy, and establish processes for 
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validating and updating the models used in Digital Twins. They emphasised that 
this requires a vast amount of data and skill building, which are currently lacking. 

• Stakeholders also emphasised that a lack of competence and transparency 
are key challenges in assessing the safety of products with Digital Twins. 
Training individuals who are familiar with the technology can help address these 
challenges. Additionally, improving data security measures and clarifying 
ownership of intellectual property are critical aspects. 

Academic stakeholders identified the following challenges: 
• Need for further development of the technology: Stakeholders from 

academia echoed the view of industry stakeholders and emphasised that it was 
necessary to treat Digital Twins as a new technology which requires testing, 
evaluation, and consideration of technical and social implications.  
They mentioned that integration of data, models, and software in Digital Twins 
creates challenges for cybersecurity, emphasising the need for risk 
management, change management, and adaptation of best practices in 
assessing risks. 

• Need for further research to identify appropriate approach: Stakeholders 
emphasised the need for further research in understanding the emergent 
behaviours and complex interactions within Digital Twins. This, stakeholders 
mentioned, is a significant challenge when assessing product safety.  
Unit testing individual components is insufficient to determine the safety of the 
overarching system. It was suggested that research and funding are needed to 
develop appropriate approaches and ensure safety across different sectors and 
types of Digital Twins. Assurance processes may vary based on the criticality 
and cost considerations. 
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4. Conclusions 

4.1 Overview 
Digital Twins are still far from becoming an everyday feature of the lives of ordinary 
consumers. Targeted investment across a range of dimensions (including training and 
skills, as well as capital investment and R&D) will be needed to realise the benefits.  
Digital Twin technology has the potential to improve product safety by: 

• enhancing monitoring and simulation to make products safer for consumers; 
• conducting safety testing in virtual environments to reduce foreseeable risks with 

products; and 
• improving efficiency in product testing and delivery.  

This could reduce the time and cost for firms to bring products to market without adversely 
impacting product safety and quality.  
Standards and regulation will be crucial factors in providing a stable environment to 
encourage and guide that investment in the UK market. There are very limited examples of 
what that would look like in practice, so research and consultation with industry will be 
required for OPSS to be prepared to contribute. This section will set out key conclusions 
and recommendations for OPSS from this scoping study. 

4.2 Key conclusions 
The key conclusions from this report revolve around five prominent themes that were 
reiterated the most throughout the literature review and stakeholder consultations. 
1. The Potential of Digital Twins in Safe Product Development: Digital Twins are 
currently at an early stage of commercialisation for consumer products. However, the 
technology has the potential to significantly accelerate safe product development. It offers 
the ability to conduct virtual product testing during the development phase and provide 
real-time tracking throughout the product lifecycles. This extends the safe lifespan of 
products through automated decisions aimed at reducing wear and tear, enabling 
predictive maintenance, and reducing waste. Ultimately, these capabilities could lead to 
improved consumer protection. 
2. The Maturity and Future Trajectory of Digital Twin Technology: Digital Twins are 
predominantly used in industry facing rather than consumer facing sectors such as 
construction, and energy and utilities. Not all sectors where the use of Digital Twins is 
developed fall within OPSS’s regulatory purview, such as, manufacturing, transport, 
healthcare, among others. However, the trajectory indicates that more use cases are being 
developed, and consumer product sectors are expected to start using Digital Twins as the 
technology evolves and costs fall. Likely early adopters are “big ticket” purchases such as 
white goods. An example of a potential use case would be predictive maintenance on gas 
boilers. As more use cases are developed, the necessary supporting skills, such as data 
management and security, are likely to become more available in the market. 
3. The Positive Impact of Appropriate Regulation: Throughout the research, the 
evidence suggests that appropriate regulation would be a positive for sectors that could 
use Digital Twins alongside consumer products. The development and endorsement of 
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standards for Digital Twins that work with consumer products that OPSS regulate would 
promote reliability and interoperability of Digital Twins and other innovations. This would 
increase confidence in the market, which is necessary for businesses and investors to 
commit the resources necessary to develop innovative solutions. 
4. The Role of Government: Government more widely has a key role here to invest in 
skills development, cyber security, and awareness raising. Many other departments and 
agencies have a stake in this, such as DSIT, Cabinet Office, NCSC, UKRI, and MHCLG. 
OPSS also has a role to play in supporting the development of standards to ensure data 
interoperability, product compliance, and product safety when Digital Twins are involved. 
Consultees raised the possibility that regulations could be burdensome or inflexible with 
respect to innovation, but on balance, views on the role of OPSS were positive. 
5. Enhancing Consumer Product Safety with Digital Twins: Equally, OPSS’ approach 
to product safety could be enhanced by Digital Twins. Data collected throughout the 
product lifecycle could provide information to update standards and regulations in the 
event of safety incidents or product recalls and allow regulations to be tailored to specific 
products or product categories. It could also allow OPSS to carry out live updates of 
product durability assessments. The data collected by Digital Twins could be of use in 
traceability and counterfeit detection, providing a “golden thread” of information from 
supply chain to consumer, starting with a unique identifier provided by the manufacturer 
and including usage patterns, performance data, and maintenance history. 

4.3 Observations and areas for further research 
All of the following are recommended so that OPSS can perform its core roles in an 
environment with Digital Twins. The first five all broadly relate to understanding how Digital 
Twins operate, sector by sector and product by product, and are all recommended for 
investigation; the first four form a natural sequence of tasks to understand, manage and 
share the data collected by Digital Twins. The sixth and last is more concerned with 
engagement with other areas of government but is no less important as it refers to legal 
requirements for which other departments are responsible. 
1. Safety Tests and Metrics: Further research is needed to investigate which forms of 
test, and associated metrics, could be reliably provided by a Digital Twin as an adjunct to 
physical testing. For example, virtual testing using a Digital Twin can provide evidence of 
product behaviour in dangerous conditions that are physically hard to recreate, or in 
volume through simulated tests. 
2. Identifying Required Data: Once the safety metrics for validating Digital Twins are 
understood, alongside the metrics for the asset being modelled (which may already be 
understood through standard testing), the specific data required for regulatory and market 
surveillance purposes of emerging digital innovations including Digital Twins must be 
identified. Understanding this requirement is a prerequisite before conducting further 
research in this area. This is because the industry might not necessarily cover this aspect 
in their standard operations. Therefore, OPSS could explore and identify useful data to 
help ensure that future consumer products incorporating Digital Twins conform to product 
safety requirements. 
3. Data Management: If consumer products using Digital Twins, and other emerging 
innovations such as AI and ML, become commonplace, a far greater volume of testing 
data will be generated. This data will require processing, management, storage and, at 
some point, deletion, all with respect to data laws. Stakeholders will need to manage this 
data effectively, and further research is needed to plan for this. This could involve 
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standardising the format in which the data is shared, and upskilling in analysis of Digital 
Twins data. A unified approach is needed to create common standards for handling data, 
including access, usage, and privacy. Consistency in handling AI and Machine Learning 
data is crucial. 
4. Data Sharing Protocols: Consumer products with Digital Twins, AI and ML should 
conform to data sharing protocols, which may have to be created for this purpose 

• Avoid Rushed Standardisation: The stakeholder view is that rushing into 
standardisation of consumer products when Digital Twins are involved could 
hinder progress if poor decisions are made early on. Flexible regulation, and a 
means to update this through consultation and expert input, is required to 
ensure that business development is not stifled. 

5. Dealing with change during product lifecycles: Digital Twins provide continuous 
feedback which can be used to change products and the way they behave (for example, 
updating how heat pumps react to changes in temperature, to extend their lifespan). OPSS 
as regulator needs to understand the changes made to any product lifecycle using Digital 
Twins, and be confident that these changes do not affect the safety profile of the products. 
6. Cyber Security and Data Privacy: Further research is needed by engaging with other 
government departments and agencies on cyber security and data privacy. This is an area 
where useful standards could be introduced, particularly where products incorporate 
personal consumer data. Useful precedents exist through Government’s “Secure by 
Design” approach which aims to provide standards and regulations to remove privacy risks 
and security vulnerabilities from consumer products. For example, a Code of Practice for 
consumer Internet of Things manufacture sets out certain basic cybersecurity principles 
and standards, and some of these will be mandatory in law from 29 April 2024 as part of 
the Product Security and Telecommunications Infrastructure (PSTI) Act. A similar 
approach is being followed for security and privacy in mobile apps. 
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