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S u m m ar y 

T hi s str at e g y i s a r efr e s h of t h e 2 0 0 9 pr ot e cti v e s e c urit y st r at e g y f or fir e a n d 
r e s c u e a ut h oriti e s. It o utli n e s si x k ey d eli v er a bl e s t o e n h a n c e pr ot e cti v e 
s e c urit y f or fir e a n d r e s c u e a ut h oriti e s. 

B a c k gr o u n d 

T h e U nit e d Ki n g d o m C o u nt er-t err ori s m Str at e g y c o m pri s e s f o ur k e y w or k 
str e a m s: p ur s u e, pr e v e nt, pr ot e ct a n d pr e p ar e. 

All g o v er n m e nt d e p art m e nt s a n d t h eir a g e n ci e s ar e r e q uir e d t o c o ntri b ut e t o 
t h e C o u nt er-t err ori s m str at e g y. T h e pr ot e ct w or k str e a m i d e ntifi e s a 
r e q uir e m e nt t o r e d u c e t h e v ul n er a bility of t h e n ati o n al i n fr a str u ct ur e t o 
t err ori s m a n d i n cl u d e s pr ot e cti n g U K b or d er s, t h e criti c al n ati o n al 
i nfr a str u ct ur e a n d cr o w d e d pl a c e s. 

Fir e a n d r e s c u e a ut h oriti e s ar e p art of t h e e m er g e n c y s er vi c e s s e ct or of t h e 
n ati o n al i nfr a str u ct ur e. T hi s c o m pri s e s t h e p oli c e s er vi c e, fir e a n d r e s c u e 
a ut h oriti e s, t h e a m b ul a n c e s er vi c e a n d t h e M ariti m e a n d C o a st g u ar d A g e n c y. 
Fir e a n d r e s c u e a ut h oriti e s ar e al s o a cr iti c al n ati o n al i nfr a str u ct ur e a s s et 
o w n er. 

T h e pr ot e ct w or k str e a m i s ai m e d at t h e r e d u cti o n of v ul n er a biliti e s t o 
t err ori s m wit hi n t h e n ati o n al i nfr a str u ct ur e. T h e str at e g y i d e ntifi e s a r e d u cti o n 
i n v ul n er a bilit y i n t hr e e k e y d o m ai n s: p er s o n n el s e c urit y, p h y si c al s e c urit y a n d 
i nf or m ati o n s e c urit y. 

T h e C a bi n et Offi c e S e c urit y P oli c y Fr a m e w or k dir e ctl y s u p p ort s t h e C o u nt er-
t err ori s m Str at e g y, a n d i s a s eri e s of m e a s ur e s t o e n h a n c e pr ot e cti v e s e c urit y 
i n t h e d o m ai n s of p er s o n n el, p h y si c al a n d i nf or m ati o n s e c urit y. 

T h e C a bi n et Offi c e S e c urit y P oli c y Fr a m e w or k st at e s t h e fr a m e w or k s h o ul d 
b e e xt e n d e d t o e m er g e n c y s er vi c e s. 

R e d u ci n g v ul n er a bilit y wit hi n t h e e m er g e n c y s er vi c e s s e ct or 

F oll o wi n g t h e o ut c o m e s of a pr ot e cti v e  s e c urit y r e vi e w of t h e e m er g e n c y 
s er vi c e s s e ct or b y t h e C e ntr e f or t h e Pr ot e cti o n of t h e N ati o n al I nfr a str u ct ur e, 
a w or k pl a n h a s b e e n a gr e e d c o m pri si n g t h e f oll o wi n g: 

•  r e vi e w e xi sti n g p er s o n n el s e c urit y p oli ci e s wit hi n t h e e m er g e n c y 
s er vi c e s s e ct or 

•  e st a bli s h a d e p art m e nt al s e c urit y o ffi c er wit hi n t h e e m er g e n c y s er vi c e s 
s e ct or 

•  i m pl e m e nt a str u ct ur e d p er s o n n el s e c urit y str at e g y li n k e d t o t h e 
C a bi n et Offi c e R e vi e w of P er s o n n el S e c urit y, C e ntr e f or t h e Pr ot e cti o n 
of t h e N ati o n al I nfr a str u ct ur e g ui d a n c e a n d t h e r e c o m m e n d ati o n s of t h e 
C a bi n et Offi c e S e c urit y P oli c y Fr a m e w or k 

•  e st a bli s h a pr o c e s s f or pr o vi di n g a s s ur a n c e of pr ot e cti v e s e c urit y 
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•  c o n d u ct a c o m pr e h e n si v e r e vi e w of p oli c y a n d pr o c e d ur e s f or t h e 
h a n dli n g of pr ot e cti v el y m ar k e d m at eri al s 

Fir e a n d r e s c u e pr ot e cti v e s e c urit y str at e g y 
A pr ot e cti v e s e c urit y i m pl e m e nt at i o n str at e g y h a s b e e n a gr e e d b et w e e n t h e 
C hi ef Fir e a n d R e s c u e A d vi s er a n d t h e C hi e f Fir e Offi c er s A s s o ci ati o n. T h e 
str at e g y c o m pri s e s t hr e e k e y w or k str e a m s a n d si x d eli v er a bl e s a s li st e d 
b el o w: 

W or k str e a m s: 

•  p h y si c al s e c urit y 

•  p er s o n n el s e c urit y 

•  i nf or m ati o n s e c urit y 

D eli v er a bl e s: 

•  pr ot e cti v e s e c urit y c o m m u ni c ati o n s str at e g y a n d g o v er n a n c e m o d el 

•  i ntr o d u cti o n of s e c urit y p oli c y fr a m e w or k 

•  i ntr o d u cti o n of n ati o n al s e c urit y v etti n g a n d p er s o n n el s e c urit y p oli c y 
a n d g ui d a n c e  

•  i ntr o d u cti o n of a s e c urit y a w ar e n e s s pr o gr a m m e 

•  i ntr o d u cti o n of a pr ot e cti v e s e c urit y a s s ur a n c e s y st e m 

•  el e ctr o ni c s e c urit y a u dit of U nit e d Ki n g d o m fir e a n d r e s c u e a ut h oriti e s 
I T i nfr a str u ct ur e a n d pr o m oti o n of t h e p u bli c s er vi c e s n et w or k 

G o v er n a n c e arr a n g e m e nt s 

T h e D e p art m e nt f or C o m m u niti e s a n d L o c al G o v er n m e nt h a v e e st a bli s h e d a 
Fir e a n d R e s c u e S e c urit y A d vi s er wit hi n t h e Offi c e of t h e C hi ef Fir e a n d 
R e s c u e A d vi s er b ut e m b e d d e d wit hi n t h e d e p art m e nt al s e c urit y offi c er t e a m.  
T h e C hi ef Fir e Offi c er s A s s o ci ati o n a gr e e d t o t h e e st a bli s h m e nt of a 
pr ot e cti v e s e c urit y s u b gr o u p. 

A C hi ef Fir e Offi c er s A s s o ci ati o n r e gi o n al s e c urit y li ai s o n offi c er h a s b e e n 
e st a bli s h e d i n e a c h C hi ef Fir e Offi c er s  A s s o ci ati o n r e gi o n i n E n gl a n d, wit h 
si mil ar arr a n g e m e nt s e st a bli s h e d i n t h e D e v ol v e d A d mi ni str ati o n s. 

C hi ef Fir e Offi c er s A s s o ci ati o n r e gi o n al pr ot e cti v e s e c urit y st e eri n g gr o u p s ar e 
b ei n g e st a bli s h e d t o o v er s e e t h e i m pl e m e nt ati o n of t h e d eli v er a bl e s l o c all y. 
T h e c o n stit uti o n of s u c h gr o u p s i s f or l o c al d et er mi n ati o n, b ut it i s s u g g e st e d 
t h at t h e y i n cl u d e l e a d offi c er s i n r e sp e ct of pr ot e cti v e s e c urit y, p er s o n n el, 
h u m a n r e s o ur c e s, i nf or m ati o n t e c h n ol o g y,  fir e c o ntr ol, i nt er a g e n c y li ai s o n 
offi c er s, n ati o n al r e sili e n c e a s s ur a n c e o ffi c er s, a n d e xt er n al a g e n ci e s s u c h a s 
p oli c e c o u nt er t err ori st  s e c urit y a d vi s er s. 
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D efi niti o n s of pr ot e cti v e s e c urit y 

P er s o n n el s e c urit y  
T hi s will i n cl u d e t h e d e v el o p m e nt of a d vi c e, g ui d a n c e, p oli ci e s a n d 
pr o c e d ur e s t o a s si st fir e a n d r e s c u e a ut h or iti e s i n m a n a gi n g t h e ri s k of st aff or 
c o ntr a ct or s e x pl oiti n g t h eir l e giti m at e  a c c e s s t o a n or g a ni s ati o n’ s a s s et s f or 
u n a ut h ori s e d p ur p o s e s. I n t hi s c o nt e xt, ‘ a s s et s’ r ef er s t o a n yt hi n g t h e 
or g a ni s ati o n s f e el i s of v al u e, s u c h a s it s e m pl o y e e s, pr e mi s e s, s y st e m s a n d 
i nf or m ati o n. T h o s e w h o s e e k t o e x pl oit t h eir l e giti m at e a c c e s s ar e t er m e d 
‘i n si d er s’. It al s o i n cl u d e s n ati o n al s e c urit y v etti n g, w hi c h i n c or p or at e s a d vi c e, 
g ui d a n c e, p oli ci e s a n d pr o c e d ur e s t o e n s ur e t h e a p pr o pri at e l e v el of v etti n g i s 
e st a bli s h e d wit hi n fir e a n d r e s c u e a ut h oriti e s a n d eff e cti v e m o nit ori n g a n d 
‘ aft er c ar e’ i s m ai nt ai n e d. 

P h y si c al s e c urit y  

T hi s will i n cl u d e t h e d e v el o p m e nt of a d vi c e, g ui d a n c e, p oli ci e s a n d 
pr o c e d ur e s i n r e s p e ct of r e d u ci n g t h e v ul n er a biliti e s of fir e a n d r e s c u e 
a ut h oriti e s t o u n a ut h ori s e d a c c e s s a n d u s e of p h y si c al a s s et s, i n cl u di n g 
b uil di n g s, v e hi cl e s, e q ui p m e nt a n d pl a nt. 

I nf or m ati o n s e c urit y 

T hi s will i n cl u d e t h e d e v el o p m e nt of a d vi c e, g ui d a n c e, p oli ci e s a n d 
pr o c e d ur e s i n r e s p e ct of r e d u ci n g t h e v ul n er a biliti e s of fir e a n d r e s c u e 
a ut h oriti e s t o u n a ut h ori s e d a c c e s s t o, st or a g e, a n d tr a n s mi s si o n of b ot h h ar d 
c o p y a n d el e ctr o ni c d at a i n cl u di n g t h e pr ot e cti v e m ar ki n g of m at eri al s.  
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	Summary
	This strategy is a refresh of the 2009 protective security strategy for fire and rescue authorities. It outlines six key deliverables to enhance protective security for fire and rescue authorities.

	Background
	The United Kingdom Counter-terrorism Strategy comprises four key work streams: pursue, prevent, protect and prepare.

	All government departments and their agencies are required to contribute to the Counter-terrorism strategy. The protect work stream identifies a requirement to reduce the vulnerability of the national infrastructure to terrorism and includes protecting UK borders, the critical national infrastructure and crowded places.
	Fire and rescue authorities are part of the emergency services sector of the national infrastructure. This comprises the police service, fire and rescue authorities, the ambulance service and the Maritime and Coastguard Agency. Fire and rescue authorities are also a critical national infrastructure asset owner.
	The protect work stream is aimed at the reduction of vulnerabilities to terrorism within the national infrastructure. The strategy identifies a reduction in vulnerability in three key domains: personnel security, physical security and information security.
	The Cabinet Office Security Policy Framework directly supports the Counter-terrorism Strategy, and is a series of measures to enhance protective security in the domains of personnel, physical and information security.
	The Cabinet Office Security Policy Framework states the framework should be extended to emergency services.
	Reducing vulnerability within the emergency services sector
	Following the outcomes of a protective security review of the emergency services sector by the Centre for the Protection of the National Infrastructure, a work plan has been agreed comprising the following:
	 review existing personnel security policies within the emergency services sector
	 establish a departmental security officer within the emergency services sector

	 implement a structured personnel security strategy linked to the Cabinet Office Review of Personnel Security, Centre for the Protection of the National Infrastructure guidance and the recommendations of the Cabinet Office Security Policy Framework
	 establish a process for providing assurance of protective security

	 conduct a comprehensive review of policy and procedures for the handling of protectively marked materials
	Fire and rescue protective security strategy
	A protective security implementation strategy has been agreed between the Chief Fire and Rescue Adviser and the Chief Fire Officers Association. The strategy comprises three key work streams and six deliverables as listed below:
	Work streams:
	 physical security
	 personnel security
	 information security
	Deliverables:
	 protective security communications strategy and governance model
	 introduction of security policy framework
	 introduction of national security vetting and personnel security policy and guidance 
	 introduction of a security awareness programme
	 introduction of a protective security assurance system
	 electronic security audit of United Kingdom fire and rescue authorities IT infrastructure and promotion of the public services network

	Governance arrangements
	The Department for Communities and Local Government have established a Fire and Rescue Security Adviser within the Office of the Chief Fire and Rescue Adviser but embedded within the departmental security officer team.
	The Chief Fire Officers Association agreed to the establishment of a protective security sub group.
	A Chief Fire Officers Association regional security liaison officer has been established in each Chief Fire Officers Association region in England, with similar arrangements established in the Devolved Administrations.
	Chief Fire Officers Association regional protective security steering groups are being established to oversee the implementation of the deliverables locally. The constitution of such groups is for local determination, but it is suggested that they include lead officers in respect of protective security, personnel, human resources, information technology, fire control, interagency liaison officers, national resilience assurance officers, and external agencies such as police counter terrorist security advisers.
	Definitions of protective security
	Personnel security
	This will include the development of advice, guidance, policies and procedures to assist fire and rescue authorities in managing the risk of staff or contractors exploiting their legitimate access to an organisation’s assets for unauthorised purposes. In this context, ‘assets’ refers to anything the organisations feel is of value, such as its employees, premises, systems and information. Those who seek to exploit their legitimate access are termed ‘insiders’. It also includes national security vetting, which incorporates advice, guidance, policies and procedures to ensure the appropriate level of vetting is established within fire and rescue authorities and effective monitoring and ‘after care’ is maintained.
	Physical security 
	This will include the development of advice, guidance, policies and procedures in respect of reducing the vulnerabilities of fire and rescue authorities to unauthorised access and use of physical assets, including buildings, vehicles, equipment and plant.
	Information security
	This will include the development of advice, guidance, policies and procedures in respect of reducing the vulnerabilities of fire and rescue authorities to unauthorised access to, storage, and transmission of both hard copy and electronic data including the protective marking of materials. 
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Summary

This strategy is a refresh of the 2009 protective security strategy for fire and rescue authorities. It outlines six key deliverables to enhance protective security for fire and rescue authorities.

Background


The United Kingdom Counter-terrorism Strategy comprises four key work streams: pursue, prevent, protect and prepare.

All government departments and their agencies are required to contribute to the Counter-terrorism strategy. The protect work stream identifies a requirement to reduce the vulnerability of the national infrastructure to terrorism and includes protecting UK borders, the critical national infrastructure and crowded places.


Fire and rescue authorities are part of the emergency services sector of the national infrastructure. This comprises the police service, fire and rescue authorities, the ambulance service and the Maritime and Coastguard Agency. Fire and rescue authorities are also a critical national infrastructure asset owner.


The protect work stream is aimed at the reduction of vulnerabilities to terrorism within the national infrastructure. The strategy identifies a reduction in vulnerability in three key domains: personnel security, physical security and information security.

The Cabinet Office Security Policy Framework directly supports the Counter-terrorism Strategy, and is a series of measures to enhance protective security in the domains of personnel, physical and information security.


The Cabinet Office Security Policy Framework states the framework should be extended to emergency services.


Reducing vulnerability within the emergency services sector

Following the outcomes of a protective security review of the emergency services sector by the Centre for the Protection of the National Infrastructure, a work plan has been agreed comprising the following:

· review existing personnel security policies within the emergency services sector

· establish a departmental security officer within the emergency services sector

· implement a structured personnel security strategy linked to the Cabinet Office Review of Personnel Security, Centre for the Protection of the National Infrastructure guidance and the recommendations of the Cabinet Office Security Policy Framework

· establish a process for providing assurance of protective security

· conduct a comprehensive review of policy and procedures for the handling of protectively marked materials

Fire and rescue protective security strategy

A protective security implementation strategy has been agreed between the Chief Fire and Rescue Adviser and the Chief Fire Officers Association. The strategy comprises three key work streams and six deliverables as listed below:


Work streams:


· physical security

· personnel security

· information security

Deliverables:

· protective security communications strategy and governance model

· introduction of security policy framework

· introduction of national security vetting and personnel security policy and guidance 

· introduction of a security awareness programme

· introduction of a protective security assurance system

· electronic security audit of United Kingdom fire and rescue authorities IT infrastructure and promotion of the public services network


Governance arrangements

The Department for Communities and Local Government have established a Fire and Rescue Security Adviser within the Office of the Chief Fire and Rescue Adviser but embedded within the departmental security officer team.

The Chief Fire Officers Association agreed to the establishment of a protective security sub group.


A Chief Fire Officers Association regional security liaison officer has been established in each Chief Fire Officers Association region in England, with similar arrangements established in the Devolved Administrations.


Chief Fire Officers Association regional protective security steering groups are being established to oversee the implementation of the deliverables locally. The constitution of such groups is for local determination, but it is suggested that they include lead officers in respect of protective security, personnel, human resources, information technology, fire control, interagency liaison officers, national resilience assurance officers, and external agencies such as police counter terrorist security advisers.


Definitions of protective security

Personnel security

This will include the development of advice, guidance, policies and procedures to assist fire and rescue authorities in managing the risk of staff or contractors exploiting their legitimate access to an organisation’s assets for unauthorised purposes. In this context, ‘assets’ refers to anything the organisations feel is of value, such as its employees, premises, systems and information. Those who seek to exploit their legitimate access are termed ‘insiders’. It also includes national security vetting, which incorporates advice, guidance, policies and procedures to ensure the appropriate level of vetting is established within fire and rescue authorities and effective monitoring and ‘after care’ is maintained.


Physical security 


This will include the development of advice, guidance, policies and procedures in respect of reducing the vulnerabilities of fire and rescue authorities to unauthorised access and use of physical assets, including buildings, vehicles, equipment and plant.


Information security


This will include the development of advice, guidance, policies and procedures in respect of reducing the vulnerabilities of fire and rescue authorities to unauthorised access to, storage, and transmission of both hard copy and electronic data including the protective marking of materials. 
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