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Sending electronic Direct Earnings Attachment (DEA) schedules by email
You can send DEA schedules to us by email. The completed schedule must be in a specific format, which we will send you. This is so we can process the schedules through our banking system. 
What you need to do
Before you submit your DEA schedules to us by email, you must sign the Annex attached to this letter. It must be signed by hand, not electronically. This confirms you have read and agree to its terms. 
Please post your signed copy of the Annex to:
Freepost DWP DEA DM
This is a one-line address and you must not mark your envelope in any other way. You do not need a stamp. 
We suggest you scan or photocopy the signed declaration and keep a copy for your own records. Include a covering note if there is anyone else in your organisation who we should contact about the DEA schedules. Please tell us their name, email address and telephone number.
What happens next
Once we have received your signed document, we will send you a DEA template and email address to use.


Treating people fairly
We are committed to the Equality Act 2010 and treating people fairly. To find out more about this law, search 'Equality Act' on www.gov.uk
Why DWP needs personal information and how we treat it
DWP needs the information requested for the purpose of performing our functions as a government department.
We take data protection seriously and treat personal information carefully. To find out more about how we use information and for what purposes, please visit our DWP Personal Information Charter at www.gov.uk/dwp/personal-information-charter
Annex
The use of Direct Earnings Attachment schedules
1. Where an employee owes a debt to the Department for Work and Pensions (DWP), DWP may require their employer to make a deduction from their earnings and pay it directly to DWP in respect of the debt.
2. Where an employer is required to make such a deduction in respect of more than one employee, rather than make a series of separate payments in respect of each employee it will often make a single payment to DWP which comprises all the deductions.
3. In this scenario, the employer is required to provide DWP with a Direct Earnings Attachment (DEA) schedule which identifies the employees in respect of whom a deduction has been made and explains how much of the single payment relates to each of them.
4. Until now, employers have been required to use hard copy DEA schedules and to submit them to DWP by post.  
5. However, DWP is now prepared to allow employers to use electronic DEA schedules (referred to below as ‘E-Schedules’) and submit them to DWP by email.
Purpose of this Annex
6. The purpose of this Annex is to set out the data-sharing arrangements between DWP and you (the ‘Employer’) in relation to the use and submission of these E-Schedules. Specifically, it explains the principles and processes for securely exchanging and using the personal data contained within these E-Schedules and has been entered into for the purposes of the Data Protection Principles set out in the General Data Protection Regulation (GDPR) act 2018.
7. This Annex does not remove or reduce the legal obligations or responsibilities on either DWP or the Employer - for example as data controllers under the General Data Protection Regulation (GDPR) act 2018.
DWP obligations
8. DWP agrees that it will:
a) following receipt of a copy of this Annex signed by the employer, we will send the employer an Excel version of the E‑Schedule, and an email address where the employer must send its completed E‑Schedules in the future 
b) in the event of a change to the format of the E-Schedule, or to the email address to which they should be submitted, send the employer an updated E-Schedule or email address as soon as reasonably possible
c) contact the employer if it requires further information for the purpose of identifying the employees in the E-Schedule in respect of whom the employer has made a deduction
d) handle the personal data contained in any E-Schedule submitted by the employer in a manner which complies with the General Data Protection Regulation (GDPR) act 2018
e) be the data controller of the personal data contained in any E-Schedule submitted by the employer but only from such time as the E-Schedule is delivered to the email address to which DWP has most recently instructed the employer to submit its E-Schedules
f) not disclose the personal data contained in any E-Schedule submitted by the employer to any other organisation unless permitted to do so by law
g) store, retain and destroy the personal data contained in any E-Schedule submitted by the employer in accordance with DWP’s internal procedures and Records Management Policy
h) in the event of any information security incident that relates to the use of the employer’s E-Schedules, follow its own internal processes and notify the employer of the incident.
Employer obligations
9. The employer agrees that it will:
a) use the most recent version of the E-Schedule provided by DWP for all submissions of DEA schedules where a deduction is being made in respect of more than one employee
b) only submit completed E-Schedules to the most recent email address provided by DWP
c) not amend the E-Schedule provided by DWP other than to populate it with the requested information
d) not include in any E-Schedule (or in any covering email) any additional personal data regarding employees. (DWP has designed the E-Schedule to limit the amount of personal data the employer is required to supply to the minimum required for DWP to identify the employees to whom a payment relates)
e) ensure that any information inserted into any E-Schedule is accurate and up to date.  If the employer becomes aware that any information contained in an E-Schedule was not accurate and up to date at the time it was submitted to DWP, the employer will contact DWP as soon as possible (and in any event no later than 12 hours after such an error comes to light)
f) be the data controller of the personal data contained in any E-Schedule until such time as the E-Schedule is delivered to the email address to which DWP has most recently instructed the employer to submit its E-Schedules 
g) seek its own advice on whether it is legally able to supply DWP with the personal data contained in the E-Schedules by email 
h) [bookmark: _Toc358898996][bookmark: _Toc358899359][bookmark: _Toc358899456][bookmark: _Toc404933124]in the event of any information security incident that relates to the submission of E-Schedules to DWP, follow its own internal processes, notify DWP of the incident and, if requested to do so, delay the submission of any further E-Schedules to DWP by email.

Liability 
10. [bookmark: _Toc404933135][bookmark: _Toc358899464][bookmark: _Toc358899367][bookmark: _Toc358899004]Neither DWP or the employer accept any liability for any loss whether direct or indirect, for loss of business, revenue or profits, wasted expenditure, corruption or destruction of data or for any other indirect or consequential loss whatsoever arising from sending or receiving the E-Schedules by email and both DWP and the employer exclude any such liability, whether in contract, tort (including for negligence) or otherwise to the maximum extent permitted by law.
Review and Termination 
11. DWP will review the use of the E-Schedules, and their submission by email, at least once in every 12-month period to assess their on-going effectiveness.
12. At any time either DWP or the employer may terminate this arrangement, and revert to the use of manual DEA schedules, without giving a reason by giving the other one month’s notice in writing.


Declaration
13. By signing below, you accept that you have read this Annex and agree to observe the obligations and terms contained within it.

	Signature: 



	Name: 

	Job title:
Organisation name and address:
Email address: 
Telephone number:

	Date: 
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