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Toolkit 5: Managing Risk
This toolkit provides PFI specific information to support risk management of your PFI contract, recognising that most contracting authorities will have corporate risk management systems in place which you will be required to use.
In practice, most PFI contracts will have two types of risk registers:
An internal risk register used by the contracting authority to track risks from its own perspectives. You should expect the PFI Co and services provider to have their own internal risk registers too.
A joint risk register maintained jointly between the contracting authority, PFI Co and service provider focusing on shared operational and contractual risks.
This toolkit contains:
The common fields that you should expect to see in a PFI risk register along with guidance notes for completing these fields. It is likely that you will already be provide with this information in your corporate risk processes, but the aim is to provide you with more PFI specific information.
A list of common risks in a PFI project which will help you populate or review your PFI risk registers.


Common fields in a risk register
The table below provides a list of common fields you should expect, as a minimum, in a PFI risk register. You should cross-check this with your current risk systems and make changes as required.
	Field
	Description

	Risk ID
	Use a standard convention e.g. 1, 2, 3 or YYYY-1, to ensure ease of reference.

	Risk category
	Categorising your risks helps ensure clarity and consistency in how risks are understood and managed. See Appendix 1 for a list of categories.

	Risk description
	Describe the risk:
Cause: the underlying threat or danger.
Event: what activates the threat.
Effect: the consequence of the event.

	Risk owner
	Assign an owner to the risk who will be responsible for managing the risk.

	Risk rating
	You should record your current and target rating for your risk, noting that the risk rating is a combination of likelihood and impact (see Appendix 1 for more details).

	Mitigation
	Identify the mitigation actions, owner for the actions and a target date.

	Trend
	Indicate whether the risk rating is increasing, stable or decreasing so it is clear how the risk is changing because of mitigation actions, wider circumstance, etc.

	Status
	Indicate the status of the risk to allow easy understanding and filter of risks to improve management and escalation. The list below provides an illustrative list of statuses:
Open: Risk is identified and not yet mitigated.
In progress: Mitigation actions are underway.
Under review: Risk or mitigation is being reassessed.
Escalated: Risk has been escalated to senior management.
Closed: Risk has been fully mitigated or is no longer relevant.
Tolerated: Risk is acknowledged and accepted without further action or where mitigations are fully complete and residual risk is accepted.

	Latest updated
	Record the date of the last update to provide an indication of the need to review.


List of common PFI risks
The table below provides a list of common risks in PFI contracts. You should use the list to support regular risk reviews to ensure that you have captured all risks to your PFI project.
Consider using joint risk workshops with the PFI Co and service provider to review and update your risk registers. These workshops can help identify shared risks, clarify ownership and ensure that mitigation actions are aligned across parties. This approach supports the governance principle of collaborative oversight and strengthens the effectiveness of risk management arrangements.

	Common risk
	Common mitigations

	Design and construction

	Latent defects affecting long-term asset condition
	Asset surveys prior to end of latent defect period for design and construction related.
Asset surveys during operation phase to identify defects from changes and maintenance.

	Unresolved construction issues impacting expiry
	Expiry planning reviews, asset condition surveys, escalation procedures.

	Operational

	Service delivery failures
	Use performance monitoring reports.
Apply contractual deductions.
Escalate through governance structures.

	Inadequate maintenance
	Review lifecycle and maintenance plans.
Request evidence of compliance.
Raise concerns via formal contract mechanisms.

	Failure to meet KPIs
	Validate monthly reports.
Challenge inaccuracies.
Apply deductions or escalate.

	Staff shortages or capability gaps
	Raise concerns through contract meetings.
Request staffing plans.
Escalate persistent issues via dispute resolution routes.

	Financial

	Affordability pressures
	Budget forecasting and scenario testing, e.g. for inflation.
Savings and efficiency reviews.

	Payment mechanism errors
	Validation checks.
Reconciliation processes.

	Legal and regulatory

	Non-compliance with statutory obligations
	Request evidence of compliance (e.g. fire safety, H&S).
Escalate failures.
Involve legal or technical advisors.

	Gaps, ambiguities or different interpretations of the contract
	Refer to contract clauses.
Seek internal legal advice.
Seek to negotiate resolution.
Use formal dispute resolution mechanisms if needed.

	Unclear expiry provisions
	Review contract expiry clauses early.
Seek legal advice.
Engage with PFI Co to clarify expectations.

	Demand

	Under or over-utilisation of facilities
	Demand forecasting.
Stakeholder engagement to understand future occupancy.
Consider developing flexibility.

	Mismatch between service need and provision
	Needs assessments.
Stakeholder feedback.
Consider contract changes.

	Force majeure

	Natural disasters or pandemics
	Review force majeure clauses.
Ensure business continuity plans are in place.
Document impacts formally.

	Civil unrest or external threats
	Liaise with local authorities for both planning and operational aspects.
Ensure emergency protocols are contractually supported.
Escalate if service is affected.

	Interface

	Poor coordination between parties
	Use governance meetings to clarify roles.
Document issues.
Escalate persistent coordination failures.

	Impact of third parties
	Review third-party agreement for coordination requirements.
Document agreements on interfaces and communications protocols.
Escalate persistent issues.

	Misalignment of systems or processes
	Raise through joint reviews.
Request integration plans.
Escalate where misalignment affects service delivery.

	Technology

	System failure or downtime
	Develop contingency plans.
Request incident logs and recovery plans.
Escalate repeated failures.
Validate against contract obligations.

	Obsolescence of systems
	Review asset registers and lifecycle plans.
Raise concerns in expiry planning.

	Cybersecurity threats
	Request evidence of compliance with data protection and security standards.
Escalate gaps.
Involve IT advisors if needed.

	Reputational

	Negative media coverage
	Prepare factual briefings.
Ensure issues are logged and addressed.
Engage communications teams.

	Public dissatisfaction with services
	Use feedback mechanisms.
Escalate service failures.
Ensure transparency in governance reporting.

	Expiry and handover

	Poor asset condition at expiry
	Commission asset condition surveys.
Compare against lifecycle obligations.
Plan for remediation or deductions.

	Lack of documentation or knowledge transfer
	Request documentation early.
Include in expiry planning.
Escalate gaps formally.

	Service disruption during transition
	Develop a transition plan.
Engage stakeholders.
Use contract mechanisms to ensure continuity.



Appendix 1: List of risk categories
The table below includes a list of risk categories. These can be adapted to suit the needs of your PFI project.
	Risk category
	Description

	Design and construction
	Risks arising during the build phase, such as delays, cost overruns, design flaws or quality failures that may affect long-term performance or compliance.

	Operational
	Risks related to service delivery, maintenance, performance standards or failure to meet contractual KPIs and SLAs.

	Financial
	Risks associated with funding, payment mechanisms, inflation, interest rates, affordability or financial viability of the project.

	Legal and regulatory
	Risks from changes in law, compliance failures, legal disputes or breaches of contractual obligations.

	Demand
	Risks due to variability in usage, occupancy or service need – particularly relevant in demand-based PFI contracts.

	Force majeure
	Risks from external events beyond control, such as natural disasters, pandemics or other unforeseeable disruptions.

	Interface
	Risks arising from coordination failures between multiple contractors, stakeholders, systems or governance bodies.

	Technology
	Risks related to obsolescence, underperformance, failure or integration issues with technical systems or equipment.

	Reputational
	Risks to public perception, media scrutiny, political sensitivity or stakeholder confidence in the project or authority.

	Expiry and handover
	Risks associated with contract end, including asset condition, knowledge transfer, continuity of service and post-expiry arrangements.


Appendix 1: Risk ratings
In your risk register you will need to rate your risk by assessing the likelihood of the risk occurring and the impact it will have if it occurs. The information below provides you with some guidance on making this assessment within the PFI context – which you will need to adapt and align with your corporate framework.
The rating section of your risk register make look similar to below (some will also include the original risk rating).
	Current risk rating
	Target risk rating

	Likelihood
	Impact
	Rating
	Likelihood
	Impact
	Rating

	
	
	
	
	
	

	
	
	
	
	
	


We set out below a 5-level approach to rating risk – others are routinely in use. Note that we recommend that you consider risk impact from a range of different perspectives and that you should generally record the highest assessment.
Assessing likelihood:
	Rating
	Probability
	Percentage
	Criteria

	5
	Very high
	80–100%
	Almost certain to occur

	4
	High
	60–80%
	More likely to occur than not

	3
	Medium
	40–60%
	Fairly likely to occur

	2
	Low
	20–40%
	Unlikely but not unforeseeable

	1
	Very low
	0–20%
	Unlikely to occur



Assessing impact:
	Rating
	Impact
	Service and performance
	Financial and commercial
	Legal, regulatory and contractual
	People and capability
	Health, safety and environment
	Reputation

	5
	Very high
	Complete service breakdown or prolonged outage
	Critical financial loss, threatens contract
	Litigation, fines or contract termination
	Critical loss of key personnel or leadership
	Fatality or significant environmental disaster
	Severe reputational damage, public outcry

	4
	High
	Major disruption, significant service failure
	Major financial impact, affects project viability
	Legal action or significant breach of contract
	Major capability gap, affects delivery
	Major incident, serious injury or environmental harm
	National media attention or political scrutiny

	3
	Medium
	Moderate disruption, affects some KPIs
	Moderate cost overrun, requires budget adjustment
	Regulatory warning or minor breach
	Moderate staffing or skill shortage
	Moderate incident, minor injury or local impact
	Regional media coverage or stakeholder concern

	2
	Low
	Minor service disruption, quickly resolved
	Minor cost increase, manageable within contingency
	Minor compliance issue, no penalties
	Minor resource gap, easily covered
	Minor incident, no injury or damage
	Local concern, no media attention

	1
	Very low
	Negligible impact on service delivery or KPIs
	Minimal financial impact, within budget
	No legal or compliance issues
	No impact on staffing or capability
	No HSE incidents or environmental impact
	No reputational impact





Assessing overall rating:
	Impact

	Likelihood
	
	1
	2
	3
	4
	5

	
	5
	5
	10
	15
	20
	25

	
	4
	4
	8
	12
	16
	20

	
	3
	3
	6
	9
	12
	15

	
	2
	2
	4
	6
	8
	10

	
	1
	1
	2
	3
	4
	5
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