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This preview of the Cyber Security Model Flowdown Risk Assessment is a point-in-time version of the 

Flowdown Risk Assessment, accurate as of its publication date. 

Any subsequent changes or updates will not be reflected in this preview. 

 

 

  

Version Date Amendment 

1.0 03/12/25 Publication 
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Financial value 

 

1. What is the expected value of this flowdown activity? 

☐ Under £25k 

☐ £25k - £50k 

☐ £51k - £100k 

☐ £101k - £250k 

☐ £251k - £500k 

☐ £501k - £1m 

☐ Over £1m 

 

1.1. If over £1m, what is the expected value of this flowdown activity? 

Only answer if answer to Financial Value Q1 = “Over £1m” 

☐ Under £5m 

☐ £6m -£10m 

☐ £11m - £20m 

☐ £21m - 100m 

☐ £101m - £500m 
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Criticality 

 

2. What would be the impact on the parent activity if this flowdown activity is 

unsuccessful?  

☐ Negligible - The parent activity will still deliver. 

☐ Limited - Minor or moderate disruption to the parent activity 

 

☐ Substantial - Significant delay or failure to deliver the parent activity 

 

 

2.1. If a sub-contractor fails, to what extent could the impact be mitigated? 

☐ Fully mitigated - Alternative suppliers are readily available; disruption would be 

negligible 

☐ Partially mitigated - Alternatives exist, but switching would be difficult and is likely to 

affect delivery 

☐ Not at all - No viable alternatives; supplier failure would likely result in delivery failure 
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Access to systems 

 

3. Will the sub-contractor require access to any OFFICIAL MOD or parent 

contractor systems that are not publicly accessible? 

This could include 
 
- Private websites and collaborative working environments 
- Cloud services 
- Virtual Desktop Services (VDS) 
- Networks 

 

☐ Yes   ☐ No 

 

3.1. Will the sub-contractor access any of these systems from its own 

devices or IT environment? 

Only answer if answer to Access to Systems Q3 = Yes 

☐ Yes   ☐ No 

 

3.1.1. When the sub-contractor accesses these systems from its own 

environment, will any of the following privileged activities be 

performed? 

Only answer if answer to Access to Systems Q3.1 = Yes 

☐ System administration or maintenance 

☐ Test or development activity 

☐ None of the above 
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Official data 

 

4. Will any OFFICIAL bulk datasets (larger than 100,000 records) be handled in the 

sub-contractor's environment? 

☐ Yes   ☐ No 

 

4.1. Will any of these datasets contain information that is not publicly 

available? 

Only answer if answer to Access to Systems Q4 = Yes 

☐ Yes   ☐ No 
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Official-Sensitive data 

 

5. Which best describes OFFICIAL-SENSITIVE data handled in the sub-

contractor's environment? 

☐ Negligible - Only where essential for contract administration. Only commercially sensitive 

data and minimal associated risk is involved 

☐ Limited - Up to 100 OFFICIAL-SENSITIVE files, emails or records in connection with the 

performance of the contract. These will be simple, small in size, and limited to a few data points 

involving low-risk information 

☐ Routine - OFFICIAL-SENSITIVE data is handled routinely in connection with the performance 

of the contract 

 

5.1. Will any OFFICIAL-SENSITIVE bulk datasets (larger than 100,000 records) be 

handled in the sub-contractor's environment? 

Only answer if answer to Access to Systems Q5 = “Routine - OFFICIAL-SENSITIVE data is 

handled routinely in connection with the performance of the contract” 

☐ Yes   ☐ No 
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Personal data 

 

6. Will the sub-contractor process any personal data within its environment? 

☐ Yes   ☐ No 

 

6.1. Approximately how many personal data records will be processed? 

Only answer if answer to Personal data Q6 = Yes 

☐ Fewer than 1,000 

☐ 1,000 to 10,000 

☐ More than 10,000 

 

7. Will the sub-contractor process sensitive personal data within its environment? 

Including special category data defined by the UK GDPR 

☐ Yes   ☐ No 

 

7.1. Approximately how many sensitive personal data records will be 

processed? 

Only answer if answer to Personal data Q7 = Yes 

☐ Fewer than 1,000 

☐ 1,000 to 10,000 

☐ More than 10,000 
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International partner data 

 

8. Will international partner data be handled in the sub-contractor’s environment, 

at the OFFICIAL tier? 

Data owned or controlled by either: 
 
- A nation other than the United Kingdom 
- An international defence organisation, such as NATO 
 

☐ Yes   ☐ No 

 

8.1. Which best describes international partner data handled in the sub-

contractor's environment? 

Only answer if answer to International partner data Q8 = Yes 

☐ Limited - Fewer than 100 files, emails or records in its own environment.  Files shall 

be simple, small and limited to a few data points involving low-risk data 

☐ Routine - International partner data is handled routinely as part of the contract) 
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Data subject to special requirements 

 

9. Will data that is subject to special requirements be handled in the sub-

contractor’s environment, at the OFFICIAL tier? 

Data subject to special requirements includes: 

- US International Traffic in Arms Regulations (ITAR) controlled information 

- US-UK Defence Trade Co-operation Treaty (DTCT) controlled information 

- US Controlled Unclassified Information (CUI) 

- Naval Nuclear Propulsion Program Information (NNPPI) 

☐ Yes   ☐ No 

 

9.1. Which best describes the handling of data subject to special 

requirements in the sub-contractor's environment? 

Only answer if answer to Data subject to special requirements = Yes 

☐ Limited - Fewer than 100 files, emails or records in its own environment.  Files shall 

be simple, small and limited to a few data points involving low-risk data. 

☐ Routine - Data subject to special requirements is handled routinely as part of the 

contract 
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International supply chain 

 

10. Has the cyber risk of using non-UK sub-contractors been considered and 

agreed with the Authority? 

Sub-contractors not resident within the UK, including: 

- non-UK subsidiaries of UK companies 

- UK subsidiaries of non-UK companies. 

☐ Yes 

☐ No 

☐ Not applicable 

 


