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Purpose of this document

The following is to explain your rights and to give you information you are entitled to under the
Data Protection legislation.

This notice applies to individuals named in applications (principal applicants and family

members) to various immigration routes under the ARP who have had any dealings with the
MOD.

The identity and contact details of Ministry of Defence
(MOD) Data Controller and Data Protection Officer.

The Ministry of Defence is the data controller. The contact detail is MOD Main Building,
Whitehall, London SW1A 2HB.

The Data Protection Officer can be contacted at:
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MOD Data Protection Officer
Ground floor, zone D

Main Building

Whitehall

London

SW1A 2HB

Email address: cio-dpa@mod.gov.uk

Why are we collecting or processing your data?

MOD processes personal data necessary for various immigration routes for people affected by
the situation in Afghanistan, namely the Afghan Relocation and Assistance Policy (ARAP) and
the Afghan Resettlement Route (ARR).

Your personal data and your additional family members personal data is processed to help the
Ministry of Defence (MOD) decide if the requirements for relocation to the UK as an eligible
Afghan citizen under ARAP (“the ARAP eligibility decision”) or the ARR (“the ARR eligibility
decision”) are met. An eligible Afghan citizen may include their partner, dependent children and
additional family members who are eligible under the ARAP or the ARR in their application.

If eligible for relocation to the UK, the Ministry of Defence will use your personal data and your
family members personal data (including biometric data) to make an application for entry
clearance to the Home Office on your behalf (if you are outside the UK), or to start your
settlement journey (if you are in the UK).

The MOD will need to share your personal data with the Home Office decision maker in order for
the Home Office to decide if they are satisfied that suitability requirements for entry clearance
for an eligible Afghan citizen have been met, and to either grant the application or refuse it.

Your personal data collected by or shared with MOD under the various immigration schemes
mentioned above is necessary regarding your resettlement in the UK for example for facilitating
your accommodation arrangements with accommodation providers.

In summary, the MOD may hold, process and share your personal information supplied or
collected for the purposes of eligibility, relocation and resettlement or processed as part of
enforcing immigration laws, securing the border, law enforcement for criminal matters and any
other lawful matter including those related to public health.
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Our lawful bases for processing your personal data

We will only use your personal information when the law allows us to. Most commonly, when
we process your personal information, we will do so when we must perform a task carried out in
the public interest or for official purposes. Less commonly we may use your personal
information in the following circumstances:

e where we need to comply with a legal obligation
e there can be rare occasions where it becomes necessary to use your personal
information to protect your vital interests; for example, to protect your life

The kind of information we hold about you (the
applicant)

Personal data, or personal information refers to any information about individuals from which
that person can be identified. It does not include data where the identity has been removed
(anonymous data).

We collect, store, and use the following categories of personal information about you:

e personal contact for example: name, title, addresses, telephone numbers, and
personal email addresses

e dates of birth, marriage and divorce

e gender

e marital status and dependants

e tazkira number

e passport details

e nationality details

e copy of ID documents such as driving licence, passport, birth and marriage certificates,
decree absolute

e information about your role working with the British Armed Forces in Afghanistan

e CCTVfootage

e sounds orvisual images (for example, photographs, videos, audio)

e evidence of how you meet the eligibility requirements for schemes administered by the
MOD ARP

o family, lifestyle and social circumstances

We may also collect, store and use the following special categories of more sensitive personal
information:
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information about your race or ethnicity, religious beliefs, sexual orientation and
political opinions

information about your health, including any medical condition, health and sickness
records. This may also include the health records of other family members

genetic information and biometric data (including physical identifiers including DNA,
fingerprints, all other iris scanning data and other genetic samples)

information about convictions/allegations of criminal behaviour

How we collect or process your data

We typically collect personal information about applicants (and additional family members)
through the application process, either directly from applicants or from other government
departments. We will sometimes collect additional information from third parties including
former employers or other agencies.

Why we are collecting your data

We need all the categories of information to enable us to comply with our legal obligations, to
carry out our functions as a government department of the Crown; or where it is necessary to do
so in the public interest. The situations in which we may process your personal information are
listed below:

making decisions about your eligibility for relocation and resettlement in the UK
facilitating eligibility related services to you including housing

dealing with legal disputes involving you, or other MOD personnel and contractors

to assess risk and prevent fraud

to analyse and summarise your data using technology, such as artificial intelligence (Al)
or other similar technologies

to provide and administer security and intelligence matters

to support our partners in government to carry out policing

to conduct data analytics studies to review, evidence and better understand decision
making

to communicate with you and respond to your queries

to investigate your concerns and complaints

to respond to your data protection requests

to maintain our records and information

to provide health services to patients

general welfare and other relocation and post resettlement services

for immigration related research purposes

Some of the purposes will overlap and there can be several grounds which justify our use of
your personal information.
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We may also request or share information with third parties. For example, this might be for the
purposes of verifying information you supplied in support of an application or obtaining
information needed for a safeguarding purpose. This is to ensure that you and your family can
access the appropriate services.

This may involve, for example:

information from or to other government departments

e information from or to local authorities in the UK

e information from or to local authority services (for example, social services)

e seeking to verify documents, information, or identity in relation to your application or
other relevant purpose - this may include private and public authorities in other
countries

¢ United Kingdom health bodies for reasons relating to public health

Which other organisations have access to your personal
information

A number of organisations from the private, public (including other government departments)
and charity sectors are either contracted by, or subject to agreement with, the MOD to provide
functions in relation to the application process and any related services. To do this they may
process personal data on our behalf and under our direction for example to provide:

e support for the processing of resettlement cases overseas
e accommodation and associated health services
e escorting services

We may also share data for to assist other organisations in delivering their statutory functions.
For example:

¢ law enforcement agencies to support the prevention of crime, or for national security
purposes - this may include international agencies

e organisations involved in the prevention of fraud

e local authorities and charity organisations to assist them in delivering their statutory
duties in particular protecting children and other vulnerable individuals in the
community

e inrelation to rights to access public services e.g. NHS
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e other government departments and agencies as necessary for them to deliver their
statutory duties and public functions

e banks, financial organisations and financial providers in accordance with the 2014 and
2016 Immigration Act provisions and other relevant legislation

Your rights

Under Data Protection legislation you have the following individual rights with regard to your
personal data:

e Theright to be informed about the collection and use of your personal data

e Theright of access to your personal data and supplementary information

e Theright to have inaccurate personal data rectified, or completed if itis incomplete

e Theright to erasure (to be forgotten) in certain circumstances

e Theright to restrict processing in certain circumstances

e Therightto objectto processing in certain circumstances

e Rightsinrelation to automated decision making and profiling.

e Rightto complain to the information Commissioner

However, there may be a number of legal or other official reasons why we need to continue to
keep or use your data.

Further information can be found at: https://ico.org.uk/for-organisations/guide-to-the-general-
data-protection-regulation-gdpr/individual-rights/

Transfer of personal data to other countries

Sometimes it may be necessary to transfer personal information overseas. When this is
needed, information may be transferred to countries or territories around the world in line with
the Data Protection Act 2018.

Automated decision making

Article 22 of the UK General Data Protection Regulation (GDPR) provides the right not to be
subject to a decision made solely on the basis of automated processing which produces legal
or other significant effects. Parts of our processing may involve degrees of automation, but
complex or adverse decisions will always be taken by a caseworker.

We may use personal information, for example from previous applicants, to develop tools that
allow us to assess and then process applications in a particular way. This helps us to target our


https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/

@5 Ministry of Defence

MOD ARP PRIVACY NOTICE (OFFICIAL)

resources and ensure our processing is efficient, however, a caseworker would still be
available to decide and/or review any such decision. Any profiling must comply with our wider
obligations under equality legislation.

How we store personal data

This data will be stored in a secure government IT system.

When this data is shared with third parties on a need to know and need to share basis, in line
with MOD Data handling policies, MOD will carefully consider whether any additional
protection and encryption is required based on the sensitivity of the data sharing.

How to complain if you are not happy

If you are unhappy with how any aspect of this privacy notice, or how your personal
information is being processed, please contact:

MOD Data Protection Officer’s Team
Ground floor, zone D

Main Building

Whitehall

London SW1A 2HB

Email: cio-dpa@mod.gov.uk

We will acknowledge your complaint within 5 working days and send you a full response within
20 working days. If we can’t respond fully in this time, we will write and let you know why and
tell you when you should get a full response.

If you are still not happy, you have the right to lodge a complaint with the Information
Commissioner’s Office (ICO):

Information Commissioner’s Office
Woycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

Tel: 03031231113

Email: casework@ico.org.uk

https://ico.org.uk/global/contact-us/
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