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Dear Chief Inspector,

SUPER COMPLAINT:

DEFENCE SERIOUS CRIME UNIT/DEFENCE SERIOUS CRIME COMMAND/SERVICE POLICE ‘DIGITAL

STRIP SEARCHES’

Introduction

1.

Regulation 88 of the Service Police (Complaints etc) Regulations 2023 enables a designated body to
make a Super Complaint in relation to a feature of policing that is or appears to be significantly harming
the interests of the public. By the ‘public’, in this context, we take this to mean the service community
or ‘Service Personnel’ (SP).

The Centre for Military Justice (CMJ) was designated a body with the authority to make a Super
Complaint on 29 November 2023. As part of our work, we provide legal advice and representation to
people in the Armed Forces who have been the victim of sexual violence, and/or sex or race-based
discrimination.

Issue raised in this complaint

3.

Through our work, we have identified a feature of service policing which appears to be causing
significant harm to the service community and, specifically, to SP who report sexual crimes (or any
serious crime).

The feature of service policing that is the subject of this Super Complaint is the Service Police’s practice
of accessing a complainant’s Ministry of Defence (MoD) work email account and internet browser
history for the purposes of their police investigation and without the victim’s knowledge or consent, after
that complainant has reported a crime. In relation to the complainants who contact us, those crimes are
predominantly of a sexual nature.



Casework examples in support of the issue

5. We are constrained in the specific examples that we are able to give you of the issue in question. That
is because there is an implied rule that material disclosed in one set of legal proceedings cannot be
used for another purpose without the express consent of the holder of that material (in this case, the
MoD). We do not have that consent (and have not sought it for purposes of this Super Complaint) and
so the information we are able to provide has been obtained by us/the client via other sources (for
example, via subject access requests or via the client through means other than disclosure in the legal
claim). Although limited detail is available within these constraints, we think that there is sufficient
available information for us to adequately explain the issue in question and why we are concerned.

6. In 2024, we made a subject access request to the Defence Serious Crime Unit (DSCU) on behalf of a
service woman, who we will refer to as PP. PP had made a complaint of rape in 2022 and she sought
disclosure of her personal information relating to the rape investigation that had followed her reporting
the offence to the service police. When PP received her personal information from the DSCU, she saw
that an email from her individual MoD email account had been included in the evidence that was
submitted to the Service Prosecuting Authority (SPA) when her rape case was referred for a decision
on charge. She had not provided the DSCU with a copy of this email herself, nor had she at any time
been asked for her consent for the Service Police to access her work emails or her work laptop. She
had not been aware that the DSCU had accessed or attempted to access her work emails or internet
browser history. As the victim and not the suspect in the proceedings, she was shocked and concerned
about this intrusion of privacy.

7. We understand it to be the position of the MoD that Joint Services Publication (JSP) 740, which is a
publicly available document (more on which, below), could be relied upon by the Service Police to
access and extract information from PP’s email account during the course of her rape investigation, on
the basis that monitoring of SP’s MoD email accounts was apparently authorised by that policy to ensure
that SP were 'not breaking the law’. For your information, PP also suspects that a separate, unrelated
criminal investigation was initiated against her after her report of rape as a direct consequence of these

searches of her MoD email account [ G
I ' hat concern is not material to this Super Complaint however,

were PP’s suspicions to be correct, it does demonstrate the potential for abuse where there are
insufficient safeguards.

8. We are aware that MoD email accounts have been searched during the course of other Service Police
investigations. However, we are not able to tell from the information we have to date whether those
searches included the accounts of both the victim and the suspect.

MoD Policy

9. In relation to the issue of the MoD’s ability to monitor or access individual MoD work email accounts,
the MoD has an ‘acceptable use policy’ (JSP 740)'.

10. That policy sets out the terms on which SP may use MoD-issued devices and anticipates and allows
for some limited personal use of such devices. The policy expressly warns users, however, that:

‘The MoD monitors its ICT&S, including MOD-issued mobile phones, to help protect its
information and its ICT&S, and to check that personnel are not breaking the law. Browsing
history, malware and Wi-Fi connections are monitored and recorded to protect personal data
and the wider network from malicious threats. Personal data collected during monitoring will
only be used for the purpose for which it was gathered, and any further processing will be in

1 JSP 740 Acceptable Use Policy (AUP) for Information and Communications Technology and Services (ICT&S) - GOV.UK



https://www.gov.uk/government/publications/acceptable-use-policy-jsp-740

accordance with the Data Protection Act 2018. More information about the personal data held
by the MOD can be found in the MOD privacy notice’. (Paragraph 20)

11. The MoD privacy notice then includes this further information:

How we use particularly sensitive personal information

Special categories of particularly sensitive personal information require higher levels of
protection. We need to have further justification for collecting, storing and using this type of
personal information. We will, if necessary, process special categories of personal information
in the following circumstances:

Where we need to carry out our legal obligations or exercise our employment-related legal
rights and in line with our data protection policy.

Where it is in line with our data protection policy, it is substantially in the public interest to do so
and necessary for:

e performing our functions as a government department or a function of the Crown

e equal opportunities monitoring

e administering our pension scheme

e preventing or detecting unlawful acts

e where it is needed to assess your working capacity on health grounds, subject to
appropriate confidentiality safeguards

e |n some circumstances, we will process this type of information where it is needed in
relation to legal claims or where it is needed to protect your interests, or someone else’s
interests, and you are not capable of giving your consent, or where you have already made
the information public.

Our obligations as an employer:
We will use your particularly sensitive personal information in the following ways:

o we will use information relating to leaves of absence; this can include sickness absence or
family related leave, to comply with employment and other laws

o we will use information about your physical or mental health, or disability status, to ensure
your health and safety in the workplace and to assess your fitness to work, to provide
appropriate workplace adjustments, to monitor and manage sickness absence and to
administer benefits

¢ we will use information about your race or national or ethnic origin, religious, philosophical
or moral beliefs, or your sexual life or sexual orientation, to ensure meaningful equal
opportunity monitoring and reporting and that you have appropriate security clearance

e we will use trade union membership information to register the status of protected MOD
personnel and to comply with employment law obligations

Do we need your consent?
We do not need your consent if we use special categories of your personal information in

accordance with our written policy to carry out our legal obligations, or for one of the other
reasons outlined above: ‘How we use particularly sensitive personal information’.


https://www.gov.uk/government/publications/ministry-of-defence-privacy-notice/mod-privacy-notice#how-we-use-particularly-sensitive-personal-information

In limited circumstances, if the need arises, we will approach you for your written consent to
allow us to process certain particularly sensitive data. If we do so, we will provide you with full
details of the information that we would like and the reason we need it, so that you can carefully
consider whether you wish to consent. You should be aware that it is not a condition of your
contract with us that you agree to any request for consent from us.

12. We suggest that all of the above pertains to the MoD in its capacity as employer. It does not and could
not pertain to the MoD in its capacity as an investigating police force dealing with a victim of crime.
This would circumvent the protections in law that would otherwise apply to protect the privacy of victims
of crime and/or separately, that are required before reasonable grounds to suspect someone of an
offence are established. There are, rightly, strong and very particular rules around the circumstances
in which the civilian police may examine the personal devices or data (including their work-related data)
held by a victim of crime and the same provisions must apply to the Service Police.

13. It seems to us rather that the MoD policy is designed to broadly reflect the position in law for any
employer - which is that there are circumstances in which a worker’s emails, laptop (if work issued) or
internet browsing history may be monitored. That is unobjectionable as long as the arrangements are
in accordance with the privacy rights of the employee. If the civilian police, while conducting a criminal
investigation, came to the view that there was likely to be relevant evidence held on a victim’s workplace
emails or work phone, we understand the correct approach would be for the police to seek the consent
of the employer (with whom the police would in almost all cases have no institutional connection) and
the victim to access that material; and if that consent was not forthcoming, there would potentially then
be certain other powers available to them (under the Police and Criminal Evidence Act 1984 or under
the relevant provisions for covert data extraction in criminal investigations) to access the material in
appropriate circumstances (though possibly not in a scenario where the police were merely seeking
access to the victim’s data, not the suspect’s).

14. But if the Service Police are essentially acting ‘as’ employer in order to access that same material for
the purposes of their criminal investigations, and are circumventing the safeguards that would otherwise
apply if they were a police force who happened to have no connection to the victim’s employer, that
seems to us to be wrong and not in accordance with law (or the intention of the above policy). It would
appear on its face to entirely circumvent the protections that exist elsewhere which are designed to
protect victims of crime from intrusive, disproportionate searches.

15. If the Service Police’s position is that JSP 740 confers authority on it to examine without notice or
consent the emails of victims of crime, simply by virtue of their status as SP using MoD issued laptops
and using MoDnet email accounts/internet browsers, this would appear very likely to have been relied
upon in other cases.

Previous challenges to ‘digital strip searches’ of victims in the civilian justice system - the
background

16. There have been campaigns and legal challenges brought in relation to the issue of intrusive searches
of complainants’ digital data in sexual offence cases in the civilian justice system (commonly referred
to as ‘data strip searches’).

17. In 2020, a legal challenge was brought concerning civilian police force policies relating to the search of
complainants’/victims’ mobile phones. The policies required victims to sign consent forms which allowed
'full digital downloads' of victims' mobiles in rape cases.? The claim argued that the practice had
'devastating consequences' for the privacy of victims/survivors and that the use of the ‘consent’ forms
as they were drafted was unlawful.

2 Stop the ‘digital strip search’ of rape victims like me — Centre for Women's Justice
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18. During the course of the legal challenge, the Information Commissioner Officer (ICO) conducted an
investigation and produced a report: ‘Mobile phone data extraction by police forces in England and
Wales’, which was published in June 2020.% This report concluded that the mobile phone practices that
were in operation risked negatively impacting public confidence in the criminal justice system. In
particular, the ICO noted that practices varied across the country between police forces, with ‘excessive
amounts of personal data often being extracted, stored, and made available to others, without an
appropriate basis in existing data protection law’.

19. Not long after the ICO report, the Court of Appeal gave its judgment in the case of Bater-James and
Mohammed v The Queen [2020] EWCA Crim 790.* This judgment deals with the issue of examining
witnesses/victims' devices. The Court of Appeal considered four issues of principle. The first principle
was that the line of enquiry needed to be a reasonable line of enquiry. The second was that an
investigation should be carried out proportionately and with regard to the privacy impact on the victim.
The third was that the victim should be informed as to the ambit of the review/enquiry and sufficient
information should be provided to them about it. And the fourth emphasised the importance of obtaining
the victim’s consent and examined the implications if such consent was not given.

20. The judgment also emphasised the importance of there being a material justification for an invasion of
the witness's privacy, and refers to the Protocol on the Disclosure of Unused Material in Criminal Cases
(2013):

“[...] Victims do not waive... their right to privacy under article 8 of the ECHR, by making a
complaint against the accused. The court, as a public authority, must ensure that any
interference with the right to privacy under article 8 is in accordance with the law, and is
necessary in pursuit of a legitimate public interest [...]".>

21. Following the 2020 legal challenge (which appears to have settled), and as a consequence of the ICO
report and the 2020 judgment, the National Police Chiefs Council agreed to withdraw the consent
forms.® The ICO published a further lengthy report in 2022: ‘Who’s Under Investigation: the processing
of victims’ personal data in rape and serious sexual offence investigation.” This report provides a
detailed analysis regarding the data protection issues raised in relation to victims’ data during the course
of these investigations.

22. In summary, the previous campaigns and legal challenges surrounding this issues have shown data
extractions of victims’/survivors’ devices should only be conducted in limited circumstances, taking into
account the victim's data protection and privacy rights, and in every circumstance, with the knowledge
and consent of the victim.

23. Following all of the above progress, there is now a statutory framework in place which addresses these
matters.

The current legal position

24. The Police, Crime, Sentencing and Courts Act 2022 (the Act) came into effect on 8 November 2022.
The Act sets out the provisions for the extraction of information from an electronic device by the police,
during the course of a criminal investigation. It applies to the Service Police. We summarise the key
provisions of that act below.

3 Mobile phone data extraction by police forces in England and Wales

4 Bater-James & Anor v R. [2020] EWCA Crim 790 (23 June 2020)

5 Para 47 Protocol on Disclosure of Unused Material in Criminal Cases (2013)
6 Police and Prosecutors to Replace Consent Form for Digital Evidence

7 commissioners-opinion-whos-under-investigation-20220531. pdf
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25. Chapter 3, section 37 (1) states that an 'authorised person'® may extract information stored on an
electronic device if:

a) The user of the device has voluntarily provided the device to an authorised person; and
b) That user has agreed to the extraction of information from the device by an authorised person.

26. An electronic device is defined to mean ‘any device on which information is capable of being stored
electronically and includes any component of such a device' (s.37(13) of the Act). It is not clear to us
whether this would include a situation where the police force in question does not have to access the
information via ‘a device’ as such, simply because the data in question is already available to them,
because they all come under the same umbrella organisation, in this case, the MoD. We suggest that
it cannot have been the intention of Parliament that a police force that can access such data without
having to go via ‘a device’ should not be captured by the Act or the Code of Practice. If there is a gap
in the law which allows the DSCU to avoid the necessary protections, this needs to be addressed
urgently.

27. Even with the consent of the user of the device, the Act clarifiesin section 37(2) that the power contained
at section 37(1) may only be exercised for the purposes of:

a. Preventing, detecting, investigating or prosecuting crime; or
b. Helping to locate a missing person; or
c. Protecting a child or an at-risk adult from neglect or physical, mental or emotional harm.

28. It is further clarified at s.37(5) that the powers granted in s.37(1) and s.37(2) of the Act may only be
used for the purpose of preventing, detecting, investigating or prosecuting crime only if 'the authorised
person reasonably believes that information stored on the electronic device is relevant to a reasonable
line of enquiry which is being, or is to be, pursued by an authorised person.' In layman’s terms, s.37(5)
of the Act is seeking to prevent fishing expeditions.

29. Sections 37(6) and (7) of the Act also addresses the risk of an authorised person obtaining information
other than information necessary for the purpose set out in section 37(2). In that situation, the
authorised person must be satisfied that:

a. there are no other means of obtaining the information sought by the authorised person which
avoid that risk; or
b. there are such other means, but it is not reasonably practicable to use them.

30. Sections 36(8) and (9) address the risk of obtaining confidential information during the course of the
extraction process. Confidential information is defined at s.43 of the Act. Included within the definition
of confidential information is ‘items subject to legal privilege’ and ‘personal records which a person has
acquired or created in the course of any trade, business, profession or other occupation or for the
purposes of any paid or unpaid office and which he holds in confidence°.

31. Where an authorised person thinks there is a risk of obtaining information other than information which
is necessary for the preventing, detecting or prosecuting of crime, they must be satisfied that that the
exercise of the power is proportionate having regard to the matters set out in subsection 10 and be
satisfied that:

8 As of 26 May 2023, the legal definition of an 'authorised person' includes 'a member of the Royal Navy Police, the Royal Military Police or
the Royal Air Force Police’ (Schedule 3, Part 1 of the Act).

® Within the meaning of s.10 of the Police and Criminal Evidence Act 1984
10 Within the meaning of s.11 of the Police and Criminal Evidence Act 1984



a. there are no other means of obtaining the information sought by the authorised person which
avoid that risk, or

b. there are such other means, but it is not reasonably practicable to use them.
32. The matters set out in subsection 10 are:

a. the amount of confidential information likely to be stored on the device, and

b. the potential relevance of the confidential information to—

i. a purpose within subsection (2) for which the authorised person may exercise the
power, or

ii. a purpose within subsection (2) of section 41 for which the authorised person may
exercise the power in subsection (1) of that section.

33. As can be seen from these statutory extracts, these provisions have been carefully drafted to provide
protection for individuals who have reported being the victim of crime, to ensure their consent for
proportionate searches, to protect their privacy and to protect them from fishing expeditions and
victimisation.

Code of Practice

34. The Act also directs the Secretary of State to prepare a code of practice (the Code) containing guidance
about the exercise of the powers in section 37 of the Act. The Code has been published and is available
onlinet!. It applies to all ‘authorised personnel’.

35. We include the key parts of the code below.

49. The power in Section 37(2)(a) requires that a user of the device has voluntarily provided
their device to an authorised person and has agreed to the extraction of information from it.
Detailed guidance on how to obtain agreement and ensure the device has been freely
volunteered can be found in Part 4 of this code.

50. Where the power is being exercised for the purposes of preventing, detecting, investigating,
or prosecuting crime, this will commonly (but not exclusively) be a victim or a withess to a crime.
Where the authorised person’s organisational guidance and policies allow for it, the Act does
not prohibit making a request to a suspect to volunteer a device and agree to the extraction of
information from it. In most cases where the device user is a suspect it is likely that any device
will be seized using other lawful powers, such as those under PACE, to prevent the loss or
destruction of evidence and to ensure compliance with CPIA and disclosure principles. In all
cases, it is for the authorised person to determine the appropriate power depending on the
circumstances — not just when the person is a suspect.

51. If a device has multiple users, for example a shared laptop or tablet device, it is the
responsibility of the authorised person to ensure that the person volunteering the device and
agreeing to the extraction of information from it is a person who ordinarily uses the device.

52. ‘Ordinarily uses’ does not necessarily mean that this person was the original purchaser of
the device or that they must own it outright. For example, a person may have a mobile phone
or laptop that they regularly use which has been provided by their employer or other
organisation. Where it is believed that the device contains relevant information for the purpose
for which it is sought, the authorised person must take into account the fact that multiple people

11 Extraction of information from electronic devices: code of practice (accessible) - GOV.UK
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use the device when making their assessment of necessity, proportionality and the risk of
obtaining other information, including confidential information.

53. If another user of that device objects to the extraction of information from it, it will be for the
authorised person to consider the most appropriate course of action. In these circumstances,
the authorised person must balance the rights and needs of both individuals against the
necessity and proportionality of continuing with the information extraction.

36. Itis clear from the Code that work laptops are included in the guidance and consent should be sought
before police access a victim’s data that may be held on or accessed via a work laptop.

37. We suggest that, in circumstances where the DSCU can in fact access the data without having to go
via the device, simply by virtue of their status as ‘MoD’ staff, the same protections must apply before
accessing such data. If the Code is insufficiently clear on this issue, then that must be addressed
urgently.

Impact

38. The Service Police did not seek or obtain the consent of our client to access her MoD email account at
any point in connection with the police investigations established following her reports of sexual crime,
either via her work devices or otherwise. We suspect this to have happened in other cases.

39. Intrusive searches of a victim's personal digital information risk negatively impacting public confidence
in both the criminal justice system and the service justice system. Not applying the same rigorous
protections that apply to police searches of victims’ data in the civilian justice system to Service Police
investigations would amount to a serious difference in treatment as between SP and civilians that could
not possibly be justified by the simple suggestion that all the data is already held by the MoD in its
capacity as employer of the victim (or indeed the accused).

40. If it is the position of the MoD that this is permitted in law pursuant to JSP 740, then SP and victims of
crime in the Armed Forces should be urgently notified that, if they report a crime, their work emails and
internet browsing history may be accessed and interrogated as part of that investigation and without
any notice to them. We consider that such a position would be unlawful and searches conducted
consequent to it would amount to a gross violation of Article 8 ECHR for all the reasons that were
discussed in the multiple cases and investigations cited above, arising from the civilian justice system.

Yours sincerely,

Centre for Military Justice





