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Developing Resilience in the Space Ecosystem:
What hazards and threats you could encounter
and how to prepare
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. The security context of space

Risks facing the space ecosystem

. How the UK Space Agency can help
. Your responsibilities
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’ UKSA Security & Resilience

* UK Space Agency executive

agency to Department of

Science, Innovation and

-~ Technology ‘

e Space operations, and security
thereof involves a number of

-~ .government players; MoD,

- ECDO, DfT, DSIT

~+ Small, but agile and wide ranging
team covering policy areas: .

Space
Weather
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i Space prowdes capabllltles and potentlal for economlc and national
~ security advantages

~ * Developed from just State Actors to include private mterests
A Congested contested and competitive

* Space economy valued by S1.8trillion by 2035 (World Economic
Forum)

e Dual-use vs dual- -purpose
e Outer Space Treaty™* (1967)

B, *The Treaty on Pr/nCIples Govern/ng the Activities of States in the Exploration Use of Outer Space, including the Moon and -
Other Celestial Bodies



" interdependent

- ecosystem value
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> carth Observation
__oofsatellite capabilities ¢ ..
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~ The utility of space - civil
“ Space is increasingly considered
 civil infrastructure . - L e "R
. * Supports arange of functions. o s
.~ - within other critical infrastructure | “ kS
- Usectors: wa F
» Disruption to space services can
~ result in cascading impacts
“through other systems
~+ Dgependencies emerge over time
* Supports 18% of UK GDP |
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. : . Space Situational Awareness
& £ 3 7 O b n ' . Facilities that enable an understanding i »
: ’ and monitoring capability of what is —

happening beyond earth's atmosphere ange Of satellit: bilities exo
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to maintain a safe space environment , . Yndg o, '€ Purposes of
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' Securing Innovation
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o ,”The securlty threat to the UK emerglng tech mdustry is growmg
~ But many such busmesses remain vulnerable to attack %

51,

‘Know Your Threats ,
2, »Secure Your Environment .'
3. Seéu're Your Products
4. Secure Your Partnerships
| 5 : Secure Your Growth
. . - SECURE
Search ‘Secure Inhovati (s | ININ@N/AYi®/N


https://www.npsa.gov.uk/secure-innovation/company-guidance

~ Security context @

Space Debris/
conjctions

Space
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Impact to Ground
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. 3 ’ o ’ - : Near Earth
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Segment space services
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‘Accidental/ Hazards

The Missing Hyphen That Cost $80
Million

Little things can have massive consequences

SpaceX loses 40 satellites to

geomagnetic storm a day after
launch

NASA's failure report in 2009 revealed that Lockheed Martin, the spacecraft

manufacturer, had incorrectly installed the probe’s accelerometers in inverted position,

which confused the spacecraft’s navigation system and led to the parachutes not

deploying.




Groups and Nation State Actors Collaborate

By:Joel Francis, Space ISAC — July 10, 2024
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- Threats / Malicious g
: ' : 1 : : =~ - Bl Briefing 23: Space Sector at Risk as Ransomware

Nws story
Foreign, Commonwealth and
Development Office Statement on RT

l FCDO statement following US attribution of RT to Russian
st state

From: Foreign, Commonwealth & Development Office

Published 13 September 2024

Foreign states targeting UK
universities, MI5 warns

Explainer

Huawei: The company and the security
risks explained

The assessment of the Chinese state as hostile towards Western nations is key in
understanding why Huawei is considered a risk.

9 Technology reporter

MIS5 director general Ken McCallum briefed university leaders
1) Wednesday 23 September 2020 15:06, UK R
© Y 2] By Nathax@ﬁah@lal
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' .~ The people of Bristol just 5 g
BLOCKADED Elbit over it's support OKTIUISN
forIsrael’s genocide
' K3
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@ uniote g A °OSTbr|ngsmtoforcethe UN Charter to
- Outer Space — prohlbltlon ofthe use of
Outer fSpace & - - force - |
Use of Force

« Use of force elements include: context,
effects, grawty and intention

EEEEEEEEEEEEEEEEEEEEEEEEEEEEE

* Does ot exclude certain capabllltles ;
and behaviours |

« Lack of clarity in meaning of
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Laser Ground Site Direct
Counter-ISR  Dazzling Attack Ascent ASAT

Temporary Denial Permanent Kill

Electronic Satellite C2 Orbital Exo-atmospheric
Warfare Jamming ASAT Nuclear Attack
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A

Everyone needs to protect intellectual property, assets and services from
malign actors and accidental events.

Demonstrating a commitment to security is critical to the ongoing success of
any business. Ensuring secure, robust and recoverable services, systems and - 4
processes can provide a competitive advantage in the marketplace and avoid ) &
unnecessary costly retrofitting. ©
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" its size, against a-whole range of the most
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. Cyber Es’se’ntia'l's' | ~ Secure by Design pip e o

Cyber Essentials is an effectiVe, b g The foundations required for embedding cyber
Government backed scheme that will help " security practices in digital delivery and building
you to protect your organisation, whatever resilient digital services.

common cyber attacks. Establish the context

Make compromise difficult
- Self assessment vs technical verification + Make disruptioniSiiERY

~(Plus) Make compromise detection easier

& Reduce the impact of compromise

2 T S

CYBER CYBER

Recovering from compromise
ESSENTIALS ESSENTIALS .

|National Cber

v v

CERTIFIED CERTIFIED

oy Security Centre
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Understand your threats and vulnerabilities and determine all the systems which

Establishing the context . . .
support the delivery of your critical functions.

Making compromise An attacker can only target the parts of a building and system they can reach. Make A
difficult these as difficult to penetrate as possible

Making disruption difficult | Design systems that are resilient to attack and failure.

Making compromise Design your systems so you can spot suspicious activity as it happens and take the
detection easier necessary action quickly and effectively

Reducing the impact of If an attacker succeeds in gaining a foothold, they will then move to exploit your
compromise systems. Make this as difficult as possible by segmenting and separating systems.

Develop systems than can be recovered from a major compromise; have effective and
tested plans and procedures in place. Backup solutions and fallback procedures are
vital to the ongoing successful running of your business

Recovering from
compromise

Official
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. Breakout#1 ~ Howcanyou apply ‘
L i o - Secure by Design
principles within your
mission.concept?
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-_,_Ground Statlon Technlcal Regulatory Review
SpeC|f|cat|on ' | T |
~ UKSA initiative to developed a t|ered | “+'EOQ Data Security policy and wider space-
. . specification which operators can ' data regulations
voluntorlly look to align themselves to. - Embedding national security and interest
consideration in licensable spoce
activities

« Creation of appropriate and
proportionate requirements for
protection of space systems .
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L WHY are you coIIaboratlng?

e WHO are you workmg with?
. Background checks — see.

. WHAT are you sharing?

. _HOW are you protecting your innovation?
- * Non-disclosure and other agreements


https://www.npsa.gov.uk/resources/secure-innovation-background-checks-guidance
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o ;TruSted Re'sea'rfch' | Ihformed Investment

Advice and guidance published jointly by NPSA There are potential risks associated with

and-the NCSC which supports the integrity of the " investment - both-to your business and the UK's

. system.of international research collaboration. national security - and how taking a security-
 Designed in partnership with the sector, it minded approach from the start of your

provides guidance to researchers, university staff  investment planning can reduce these risks.

and funding organisations to help keep sensitive . ' '

research and intellectual property secure from

theft, misuse or exploitation.

National Protective
Security Authority .




- Organisational

- Business Continuity

Business con'tin'u'i.'t’y'manakge'ment (BCM) is a
strategic framework that enables .
organizations to rapidly restore their

ik operations in the event of a disruptiori

or crisis. It involves identifying potential
risks, such as natural hazards or

~ cyberattacks, and implementing measures
and protocols to reduce the impact of such

. adverse events on business operations.

- BGQM ensures that critical business functions
can continue or quickly resume during -
~and after a disruption, thereby minimizing
financial and operational damage.
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See resources:

BUs.iness Continuity Management Toolkit — gov.uk

.. Business Continuity Institute .

ISO 22301 — Business Continuity Management
Systems

‘Off the shelf’ books

Reporting Business Impact
Assessment

Governance Business
Training Recovery
Awareness Strategy

Business
Implementation Recovery

Plans
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g You are part of the space ecosYstem, Anet\‘/_\/Ork of relationships
. Dualéuse b'r'ih.gs about particular hazérds and threats

.+ Secure your,innOvatidns; bty il | |
* Range of Aopen programmes and guidance to help get.you started
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