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Freeports security and illicit activity guidance
To assist the Freeports in managing potential security risks, of all of the businesses located within and

around their sites (as per commitments in your Memorandums of Understanding), a range of tools and
guidance is available:

Suggested approaches to risk reports and security plans

Protect and preparedness advice and guidance from National Counter Terrorism Policing
HMRC guidance

Home Office and Department for Transport guidance

Cyber security

Suggested approaches to risk reports and security plans

A potential approach to producing the Risk Report

1. Threat identification and assessment — identify the types of threat and determine the likelihood
of each occurring and the possible impact on the Freeport sites.

2. Vulnerability assessment — determine what the key assets are and how they can be exploited,
examine the security measures in place and their effectiveness and consider residual
weaknesses.

3. Risk assessment of residual risks — assess the probability of an attempt and the likelihood it
may succeed (the residual risk). Produce Risk Register.

4. Recommendations for risk management — make recommendations to your Freeport Security
Group to effectively and efficiently address weaknesses and mitigate identified residual risks.

5. Review Risk Report —review Risk Report at least every six-months, when specific intelligence is
received on a particular threat, when new information becomes available and when there is a
major incident. This may include testing and exercising of the policies and processes are in
place, as appropriate.

Security Plan - Key Steps that Freeports could follow

1. Determine roles and responsibilities

Develop the terms of the plan

Agree monitoring arrangements

Ensure Unanimous Agreement

Finalise the document

Review and amend the plan (at least annually)
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Protect

and Preparedness advice and guidance from National Counter Terrorism Policing

Websites for advice and guidance on a wide range of security topics

ProtectUK - provides free advice, guidance and learning to help businesses and communities
understand protective security and improve their response to the risk of terrorism.

National Protective Security Authority (NPSA) - the UK government's National Technical
Authority for physical and personnel protective security.

Free Awareness Products to upskill staff and stakeholders to make them aware of the potential

threats

Threat Levels - threat levels are designed to give a broad indication of the likelihood of a
terrorist attack

ACT eLearning - entry level award winning ACT e-Learning. Topics include an introduction to
counter terrorism, identifying security vulnerabilities, identifying and responding to suspicious
activity and how to respond to a firearms or weapons attack.

ACT Security e-Learning - specialised training for front line security operatives.

See, Check and Notify (SCaN) - See, Check and Notify (SCaN) aims to help businesses and
organisations maximise safety and security using their existing resources. Your people are your
biggest advantage in preventing and tackling a range of threats, including criminal activity,
unlawful protest and terrorism.

Risk Management

Visit the ProtectUK risk assessment tool for step-by-step guidance to help you carry out
vulnerability assessments.

Once you have identified vulnerabilities, consider the options recommended on the
PROTECT:UK Risk Management Controls List.

Venues and Public Spaces Guidance

Venues and Public Spaces (VAPs) guidance - provides protective security advice in a number of
sectors and scenarios. It has been developed through extensive research and analysis of
previous incidents, and the assessment of current known threats. It covers the key forms of
protective security: physical, personnel, cyber and personal, and helps give guidance on how
different sectors can act to help make their businesses, institutions or organisations safer.
There is additional guidance on evacuation, invacuation, lockdown and protected spaces. This
will help you understand how to keep people safe when an incident is taking place and how
you might communicate it.

Testing

and Exercising

ACT in a Box - digital interactive tool that enables businesses and voluntary organisations to
rehearse and explore their response to a terrorist incident as a group in a safe-to-fail
environment.

You should also consider what testing and exercising you should do on your own site to test
your plans and people, and what opportunities there may be locally. E.g. stakeholder groups /
blue light services etc.

Toolkits - Resources to help further enhance your security posture

CT / Crime Crossover Toolkit - guidance is available to help them consider and adopt
measures that will keep your facilities safer from both crime and terrorism.

National Stakeholder Menu of Tactical Options - a set of options which can be used by the
private sector and security industry to enhance the wider national security posture at times of
raised threat or in response to a terrorist incident.

Security Minded Communications - Security-Minded Communications (SMC) is designed to
disrupt hostiles and to make a hostile believe that if they were to choose your organisation or
event as a place to attack, they will almost certainly fail.



https://www.protectuk.police.uk/
https://www.npsa.gov.uk/
https://www.protectuk.police.uk/threat-levels
https://www.protectuk.police.uk/group/84?type=catalog
https://www.protectuk.police.uk/group/90?type=catalog
https://www.npsa.gov.uk/see-check-and-notify-scan
https://www.protectuk.police.uk/threat-risk/security-risk-management/risk-management-process-0
https://www.protectuk.police.uk/sites/default/files/2024-06/Risk%20controls%20list.pdf
https://www.protectuk.police.uk/advice-and-guidance/risk/publicly-accessible-locations-pals-guidance
https://www.protectuk.police.uk/evacuation-invacuation-lockdown-protected-spaces
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fmatomo.protectuk.police.uk%2F75e2b3&data=05%7C02%7Crob.Munday%40met.police.uk%7Cd13ab1fe05634cd6350c08dc651fc305%7Cf3ee2a7e72354d28ab42617c4c17f0c1%7C0%7C0%7C638496434295796128%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=7NjtRQ8fiVsHrYYrMB8Huc84%2Fu%2BN22%2Bjuu38CEcIi7A%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.protectuk.police.uk%2Fct-crime-prevention-toolkit&data=05%7C02%7CStuart.McLean%40met.police.uk%7Cb30f37fb03b549e209b108dd160eb038%7Cf3ee2a7e72354d28ab42617c4c17f0c1%7C0%7C0%7C638690974534237451%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=2Y3ga5viz6d1%2FX92KYC7tAOug5u2IefpXC7BwEvFjFY%3D&reserved=0
https://www.protectuk.police.uk/advice-and-guidance/security/national-stakeholder-menu-tactical-options-0
https://www.npsa.gov.uk/security-minded-communications-guidance

Vigilance toolkits - Counter Terrorism Policing is encouraging organisations, venues and
events, to play their part in helping to keep everyone safe. An Action Counters Terrorism (ACT)
vigilance campaign toolkit is available on ProtectUK website in various forms.

Security on your Side - a newly developed Security Minded Communications (SMC) campaign
designed to amplify the deterrent effect of Hostile Vehicle Mitigation (HVM) measures.

Think Before You Link (TBYL) - allowing users of social media and professional networking
sites, such as LinkedIn and Facebook, to better identify the hallmarks of fake profiles used by
foreign spies and other malicious actors.

CCTV

Control Rooms - guidance that links the fundamental principles of Deter, Detect and Delay and
how these can be provided by a well-run control room. NPSA also offer a CCTV operators
course, simulating multiple terrorist situations and enable delegates to practice decision
making in real time.

Guidance from the National Protective Security Authority

National Protective Security Authority (NPSA) - the UK government's National Technical
Authority for physical and personnel protective security.

Passport for Good security - for Senior Executives. It sets out the key themes for best practice
and provides relevant prompts for the actions you need to take as part of your strategy. It will
help to identify, assess and mitigate the threats to your organisation

Catalogue of Security Equipment - The Catalogue of Security Equipment (CSE) is available to
help security practitioners to identify appropriate physical security equipment. The CSE
provides a range of products that have been evaluated against specific NPSA security
standards and the performance rating achieved.

Build it Secure — guidance got how to incorporate security principles throughout the build
lifecycle. This includes information management, governance, risk management, operational
requirements and security deliverables.

Building and Infrastructure — what measures can be used around the perimeter.
Security-Minded approach to developing Connected Places - Guidance on how to take a
security-minded approach to developing, managing and maintaining connected places
Secure Innovation — advice and guidance for business start-ups.

Supply Chain Security Guidance — separate guidance for business leaders / practitioners /
suppliers

Secure Business - Supporting business leaders to operate securely with overseas parties
Personnel and People Security comprises an integrated set of policies, procedures,
interventions and effects which seek to enhance an organisation or site's protective security

From RIBA: Security Overlay to the RIBA Plan of Work - for everyone involved in the safe and secure
design, construction and operation of any building. A valuable industry document to support better
long term security outcomes for everyone involved in the lifecycle of a building.



https://www.protectuk.police.uk/resources/603
https://www.npsa.gov.uk/security-campaigns/security-your-side
https://www.npsa.gov.uk/security-minded-communications-guidance
https://www.npsa.gov.uk/hostile-vehicle-mitigation-hvm
https://www.npsa.gov.uk/security-campaigns/think-you-link-tbyl-0
https://www.npsa.gov.uk/control-rooms
https://www.npsa.gov.uk/emergency-incident-management/incident-management/responding-terrorist-incidents-security-control-room-scr-operators-course-0
https://www.npsa.gov.uk/emergency-incident-management/incident-management/responding-terrorist-incidents-security-control-room-scr-operators-course-0
https://www.npsa.gov.uk/about-npsa
https://www.npsa.gov.uk/managing-my-asset/leadership-in-security/board-security-passport
https://www.npsa.gov.uk/cse-categories
https://www.npsa.gov.uk/build-it-secure-0
https://www.npsa.gov.uk/building-infrastructure
https://www.npsa.gov.uk/security-minded-approach-developing-connected-places
https://www.npsa.gov.uk/secure-innovation
https://www.npsa.gov.uk/protected-procurement
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.npsa.gov.uk%2Fsecure-business&data=05%7C02%7Crob.Munday%40met.police.uk%7C411faa5175af426f184108dc3de0f950%7Cf3ee2a7e72354d28ab42617c4c17f0c1%7C0%7C0%7C638453283887293997%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=Numwdg0k%2BB3vXQLzQ4bU8dKaM6ZLiEXY7iKKOrcS%2BhM%3D&reserved=0
https://www.npsa.gov.uk/personnel-and-people-security
https://www.architecture.com/knowledge-and-resources/resources-landing-page/security-overlay-to-the-plan-of-work

HMRC page

HMRC Freeport guidance

Report tax fraud or avoidance to HMRC - GOV.UK

Whistleblowing for employees: What is a whistleblower - GOV.UK

Tax avoidance schemes aimed at contractors and agency workers - GOV.UK
Corporate offences for failing to prevent criminal facilitation of tax evasion - GOV.UK
How to spot missing trader VAT fraud

Supply chain due diligence principles - GOV.UK

Check for signs of labour fraud in construction - GOV.UK (www.gov.uk)

Check for signs of payroll company fraud - GOV.UK (www.gov.uk)

Mini umbrella company fraud - GOV.UK (www.gov.uk)

Help with labour supply chain assurance — GfC12 - Examples - Guidance - GOV.UK
Tell us about suspicious activity that may be linked to money laundering - GOV.UK
Your responsibilities under money laundering supervision - GOV.UK

Customs sites

Due diligence when making customs declarations - GOV.UK

Report tobacco or alcohol tax evasion - GOV.UK

Report smuggling - GOV.UK

Registered dealers in controlled oil (Excise Notice 192) - GOV.UK

How to make due diligence checks for Plastic Packaging Tax - GOV.UK
Carry out checks and keep records if you’re approved for FHDDS - GOV.UK
UK strategic export controls - GOV.UK

Export controls: military goods, software and technology - GOV.UK



https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Freport-tax-fraud&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993185477%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=T7HPByYaTyOEogRexHxHSSGSnyNkBXNLO9%2FVrulzE%2F8%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fwhistleblowing&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993223669%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=i0FqDwjV%2B3wf2QQTJJg%2BWnCDghgKHUoPCxW6RxjV678%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fguidance%2Ftax-avoidance-schemes-aimed-at-contractors-and-agency-workers&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993239445%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=5UVZg8iP%2F7zpwfoRBUeGnYv%2F6A0ukFWyCUaf1bwv%2FWc%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fgovernment%2Fpublications%2Fcorporate-offences-for-failing-to-prevent-criminal-facilitation-of-tax-evasion&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993253630%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=EXLLLsxFUtzs%2Bw2ggD2RdkbeY7qCoAEa5zZ6Zkx6LAw%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fassets.publishing.service.gov.uk%2Fgovernment%2Fuploads%2Fsystem%2Fuploads%2Fattachment_data%2Ffile%2F947102%2FMissing_trader_fraud_2020.pdf&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993269516%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=a1vw4IDX2frDabX1jsG2KwfN9KsTvxhT4jAxuLCd5Ao%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fgovernment%2Fpublications%2Fuse-of-labour-providers&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993284113%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=w6J5jorZIOglmmb6LA7vhUP5Rr34XFtd1UfQemHhxFI%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fguidance%2Fcheck-for-signs-of-labour-fraud-in-construction&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993298866%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=NGTKPllgwhY34C8mnZAw%2FCZWMyI718hgfnNcmcBopdE%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fguidance%2Fcheck-for-signs-of-payroll-company-fraud&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993312996%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=XxMry5HTmKHPjAvw%2BqTkVwTxEpOFygGPXzVKYEVS9v8%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fguidance%2Fmini-umbrella-company-fraud&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993326821%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=TH9I%2Ff3k%2BtpJ3rnGcQ4Nz5tlgqS4UUFKgoqcOcPFGlU%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fguidance%2Fhelp-with-labour-supply-chain-assurance-gfc12%2Fexamples&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993341040%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=xcHbs0kcMz9f%2B7eb3CVXqu3XoqQPbciJY3u1BPHVnug%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fguidance%2Fmoney-laundering-regulations-report-suspicious-activities&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993361234%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=k6KAd8wEn7DmHKPfmKpIrMIl7twn2jD9OCsu4sv%2BRCA%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fguidance%2Fmoney-laundering-regulations-your-responsibilities&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993377174%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=RTUt1soiYqCGOvS9dWAllUdhr031w3wQVkxiEte2gLU%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fguidance%2Fdue-diligence-when-making-customs-declarations&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993392354%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Gm6Kqk4R2eYpEiHRduUALwXnrTUGpBWcgWAZpHeHYd4%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Freport-tobacco-or-alcohol-tax-evasion&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993406977%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=l46v4vS65xaNK%2F5BbCozDM0nGpZ9FnMidbWnMa0EX5g%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Freport-smuggling&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993420343%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=PpbdF8RjwplIVNypNYFcYYsyNGdcT%2BGH%2F0JL0DsE8Ls%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fguidance%2Fregistered-dealers-in-controlled-oil-excise-notice-192&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993433525%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=gocwKKFCEMk1lhyUWd%2BJIch1LGHG4D2TL80lNwpHZVg%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fguidance%2Fhow-to-make-due-diligence-checks-for-plastic-packaging-tax&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993446669%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=C9XrONt8c%2FUXDwPOKKVbwKVD0ebGWZUmJ7s7gwC9vO8%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fguidance%2Fcarry-out-checks-and-keep-records-if-youre-approved-for-fhdds&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993459457%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=QswKqJwLElwPemxNpo8jrCdK%2FksP72H1sOMCDzxe07o%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fguidance%2Fuk-strategic-export-controls&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993472401%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=rb1UK2B%2Bg5r0PunqKjPfMC1%2FLl4BQmpvdsiIgvoaVb4%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.uk%2Fguidance%2Fexport-controls-military-goods-software-and-technology%23breaches-of-export-control-legislation&data=05%7C02%7Calison.ford%40communities.gov.uk%7C22728717bd874424987c08dd9e91e972%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638841071993484958%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=giuPQNkCYeEe0%2F7z6IfEGkH%2B7VTfliEW0l%2BVS2Hq%2FA0%3D&reserved=0

Home Office page

Home Office and Department for Transport guidance

° Threat and Risk Assessment

° The national maritime security programme

° Maritime security training aids - GOV.UK - security training for port personnel.

° International Ship and Port Facility Security Code (The International Maritime Organisation)
Cyber page

Cyber security guidance

National Cyber Security Centre - NCSC.GOV.UK

Small Business Guide (for small businesses)

10 Steps to Cyber Security (for medium/large organisations)

Active Cyber Defence

Supply Chain Security Guidance

Incident Management

Report a Cyber Incident to the National Cyber Security Centre (We also recommend
contacting the police to report a crime)

e England and Wales: Reporting fraud and cyber crime | Action Fraud

Scotland:

e Protecting yourself against cybercrime - Police Scotland
e Cyber Incident Response Toolkit
e SC3Threat Reports



https://assets.publishing.service.gov.uk/media/5ebd2f0dd3bf7f5d42b1c44b/airport_security_planning_guide_document.pdf
mailto:https://www.gov.uk/government/publications/brief-overview-of-the-uk-national-maritime-security-programme/brief-overview-of-the-uk-national-maritime-security-programme%23:~:text=The%20national%20maritime%20security%20programme,units)%20and%20the%20port%20facilities
https://www.gov.uk/government/publications/maritime-security-training-aids/maritime-security-training-aids
mailto:https://www.imo.org/en/OurWork/Security/Pages/SOLAS-XI-2%20ISPS%20Code.aspx
https://www.ncsc.gov.uk/
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fcollection%2Fsmall-business-guide&data=05%7C02%7CAlison.Ford%40communities.gov.uk%7Cfce0ad20545e45e238ac08dd9e0bac13%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638840495161154690%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=2KaGivKz18JjEVEaMLZ8siS8pxkqS%2FblHVPxoQq2ZjE%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fcollection%2F10-steps&data=05%7C02%7CAlison.Ford%40communities.gov.uk%7Cfce0ad20545e45e238ac08dd9e0bac13%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638840495161179381%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=rHiGm0I8cx%2FGPdwCDLtqZcPozZk7IUGgTo2h%2F55si40%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fsection%2Factive-cyber-defence%2Fintroduction&data=05%7C02%7CAlison.Ford%40communities.gov.uk%7Cfce0ad20545e45e238ac08dd9e0bac13%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638840495161193385%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=W1bRtPBzA%2FdP%2BDna%2BytzN%2FmCwwzV%2FzUXHbSRQ7O%2FJ44%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fcollection%2Fsupply-chain-security&data=05%7C02%7CAlison.Ford%40communities.gov.uk%7Cfce0ad20545e45e238ac08dd9e0bac13%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638840495161206851%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=CiM5dNm%2BlWPB%2BRfZfGPq1V%2Fx0T6AH261jvvjFcSPLKY%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fcollection%2Fincident-management&data=05%7C02%7CAlison.Ford%40communities.gov.uk%7Cfce0ad20545e45e238ac08dd9e0bac13%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638840495161220104%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=afZtcCqua8WfBYBBlWO3OZzYYct8oXfRgJP0s4pzmZM%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Freport.ncsc.gov.uk%2F&data=05%7C02%7CAlison.Ford%40communities.gov.uk%7Cfce0ad20545e45e238ac08dd9e0bac13%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638840495161232918%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=3%2BNhEvBiWLc9aPWFPL%2FnJylORklRGuyi1AV5ua2Dttk%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.actionfraud.police.uk%2Freporting-fraud-and-cyber-crime&data=05%7C02%7CAlison.Ford%40communities.gov.uk%7Cfce0ad20545e45e238ac08dd9e0bac13%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638840495161245628%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=VUvtRnBG5kE%2FoditvLcFuR2A0GYruNqJCH7DPbS%2Fy0o%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.scotland.police.uk%2Fadvice-and-information%2Finternet-safety%2Fcybercrime%2F%23%3A~%3Atext%3Dreduce%2520DoS%2520attacks.-%2CHow%2520do%2520I%2520report%2520cybercrime%253F%2C)%2520or%2520999%2520(emergency).&data=05%7C02%7CAlison.Ford%40communities.gov.uk%7Cfce0ad20545e45e238ac08dd9e0bac13%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638840495161397271%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=G0b6GJFUskFWUsisNaPj29mT8ChDHNsGNFqmNf5Cj34%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.gov.scot%2Fpublications%2Fcyber-resilience-incident-management%2F&data=05%7C02%7CAlison.Ford%40communities.gov.uk%7Cfce0ad20545e45e238ac08dd9e0bac13%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638840495161421562%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=mqZND32PeoGfWW16LiMaFDbCXnIwgATC0IDPvDVAHD4%3D&reserved=0
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cyberscotland.com%2Fnews%2Fsc3-threat-reports%2F&data=05%7C02%7CAlison.Ford%40communities.gov.uk%7Cfce0ad20545e45e238ac08dd9e0bac13%7Cbf3468109c7d43dea87224a2ef3995a8%7C0%7C0%7C638840495161437085%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=hUZg4nnPwenShByEtwLGEK5E9ewkmzK9hvnxdM6WzFw%3D&reserved=0

