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Ministerial Foreword 
The world order is shifting at breakneck 
speed. A once-in-a-generation pandemic, war 
on the continent of Europe, a cost of living 
crisis, fluctuations in global energy and 
financial markets - all within the past decade. 
But in this period of upheaval, the first duty of 
any Government remains the same: keeping 
the public safe. 

No Government or business can afford to sit 
idly as the world changes around us. This 
Chronic Risks Analysis should act as a 
practical tool to help businesses, academia, 
Government and civil society to plan for the 
future. While the National Risk Register 
outlines the more immediate, acute risks 
confronting us all, this assessment details 
long-term challenges that pose a sustained 
threat to our way of life.

What this assessment makes clear, beyond 
any doubt, is that these challenges cannot be 
tackled alone. They are deeply 
interconnected. Many are underpinned by 
new technologies, global mobility or 
turbulence in international markets. It is not 
possible to mitigate the effects of climate 
change, or manage our collective reliance on 
global supply chains, by going it alone.

If the Government and industry can grasp 
opportunities to tackle these chronic risks and 
introduce robust contingencies, the benefits 
will be felt across society and our economy. 
Whether that’s growing our reputation for the 
safe and responsible use of AI, boosting 
growth in industries like cyber, or creating new 
skilled jobs in sectors from anti-fraud to 
biosecurity. Or acting decisively to thwart the 
spread of misinformation, ensuring we 
maintain strong supplies of critical minerals 
and shaping policies to prepare for 
demographic shifts, including an 
ageing population.

But our resilience also depends on strong 
foundations. Covid-19 was a once-in-a-
generation pandemic, with devastating 
impacts on our national health and finances. 
But the impact was undoubtedly worsened by 
years of underinvestment in public services 
and a collective long term failure to address 
widespread inequality. 

Through our Plan for Change we are 
rebuilding the country and changing the way 
the Government does things. And as we 
repair our NHS, open opportunities for people 
across the country and make our streets 

safer, we are making the UK more resilient to 
the shared risks that may be on the horizon.

This report will make an important 
contribution. By building our understanding of 
the long term risks we face, this report will not 
only help businesses and organisations to 
plan, it will strengthen national resilience. And, 
because we want to empower firms right 
across our economy to raise the bar on their 
resilience, the insights you will find in this 
document reflect the shared findings of 
Government and experts in a 
range of industries.

None of the risks are static; each one is 
evolving - every hour, every day. 
This assessment represents a snapshot in 
time, which is why we plan to publish a new 
analysis before the end of this Parliament.

The Rt Hon  
Pat McFadden MP 
Chancellor of the 
Duchy of Lancaster
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Foreword 

The UK’s resilience remains a priority in light 
of ongoing global geopolitical and economic 
shifts, rapid ​technological advancement and a 
fast-changing climate, which means that the 
risk landscape is constantly evolving. 
The risks we face are unpredictable, 
interconnected, and demand a whole society 
approach to resilience in response. It is 
important that we embed the treatment of 
these risks in comprehensive policy making.

In addition to acute risks, the UK also faces a 
range of chronic risks. These are longer-term 
challenges that can erode our economy, 
community, way of life and/or 
national security.

Chronic risks cause their own harms, but they 
can also make acute risks more likely and 
serious. For example, climate change is 
making severe weather more likely and 
impactful, and antimicrobial resistance is 
exacerbating the risk of infectious disease 
outbreaks. It is therefore increasingly 
important to consider the risk landscape 
within the context of these longer-term, 
interconnected challenges.

As the UK bolsters its actions on resilience, 
we have established this new analysis of 

chronic risks to identify and assess these 
continuous challenges facing the nation. 
This analysis sits parallel to the National Risk 
Register (NRR), which remains the 
government’s principal risk assessment for 
acute risks. Used as a package and 
embedded in policy making, these products 
not only enable the risk practitioners and 
resilience community to improve 
understanding of the immediate risk 
landscape but also improve understanding for 
how the risks and drivers we face in the future 
could evolve and manifest. In doing so, we will 
see the achievement of the long-term thinking 
and comprehensive policy making required 
when considering risks.

The Chronic Risks Analysis will be an 
important resource to help the UK face a wide 
range of persistent, interconnected issues in 
the coming years, from serious and organised 
crime to the reliance on global supply chains. 
The Cabinet Office and the Government 
Office for Science have collaborated to 
develop this approach, drawing on expertise 
in both organisations. The use of Foresight 
methods in this work is innovative and draws 
on the team’s structured methodologies for 
thinking about the future. The joint team have 
engaged extensively across government 

departments, the devolved nations and 
external experts to identify a set of 26 chronic 
risks and rigorously analyse and evaluate 
them. The result is a framework to support 
policy makers, as well as risk and resilience 
professionals, to understand the longer-term 
challenges we face in our society.

Thank you to all the stakeholders who have 
supported this important work by providing 
their extensive input, comment and challenge.

The chronic risks are grouped into seven 
broad themes: security; technology; 
geopolitical; environmental; societal; 
biosecurity (including health); and economic. 
Building a stronger understanding of these 
chronic risks will help us all to support a more 
resilient nation.

Professor Dame  
Angela McLean,  
Government Chief 
Scientific Adviser
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Introduction

The UK is contending with a range of chronic risks. These are 
longer-term challenges that erode our economy, community, way of life 
and/or national security. They can also increase the likelihood and 
impact of acute risks — those events severe enough to require an 
emergency response from the UK civil contingencies system.

This assessment of chronic risks complements the acute risks in the 
National Risk Register (NRR). It has been developed to:

•	 	Build a shared understanding of these challenges across 
government and among risk and resilience practitioners.

•	 	Give businesses and other organisations as much information as 
possible about the risks they face, so that they can use this 
knowledge to support their own planning, preparation and response.

•	 	Allow risk professionals to think about the interconnected nature of 
chronic and acute risks.

•	 	Facilitate discussions across government, and among risk and 
resilience communities to address the risk landscape and implement 
preventative measures to stay ahead of potential threats.

This analysis is not about predicting the future. It is based on a 
rigorous, interdisciplinary approach that has been developed and 
tested both within and outside of government. Its primary purpose is to 
assist government, organisations and professionals in preparing for 
long-term changes in the risk landscape. It is designed to complement, 
not replace, existing plans or strategies. Further, this analysis represents 
a snapshot in time, and therefore does not necessarily endeavour to 
present a regularly updated view across all risks. 

The Government cannot tackle these challenges alone. Due to the 
increasingly complex and interconnected world, all of society needs to 
work together to strengthen our defences and build a more resilient 
nation. By focusing on our collective resilience, we can all  help the 
nation be more safe, more secure – and in turn, more prosperous.
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Methodology

1	 https://www.gov.uk/government/publications/futures-toolkit-for-policy-makers-and-analysts/the-futures-toolkit-html#about-the-toolkit

Chronic risks require a novel assessment approach. Their systemic and 
enduring nature make traditional, probabilistic impact assessments less 
effective. To address this, the Government Office for Science and the 
Cabinet Office developed a new method using futures and systems 
thinking to help policymakers understand their implications and develop 
potential mitigations.

For each of the 26 identified chronic risks, we provide an assessment 
that includes a snapshot summary of their current status, alongside a 
forward-looking analysis exploring potential future developments and 
their system-wide impacts. Mitigations included are examples of the 
types of activities or policies that have been or are being implemented 
to address risks, but may not represent current government policy. 
While these assessments differ from traditional risk evaluations, the 
terminology used highlights the seriousness and importance of these 
risks. The risks were chosen through consultations with both 
government and external experts, and each assessment follows a 
consistent and thorough methodology.

•	 Evidence gathering: Each assessment draws on an extensive 
range of literature, which has been tested and iterated via challenge 
from cross-government and academic experts. This evidence feeds 
into all sections of the assessment but is particularly important for 
those sections that describe the snapshot current status of 
the chronic risk.

•	 Futures work: To develop those areas of the assessments looking 
to the future, we used a combination of pre-existing government 
scenarios and futures workshops to generate ideas where this 
thinking didn’t already exist. More information on the tools and 
techniques used can be found in the GO-Science Futures Toolkit.1

•	 Impact mapping: Finally, we conducted an impact mapping 
exercise to identify which chronic and acute risks were most likely to 
interact with each other to develop the systematic risk scenarios and 
the case study system to provide policymakers with more 
challenging situations to test their policy areas against. 

https://www.gov.uk/government/publications/futures-toolkit-for-policy-makers-and-analysts/the-futures-toolkit-html#about-the-toolkit
https://www.gov.uk/government/publications/futures-toolkit-for-policy-makers-and-analysts/the-futures-toolkit-html#about-the-toolkit
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Who should use the Chronic Risks 
Analysis? 
The Chronic Risks Analysis is designed for a broad range of risk and 
resilience practitioners. 

This includes, but is not limited to: 

•	 Practitioners, including in voluntary and community sector 
organisations, who may play a central role in planning for and 
responding to risks, and therefore require an in-depth understanding 
of the complete risk landscape.

•	 Businesses, including small- and medium-sized enterprises, and 
those who operate critical national infrastructure (CNI), who have a 
need to understand the most critical long term trends facing our 
society that could impact their business continuity. 

•	 Academics and experts from a wide range of disciplines and 
backgrounds, who play a critical role by providing external challenge. 

•	 Policy makers, who need to develop and implement effective policies 
that address emerging risks and challenges, and for whom tailored 
versions of this analysis will be of increased relevance.2

Advice for individuals, households and communities on preparing for a 
wide range of risks can be found on GOV.UK/prepare.

2	 For advice on this report and general advice for policy on futures and foresight, please contact foresight@go-science.gov.uk
3	 https://www.gov.uk/government/publications/futures-toolkit-for-policy-makers-and-analysts/the-futures-toolkit-html#about-the-toolkit

Resilience Practitioners, Businesses and 
Academics: Preparedness advice

The information included here is for those that may want to 
strengthen their organisation’s resilience and ability to respond to 
future challenges. These steps provide an example of how the 
Chronic Risks Analysis can be used to explore the manifestation of 
chronic risks and the appropriate strategies needed to combat 
them. It can and should be adapted to reflect the unique needs 
of organisations.

This guidance is based on the GO-Science Futures Toolkit.3 
The aim is to test out how certain risks in combination would affect 
your organisation or area of expertise.

For the best results, we advise workshopping this with a mixed 
group of experts from your organisation and completing the stages 
over several sessions. We recommend following these steps 
several times with different combinations of chronic risks to cover a 
broader range of scenarios and implications.

https://prepare.campaign.gov.uk/
mailto:?subject=
https://www.gov.uk/government/publications/futures-toolkit-for-policy-makers-and-analysts/the-futures-toolkit-html#about-the-toolkit
https://www.gov.uk/government/publications/futures-toolkit-for-policy-makers-and-analysts/the-futures-toolkit-html#about-the-toolkit
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1.	Select multiple chronic risks. You may want to do this at random, 
allowing the group to spot unexpected connections and be less reliant 
on individual pre-conceptions of what matters. Alternatively, if you are 
more time constrained, you may find it useful to specifically target the 
chronic risks which are the most problematic for your business or area 
of expertise. For each chronic risk, make a note of the key features of 
the risk landscape, including the key vulnerabilities stated, possible 
futures, and causal relationship to other chronic and acute risks.

2.	Write a number of short scenarios of how these risks could 
intersect to impact your organisation. Building upon your 
reflections and notes in the previous stage, you can begin to 
consider how these chronic risks can combine to produce a vast 
array of real world scenarios.

For example, having chosen the chronic risks ‘changes in the nature 
of cybersecurity threats’, ‘Impacts from the use and capability of 
artificial intelligence (AI)’ and ‘Skills shortages and mismatches’, a 
possible scenario may be as follows: 

Cyber security threats increase in volume and severity due to the 
advance in AI designed ransomware. In order to combat this, firms 
attempt to increase their cyber defence workforce, but a lack of skills 
in the market leaves many firms unable to sufficiently resource their 
cyber defence and these are left vulnerable to attacks. 

Continue to generate ideas for possible scenarios, making use of the 
Future’s Toolkit guidance on exploring scenarios4 as needed. 
Once you have finished - select one scenario to focus on as a group. 
Keep the most challenging scenario where you will learn the most. 
Remove the least challenging and least important.

4	 https://www.gov.uk/government/publications/futures-toolkit-for-policy-makers-and-analysts/the-futures-toolkit-html#scenarios
5	 https://www.gov.uk/government/publications/futures-toolkit-for-policy-makers-and-analysts/the-futures-toolkit-html#futures-wheels
6	 PESTLE stands for Political, Economic, Social, Technological, Legal and Environmental factors. 

3.	Consider how this scenario may evolve beginning from 1 year 
ahead, and extending to 20 years and beyond. You may wish to 
use the Futures Wheel Tool5 to assist you with this.

+2-3 Y +3-5 Y 5-20 Y+1 Y

•	 First ring: 2-3 years out, first order consequences (use PESTLE6 
categories to ensure a range of factors are considered) 

•	 Second ring: 3-5 years out, second order consequences 

•	 Third ring: 5-20 years out, third order consequences

https://www.gov.uk/government/publications/futures-toolkit-for-policy-makers-and-analysts/the-futures-toolkit-html#scenarios
https://www.gov.uk/government/publications/futures-toolkit-for-policy-makers-and-analysts/the-futures-toolkit-html#scenarios
https://www.gov.uk/government/publications/futures-toolkit-for-policy-makers-and-analysts/the-futures-toolkit-html#futures-wheels
https://www.gov.uk/government/publications/futures-toolkit-for-policy-makers-and-analysts/the-futures-toolkit-html#futures-wheels
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As you do this, remember the following: 

Embrace a range of outcomes. A common challenge with Futures 
thinking workshops is focusing on overly utopian or dystopian 
perspectives. The world in the future will most likely be a mix of 
appealing and disagreeable things – as it is today. If the discussion 
seems to be heading to either extreme, then asking “what is the 
upside/downside of this situation” is a way of changing the dynamic.

Recognise different perspectives. People may view the same 
situation in different ways, welcoming or fearing different things. For 
example, rapid technological advancements may be seen by some as 
driving innovation and convenience, but by others as daunting and 
potentially alienating. You should try to capture all these perspectives 
and resist allowing one particular value set to dominate.

Be challenging. You need people to step outside the prevailing 
mindset. A thought shower exercise – where nothing is rejected as too 
improbable – is often a good starting point. Do not limit yourself to what 
seems likely or acceptable. You may want to adopt a ‘day in the life’ 
approach to fully explore how this scenario would impact on all areas of 
your life. Imagine you wake up in this future, 10-20 years from now - 
how is life different from today? What challenges might you meet?

4.	Develop mitigation strategies and interventions. Consider what 
mitigations your current organisation already has in place to tackle 
these challenges, in addition to the gaps. Now, you can begin to 
develop your own interventions to mitigate the risk and / or 
develop opportunities.

We recommend classifying your interventions according to the following 
categories, ensuring your ideas cover all areas.

•	 Mitigate: what to change now to reduce the impact

•	 Adapt: what to change to cope with the impact

•	 Exploit: what to take advantage of

•	 Continue: what you can keep doing regardless

•	 Terminate: what do you need to begin closing down

5.	Finalise your interventions. Consider which are the most important 
interventions to work on in order. Prioritise your top three. Think 
about how you can implement these strategies to combat chronic 
risks within your organisation, any challenges or costs related to 
implementing them effectively, and how you could monitor progress 
or measure success. Test these ideas with your stakeholders to 
gather feedback and make changes as necessary. Consider 
whether pilot testing may be a useful way to test the feasibility and 
acceptability of a proposed intervention on a smaller scale.
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List of risks 

Theme Drivers chronic risk 

 
Changes in the nature of 
terrorism 

Security
Changes in the nature of serious 
and organised crime 

Fraud and illicit finance 

Theme Drivers chronic risk 

Changes in the nature of cyber 
security threats 

Impacts from the use of end-to-
end encryption*

Technology 
and cyber 
security

Impacts from increasing reliance 
on digital platforms

Dominance of global technology 
companies and concentration 
of risk 

Impacts from use and capability 
of artificial intelligence (AI)
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Theme Drivers chronic risk 

Geopolitical 

Challenges to international 
institutions

State threats 

Environmental 

Climate change

Biodiversity loss

Increasing competition for 
critical minerals

Pollution and environmental 
degradation

Theme Drivers chronic risk 

Impact of demographic change

Societal
Disproportionate impact on 
vulnerable persons

Disinformation and 
misinformation
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Theme Drivers chronic risk 

Biosecurity 

Antimicrobial resistance (AMR)

Animal diseases

Foodborne diseases

Plant pests

Impacts from the expansion of 
engineering biology

Increasing collection and use of 
human biological data

Theme Drivers chronic risk 

Reliance on global supply 
chains

Economic
Impacts from emerging financial 
systems

Impacts of ongoing skills 
shortages and mis‑matches

*�End-to-end encryption is a rapidly evolving risk with wide-ranging 
implications for the UK’s national security and public safety. Analysis of 
both the short and long-term impacts, and implications for the UK’s 
resilience system, are under review.



Security The rapid advancement and widespread adoption 
of technology could lead to an escalation in 
financial crimes, particularly due to the dual-use 
applications of certain technologies which can be 
exploited to pursue fraud and illicit finance 
activities. This poses an increasing risk to 
individuals, organisations, and government 
entities. The swift evolution of technology enables 
criminals to engage in continuously new forms of 
illicit activities, complicating the challenge of 
mounting an effective response and heightening 
the threat of serious and organised crime in the 
UK. Furthermore, global instability alters the 
origins, motivations, methods, and objectives of 
terrorism and state threat activity on both a global 
and international scale. In light of this, the UK’s 
security strategies must evolve in response to 
international events to withstand a spectrum of 
isolated and converging threats.
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 Security: Changes in the nature of terrorism

Chronic Risk:

Changes in the nature of terrorism

7	 HM Government (2006) https://www.gov.uk/government/publications/the-terrorism-act-2006
8	 HM Government (2023) https://assets.publishing.service.gov.uk/media/650b1b8d52e73c000d54dc82/CONTEST_2023_English_updated.pdf
9	 Ibid

Definition
The Terrorism Act7 defines terrorism, both within the UK and 
internationally, as the use or threat of specific actions intended 
to influence the Government, intimidate the public, or advance 
a political, religious, racial, or ideological cause. These actions 
include serious violence against individuals, significant damage 
to property, threats to life, risks to public health or safety, and 
major disruptions to electronic systems.

Current evidence
The UK faces an enduring, evolving and complex terrorism threat from 
various ideological and geographical sources, mainly from religious and 
extreme right-wing terrorism, which is increasingly organised around 
online communities. While extreme left-wing, anarchist and 
anti-government extremism also exists, they pose significantly smaller 
threats to the UK.8 

Technological advances are both an opportunity and a risk for 
counter-terrorism enforcement operations. The UK’s response to 
terrorism, as set out in CONTEST, consists of four core pillars all 
underpinned by technology: Prevent, Pursue, Protect and Prepare.9 
However, technology can also be exploited by terrorists, for example, 
the internet can be an enabler of radicalisation.

The UK’s counter-terrorism strategy 
consists of four pillars: Prevent, 
Pursue, Protect and Prepare 

https://www.gov.uk/government/publications/the-terrorism-act-2006
https://assets.publishing.service.gov.uk/media/650b1b8d52e73c000d54dc82/CONTEST_2023_English_updated.pdf
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 Security: Changes in the nature of terrorism

Rapid technological advancements can also be weaponised by terrorist 
groups to access previously unobtainable capabilities, for example, the 
use of Artificial Intelligence (AI) to uplift their capability to perform cyber 
attacks, run disinformation campaigns and facilitate the design of 
biological weapons.10,11 There is some evidence that the proliferation of 
extreme violent material online is accelerating the process of 
self-radicalisation, including for those who are drawn to violent 
measures but lack an ideological motive.

Between 2018 and 2023, nine terrorist attacks took place in the UK, 
killing six people and injuring 20.12 Since March 2017, MI5 and the 
police have together disrupted 43 late-stage attack plots.13 Longer-term 
measures to control access to explosives precursors and firearms 
controls have seen a shift towards more easily accessible methods, for 
example, knives and cars, with bladed or blunt force weapons used in 
almost 80% of terrorist attacks in the UK since 2018.14 Over the past 
decade, the average impact of terrorism has increased in three of the 
nine regions: Europe, South America, and sub-Saharan Africa. Every 
other region has recorded a decrease in the average 
impact since 2014.15 

10	 Ibid
11	 DSIT (2023) https://assets.publishing.service.gov.uk/media/65395abae6c968000daa9b25/frontier-ai-capabilities-risks-report.pdf
12	 HM Government (2023) https://assets.publishing.service.gov.uk/media/650b1b8d52e73c000d54dc82/CONTEST_2023_English_updated.pdf
13	 MI5 (2024) https://www.mi5.gov.uk/director-general-ken-mccallum-gives-latest-threat-update
14	 Ibid
15	 Institute for Economics & Peace (2025) https://www.economicsandpeace.org/event/gti2025-geneva-launch/
16	 García-Vera, Sanz and Gutiérrez (2016) https://pubmed.ncbi.nlm.nih.gov/27388691/
17	� Barker and Dinisman (2016) https://www.victimsupport.org.uk/wp-content/uploads/documents/files/Victim%20Support_Meeting%20the%20needs%20of%20

survivors%20and%20families%20bereaved%20thro..._0.pdf.
18	 Counter Terrorism Preparedness Network (2019) https://www.london.gov.uk/sites/default/files/ha_ps_report.pdf
19	 HM Government (2023) https://assets.publishing.service.gov.uk/media/650b1b8d52e73c000d54dc82/CONTEST_2023_English_updated.pdf

The personal, societal and economic effects of terrorism are significant. 
For survivors, witnesses and loved ones there can be enduring 
impacts, including life-changing injuries, stress, anxiety and financial 
hardship.16,17,18 At a societal level, acts of terrorism and the threat itself 
can impact social cohesion and community resilience, making 
communities vulnerable to hate crime.19

Example vulnerabilities 
•	 High-profile attacks receive significant media attention, allowing 

terrorists to amplify their messages and undermine trust in 
government and law enforcement’s ability to ensure safety.

•	 Certain groups may become more vulnerable to hate crimes after 
international terrorist events, as terrorists target specific communities 
to create division and foster ethnic, religious, or political tensions.

https://assets.publishing.service.gov.uk/media/65395abae6c968000daa9b25/frontier-ai-capabilities-risks-report.pdf
https://assets.publishing.service.gov.uk/media/650b1b8d52e73c000d54dc82/CONTEST_2023_English_updated.pdf
https://www.mi5.gov.uk/director-general-ken-mccallum-gives-latest-threat-update
https://www.economicsandpeace.org/event/gti2025-geneva-launch/
https://pubmed.ncbi.nlm.nih.gov/27388691/
https://www.victimsupport.org.uk/wp-content/uploads/documents/files/Victim%20Support_Meeting%20the%20needs%20of%20survivors%20and%20families%20bereaved%20thro..._0.pdf
https://www.victimsupport.org.uk/wp-content/uploads/documents/files/Victim%20Support_Meeting%20the%20needs%20of%20survivors%20and%20families%20bereaved%20thro..._0.pdf
https://www.london.gov.uk/sites/default/files/ha_ps_report.pdf
https://assets.publishing.service.gov.uk/media/650b1b8d52e73c000d54dc82/CONTEST_2023_English_updated.pdf
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 Security: Changes in the nature of terrorism

Example mitigations
•	 The UK has a published counter-terrorism strategy (CONTEST) 

which is structured around a framework of Prevent, Pursue, 
Protect and Prepare.20 

•	 The Terrorism (Protection of Premises) Act 20251, also commonly 
referred to as Martyn’s Law, will improve protective security and 
organisational preparedness at certain premises and 
events across the UK.

•	 The Counter-Terrorism Operations Centre (CTOC) brings together the 
right teams, data and technology to more effectively identify, 
investigate and disrupt threats.21,22

•	 The UK, Australia, Canada, New Zealand and the United States, 
form the Five Eyes intelligence alliance,23 who work together to 
deliver and enable counter-terrorism investigations.

Examples of additional benefits from 
taking action 
•	 Enhanced regulations for online spaces like the Online Safety Act 

2023, alongside higher standards and monitoring by social media 
firms to detect disinformation and radicalisation, can improve 
their overall safety.

20	 Ibid
21	 Ibid
22	 MI5 (2021) https://www.mi5.gov.uk/counter-terrorism-operations-centre-unveiled
23	 HM Government (2023) https://assets.publishing.service.gov.uk/media/650b1b8d52e73c000d54dc82/CONTEST_2023_English_updated.pdf
24	 Ibid

•	 Technological improvements in surveillance, communications and 
analysis aimed at detecting and preventing terrorist activity can also 
be used to tackle other types of serious and organised crime.

•	 Protective security measures, for both individuals and places, can 
both discourage attacks and mitigate their impact. 

What the future might hold

Short-term trajectories:

•	 The terrorism threat to the UK may become increasingly dominated 
by self-initiated terrorists acting outside of organised networks.24

Longer-term uncertainties:

•	 Reduced barriers to accessing technologies like AI could allow 
terrorists to diversify their methods of attack towards more 
sophisticated and technical approaches in the future.

•	 Increasingly unregulated or unmonitored online spaces have the 
potential to increase opportunities for vulnerable individuals to 
access harmful or radicalising material.

https://www.mi5.gov.uk/counter-terrorism-operations-centre-unveiled
https://assets.publishing.service.gov.uk/media/650b1b8d52e73c000d54dc82/CONTEST_2023_English_updated.pdf


Chronic Risks Analysis 18

 Security: Changes in the nature of terrorism

Example connections with other chronic and acute risks

Terrorist groups may 
continue to be used as 
proxies by foreign states

Continued links 
between SOC groups 
and terrorist actors

The resurgence of some 
terrorist groups may prompt 
an increase in attacks 
external to their territory

Terrorist groups may continue 
to use mis/disinformation 
to promote division in the West, 
with capabilities enhanced by AI

Terrorist may 
use bioweapons

Terrorists may target 
essential public services 
with cyber attacks

State threats Changes in the 
nature of serious and 
organised crime

Changes in the 
nature of terrorism 

Impacts from use and 
capability of artificial 
intelligence (AI)

Terrorist attacks in 
venues and public
spaces: marauding attacks

Disinformation and 
misinformation

Chemical, Biological, 
Radiological and
Nuclear (CBRN) attacks

Cyber attack: 
UK retail bank

KEY: Chronic Risk Acute Risk
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Chronic Risk:

Changes in the nature of serious and organised crime

25	 HM Government (2023) https://www.gov.uk/government/publications/serious-and-organised-crime-strategy-2023-to-2028
26	 National Crime Agency (2025) https://www.nationalcrimeagency.gov.uk/threats-2025/nsa-drugs-2025
27	 Ibid 

Definition
Serious and organised crime (SOC) is defined as individuals 
planning, coordinating and committing serious offences, 
whether individually, in groups and/or as part of transnational 
networks. The threat to the UK from SOC continues to grow. 
Criminals may exploit the rapid evolution of technology to 
engage in illicit activity, making responses increasingly 
complex. Here, we cover SOC as a whole, while specific 
crimes, such as fraud, illicit finance and cyber crime, are 
covered in detail in other chronic risks.

Current evidence
SOC is primarily driven by the relentless pursuit of financial gain, 
through trade in commodities or the exploitation of people. SOC 
affecting the UK often has an international focus, either because the 
commodities and/or people being exploited are from overseas, or 
because the criminals are based overseas. Technology can be 
exploited as part of all SOC, being used to conceal communications or 
financial payments.25 Many people are involved in drug-related activities, 
with drug use, drug seizures, and drug offences continuing to rise 
within the UK, resulting in an annual societal cost of over £20 billion.26 
Additionally, there were 6,268 firearms offences recorded in England 
and Wales in the year ending March 2024, an increase of 6% from the 
previous year.27 

The yearly cost of SOC to the UK 
is £47 billion

https://www.gov.uk/government/publications/serious-and-organised-crime-strategy-2023-to-2028
https://www.nationalcrimeagency.gov.uk/threats-2025/nsa-drugs-2025
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Illicit activities are rising in the UK, including modern slavery and human 
trafficking. National referrals for exploitation in the UK have increased, 
with 4,758 potential victims of modern slavery referred to the Home 
Office from July to September 2024, representing a 10% increase 
compared to the previous quarter (4,312) and a 15% increase from July 
to September 2023 (4,132).28 Organised crime groups are increasingly 
using technology to secure their operations and stay ahead of law 
enforcement. For example, Artificial Intelligence (AI) generated videos of 
Martin Lewis and other celebrities have been used to entice victims to 
sign up to scam investments.29 

However, law enforcement and government are also adopting modern 
technology to pursue offenders and help prevent individuals falling 
victim to these crimes.

Recent estimates put the cost of SOC to the UK economy at £47 billion 
per year - although this is highly likely to be an underestimate.30 
Increasing SOC also leads to direct harm to people. For example, 
drug-related deaths have risen to the highest levels since records 
began in 1993 in England and Wales.31

28	� Home Office (2024) https://www.gov.uk/government/statistics/modern-slavery-nrm-and-dtn-statistics-july-to-september-2024/modern-slavery-national-referral-
mechanism-and-duty-to-notify-statistics-uk-quarter-3-2024-july-to-september

29	 MoneySavingExpert (2023) https://www.moneysavingexpert.com/news/2023/07/beware-terrifying-new--deepfake--martin-lewis-video-scam-promoti/
30	 HM Government (2023) https://www.gov.uk/government/publications/serious-and-organised-crime-strategy-2023-to-2028
31	� ONS (2023) https://www.ons.gov.uk/peoplepopulationandcommunity/birthsdeathsandmarriages/deaths/bulletins/

deathsrelatedtodrugpoisoninginenglandandwales/2022registrations

Example vulnerabilities
•	 Increased online activity, especially by younger individuals, may see 

an increase in online interactions between children and offenders. 

•	 Technologies such as encryption are becoming more common, 
which may hinder law enforcement’s ability to counter SOC.

https://www.gov.uk/government/statistics/modern-slavery-nrm-and-dtn-statistics-july-to-september-2024/modern-slavery-national-referral-mechanism-and-duty-to-notify-statistics-uk-quarter-3-2024-july-to-september
https://www.gov.uk/government/statistics/modern-slavery-nrm-and-dtn-statistics-july-to-september-2024/modern-slavery-national-referral-mechanism-and-duty-to-notify-statistics-uk-quarter-3-2024-july-to-september
https://www.moneysavingexpert.com/news/2023/07/beware-terrifying-new--deepfake--martin-lewis-video-scam-promoti/
https://www.gov.uk/government/publications/serious-and-organised-crime-strategy-2023-to-2028
https://www.ons.gov.uk/peoplepopulationandcommunity/birthsdeathsandmarriages/deaths/bulletins/deathsrelatedtodrugpoisoninginenglandandwales/2022registrations
https://www.ons.gov.uk/peoplepopulationandcommunity/birthsdeathsandmarriages/deaths/bulletins/deathsrelatedtodrugpoisoninginenglandandwales/2022registrations
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Example mitigations
•	 In collaboration with 75 partner organisations, the NCA pursues 

offenders in order to disrupt their criminal activities and bring them to 
justice. These actions help to prevent and divert would-be offenders 
from engaging in SOC; protects individuals, organisations and 
systems so that they are less likely to become victims; and prepares 
for when crime occurs to minimise its impact and reduce the 
likelihood of further crime.

•	 In December 2023, an updated SOC Strategy addressed the use of 
new technologies by criminals, cross-border operations, and 
highlighted the nexus with other transnational security threats to the 
UK such as illicit finance or state threats.32 It emphasises 
collaboration with international partners to disrupt high-harm criminal 
networks and a multi-agency approach to combat SOC. The 
strategy also focuses on building resilience against domestic 
vulnerabilities.

Examples of additional benefits from 
taking action
•	 Improved coordination with international partners to combat SOC 

can help set the standards for cross-border cooperation.

•	 Reducing drug and firearms offences will create a safer society, 
making vulnerable individuals less likely to be exploited by 
organised crime groups.

32	 Home Office (2024) https://www.gov.uk/government/publications/serious-and-organised-crime-strategy-2023-to-2028

	What the future might hold

Short-term trajectories:

•	 Climate events, global economic crises, and persistent conflict may 
impact the supply of traditional plant-based drugs, possibly driving 
an increase in synthetic drug production and trafficking.

•	 As increasing amounts of personal data is available online, ‘digital 
identity’ theft, ransom and fraud may become more prevalent, with 
organised crime groups developing techniques to bypass security 
verification measures. 

Longer-term uncertainties: 

•	 Increasing use of electronic devices in young children could increase 
the risks from online groomers. In parallel, new technologies may 
allow offenders to hack the Internet of Things and GPS software to 
track and monitor their targets.

https://www.gov.uk/government/publications/serious-and-organised-crime-strategy-2023-to-2028
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Example connections with other chronic and acute risks

Organised criminal groups 
may partake in illegal wildlife 
trafficking, which directly 
contributes to biodiversity loss 

Foreign states turn a blind eye to 
SOC which benefits their agendas 
as well as active infiltration of 
political systems by SOC actors

Organised crime can 
exploit and disrupt global 
supply chains
(e.g. smuggling and theft)

The intrinsic link between 
serious and organised 
crime, cyber and fraud/illicit 
finance continues to grow 

Digital platforms will be 
adopted and exploited by 
SOC actors

Links between 
SOC groups 
and terrorist 
actors persist and 
flourish facilitating 
the movement of 
illicit goods
(i.e. weapons)

SOC actors will 
continue to exploit 
the most 
vulnerable in 
society through 
exploitation, 
trafficking and 
violence

Biodiversity loss Reliance on global 
supply chains

Changes in the 
nature of serious 
and organised crime

Changes in the 
nature of terrorism

State threats

Changes in the 
nature of cyber 
security threats

Fraud and illicit 
finance 

Impacts from increasing 
reliance on digital 
platforms

Disproportionate 
impacts on 
vulnerable persons 

KEY: Chronic Risk Acute Risk
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Chronic Risk:

Fraud and illicit finance

33	 National Crime Agency (2023) https://www.nationalcrimeagency.gov.uk/what-we-do/crime-threats/fraud-and-economic-crime
34	 ONS (2024) https://www.ons.gov.uk/peoplepopulationandcommunity/crimeandjustice/bulletins/crimeinenglandandwales/yearendingseptember2024#fraud
35	 National Crime Agency (2024) https://www.nationalcrimeagency.gov.uk/what-we-do/crime-threats/money-laundering-and-illicit-finance

Definition
Fraud describes criminal deception intended to result in 
financial or personal gain and illicit finance refers to the 
movement of money that is illegal in its source, transfer, or use. 
The threat from fraud and illicit finance posed to individuals, 
organisations, public bodies and the Government 
continues to grow. 

Current evidence
The most common types of fraud in the UK are payment diversion 
fraud, investment fraud, romance fraud, courier fraud and bank account 
fraud.33 The internet has given fraudsters more opportunities to target 
people, especially given increased digital footprints and internet 
anonymity. Technological advances like artificial intelligence (AI) have 
enabled fraudsters to become more sophisticated in their scams. 

Fraud is the most prevalent crime in the UK, with an estimated 3.9 
million fraud offences in the year ending June 2024.34 While it is difficult 
to calculate exactly, it is likely that hundreds of billions of pounds is 
laundered in the UK annually.35 Illicit finance can also involve businesses 
violating UK government sanctions. 

£87.9 billion laundered  
in the UK every year

https://www.nationalcrimeagency.gov.uk/what-we-do/crime-threats/fraud-and-economic-crime
https://www.ons.gov.uk/peoplepopulationandcommunity/crimeandjustice/bulletins/crimeinenglandandwales/yearendingseptember2024#fraud
https://www.nationalcrimeagency.gov.uk/what-we-do/crime-threats/money-laundering-and-illicit-finance
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For instance, the extensive sanctions imposed on Russia and the 
intricate economic ties to the UK mean that individuals linked to Putin 
currently present the highest risk of sanctions evasion.36 

Illicit finance and fraud have a range of negative impacts across society. 
In the UK, the Public Sector Fraud Authority estimates that the cost of 
fraud and error to the public sector is at least £33 billion per year— 
equivalent to 15p in every £1 of taxpayer money.37

Example vulnerabilities 
•	 As more UK financial services transition online, criminals exploit 

individuals who are less proficient with technology. 

•	 London’s status as a leading global financial centre makes it a prime 
target for individuals looking to launder illicit funds or 
evade sanctions. 

36	 National Crime Agency (2023) https://www.nationalcrimeagency.gov.uk/images/NSA_2023_Website_-_PDF_Version_1.pdf
37	 Cabinet Office and Public Sector Fraud Authority (2023) https://www.gov.uk/government/speeches/baroness-neville-rolfe-annual-fraud-conference-speech
38	� HM Government (2024) https://www.gov.uk/government/publications/prime-ministers-anti-corruption-champion-terms-of-reference-and-letter-of-appointment/

prime-ministers-anti-corruption-champion-terms-of-reference
39	 HM Government (2023) https://www.gov.uk/government/publications/economic-crime-plan-2023-to-2026

Example mitigations
•	 The Procurement Act 2023 came into force in February 2025 and 

includes tougher action on fraud and corruption in the public sector, 
excluding suppliers who pose unacceptable risks from government 
procurement processes.

•	 The Government has appointed an Anti-Corruption Champion and 
committed to bringing forward an Anti-Corruption Strategy in 2025.38

•	 The Economic Crime Plan 2, released in 2023 and endorsed by this 
Government, sets out a holistic approach to tackling economic crime 
and illicit finance.39

Examples of additional benefits from 
taking action 
•	 Enhancing law enforcement’s ability to investigate and combat fraud 

helps raise awareness of fraudulent activities, fostering a more 
informed society where individuals and institutions are better 
prepared to address fraud while simultaneously strengthening public 
trust in authorities.

•	 Improved coordination with international partners to combat fraud 
can help set the standards for cross-border cooperation, which can 
be adopted across other sectors such as counter-terrorism.

https://www.nationalcrimeagency.gov.uk/images/NSA_2023_Website_-_PDF_Version_1.pdf
https://www.gov.uk/government/speeches/baroness-neville-rolfe-annual-fraud-conference-speech
https://www.gov.uk/government/publications/prime-ministers-anti-corruption-champion-terms-of-reference-and-letter-of-appointment/prime-ministers-anti-corruption-champion-terms-of-reference
https://www.gov.uk/government/publications/prime-ministers-anti-corruption-champion-terms-of-reference-and-letter-of-appointment/prime-ministers-anti-corruption-champion-terms-of-reference
https://www.gov.uk/government/publications/economic-crime-plan-2023-to-2026
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What the future might hold

Short-term trajectories:

•	 AI could result in a higher number of scamming attempts and make 
them more convincing. However, AI also has the potential to be a 
powerful tool for detecting scams and money laundering.

•	 The cost of living could make people more susceptible to investment 
scams offering ‘get rich quick’ incentives.

•	 Strengthening regulatory standards could lead to a decrease in fraud 
offences, as the UK and its public would be viewed as a less 
attractive target by fraudsters.

Longer-term uncertainties:

•	 If the UK moves to a fully cashless society, it could increase the 
costs for financial crime by making it harder to conceal transactions. 
However, new forms of illicit finance might arise that exploit 
untraceable and intangible cryptoassets. Additionally, UK criminals 
could use cash from countries that still operate with physical 
currency, allowing them to conduct business in the UK without 
leaving an audit trail.

•	 The growing volume of online personal data, advances in AI, and 
expanded global internet access could lead to a rise in fraud cases. 
The international and anonymous nature of such fraud could result in 
fewer convictions, potentially eroding public trust.
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Example connections with other chronic and acute risks

Tech dominance may enable 
more widespread digital fraud 
through interlinked systems

Foreign states overlook fraud/illicit 
finance which benefits their 
agendas, or continued infiltration of 
political systems by criminal actors

Economic criminals continue to be early adopters 
of emerging financial technology, especially due 
to lack of oversight of emerging financial systems 
making it easier to commit fraud

The intrinsic link between 
serious and organised 
crime, cyber and fraud/illicit 
finance continues to grow 

Increasing reliance on digital 
platforms increases the opportunity 
for criminals to target unsuspecting 
users and commit fraudulent activity

Illicit finance 
avenues continue 
to be exploited by 
terrorist 
organisations

Actors involved in 
fraud/illicit finance 
continue to exploit 
the most 
vulnerable in 
society and utilise 
crises such as the 
cost-of-living crisis 
to their advantage

Dominance of global 
technology companies 
and concentration of risk

Impacts from emerging 
financial systems

Fraud and illicit 
finance

Changes in the nature 
of terrorism

State threats

Changes in the 
nature of cyber 
security threats

Changes in the nature 
of serious and 
organised crime

Impacts from 
increasing reliance 
on digital platforms

Disproportionate 
impacts on 
vulnerable persons 

KEY: Chronic Risk Acute Risk



Technology 
and cyber 
security

The speed and scope of technological 
advancements are increasing, reshaping human 
experiences and capabilities. However, the 
dual-use nature of certain technologies, like 
artificial intelligence, introduces a growing 
concern. These technologies can have many 
positive uses, but can also be leveraged to enable 
harm. At the same time, competition for key 
components towards technological supremacy, 
such as advanced semiconductors, is a driver of 
geopolitical change and the dominance of a few 
global technology firms has shifted power 
dynamics. As our dependence on digital platforms 
and service providers grows, the swift adoption of 
emerging technologies and applications 
is a priority.
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Chronic Risk:

Changes in the nature of cyber security threats

40	 DSIT (2024) https://www.gov.uk/government/publications/cyber-security-skills-in-the-uk-labour-market-2024/cyber-security-skills-in-the-uk-labour-market-2024
41	 MI5 https://www.mi5.gov.uk/what-we-do/countering-state-threats
42	 NCSC (2024) https://www.ncsc.gov.uk/collection/ncsc-annual-review-2024/chapter-01/staying-in-the-race
43	 HM Government (2022) https://www.gov.uk/government/publications/national-cyber-strategy-2022/national-cyber-security-strategy-2022

Definition
Cyber attacks, such as ransomware, continue to pose a 
significant and ongoing threat to individuals, businesses and 
critical national infrastructure. The increasing complexity and 
severity of these attacks, along with a growing range of 
perpetrators - many based overseas - intensify the 
risk landscape.

Current evidence
Consumers expect both convenient access to their personal data and 
strong security measures, however a significant cyber security skills 
gap remains, with 44% of UK private sector businesses lacking basic 
cyber security expertise in 2024.40 The rapid advancement of digital 
technologies, along with the centralisation of data in cloud‑based 
services and the rise of remote working, has introduced new 
vulnerabilities to cyber attacks and intensified existing ones.

The UK faces cyber threats from a complex range of actors, including 
states, criminals and hacktivist groups41,42, many of which operate 
abroad, complicating law enforcement efforts.43 

43% of UK businesses experienced 
cyber attacks within a year

https://www.gov.uk/government/publications/cyber-security-skills-in-the-uk-labour-market-2024/cyber-security-skills-in-the-uk-labour-market-2024
https://www.mi5.gov.uk/what-we-do/countering-state-threats
https://www.ncsc.gov.uk/collection/ncsc-annual-review-2024/chapter-01/staying-in-the-race
https://www.gov.uk/government/publications/national-cyber-strategy-2022/national-cyber-security-strategy-2022
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The cyber crime economy is becoming increasingly sophisticated, with 
ransomware posing one of the greatest risks to governments, 
businesses, and critical infrastructure.44,45 Technologies like the Internet 
of Things (IoT) introduce additional vulnerabilities. While the Government 
has legislated to improve consumer IoT security, action is also needed 
on enterprise devices. In 2024, the National Cyber Security Centre 
(NCSC) said artificial intelligence (AI) will almost certainly increase the 
volume and heighten the impact of cyber attacks over the next two 
years, however the impact on the cyber threat would be uneven.46 
Despite heightened awareness and mitigation efforts, 43% of UK 
businesses still experienced cyber attacks within the last 12 months of 
the 2024/2025 period.47 

The impacts of cyber security breaches are far-reaching, encompassing 
financial losses, damage to reputations, and theft of intellectual 
property. Accurately estimating these costs is challenging and often 
underreported. The cost of ransomware attacks in particular is likely to 
be significantly higher for some businesses even when a ransom is not 
paid, as indirect financial and operational costs are incurred; whilst 
victims who pay a ransom are less likely to report to Action Fraud.48 
Cyber attacks have real world consequences, for example the 
high-profile ransomware attack on pathology supplier Synnovis in 2024, 
which had an impact on thousands of procedures and appointments 
across six NHS trusts.49

44	 Microsoft (2024) https://www.microsoft.com/en-us/security/security-insider/intelligence-reports/microsoft-digital-defense-report-2024
45	 NCA (2023) https://www.nationalcrimeagency.gov.uk/images/campaign/NSA/2024/NSA_2024_Website_-_PDF_Version_1.pdf
46	 NCSC (2024) https://www.ncsc.gov.uk/report/impact-of-ai-on-cyber-threat
47	 DSIT (2025) https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2025/cyber-security-breaches-survey-2025
48	� Home Office (2025) https://www.gov.uk/government/publications/the-experiences-and-impact-of-ransomware-attacks-on-victims/the-experiences-and-impacts-of-

ransomware-attacks-on-individuals-and-organisations#impact-of-ransomware-attack
49	 NHS England (2024) https://www.england.nhs.uk/2024/06/synnovis-cyber-attack-statement-from-nhs-england/
50	 Ofcom (2022) https://www.ons.gov.uk/peoplepopulationandcommunity/crimeandjustice/articles/phishingattackswhoismostatrisk/2022-09-26
51	 ONS (2022) https://www.ons.gov.uk/peoplepopulationandcommunity/crimeandjustice/articles/phishingattackswhoismostatrisk/2022-09-26

Example vulnerabilities 
•	 Lower-income individuals, older adults, and people with certain 

disabilities are at greater risk of cyber crime due to their increased 
dependence on assistance when using online platforms, making 
them more vulnerable to fraud and computer misuse.50,51

•	 The Government, healthcare, and hospitality sectors are prime 
targets for cyber attackers because of their access to sensitive 
personal and financial data.

•	 Businesses lacking adequate cyber defence investments and 
training are more vulnerable to cyber security breaches and their 
associated costs. 

Example mitigations
•	 As the National Technical Authority for cyber security, the National 

Cyber Security Centre issues advice and guidance for organisations 
to follow to respond to the cyber threats and protect their systems.

https://www.microsoft.com/en-us/security/security-insider/intelligence-reports/microsoft-digital-defense-report-2024
https://www.nationalcrimeagency.gov.uk/images/campaign/NSA/2024/NSA_2024_Website_-_PDF_Version_1.pdf
https://www.ncsc.gov.uk/report/impact-of-ai-on-cyber-threat
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2025/cyber-security-breaches-survey-2025
https://www.gov.uk/government/publications/the-experiences-and-impact-of-ransomware-attacks-on-victims/the-experiences-and-impacts-of-ransomware-attacks-on-individuals-and-organisations#impact-of-ransomware-attack
https://www.gov.uk/government/publications/the-experiences-and-impact-of-ransomware-attacks-on-victims/the-experiences-and-impacts-of-ransomware-attacks-on-individuals-and-organisations#impact-of-ransomware-attack
https://www.england.nhs.uk/2024/06/synnovis-cyber-attack-statement-from-nhs-england/
https://www.ons.gov.uk/peoplepopulationandcommunity/crimeandjustice/articles/phishingattackswhoismostatrisk/2022-09-26
https://www.ons.gov.uk/peoplepopulationandcommunity/crimeandjustice/articles/phishingattackswhoismostatrisk/2022-09-26
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•	 The Cyber Essentials certification scheme can help every 
organisation – from micro businesses to large corporations – guard 
against the most common cyber attacks whilst signalling to potential 
customers that they take the cyber threat seriously. The technical 
controls defined in the Cyber Essentials scheme continue to be the 
minimum standard of security that the NCSC advises for 
all organisations.52

•	 The UK’s Product Security and Telecommunications Infrastructure 
Act has required consumer connected devices in the UK to have 
minimum security standards, which has reduced the vulnerability of 
devices and protected consumers and businesses. Further 
standards and codes of practice on apps, AI and software have 
given companies a framework to ensure technology is secure by 
design before being sold to end users.

•	 The Cyber Security and Resilience Bill will strengthen the UK’s 
defences and ensure that more essential digital services than ever 
before are protected, for example by expanding the remit of the 
existing regulation, putting regulators on a stronger footing, and 
increasing reporting requirements to build a better picture in 
government of cyber threats.

Examples of additional benefits from 
taking action 
•	 Training the workforce to be resilient to cyber threats can improve 

overall digital literacy levels and drive developments in other 
technology areas.

52	 NCSC (2024) https://www.ncsc.gov.uk/collection/ncsc-annual-review-2024/chapter-01/staying-in-the-race

•	 A reduction in successful ransomware attacks can impact the 
financial security of serious and organised crime groups and weaken 
their ability to operate in other areas, for example, drugs trade and 
human trafficking.

What the future might hold

Short-term trajectories: 

•	 Capability uplift, such as AI or commercially available cyber intrusion 
tools, could allow opportunistic actors to quickly strengthen their 
cyber attack capabilities, resulting in more severe and 
widespread impacts.

•	 Widespread data breaches could lead to greater exploitation of 
personal information, facilitate further crimes and erosion of trust in 
digital services.

Longer-term uncertainties:

•	 Governments across the world may struggle to set global cyber 
security standards and keep up with technological advances. 

•	 Criminals may gain greater access to tools, data, and anonymity, 
allowing them to exploit poorly regulated sectors and expand cyber 
crime opportunities. 

•	 AI could bolster cyber security, improving system resilience and 
helping to identify cyber criminals. However, adoption of AI for cyber 
defence could be uneven meaning some businesses could remain 
more vulnerable to an AI-enabled cyber attack. 

https://www.ncsc.gov.uk/collection/ncsc-annual-review-2024/chapter-01/staying-in-the-race
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Example connections with other chronic and acute risks

Lower barriers to offensive 
cyber tools give organised 
crime groups new capabilities

Lower barriers to offensive cyber 
tools give terrorists' new 
capabilities they couldn’t  
previously access 

If advanced cyber attackers 
get hold of sensitive 
biological data, it could harm 
those whose data is stolen

Cyber threats 
could compromise 
aviation systems

Growing cyber crime 
sophistication raises the 
risk of successful attacks 
on vital public services

Emerging cyber 
approaches provide 
new ways to commit 
financial crime 

Novel cyber threats 
undermine digital 
services and 
platforms

Increased reliance 
on digital services 
heightens user 
vulnerability and 
potential impacts 
of cyber attacks

Cyber attacks may 
accompany 
conventional 
attacks to disrupt 
communication 
and digital systems

Changes in the nature 
of serious and 
organised crime

Increasing collection 
and use of human 
biological data

Changes in the 
nature of cyber 
security threats

Impacts from 
increasing reliance on 
digital platforms

Changes in the nature 
of terrorism

Malicious aviation 
incident 

Fraud and illicit finance Cyber attack: UK retail 
bank

Conventional attack 
on the UK mainland 
or overseas 

KEY: Chronic Risk Acute Risk



Chronic Risks Analysis 32

 Technology and cyber security: Impacts from increasing reliance on digital platforms

Chronic Risk:

Impacts from increasing reliance on digital platforms

53	� ONS (2021) https://www.ons.gov.uk/businessindustryandtrade/itandinternetindustry/bulletins/internetusers/2020#:~:text=92%25%20of%20adults%20in%20
the,up%20from%2091%25%20in%202019

54	 Clayton, R., & Lau Clayton, C (2022) https://eprints.whiterose.ac.uk/id/eprint/184618/1/PolicyLeeds-Brief9_UK-screen-use-in-2022.pdf
55	� OFCOM (2022) https://www.ofcom.org.uk/siteassets/resources/documents/research-and-data/multi-sector/pricing/2022/pricing-trends-in-uk-communications-

services-report.pdf?v=328864
56	 Ibid

Definition
Digital platforms are online infrastructure that facilitate 
interactions between users, such as online marketplaces and 
social media platforms. Digital service providers are businesses 
that use these platforms to provide services. Society’s growing 
reliance on digital platforms and service providers for daily 
tasks, information, services, and social connections has brought 
transformative changes and has enormous potential to 
transform productivity and drive economic growth. However, as 
more of our lives move online, there is a corresponding increase 
in vulnerabilities to cyber attacks, identity theft, misinformation, 
disinformation, and service disruptions, particularly for those who 
are already digitally excluded or mistrusting of the online world.

Current evidence
Digital platform growth stems from advancements in IT, 
telecommunication, and data processing. The trend is largely driven by 
the ‘Big 5’ technology giants, who have introduced and popularised 
various digital platforms and services, such as AI models, advanced 
search engines, social media, e-commerce, and cloud computing. The 
adoption of these services has been widespread, due to their increased 
affordability, accessibility, quality, and novelty. 

By 2020, 92% of UK adults used the internet for digital services,53 and 
50% spent over 11 hours online daily.54 This digital shift has been 
facilitated by a 33% drop in smartphone costs from 2017-202255 and a 
266% surge in data usage,56 making smartphones the main device to 
access the internet. 

Global e-commerce sales reached 
26.6% of all retail sales in 2022

https://www.ons.gov.uk/businessindustryandtrade/itandinternetindustry/bulletins/internetusers/2020#:~:text=92%25%20of%20adults%20in%20the,up%20from%2091%25%20in%202019
https://www.ons.gov.uk/businessindustryandtrade/itandinternetindustry/bulletins/internetusers/2020#:~:text=92%25%20of%20adults%20in%20the,up%20from%2091%25%20in%202019
https://eprints.whiterose.ac.uk/id/eprint/184618/1/PolicyLeeds-Brief9_UK-screen-use-in-2022.pdf
https://www.ofcom.org.uk/siteassets/resources/documents/research-and-data/multi-sector/pricing/2022/pricing-trends-in-uk-communications-services-report.pdf?v=328864
https://www.ofcom.org.uk/siteassets/resources/documents/research-and-data/multi-sector/pricing/2022/pricing-trends-in-uk-communications-services-report.pdf?v=328864
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The shift has been particularly pronounced in the rising use of 
e-commerce; online sales accounted for 26.6% of UK retail sales in 
May 2022,57 indicating a decline in traditional retail. 

Despite this, a digital divide persists with 9% of UK families lacking 
essential digital tools58 and 46% of over 75s not using the internet.59 
Extensive social media use is linked to negative effects on wellbeing, 
including increased depression, anxiety, and feelings of isolation.60,61 In 
parallel, the rise of interconnected digital systems has increased cyber 
threats. In the second quarter of 2023, the percentage of organisations 
paying ransomware dropped from 45% to 34% but the average ransom 
paid more than doubled to USD $740,000.62 In the UK, internet banking 
fraud cases peaked at nearly 43,000 in early 2021 before dropping to 
about 8,800 in early 2023.63

Example vulnerabilities
•	 Those less able to access digital platforms, such as older citizens, 

rural communities and lower-income groups, may lose access to 
important services. 

57	� ONS (2022) https://www.ons.gov.uk/businessindustryandtrade/retailindustry/articles/
howourspendinghaschangedsincetheendofcoronaviruscovid19restrictions/2022-07-11

58	 Children’s Commissioner (2020) https://www.childrenscommissioner.gov.uk/blog/children-without-internet-access-during-lockdown/
59	� ONS (2021) https://www.ons.gov.uk/businessindustryandtrade/itandinternetindustry/bulletins/internetusers/2020#:~:text=92%25%20of%20adults%20in%20

the,up%20from%2091%25%20in%202019
60	 Sperling, J (2024) https://www.mcleanhospital.org/essential/it-or-not-social-medias-affecting-your-mental-health
61	 University of Leeds (2022) https://eprints.whiterose.ac.uk/id/eprint/184618/1/PolicyLeeds-Brief9_UK-screen-use-in-2022.pdf
62	 Statista (2024) https://www.statista.com/topics/4136/ransomware/#topicOverview
63	 Statista (2023) https://www.statista.com/statistics/1426076/uk-internet-banking-fraud-incidents/
64	 CMA (2025) How the UK’s digital markets competition regime works

•	 Modern infrastructure, ranging from power grids to traffic systems, 
are deeply reliant on and integrated with digital platforms. 
Disruptions can lead to catastrophic failures, endangering safety 
and the economy.

•	 Reliance on digital platforms may increase the vulnerability of 
government schemes, businesses, and vulnerable people to digital 
fraud. Lack of public awareness means many users do not 
know of these risks.

Example mitigations
•	 The Digital Markets, Competition and Consumers Act 2024 gives the 

Competition and Markets Authority new powers to tackle 
competition issues relating to the most powerful digital platforms.64

•	 The Data Protection Act 2018 and the Online Safety Act 2023 
safeguard data and online interactions respectively.

•	 The AI Opportunities Action Plan 2025 sets out how the UK will 
shape the application of AI within a modern social market economy.

https://www.ons.gov.uk/businessindustryandtrade/retailindustry/articles/howourspendinghaschangedsincetheendofcoronaviruscovid19restrictions/2022-07-11
https://www.ons.gov.uk/businessindustryandtrade/retailindustry/articles/howourspendinghaschangedsincetheendofcoronaviruscovid19restrictions/2022-07-11
https://www.childrenscommissioner.gov.uk/blog/children-without-internet-access-during-lockdown/
https://www.ons.gov.uk/businessindustryandtrade/itandinternetindustry/bulletins/internetusers/2020#:~:text=92%25%20of%20adults%20in%20the,up%20from%2091%25%20in%202019
https://www.ons.gov.uk/businessindustryandtrade/itandinternetindustry/bulletins/internetusers/2020#:~:text=92%25%20of%20adults%20in%20the,up%20from%2091%25%20in%202019
https://www.mcleanhospital.org/essential/it-or-not-social-medias-affecting-your-mental-health
https://eprints.whiterose.ac.uk/id/eprint/184618/1/PolicyLeeds-Brief9_UK-screen-use-in-2022.pdf
https://www.statista.com/topics/4136/ransomware/#topicOverview
https://www.statista.com/statistics/1426076/uk-internet-banking-fraud-incidents/
https://www.gov.uk/guidance/how-the-uks-digital-markets-competition-regime-works
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•	 Initiatives like the Digital Skills Partnership enhance digital literacy,65 
allowing more people to access digital services, while the recently 
published Digital Inclusion Action Plan66 sets out the first steps we 
are taking towards our ambition of ensuring everyone is digitally 
included across the UK, regardless of their circumstances.

Examples of additional benefits from 
taking action
•	 Agile regulation may facilitate innovation and allow digital platforms to 

stimulate economic activity by enabling e-commerce, generating 
tech-related employment and fostering innovation.

•	 Effectively addressing cyber attacks, identity theft, mis/
disinformation, and service disruptions could position the UK as a 
global leader, attracting more investment and growth to the UK 
technology sector.

65	 DSIT and DDCMS (2018) https://www.gov.uk/guidance/digital-skills-partnership
66	 https://www.gov.uk/government/publications/digital-inclusion-action-plan-first-steps/digital-inclusion-action-plan-first-steps
67	 Statista (2022) https://www.statista.com/statistics/379046/worldwide-retail-e-commerce-sales/
68	 Statista (2016) https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/
69	 POST (2022) https://post.parliament.uk/research-briefings/post-pn-0677/
70	 European Parliament (2022) https://www.europarl.europa.eu/RegData/etudes/STUD/2022/729530/EPRS_STU(2022)729530_EN.pdf

What the future might hold

Short-term trajectories:

•	 Technological advancements, changing consumer behaviours, and 
evolving regulations might enable the expansion of e-commerce and 
digital government initiatives.

•	 E-commerce is expected to grow significantly,67 aided by the internet 
of things,68 which may enhance connectivity and data 
analysis capabilities. 

•	 The expansion of digital services, including telemedicine, may 
continue, posing challenges in cyber security, energy use, and 
accessibility for those less equipped to use digital platforms.69

Longer-term uncertainties:

•	 The internet may fragment into ‘splinternets,70 where regional policies 
could isolate digital interactions and data access, creating ‘digital islands’.

•	 This policy fragmentation may reinforce the dominance of the technology 
giants, centralising risk and further side-lining smaller innovators.

•	 The rapid, unequal adoption of technology could deepen 
socio-economic divides and contribute to social challenges such as 
human isolation and reduced social cohesion.

https://www.gov.uk/guidance/digital-skills-partnership
https://www.gov.uk/government/publications/digital-inclusion-action-plan-first-steps/digital-inclusion-action-plan-first-steps
https://www.statista.com/statistics/379046/worldwide-retail-e-commerce-sales/
https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/
https://post.parliament.uk/research-briefings/post-pn-0677/
https://www.europarl.europa.eu/RegData/etudes/STUD/2022/729530/EPRS_STU(2022)729530_EN.pdf
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Example connections with other chronic and acute risks

If older adults are not online, 
the more they will be 
excluded as society digitises

Continued links between 
SOC groups and terrorist 
actors

Increased reliance  on digital 
platforms makes them a 
more attractive target for 
cyber security attacks 

An increased reliance on 
digital services expedite the 
collection of data to train AI 
models, and the use of AI 
within these services

Digital platforms can be 
exploited for cybercrime, 
scams, and other illicit 
activities

Increased reliance on digital 
platforms may give 
technology companies 
greater monopoly power

Dependence on digital 
platforms can amplify the 
spread of disinformation 
and misinformation

Financial systems are more 
vulnerable with digital 
platform dependence

Impact of demographic 
change

Changes in the nature 
of serious and 
organised crime

Impacts from 
increasing reliance 
on digital platforms

Changes in the 
nature of cyber 
security threats

Impacts from use and 
capability of artificial 
intelligence (AI)

Dominance of global 
technology companies 
and concentration of risk

Disinformation and 
misinformation

Technological failure at 
a UK critical financial 
market infrastructure

KEY: Chronic Risk Acute Risk
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Chronic Risk:

Dominance of global technology companies and 
concentration of risk

71	 GOV.UK (2025) Prime Delivery For Britain: PM Hails £40 Billion Amazon Investment Set To Create Thousands Of Jobs
72	 Dealroom (2025) UK Tech: A Forward Look to 2025
73	 DSIT (2024) https://publications.parliament.uk/pa/bills/cbill/58-03/0294/ImpactAssessmentAnnex1.pdf

Definition
The increasing size and influence of a few global technology 
companies complicates regulation, due to their expansion 
across multiple countries and into a wider range of economic 
and societal services. The growing dominance of a limited 
group of service providers is creating dependency risks, 
including operational, financial, and security vulnerabilities, 
while also restricting market innovation and customer choice.

Current evidence
Global technology firms that provide hardware, software, and digital 
services have become essential to a growing range of interconnected 
services, such as e-commerce platforms and payment systems. Whilst 
these firms are significant employers and investors in the UK’s £1 trillion 
tech ecosystem,71,72 there is a risk that powerful firms can dominate the 
markets in which they operate, leveraging economies of scale and 
significant market power. High entry barriers, including large 
investments and specialised expertise, further solidify their dominance. 
Furthermore, large major companies have developed integrated 
ecosystems of products and services, encouraging users to stay within 
their networks, making it less likely for them to switch to competitors.73 

70-90% of the UK cloud computing 
market is dominated by two major players

https://www.gov.uk/government/news/prime-delivery-for-britain-pm-hails-40-billion-amazon-investment-set-to-create-thousands-of-jobs
https://dealroom.co/reports/uk-innovation-forward-look-for-2025
https://publications.parliament.uk/pa/bills/cbill/58-03/0294/ImpactAssessmentAnnex1.pdf
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Over the last few decades, a small number of global technology 
companies have grown to have billions of users worldwide and a 
combined market value of almost seven trillion US dollars,74 dominating 
a range of industries including hardware, software, operating systems, 
and cloud computing. For example, two major companies dominate 
cloud computing, controlling 70-90% of the UK market in 2023.75 
This dominance reduces end user control over data and services, 
raising concerns over market competition. Customers may feel ‘locked 
in’ to specific providers, making it difficult to switch or use 
multiple services.76 

The expanding influence of large technology companies has major 
market implications. As their user bases grow, the value of their 
services increases,77 creating a cycle that limits competition. Smaller 
competitors find it difficult to keep up, while dominant firms can 
leverage their market power to potentially charge higher prices. 
Furthermore, these industry leaders collect vast amounts of personal 
data. This centralisation of data within individual organisations amplifies 
the risks associated with data breaches, reduces user control, and 
raises concerns around transparency and accountability 
in data handling.

74	 Statista (2024) https://www.statista.com/topics/4213/google-apple-facebook-amazon-and-microsoft-gafam/#topicOverview
75	 CMA (2025) Cloud services market investigation https://www.gov.uk/cma-cases/cloud-services-market-investigation
76	� Ofcom (2023) Cloud services market study https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-3-4-weeks/244808-cloud-services-

market-study/associated-documents/cloud-services-market-study-final-report.pdf?v=330228
77	 CMA (2025) Cloud services market investigation https://www.gov.uk/cma-cases/cloud-services-market-investigation
78	 Department for Science, Innovation and Technology (2023) Impact Assessment - A new pro-competition regime for digital markets
79	 Competition and Markets Authority (2025) Strategic market status investigation into Google’s general search services
80	 UN Environment Programme (2021) https://www.unep.org/news-and-stories/story/new-pact-tech-companies-take-climate-change
81	 Greenpeace (2023) https://www.greenpeace.org/static/planet4-eastasia-stateless/2022/10/89382b33-supplychange.pdf
82	� Science Direct (2014) https://www.sciencedirect.com/topics/earth-and-planetary-sciences/semiconductor-industry#:~:text=Currently%2C%20semiconductor%20

manufacturers%20use%20several,waste%20water%20generated%20is%20high

Example vulnerabilities 
•	 A small number of digital firms are very powerful in digital activities 

linked to the UK. This concentration can result in lower innovation, 
unfair treatment, and less choice and control for consumers in 
strategically important digital markets.78,79

•	 Dominance of a small number of technology companies across so 
many areas creates data collection, storage and privacy concerns 
and increases the risks associated with cyber attacks, potentially 
impacting consumers and critical national infrastructure.

•	 The global technology industry produced 2-3% of the world’s carbon 
emissions in 202180 and the companies that have pledged to reduce 
their emissions are not doing so fast enough to mitigate their impact 
on the climate.81 The semiconductor industry also produces 
significant amounts of toxic waste.82

https://www.statista.com/topics/4213/google-apple-facebook-amazon-and-microsoft-gafam/#topicOverview
https://www.gov.uk/cma-cases/cloud-services-market-investigation
https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-3-4-weeks/244808-cloud-services-market-study/associated-documents/cloud-services-market-study-final-report.pdf?v=330228
https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-3-4-weeks/244808-cloud-services-market-study/associated-documents/cloud-services-market-study-final-report.pdf?v=330228
https://www.gov.uk/cma-cases/cloud-services-market-investigation
https://assets.publishing.service.gov.uk/media/645e6ca82c06a3000cc05d02/digital-markets-reforms-impact-assessment-annex-1.pdf
https://assets.publishing.service.gov.uk/media/6859810eeaa6f6419fade671/Roadmap_.pdf
https://www.unep.org/news-and-stories/story/new-pact-tech-companies-take-climate-change
https://www.greenpeace.org/static/planet4-eastasia-stateless/2022/10/89382b33-supplychange.pdf
https://www.sciencedirect.com/topics/earth-and-planetary-sciences/semiconductor-industry#:~:text=Currently%2C%20semiconductor%20manufacturers%20use%20several,waste%20water%20generated%20is%20high
https://www.sciencedirect.com/topics/earth-and-planetary-sciences/semiconductor-industry#:~:text=Currently%2C%20semiconductor%20manufacturers%20use%20several,waste%20water%20generated%20is%20high
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Example mitigations
•	 The new Industrial Strategy and Digital & Technologies Sector Plan 

sets out government’s vision for the UK to have a globally leading 
and competitive technology sector. It includes an ambition to secure 
the UK’s first trillion-dollar technology business by 2035.83

•	 The Digital Markets, Competition and Consumers Act 2024 gives the 
Competition and Markets Authority new powers to promote 
competitive digital markets and ensure powerful digital firms treat 
consumers and businesses fairly.84

•	 The Competition and Markets Authority is investigating cloud 
services to assess market competition and improve outcomes for 
UK consumers and businesses.85

Examples of additional benefits from 
taking action
•	 Enhanced competition in digital markets can foster greater 

innovation and growth, providing more opportunities for smaller 
businesses to enter and thrive. 

•	 Stronger regulations can promote fairer corporate taxation, 
potentially boosting tax revenues from major technology companies 
whilst promoting healthy market competition.

83	 GOV.UK (2025) https://www.gov.uk/government/publications/digital-and-technologies-sector-plan
84	 CMA (2025) How the UK’s digital markets competition regime works
85	� Ofcom (2023) Cloud services market study https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-3-4-weeks/244808-cloud-services-

market-study/associated-documents/cloud-services-market-study-final-report.pdf?v=330228

What the future might hold

Short-term trajectory:

•	 While today’s global technology leaders may retain their 
technological edge, emerging companies in East Asia could 
challenge their dominance.

•	 Increasing protectionism and fractured technological ecosystems 
might limit interoperability, potentially hindering innovation and 
widening the global digital divide.

Longer-term uncertainties:

•	 A few dominant companies could flex their influence by threatening 
to relocate unless governments meet their demands for low taxes 
and less regulation, potentially weakening governmental control.

•	 Distrust of large technology companies may lead to stronger 
regulatory measures and increased consumer resistance, creating 
opportunities for ethical start-ups to emerge as alternatives, driven 
by the demand for transparent and responsible business practices.

https://www.gov.uk/government/publications/digital-and-technologies-sector-plan
https://www.gov.uk/guidance/how-the-uks-digital-markets-competition-regime-works
https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-3-4-weeks/244808-cloud-services-market-study/associated-documents/cloud-services-market-study-final-report.pdf?v=330228
https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-3-4-weeks/244808-cloud-services-market-study/associated-documents/cloud-services-market-study-final-report.pdf?v=330228
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Example connections with other chronic and acute risks

A few dominant global providers 
could create products with 
predetermined lifespans, 
increasing electronic waste

Weaker international 
institutions struggle to 
secure universal tech 
regulation agreements Tech companies 

driving collection of 
biological data 
through wearables

Tech companies may be slow 
to introduce mechanisms 
that prevent the spread of 
dis/mis informationGlobal tech dominance 

increases the finance available 
to them, to develop AI models. 
This concentrates AI risk

Tech concentration 
heightens digital 
infrastructure vulnerabilities 
and cyber attack risks

A limited number of 
companies owning and 
operating transatlantic 
cables concentrate 
damage risk, and limit 
service alternatives

Tech companies may 
influence governments, 
international institutions 
and regulations

Pollution and 
environmental 
degradation

Dominance of global 
technology companies 
and concentration of risk

Challenges to 
international 
institutions

Impacts from use and 
capability 
of artificial intelligence 

Cyber attack: UK retail 
bank

Total loss of
transatlantic 
telecommunications cables  Disinformation and 

misinformation

Increasing collection 
and use of human 
biological data

KEY: Chronic Risk Acute Risk
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Chronic Risk:

Impacts from use and capability of artificial 
intelligence (AI)

86	 HM Government (2025) National Security Strategy 2025: Security for the British People in a Dangerous World
87	 DSIT (2025) AI Opportunities Action Plan
88	 The Economist (2023) The race of the AI labs heats up

Definition
Artificial Intelligence (AI) refers to machines performing cognitive 
functions like learning, reasoning, decision-making, and 
problem-solving. While AI offers significant economic and 
societal benefits, rapid advancements pose enduring 
challenges, including outpacing safety measures, misuse, and 
potential disruptions to society and the economy. Balancing 
these risks and opportunities is crucial. The National Security 
Strategy86 and the AI Opportunities Plan87 highlight these huge 
opportunities as well as the serious and novel security risks 
that could emerge from AI. This assessment focuses on risks 
from cutting-edge frontier AI, highly capable models that can 
perform a wide range of tasks, although many of these risks 
also apply to a broader range of AI systems.

Current evidence
Al has rapidly evolved due to breakthroughs in machine learning, 
increased computing power (compute), and access to vast training 
datasets. In the 2010s, Al models began focusing on deep learning to 
identify patterns from large datasets to perform tasks without explicit 
programming. This advancement allowed a few large technology 
companies with significant data and computational resources to 
dominate the market, leading to a concentration of market power.88

The computational resources used to train 
AI models doubles every 3 – 4 months

https://www.gov.uk/government/publications/national-security-strategy-2025-security-for-the-british-people-in-a-dangerous-world/national-security-strategy-2025-security-for-the-british-people-in-a-dangerous-world-html
https://www.gov.uk/government/publications/ai-opportunities-action-plan/ai-opportunities-action-plan
https://www.economist.com/business/2023/01/30/the-race-of-the-ai-labs-heats-up
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The computational resources used to train Al models is currently 
doubling every 3-4 months.89 As compute resources have grown, so 
has the capability of AI systems.90 Al systems can perform complex 
tasks like content generation, exam passing, and creating images 
from text prompts.91 

Al’s impact is multifaceted, with both positive potential and significant 
risks. Al is likely to bring huge gains in productivity with transformative 
economic impacts, as highlighted in the UK’s AI Opportunities Action 
Plan.92 However, Al systems can produce biased or harmful outputs 
due to biases in training data, leading to unfair decisions and 
outcomes. This issue could be exacerbated, for example, by a lack of 
diversity in people working on Al development, which can embed 
unconscious biases in the systems. Additionally, Al is vulnerable to data 
poisoning, where malicious actors insert harmful data to skew outputs. 
Privacy and copyright concerns are also rising due to the use of 
personal data in Al training. Al misuse presents risks, such as the 
creation of convincing disinformation and potential exploitation by threat 
actors in cyber, as well as lowering the barrier of entry to new actors. 
Generative AI can also be used as an enabler for criminal activities 
including fraud93 and the production of child sexual abuse material 
(CSAM).94 Furthermore, frontier AI could lead to more augmentation 
through AI and human collaboration within businesses rather than full 

89	 DSIT (2023) https://www.gov.uk/government/publications/future-of-compute-review/the-future-of-compute-report-of-the-review-of-independent-panel-of-experts
90	 Kaplan, J. et al (2020) https://arxiv.org/abs/2001.08361
91	 Government Office for Science (2023) https://assets.publishing.service.gov.uk/media/653bc393d10f3500139a6ac5/future-risks-of-frontier-ai-annex-a.pdf
92	 DSIT (2025) https://www.gov.uk/government/publications/ai-opportunities-action-plan/ai-opportunities-action-plan
93	� Public Sector Fraud Authority (2024) https://www.gov.uk/government/publications/introduction-to-ai-with-a-focus-on-counter-fraud/introduction-to-ai-guide-with-a-

focus-on-counter-fraud-html
94	 Home Office (2025) https://www.gov.uk/government/news/britains-leading-the-way-protecting-children-from-online-predators
95	 O’Brien, N et al., (2023) https://spiral.imperial.ac.uk/entities/publication/f47c2600-c6ab-414e-9501-517243f03415
96	 GCHQ (2023) https://www.gchq.gov.uk/artificial-intelligence/index.html
97	 DfE (2023) https://www.gov.uk/government/publications/the-impact-of-ai-on-uk-jobs-and-training

automation. As businesses automate cognitive tasks, it could disrupt a 
range of industries and lower income tax yields as fewer people are in 
employment, affecting the tax base. Monitoring Al’s influence on 
employment trends is crucial to understanding and mitigating these 
impacts. Increased use of AI could also exacerbate global inequality 
due to unequal access and ownership of technology and drive 
increased energy consumption.

Example vulnerabilities 
•	 Biases in data availability/use around race, gender, ability and class 

might be perpetuated, meaning the impacts of AI could be 
particularly harmful for vulnerable groups.95,96

•	 Roles with repetitive tasks, such as in finance and insurance, are 
especially susceptible to automation from AI.97 

•	 Progress in AI may heighten cyber attack risks and lower the barrier 
of entry to new threat actors.

https://www.gov.uk/government/publications/future-of-compute-review/the-future-of-compute-report-of-the-review-of-independent-panel-of-experts
https://arxiv.org/abs/2001.08361
https://assets.publishing.service.gov.uk/media/653bc393d10f3500139a6ac5/future-risks-of-frontier-ai-annex-a.pdf
https://www.gov.uk/government/publications/ai-opportunities-action-plan/ai-opportunities-action-plan
https://www.gov.uk/government/publications/introduction-to-ai-with-a-focus-on-counter-fraud/introduction-to-ai-guide-with-a-focus-on-counter-fraud-html
https://www.gov.uk/government/publications/introduction-to-ai-with-a-focus-on-counter-fraud/introduction-to-ai-guide-with-a-focus-on-counter-fraud-html
https://www.gov.uk/government/news/britains-leading-the-way-protecting-children-from-online-predators
https://spiral.imperial.ac.uk/entities/publication/f47c2600-c6ab-414e-9501-517243f03415
https://www.gchq.gov.uk/artificial-intelligence/index.html
https://www.gov.uk/government/publications/the-impact-of-ai-on-uk-jobs-and-training
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Example mitigations
•	 The UK’s AI Security Institute (AISI) advises governments on the 

scientific risks from advanced AI. Key areas of focus are testing 
advanced AI systems to advise policy leads on risks, fostering global 
collaboration across sectors and strengthening policy globally.

•	 The NHS AI lab was created to address challenges by bringing 
together government, health and care providers, academics and 
technology companies.

•	 In 2024, the UK announced the new Laboratory for AI Security 
Research. By partnering with world-leading experts from UK 
universities, the intelligence agencies and industry, this programme 
aims to boost Britain’s cyber resilience and support growth.

Examples of additional benefits from 
taking action 
•	 Safe use of AI can enhance efficiency, drive economic growth, 

increase tax revenues, and potentially improve work-life balance 
across various work settings.98

•	 AI can safely analyse complex information for diagnostics and aid in 
discovering new drugs and treatments for all demographics.

•	 Measures to assure AI can enhance efforts to mitigate the effects of 
an ageing population, detect illicit online materials, strengthen 
national security, predict hazards, aid disaster recovery, and develop 
new green technologies.

98	 Brynjolfsson, E, Li, D & Raymond, L (2023) https://www.nber.org/papers/w31161
99	� CO, FCDO,, Stephen Doughty MP and The Rt Hon Pat McFadden MP (2024) https://www.gov.uk/government/news/uk-and-its-allies-must-stay-one-step-ahead-

in-new-ai-arms-race

What the future might hold 

Short-term trajectories:

•	 AI enabled disinformation could increase mistrust in government, 
media, and technology companies, especially among those 
affected by job losses. 

•	 Easier access to AI, particularly open-source models, could 
empower less sophisticated malicious actors, increasing 
security risks. 

Longer-term uncertainties:

•	 The degree of job displacement and the creation of new roles 
remains uncertain. AI could significantly disrupt certain sectors, 
potentially leading to unemployment and a lack of training 
opportunities, igniting public discussions about the future of work 
and education. However, some roles may become more accessible 
through deskilling of positions by AI.

•	 As countries pursue both economic and military advantages, an AI 
arms race may ensue, making it harder to reach global consensus 
on long term management on its misuse.99 

https://www.nber.org/papers/w31161
https://www.gov.uk/government/news/uk-and-its-allies-must-stay-one-step-ahead-in-new-ai-arms-race
https://www.gov.uk/government/news/uk-and-its-allies-must-stay-one-step-ahead-in-new-ai-arms-race
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Example connections with other chronic and acute risks

AI use by organised crime gangs 
could make them more effective, 
harder to detect and lower 
barriers to entry

Frontier AI may 
be used to 
design 
bioweapons AI could be used to generate more 

convincing fraudulent information 
or increase the scale of fraudulent 
activity through automation

Biases in AI data cause 
harm, and job displacement 
could increase inequality

Frontier AI tools tend to be 
owned by global tech companies, 
increasing their capability and 
further concentrating their power

There is misinformation 
about AI, and AI can be 
used to create increasingly 
convincing misinformation

AI could be used to 
orchestrate increasingly 
sophisticated cyber attacks

Changes in the 
nature of serious and 
organised crime

Impacts from use 
and capability of AI

Chemical, Biological, 
Radiological and
Nuclear (CBRN) attack

Dominance of global 
technology companies 
and concentration of risk

Disinformation and 
misinformation

Cyber attack

Disproportionate 
impacts on vulnerable 
persons

Fraud and illicit 
finance

KEY: Chronic Risk Acute Risk



Geopolitical The international system has changed. Autocratic 
states challenge existing structures and systems. 
Key players including the United States, China, the 
European Union and Russia are wielding 
significant influence on global dynamics, 
compelling other actors to make clearer choices 
and intensifying competition over global norms, 
rules, and institutions. Persistent state threats have 
and will continue to manifest in various forms, such 
as espionage, foreign interference in political 
systems, sabotage, disinformation, and cyber 
operations, posing a heightened and escalated 
threat to the United Kingdom from state actors.
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Chronic Risk:

Challenges to international institutions

100	UNRWA (2024) https://www.unrwa.org/newsroom/official-statements/unrwa%E2%80%99s-lifesaving-aid-may-end-due-funding-suspension
101	� Council on Foreign Relations (2024) https://www.cfr.org/article/funding-united-nations-what-impact-do-us-contributions-have-un-agencies-and-

programs#chapter-title-0-2
102	Sterio (2020) https://scholarlycommons.law.case.edu/cgi/viewcontent.cgi?article=2580&context=jil
103	Guilfoyle (2019) https://law.unimelb.edu.au/__data/assets/pdf_file/0003/3567441/Guilfoyle.pdf
104	House of Commons Library (2024) https://commonslibrary.parliament.uk/research-briefings/cbp-10091/

Definition
Major international institutions, including the United Nations 
(UN), North Atlantic Treaty Organisation (NATO), World Trade 
Organisation (WTO), World Bank, and International Criminal 
Court (ICC), face challenges limiting their ability to promote 
global peace, security, wellbeing, and international cooperation 
effectively. 

Current evidence
Many international institutions, such as key UN programmes, are 
hindered by funding shortages100 and supported entirely by voluntary 
(and therefore unpredictable) contributions.101 Internal bureaucracy can 
also paralyse international institutions, as is seen when International 
Criminal Court (ICC) judges fail to agree on the applications of new laws 
as they are all trained on their own national legislation.102,103 Geopolitical 
tensions can hinder states’ ability to reach agreement within 
international institutions, impeding their effectiveness. Tensions also 
arise due to disproportionate representation, with African nations in 
particular being underrepresented in international institutions.104 

Only 8 people convicted 
by ICC over 17 years

https://www.unrwa.org/newsroom/official-statements/unrwa%E2%80%99s-lifesaving-aid-may-end-due-funding-suspension
https://www.cfr.org/article/funding-united-nations-what-impact-do-us-contributions-have-un-agencies-and-programs#chapter-title-0-2
https://www.cfr.org/article/funding-united-nations-what-impact-do-us-contributions-have-un-agencies-and-programs#chapter-title-0-2
https://scholarlycommons.law.case.edu/cgi/viewcontent.cgi?article=2580&context=jil
https://law.unimelb.edu.au/__data/assets/pdf_file/0003/3567441/Guilfoyle.pdf
https://commonslibrary.parliament.uk/research-briefings/cbp-10091/
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Some funding shortages are persisting, with the UN reporting a 
shortfall of USD $46.4 billion to deliver the required amount of global 
humanitarian aid in 2024.105 However, the picture is mixed here. 
Heightening geopolitical tensions have motivated more states to meet 
NATO’s defence commitments, with 23 member states expected to 
invest 2% of their GDP to defence in 2024, up from just three states in 
2014.106 The UK is set to increase defence spending to 2.5% of GDP 
from April 2027.107

The influence of African states in international institutions is also rising 
as the African Union joined the G20 in 2024 and other institutions, such 
as the International Monetary Fund (IMF) and World Bank, have taken 
steps to address African underrepresentation.

Institutions continue to advance multilateral interests, as seen in the UN 
General Assembly’s 2024 vote in favour of global AI governance.108 
The WTO’s Enhanced Integrated Framework has helped the least 
developed countries reach key trading milestones,109 yet challenges to 
international institutions still impact their ability to deliver. For example, 
rollbacks of food aid in several crisis-affected countries are undermining 
UN Humanitarian Aid efforts. Similarly, the ICC has struggled with case 
outcomes, securing only eight convictions in 17 years, largely due to 
weak cases and resource limitations.110 

105	�UN Office for the Coordination of Humanitarian Affairs (2023) https://reliefweb.int/report/world/global-humanitarian-overview-2024-enarfres#:
106	NATO (2024) https://www.nato.int/cps/en/natohq/topics_49198.htm
107	� GOV.UK (2025) https://www.gov.uk/government/news/prime-minister-sets-out-biggest-sustained-increase-in-defence-spending-since-the-cold-war-protecting-

british-people-in-new-era-for-national-security#
108	�United States Mission to the United Nations (2024) https://usun.usmission.gov/remarks-by-ambassador-thomas-greenfield-at-the-un-security-council-stakeout-

following-the-adoption-of-a-unga-resolution-on-artificial-intelligence/
109	WTO (2024) https://enhancedif.org/system/files/uploads/EIF_Annual_Report_2023_E_Web_1.pdf
110	 Sterio (2020) https://scholarlycommons.law.case.edu/cgi/viewcontent.cgi?article=2580&context=jil
111	 UNEP (2024) https://www.unep.org/resources/emissions-gap-report-2024
112	 HM Government (2025) https://www.gov.uk/government/news/pm-meeting-with-secretary-general-of-nato-mark-rutte-27-march-2025

Example vulnerabilities 
•	 Vetoed UN Security Council resolutions often allow conflicts to 

persist, obstructing critical aid and food supplies to crisis regions 
and further jeopardising the lives of vulnerable 
populations in these areas.

•	 A 2024 UNEP report found that full implementation of Nationally 
Determined Contributions (NDCs) could limit peak warming to 
2.6-3.1°C, or 1.8-2.39°C in an optimistic scenario which combines 
NDCs with all the most stringent net-zero pledges countries have 
made. These are far above the 1.5°C limit that would avoid the worst 
impacts of climate change.111

Example mitigations
•	 In the 2023 Integrated Review Refresh, the UK committed to being a 

leading NATO contributor, developing its military according to NATO 
standards, and upholding its net-zero targets. The Prime Minister has 
stated his continued commitment to NATO as the cornerstone 
of UK security.112

https://reliefweb.int/report/world/global-humanitarian-overview-2024-enarfres#:~:text=In%202024%2C%20nearly%20300%20million,in%20%20Fast%20and%20%20Southern%20Africa.
https://www.nato.int/cps/en/natohq/topics_49198.htm
https://www.gov.uk/government/news/prime-minister-sets-out-biggest-sustained-increase-in-defence-spending-since-the-cold-war-protecting-british-people-in-new-era-for-national-security#:~:text=The%20Prime%20Minister%20has%20today,of%20GDP%20from%20April%20
https://www.gov.uk/government/news/prime-minister-sets-out-biggest-sustained-increase-in-defence-spending-since-the-cold-war-protecting-british-people-in-new-era-for-national-security#:~:text=The%20Prime%20Minister%20has%20today,of%20GDP%20from%20April%20
https://usun.usmission.gov/remarks-by-ambassador-thomas-greenfield-at-the-un-security-council-stakeout-following-the-adoption-of-a-unga-resolution-on-artificial-intelligence/
https://usun.usmission.gov/remarks-by-ambassador-thomas-greenfield-at-the-un-security-council-stakeout-following-the-adoption-of-a-unga-resolution-on-artificial-intelligence/
https://enhancedif.org/system/files/uploads/EIF_Annual_Report_2023_E_Web_1.pdf
https://scholarlycommons.law.case.edu/cgi/viewcontent.cgi?article=2580&context=jil
https://www.unep.org/resources/emissions-gap-report-2024
https://www.gov.uk/government/news/pm-meeting-with-secretary-general-of-nato-mark-rutte-27-march-2025
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•	 As a permanent member of the UN Security Council, the UK wields 
significant influence, advocating for permanent African representation 
and permanent seats for India, Germany, Japan, and Brazil.113 
Its active participation in the UN Security Council and General 
Assembly helps the UK maintain its influence in multilateralism.

•	 The UK contributes to multilateral institutions like the UN and World 
Bank, pledging over £200 million at COP 29 to halt and reverse 
deforestation in forest-rich nations, supporting global efforts to tackle 
climate change.114 The UK has also stepped up to provide additional 
shareholder support through a  £100 million hybrid capital 
contribution to the World Bank, while supporting measures to stretch 
the International Bank for Reconstruction and Development’s financial 
capacity by as much as USD $150 billion over 10 years.115

Examples of additional benefits from 
taking action  
•	 Through collaboration with allies and international institutions, the UK 

can more effectively address state threats, terrorism, 
and other crimes. 

•	 By supporting the work of organisations like the EU and UN, the UK 
can continue to contribute to the successful reduction of global 
greenhouse gas emissions. The plan to reset the UK’s relationship 
with the EU may also help to reduce barriers to trade and encourage 
closer cooperation in areas like security and law enforcement.116

113	� FCDO (2023) https://www.gov.uk/government/speeches/the-uk-calls-for-security-council-expansion-uk-statement-at-the-un-general-assembly#:~:text=The%20
United%20Kingdom%20continues%20to,%2C%20Germany%2C%20Japan%20and%20Brazil.

114	 DESNEZ (2023) https://www.gov.uk/government/news/uk-unveils-funding-boost-to-help-forest-nations-fight-climate-change
115	� HM Government (2024) https://www.gov.uk/government/publications/world-bank-110th-development-committee-meeting-2024-uk-governors-statement/

world-bank-110th-development-committee-meeting-2024-uk-governors-statement#:~:text=In%20parallel%2C%20we,over%2010%20years
116	 House of Commons Library (2025) https://commonslibrary.parliament.uk/research-briefings/cbp-10207/

What the future might hold

Short-term trajectories:

•	 Increasing geopolitical instability and rising tensions among major 
powers may destabilise regions reliant on humanitarian services and 
aid, making it harder to maintain diplomatic ties and potentially 
escalating hostilities and terrorism.

Long-term uncertainties:

•	 As funding priorities shift toward humanitarian crises in unstable 
regions, climate change mitigation may receive inadequate support, 
hindering international initiatives and exacerbating environmental and 
socio-economic challenges.

•	 A lack of support for global health organisations could elevate public 
health risks and undermine preparedness and response efforts, 
increasing the likelihood of widespread health crises.

https://www.gov.uk/government/speeches/the-uk-calls-for-security-council-expansion-uk-statement-at-the-un-general-assembly#:~:text=The%20United%20Kingdom%20continues%20to,%2C%20Germany%2C%20Japan%20and%20Brazil.
https://www.gov.uk/government/speeches/the-uk-calls-for-security-council-expansion-uk-statement-at-the-un-general-assembly#:~:text=The%20United%20Kingdom%20continues%20to,%2C%20Germany%2C%20Japan%20and%20Brazil.
https://www.gov.uk/government/news/uk-unveils-funding-boost-to-help-forest-nations-fight-climate-change
https://commonslibrary.parliament.uk/research-briefings/cbp-10207/
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Example connections with other chronic and acute risks

Disruptions in global supply chains can affect the 
ability of international institutions to execute key 
initiatives, while competition for scarce resources is 
an issue international institutions need to address

Serious and organised 
crime is a key issue that 
major international 
institutions need to address

States may attempt to use widely 
used applications as mechanisms 
through which to interfere with 
democratic processes 

State threats can present 
direct challenge to 
international institutions to 
further their own objectives

Encouraging concerted 
efforts to tackle climate 
change is a key challenge 
for international institutions

Sanctioned states 
may use novel 
financial 
technologies to 
circumvent 
traditional 
economic statecraft 
measures

Terrorism is a key 
issue that major 
international 
institutions need 
to address

Reliance on global 
supply chains

Changes in the nature of 
cyber security threats

Challenges to 
internation 
institutions

Impacts from increasing 
reliance on digital 
platforms

Changes in the nature 
of serious and 
organised crime

State threats Impacts from emerging 
financial systems
inance 

Climate change

Changes in the 
nature of terrorism

KEY: Chronic Risk Acute Risk
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Chronic Risk:

State threats

117	� HM Government (2021) https://www.gov.uk/government/publications/global-britain-in-a-competitive-age-the-integrated-review-of-security-defence-development-
and-foreign-policy

118	 HM Government (2023) https://www.gov.uk/government/publications/integrated-review-refresh-2023-responding-to-a-more-contested-and-volatile-world
119	 National Cyber Security Centre (2023) https://www.ncsc.gov.uk/collection/annual-review-2023/threats-risks

Definition
State threats are actions by foreign governments which fall 
short of direct armed conflict but go beyond peaceful 
diplomacy and expected statecraft to harm or threaten the 
safety or interests of the UK or our allies.

Current evidence
The UK has always been subject to state threats, however, rapid 
geopolitical change across the globe is resulting in an increasingly 
volatile and contested world.117,118 There is now also an increasing 
global cyber security threat landscape from the emergence of 
state-aligned actors.119 These changes mean the international security 
environment may deteriorate in the coming years, with state threats 
increasing and diversifying.

State threats present a real and evolving risk to the UK and our allies. 
They can manifest in a range of forms and include: information 
acquisition, physical threats to people, threats to assets and services, 
foreign interference, and activity that undermines international 
freedom and stability. 

States use espionage 
to gather intelligence

https://www.gov.uk/government/publications/global-britain-in-a-competitive-age-the-integrated-review-of-security-defence-development-and-foreign-policy
https://www.gov.uk/government/publications/global-britain-in-a-competitive-age-the-integrated-review-of-security-defence-development-and-foreign-policy
https://www.gov.uk/government/publications/integrated-review-refresh-2023-responding-to-a-more-contested-and-volatile-world
https://www.ncsc.gov.uk/collection/annual-review-2023/threats-risks
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States may seek protected data through both overt and covert means, 
undermining UK interests. States can also harm the UK using various 
methods including cyber attacks, physical actions, economic 
measures, and traditional espionage.

States may also seek to interfere with UK democracy and UK 
institutions in a manner which offers them strategic or competitive 
advantage. Furthermore, they may also seek to use various technical 
and non-technical methods to acquire our information for economic, 
competitive, or military advantage. These examples demonstrate the 
range of negative impacts foreign states can have on the UK short of 
direct armed conflict. Reacting to the changes in the nature and 
frequency of these threats is essential for national security.

Example vulnerabilities 
•	 The UK public may be a target for state-sponsored campaigns to 

spread disinformation, influence public opinion or 
cause public harm..

•	 Nation states sponsor cyber attacks on UK businesses and research 
institutions to generate revenue through ransomware or steal 
sensitive information like intellectual property.120

•	 Government and citizen data are attractive targets for espionage 
attempts with the intent to gather confidential or otherwise 
sensitive information.

120	NCSC (2022) https://www.ncsc.gov.uk/collection/annual-review-2022/threats-risks-and-vulnerabilities/state-threats

Example mitigations
•	 The National Security Act 2023 enables law enforcement and 

intelligence agencies to deter, detect, and disrupt the full range of 
modern-day threats alongside the use of specialist resources 
targeted towards countering sophisticated activity.

•	 The National Security and Investment Act 2021 upgraded the UK’s 
investment screening powers, allowing the Government to scrutinise 
and intervene in business transactions to protect national security.

•	 The National Protective Security Authority is the UK’s National 
Technical Authority for physical and personnel security responsible 
for maintaining expertise in counter-terrorism and state threats 
across government, police, industry and academia.

•	 Land, sea and air border controls protect the UK by making it 
difficult for foreign intelligence services to conduct operations 
in UK territory.

Examples of additional benefits from 
taking action 
•	 A reduced influence and impact of state threats improves the safety 

and security of UK digital and physical assets, creating a safer 
environment for UK nationals and UK-based individuals against the 
threats from criminal or terrorist activity.

•	 Mitigating cyber attacks, intellectual property theft, and espionage 
helps protect businesses, ensuring economic stability and 
safeguarding innovation, trade, and investments.

https://www.ncsc.gov.uk/collection/annual-review-2022/threats-risks-and-vulnerabilities/state-threats
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What the future might hold

Short-term trajectories:

•	 Increasing global tensions could trigger a rise in state activity. This 
could include growing adversary alliances, proxy use of criminal 
organisations, shifts in adversary intent calculations and lower 
barriers to entry through technological advancements, leading to a 
potentially wider pool of challenger actors.

•	 States could utilise artificial intelligence (AI) to conduct effective 
information operations seeking to undermine social cohesion. 

Longer-term uncertainties:

•	 Advances in AI could be used by state-linked threat actors to 
develop new surveillance technologies, and/or for creating 
disinformation campaigns.

•	 Increased competition for critical minerals could lead to heightened 
geopolitical tensions. 

•	 The risk of future conflict may increase the use of offensive cyber 
pre-positioning against sites of critical interest in the UK.
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Example connections with other chronic and acute risks

The intrinsic link between states 
and illicit finance operations will 
continue to grow

Continued links 
between states and 
terrorist organisations

Modern technology 
will be adopted and 
exploited by states

States will look to create or be 
early advocators of emerging 
financial systems to disrupt 
western financial systems

Some states will continue to 
attempt to erode international law to 
create a new global dynamic more 
favourable to their own objectives

States can turn a 
blind eye 
to/encouraging 
organised crime that 
benefits their agendas

States will 
continue to 
infiltrate, 
monopolise and 
control global 
supply chains, 
particularly those 
involving energy 
or critical minerals

Changes in the nature 
of cyber security 
threats

Fraud and illicit finance

State threats
Impacts from 
increasing reliance 
on digital platforms

Changes in the nature 
of terrorism

Impacts from 
emerging financial 
systems

Changes in the nature 
of serious and 
organised crime

Challenges to 
international 
institutions

Reliance on global 
supply chains

KEY: Chronic Risk Acute Risk



Environmental Accelerating climate change, biodiversity loss, and 
pollution will have cascading, compounding 
impacts, which will amplify threats to national and 
international security. Impacts, though unevenly 
distributed, are likely to increase resource 
competition (including over water, food, energy, 
land and critical minerals), intensifying conflict, 
political instability and displacement.
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Chronic Risk:

Climate change

121	 NASA (2023) https://climate.nasa.gov/vital-signs/carbon-dioxide/?intent=121
122	DESNZ (2023) https://www.gov.uk/guidance/climate-change-explained
123	Betts et al. (2023) https://www.nature.com/articles/d41586-023-03775-z 

Definition
Climate change refers to long-term shifts in temperatures and 
weather patterns. It is caused by increasing concentrations of 
greenhouse gases in the atmosphere caused by human 
activity. These gases stop heat from escaping into space, and 
act as a warming blanket around the Earth. Even if global net 
zero emissions are reached and global temperatures stabilise, 
further climate impacts like rising sea levels will continue.

Current evidence
Human activities, such as burning coal, oil, and gas, along with 
land-use changes, generate greenhouse gases (GHGs). These actions 
have dramatically increased atmospheric concentrations of carbon 
dioxide, methane, and other greenhouse gases, driving a rise in global 
temperatures. Since the early 20th century, carbon dioxide levels have 
surged by 40%,121 reaching levels not observed in at least 
2 million years.122

The global average surface temperature has increased by 
approximately 1.3°C since pre-industrial times123 and the past ten years 
(2015-2024) are the ten warmest years on record. Rising temperatures 
have led to more frequent and severe extreme weather events, 
including heavy rainfall and heatwaves. 

5.5 million homes and businesses 
are at risk of flooding in the UK

https://climate.nasa.gov/vital-signs/carbon-dioxide/?intent=121
https://www.gov.uk/guidance/climate-change-explained
https://www.nature.com/articles/d41586-023-03775-z 
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These changes have also contributed to a global sea-level rise of about 
21cm since 1900,124 caused by melting polar ice and thermal 
expansion. Unless we rapidly reduce emissions, global warming of 
1.5°C (calculated as the average temperature over decades) is likely to 
be reached in the early 2030s.125 The Climate Change Committee126 
and House of Lords127 have highlighted that inadequate planning and 
maladaptation to climate change in the UK could worsen 
these outcomes. 

Every increment of warming brings more frequent hazards, such as 
flooding, heatwaves, and droughts. These impact public health and 
threaten lives, infrastructure, and ecosystems. In the UK, 5.5 million 
homes and businesses face flooding risks, for example, Storm Babet 
(October 2023) affected 2,100 properties.128 Additionally, unplanned 
recovery and repair costs are higher than from planned adaptation.129 
Agriculture and fisheries also face challenges, such as increased soil 
erosion which is reducing crop yields and algal blooms, costing 
fisheries £224 million annually.130 Coastal erosion and increased 
flooding make it harder to insure properties, leaving many vulnerable. 
Adaptation in the built and natural environments is needed to address 
these challenges. 

124	 European Environment Agency (2022). https://www.eea.europa.eu/en/analysis/indicators/global-and-european-sea-level-rise 
125	 IPCC (2023) https://www.ipcc.ch/report/ar6/syr/downloads/report/IPCC_AR6_SYR_LongerReport.pdf
126	� Climate Change Committee (2023) https://www.theccc.org.uk/wp-content/uploads/2023/03/WEB-Progress-in-adapting-to-climate-change-2023-Report-

to-Parliament.pdf
127	 House of Lords Library (2023) https://lordslibrary.parliament.uk/preparing-for-climate-change/
128	� Environment Agency (2023) https://www.gov.uk/government/news/flood-action-week-households-need-to-know-their-flood-risk-after-2023s-

record-breaking-weather
129	UN (2019) https://press.un.org/en/2019/sgsm19807.doc.htm
130	LSE (2022) https://www.lse.ac.uk/granthaminstitute/wp-content/uploads/2022/05/Climate-costs-UK-policy-brief.pdf

Example vulnerabilities 
•	 Vulnerable groups, including older adults, children, low-income 

individuals and those in poor health, face disproportionate impacts 
from temperature changes and climate-related diseases.

•	 Rural and coastal areas are disproportionately affected by climate 
change as farms and fisheries become less viable. Urban areas with 
limited green spaces also face increased risks related to heat and 
flooding due to poor rainwater absorption, overwhelming 
drainage systems.

•	 Businesses are vulnerable to climate-related supply chain disruption, 
damage to buildings, and absences from work due to transport 
disruption or climate-related illness.

https://www.eea.europa.eu/en/analysis/indicators/global-and-european-sea-level-rise
https://www.ipcc.ch/report/ar6/syr/downloads/report/IPCC_AR6_SYR_LongerReport.pdf
https://www.theccc.org.uk/wp-content/uploads/2023/03/WEB-Progress-in-adapting-to-climate-change-2023-Report-to-Parliament.pdf
https://www.theccc.org.uk/wp-content/uploads/2023/03/WEB-Progress-in-adapting-to-climate-change-2023-Report-to-Parliament.pdf
https://lordslibrary.parliament.uk/preparing-for-climate-change/
https://www.gov.uk/government/news/flood-action-week-households-need-to-know-their-flood-risk-after-2023s-record-breaking-weather
https://www.gov.uk/government/news/flood-action-week-households-need-to-know-their-flood-risk-after-2023s-record-breaking-weather
https://press.un.org/en/2019/sgsm19807.doc.htm
https://www.lse.ac.uk/granthaminstitute/wp-content/uploads/2022/05/Climate-costs-UK-policy-brief.pdf
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Example mitigations
•	 Building on the Climate Change Act 2008,131 the UK aims to achieve 

net zero emissions by 2050, with the Government’s mission to 
transform Britain into a Clean Energy Superpower as central to 
this commitment.

•	 The Third National Adaptation programme (2023-2028) includes a 
£15 million research fund and a Local Authority 
Climate Service pilot.132

•	 The UK has invested £5.2 billion in flood defences133 and contributes 
up to £60 million internationally for climate related loss and damage.134 

Examples of additional benefits from 
taking action
•	 Mitigating climate change and implementing adaptation measures 

enhances economic resilience by reducing vulnerability to extreme 
weather and enabling faster disaster recovery. 

•	 Climate adaptation actions can support vulnerable communities, 
promote social equity, reduce poverty, and improve wellbeing by 
building resilience to climate impacts. 

•	 Climate action can also improve public health, reduce NHS costs, 
enhance energy security, and help to preserve and 
promote biodiversity.

131	 HM Government (2024) https://www.legislation.gov.uk/ukpga/2008/27/contents
132	� DEFRA (2023) https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1172931/The_Third_National_

Adaptation_Programme.pdf
133	Defra and National Audit Office (2023) https://www.nao.org.uk/wp-content/uploads/2023/11/Resilience-to-flooding-Summary.pdf
134	� PM Office (2023) https://www.gov.uk/government/news/pm-to-call-for-era-of-action-at-cop28-climate-summit#:~:text=The%20UK%20will%20also%20

contribute,systems%20and%20disaster%20risk%20finance.

What the future might hold 

Short-term trajectories:

•	 People may increasingly need to remain at home to stay safe from 
extreme weather, which could have wider implications 
for the economy.

•	 Hotter, drier summers might lead to more heat-related morbidity and 
mortality, transport disruptions, droughts, water shortages and 
increased wildfire incidents.

•	 Animal welfare issues may emerge as livestock perish in heatwaves, 
affecting farming livelihoods. Failures in the global agriculture supply 
chain could lead to food shortages, which would impact health, 
inflation, social cohesion, and farmers’ incomes.

Longer-term uncertainties:

•	 Rising sea levels could disrupt UK sea ports and impact food 
imports, while overheating data centres caused by hotter climates 
may disrupt public and emergency services.

•	 Urban planning could prioritise green spaces and farmers may 
choose to diversify crops, making livelihoods more resilient to 
climate change. 

https://www.legislation.gov.uk/ukpga/2008/27/contents
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1172931/The_Third_National_Adaptation_Programme.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1172931/The_Third_National_Adaptation_Programme.pdf
https://www.nao.org.uk/wp-content/uploads/2023/11/Resilience-to-flooding-Summary.pdf
https://www.gov.uk/government/news/pm-to-call-for-era-of-action-at-cop28-climate-summit#:~:text=The%20UK%20will%20also%20contribute,systems%20and%20disaster%20risk%20finance.
https://www.gov.uk/government/news/pm-to-call-for-era-of-action-at-cop28-climate-summit#:~:text=The%20UK%20will%20also%20contribute,systems%20and%20disaster%20risk%20finance.
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Example connections with other chronic and acute risks

Climate-driven disasters result 
in severe humanitarian need

Climate driven hazards 
result in disasters 

Climate change 
drives emergence 
of new pathogens

Climate change 
is a focus for 
disinformation 
campaigns

Climate change leads to 
biodiversity loss which  leads to 
habitat change with knock on 
effects for climate change

Climate justice 
movements could 
reconfigure 
international order

Climate change 
exacerbates existing 
inequalities 

Climate change 
increases frequency 
and magnitude of 
natural hazards

Humanitarian crisis 
overseas - natural 
hazard event

Challenges to 
international Institutions

Climate change
Antimicrobial resistance

High temperatures 
and heatwaves

Disinformation and 
misinformation

Disproportionate 
impacts on vulnerable 
persons

Biodiversity loss

Flooding - coastal, 
fluvial and surface 
water 

KEY: Chronic Risk Acute Risk
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Chronic Risk:

Biodiversity loss

135	UNEP (2023) https://www.unep.org/news-and-stories/story/five-drivers-nature-crisis
136	 Ibid
137	 IPBES (2019) https://files.ipbes.net/ipbes-web-prod-public-files/inline/files/ipbes_global_assessment_report_summary_for_policymakers.pdf
138	FOA and UNEP (2020) https://openknowledge.fao.org/server/api/core/bitstreams/8f8f2820-6df4-4746-9295-e9356148f8a2/content/CA8642EN.html

Definition
Biodiversity is the variety of all life on Earth. It includes all 
species of flora, fauna and fungi. Biodiversity loss describes 
the decline in the number, genetic variability, and variety of 
species. It undermines ecosystems’ ability to function 
effectively and efficiently, which directly impacts the economy 
and human wellbeing.

Current evidence
Researchers have identified five important drivers of biodiversity loss at 
both global and local levels: climate change, habitat loss and 
degradation, pollution, invasive species, and overexploitation—including 
the illegal wildlife trade.135 For example, the ongoing use of 
non-selective herbicides and pesticides is resulting in declining plant 
and invertebrate populations.136 Invasive Non-Native Species (INNS) can 
exacerbate biodiversity loss by outcompeting native species and 
spreading diseases to new areas. 

Since 1970 at least 75% of the world’s land surface and 66% of the 
ocean have been significantly altered and degraded by human 
activity.137 Globally, 420 million hectares of forest—an area larger than 
India—have been lost to land conversion since 1990.138 

42,100 species  
face extinction

https://www.unep.org/news-and-stories/story/five-drivers-nature-crisis
https://files.ipbes.net/ipbes-web-prod-public-files/inline/files/ipbes_global_assessment_report_summary_for_policymakers.pdf
https://openknowledge.fao.org/server/api/core/bitstreams/8f8f2820-6df4-4746-9295-e9356148f8a2/content/CA8642EN.html
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The UK has a direct and indirect role in this land use change; in 2021 
the UK was responsible for an estimated 30,656 hectares of tropical 
deforestation globally, through the consumption of crop, cattle and 
timber commodities.139 In 2023, an estimated 42,100 species were at 
risk of extinction worldwide,140 with monitored populations of mammals, 
fish, birds, reptiles, and amphibians having decreased by over 69% 
between 1970 and 2018.141 Of the 10,008 British species assessed in 
the 2023 State of Nature report, nearly one in six species are 
threatened with extinction from Great Britain.142

The World Economic Forum estimates that USD $44 trillion in 
economic value—over half of the world’s total GDP—relies moderately 
or heavily on nature and its services, making it vulnerable to the 
impacts of biodiversity loss.143 This loss affects the availability of raw 
materials (such as food, timber, cotton, and plant-based pharmaceutical 
compounds) as well as essential ecosystem functions like water and air 
purification, pollination, nutrient cycling and homeostasis. In the UK, 
biodiversity loss can have a significant impact on the economy, 
environment, and culture by disrupting global supply chains and 
causing direct domestic effects. 

139	DEFRA (2023) https://oifdata.defra.gov.uk/themes/international/K1/
140	 IUCN (2023) https://iucn.org/news/202303/iucn-ssc-statement-world-wildlife-day 
141	 WWF (2022) https://www.wwf.org.uk/our-reports/living-planet-report-2022
142	 State of Nature (2023) https://stateofnature.org.uk/
143	WEF (2020) https://www.weforum.org/publications/nature-risk-rising-why-the-crisis-engulfing-nature-matters-for-business-and-the-economy/
144	DEFRA (2022) https://www.gov.uk/government/statistics/agricultural-land-use-in-the-united-kingdom#
145	The Lancet Planetary Health (2022) https://www.thelancet.com/journals/lanplh/article/PIIS2542-5196(22)00265-0/fulltext
146	WEF (2020) https://www3.weforum.org/docs/WEF_New_Nature_Economy_Report_2020.pdf
147	 FAO (2010) https://www.fao.org/newsroom/detail/Crop-biodiversity-use-it-or-lose-it/

With approximately 69% of the UK’s land area dedicated to 
agriculture,144 the decline in pollinators and other beneficial invertebrates 
that control crop pests (such as beetles, wasps, and spiders) can 
reduce crop yields. This is especially concerning for nutrient-rich fruits 
and vegetables, which are vital for preventing non-
communicable diseases.145

Example vulnerabilities 
•	 Biodiversity decline increases the risk of disease and may limit 

potential medical discoveries, with around 70% of cancer drugs 
being found in nature or being nature-inspired.146 

•	 Overfishing is negatively impacting food supplies and livelihoods in 
coastal communities in the UK and beyond.

•	 Food security is at risk from declining pollinators, pest-controlling 
species, and reduced agrobiodiversity, with crop diversity shrinking 
by 75% in the 20th century.147

https://oifdata.defra.gov.uk/themes/international/K1/
https://iucn.org/news/202303/iucn-ssc-statement-world-wildlife-day
https://www.wwf.org.uk/our-reports/living-planet-report-2022
https://stateofnature.org.uk/
https://www.weforum.org/publications/nature-risk-rising-why-the-crisis-engulfing-nature-matters-for-business-and-the-economy/
https://www.gov.uk/government/statistics/agricultural-land-use-in-the-united-kingdom#
https://www.thelancet.com/journals/lanplh/article/PIIS2542-5196(22)00265-0/fulltext
https://www3.weforum.org/docs/WEF_New_Nature_Economy_Report_2020.pdf
https://www.fao.org/newsroom/detail/Crop-biodiversity-use-it-or-lose-it/
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Examples of additional benefits from 
taking action
•	 Access to green and blue spaces enhances physical and mental 

health, potentially saving the NHS £2.1 billion annually.148

•	 Protecting and improving nature can boost the economy through job 
creation, tourism, and local community investment.

•	 Harnessing natural processes and rehabilitating ecosystems, such 
as restoring mangroves, can tackle environmental challenges and 
help avoid significant damage costs. For example, nature based 
solutions are estimated to save USD $57 billion in flooding damages 
in China, India, Mexico, Vietnam and the US each year.149

Example mitigations
•	 The Global Biodiversity Framework (Kunming-Montreal) aims to 

restore 30% of degraded land and ocean by 2030,150 with the UK’s 
£100 million Biodiverse Landscapes and Blue Planet funds 
supporting this target.151

148	� PHE (2020) https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/904439/Improving_access_to_
greenspace_2020_review.pdf

149	 ICUN https://iucn.org/our-work/nature-based-solutions
150	CBD (2022) https://www.cbd.int/article/cop15-final-text-kunming-montreal-gbf-221222
151	 DESNZ, DEFRA and FCDO (2023) https://www.gov.uk/government/publications/2030-strategic-framework-for-international-climate-and-nature-action
152	DEFRA (2023) https://www.gov.uk/government/publications/environmental-improvement-plan
153	CO (2023) https://www.gov.uk/government/publications/integrated-review-refresh-2023-responding-to-a-more-contested-and-volatile-world
154	 IPBES (2019) https://files.ipbes.net/ipbes-web-prod-public-files/inline/files/ipbes_global_assessment_report_summary_for_policymakers.pdf

•	 The Environment Act (2021) and the 2023 Environmental 
Improvement Plan (EIP) set legal and actionable targets to halt nature 
and biodiversity decline, including significant investments in habitat 
restoration and marine protection.152 A revised EIP is due to be 
published in 2025.

•	 The 3rd National Adaptation Programme sets out the actions that 
the UK government and others will take for reducing biodiversity loss 
under a changing climate.

What the future might hold

Short-term trajectories:

•	 Climate change, population growth, and natural resource 
overconsumption, including land use change, may accelerate 
biodiversity loss and may increase other risks including threats to 
human and animal health.153

•	 Pollution from industrial waste and fertilizers could become a major 
driver of biodiversity loss, creating ‘dead zones’ in 
coastal ecosystems.154

•	 The undervaluation of nature in markets and the collapse of sensitive 
ecosystems could be very costly to the global economy.

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/904439/Improving_access_to_greenspace_2020_review.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/904439/Improving_access_to_greenspace_2020_review.pdf
https://iucn.org/our-work/nature-based-solutions
https://www.cbd.int/article/cop15-final-text-kunming-montreal-gbf-221222
https://www.gov.uk/government/publications/2030-strategic-framework-for-international-climate-and-nature-action
https://www.gov.uk/government/publications/environmental-improvement-plan
https://www.gov.uk/government/publications/integrated-review-refresh-2023-responding-to-a-more-contested-and-volatile-world
https://files.ipbes.net/ipbes-web-prod-public-files/inline/files/ipbes_global_assessment_report_summary_for_policymakers.pdf


Chronic Risks Analysis 61

 Environmental: Biodiversity loss

Longer-term uncertainties:

•	 Worsening climate change could lead to species extinction, 
ecosystem degradation, and reduced ability of nature to buffer 
climate effects,155 increasing habitat destruction and 
endangering human lives.

•	 Rising temperatures may push species out of their natural habitats, 
allowing invasive non-native species to outcompete native wildlife. In 
parallel, ocean acidification and algal blooms may disrupt marine 
food chains, resulting in food and livelihood losses, increased 
migration, and heightened poverty.

•	 The economic and health consequences of biodiversity loss could 
lead to legal actions against corporations and governments that fail 
to address the issue, resulting in costly compensations and 
prompting swift reforms to prevent further litigation.

155	DESNZ, DEFRA and FCDO (2023) https://www.gov.uk/government/publications/2030-strategic-framework-for-international-climate-and-nature-action

https://www.gov.uk/government/publications/2030-strategic-framework-for-international-climate-and-nature-action
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Example connections with other chronic and acute risks

Increases vulnerability of 
food security to disease and 
climate change. Agricultural 
expansion drives habitat loss

Biodiversity loss increases 
risk of human exposure to 
both new and established 
zoonotic pathogens

Mineral extraction 
generates emissions 
and pollution, placing 
strain on ecosystems

Rising temperatures and 
subsequent alteration 
to ecosystems reduces 
biodiversity

Natural carbon regulation 
and sequestration is 
reduced, increasing 
climate change

Invasive species threaten 
biodiversity 

Reduced access to 
ecosystem services 
deepens inequality

Natural defences degraded 
through biodiversity loss

Biodiversity lost by natural 
hazards, in turn increasing 
frequency and severity of 
hazards

Food supply 
contamination

Animal diseases

Biodiversity loss
Disproportionate 
impacts on vulnerable 
persons

Increasing competition 
for critical minerals

Climate change

Humanitarian crisis 
overseas – natural 
hazard event

High temperatures and 
heatwaves

KEY: Chronic Risk Acute Risk
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Chronic Risk:

Increasing competition for critical minerals

156	UNEP (2024) https://www.unep.org/resources/Global-Resource-Outlook-2024
157	 IEA (2023) https://www.iea.org/news/critical-minerals-market-sees-unprecedented-growth-as-clean-energy-demand-drives-strong-increase-in-investment
158	DBT & BEIS (2023) https://www.gov.uk/government/publications/uk-critical-mineral-strategy/resilience-for-the-future-the-uks-critical-minerals-strategy
159	 IEA (2024) https://iea.blob.core.windows.net/assets/ee01701d-1d5c-4ba8-9df6-abeeac9de99a/GlobalCriticalMineralsOutlook2024.pdf

Definition
Minerals are considered critical if they are vitally important to 
the economy and are also experiencing major risks to their 
security of supply. These risks can be caused by combinations 
of factors including, but not limited to, rapid demand growth, 
high concentration of supply chains in particular countries, or 
elevated levels of price volatility. Many of these critical minerals 
are produced in comparatively small volumes or as companion 
metals (i.e., produced as by-products financially dependent on 
other mining activities), are non-substitutable in their 
applications, and have low recycling rates.

Current evidence
Global consumption of raw materials is rising due to growing living 
standards156 and a shift to clean energy technologies.157 Furthermore, 
critical minerals are often by-products or co-products of mining for 
other commodities. This can lead to challenges in ensuring sufficient 
resources as supply and demand are disconnected.158 

To reach global climate targets, the International Energy Agency (IEA) 
assessments show the world’s total mineral demand for clean energy 
technologies will double between 2023 and 2030 in a scenario that 
reflects the 2023 policy settings, almost triple by 2030 under an 
Announced Pledges Scenario, and quadruple by 2040 in the Net Zero 
Emissions by 2050 Scenario.159 

The world’s total mineral demand will 
triple by 2030 if 2023 clean energy 
pledges are to be kept per annum

https://www.unep.org/resources/Global-Resource-Outlook-2024
https://www.iea.org/news/critical-minerals-market-sees-unprecedented-growth-as-clean-energy-demand-drives-strong-increase-in-investment
https://www.gov.uk/government/publications/uk-critical-mineral-strategy/resilience-for-the-future-the-uks-critical-minerals-strategy
https://iea.blob.core.windows.net/assets/ee01701d-1d5c-4ba8-9df6-abeeac9de99a/GlobalCriticalMineralsOutlook2024.pdf
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This introduces a potential vulnerability in our energy systems as we 
shift from fuel-intensive to material-intensive technologies,160 since the 
production and processing of many critical minerals are more 
geographically concentrated than oil or natural gas and, as a result of 
by-product status and long lead-times for new production, have lower 
supply elasticity in response to demand shocks. This leads to an 
overdependence on certain countries, further destabilising already 
volatile supply chains.

Increased demand for critical minerals, aligned to supply chain 
disruptions and rising mineral prices, threaten to increase the cost of 
clean energy technologies161 and slow their deployment. For example, 
lithium supply is estimated to fulfil only half of projected requirements to 
meet 2035 Announced Pledges Scenario goals.162 Industries heavily 
dependent on critical minerals, such as the next generation telecoms 
sector, could suffer during shortages leading to reduced economic 
growth and potential job losses. 

160	 IEA (2021) https://www.iea.org/reports/the-role-of-critical-minerals-in-clean-energy-transitions
161	 IEA (2022) https://www.iea.org/reports/world-energy-outlook-2022
162	 IEA (2024) https://iea.blob.core.windows.net/assets/ee01701d-1d5c-4ba8-9df6-abeeac9de99a/GlobalCriticalMineralsOutlook2024.pdf
163	DBT & BEIS (2023) https://www.gov.uk/government/publications/uk-critical-mineral-strategy/resilience-for-the-future-the-uks-critical-minerals-strategy
164	UK Parliament (2019) https://post.parliament.uk/research-briefings/post-pn-0609/
165	SMIC https://ukcmic.org/index.html#interactive-map

Example vulnerabilities 
•	 Net Zero businesses could struggle to develop and scale-up clean 

energy technologies due to supply chain disruption and 
associated price shocks.

•	 The UK defence sector’s ability to deploy cutting-edge military 
capability is dependent on critical minerals. Sustained supply chain 
disruption could reduce the UK’s freedom of action.163

•	 Without strong regulation, mining and downstream processing can 
also lead to localised environmental and humanitarian concerns 
such as increased emissions, water stress, biodiversity loss, human 
rights violations and corruption.164

Example mitigations
•	 The UK Critical Minerals Intelligence Centre (CMIC) has been 

established to deliver up-to-date data and analysis to define an 
evolving list of critical minerals that are essential to 
the UK economy.165 

•	 Building on the UK Critical Minerals Intelligence Centre’s updated 
criticality assessment, government will work with industry to publish 
a new Critical Minerals Strategy in 2025 to help secure supply chains 
in the long term and drive forward green industries. 

https://www.iea.org/reports/the-role-of-critical-minerals-in-clean-energy-transitions
https://www.iea.org/reports/world-energy-outlook-2022
https://iea.blob.core.windows.net/assets/ee01701d-1d5c-4ba8-9df6-abeeac9de99a/GlobalCriticalMineralsOutlook2024.pdf
https://www.gov.uk/government/publications/uk-critical-mineral-strategy/resilience-for-the-future-the-uks-critical-minerals-strategy
https://post.parliament.uk/research-briefings/post-pn-0609/
https://ukcmic.org/index.html#interactive-map
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•	 Funding has been deployed to develop and strengthen domestic 
critical mineral supply chains by boosting the circular economy,166 
and Defra is preparing a Circular Economy Strategy.

•	 The International Organisation for Standardisation (ISO) has enabled 
collaboration between UK experts and the British Standards 
institution to develop global technical and sustainable supply 
chain standards.

Examples of additional benefits from 
taking action 
•	 More reliable supply chains will reduce costs and delays, helping to 

accelerate projects supporting the transition to net zero.

•	 By supporting a transition to a circular economy, including through 
advanced R&D to alleviate pressure on primary mineral supply, it will 
also reduce waste and energy use.

•	 Reduced standards-related friction in international critical minerals 
trade worldwide. 

166	DBT, Innovate UK, Nusrat Ghani (2023) https://www.gov.uk/government/news/15-million-funding-boost-to-strengthen-supply-of-critical-minerals
167	 IEA (2022) https://www.iea.org/reports/africa-energy-outlook-2022
168	 IEA (2023) https://www.iea.org/commentaries/latin-america-s-opportunity-in-critical-minerals-for-the-clean-energy-transition

What the future might hold

Short-term trajectories:

•	 High-risk minerals, such as tellurium and rare earth elements, 
needed for solar power and offshore wind turbines, may become 
harder to source, increasing already high rates of price volatility 
which has knock-on effects for both investors and  consumers. 

•	 Countries with large reserves as well as processing and refining 
capabilities of critical minerals could gain further geopolitical 
influence by controlling their supply.

•	 Emerging economic powers may form additional new trade 
agreements with current UK trade partners, undercutting UK 
partnerships and disrupting supply chains.167,168

Longer-term uncertainties:

•	 Disrupted supply chains could create shortages of essential minerals 
needed for the transition to net zero, escalating geopolitical tensions.

•	 The pressure on primary supply could be alleviated if the UK 
transitioned to a circular economy, for example, by increasing 
material re-use and end-of-life recycling rates.

https://www.gov.uk/government/news/15-million-funding-boost-to-strengthen-supply-of-critical-minerals
https://www.iea.org/reports/africa-energy-outlook-2022
https://www.iea.org/commentaries/latin-america-s-opportunity-in-critical-minerals-for-the-clean-energy-transition
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Example connections with other chronic and acute risks

Growth in illegal activities 
linked to trade in these 
commodities

Rising prices, geographical 
accessibility and concentration of 
supply chains deepens inequality

Mineral extraction 
generates emissions 
and pollution, placing 
strain on ecosystems

Supply chains 
disrupted by 
impact of 
climate change

Critical minerals are 
needed for clean 
energy technologies

Global supply chain 
fragility amplifies mineral 
acquisition competition

Competition for resources 
leads to conflict at regional 
and international level & 
conflict disrupts supplies

Without responsible 
sourcing corruption, 
bribery and human 
rights violations occur

Changes in the nature 
of serious and 
organised crime

Disproportionate 
impacts on vulnerable 
persons

Increasing 
competition for 
critical minerals

Reliance on global 
supply chains

Biodiversity loss Climate change

Attack on a UK ally or partner 
outside NATO or a mutual 
security agreement requiring 
international assistance

Challenges to 
international institutions

KEY: Chronic Risk Acute Risk
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Chronic Risk:

Pollution and environmental degradation

169	� Defra (2019) https://www.gov.uk/government/publications/air-quality-explaining-air-pollution/air-quality-explaining-air-pollution-at-a-glance#:~:text=Particulate%20
emissions%20in%20the%20UK,solvent%20use%20and%20industrial%20processes

170	 Clark, C. et al. (2020) https://www.mdpi.com/1660-4601/17/2/393
171	 Azman, M. I. (2018) https://iopscience.iop.org/article/10.1088/1755-1315/269/1/012014/meta
172	 Wilkinson, J. et al. (2021) https://www.pnas.org/doi/full/10.1073/pnas.2113947119

Definition
Pollution refers to contaminants that are offensive or negatively 
impact human, animal, plant and environmental health. It can 
come in various forms, such as physical (including light, heat, 
and noise), biological, chemical, and emerging contaminants 
(for example, pharmaceuticals, industrial pollutants, 
nanomaterials, and per- and polyfluoroalkyl substances (PFAS), 
each with distinct sources, impacts on biological systems, and 
characteristics.

Current evidence
Industrialisation, urbanisation and agricultural development have 
harmed the environment with successive waves of pollutants. In 
parallel, population growth, rising incomes and changing consumption 
patterns have led to an increased demand for resources, energy, and 
transportation, which creates pollutants like nitrogen oxides (NOx) and 
particulate matter (PM).169 More recently, thermal, noise, light and 
pharmaceutical pollution have been recognised as an increasing 
concern.170,171,172 Wider environments like space are also at risk of 
pollution and degradation, with 3,000 decommissioned satellites 
already littering space, putting live satellites at risk. 

Soil Pollution costs the UK 
£1.2 billion per annum

https://www.gov.uk/government/publications/air-quality-explaining-air-pollution/air-quality-explaining-air-pollution-at-a-glance#:~:text=Particulate%20emissions%20in%20the%20UK,solvent%20use%20and%20industrial%20processes
https://www.gov.uk/government/publications/air-quality-explaining-air-pollution/air-quality-explaining-air-pollution-at-a-glance#:~:text=Particulate%20emissions%20in%20the%20UK,solvent%20use%20and%20industrial%20processes
https://www.mdpi.com/1660-4601/17/2/393
https://iopscience.iop.org/article/10.1088/1755-1315/269/1/012014/meta
https://www.pnas.org/doi/full/10.1073/pnas.2113947119
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Agricultural runoff and the discharge of untreated sewage are the 
leading causes of river pollution in the UK,173 with a significant portion 
eventually making its way into the seas. Additionally, 60–80% of litter is 
plastic, of which almost 10% ends up in the ocean directly or indirectly 
(as microplastics), highlighting the transboundary nature of 
pollution.174,175 Recently, microplastics have been detected near Mount 
Everest’s peak,176 persistent organic pollutants (POPs) and mercury 
have been identified in animals in the North American Arctic,177 and 
many PFAS have been found in the blood of people and animals 
globally.178 Air pollution levels in urban regions of the UK, specifically 
nitrogen dioxide and particulate matter levels, have decreased since the 
1990s.179 However, there are still instances where legal thresholds are 
surpassed, with ozone levels increasing in recent years.180 

173	 House of Commons (2022) https://committees.parliament.uk/publications/8460/documents/88412/default/
174	 Rellán, A.C. et al (2023) https://www.sciencedirect.com/science/article/pii/S0048969722058442
175	 Napper, I. and Thompson, R. (2019) https://www.sciencedirect.com/science/article/abs/pii/B9780128150603000220
176	 Napper, I. E. et al. (2020) https://www.sciencedirect.com/science/article/pii/S2590332220305509 
177	� Arctic Council (2023) https://arctic-council.org/projects/contaminant-issues-pops-and-mercury/#:~:text=Mercury%20in%20the%20Arctic&text=Mercury%20is%20

bioaccumulated%20and%20biomagnified,polar%20bears%20and%20toothed%20whales.
178	 US Environmental Protection Agency (2023) https://www.epa.gov/pfas/pfas-explained
179	 POST (2023) https://post.parliament.uk/research-briefings/post-pn-0691/
180	 Ibid
181	 Fuller, R. (2022) https://www.thelancet.com/pdfs/journals/lanplh/PIIS2542-5196(22)00090-0.pdf
182	K. Chojnacka, M. Mikulewicz (2014) https://www.sciencedirect.com/topics/chemistry/bioaccumulation 
183	Public Health England (2023) https://www.gov.uk/government/publications/improving-outdoor-air-quality-and-health-review-of-interventions
184	Ougier, E. et al. (2021) https://pubmed.ncbi.nlm.nih.gov/33862487/
185	� European Environment Agency (2022) https://www.eea.europa.eu/publications/zero-pollution/health/soil-pollution#:~:text=Soil%20pollution%20affects%20soil%20

fertility,through%20exposure%20to%20contaminated%20soil.
186	Environment Agency (2023) https://www.gov.uk/government/publications/state-of-the-environment/summary-state-of-the-environment-soil

Pollution contributes to societal inequalities and constitutes an ongoing 
threat to human and planetary health.181 Chronic exposure to pollutants, 
even at low doses, can lead to bioaccumulation and is a significant risk 
factor for a number of diseases.182 For example, in 2020 Public Health 
England stated that air pollution was the greatest UK environmental 
public health threat.183 Pollutants can also contaminate food and pose a 
risk to human health. For instance, exposure to cadmium from fertilisers 
has been linked to an increased incidence of osteoporosis in a number 
of EU countries.184 At an environmental level, soil pollution impacts soil 
fertility and crop yields,185 costing the UK £1.2 billion a year.186 Whilst 
our understanding of the impacts of pollution is improving, it is likely 
that there are still many unknown consequences for planetary and 
human health from long-term exposure to complex 
mixtures of pollutants. 

https://committees.parliament.uk/publications/8460/documents/88412/default/
https://www.sciencedirect.com/science/article/pii/S0048969722058442
https://www.sciencedirect.com/science/article/abs/pii/B9780128150603000220
https://www.sciencedirect.com/science/article/pii/S2590332220305509 
https://arctic-council.org/projects/contaminant-issues-pops-and-mercury/#:~:text=Mercury%20in%20the%20Arctic&text=Mercury%20is%20bioaccumulated%20and%20biomagnified,polar%20bears%20and%20toothed%20whales.
https://arctic-council.org/projects/contaminant-issues-pops-and-mercury/#:~:text=Mercury%20in%20the%20Arctic&text=Mercury%20is%20bioaccumulated%20and%20biomagnified,polar%20bears%20and%20toothed%20whales.
https://www.epa.gov/pfas/pfas-explained
https://post.parliament.uk/research-briefings/post-pn-0691/
https://www.thelancet.com/pdfs/journals/lanplh/PIIS2542-5196(22)00090-0.pdf
https://www.sciencedirect.com/topics/chemistry/bioaccumulation
https://www.gov.uk/government/publications/improving-outdoor-air-quality-and-health-review-of-interventions
https://pubmed.ncbi.nlm.nih.gov/33862487/
https://www.eea.europa.eu/publications/zero-pollution/health/soil-pollution#:~:text=Soil%20pollution%20affects%20soil%20fertility,through%20exposure%20to%20contaminated%20soil.
https://www.eea.europa.eu/publications/zero-pollution/health/soil-pollution#:~:text=Soil%20pollution%20affects%20soil%20fertility,through%20exposure%20to%20contaminated%20soil.
https://www.gov.uk/government/publications/state-of-the-environment/summary-state-of-the-environment-soil
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Furthermore, should a pollution tipping point be breached, where 
gradual accumulation of pollutants results in a significant change, it 
would have a significant knock-on effect for other globally important 
systems including freshwater, biodiversity, and nitrogen and 
phosphorus dynamics.187

Example vulnerabilities 
•	 Younger children, older adults, and those with underlying health 

conditions, are most vulnerable to pollution.

•	 Air and water pollution pose a threat to species such as lichen, 
frogs, and otters, while light pollution affects insect and songbird 
populations. Meanwhile, marine species are harmed by pollutants 
entering the oceans.

Example mitigations
•	 The Government’s clean energy mission promotes investment in 

renewable energy sources, electric vehicles, and carbon capture 
technologies, which are essential for reducing overall pollution levels.

•	 The Environment Act 2021 provides legislative support by setting 
specific targets for air and water quality, waste management, and 
biodiversity conservation.188

187	 Rockström et al. (2009) https://www.ecologyandsociety.org/vol14/iss2/art32/
188	UK Parliament (2024) https://bills.parliament.uk/bills/2593
189	UK Government (2019) https://www.gov.uk/government/publications/clean-air-strategy-2019 
190	�Defra (2020) https://www.gov.uk/government/publications/circular-economy-package-policy-statement/circular-economy-package-policy-statement#:~:text=The%20

UK%20is%20committed%20to,waste%20and%20promoting%20resource%20efficiency.

•	 The Clean Air Strategy 2019 outlines initiatives to cut emissions in 
sectors such as transport, agriculture, and industry, with the aim of 
enhancing air quality and safeguarding ecosystems.189 

•	 The Circular Economy Package focuses on reducing waste and 
optimising resource use, supported by specific bans and taxes on 
plastic waste.190 

Examples of additional benefits from 
taking action 
•	 Enhancing the quality of local spaces for residents and visitors will 

improve community wellbeing and may boost tourism.

•	 Removing or preventing pollutants from entering the environment will 
have a positive effect on plant and animal health.

•	 Reduced pollution and environmental degradation can help mitigate 
climate change and improve public health, reducing burden on 
the health system.

https://www.ecologyandsociety.org/vol14/iss2/art32/
https://bills.parliament.uk/bills/2593
https://www.gov.uk/government/publications/clean-air-strategy-2019
https://www.gov.uk/government/publications/circular-economy-package-policy-statement/circular-economy-package-policy-statement#:~:text=The%20UK%20is%20committed%20to,waste%20and%20promoting%20resource%20efficiency.
https://www.gov.uk/government/publications/circular-economy-package-policy-statement/circular-economy-package-policy-statement#:~:text=The%20UK%20is%20committed%20to,waste%20and%20promoting%20resource%20efficiency.
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What the future might hold

Short-term trajectory:

•	 To reduce water pollution, water companies will need to upgrade 
their infrastructure, existing regulations must be enforced, and the 
effects of climate change on flooding must be managed. 

•	 Globally, exposure to metal pollutants including copper, aluminium, 
zinc and lead may remain a particular challenge. 

Longer-term uncertainties:

•	 Ambient air pollution may exacerbate the prevalence of 
non-communicable diseases, imposing substantial burdens on the 
older adults within our populations and their health. 

•	 Ecosystem degradation could create disparities in access to clean 
environments, potentially leading to widespread legal action against 
polluters and governments over health impacts.

•	 Significant strides could be made in managing UK air, water and soil 
pollution for legacy and recently emerged pollutants, allowing people 
to reconnect with nature.

•	 Novel chemical mixtures, including endocrine disruptors, affect a 
range of hormone functions and may present new health challenges.
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Example connections with other chronic and acute risks

Pollution can accelerate 
climate change effects

Pollutants contaminate 
foods

Misinformation about how 
to dispose of waste 
creates pollution

Pharmaceutical pollution 
drives AMR

Marginalised communities are 
more likely to experience high 
pollution levels

Flooding leads to pollution 
through sewage discharge

Pollution changes habitat 
composition. Biodiversity loss 
leads to habitat change and 
therefore pollution

Climate change Foodborne diseases

Pollution and 
environmental 
degradation

Antimicrobial 
resistance

Disinformation and 
misinformation

Disproportionate 
impacts on vulnerable 

Flooding – coastal, 
fluvial and surface 
water 

Biodiversity loss

KEY: Chronic Risk Acute Risk



Societal The expanding and ageing population in the UK 
exerts stress on communities, the economy, and 
various services, notably health and social care. 
Ongoing income and wealth disparities persist and 
grow, rendering specific demographic groups 
disproportionately susceptible to crises and their 
enduring consequences. The rise of an online 
landscape marked by fragmentation, lack of 
verification, and susceptibility to information 
manipulation enables the production and spread of 
misinformation and disinformation by diverse 
malicious actors. This, in turn, exposes the 
fractures within communities and states, eroding 
civic nationalism and heightening volatility.
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Chronic Risk:

Impact of demographic change

191	 ONS (2021) https://www.ons.gov.uk/peoplepopulationandcommunity/birthsdeathsandmarriages/livebirths/bulletins/birthsummarytablesenglandandwales/2021

Definition
Demographic change describes the effects of birth rates, death 
rates, and migration on population size and structure. 
Demographic change brings opportunities as well as risks. This 
assessment focuses primarily on those risks arising from an 
increasingly ageing population, particularly concerning the 
potential impact on welfare and health systems, the economy, 
infrastructure, housing and public finances.

Current evidence
There are four major components of the UK’s current demographic 
shift: (1) rising life expectancy is increasing the number of elderly people 
as a percentage of the population; (2) migration, i.e. the increased 
movement of people driving population growth; (3) life milestones – like 
getting married or buying a property - moving to later ages compared 
to historical trends in the UK; (4) falling fertility rates as people have 
fewer children. This contrasts the high fertility rates of the post-war era, 
with the children born during this time now entering retirement.

The UK population has steadily grown and by mid-2021 was estimated 
to be 67 million, an increase of 3.7 million (5.9%) on the population in 
mid-2011. However, the UK fertility rate has been declining. In 2020, the 
total fertility rate fell to 1.58 children per woman, the lowest since 
records began in 1938.191 

Falling fertility rates as people 
are having fewer children

https://www.ons.gov.uk/peoplepopulationandcommunity/birthsdeathsandmarriages/livebirths/bulletins/birthsummarytablesenglandandwales/2021
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It rose slightly to 1.61 in 2021. Migration has steadily increased over the 
last few decades, with an annual average net migration of 200,000 
between 2011-2021. Yet despite migration, low fertility and rising life 
expectancy have caused the population to age. 

Assuming age-related health and working patterns don’t change, 
demographic change results in an increased dependency ratio – a 
measure that compares the working-age to the non-working-age 
populations. With a higher dependency ratio, the working-age 
population provide more support to the non-working population, either 
directly or via the tax system.192 A higher dependency ratio can 
decrease economic productivity193 and can require higher taxes or 
increased government spending to maintain social welfare programs.194

192	OBR (2022) https://obr.uk/frs/fiscal-risks-and-sustainability-july-2022/
193	United Nations https://www.un.org/esa/sustdev/natlinfo/indicators/methodology_sheets/demographics/dependency_ratio.pdf
194	Gonzalez-Eiras, M. & Niepelt, D. (2012). https://www.sciencedirect.com/science/article/abs/pii/S001429211100064X
195	House of Lords (2019) https://publications.parliament.uk/pa/ld201719/ldselect/ldseaside/320/32002.htm
196	�The Migration Observatory (2023) https://migrationobservatory.ox.ac.uk/resources/briefings/the-impact-of-migration-on-uk-population-growth/#:~:text=Official%20

figures%20project%20that%20the,decline%20without%20future%20net%20migration

Example vulnerabilities 
•	 The rising demand for informal care, mainly provided by women and 

older individuals who may also need care, could impact economic 
activity. With declining fertility rates reducing the number of potential 
caregivers, more people may face increased loneliness and 
lack of support.

•	 With an ageing population, the health and social care sectors will 
see increased demand, potentially accompanied by a drop in 
workforce if there are fewer people of working age. 

•	 Outward migration of working age people and inward migration of 
retirees exacerbates the ageing population of rural and coastal 
areas195 while some regions (for example, Scotland and Wales) may 
experience population decline without future net migration.196

https://obr.uk/frs/fiscal-risks-and-sustainability-july-2022/
https://www.un.org/esa/sustdev/natlinfo/indicators/methodology_sheets/demographics/dependency_ratio.pdf
https://www.sciencedirect.com/science/article/abs/pii/S001429211100064X
https://publications.parliament.uk/pa/ld201719/ldselect/ldseaside/320/32002.htm
https://migrationobservatory.ox.ac.uk/resources/briefings/the-impact-of-migration-on-uk-population-growth/#:~:text=Official%20figures%20project%20that%20the,decline%20without%20future%20net%20migration.
https://migrationobservatory.ox.ac.uk/resources/briefings/the-impact-of-migration-on-uk-population-growth/#:~:text=Official%20figures%20project%20that%20the,decline%20without%20future%20net%20migration.
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Example mitigations
•	 Reforms in the Get Britain Working White Paper 2024 aim to address 

the trend of rising inactivity rates and ensure the UK has a labour 
market fit for the future.

•	 Health initiatives, such as screening programmes, help to delay or 
stop the onset of serious disease and prevent ill health in later life,197 
further improving quality of life. 

•	 The UK has a points-based migration system to attract and retain 
skilled workers,198 which can mitigate the effects of 
ageing populations.

Examples of additional benefits from 
taking action 
•	 Greater wellbeing in later life (both physical and mental) reduces the 

burden on the healthcare and welfare systems.

•	 Growth of a ‘silver economy’, specifically catering for older adults, 
could drive innovation, export opportunities to other ageing 
economies, and generate employment opportunities.

197	 DHSC (2023) https://www.gov.uk/government/publications/chief-medical-officers-annual-report-2023-health-in-an-ageing-society
198	HM Government (2022) https://www.gov.uk/browse/visas-immigration
199	� ONS (2022) https://www.ons.gov.uk/peoplepopulationandcommunity/birthsdeathsandmarriages/ageing/articles/voicesofourageingpopulation/

livinglongerlives#:~:text=The%20population%20of%20England%20and,the%20previous%20census%20in%202011.
200	Ibid

What the future might hold

Short-term trajectories:

•	 The percentage of people aged over 65 is projected to rise from 
19% in 2022 to 22% in 2032.199 This would increase the dependency 
ratio. Changes to immigration may only partially offset this, with 
inward migration mostly concentrated in cities such as London 
and Manchester.200 

•	 Many schools may become financially unviable and need to close as 
pupil numbers decline in specific locations, impacting the 
education sector.

Longer-term uncertainties:

•	 Healthy life expectancy may not improve if progress in early 
treatment and detection of conditions like dementia is low and 
investment in preventative healthcare is lacking. This could increase 
demands for healthcare, putting increasing pressure on health 
service budgets. 

https://www.gov.uk/government/publications/chief-medical-officers-annual-report-2023-health-in-an-ageing-society
https://www.gov.uk/browse/visas-immigration
https://www.ons.gov.uk/peoplepopulationandcommunity/birthsdeathsandmarriages/ageing/articles/voicesofourageingpopulation/livinglongerlives#:~:text=The%20population%20of%20England%20and,the%20previous%20census%20in%202011.
https://www.ons.gov.uk/peoplepopulationandcommunity/birthsdeathsandmarriages/ageing/articles/voicesofourageingpopulation/livinglongerlives#:~:text=The%20population%20of%20England%20and,the%20previous%20census%20in%202011.
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Example connections with other chronic and acute risks

Older adults are disproportionately 
impacted by heatwaves

AI could relieve the burden 
of some care work

Digital exclusion 
of older adults

Older adults become 
targets of fraud

Increased spending on 
care exacerbates 
pre-existing inequalities

Could drive 
migration 
and offset 
ageing 
populations

Flooding leads to pollution 
through sewage discharge

Ageing populations lead to 
mismatches in skills and jobs

High temperatures 
and heatwaves

Impacts from use and 
capability of artificial 
intelligence (AI)

Impact of 
demographic change

Fraud and illicit finance

Impacts from 
increasing reliance 
on digital platforms

Disproportionate 
impacts on 
vulnerable persons

Humanitarian crisis 
overseas – natural 
hazard event

Impacts of ongoing 
skills shortages and 
mis-matches

KEY: Chronic Risk Acute Risk
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Chronic Risk:

Disproportionate impact on vulnerable persons

201	HM Government (2022) https://www.gov.uk/government/publications/vulnerabilities-applying-all-our-health/vulnerabilities-applying-all-our-health
202	Social Protection & Human Rights (2015) https://socialprotection-humanrights.org/key-issues/disadvantaged-and-vulnerable-groups/
203	WMA (2024) https://www.wma.net/policies-post/wma-declaration-of-helsinki/
204	�ONS (2023) https://www.ons.gov.uk/peoplepopulationandcommunity/personalandhouseholdfinances/expenditure/articles/

impactofincreasedcostoflivingonadultsacrossgreatbritain/julytooctober2023
205	Cabinet Office (2023) https://www.gov.uk/government/publications/the-uk-government-resilience-framework

Definition
One definition of being vulnerable is being in need of special 
care, support, or protection because of age, disability, risk of 
abuse or neglect.201 Some individuals face heightened risks 
and have limited access to resources or opportunities. 
Vulnerable groups may vary depending on the context but can 
include children, older adults, ethnic minorities, disabled people 
and LGBTQIA+ individuals. These categories often overlap, and 
individuals may fall into several vulnerable groups at once.202,203 

Current evidence
The UK is faced with a wide range of risks that can have a 
disproportionate impact on vulnerable and at-risk groups and 
communities. For example, vulnerable people may be more likely to 
suffer financial hardship either as a direct or indirect consequence of a 
risk materialising.204 Health and socioeconomic disparities are also 
linked and impact on people’s ability to reduce their risk and respond in 
emergencies. This means these communities and places may have 
fewer resources and less capacity to proactively take steps to build 
their resilience.205

The wealthiest 
10% hold 43% 
of wealth in Britian

https://www.gov.uk/government/publications/vulnerabilities-applying-all-our-health/vulnerabilities-applying-all-our-health
https://socialprotection-humanrights.org/key-issues/disadvantaged-and-vulnerable-groups/
https://www.wma.net/policies-post/wma-declaration-of-helsinki/
https://www.ons.gov.uk/peoplepopulationandcommunity/personalandhouseholdfinances/expenditure/articles/impactofincreasedcostoflivingonadultsacrossgreatbritain/julytooctober2023
https://www.ons.gov.uk/peoplepopulationandcommunity/personalandhouseholdfinances/expenditure/articles/impactofincreasedcostoflivingonadultsacrossgreatbritain/julytooctober2023
https://www.gov.uk/government/publications/the-uk-government-resilience-framework
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Poverty in the UK is linked to income inequality,206 which has remained 
stable for over a decade, ranking 7th highest based on equivalised 
disposable income among OECD countries in 2021.207 Between April 
2018 and March 2020, the wealthiest 10% of households in Great 
Britain held 43% of the wealth, while the bottom 50% held just 9%.208 
Geographically, London has the greatest wealth inequality.209 In the UK, 
14.3 million people (21%) were living in relative poverty after housing 
costs in 2022/23, a decrease of 0.1 million from the previous year.210 
Childhood poverty is linked to poorer health, education, and job 
prospects, while groups like ethnic minorities and disabled people are 
especially prone to economic vulnerability.211,212

206	�LSE (2017) https://www.lse.ac.uk/business/consulting/assets/documents/double-trouble-a-review-of-the-relationship-between-uk-poverty-and-
economic-inequality.pdf

207	HM Government (2024) https://commonslibrary.parliament.uk/research-briefings/cbp-7484/
208	�ONS (2022) https://www.ons.gov.uk/peoplepopulationandcommunity/personalandhouseholdfinances/incomeandwealth/bulletins/totalwealthingreatbritain/

april2018tomarch2020
209	�ONS (2022) https://www.ons.gov.uk/peoplepopulationandcommunity/personalandhouseholdfinances/incomeandwealth/bulletins/totalwealthingreatbritain/

april2018tomarch2020
210	� DWP (2024) https://www.gov.uk/government/statistics/households-below-average-income-for-financial-years-ending-1995-to-2023/households-below-average-

income-an-analysis-of-the-uk-income-distribution-fye-1995-to-fye-2023
211	 The Health Foundation (2024) https://www.health.org.uk/evidence-hub/money-and-resources/poverty/inequalities-in-poverty
212	 HM Government (2023) https://www.ethnicity-facts-figures.service.gov.uk/work-pay-and-benefits/pay-and-income/people-in-low-income-households/latest/
213	 DHSC (2021) https://www.gov.uk/government/publications/chief-medical-officers-annual-report-2021-health-in-coastal-communities
214	� UCL (2022) https://www.ucl.ac.uk/news/2022/may/growing-social-and-economic-inequalities-across-north-west-england-are-directly-

impacting#:~:text=directly%20impacting%20health-,Growing%20social%20and%20economic%20inequalities%20across%20north,England%20are%20
directly%20impacting%20health&text=A%20new%20report%20led%20by,is%20having%20on%20people%27s%20health.

215	� ONS (2023) https://cy.ons.gov.uk/peoplepopulationandcommunity/healthandsocialcare/drugusealcoholandsmoking/bulletins/
deprivationandtheimpactonsmokingprevalenceenglandandwales/2017to2021

216	� ONS (2022) https://www.ons.gov.uk/peoplepopulationandcommunity/healthandsocialcare/healthinequalities/bulletins/
healthstatelifeexpectanciesbyindexofmultipledeprivationimd/2018to2020

Multiple vulnerabilities can overlap, compounding their effects. For 
example, economic disparities are closely linked to health 
inequalities.213,214 In 2021, 33% of smokers in England were from the 
two most deprived deciles, up from 30% in 2017, while only 11% were 
from the least deprived deciles, down from 12%.215 Between 2018 and 
2020, life expectancy dropped most for those in the most 
deprived areas.216

https://www.lse.ac.uk/business/consulting/assets/documents/double-trouble-a-review-of-the-relationship-between-uk-poverty-and-economic-inequality.pdf
https://www.lse.ac.uk/business/consulting/assets/documents/double-trouble-a-review-of-the-relationship-between-uk-poverty-and-economic-inequality.pdf
https://commonslibrary.parliament.uk/research-briefings/cbp-7484/
https://www.ons.gov.uk/peoplepopulationandcommunity/personalandhouseholdfinances/incomeandwealth/bulletins/totalwealthingreatbritain/april2018tomarch2020
https://www.ons.gov.uk/peoplepopulationandcommunity/personalandhouseholdfinances/incomeandwealth/bulletins/totalwealthingreatbritain/april2018tomarch2020
https://www.ons.gov.uk/peoplepopulationandcommunity/personalandhouseholdfinances/incomeandwealth/bulletins/totalwealthingreatbritain/april2018tomarch2020
https://www.ons.gov.uk/peoplepopulationandcommunity/personalandhouseholdfinances/incomeandwealth/bulletins/totalwealthingreatbritain/april2018tomarch2020
https://www.gov.uk/government/statistics/households-below-average-income-for-financial-years-ending-1995-to-2023/households-below-average-income-an-analysis-of-the-uk-income-distribution-fye-1995-to-fye-2023
https://www.gov.uk/government/statistics/households-below-average-income-for-financial-years-ending-1995-to-2023/households-below-average-income-an-analysis-of-the-uk-income-distribution-fye-1995-to-fye-2023
https://www.health.org.uk/evidence-hub/money-and-resources/poverty/inequalities-in-poverty
https://www.ethnicity-facts-figures.service.gov.uk/work-pay-and-benefits/pay-and-income/people-in-low-income-households/latest/
https://www.gov.uk/government/publications/chief-medical-officers-annual-report-2021-health-in-coastal-communities
https://www.ucl.ac.uk/news/2022/may/growing-social-and-economic-inequalities-across-north-west-england-are-directly-impacting#:~:text=directly%20impacting%20health-,Growing%20social%20and%20economic%20inequalities%20across%20north,England%20are%20directly
https://www.ucl.ac.uk/news/2022/may/growing-social-and-economic-inequalities-across-north-west-england-are-directly-impacting#:~:text=directly%20impacting%20health-,Growing%20social%20and%20economic%20inequalities%20across%20north,England%20are%20directly
https://www.ucl.ac.uk/news/2022/may/growing-social-and-economic-inequalities-across-north-west-england-are-directly-impacting#:~:text=directly%20impacting%20health-,Growing%20social%20and%20economic%20inequalities%20across%20north,England%20are%20directly
https://arctic-council.org/projects/contaminant-issues-pops-and-mercury/#:~:text=Mercury%20in%20the%20Arctic&text=Mercury%20is%20bioaccumulated%20and%20biomagnified,polar%20bears%20and%20toothed%20whales.
https://arctic-council.org/projects/contaminant-issues-pops-and-mercury/#:~:text=Mercury%20in%20the%20Arctic&text=Mercury%20is%20bioaccumulated%20and%20biomagnified,polar%20bears%20and%20toothed%20whales.
https://www.ons.gov.uk/peoplepopulationandcommunity/healthandsocialcare/healthinequalities/bulletins/healthstatelifeexpectanciesbyindexofmultipledeprivationimd/2018to2020
https://www.ons.gov.uk/peoplepopulationandcommunity/healthandsocialcare/healthinequalities/bulletins/healthstatelifeexpectanciesbyindexofmultipledeprivationimd/2018to2020
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More recently, the COVID-19 pandemic and cost of living impacted 
everyone, but the most vulnerable – ethnic minorities, those in deprived 
areas,217 single parents, young people, individuals with mental health 
issues,218 and disabled people219 – faced the worst financial, health, 
and social impacts.

Example vulnerabilities 
•	 Critical data gaps, particularly for the most vulnerable and 

disadvantaged, hinder the ability to assess diverse experiences and 
intersecting vulnerabilities in the UK, potentially exacerbating 
their vulnerability. 

•	 Individuals disproportionately impacted by certain risks often face 
heightened recovery challenges. For instance, those who have 
experienced adverse childhood events are less likely to pursue 
higher education, which can impact job opportunities 
available to them.  

•	 Regional disparities exacerbate the challenges for vulnerable groups, 
as urban and rural communities face distinct barriers to accessing 
healthcare, education, and employment.

217	 HM Government (2019) https://www.gov.uk/government/statistics/english-indices-of-deprivation-2019
218	� ONS (2023) https://www.ons.gov.uk/peoplepopulationandcommunity/wellbeing/datasets/

theimpactofwinterpressuresondifferentpopulationgroupsingreatbritainimpactsofthecostoflivingonbehavioursandhealth
219	 Scope (2023) https://www.scope.org.uk/campaigns/extra-costs/disability-price-tag-2023 
220	�HM Government (2023) https://www.gov.uk/government/publications/public-sector-equality-duty-guidance-for-public-authorities/public-sector-equality-duty-

guidance-for-public-authorities
221	DBT (2024) https://www.gov.uk/government/publications/employment-rights-bill-factsheets

Example mitigations
•	 The Government’s Missions aim to reduce regional disparities by 

promoting economic growth, education, and healthcare in 
underdeveloped regions. This includes boosting manufacturing, 
green technologies, and innovation, along with devolving 
employment support and improving infrastructure to attract 
businesses and talent.

•	 The Equality Act 2010 provides individuals with the means for 
protection from discrimination in employment, education, and other 
sectors, including based on race, disability, gender, age, and sexual 
orientation. As part of this, the Public Sector Equality Duty requires 
public authorities in Great Britain to have due regard to certain 
equality considerations when exercising their functions, like 
making decisions.220

•	 In the Spring Statement of 2025, the Government announced an 
additional £2 billion of funding for the Affordable Home Programme 
to deliver up to 18,000 new social and affordable homes, helping 
hardworking families get safe and secure homes.

•	 The Employment Rights Bill 2024-25 as part of the ‘Plan to Make 
Work Pay’ will protect vulnerable people from exploitation with 
changes such as strengthened redundancy rights and sick pay, 
banning zero hours contracts, and removing qualifying periods for 
claiming paternal leave or unfair dismissal.221 

https://www.gov.uk/government/statistics/english-indices-of-deprivation-2019
https://www.ons.gov.uk/peoplepopulationandcommunity/wellbeing/datasets/theimpactofwinterpressuresondifferentpopulationgroupsingreatbritainimpactsofthecostoflivingonbehavioursandhealth
https://www.ons.gov.uk/peoplepopulationandcommunity/wellbeing/datasets/theimpactofwinterpressuresondifferentpopulationgroupsingreatbritainimpactsofthecostoflivingonbehavioursandhealth
https://www.scope.org.uk/campaigns/extra-costs/disability-price-tag-2023
https://www.gov.uk/government/publications/public-sector-equality-duty-guidance-for-public-authorities/public-sector-equality-duty-guidance-for-public-authorities
https://www.gov.uk/government/publications/public-sector-equality-duty-guidance-for-public-authorities/public-sector-equality-duty-guidance-for-public-authorities
https://www.gov.uk/government/publications/employment-rights-bill-factsheets
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Examples of additional benefits from 
taking action 
•	 Addressing disparities and disadvantages promotes social equality, 

enhances resilience to crises.

•	 Reducing inequality can lead to a fairer society and a stronger 
economy. A key reason for this is that individuals from lower-income 
backgrounds often struggle to invest in their education.

What the future might hold

Short-term trajectories:

•	 Persistently high mortgage rates and rental prices may hinder renters 
from purchasing their first homes, resulting in a decline in 
homeownership and widening intergenerational wealth gaps.

•	 The long-term effects of the COVID-19 pandemic on education may 
exacerbate child poverty and disproportionately impact the 
educational achievements of children from low-income households.

•	 An ageing population and rising major illnesses are straining 
healthcare services, particularly for older adults and those with 
chronic conditions. This increased demand may expand the private 
healthcare sector, creating significant disparities in waiting times 
between NHS and private treatments, and worsening health 
vulnerabilities among older and disabled individuals.

Longer-term uncertainties:

•	 Technology has the potential to support vulnerable groups by 
mitigating economic and health challenges. For example, artificial 
intelligence (AI) may deliver personalised education through tutoring 
services for children and providing quality health advice. However, it 
may also take work away from lower income families.

•	 Climate change could disproportionately impact lower-income 
households through rising food costs, increased food insecurity, and 
unaffordable insurance in storm and flood prone areas.
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Example connections with other chronic and acute risks

Demographic 
changes can 
aggravate existing 
inequalities 

Skill shortages in healthcare and 
social care can disproportionately 
impact vulnerable groups, worsening 
existing inequalities in the population 

Pollution is often more prevalent 
in lower-income and marginalised 
communities, exacerbating social 
and health inequalities

Vulnerable people may be 
at a higher risk of becoming 
targets for exploitation by 
criminal groups

Actors involved 
in fraud/illicit 
finance continue 
to exploit the 
most vulnerable 
in societyPeople in vulnerable groups 

may be adversely affected 
due to less resilient housing 
and fewer resources to adapt

Foreign states 
might employ 
disinformation and 
cyber operations 
to worsen social 
divides, especially 
affecting 
marginalised 
groups

Vulnerable groups 
with pre-existing 
health conditions 
(e.g. the elderly) are 
more susceptible to 
an outbreak of an 
emerging infectious 
human diseases 

Impact of demographic 
change

Pollution and 
environmental 
degradation 

Disproportionate 
impacts on 
vulnerable persons

State threats

Impacts of ongoing 
skills shortages and 
mis-matches

Changes in the nature 
of serious and 
organised crime

Fraud and illicit 
finance 

High temperatures 
and heatwaves

Outbreak of an 
emerging infectious 
disease 

KEY: Chronic Risk Acute Risk
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Chronic Risk:

Disinformation and misinformation

222	European Commission (2021) https://home-affairs.ec.europa.eu/system/files/2021-04/ran_conspiracy_theories_and_right-wing_2021_en.pdf
223	Jaiswal, J et al. (2020) https://pmc.ncbi.nlm.nih.gov/articles/PMC7241063/
224	� Harvard Kennedy School (2021) https://misinforeview.hks.harvard.edu/article/digital-literacy-is-associated-with-more-discerning-accuracy-judgments-but-not-

sharing-intentions/#:~:text=One%20popular%20explanation%20of%20why,content%20that%20they%20encounter%20online
225	Reuters Institute (2023) https://reutersinstitute.politics.ox.ac.uk/sites/default/files/2023-06/Digital_News_Report_2023.pdf 

Definition
Disinformation is the deliberate creation and dissemination of 
false or manipulated information intended to deceive and 
mislead. Misinformation refers to inadvertently spreading such 
false information. Both pose risks to society, particularly 
marginalised groups, the economy, and national security. 
Disinformation campaigns for example, can undermine social 
cohesion or inflame pre-existing tensions.  

Current evidence
Disinformation has always been spread by malign actors, including 
foreign state-backed actors, as a tactic to promote their agendas or 
weaken another country. Political polarisation, stemming from perceived 
disenfranchisement and inequalities,222,223 exacerbates the spread of 
misinformation, particularly in the context of digital and social media, 
where a lack of digital literacy skills can hinder people’s ability to 
critically assess sources.224 The shift from traditional news sources like 
TV and print media to digital platforms has contributed to this issue. 
Younger audiences increasingly consume news online or through social 
media, where editorial standards are less rigorous, and algorithms 
prioritise engagement over accuracy.225 

Trust in news dropped from 
51% in 2015 to 33% in 2023

https://home-affairs.ec.europa.eu/system/files/2021-04/ran_conspiracy_theories_and_right-wing_2021_en.pdf
https://pmc.ncbi.nlm.nih.gov/articles/PMC7241063/
https://misinforeview.hks.harvard.edu/article/digital-literacy-is-associated-with-more-discerning-accuracy-judgments-but-not-sharing-intentions/#:~:text=One%20popular%20explanation%20of%20why,content%20that%20they%20encounter%20online.
https://misinforeview.hks.harvard.edu/article/digital-literacy-is-associated-with-more-discerning-accuracy-judgments-but-not-sharing-intentions/#:~:text=One%20popular%20explanation%20of%20why,content%20that%20they%20encounter%20online.
https://reutersinstitute.politics.ox.ac.uk/sites/default/files/2023-06/Digital_News_Report_2023.pdf
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This has led to a proliferation of dis/misinformation, with posts that 
generate more likes and shares being more visible, as opposed to 
those that are most accurate.226 

From 2015 to 2023, trust in news among UK citizens dropped from 
51% to 33%.227 The rapidly evolving media landscape, including the rise 
of artificial intelligence (Al) and social media, has increased the spread 
of dis/misinformation.228 This has led to growing public mistrust in 
technology, vaccines, and institutions. Some states have capitalised on 
this by attempting to use disinformation as a tool to damage social 
cohesion, and weaken institutions229 by trying to interfere in democratic 
processes. For example, foreign actors almost certainly sought to 
interfere in the 2019 UK general election.230

Dis/misinformation has the potential to polarise public debates, reduce 
trust in institutions, and endanger environmental and public health. A 
2022 review found health misinformation prevalent in over half of 
vaccine-related social media posts,231 further eroding trust in public 
health responses. 

226	Smith, A (2018) https://www.pewresearch.org/internet/2018/11/16/public-attitudes-toward-computer-algorithms/
227	Reuters Institute (2023) https://reutersinstitute.politics.ox.ac.uk/sites/default/files/2023-06/Digital_News_Report_2023.pdf 
228	United Nations General Assembly (2022) https://documents.un.org/doc/undoc/gen/n22/459/24/pdf/n2245924.pdf?OpenElement
229	Fletcher et al, (2020) https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3633002
230	UK Parliament (2020) https://questions-statements.parliament.uk/written-statements/detail/2020-07-16/HCWS384
231	André. et al. (2022) https://pmc.ncbi.nlm.nih.gov/articles/PMC9421549/pdf/BLT.21.287654.pdf
232	DCMS (2021) https://www.gov.uk/government/news/minister-launches-new-strategy-to-fight-online-disinformation
233	�Cox, K. et al., RAND Europe. (2021) https://assets.publishing.service.gov.uk/media/60c868448fa8f57ce58ce901/RAND_Europe_Final_Report_Hateful_Extremism_

During_COVID-19_Final.pdf
234	https://www.nature.com/articles/s41598-022-11488-y
235	�Cox, K. et al., RAND Europe. (2021) https://assets.publishing.service.gov.uk/media/60c868448fa8f57ce58ce901/RAND_Europe_Final_Report_Hateful_Extremism_

During_COVID-19_Final.pdf
236	Thakur, D. and Hankerson, D. (2021) https://cdt.org/wp-content/uploads/2021/02/2021-02-10-CDT-Research-Report-on-Disinfo-Race-and-Gender-FINAL.pdf
237	Europol (2021) https://www.europol.europa.eu/cms/sites/default/files/documents/european_union_terrorism_situation_and_trend_report_te-sat_2020_0.pdf
238	Pew Research Center (2017) https://www.pewresearch.org/internet/2017/10/19/the-future-of-truth-and-misinformation-online/.

Example vulnerabilities 
•	 Children, older adults,232 the unemployed, and marginalised 

groups233 are more susceptible to dis/misinformation, which can 
have ramifications for their mental and physical health.234

•	 Dis/misinformation targets outgroups, potentially leading to increased 
harms online and offline.235,236,237 

•	 Dis/misinformation can undermine the confidence in the democratic 
process and can affect businesses market value238 and 
infrastructure, like 5G masts.

https://www.pewresearch.org/internet/2018/11/16/public-attitudes-toward-computer-algorithms/
https://reutersinstitute.politics.ox.ac.uk/sites/default/files/2023-06/Digital_News_Report_2023.pdf
https://documents.un.org/doc/undoc/gen/n22/459/24/pdf/n2245924.pdf?OpenElement
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3633002
https://questions-statements.parliament.uk/written-statements/detail/2020-07-16/HCWS384
https://pmc.ncbi.nlm.nih.gov/articles/PMC9421549/pdf/BLT.21.287654.pdf
https://www.gov.uk/government/news/minister-launches-new-strategy-to-fight-online-disinformation
https://assets.publishing.service.gov.uk/media/60c868448fa8f57ce58ce901/RAND_Europe_Final_Report_Hateful_Extremism_During_COVID-19_Final.pdf
https://assets.publishing.service.gov.uk/media/60c868448fa8f57ce58ce901/RAND_Europe_Final_Report_Hateful_Extremism_During_COVID-19_Final.pdf
https://www.nature.com/articles/s41598-022-11488-y
https://assets.publishing.service.gov.uk/media/60c868448fa8f57ce58ce901/RAND_Europe_Final_Report_Hateful_Extremism_During_COVID-19_Final.pdf
https://assets.publishing.service.gov.uk/media/60c868448fa8f57ce58ce901/RAND_Europe_Final_Report_Hateful_Extremism_During_COVID-19_Final.pdf
https://cdt.org/wp-content/uploads/2021/02/2021-02-10-CDT-Research-Report-on-Disinfo-Race-and-Gender-FINAL.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/european_union_terrorism_situation_and_trend_report_te-sat_2020_0.pdf
https://www.pewresearch.org/internet/2017/10/19/the-future-of-truth-and-misinformation-online/.
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Example mitigations
•	 The Online Safety Act requires companies to remove illegal dis/

misinformation, and the Foreign Interference Offence requires them 
to address state sponsored disinformation. 

•	 The Defending Democracy Taskforce239 works to reduce interference 
in UK democratic processes, with cross departmental and 
interagency collaboration.

•	 The Government provides additional funding to the BBC world 
service, a platform which plays a crucial role in shaping the global 
landscape by delivering impartial and accurate news to an audience 
of 320 million.  

Examples of additional benefits from 
taking action 
•	 Policies are easier to implement without dis/

misinformation around them.

•	 Greater resilience and trust of existing democratic institutions and 
authoritative information sources. 

239	UK Parliament (2023) https://questions-statements.parliament.uk/written-questions/detail/2023-04-25/182673/

What the future might hold

Short-term trajectories:

•	 AI may lower the barrier to entry for creating convincing dis/
misinformation, for example, using deepfakes, potentially 
accelerating its spread. 

•	 People may increasingly rely on trusted sources, like legacy news 
organisations or influencers, as information becomes less reliable. 

•	 Dis/misinformation could continue to target the most polarised 
issues in order to potentially deepen social divides on issues like 
climate change and immigration.

Longer-term uncertainties:

•	 The spread of dis/misinformation may erode public trust, potentially 
leading to disengagement from democratic processes.

•	 Mistrust in experts may drive people to believe dis/misinformation, 
potentially resulting in reduced vaccine uptake for example, posing 
threats to public health.

•	 Improved media literacy and digital skills could make users more 
critical of information, enhancing trust in fact-based news sources. 

•	 Some may view digital environments as preventing open debate, 
pushing groups to more fringe platforms, complicating monitoring. 

https://questions-statements.parliament.uk/written-questions/detail/2023-04-25/182673/
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Example connections with other chronic and acute risks

Misinformation about animal 
disease outbreak leads to further 
disease transmission

Hostile states create 
disinformation 
campaigns

Global tech is increasingly 
responsible for monitoring 
misinformation

Obscures who funds 
disinformation

Inequality makes people 
more likely to take up 
misinformation

Misinformation erodes trust, 
changing relationships with 
authorities and hampering 
incident response 

AI can be used to create 
increasingly convincing 
misinformation

Major outbreak of an 
animal disease

State threats

Disinformation and 
misinformation

Impacts from emerging 
financial systems 

Dominance of global 
technology companies 
and concentration of risk

Disproportionate 
impacts on 
vulnerable persons

Flooding – coastal, 
fluvial and surface 
water 

Impacts from use and 
capability of artificial 
intelligence (AI)

KEY: Chronic Risk Acute Risk



Biosecurity Biosecurity encompasses a broad spectrum of 
concerns. The convergence of technological 
progress, environmental decline, and the growing 
interconnectivity of our global society means that 
it is likely that there could be an escalation in the 
number of threats we face. The expanding 
availability of biological data, coupled with 
advancements in technologies and genetic 
modification techniques, holds the promise of 
innovative solutions across various sectors. 
However, the widespread adoption and 
accessibility of these technologies also raise the 
potential for dual-use scenarios with harmful 
consequences. Simultaneously, antimicrobial 
resistance persists as an enduring menace to 
public health, food security, environmental 
stability, and the overall economy. In addition, the 
rise in global mobility, evolving trade patterns, and 
the impacts of climate change collectively elevate 
the risk of introducing novel animal, plant, or 
foodborne diseases into the United Kingdom.
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Chronic Risk:

Antimicrobial resistance (AMR)

240	Browne, A.J. et al. (2021) https://pmc.ncbi.nlm.nih.gov/articles/PMC8654683/
241	 VMD (2023) https://assets.publishing.service.gov.uk/media/6718c19fe319b91ef09e38b6/2881449-v2-VARSS_2022_Report_v3__October_2024_Update_.pdf

Definition
Antimicrobial resistance (AMR) occurs when microorganisms 
(for example, fungi, bacteria, viruses and parasites) evolve to 
resist the effects of treatment, increasing the risk of severe 
illness and mortality. AMR is a rapidly growing, global threat to 
public health, animal health, plant health, and food security.  

Current evidence
Antimicrobials are used to treat infectious diseases and have profound 
benefits for human and animal health. AMR evolves naturally but has 
been exacerbated by indiscriminate use of antibiotics and antifungals, 
inadequate infection, prevention and control (IPC), and poor water, 
sanitation and hygiene (WASH) practices. AMR has resulted in a rise in 
infection incidence, importation of resistant strains and transmission of 
drug-resistant strains and genes between humans and animals, as well 
as through the environment. 

While human antibiotic use in the UK has declined in recent years, 
global antibiotic consumption in humans rose by 46%240 between 2000 
to 2018. In the UK, antimicrobial use in livestock has dropped by 
59% since 2014.241 

Global antibiotic consumption 
up 46% (2000-2018)

https://pmc.ncbi.nlm.nih.gov/articles/PMC8654683/
https://assets.publishing.service.gov.uk/media/6718c19fe319b91ef09e38b6/2881449-v2-VARSS_2022_Report_v3__October_2024_Update_.pdf
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However, worldwide antimicrobial use in livestock is estimated to have 
increased by 58% from 2010 to 2020,242 contributing to the rise of 
antimicrobial resistance.243 The limited range of antifungals along with 
their extensive use in both medicine and agriculture risks a combined 
“One Health” challenge to both respiratory medicine food supply.244 

In 2019, bacterial AMR was responsible for an estimated 1.3 million 
deaths globally,245 double the toll of malaria.246 In England, following a 
decline during the COVID-19 pandemic, severe antibiotic-resistant 
infections rose by 6.6% between 2020 and 2022, reaching nearly 
58,000 cases and approaching pre-pandemic levels.247 Beyond the 
direct health impacts, the economic consequences of unchecked AMR 
could surpass the disruptions of the 2008-2009 global financial 
crisis.248 Some estimates suggest the cumulative cost could reach 
USD $100 trillion by 2050, driven by rising healthcare costs, disruptions 
to food and feed production, trade, livelihoods, and worsened poverty 
and inequality.249

242	Mulchandani, R. et al. (2023) https://journals.plos.org/globalpublichealth/article?id=10.1371/journal.pgph.0001305
243	WHO (2023) https://www.who.int/news-room/fact-sheets/detail/antimicrobial-resistance
244	Fisher, M.C. et al. (2022) https://www.nature.com/articles/s41579-022-00720-1
245	Murray, C.J.L. et al. (2022) https://www.thelancet.com/journals/lancet/article/PIIS0140-6736(21)02724-0/fulltext
246	FAO (2023) https://openknowledge.fao.org/server/api/core/bitstreams/5f7506a7-8f71-4e34-bea5-382ad32f3734/content 
247	 UKHSA (2023) https://assets.publishing.service.gov.uk/media/6734e208b613efc3f1823095/ESPAUR-report-2023-2024.pdf
248	Green Finance Institute (2024) https://hive.greenfinanceinstitute.com/gfihive/insight/assessing-the-materiality-of-nature-related-financial-risks-for-the-uk/
249	WHO (2019) https://www.who.int/publications/i/item/no-time-to-wait-securing-the-future-from-drug-resistant-infections
250	Touat, M. et al. (2021) https://www.sciencedirect.com/science/article/pii/S0163445321000529. Journal of Infection, 82(3), 339-345. 

Example vulnerabilities
•	 High-risk groups (babies, children, older adults, 

immunocompromised, or those with comorbidities), could become 
vulnerable to the infection’s consequences (ill health, and death) and 
will have their quality of life reduced as they try to avoid previously 
simple-to-treat infections that may become lethal.

•	 The healthcare sector may face increased pressure, with more AMR 
infections, a higher workload from additional treatments and their 
potential side effects (since there may be limited antimicrobials that 
still work), and fewer beds available due to longer hospital stays.250

•	 The agricultural sector could see yields dramatically reduced by 
resistant fungal crop infections, diminished livestock welfare and 
productivity, and increased cost of those antimicrobial treatments 
that still work. 

https://journals.plos.org/globalpublichealth/article?id=10.1371/journal.pgph.0001305
https://www.who.int/news-room/fact-sheets/detail/antimicrobial-resistance
https://www.nature.com/articles/s41579-022-00720-1
https://www.thelancet.com/journals/lancet/article/PIIS0140-6736(21)02724-0/fulltext
https://openknowledge.fao.org/server/api/core/bitstreams/5f7506a7-8f71-4e34-bea5-382ad32f3734/content
https://assets.publishing.service.gov.uk/media/6734e208b613efc3f1823095/ESPAUR-report-2023-2024.pdf
https://hive.greenfinanceinstitute.com/gfihive/insight/assessing-the-materiality-of-nature-related-financial-risks-for-the-uk/
https://www.who.int/publications/i/item/no-time-to-wait-securing-the-future-from-drug-resistant-infections
https://www.sciencedirect.com/science/article/pii/S0163445321000529
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Example mitigations
•	 The UK’s 20 year “vision” aims for a multi-department, One Health 

approach251 which recognises the interconnectedness of human, 
animal and environmental health. 

•	 In 2024, the UK’s second 5-year National Action Plan252 to tackle 
AMR across humans, animals and the environment was launched. 
The plan focuses on reducing the need and unintentional exposure 
to antimicrobials, optimising their use, and investing in innovation, 
supply and access.253 

•	 AMR is identified as a high consequence risk in the 2023 Biological 
Security Strategy, which pledged to make it part of a real-time 
Biothreats Radar. 

•	 AMR is an international issue that cannot be solved in isolation, and 
the UK supports global action via grants and funding for low- and 
middle-income countries through the Fleming Fund and the Global 
AMR Innovation Fund. 

Examples of additional benefits from 
taking action 
•	 Better IPC and farm management in agriculture results in improved 

animal health and welfare. 

•	 Reducing antimicrobial overuse and regulating clinical and industrial 
discharge results in lower levels of antimicrobials secreted in 
wastewater, resulting in a less polluted environment.

251	� HM Government (2023) https://www.gov.uk/government/publications/uk-one-health-report-joint-report-on-antibiotic-use-antibiotic-sales-and-antibiotic-
resistance#:~:text=A%20One%20Health%20approach%20to,animals%2C%20food%20and%20the%20environment.

252	HM Government (2024) https://www.gov.uk/government/publications/uk-5-year-action-plan-for-antimicrobial-resistance-2024-to-2029
253	Ibid

What the future might hold

Short-term trajectories: 

•	 AMR may cause treatments in animals to fail and crop protection to 
become more difficult. Reductions in veterinary antimicrobial use in 
the UK could level-off as further reductions become harder to 
achieve and require more fundamental management changes. 

•	 There may be increased environmental AMR microbe transmission, 
particularly via humans being exposed to untreated wastewater. 

Longer-term uncertainties:

•	 The global rise in antimicrobials may be stemmed, as has happened 
in the UK, curbing the evolution of AMR.

•	 A rapid rise of antimicrobial resistance (AMR) could lead to 
multi-drug-resistant microbes dominating healthcare, making routine 
procedures like hip replacements and caesarean 
sections more dangerous.

•	 The farming and aquaculture industries could be severely impacted, 
as common infectious diseases of livestock may 
become untreatable. 

•	 The extensive use of antifungals in agriculture, combined with 
warming climate, may increase the range and severity of fungal 
infections in people and crops, while diminishing our 
ability to treat them.

https://www.gov.uk/government/publications/uk-one-health-report-joint-report-on-antibiotic-use-antibiotic-sales-and-antibiotic-resistance#:~:text=A%20One%20Health%20approach%20to,animals%2C%20food%20and%20the%20environment.
https://www.gov.uk/government/publications/uk-one-health-report-joint-report-on-antibiotic-use-antibiotic-sales-and-antibiotic-resistance#:~:text=A%20One%20Health%20approach%20to,animals%2C%20food%20and%20the%20environment.
https://www.gov.uk/government/publications/uk-5-year-action-plan-for-antimicrobial-resistance-2024-to-2029
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Example connections with other chronic and acute risks

Displacement from disasters 
can cause poor sanitation, 
fuelling resistance

There is a higher notification 
rate of AMR infections in areas 
that are more socially 
deprived, worsening inequality

Food supply contaminated 
by AMR microbes

AMR has root causes in 
antimicrobial overuse, which 
can result in a rise in 
components entering 
wastewater and impacting 

AMR driven usage restrictions 
result in a black market

AMR can make the 
treatment of infectious 
diseases more challenging 
by limiting the effectiveness 
of standard treatments

AMR hampers pandemic 
preparedness, and health 
outcomes worsened by AMR 
secondary infections 

High temperatures 
and heatwaves

Disproportionate 
impacts on vulnerable 
persons

Antimicrobial 
resistance 

Biodiversity loss

Animal diseases Changes in the 
nature of serious 
and organised crime

Major outbreak of an 
animal disease 

Outbreak of an 
emerging infectious 
disease

KEY: Chronic Risk Acute Risk
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Chronic Risk:

Animal diseases

254	WOAH https://gbads.woah.org/.

Definition
Animal disease disrupts an animal’s health due to infections, 
genetic defects, toxins or nutritional deficiencies altering its 
normal functions. While often appearing as acute outbreaks, 
animal disease can also be a chronic burden on environmental 
and human health, as well as the economy, trade, and 
food security.

Current evidence
Animal diseases arise from various pathogens including bacteria, 
viruses, parasites, fungi, misfolded proteins, or genetic abnormalities. 
Transmission occurs through contact with infected tissues or fluids, 
airborne droplets, vectors like insects, contact with contaminated 
objects, sexual transmission, or ingestion of contaminated food or 
water. The spread of these diseases depends on the pathogen, 
susceptible hosts, and environmental factors. Factors such as an 
intensification of global trade, increased interaction of livestock with 
wildlife, poor biosecurity for farmed livestock, and poor farming 
practices can exacerbate disease risks. 

Despite advances in detection, prevention, and treatment, the global 
emergence and recurrence of animal diseases have risen in 
recent decades.254 

116 listed diseases

https://gbads.woah.org/.
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The World Organisation for Animal Health (WOAH) lists 116 terrestrial 
and aquatic infectious animal diseases that have spread between 
countries and naturally infect humans, resulting in severe health 
impacts.255 Over 1.3 billion people worldwide depend on livestock for 
their livelihoods,256 with production animals accounting for 40% of 
global agricultural value.257 Since 1940, agricultural intensification has 
been linked to a significant portion of new infectious diseases, 
particularly zoonotic diseases that cross over to humans.258

Approximately 60% of emerging human infectious diseases originate in 
animals.259 The effects range from mild, such as food poisoning, to 
severe illnesses and fatalities, such as those caused by rabies. 
Economically, animal diseases can also be devastating; for example, 
the 2001 foot and mouth disease outbreak in the UK cost over 
£8 billion in total.260 Endemic diseases, like bovine tuberculosis, cost the 
UK government £70 million annually.261 Disease outbreaks can lead to 
import bans, as seen with the 10-year EU ban on British beef following 
the BSE outbreak.262 These outbreaks impact public trust, consumer 
behaviour, and can cause significant mental health issues among those 
directly affected, such as farmers and veterinarians.263

255	WOAH https://www.woah.org/en/what-we-do/animal-health-and-welfare/animal-diseases/
256	WOAH https://woah-report2021.org/en/animal-health-viewed-through-an-economic-lens/
257	WOAH https://gbads.woah.org/
258	UN Environment Programme (2020) https://www.unep.org/resources/report/preventing-future-zoonotic-disease-outbreaks-protecting-environment-animals-and
259	Jones, K. et al. (2008) https://pmc.ncbi.nlm.nih.gov/articles/PMC5960580/
260	NAO (2002) https://webarchive.nationalarchives.gov.uk/ukgwa/20170207062401mp_/https:/www.nao.org.uk/wp-content/uploads/2002/06/0102939.pdf
261	DEFRA (2018) https://assets.publishing.service.gov.uk/media/5beed433e5274a2af111f622/tb-review-final-report-corrected.pdf
262	EC (2006) https://ec.europa.eu/commission/presscorner/detail/en/ip_06_278
263	Mort, M., Convery, I., Baxter, J. and Bailey, C. (2005) https://pmc.ncbi.nlm.nih.gov/articles/PMC1289318/

https://www.woah.org/en/what-we-do/animal-health-and-welfare/animal-diseases/
https://woah-report2021.org/en/animal-health-viewed-through-an-economic-lens/
https://gbads.woah.org/
https://www.unep.org/resources/report/preventing-future-zoonotic-disease-outbreaks-protecting-environment-animals-and
https://pmc.ncbi.nlm.nih.gov/articles/PMC5960580/
https://webarchive.nationalarchives.gov.uk/ukgwa/20170207062401mp_/https:/www.nao.org.uk/wp-content/uploads/2002/06/0102939.pdf
https://assets.publishing.service.gov.uk/media/5beed433e5274a2af111f622/tb-review-final-report-corrected.pdf
https://ec.europa.eu/commission/presscorner/detail/en/ip_06_278
https://pmc.ncbi.nlm.nih.gov/articles/PMC1289318/
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Example vulnerabilities 
•	 Agricultural workers are at higher risk for many zoonotic diseases, 

impacting their health and livelihoods.

•	 Trade and agriculture are vulnerable to animal disease outbreaks, 
potentially causing economic losses and shortages of food.

•	 Disease threats to biodiversity and agriculture disproportionately 
impact rural areas. 

Example mitigations
•	 The Animal and Plant Health Agency published an overarching UK 

contingency plan for exotic animal diseases in 2021.264 Wales, 
Scotland, and England published their respective contingency plans 
(updated in 2018,265 2022266 and 2023267) that detail processes, 
departmental responsibilities, and specific disease control strategies. 

•	 The 2023 Animal Health and Welfare Pathway offers financial 
support to farmers to improve biosecurity, manage endemic risks 
and eradicate bovine tuberculosis.

264	�APHA (2021) https://assets.publishing.service.gov.uk/media/6731ea245364e7efcec41910/Defra_Contingency_Plan_for_Exotic_Notifiable_Diseases_of_Animals_in_
England_2024__final_print_approved_version_1.pdf

265	Welsh Government (2018) https://www.gov.wales/sites/default/files/publications/2021-03/exotic-animal-diseases-contingency-plan.pdf
266	�Scottish Government (2022) https://www.gov.scot/binaries/content/documents/govscot/publications/advice-and-guidance/2022/08/exotic-animal-disease-

contingency-framework-plan-august-2022/documents/exotic-animal-disease-contingency-framework-plan-version-7-august-2022/exotic-animal-disease-
contingency-framework-plan-version-7-august-2022/govscot%3Adocument/exotic-animal-disease-contingency-framework-plan-version-7-august-2022.pdf

267	�APHA (2023) https://assets.publishing.service.gov.uk/media/6731ea245364e7efcec41910/Defra_Contingency_Plan_for_Exotic_Notifiable_Diseases_of_Animals_in_
England_2024__final_print_approved_version_1.pdf

•	 The UK’s Biological Security and Official Development Assistance 
strategies enhance resilience through a One Health approach and 
global investments in veterinary infrastructure and 
disease surveillance. 

Examples of additional benefits from 
taking action
•	 Animal diseases are not confined to livestock, with wildlife diseases 

threatening species with extinction, causing cascading impacts on 
other dependent animal and plant species. Better animal health may 
result in a healthier ecosystem.

•	 Fewer disease-impacted animals means more efficient 
livestock production. 

•	 Controlling the spread of animal diseases can result in improved 
animal welfare, better trade reputation, reduced impact on human 
health, decreased antimicrobial resistance (AMR), and 
better food security.

https://assets.publishing.service.gov.uk/media/6731ea245364e7efcec41910/Defra_Contingency_Plan_for_Exotic_Notifiable_Diseases_of_Animals_in_England_2024__final_print_approved_version_1.pdf
https://assets.publishing.service.gov.uk/media/6731ea245364e7efcec41910/Defra_Contingency_Plan_for_Exotic_Notifiable_Diseases_of_Animals_in_England_2024__final_print_approved_version_1.pdf
https://www.gov.wales/sites/default/files/publications/2021-03/exotic-animal-diseases-contingency-plan.pdf
https://assets.publishing.service.gov.uk/media/6731ea245364e7efcec41910/Defra_Contingency_Plan_for_Exotic_Notifiable_Diseases_of_Animals_in_England_2024__final_print_approved_version_1.pdf
https://assets.publishing.service.gov.uk/media/6731ea245364e7efcec41910/Defra_Contingency_Plan_for_Exotic_Notifiable_Diseases_of_Animals_in_England_2024__final_print_approved_version_1.pdf
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What the future might hold

Short-term trajectories:

•	 Shifts in international trade may expose the UK to new diseases and 
antimicrobial-resistant organisms, heightening the risk of outbreaks. 

•	 The UK climate will change further, which could expand the range 
and active season268 of insects that carry livestock diseases, like 
bluetongue and Schmallenberg virus, pet diseases like heartworm, 
and other zoonotic diseases like Lyme disease.

Longer-term uncertainties:

•	 Warmer winters may lead to increased numbers of disease-
transmitting ticks, which, coupled with rising AMR infections, may 
increase livestock mortality, potentially impacting UK farmers and 
the UK food supply.

•	 Increasing global meat consumption may drive increased livestock 
trade which could exacerbate zoonotic disease outbreaks, possibly 
leading to a major human pandemic in the UK.

•	 Artificial intelligence (AI) technologies may help predict, monitor, 
detect and treat animal diseases, potentially benefiting larger farms 
while smallholders may struggle to compete.

•	 People shifting towards plant-based diets and lab-grown meat could 
reduce the demand for animal agriculture, thus reducing 
disease burden. 

268	Sanders, C.J. et al. (2019) https://besjournals.onlinelibrary.wiley.com/doi/epdf/10.1111/1365-2664.13415

https://besjournals.onlinelibrary.wiley.com/doi/epdf/10.1111/1365-2664.13415
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Example connections with other chronic and acute risks

Affects wildlife and insect ranges, 
that host and carry disease. 
Improved productivity from reduced 
disease can reduce GHG emissions 

Increase in disease could 
require increase in antimicrobial 
treatment, risking AMR

Outbreaks can impact wildlife. 
Biodiversity loss may also increase 
human exposure to pathogens

Reporting some diseases can 
result in lengthy trade bans. 
Globalised supply chains 
can increase disease risk 

Heat stress makes animals 
more susceptible to disease. 
Drought also increases 
wildlife interactions due to 
water scarcity

Some animal diseases are 
zoonotic, and could cause 
a pandemic, like COVID-19

Antimicrobial
resistance

Climate change

Biodiversity loss

Animal diseases

Reliance on global 
supply chains

High temperatures and 
heatwaves

Outbreak of an emerging 
infectious disease

KEY: Chronic Risk Acute Risk
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Chronic Risk:

Foodborne diseases

Definition
Foodborne disease (FBD) is caused by the consumption of 
food contaminated with microorganisms including bacteria, 
viruses, parasites, or their toxins. Disease caused by this 
contamination is a large and ongoing economic and health 
burden on society.

Current evidence
Contamination of food by microbes and their toxins can occur at any 
stage in the food chain – on the farm (animals and plants), during 
processing, preparation and distribution, storage or via mishandling (i.e. 
cross contamination in the kitchen) pre or post cooking. Pathogens can 
come from the environment, from people, pets and livestock, or be 
inherent in the food product itself. Some foods are more likely to carry 
pathogenic microbes, such as undercooked or raw foods. Certain 
conditions (such as higher temperatures, possibly worsened by climate 
change) can accelerate growth of foodborne microbes. Additionally, 
some foodborne microbes may be resistant to antimicrobials, making 
the resulting illness harder to treat.

FBD related pain, grief and suffering 
is estimated to cost £7.1 billion
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Despite ongoing preventive measures, foodborne illness remains a 
persistent public health concern in the UK, with the number of cases 
linked to causative contaminants consistently high between 2015 and 
2019.269 In 2018 there were an estimated 2.4 million cases related to 
FBD in the UK,270 with approximately 16,000 hospitalisations and over 
180 deaths.271 Norovirus, an enteric or gastrointestinal tract virus, 
accounts for the highest number of cases linked to food, with an 
estimated 380,000 cases per annum.272 The most significant bacterial 
pathogen contaminants in the UK are Salmonella, Campylobacter, 
Shiga toxin-producing Escherichia coli O157 (STEC), and Listeria 
monocytogenes.273 In 2022, there was an increase in STEC cases to 
the highest rate per 100,000 population since 2015. This was driven by 
two large national outbreaks investigated in summer 2022.274 There is a 
cross-border component to FBD, one example of which was 
associated with 241 cases of Salmonella infection in travellers returning 
from holidays to Türkiye during the first half of 2023.275 

269	�DEFRA (2023) https://www.gov.uk/government/statistics/united-kingdom-food-security-report-2021/united-kingdom-food-security-report-2021-theme-5-food-
safety-and-consumer-confidence

270	FSA (2020) https://www.food.gov.uk/sites/default/files/media/document/the-burden-of-foodborne-disease-in-the-uk_0.pdf
271	 Holland, D., Thomson, L., Mahmoudzadeh, N. and Khaled, A. (2020) https://pmc.ncbi.nlm.nih.gov/articles/PMC7319714/
272	FSA (2019) https://www.food.gov.uk/sites/default/files/media/document/technical-report-review-of-quantitative-risk-assessment-of-norovirus-transmission_0.pdf
273	� DEFRA (2023) https://www.gov.uk/government/statistics/united-kingdom-food-security-report-2021/united-kingdom-food-security-report-2021-theme-5-food-

safety-and-consumer-confidence
274	� FSA (2023) https://www.food.gov.uk/board-papers/performance-and-resources-report-quarter-4-2022-to-2023-foodborne-disease-gastrointestinal-gi-

pathogen-reporting
275	UKHSA (2023) https://www.gov.uk/government/publications/health-protection-report-volume-17-2023/hpr-volume-17-issue-8-news-20-july-2023
276	FSA (2020) https://www.food.gov.uk/research/foodborne-disease/the-burden-of-foodborne-disease-in-the-uk-2018-0
277	Ibid
278	 Ibid
279	 Ibid

The estimated cost of FBD to UK society in 2018 was £9.1 billion 
annually.276 Of this, 20% was down to financial costs, including lost 
earnings, medical costs, school absences and disturbances to 
businesses as people take sickness leave.277 £7.1 billion of the total 
burden was related to the human cost of pain, grief and suffering of 
individuals and their carers from illness, their long-term complications, 
and fatalities.278 Norovirus had the greatest economic and societal 
burden, with an estimated annual cost of £1.7 billion, followed by 
Campylobacter and Salmonella.279

https://www.gov.uk/government/statistics/united-kingdom-food-security-report-2021/united-kingdom-food-security-report-2021-theme-5-food-safety-and-consumer-confidence
https://www.gov.uk/government/statistics/united-kingdom-food-security-report-2021/united-kingdom-food-security-report-2021-theme-5-food-safety-and-consumer-confidence
https://www.food.gov.uk/sites/default/files/media/document/the-burden-of-foodborne-disease-in-the-uk_0.pdf
https://pmc.ncbi.nlm.nih.gov/articles/PMC7319714/
https://www.food.gov.uk/sites/default/files/media/document/technical-report-review-of-quantitative-risk-assessment-of-norovirus-transmission_0.pdf
https://www.gov.uk/government/statistics/united-kingdom-food-security-report-2021/united-kingdom-food-security-report-2021-theme-5-food-safety-and-consumer-confidence
https://www.gov.uk/government/statistics/united-kingdom-food-security-report-2021/united-kingdom-food-security-report-2021-theme-5-food-safety-and-consumer-confidence
https://www.food.gov.uk/board-papers/performance-and-resources-report-quarter-4-2022-to-2023-foodborne-disease-gastrointestinal-gi-pathogen-reporting
https://www.food.gov.uk/board-papers/performance-and-resources-report-quarter-4-2022-to-2023-foodborne-disease-gastrointestinal-gi-pathogen-reporting
https://www.gov.uk/government/publications/health-protection-report-volume-17-2023/hpr-volume-17-issue-8-news-20-july-2023
https://www.food.gov.uk/research/foodborne-disease/the-burden-of-foodborne-disease-in-the-uk-2018-0
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Example vulnerabilities 
•	 Certain vulnerable groups, including babies and children under 5, 

pregnant individuals, immunocompromised individuals, and older 
adults, face increased susceptibility to foodborne diseases.

•	 Foodborne illnesses and employee absence disrupt business 
operations, necessitating resource reallocation. In 2018, these issues 
cost businesses an estimated £157.5 million.280

•	 The UK’s NHS, as the primary healthcare provider, faced an 
estimated annual resource cost of £60.5 million due to FBD cases, 
as of 2018.281 These costs include GP visits and 
hospital patient care.

Example mitigations
•	 The Food Standards Agency (FSA) and Food Standards Scotland 

(FSS) focus on tackling detrimental pathogens through policies 
and strategies. 

•	 The Food Hygiene Rating Scheme (FHRS) rates food businesses 
based on hygiene standards and helps consumers make informed 
choices about where to eat or buy food.

•	 National control programs, research initiatives, consumer advice 
initiatives and cross-departmental teams focus on preventing 
foodborne diseases and promoting knowledge exchange.

280	Ibid
281	 Ibid

Examples of additional benefits from 
taking action
•	 Better understanding of ecosystem microbiome due to 

increased surveillance.

•	 Widespread messaging around benefits of hygiene and 
handwashing to prevent FBD has positive knock-on effects, with 
fewer non-foodborne pathogen reports. 

•	 Actions to control foodborne disease can improve animal welfare 
and reduce environmental contamination.
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What the future might hold

282	�National Food Crime Unit and Scottish Food Crime & Incidents Unit (2020) https://www.foodstandards.gov.scot/publications-and-research/publications/
food-crime-strategic-assessment-2020

Short-term trajectories:

•	 While antimicrobial use in UK livestock is declining, global use is 
increasing. This means that trade deals with novel partners may 
raise the risk of importing foodborne antimicrobial-
resistant (AMR) strains.

•	 Changing climate and increasing frequency of extreme weather 
events could result in a greater frequency of contamination of food in 
the UK, including salad crops and shellfish.

•	 Economic changes may influence consumers to opt for cheaper 
food options, increasing their risk of exposure to food fraud. This 
includes items: made without proper oversight, from unsafe goods, 
or prepared in unhygienic conditions.282

Longer-term uncertainties:

•	 Climate change may drive food production to new regions with less 
familiar threats and weaker tracing protocols. This could lead to 
frequent contaminated food imports and deadly disease outbreaks 
in the UK, which may undermine public trust in food systems.

•	 There may be a rise in the number of online marketplaces and 
unregulated distribution chains. This could complicate traceability 
and management of foodborne disease outbreaks.

•	 Blockchain, internet of things (IoT), and artificial intelligence (AI) 
technologies could enable faster tracing and certification of food 
ingredients, streamlining investigations and reducing food waste. 
However, the increased costs of implementing these technologies 
may be passed on to consumers, potentially widening inequalities in 
access to safe food.

https://www.foodstandards.gov.scot/publications-and-research/publications/food-crime-strategic-assessment-2020
https://www.foodstandards.gov.scot/publications-and-research/publications/food-crime-strategic-assessment-2020
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Example connections with other chronic and acute risks

Makes it harder to trace 
foodborne disease outbreaks 

Increase in disease may require 
increase in antimicrobial 
treatment, risking AMR

Contaminated feed can 
cause disease in animals, 
which can then carry disease 
to humans and environment

Creates ideal conditions for 
microbes to flourish; power 
outages break the cold chain

Untreated waste released into 
water risks contaminating fish 
and shellfish

Circulating foodborne 
pathogens could enter the 
food supply at any stage

Flooding can spread 
pathogens onto food

Reliance on global 
supply chains

Antimicrobial resistance

Foodborne
diseases

Climate change

Animal diseases Pollution and 
environmental 
degradation 

Food supply 
contamination

Flooding – coastal, 
fluvial and surface water 

KEY: Chronic Risk Acute Risk
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Chronic Risk:

Plant pests

283	�DEFRA (Accessed 2024) https://planthealthportal.defra.gov.uk/pests-and-diseases/pest-risk-analyses/defras-approach-to-pest-risk-analysis/#:~:text=Plant%20
pests%20include%20insects%2C%20other,on%20them%20or%20causing%20disease

284	Hulme, P.E. (2021). https://www.sciencedirect.com/science/article/pii/S2590332221002347#bib64
285	�Velásquez, A.C., Castroverde, C.D.M. and He S.Y. (2018) https://www.cell.com/current-biology/fulltext/S0960-9822(18)30412-3?_

returnURL=https%3A%2F%2Flinkinghub.elsevier.com%2Fretrieve%2Fpii%2FS0960982218304123%3Fshowall%3Dtrue 
286	Singh, B.K., et al (2023) https://www.nature.com/articles/s41579-023-00900-7
287	 IPPC Secretariat (2021) https://openknowledge.fao.org/server/api/core/bitstreams/fe50815a-fe81-467f-bc06-e15d68dd4e04/content/cb4769en.html

Definition
A plant pest is any organism (including insects, other 
invertebrates, bacteria, fungi, viruses and other pathogens) that 
affects plant health by feeding on them, causing disease, or 
interfering with their normal growth and development.283 Due to 
changing consumer demands, increased global trade into the 
UK and changing weather patterns, there is a significant 
likelihood of new acute events such as non-native plant pests 
emerging in the UK. The gradual spread of both native and 
non-native plant pests could have detrimental effects on plant 
health, crop yields, the environment, natural capital, and trade.

Current evidence
International trade284 and travel act as pathways for plant pests, 
resulting in persistent threats to plant health. Additionally, abiotic 
stresses in the environment such as drought, flooding, and pollution 
can also increase plant vulnerability to pests, and can alter disease 
development and impact.285 Ongoing environmental changes linked to 
climate change intensify these stressors, resulting in more frequent and 
severe outbreaks of plant diseases.286 Furthermore, they may enable 
new plant pests to establish themselves in the UK.287

Plant diseases cost the global 
economy 220 billion USD

https://planthealthportal.defra.gov.uk/pests-and-diseases/pest-risk-analyses/defras-approach-to-pest-risk-analysis/#:~:text=Plant%20pests%20include%20insects%2C%20other,on%20them%20or%20causing%20disease
https://planthealthportal.defra.gov.uk/pests-and-diseases/pest-risk-analyses/defras-approach-to-pest-risk-analysis/#:~:text=Plant%20pests%20include%20insects%2C%20other,on%20them%20or%20causing%20disease
https://www.sciencedirect.com/science/article/pii/S2590332221002347#bib64
https://www.cell.com/current-biology/fulltext/S0960-9822(18)30412-3?_returnURL=https%3A%2F%2Flinkinghub.elsevier.com%2Fretrieve%2Fpii%2FS0960982218304123%3Fshowall%3Dtrue
https://www.cell.com/current-biology/fulltext/S0960-9822(18)30412-3?_returnURL=https%3A%2F%2Flinkinghub.elsevier.com%2Fretrieve%2Fpii%2FS0960982218304123%3Fshowall%3Dtrue
https://www.nature.com/articles/s41579-023-00900-7
https://openknowledge.fao.org/server/api/core/bitstreams/fe50815a-fe81-467f-bc06-e15d68dd4e04/content/cb4769en.html
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The top five crops in the UK by production volume are wheat, barley, 
sugar beet, potatoes, and oilseed.288 However, their yields are 
susceptible to plant pests. Recently, fungal cereal pathogens that were 
previously eradicated in the UK have re-emerged. For example, in 2013, 
wheat stem rust was detected for the first time in 60 years.289 
Quarantine pests are non-native species subject to control measures.290 
There are currently over 200 listed quarantine pests already identified 
globally, with this number growing annually as new threats are 
identified.291 Six quarantine pests are already established within 
Great Britain.292 

The UN Food and Agriculture Organization (FAO) predicts that, globally, 
up to 40% of food crops are lost due to plant pests annually (with 
regional variations in losses). Plant diseases cost USD $220 billion to 
the global economy, and invasive insects cost USD $70 billion.293 UK 
potato farmers spend on average £55 million a year to keep potato 
blight under control. Furthermore, native pests like peach potato aphids 
can transmit the pathogen causing virus yellows, which caused the loss 
of up to 25% of the UK’s national sugar beet yield in 2020.294 
Additionally, plant diseases and pests can weaken or kill plants that 
play a key role in supporting wider UK biodiversity. 

288	DEFRA (2024) https://defra-farming-stats.github.io/auk-dashboard/#production-by-volume
289	Lewis, C.M., Persoons, A., Bebber, D.P. et al. (2018) https://www.nature.com/articles/s42003-018-0013-y 
290	DEFRA (2023) https://planthealthportal.defra.gov.uk/pests-and-diseases/high-profile-pests-and-diseases/
291	The National Archives (2025) Commission Implementing Regulation (EU) 2019/2072
292	Ibid
293	FAO (2022) https://openknowledge.fao.org/server/api/core/bitstreams/f700bc9e-bdda-4818-9d29-a295d0aad0f6/content
294	DEFRA (2023) https://openknowledge.fao.org/server/api/core/bitstreams/f700bc9e-bdda-4818-9d29-a295d0aad0f6/content
295	Mitchell, R.J., et al. (2014) https://data.jncc.gov.uk/data/1352bab5-3914-4a42-bb8a-a0a1e2b15f14/JNCC-Report-483-FINAL-WEB.pdf

For example, over 950 UK species are associated with ash trees,295 
which are threatened by ash dieback.

Example vulnerabilities 
•	 Plant pests can increase commodity prices, disproportionately 

affecting low-income groups and potentially impacting the job 
security of 471,000 agricultural workers in the UK.

•	 Pest infestations can erode consumer confidence, decrease 
demand for crops, affect the commercial viability of UK producers, 
and impact tourism and forestry sectors.

•	 Trees provide essential services like shade, carbon capture, and 
flood alleviation, but pests could significantly reduce their value, 
impacting urban environments and construction materials.

https://defra-farming-stats.github.io/auk-dashboard/#production-by-volume
https://www.nature.com/articles/s42003-018-0013-y
https://planthealthportal.defra.gov.uk/pests-and-diseases/high-profile-pests-and-diseases/
https://www.legislation.gov.uk/eur/2019/2072
https://openknowledge.fao.org/server/api/core/bitstreams/f700bc9e-bdda-4818-9d29-a295d0aad0f6/content
https://openknowledge.fao.org/server/api/core/bitstreams/f700bc9e-bdda-4818-9d29-a295d0aad0f6/content
https://data.jncc.gov.uk/data/1352bab5-3914-4a42-bb8a-a0a1e2b15f14/JNCC-Report-483-FINAL-WEB.pdf
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Example mitigations
•	 Defra, Scottish Government, Welsh Government, and the Forestry 

Commission developed the Plant Biosecurity Strategy for Great 
Britain (2023-2028), linking it to the UK Biological Security Strategy.

•	 The UK Plant Health Risk Register (established 2013) helps prioritise 
and manage risks from pests and disease.

•	 The UK international action plan for plant health aims to strengthen 
global biosecurity, monitoring non-native plant pests to protect UK 
plant diversity.

Examples of additional benefits from 
taking action
•	 Disease-resistant varieties require less land to achieve the same 

yields, which would also decrease the time and money farmers 
spend on pest and disease management.

•	 Preventing pests could improve crop quality and 
therefore harvest value. 

•	 Preventing plant pests can increase food security and 
conserve biodiversity.

What the future might hold

Short-term trajectory:

•	 Climate change may facilitate the emergence of new plant 
pathogens and invasive species, with drought-stressed trees and 
crops becoming more vulnerable to diseases.

•	 Increasing imports of trees and outdoor plants could heighten the 
risk of introducing pests similar to ash dieback and oak 
processionary moth.

Longer-term uncertainties:

•	 Multi-year droughts and plant pathogens could lead to repeated 
harvest failures, causing food insecurity, increased reliance on 
imports, heightening socioeconomic inequalities in the UK.

•	 Changing climate patterns may allow imported plant pests to 
flourish, which would alter forest conditions, deplete biodiversity, and 
reduce carbon storage capacity in stressed woodlands.

•	 The UK may adopt a stricter approach to trade imports to protect 
agriculture, forestry, and biodiversity, but this would limit 
trading partnerships.

•	 Farmers may diversify crops and expand the market for genetically 
engineered varieties to improve resilience and food security.
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Example connections with other chronic and acute risks

Affects insect pest ranges. Droughts 
increase plant vulnerability. 
Plants dying reduce carbon sink capacity

Kills native plants, affecting 
dependent species

Tree death reduces 
flood resilience

Imports of produce become 
less reliable. Changes in 
pathways could increase 
pest entry risk

Some key forestry species 
become more sensitive to 
air pollution

Farmers use AI to spot 
pests and notice diseases. 
AI could also be used to 
bioengineer plant pathogens

Plant pests and pathogens 
contaminate crops, potentially 
leading to widespread food 
contamination and food 
supply issues 

Climate change Biodiversity loss

Plant pests Reliance on global 
supply chains

Flooding –
coastal, fluvial and 
surface water

Pollution and 
environmental 
degradation

Impacts from use and 
capability of artificial 
intelligence (AI)

Food supply 
contamination 

KEY: Chronic Risk Acute Risk
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Chronic Risk:

Impacts from the expansion of engineering biology

296	NIH (2023) https://www.genome.gov/human-genome-project
297	�NIH (2017) https://pmc.ncbi.nlm.nih.gov/articles/PMC5204324/#:~:text=Synthetic%20DNA%20is%20central%20to,biology%20toward%20applications%20

heretofore%20unimaginable
298	�Grand View Research (2023) https://www.grandviewresearch.com/industry-analysis/biotechnology-market#:~:text=Biotechnology%20Market%20Size%20%26%20

Trends,13.96%25%20from%202024%20to%202030

Definition
Engineering biology (EB)/Synthetic Biology applies engineering 
principles to design and construct biological parts, devices, 
and systems, such as cells or proteins. Applications range from 
medicine, agriculture, energy, to environmental remediation. 
Advancements and wider accessibility of these technologies 
could increase the likelihood of misuse, such as accidental or 
intentional release of engineered organisms, resulting in harms 
to human, animal or plant health, and/or disruption of 
ecosystems. 

Current evidence 
The growth in engineering biology can be attributed to a combination of 
scientific, technological, and societal factors, and has been propelled 
by a series of breakthroughs including the sequencing of the human 
genome (completed in 2003296), which provided fundamental 
information about human biology. This has been furthered by 
advancements in the scalability and speed of DNA sequencing, 
synthesis and cost reductions.297 

In 2023, the global biotechnology market was valued at USD $1.55 
trillion,298 with governments and businesses recognising EB’s 
transformative potential across fields like health, agriculture, 
manufacturing, energy, and the environment. 

EB has facilitated the development 
of alternative food sources

https://www.genome.gov/human-genome-project
https://pmc.ncbi.nlm.nih.gov/articles/PMC5204324/#:~:text=Synthetic%20DNA%20is%20central%20to,biology%20toward%20applications%20heretofore%20unimaginable.
https://pmc.ncbi.nlm.nih.gov/articles/PMC5204324/#:~:text=Synthetic%20DNA%20is%20central%20to,biology%20toward%20applications%20heretofore%20unimaginable.
https://www.grandviewresearch.com/industry-analysis/biotechnology-market#:~:text=Biotechnology%20Market%20Size%20%26%20Trends,13.96%25%20from%202024%20to%202030.
https://www.grandviewresearch.com/industry-analysis/biotechnology-market#:~:text=Biotechnology%20Market%20Size%20%26%20Trends,13.96%25%20from%202024%20to%202030.
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Therefore, the UK and other nations have made EB a strategic priority. 
EB has had positive impacts on food security through advanced 
breeding techniques for plants and animals,299 for example, increasing 
crop resilience to pests, diseases and changing climate.300 Alternative 
food sources, like lab-cultivated proteins with fewer resource inputs and 
reduced greenhouse gas emissions, are also possible using EB.301 
Furthermore, EB has promoted sustainable manufacturing practices, 
such as biomanufacturing from waste materials, to support a circular 
economy and improve supply chain resilience.302

However, recent advancements, such as open-source resources, more 
affordable tools, large language models, and support from platforms 
like DIYbio,303 have lowered the barriers to accessing these 
technologies, increasing the risk of misuse. Additionally, international 
competition could catalyse EB innovation, with regulations struggling to 
keep pace with technological progress. Although this is less likely in the 
UK, where strong regulations exist,304 globally, it could exacerbate the 
negative consequences of EB’s misuse.305

299	Roell, M.S, Zurbrigge, M.D.  (2020) https://www.sciencedirect.com/science/article/abs/pii/S095816691930103X
300	Zaidi, S.SeA., et al. (2020) https://genomebiology.biomedcentral.com/articles/10.1186/s13059-020-02204-y
301	NIH (2023) https://pmc.ncbi.nlm.nih.gov/articles/PMC10340413/
302	DSIT (2023) https://www.gov.uk/government/publications/national-vision-for-engineering-biology/national-vision-for-engineering-biology#executive-summary 
303	DIY BIO https://diybio.org/
304	Global Gene Editing Regulation Tracker (2020) https://crispr-gene-editing-regs-tracker.geneticliteracyproject.org/  
305	The Center for Arms Control and Non-Proliferation (2023) https://armscontrolcenter.org/fact-sheet-biotechnology/
306	�DSIT (2024) UK screening guidance on synthetic nucleic acids for users and providers

Example vulnerabilities 
•	 Malign actors could engineer pathogens to use as biological 

weapons to target humans. Engineered pathogens could also 
threaten keystone species, livestock, and crops, jeopardising 
UK food security.

•	 The release of engineered organisms (intentional or not) could have 
unforeseen cascading effects across an entire ecosystem. 

Example mitigations
•	 Under the UK Biological Security Strategy, the Government is 

committed to fostering responsible innovation in EB.

•	 The Department for Science, Innovation and Technology has 
published guidance on nucleic acid synthesis,306 contributing 
towards the UK’s efforts in addressing biosecurity concerns 
associated with the deliberate or accidental misuse of synthetic 
nucleic acids, whilst enabling and championing legitimate use.

https://www.sciencedirect.com/science/article/abs/pii/S095816691930103X
https://genomebiology.biomedcentral.com/articles/10.1186/s13059-020-02204-y
https://pmc.ncbi.nlm.nih.gov/articles/PMC10340413/
https://diybio.org/
https://crispr-gene-editing-regs-tracker.geneticliteracyproject.org/  
https://armscontrolcenter.org/fact-sheet-biotechnology/
https://www.gov.uk/government/publications/uk-screening-guidance-on-synthetic-nucleic-acids/uk-screening-guidance-on-synthetic-nucleic-acids-for-users-and-providers
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•	 The Government is investing over £1.5 billion annually in biological 
security, launching new initiatives like the National Biosurveillance 
Network and Biothreats Radar.307 Through the National Security and 
Investment Act, it has increased oversight of controlling interests in 
UK EB entities, providing an additional safeguard against acquisition 
by adversarial actors. 

•	 Internationally the UK is committed to strengthening the Biological 
and Toxin Weapons Convention (BTWC)308 and the capability of 
bio-surveillance measures across the UK in relation to the 
International Pathogen Surveillance Network (ISPN).309

Examples of additional benefits from 
taking action 
•	 Enhanced R&D in EB, supported by improved public engagement 

and education on its benefits, is driving growth in the UK’s agri-food, 
health tech, and biotech sectors, and safely unlocking the 
social benefits of EB.

What the future might hold

Short-term trajectories: 

•	 Researchers may continue to develop engineered cells to create 
functional systems for drug development, disease treatment, and 
personalised cancer therapies.

307	�Cabinet Office (2023) Dowden: world-class crisis capabilities deployed to defeat biological threats of tomorrow
308	UN https://disarmament.unoda.org/biological-weapons/about/history/ 
309	WHO https://www.who.int/initiatives/international-pathogen-surveillance-network 
310	 MoD (2021) https://www.gov.uk/government/publications/human-augmentation-the-dawn-of-a-new-paradigm

•	 In industry, EB could enable sustainable bio-manufacturing using 
waste materials like sugarcane and wheat straw for biofuels and 
high-value chemicals.

•	 Malicious actors could seek to circumvent regulations and guardrails, 
combining artificial intelligence and EB to create engineered 
biological weapons,310 which are illegal under international law.

Longer-term uncertainties:

•	 By employing machine learning systems to predict protein structures 
and pharmacological effects from DNA sequences, home 
fermentation kits and engineering biology tools could enable 
individuals to produce bioengineered products at home.

•	 Decentralised chemical production could pose enforcement 
challenges, leading to substandard or fake medications and 
synthetic opioids, potentially disrupting traditional 
pharmaceutical supply chains.

•	 Genetic tools may become routine in health, agriculture and 
manufacturing, with initial consumer acceptance in the food supply 
chain driving wider adoption across more sectors.

https://www.gov.uk/government/news/dowden-world-class-crisis-capabilities-deployed-to-defeat-biological-threats-of-tomorrow#:~:text=It%20
outlines%20how%20the%20Government,%C2%A31.5%20billion%20each%20year
https://disarmament.unoda.org/biological-weapons/about/history/
https://www.who.int/initiatives/international-pathogen-surveillance-network
https://www.gov.uk/government/publications/human-augmentation-the-dawn-of-a-new-paradigm
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Example connections with other chronic and acute risks

Hostile miliary states could gain an 
advantage as human augmentation 
becomes more advanced

Bio-remediation materials may 
lead to unintended outcomes 
that could affect wild populations

AI-enabled scientific tools (BDT) have 
the potential to facilitate the creation of 
new, harmful pathogens and toxins

Pharmaceuticals and chemical 
supply chains could be disrupted 
due to counterfeit production

EB advance which may 
reduce climate change 
through net zero technologies

Availability of biological data 
allows EB to be more targeted 
for certain populations, which 
could affect the way misuse 
risks materialises

Biodiversity loss

State threats  

Impacts from use and 
capability of artificial 
intelligence (AI)

Harms from the 
expansion of 
engineering biology

Global supply chains 

Climate change 

Increasing collection 
and use of human 
biological data

KEY: Chronic Risk Acute Risk
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Chronic Risk:

Increasing collection and use of human biological data

Definition
Acquisition of and access to human biological data, such as 
human genetic information, biometrics, and personal health 
and fitness data, is increasing. Whilst this has many benefits for 
healthcare, wellbeing and improved personalisation of services, 
it presents risks associated with deliberate misuse. This could 
affect individual rights to privacy and could be used by threat 
actors for strategic advantage.

Current evidence
There is a significant amount of human biological data that can now be 
collected, from the genetic information that codes how a person is 
constructed, to their heart rate and blood pressure. Scientists, 
healthcare professionals, and citizens are increasingly interested in this 
data to answer questions about people’s health and ancestry. 
Technological advances have made sequencing the human genome 
much cheaper, with the first full genome sequencing costing USD $300 
million in 2003, dropping to only USD $525 in 2022. These rapid cost 
reductions have allowed an increasing number of private companies to 
offer consumers access to their biological data. 

Over 500 million  
DNA kits sold since 2006
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Fully and part state-funded enterprises, such as the UK Biobank, now 
hold detailed genetic and health information from half a million 
anonymised UK participants. This data is globally accessible to 
approved researchers,311 enabling wide-scale, public research. 
With tools like Artificial Intelligence (AI), these publicly funded datasets 
can now be processed and analysed more efficiently.312 In contrast, 
private companies like 23&Me operate on a for-profit basis. Since 
2006,313 23&Me has sold over 12 million DNA kits, and by 2019, about 
21% of U.S. adults regularly used smartwatches or fitness trackers—
contributing to a growing pool of privately collected health data.314 
In 2025 23&Me filed for bankruptcy, with some warning customers to 
delete their data from the company’s website.315

The divide between public and private ownership of genetic data 
presents challenges in accessibility, diversity, and oversight. While 
regulations protect personal data, collectors must continuously 
enhance security to counter cyber threats. Ethical concerns include 
biometric surveillance,316 targeting individuals based on genomic 
profiles,317 and insurers accessing shared biological data,318 which is 
increasingly viewed as a valuable strategic resource319 for economic 
competitiveness at both business and state levels.

311	 UK Biobank (2024) https://www.ukbiobank.ac.uk/enable-your-research
312	 Bhardwaj, A., Kishore, S. and Pandey, D.K. (2022) https://pmc.ncbi.nlm.nih.gov/articles/PMC9505413/
313	 23andMe (2024) https://www.23andme.com/en-gb/about/
314	 Vogels, E.A. (2020) https://www.pewresearch.org/short-reads/2020/01/09/about-one-in-five-americans-use-a-smart-watch-or-fitness-tracker/
315	 NYTimes (2025) https://www.nytimes.com/wirecutter/reviews/23andme-data-bankrupt/
316	 Cyranoski, D. (2017) https://www.nature.com/articles/545395a
317	 Lentzos, F. (2020) https://thebulletin.org/premium/2020-12/how-to-protect-the-world-from-ultra-targeted-biological-weapons/
318	 Ipsos MORI (2019) https://www.ipsos.com/sites/default/files/ct/publication/documents/2019-04/public-dialogue-on-genomic-medicine-full-report.pdf
319	 Liang, Z., Chu, X., Zeng, Y., Zhou, J. and Ma, J. (2019) https://bulletinofcas.researchcommons.org/cgi/viewcontent.cgi?article=1408&context=journal

Example vulnerabilities 
•	 Privacy risks and potential exposure of sensitive health information.

•	 Underrepresentation of non-European ancestry in genomic data, 
risking reinforced inequalities in healthcare development.

•	 Increased risk of hacks and information asymmetry in healthcare and 
biotechnology sectors, leading to higher insurance prices.

Example mitigations
•	 Biological data is protected under GDPR and the Data Protection 

Act 2018, with rights like the “right to be forgotten” and the national 
data opt-out for NHS patients.

•	 The 2018 Code on Genetic Testing and Insurance limits the use of 
genomic information for insurance.

https://www.ukbiobank.ac.uk/enable-your-research
https://pmc.ncbi.nlm.nih.gov/articles/PMC9505413/
https://www.pewresearch.org/short-reads/2020/01/09/about-one-in-five-americans-use-a-smart-watch-or-fitness-tracker/
https://www.nytimes.com/wirecutter/reviews/23andme-data-bankrupt/
https://www.nature.com/articles/545395a
https://thebulletin.org/premium/2020-12/how-to-protect-the-world-from-ultra-targeted-biological-weapons/
https://www.ipsos.com/sites/default/files/ct/publication/documents/2019-04/public-dialogue-on-genomic-medicine-full-report.pdf
https://bulletinofcas.researchcommons.org/cgi/viewcontent.cgi?article=1408&context=journal
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Examples of additional benefits from 
taking action
•	 Ability to utilise the secure application of precision medicine that 

uses an individual’s genome/fitness data to tailor clinical care to 
their health needs.

•	 Ethical inclusion of populations that are historically underrepresented 
in research, would enable the closure of harmful data gaps. This 
would be aided by improvements in public engagement and an 
increase in the number of people opting-in, due to improved data 
holding security.

What the future might hold 

 Short-term trajectories:

•	 Genomic and biometric data collection may become more common 
for personalised care and authentication, driven by declining DNA 
sequencing costs and technological advancements.

•	 Incentives from healthcare providers and insurers could drive greater 
integration of wearable technology with fitness trackers, increasing 
data collection but also raising privacy and data 
ownership concerns.

Longer-term uncertainties:

•	 Countries could engage in biological data “arms races” for strategic 
and economic advantages, with some states conducting data hacks 
for their own gain.

•	 The routine use of biological data, such as using genetic screenings 
for health insurance purposes, could lead to ethical concerns and 
heighten the risk of genetic discrimination and stigmatisation. 

•	 In the UK, genome sequencing at birth and integration with NHS 
records, along with fitness tracker data, may facilitate personalised 
healthcare and early disease detection.
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Example connections with other chronic and acute risks

Increasing biodata 
collection results in 
misinformation 
spreading about UK 
population control

More data may lead 
to more arrests

Future AI uses advanced pattern 
recognition on biodata to 
enhance the danger of 
pathogens or engineer new ones

New complex hacking 
techniques mean large 
volumes of biodata are at risk

Biodata could be used to 
genetically discriminate 
against people who already 
experience inequality

NHS biodata databases hacked 
by hostile states for surveillance 
and strategic advantage

“Big biodata” may help 
generate a drug/vaccine 
more quickly, or pinpoint who 
may be most affected

Impacts from use and 
capability of artificial 
intelligence (AI)

Disinformation and 
misinformation

Changing nature 
of serious and 
organised crime

Increasing
collection and use of 
human biological data

Disproportionate 
impacts on vulnerable 
persons

Cyber attack: health 
and social care system

Outbreak of an 
emerging infectious 
disease

KEY: Chronic Risk Acute Risk



Economic Global economic trends are shaping conditions 
within and between states. Key sectors and public 
services lack skilled people in the numbers required, 
with demographic trends and migration patterns 
feeding into this. In parallel, rapid changes in the 
make-up and direction of the economy, driven by 
trends including digitisation, artificial intelligence (AI), 
and the shift to net zero, mean that the skills of some 
workers become redundant, with retraining needed 
to enable them to participate in the labour market. In 
addition, changes in the global economy, geopolitical 
environment, and climate increase the frequency and 
magnitude of shocks to supply chains, on which the 
UK relies for many goods needed for our critical 
national infrastructure. At the same time, the use of 
distributed ledger technology in finance (for example, 
cryptocurrencies) makes it harder to track financial 
activity and manage stability. The complexity and 
interconnectedness of global financial systems and 
products increases the impacts of bank failures, 
potentially causing industry or economy-wide 
instability or collapse, with long‑lasting effects.
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Chronic Risk:

Reliance on global supply chains

320	World Bank (2024) https://databank.worldbank.org/source/world-development-indicators

Definition
The UK relies on a complex network of companies and people 
globally to produce and deliver products and services. These 
supply chains include many critical goods needed for our 
economy and the functioning of essential public services, such 
as our health system.

Current evidence
Globalisation has resulted in economies becoming more interconnected 
through a complex set of trading relationships. This allows the UK to 
benefit from greater access to goods and services at lower prices. 
However, global supply chains can be complex, opaque, and fragile 
systems. Supply chains are being placed under significant strain from a 
range of factors including the emergence of new technologies and 
changing trading relationships, with increased protectionism and 
market distorting practices. 

Trade is increasingly pivotal to the UK economy, representing 43% of 
GDP in 1970, rising to 70% in 2022.320 However, geopolitical tensions 
are resulting in the fragmentation of trading relations. 

Economies are becoming more 
interconnected with increased 
international trade

https://databank.worldbank.org/source/world-development-indicators


Chronic Risks Analysis 115

 Economic: Reliance on global supply chains

For example, the war in Ukraine has resulted in a range of impacts 
including high and volatile prices for food, fuel, fertiliser and other 
commodities, such as nickel, which rose in price by 270% and caused 
the London Metal Exchange to suspend trading.321 Many organisations 
are attempting to source materials and services from within their 
country’s borders to reduce the potential impact from geopolitical risks 
and support domestic industry. Climate change is also disrupting trade 
routes, as increased severe weather can reduce agricultural yields and 
damage infrastructure.

Supply chain disruptions can trigger widespread impacts, as 
demonstrated during the COVID-19 pandemic. National lockdowns, 
shipping delays, and production slowdowns led to significant supply 
shocks and price spikes. This was also evident when Russia cut 
European energy supplies following the invasion of Ukraine. A resulting 
increase in UK wholesale gas prices caused an increase in the energy 
price cap by over £2,800 for a typical household (from £1,216 in winter 
2021/22 to £4,059 in winter 2022/23). The Energy Price Guarantee 
(EPG), however, limited typical household bills to £2,500 during this 
period.322 Supply chain disruptions are particular concerns for critical 
sectors such as health and defence.

321	London Metal Exchange (2023) Independent Review of Events in the Nickel Market in March 2022
322	Office for National Statistics (2022) https://www.ons.gov.uk/economy/inflationandpriceindices
323	British Generic Manufacturers Association (2020) https://www.medicinesuk.com/uploads/BGMA_global_supply_chain.pdf

Example vulnerabilities 
•	 The UK’s medical supply chains are global and complex, with 

roughly 20-25% of generic medicines prescribed in England being 
manufactured in the UK, whilst around a third are 
manufactured in India.323

•	 The high interconnectivity of supply chains, especially in key logistic 
hubs like the Suez and Panama canals, allows disruptions to spread 
across the network, increasing risks throughout the entire system.

Example mitigations
•	 The Global Supply Chains and Economic Security Directorate was 

established in the Department for Business and Trade (DBT) to drive 
action across government on strengthening critical supply chains.

•	 In January 2024, DBT published the Critical Imports and Supply 
Chains Strategy, focusing on five priorities: enhancing government 
expertise, removing import barriers, responding to global supply 
chain shocks, fostering international collaboration, and strengthening 
partnerships between government, business, and academia to build 
resilient and strategically important supply chains.

•	 The National Semiconductor Strategy outlines the steps that the UK 
government will take to help high-tech sectors ensure they are better 
prepared for potential supply shocks.

https://www.ons.gov.uk/economy/inflationandpriceindices
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Examples of additional benefits from 
taking action 
•	 New trading relations established to reduce the dependencies on 

unstable nations may also open access to new markets, potentially 
decreasing costs.

•	 Sourcing materials and services from within the UK and moving 
towards a circular economy would reduce dependence on finite 
resources, reduce costs and create jobs, whilst making the UK less 
dependent on international markets.

What the future might hold

Short-term trajectories:

•	 New and improved technology may improve product traceability, 
monitoring and efficiency in supply chains. However, the technology 
is likely to be dependent on a few key companies and regions.

•	 As countries decarbonise, prices of minerals for clean energy 
technologies may rise.

•	 Protectionism and sanctions could add pressure to supply chains, 
undermining economic performance, threatening employment and 
worsening living standards.

•	 Increasing competition for natural resources may provide 
opportunities for organised criminals to disrupt trade routes, create 
black markets, and exploit labour through illegal mining 
and counterfeiting.

Longer-term uncertainties:

•	 Due to the global efforts to decarbonise, it may become increasingly 
difficult to meet demand for lithium, cobalt and other rare earth 
metals. States may use private military companies, investments, 
bribes and political interference to gain access to these minerals, 
increasing conflict, corruption and criminality in 
mineral-rich countries.

•	 Global trade routes may change as sea levels rise and melting ice 
caps open new shipping routes through the Arctic, while some trade 
routes may become less viable due to climate change, geopolitical 
tensions and piracy.
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Example connections with other chronic and acute risks

Strains on global supply chains may heighten 
tensions and pose challenges to international 
institutions, complicating the resolution of trade 
disputes and responses to trade disruptionsState threats can 

weaponise supply 
chains and use 
them as forms of 
economic coercion

Global supply chains
(if not net zero) significantly 
contribute emissions 
driving climate change 

As reliance on global 
supply chains grows, they 
become more appealing 
targets for terrorist activity

Global supply 
chains can facilitate 
the spread of 
foodborne disease 
by distributing 
contaminated 
products

The more global trade is 
interconnected, the bigger 
the impact from disruption 
to global oil routes

Global supply 
chains can facilitate 
the spread of 
animal diseases

Increasing 
extreme weather 
could be a major 
driver of supply 
chain disruption

Global supply 
chains can facilitate 
the spread of 
infectious diseases 
through 
international trade 
and travel routes

Challenges to 
international 
institutions 

Climate change

Reliance on global 
supply chains

Animal diseases

State threats

Changes in the nature 
of terrorism 

Foodborne diseasesDisruption to global 
oil trade routes 

Outbreak of an 
emerging infectious 
disease 

KEY: Chronic Risk Acute Risk
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Chronic Risk:

Impacts from emerging financial systems

Definition
New technologies are enabling emerging financial systems 
which can offer higher efficiency, accessibility and security than 
current systems. However, these new systems make it more 
difficult to track and regulate financial activities and may be 
more vulnerable to cyber attacks. The complexity and 
increasing interconnectedness of global financial systems and 
products amplify the effects of bank failures and insolvencies, 
potentially leading to industry-wide or economic instability with 
lasting consequences.

Current evidence
In the past decade, numerous digital and decentralised systems have 
been developed to enhance financial processes. Distributed ledger 
technology (DLT) allows for secure, transparent and decentralised 
finance, offering increased efficiency and lower costs, as intermediaries 
are not required to participate in exchanges. The most common DLT is 
the blockchain structure, which underpins cryptoassets such as 
Bitcoin, Ether, and Tether. Decentralised Finance (DeFi) is a digital 
ecosystem built on DLT that emerged in July 2020, which eliminates the 
need for traditional centralised intermediaries (for example, banks, 
pension funds, stockbrokers). Central bank digital currencies (CBDCs) 
are similar to cryptocurrencies, except they are issued by the central 
bank and their value is fixed to the country’s fiat currency (for example, 
US dollar, the euro, and the British pound). 

500 million crypto asset 
users across the globe
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The market for cryptoassets began to establish itself in around late 
2013, and has since seen its total market capitalisation increase, 
standing at c.USD $3.1 trillion in May 2025.324 Globally there are now at 
least 500 million crypto asset users.325 Big financial firms have even 
begun to adopt blockchain technology and cryptoassets.326 Globally 
the DeFi market is still relatively small, with its market capitalisation 
peaking at c.USD $170 million in 2021. CBDCs have become 
increasingly popular over the last few years, with 100 jurisdictions 
exploring their use.327

Although DLTs offer advantages, they can also have negative impacts. 
The complex nature, increased anonymity of transactions, and limited 
regulation328 of cryptoassets has also opened new avenues for illicit 
finance, such as money laundering and sanction evasion, and funding 
serious organised crime, terrorism and fraud.329 Some blockchain 
processes are also very energy-intensive, resulting in high 
carbon emissions.330

324	� CoinGecko https://www.coingecko.com/en/global-charts#:~:text=The%20global%20cryptocurrency%20market%20cap,a%20Bitcoin%20dominance%20of%20
49.62%25. 

325	Statista (2023) https://www.statista.com/statistics/1202503/global-cryptocurrency-user-base/
326	�Forbes (2023) https://www.forbes.com/sites/lawrencewintermeyer/2023/07/06/big-financial-institutions-are-adopting-crypto-and-blockchain---what-does-the-

technology-offer-smbs/?sh=6d0d83d87e7d
327	IOSCO (2023) https://www.iosco.org/library/pubdocs/pdf/IOSCOPD754.pdf
328	Bains et al. (2022) https://www.elibrary.imf.org/view/journals/063/2022/007/article-A001-en.xml
329	OECD (2022) https://www.oecd.org/en/topics/financial-markets.html
330	European Environment Agency (2023) https://www.eea.europa.eu/en/analysis/publications/blockchain-and-the-environment
331	Forbes (2023) https://www.forbes.com/advisor/investing/cryptocurrency/crypto-exchange-account-insurance/
332	ITBrief United Kingdom (2023) https://itbrief.co.uk/story/uk-s-trust-in-emerging-tech-lagging-bsv-blockchain-study
333	�HMT (2023) https://assets.publishing.service.gov.uk/media/653bd1a180884d0013f71cca/Future_financial_services_regulatory_regime_for_

cryptoassets_RESPONSE.pdf

Example vulnerabilities 
•	 Consumer cryptoassets are not yet legally protected in the same 

way as in the traditional banking system,331 meaning that consumer 
funds are much more vulnerable to hacks and bankruptcies.

•	 Blockchain technology requires a high level of expertise to 
implement and maintain. Insufficient digital literacy in businesses and 
regulators could impede the UK’s ability to take advantage of 
this technology.332

Example mitigations
•	 In October 2023, financial promotions requirements for cryptoassets 

came into effect: cryptoassets now fall within scope of the UK 
financial promotions regime, requiring them to be fair, clear, 
and not misleading.

•	 In November 2024, the Treasury confirmed it is proceeding with 
proposals to create a new financial services regulatory regime 
for cryptoassets.333

https://www.coingecko.com/en/global-charts#:~:text=The%20global%20cryptocurrency%20market%20cap,a%20Bitcoin%20dominance%20of%2049.62%25. 
https://www.coingecko.com/en/global-charts#:~:text=The%20global%20cryptocurrency%20market%20cap,a%20Bitcoin%20dominance%20of%2049.62%25. 
https://www.statista.com/statistics/1202503/global-cryptocurrency-user-base/
https://www.forbes.com/sites/lawrencewintermeyer/2023/07/06/big-financial-institutions-are-adopting-crypto-and-blockchain---what-does-the-technology-offer-smbs/?sh=6d0d83d87e7d
https://www.forbes.com/sites/lawrencewintermeyer/2023/07/06/big-financial-institutions-are-adopting-crypto-and-blockchain---what-does-the-technology-offer-smbs/?sh=6d0d83d87e7d
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD754.pdf
https://www.elibrary.imf.org/view/journals/063/2022/007/article-A001-en.xml
https://www.oecd.org/en/topics/financial-markets.html
https://www.eea.europa.eu/en/analysis/publications/blockchain-and-the-environment
https://www.forbes.com/advisor/investing/cryptocurrency/crypto-exchange-account-insurance/
https://itbrief.co.uk/story/uk-s-trust-in-emerging-tech-lagging-bsv-blockchain-study
https://assets.publishing.service.gov.uk/media/653bd1a180884d0013f71cca/Future_financial_services_regulatory_regime_for_cryptoassets_RESPONSE.pdf
https://assets.publishing.service.gov.uk/media/653bd1a180884d0013f71cca/Future_financial_services_regulatory_regime_for_cryptoassets_RESPONSE.pdf
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•	 HM Treasury also published its National Payments Vision in 
November 2024, outlining the Government’s ambition to enable a 
trusted, world-leading payments ecosystem delivered on next 
generation technology, within a clear regulatory framework and with 
more choice for consumers and businesses.334

Examples of additional benefits from 
taking action 
•	 The safe adoption of blockchain technology and digital currency in 

the West would allow it to influence global standards in the 
implementation and usage of these technologies.

•	 New policing powers to seize digital assets identified and linked to 
criminal activity can enable the UK to more effectively deter and 
mitigate against economic crime and crime financed 
through cryptoassets.

Looking to the future

Short-term trajectories:

•	 DLT and programmable smart contracts could improve efficiency 
and resilience in the financial system, thanks to their straightforward 
structure, provided there is effective governance in place.335

334	HMT (2024) https://www.gov.uk/government/publications/national-payments-vision
335	�Bank of England (2022) https://www.bankofengland.co.uk/bank-overground/2022/if-a-blockchain-became-more-critical-to-the-financial-system-how-should-it-be-

governed#:~:text=DLT%20and%20programmable%20’smart%20contracts,the%20technology%20is%20governed%20effectively.
336	Cointelegraph (2024) https://cointelegraph.com/learn/articles/banking-the-unbanked-how-defi-can-help-the-low-income-population

•	 Blockchain based assets and payment systems encourage financial 
inclusion, which may foster entrepreneurship and growth in 
underserved communities,336 However, they may also lend 
themselves to financial risk taking and individual liability, particularly if 
consumer protection is not implemented.

•	 Cryptoassets and DeFi could pose a threat to the stability of the 
financial system, especially if the risks are not adequately understood 
and proper regulations are not implemented. 

Longer-term uncertainties:

•	 Cryptocurrencies, in their current form, transcend borders and 
regulations, and are not controlled or influenced by central banks like 
fiat currencies. Should they become universal, the Government’s 
ability to influence inflation and employment through interest rates 
and open market operations could be limited. 

•	 Without appropriate regulation, cryptoassets may facilitate a rise in 
organised criminal activities, such as fraud, illicit finance, and the 
illegal trade of drugs and weapons. Increased levels of crime would 
put pressure on public services, such as policing and the health 
service, and reduce social cohesion.

https://www.gov.uk/government/publications/national-payments-vision
https://www.bankofengland.co.uk/bank-overground/2022/if-a-blockchain-became-more-critical-to-the-financial-system-how-should-it-be-governed#:~:text=DLT%20and%20programmable%20’smart%20contracts,the%20technology%20is%20governed%20effectively.
https://www.bankofengland.co.uk/bank-overground/2022/if-a-blockchain-became-more-critical-to-the-financial-system-how-should-it-be-governed#:~:text=DLT%20and%20programmable%20’smart%20contracts,the%20technology%20is%20governed%20effectively.
https://cointelegraph.com/learn/articles/banking-the-unbanked-how-defi-can-help-the-low-income-population
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Example connections with other chronic and acute risks

Limited oversight of 
emerging financial systems 
facilitates criminal financing 
and money laundering

Lack of oversight of 
emerging financial systems 
makes it easier for terrorists 
to finance their operations

Distributed ledger technology's energy-intensive 
processes create a substantial carbon footprint, 
contributing to climate change

Distributed ledger 
technology in financial 
systems can bypass the 
effects of traditional 
economic sanctions on 
foreign states

As financial technology 
advances, hackers and 
fraudsters gain more 
ways to threaten cyber 
security, endangering the 
broader financial system

Limited oversight of emerging financial systems 
facilitates fraud and undetected movement of 
large sums of money for criminal activities

Changes in the nature 
of terrorism

Changes in the nature 
of serious and 
organised crime

Climate change

Impacts from 
emerging financial 
systems

Fraud and illicit finance 

State threats

Changes in the nature of 
cyber security threats

KEY: Chronic Risk Acute Risk
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Chronic Risk:

Impacts of ongoing skills shortages and mis-matches

Definition
Skills shortages occur when employers are unable to find 
candidates with the necessary skills for specific jobs. Skills 
mis-matches occur when there is a misalignment between the 
skills possessed by workers and the skills needed for a 
particular role. Technological, social and economic changes 
are driving an increase in skill shortages and mis-
matches in the UK.

Current evidence
Rapid changes in the make-up and direction of the economy, driven by 
trends such as digitisation, artificial intelligence (AI), and the shift to net 
zero, are making the skills of some workers redundant. Retraining is 
needed to enable these workers to continue participating in the labour 
market. Skills shortages are partly driven by the UK’s ageing 
population, which is increasing the demand for health and social care 
and reducing the proportion of the population at working age. 

Over 100,000 staff shortages and 
122,000 vacancies in the adult social 
care sector
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The UK unemployment rate for people aged 16 years and over was 
estimated at 4.4% in December 2024 to February 2025, higher than 
before the COVID-19 pandemic. The estimated number of vacancies in 
the UK fell by 26,000 on the quarter, to 781,000 in January to March 
2025. This is the first time since March to May 2021 that vacancies 
were below pre-pandemic levels.337 In March 2025, 6% of UK 
businesses reported experiencing recruitment difficulties.338 Digital 
literacy is a key issue, with 7.5 million people, or 18% of UK adults, 
lacking essential digital skills needed for the workplace.339 Overall, the 
latest Employer Skills Survey shows there has been a decrease in 
training and development, with 60% of employers providing training for 
their staff in the last 12 months compared to consistent levels of 
65-66% between 2011-2017.340 Additionally, AI is evolving rapidly and is 
likely to have significant effects on the labour market. Automation alone 
is forecast to impact up to a third of UK jobs. While job displacement 
does not necessarily lead to higher unemployment rates, workers may 
need to upskill to move into technical occupations.341

337	ONS (2025) https://www.ons.gov.uk/employmentandlabourmarket/peopleinwork/employmentandemployeetypes/bulletins/uklabourmarket/april2025
338	ONS (2025) https://www.ons.gov.uk/economy/economicoutputandproductivity/output/datasets/businessinsightsandimpactontheukeconomy
339	�House of Commons Library (2024) https://commonslibrary.parliament.uk/research-briefings/cdp-2024-0073/#:~:text=Digital%20skills%20statistics,in%20the%20

previous%20two%20years.
340	DfE (2023) https://www.gov.uk/government/publications/employer-skills-survey-2022-uk-findings
341	� ONS (2023) https://www.ons.gov.uk/employmentandlabourmarket/peopleinwork/employmentandemployeetypes/bulletins/jobsandvacanciesintheuk/september2023
342	Government Office for Science (2017) https://www.gov.uk/government/publications/future-of-skills-and-lifelong-learning
343	House of Commons Library (2020) https://commonslibrary.parliament.uk/the-health-and-social-care-workforce-gap/
344	NHS Providers (2022) https://www.gov.uk/government/publications/future-of-skills-and-lifelong-learning
345	Care Quality Commission (2023) https://www.cqc.org.uk/publications/major-report/state-care/2022-2023
346	ONS (2023) https://www.ons.gov.uk/visualisations/censusworkforcequalifications/
347	Economics Observatory (2022) https://economicsobservatory.com/what-does-remote-working-mean-for-regional-economies-in-the-uk

Skills shortages and mismatches reduce productivity, limiting growth.342 
Essential public services are also impacted, reporting a shortage of 
over 100,000 staff and 122,000 vacancies in the adult social care 
sector, equating to a vacancy rate of 8% (compared to just under 3% 
for jobs across the wider economy).343 Staff shortages in this sector can 
have wide-ranging consequences, hindering efforts to tackle care 
backlogs, reducing care quality and impacting staff wellbeing and 
sickness rates.344,345

Example vulnerabilities 
•	 Areas outside of London, particularly rural and coastal areas, 

struggle to attract and retain highly qualified workers.346 However, the 
increased remote working may lead to high-skilled workers from the 
South-East moving to other areas where property is 
more affordable.347

https://www.ons.gov.uk/employmentandlabourmarket/peopleinwork/employmentandemployeetypes/bulletins/uklabourmarket/april2025
https://www.ons.gov.uk/economy/economicoutputandproductivity/output/datasets/businessinsightsandimpactontheukeconomy
https://commonslibrary.parliament.uk/research-briefings/cdp-2024-0073/#:~:text=Digital%20skills%20statistics,in%20the%20previous%20two%20years.
https://commonslibrary.parliament.uk/research-briefings/cdp-2024-0073/#:~:text=Digital%20skills%20statistics,in%20the%20previous%20two%20years.
https://www.gov.uk/government/publications/employer-skills-survey-2022-uk-findings
https://www.ons.gov.uk/employmentandlabourmarket/peopleinwork/employmentandemployeetypes/bulletins/jobsandvacanciesintheuk/september2023
https://www.gov.uk/government/publications/future-of-skills-and-lifelong-learning
https://commonslibrary.parliament.uk/the-health-and-social-care-workforce-gap/
https://www.gov.uk/government/publications/future-of-skills-and-lifelong-learning
https://www.cqc.org.uk/publications/major-report/state-care/2022-2023
https://www.ons.gov.uk/visualisations/censusworkforcequalifications/
https://economicsobservatory.com/what-does-remote-working-mean-for-regional-economies-in-the-uk
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Example mitigations
•	 The Government’s mission to ‘Break down the barriers of 

opportunity’ will ensure enhanced early years services, increased 
access to high-quality childcare, and greater recruitment of skilled 
teachers, supporting young people to be equipped with the essential 
skills needed for future employment.

•	 The Get Britain Working White Paper 2024 set out significant reforms 
to employment support, bringing together work, health and skills 
support to get more people into work and to get on in work.

•	 The UK has launched T Levels, which are equivalent to 3 A levels 
and focus on vocational skills, including an industry placement of at 
least 45 days, to help students into skilled employment.348

•	 In 2020 the UK launched the skilled work visa, which has relaxed 
eligibility criteria for those seeking roles that are in short supply in the 
UK labour market.349,350,351

348	HM Government https://www.tlevels.gov.uk/ 
349	HM Government (2024) https://www.gov.uk/skilled-worker-visa
350	HM Government (2023) https://www.gov.uk/government/publications/skilled-worker-visa-immigration-salary-list
351	Davidson Morris (2023) https://www.davidsonmorris.com/shortage-occupation-list/
352	House of Lords Library (2024) https://lordslibrary.parliament.uk/the-importance-of-skills-economic-and-social-benefits/

Examples of additional benefits from 
taking action 
•	 A higher level of matching skills with demands of the economy can 

lead to lower unemployment and higher pay for workers. 

•	 Addressing skills shortages in the NHS would improve the quality of 
healthcare in the UK.352

•	 Redistribution of both workers and businesses across the UK could 
reduce the disparity between high/low income and 
urban/rural areas.

https://www.tlevels.gov.uk/
https://www.gov.uk/skilled-worker-visa
https://www.gov.uk/government/publications/skilled-worker-visa-immigration-salary-list
https://www.davidsonmorris.com/shortage-occupation-list/
https://lordslibrary.parliament.uk/the-importance-of-skills-economic-and-social-benefits/
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What the future might hold

Short-term trajectories:

•	 A shortage of skilled nursing staff may collide with an increasingly 
sick and ageing population, affecting quality of and access to care 
and decreasing job and patient satisfaction.

•	 Professions in fields like electrical engineering, bioengineering, and 
applied AI may emerge and expand, while others, such as 
accountants, software coders, and analysts, could gradually be 
replaced by AI. 

•	 AI may augment and enhance productivity rather than entirely 
replace human input in fields such as customer service, 
accountancy, and graphic design.

•	 AI could have an outsized impact on education, supporting all ages, 
designing tailored lesson plans, marking and providing real time 
feedback. This could help people retrain and improve opportunity, as 
private tutoring is no longer the preserve of the wealthy.

Longer-term uncertainties:

•	 Universities may struggle to attract students as online courses 
may provide an alternative, cheaper pathway for higher education, 
with AI designing curriculums and providing instant 
feedback on submissions.

•	 Workers may retrain and move away from dying professions. For 
example, software engineers may move into new (related) roles, such 
as “AI Prompt Engineers” or “AI ethicists”.
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Example connections with other chronic and acute risks

 

Those in lower earning jobs 
may be more exposed to and 
disrupted by rapid changes in 
the labour market

An ageing 
population may lead 
to skill shortages 
and mismatches

A lack of technically 
skilled workers may leave 
organisations vulnerable 
to cyber security threats

Skills shortages in the 
agriculture sector could 
increase the chance of 
food supply contamination

The increasing 
adoption of complex 
technology in the 
UK could expose 
existing skills 
mis-matches and 
digital literacy issuesGlobal tech firms may be able to outcompete 

with salaries and working conditions, thus 
attracting the best staff, further exacerbating 
the barrier to entry in the market

AI may replace 
humans in some 
jobs and necessitate 
reskilling of the 
workforce

A lack of skilled 
workers could 
leave organisations 
vulnerable to fraud 
and illicit finance 
threats

Disproportionate 
impacts on 
vulnerable persons

Changes in the 
nature of cyber 
security threats

Impacts of ongoing 
skills shortages and 
mis-matches

Impacts from use and 
capability of artificial 
intelligence (AI)

Impact of 
demographic change

Food supply 
contamination 

Impacts from emerging 
financial systems

Dominance of global 
technology companies 
and concentration of risk

Fraud and illicit finance

KEY: Chronic Risk Acute Risk
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Chronic risks do not operate in a vacuum and are instead interlinked 
with other chronic and acute risks. Chronic risks can therefore have 
both direct and indirect cascading impacts on vulnerabilities that 
gradually erode our economy, environment, way of life, and/or national 
security. Mitigating the negative effects of these risks will therefore 
require coordination across government departments and for the wider 
resilience community across industry and academia. 

Each chronic risk assessment includes a review of the interactions 
between risks. This holistic approach highlights the most systemically 
important chronic risks in the network to inform the design of effective 
evidence-based policies that mitigate multiple risks together.

Most interconnected
Challenges to international institutions has the largest number of direct 
impacts on other risks and vulnerabilities, highlighting this as a key risk 
to tackle to mitigate many risks together. This is because a lack of 
international coordination inhibits the ability to tackle global 
environmental issues such as climate change, biodiversity loss and 
pollution, as well as issues of international security related to state 
threats, terrorism, serious and organised crime (SOC), and regulation of 
new technologies. 

Terrorism, SOC and vulnerable persons have the largest number of 
chronic risks directly impacting them highlighting these as being most 
vulnerable to exacerbation by other chronic risks. 

State threats has the largest total number of direct impacts, i.e., both 
incoming and outgoing impacts. This is largely driven by many direct 
impacts on acute risks, 11 in total, including biological and conventional 
military attacks on the UK. There are also less obvious connections 
with other chronic risks, such as the adoption of emerging financial 
systems to avoid economic sanctions. Terrorism, cyber security and 
climate change are tied with the second largest total number of 
connections. It is now well established that combatting the effects of 
climate change requires a holistic systems approach; this analysis 
indicates that similar approaches are required to tackle a range of 
other chronic risks.
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Fewest direct connections

Risks with fewer direct connections can highlight risks at the edge of 
the network which may require more targeted mitigation methods. For 
example, although concentration of risk through dominance of global 
technology impacts 19 risks and vulnerabilities, and increasing 
competition for critical minerals impacts 14, each is only impacted by 
two chronic risks. Therefore, addressing other risks in the network are 
unlikely to have large impacts on these issues. Instead, measures to 
specifically target these risks will be required to mitigate their adverse 
direct and indirect impacts.

At the other end, risks affected by numerous other risks but with 
minimal direct impacts themselves may signify the final stage in a 
cascade. These include vulnerable persons and biological data. 
Tackling these risks necessitates a more holistic approach to reduce 
risks higher up the chain.

Overall, this analysis emphasises the need for coordination in 
addressing the underlying trends that drive these risks. Most notably, 
various vulnerable groups of people are impacted by many chronic 
risks spanning all 7 themes: security, societal change, technology and 
cyber security, geopolitics, environment, biosecurity and economics. 

Furthermore, this analysis also highlights potential conflicting interests. 
For example, reliance on digital platforms makes businesses and public 
services more vulnerable to outages and cyber attacks, but also 
connects geographically isolated locations. 

In parallel, other technologies such as AI and engineering biology are 
also associated with many benefits as well as risks, for example, 
together these technologies can reduce the risks of human disease by 
designing novel vaccines. These results highlight the need for a whole 
of society conversation surrounding the use and regulation of these 
technologies to balance their positive and negative effects.

The figure on the following page shows an example section of a full 
impact map which displays chronic risks with direct impacts on the 
groups of people vulnerability. 
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The visualisation on the next page shows how groups of people might be affected by a representative selection of chronic risks.

Chronic risks, or long-term risks, do not operate in a vacuum and are instead interlinked with other chronic and acute risks.353 Chronic risks can 
therefore have both reinforcing and diminishing cascading impacts on a range of vulnerabilities that gradually erode our economy, environment, 
way of life, and/or national security.

How to read

353	To ensure that images are not too crowded we have only chosen to show Chronic Risks in these visualisations.

Vulnerability and Risks

Each vulnerability is 
represented by this 
unique shape.

Each risk is represented  
by a circle.

Risk Categories

The macro categories are represented by colours

 Security

 Societal

 Geopolitical

 Biosecurity

 Economic

 Environmental

 �Technology and cybersecurity

Scoring system

Diminishing

The risk weakens or lessens the 
impacts of the other risk or lessens 
the negative impacts on the 
vulnerability.

Reinforcing

The risk exacerbates or increases 
the impacts of the other risk or 
increases the negative impacts on 
the vulnerability.

Risk Relationship

The arrows on connections represent  
the direction of the relationship.
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A representative selection of chronic risks

Changes in demographics can 
increase vulnerabilities within 
marginalised communities and/or 
densely populated areas.

Actors involved in fraud/illicit 
finance continue to exploit the 
most vulnerable in society. Serious and organised crime can 

disproportionately harm vulnerable 
groups through exploitation and violence.

Certain demographic 
groups may be more 
susceptible to the effects 
of disinformation. Some 
groups may also be the 
focus of hateful 
mis/disinformation 
campaigns.

Climate change may exacerbate 
inequalities by disproportionately 
affecting vulnerable populations 
who are less able to adapt.

Animal diseases 
disproportionately impact 
populations dependent on 
livestock for their livelihoods.

Groups like the elderly and 
individuals with compromised 
immune systems are more 
vulnerable to the impacts of AMR.

Engineered pathogens could be 
created to target specific genetic 
populations/ethnicities or are 
otherwise enhanced to overwhelm 
the UK's health infrastructure.
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