CIVIL NUCLEAR CONSTABULARY

The Executive Office
Civil Nuclear Constabulary
Building F6 Culham Science Centre
Abingdon
Oxon
0X14 3DB
Tel: 03303 135400
Website: https://www.gov.uk/cnc

26" June 2025
Dear Requester

| am writing in response to your request for information regarding the below.
Your request has been handled under Section 1(1) of the Freedom of
Information Act 2000. In accordance with Section 1(1) (a) of the Act | hereby
confirm that the CNC/CNPA does hold information of the type specified.

Your Request:

1. Standard Firewall (Network)

Firewall services that protect the organisation’s network from
unauthorised access and other internet security threats.

2. Anti-virus Software Application

Programs designed to prevent, detect, and remove viruses, malware,
trojans, adware, and related threats.

3. Microsoft Enterprise Agreement

A volume licensing agreement that may include:

* Microsoft 365 (Office, Exchange, SharePoint, Teams)

* Windows Enterprise

* Enterprise Mobility + Security (EMS)

* Azure services (committed or pay-as-you-go)

4. Microsoft Power Bl
Or any alternative business intelligence platform used for data
connectivity, dashboards, and reporting.

For each of the above areas, | kindly request the following:
1. Who is the existing supplier for this contract?



2. What is the annual spend for each contract?
3. What is the description of the services provided?
4. Primary brand (where applicable)
5. What is the start date of the contract?
6. What is the expiry date of the contract?
7. What is the total duration of the contract?
8. Who is the responsible contract officer?
* Please include at least their job title, and where possible, name,
contact number, and direct email address
9. How many licences or users are included (where applicable)?

Important Notes

* | do not request any technical specifications such as device models,
serial numbers, IP ranges, or site-level infrastructure details that may
pose a security or operational risk.

* If full disclosure of named personnel is not possible under Section 40
of the FOI Act, | would still appreciate disclosure of job titles and
generic contact information, such as a team inbox or switchboard
extension.

* If any commercial sensitivities under Section 43 apply, | respectfully
request a clear explanation of the specific harm expected from
disclosing aggregated annual spend or supplier names, especially
where the contract has already been awarded.

* This request is made in line with the principles of the Procurement
Act 2023, which reinforces the importance of transparency and public
access to contract information, particularly around supplier identity,
contract value, and duration.

CNC Response:

Please see the table attached with the answers to your questions. The boxes
that state redacted have been exempt under S24 National Security and
S38(1) Health and Safety.

In regard to the contact details for who is in charge of the contracts, the
following email address can be used Procurement@cnc.police.uk

Exemption S24 National Security and S38(1) Health and Safety.

The threat from terrorism cannot be ignored. It is generally recognised that
the international security landscape is increasingly complex and
unpredictable. Since 2006 the UK Government has published the threat
level based upon current intelligence and that threat is currently at



“substantial”.The release of this level of detail into the public domain is likely
to assist potential terrorists, thus seriously threatening national security.
Members of the criminal fraternity are also likely to benefit from the
disclosure as it will increase the publicly available knowledge of the
capabilities of the Civil Nuclear Constabulary, potentially making it easier to
commit offences. Disclosure of the information would also assist with the
disruption and avoidance of any police response to an unlawful activity,
whether that activity is terrorist related or not.

The disclosure would therefore be likely to make it easier to commit offences
and would also inevitably endanger the safety of those persons working at
the sites, members of surrounding communities and also police officers.

Public Interest Test

Considerations favouring disclosure under Section 24

Disclosure of the information requested would enable the public to gauge the
efficiency and effectiveness of the plans in place to prevent and detect
potential terrorist activity. The public are entitled to know how the police
service undertakes its duties to be reassured that forces are doing as much
as possible to combat terrorism.

Factors favouring non-disclosure under Section 24

Disclosure of full information requested, could be of intelligence value to a
person or persons with criminal or malicious intent. Full disclosure could
provide and enable targeted malicious actions, be that some form of attack
on an operational unit, or avoiding that unit for example where strengths and
weakness may be perceived (whether incorrectly or not).

Such a disclosure would allow those with criminal intent the ability to build
up a mosaic picture of force capabilities and resources and use this
information to undermine national security. This places the community at
increased unnecessary risk of harm and impacts on police resources if
additional resources and tactics need to be put in place to counter any harm
caused by an adverse FOIA disclosure.

Considerations favouring disclosure under Section 38

The public are entitled to know how the police service allocate public funds,
therefore by disclosing this information would lead to better informed public
awareness and debate. Disclosure of the information would assist
communities to be more aware of the level of protection afforded to them as
they would have a better understanding of our Capabilities to detect
UAV/drones in the airspace of nuclear sites.




Considerations favouring non-disclosure under Section 38

Public safety is of paramount importance to the police service and its partner
agencies. In this case the disclosure of information may assist terrorists to
further their aims by violent means, thus putting the safety of members of the
public and police officers at risk. Whilst wishing to embrace the ethos of
information disclosure, this cannot take precedence over public safety.

The disclosure of information designed to safeguard the public is also likely
to lead to a loss of confidence in the Constabulary’s ability to protect the well-
being of the community.

Balance Test

Whilst | acknowledge that there is a legitimate public interest in disclosing
the information requested, the Police Service will not divulge information if to
do so will prejudice national security or place the safety of any individual at
risk. Whilst there is a public interest in the transparency of policing operations
and in this case providing assurance that the police service is appropriately
and effectively engaging with the threat posed the risk of terrorism and other
more common forms of criminality, there is a strong public interest in
safeguarding the integrity of the police in this highly sensitive area.

Having weighed up the competing arguments, | have concluded that on this
occasion the public interest is best served by maintaining the exemptions
afforded by Sections 24 and 38. | have therefore decided to refuse to release
this information.

Context:

The Civil Nuclear Constabulary is a specialist armed police service dedicated
to the civil nuclear industry, with Operational Policing Units based at 10 civil
nuclear sites in England and Scotland and over 1600 police officers and staff.
The Constabulary headquarters is at Culham in Oxfordshire. The civil
nuclear industry forms part of the UK's critical national infrastructure and the
role of the Constabulary contributes to the overall framework of national
security.

The purpose of the Constabulary is to protect licensed civil nuclear sites and
to safeguard nuclear material in transit. The Constabulary works in
partnership with the appropriate Home Office Police Force or Police Scotland
at each site. Policing services required at each site are agreed with nuclear
operators in accordance with the Nuclear Industries Security Regulations
2003 and ratified by the UK regulator, the Office for Nuclear Regulation
(ONR). Armed policing services are required at most civil nuclear sites in



the United Kingdom. The majority of officers in the Constabulary are
Authorised Firearms Officers.

The Constabulary is recognised by the National Police Chiefs' Council
(NPCC) and the Association of Chief Police Officers in Scotland (ACPOS).
Through the National Coordinated Policing Protocol, the Constabulary has
established memorandums of understanding with the local police forces at
all 10 Operational Policing Units. Mutual support and assistance enable the
Constabulary to maintain focus on its core role.

We take our responsibilities under the Freedom of Information Act seriously.
If you feel your request has not been properly handled or you are otherwise
dissatisfied with the outcome of your request, you have the right to request
an internal review. We will investigate the matter and aim to reply within 3 to
6 weeks. You should write, in the first instance to:

Kristina Keefe
Disclosures Officer
CNC

Culham Science Centre
Abingdon

Oxfordshire

OX14 3DB

E-mail: FOl@cnc.pnn.police.uk

If you are still dissatisfied following our internal review, you have the right,
under section 50 of the Act, to complain directly to the Information
Commissioner. Before considering your complaint, the Information
Commissioner would expect you to have exhausted the internal review
procedure provided by the CNPA.

The Information Commissioner can be contacted at:

FOI Compliance Team (complaints)
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

If you require any further assistance in connection with this request, please
contact us using the details provided above.



Yours sincerely

Kristina Keefe

Disclosures Officer



Existing Annual Service Primary Contract Contract Contract Licenses/
Supplier Spend Description Brand Start End Duration Users

Network Redacted |£101,097.46 | Internet Proxy Redacted | 01/06/2024 31/05/2025 1 year 4
Firewall 1 Service
Network Vodafone | £463,038.00 | Secure Redacted | 12/02/2021 11/02/2022 1 year 2
Firewall 2 connection to

public network

services
Network BT £378,566.63 | SD-WAN and Redacted | 26/01/2021 25/01/2022 1 year 9
Firewall 3 Internet breakout
Network Redacted |£411,110.40 | VPN Gateway Redacted | 26/08/2022 25/08/2025 3 years 1
Firewall 4
Network Redacted |£350,246.40 | Secure Redacted | 01/11/2014 30/10/2026 10 years 2
Firewall 5 connection to

managed

Control Room

applications

services
Network Redacted |£66,302.65 | Secure Redacted | 30/11/2023 29/11/2025 2 years 2
Firewall 6 connection to in-

building services
MS Redacted | £769,032.59 | Enterprise Redacted | 27/01/2025 26/04/2028 3 years 1949
EA/M365/E Agreement
MS
Azure Redacted |£349,632.16 | Azure charges Redacted |/01/01//2024 | 31/12/2026 2 years
services
Power Redacted |£2382.60 Licences Redacted | 27/01/2025 26/04/2028 3 years 19
Automate

Premium




