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TERMS AND ABBREVIATIONS USED IN THIS DOCUMENT

Definitions of terms, the meaning of acronyms and the meaning of abbreviations used in this
document can be found in Appendix A: Glossary.

References to content defined in the PYRAMID Technical Standard Guidance document, Ref. [2], are
shown as (non-hyperlinked) green text.

© Crown owned copyright 2025.
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1 Introduction

1.1 PYRAMID and PYRAMID Reference Architecture

Military aircraft effectiveness is critically dependent on software, especially mission systems software,
and fundamental to this effectiveness is the ability to provide new capability where and when it is
required. Further to this, effective partnering, capability exchange, and interoperability between allies
is essential for operational success.

Traditional software design has been such that relatively small changes can have wide reaching
consequences across the aircraft, and the scope for reuse across air platforms (including support
systems) and programmes has been limited. This problem has become even more significant with the
rapid growth in the complexity of military air system software to meet capability needs. In response,
the PYRAMID programme was established to enable technology advantage though systematic
software reuse and rapid adaptability.

Modularity and open architectures have been identified as key enablers, but their consistent
application across air platforms, and ensuring compatibility with other standards, is essential if the
benefits are to be fully realised. In response, a number of open architecture standards have been
developed to address areas such as hardware design, data architectures, and software architectures
including middleware; but a gap was identified for application software.

This PYRAMID Technical Standard has been developed to provide a consistent approach to
modularising air system application software though the PYRAMID Reference Architecture (PRA),
whilst ensuring that fundamental requirements, including airworthiness certification and security
accreditation, can also be achieved.

An accompanying document, the PYRAMID Technical Standard Guidance document, Ref. [2], has
also been produced to provide guidance and supporting information to aid understanding and
application of the PYRAMID Technical Standard, enabling the development of PYRAMID compliant
systems.

© Crown owned copyright 2025.
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Figure 1. What is the PYRAMID Reference Architecture?

The PRA defines an open modular architecture for the software aspects of air system functionality. At
its core is the decomposition of these software aspects into discrete areas of functionality called PRA
components. The PRA component definitions provide the basis from which application software
components, with well-defined boundaries, can be developed and integrated into an air system,
whether that be an air vehicle or supporting systems. The cohesive and loosely coupled nature of the
PRA component decomposition is an enabler to rapid adaptability and reuse across different
programmes, air systems, and computing hardware.

The development of the PRA has followed a set of design principles that support the following key
goals, with the associated benefits to Exploiting Programmes:

. Exploitability - application across different programmes, air systems, and computing
platforms.
. Scalability - the ability to use varying numbers of components, and component variants, to

produce air systems and subsystems.

. Utility across a range of mission requirements - the ability to create an air system for various
mission scenarios and organisational structures.

. Configurability - the ability to change component behaviour to support the needs of different
air systems or missions/operations.

. Flight Certification - a structure that supports the process of certification (and re-certification
after system change) in a structured and straightforward manner.

. Security Accreditation - a structure that supports the process of accreditation in a structured
and straightforward manner.

© Crown owned copyright 2025.
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. Resilient to Obsolescence - the ability to port system software on to different computing
hardware and operating systems with minimal rework.

o Potential for Future Growth - the flexibility for developed systems to adapt to change.

. Supportability - the ability to create reliable and maintainable systems.

1.2 Scope and Purpose

The purpose of this document is to define:

. The PYRAMID Reference Architecture.

. The rules for achieving compliance with the PYRAMID Technical Standard.

This document supersedes earlier versions of the PRA, issued as part of the PYRAMID Exploiter's
Pack, Ref. [4].

© Crown owned copyright 2025.
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2 Document Structure

Figure 2: PYRAMID Technical Standard Document Structure summarises the structure and content of
this document, and highlights the content that is generated from a maintained set of UML models,
PYRAMID Model, Ref. [3].

[ Document Structurne ]
[ Reader Guidance ]

Intraduction to Component
Connections

Technical Standard

Companent Compaosition

=
How to commiply with the PYRAMID ]

e S e S o S TR

% Technical Definition ’
e T e T s e L E T s e S s "\
1 1
i [ Glossary ] i
1 I
: Appendix i
N -/
Key
[ PYRANID Madel ] Contains content also available to Exploiting
Programmesasa UML model export.

Figure 2: PYRAMID Technical Standard Document Structure

This document contains the following sections:

. Reader Guidance: Provides guidance on how to read the PYRAMID Technical Standard and
introduces some key terms to the reader to aid understanding.

. PRA Scope and Application: Describes the scope of the PRA and discusses considerations
for Exploiting Programmes in applying the PRA.

. Introduction to Components: Provides an overview of the PRA component set and the
patterns and structure of the PRA component definitions.

© Crown owned copyright 2025.
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. Introduction to Component Connections: Defines the principles for connecting PYRAMID
components to work as a system; it introduces the concept of bridges and outlines the
functions they provide.

. How to Comply with the PYRAMID Technical Standard: Describes three aspects of
compliance: component compliance, component connection compliance, and deployment
compliance, and defines the rules for achieving compliance with the standard.

. Component Composition: Describes the generic pattern for a PRA component definition. It
defines a generic set of responsibilities and services and identifies where these have been
specialised within the PRA component set.

o Component Set: Provides the PRA component definitions, including the detailed breakdown
of the role, responsibilities, entities and services for each subject matter. Each PRA
component definition includes specialised content based on the component composition.

. Appendix A: Glossary: Provides definitions of the terms and abbreviations used within the
PYRAMID Technical Standard and PYRAMID Technical Standard Guidance document.

© Crown owned copyright 2025.
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3 Reader Guidance

This section introduces some key terms to the reader to aid understanding and provides guidance on
how to read the PYRAMID Technical Standard.

3.1 Key Terms

Although a full set of glossary terms is provided in Appendix A: Glossary, an appreciation of the
following key terms is essential to understanding the PYRAMID Technical Standard:

. Deployment: A set of hardware and software elements forming a system (or part thereof) that
satisfy the overall system requirements.

. Execution Platform: The infrastructure supporting the execution, communication, etc. of
application functionality, e.g. ECOA, ARINC 653, Linux, Windows, and the computing
hardware.

. Exploiter: An organisation involved in the design and development of PYRAMID components

or the design of PYRAMID deployments.

) Exploiting Platform: A product (e.g. an air vehicle, ground station, or a test rig) that
incorporates a PYRAMID deployment.

. Exploiting Programme: A programme developing or incorporating PYRAMID components or a
PYRAMID deployment.

) PRA component: A PYRAMID reference artefact, defined by a role, a distinct set of
responsibilities, entities and services, for a specific, discrete area of subject matter.

. PYRAMID component: A component that is intended to comply with a PRA component
definition.

The term ‘component’ refers to a PRA component or PYRAMID component. Where not explicitly
stated, the surrounding text will provide context to identify usage.

The term ‘system’ is used in a variety of ways depending on the context. The system of focus may
range in size and scope; from a system of systems (such as multiple air vehicles and supporting
assets) to a small sub-system or equipment within a larger system (such as a sensing sub-system or
a tactical sensor). It may comprise a variety of hardware (e.g. computing, structural, mechanical and
electrical hardware) and software (e.g. PYRAMID application software, other application software,
middleware and an operating system).

Since the PRA is designed to be scalable, it is rarely possible to be specific about the size or scope of
the system in question. However, whilst not true for all cases, within this document it is helpful to think
of the system as a full military air system, e.g. an air vehicle and, if relevant, an associated ground
station.

When referring to a PYRAMID system, or a similar terminology, this refers to a system containing
PYRAMID components, typically with the assumption that most or all of the application software
comprises PYRAMID components.

© Crown owned copyright 2025.
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In summary, while the term ‘system’ has a typical usage in some areas of the documentation, as
described above, the appropriate usage should be determined from the context within which it is
written.

3.2 How to read the PYRAMID Technical Standard

Figure 3: Recommended PYRAMID Technical Standard Reading Order provides a detailed
breakdown of the sections that comprise the PYRAMID Technical Standard. It indicates which
sections are introductory material, which are reference material, and which are essential PRA
artefacts. It also provides a recommended order in which to read them.
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[ Introduction ]

Document Structure ]
[ Reader Guidance ]

[ PRA Scope and Application ]

Introductionto Components

¥

Introductionto Component
Connections

¥

4 )
i ]
i [ How to comply with the PYRAMID ]
il )
: | ]

TechnicalStandard

Component Composition

¥

_______________

I 1

0 [ Glossary ] !

1 1

1 1

| Appendix 1
\sasssasssnanss )

Key
Introductory material, to be Essential PRA
read in full. Artefacts,/Information.
Reference material, to be read .

% Recommended reading order.

Figure 3: Recommended PYRAMID Technical Standard Reading Order

An accompanying document, the PYRAMID Technical Standard Guidance document, Ref. [2], has
also been produced to provide further guidance and supporting information to aid understanding and
application of the PYRAMID Technical Standard.
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3.3 UML Notation

The PYRAMID Technical Standard includes content which is defined and maintained within the
PYRAMID Model, Ref. [3], as illustrated in section Document Structure, Figure 2: PYRAMID Technical
Standard Document Structure. This content is also available to Exploiting Programmes in a UML
model export format. The PYRAMID model uses UML but it is not a UML software design. It therefore
does not adhere rigidly to all UML rules or common conventions. Furthermore, some UML artefacts
are used to represent something different to what they would normally be used to represent within a
UML software design. It must be emphasised that these deviations are deliberate in order to articulate
information in a clear way.
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4 PRA Scope and Application

This section describes the scope of the PRA, identifying aspects that are both in and out of scope. It
also discusses considerations for Exploiting Programmes in applying the PRA in respect of: defining
the applicable scope of the PRA, the implementation of PYRAMID components and the development
lifecycle.

4.1 PRA Functional Scope

The PRA is intended to be used as the reference architecture from which PYRAMID components can
be developed and integrated as part of an air system.

The PRA covers the full scope of air system application software functionality, including:

. Full range of military and non-military air vehicles, including crewed and uncrewed
. Operational support systems, including:
. Mission planning and briefing systems
o Development and training simulators
. Ground control stations
o Debriefing and post mission analysis systems
o Maintenance support systems
. Full range of mission types and all operational/mission phases, including:
. Planning, rehearsal and briefing
o Execution (including simulation execution)
. Debriefing, post mission data analysis and replay
o Maintenance and support

Whilst formally developed for air systems, the PRA could potentially be used for land, maritime, and
space systems.

The PRA provides a set of mutually exclusive component definitions, each covering a discrete area of
air system functionality, referred to as subject matter areas. The functional scope of any individual
PRA component is defined, and bounded by, a set of component responsibilities. These
responsibilities provide the normative element of the component definition for the purpose of
assessing the compliance of a PYRAMID component (see section How to Comply with the PYRAMID
Technical Standard). The overall functional scope of the PRA is defined by the collective scope of the
set of PRA components.

Figure 4: PRA Component Set shows the PRA components. Purely for illustrative purposes, the figure
groups the components, to emphasise the scope of the PRA and to aid the reader in quickly
identifying components potentially relevant to an Exploiting Programme. The groupings are not
intended to provide any basis for system patrtitioning or component interactions, nor do the groupings
imply any intent or restriction on how components may be used.
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Figure 4: PRA Component Set

The PRA is designed to be independent of the platform type and the computing platform allowing the
PRA to be used for any air system programme or product and with any computing platform. The
following are therefore out of scope of the PRA:

. Computing Infrastructure: The choice of computing hardware, operating system and
middleware are all platform specific decisions and as such the PRA makes no assumptions
about this infrastructure. Note that, as shown in Figure 4: PRA Component Set, the PRA
scope does encompass the use of communications aspects of which might under some
circumstances be classified as middleware (for more information, see PYRAMID Technical
Standard Guidance document, Ref. [2], Appendix A: PYRAMID Concepts, sections Data
Exchange PYRAMID Concept and Use of Communications PYRAMID Concept). The
management of computing infrastructure, including the management of errors and faults, and
scheduling and latency management, is also out of scope of the PRA. Similarly, storage
infrastructure and media are also platform specific and thus outside the scope of the PRA.
However, the PRA does make provision for the management of storage infrastructure (see
section Storage component definition and PYRAMID Technical Standard Guidance
document, Ref. [2], Appendix A: PYRAMID Concepts, section Storage PYRAMID Concept).

. Security: The PRA makes no assumption about the security environment, security risks and
security targets that might be applicable to Exploiting Programmes. The PRA does define a
number of components whose role relates to security, but does not formally assign
component responsibilities for security enforcing functions (SEFs) or security related functions
(SRFs). It does not define the security classification of components or component partitioning
to meet security requirements, nor does it encompass the management of security partitions.
Each PRA component definition does however include an indicative classification and
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identifies the nature of any SEFs and SRFs that the component might potentially include
given its subject matter.

. Safety: The PRA makes no assumption about the operating context, applicable safety
standards and safety targets that might be applicable to Exploiting Programmes. Similarly, the
PRA does not assign any specific component responsibilities in relation to safety. It does not
define component development assurance levels (DALSs) or component partitioning to meet
safety requirements, nor does it encompass the management of safety partitions. Each PRA
component definition does however include an indicative DAL and identifies safety related
considerations that might be relevant to the component given its subject matter.

4.2 PRA Application

While the PRA provides well-bounded component subject matters definitions, as described above, the
following aspects of how the PRA is applied are left as a matter for Exploiting Programmes:

PYRAMID Deployment Scope Boundary Definition: It is for an Exploiting Programme to determine
the elements of a deployment that are intended to comply with the PYRAMID Technical Standard and
thus the applicable scope of the PRA. For any Exploiting Programme there will be a boundary beyond
which the PRA does not apply. It is for the designers to determine exactly where the boundary lies,
including for example whether any equipment control software is within the PRA boundary or is part of
the installed equipment. For example, the software for an Inertial Navigation System (INS) could be
built from PYRAMID components, or an off-the-shelf INS solution could be used. For more
information, see PYRAMID Technical Standard Guidance document, Ref. [2], Appendix A: PYRAMID
Concepts, section Interaction with Equipment PYRAMID Concept, and Appendix D: Deployment
Guide, section Consider Interaction with Equipment.

PYRAMID Component Implementation: The PRA defines the functional scope and bounds of each
component, as described in section PRA Functional Scope above, but does not mandate any
particular implementation approach within those bounds. The functionality of a PYRAMID component
must therefore be consistent with the scope of the responsibilities of the PRA component on which it
is based, as described in section How to Comply with the PYRAMID Technical Standard. However,
the PRA is not prescriptive on the following implementation choices, which are a matter for individual
Exploiting Programmes:

. Component Variants: Any given variant may implement all, or a subset, of the
responsibilities defined within the PRA for that component. For any given PRA component,
one or more PYRAMID component variants may be developed. The determination of the
functional scope of any given variant will be driven by the system requirements for the
Exploiting Programme including safety, security and performance requirements.

. Component Instances: The number of deployed instances of any given PYRAMID
component variant is also an Exploiting Programme and Exploiting Platform specific
consideration. This may also be driven by safety, security and performance requirements.

) Component Structure: The PRA component definitions define the functional scope of any
given component in the form of a set of component responsibilities. The PRA makes no
prescription about the internal structure of any given PYRAMID component development. This
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includes the development of different variants as described above, but also the use of
component extensions and data driving. The use of such techniques supports the future
growth and adaptability of components as described in PYRAMID Technical Standard
Guidance document, Ref. [2], Appendix A: PYRAMID Concepts, sections Data Driving
PYRAMID Concept and Component Extensions PYRAMID Concept. Where appropriate, the
PRA component definitions identify aspects of the component subject matter that may benefit
from the application of component extensions and data driving but this is not prescriptive.

Software Realisation: While the PRA is concerned with air system functionality that can be
realised through application software, it does not preclude alternative methods of their
realisation such as complex electronic hardware and firmware. For example, functionality
could be implemented through a single purpose field programmable gate array (FPGA).
Furthermore, whilst operating systems are outside the PRA scope, it should be recognised
that application software may need to incorporate some operating system functions when
used on computing hardware that does not use an operating system.

4.3 Development Lifecycle

PYRAMID Technical Standard does not mandate a particular development lifecycle nor any aspect of
the system and software development process. Guidance is provided however on how the system
and software development strategies used to develop air system software might be adopted when
using the PRA, see PYRAMID Technical Standard Guidance document, Ref. [2], Appendix D:
Deployment Guide. As a reference architecture the PRA has particular applicability at the following
points in the development lifecycle:

Architecture Definition: The PRA provides a starting point for system architecture
development, including component identification and scoping. PRA component definitions
provide the basis of PYRAMID component development, while existing PYRAMID compliant
developments provide the opportunity for reuse.

Compliance assessment: An assessment of compliance against the PRA may be made
throughout the development lifecycle. The rules for achieving compliance with the PYRAMID
Technical Standard are defined in section How to Comply with the PYRAMID Technical
Standard with supporting guidance provided in PYRAMID Technical Standard Guidance
document, Ref. [2], Appendix E: Compliance Guide. The assessment of compliance is the
responsibility of the Exploiting Programme (including its suppliers and customers).

The PRA does not define:

The approach to achieving safety and security requirements: As noted above, safety and
security analysis are specific to each Exploiting Programme and will be expected to take
account of the particular safety and security targets, system type and operating scenarios of
that programme. The PRA only provides indicative safety and security analysis. Therefore,
the Exploiting Programme will be entirely responsible for demonstrating that the Exploiting
Platform meets the safety and security targets applicable to the Exploiting Platform. Within the
PRA, safety and security have been considered and observations have been recorded,
however:
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. The PRA does not place safety and security requirements on an Exploiting
Programme.
. The safety and security considerations in the PRA are not expected to directly

contribute to the Exploiting Programmes safety or security case.

See PYRAMID Technical Standard Guidance document, Ref. [2], Appendix A: PYRAMID
Concepts, sections Safety Analysis PYRAMID Concept and Security Approach PYRAMID
Concept, for further information.

o The approach and methodology for system qualification, verification or certification
(validation).
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5 Technical Definition
This section comprises the following:

. An overview of the PRA component definitions supported by the generic component definition
defined in the component composition.

. An overview of component connection considerations that allow PYRAMID components to
work together as a system.

. How to comply with the standard (i.e. the rules).
. The component definitions that form the PRA.

The PYRAMID Technical Standard definition includes both normative and informative content.

5.1 Introduction to Components

The Component Set section defines 73 PRA components each bounding a specific subject matter in
terms of what each component knows about and what each component does.

The defined set of PRA components have been developed from consideration of a broad cross-
section of themes that affect air systems, e.g. control architectural considerations, capability
management, autonomy, and distinguishing tactical information, to mention a few of the topics. A
discussion on each of these themes, including how the PRA has been shaped to address each topic
can be found in the PYRAMID Technical Standard Guidance document, Ref. [2], section Introduction
to PYRAMID Concepts and Appendix A: PYRAMID Concepts.

These considerations help exploiters understand how to utilise the responsibilities and services that
form part of each component definition.

The PRA components, within the Component Set, have been produced using a pattern for a
generalised PRA component, referred to as the Component Composition. Each PRA component
definition should be read alongside the Component Composition content.
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Figure 5: PRA Component Responsibilities and Services

The inclusion of responsibilities and services in the PRA component definitions is shown in Figure 5:
PRA Component Responsibilities and Services. The scope of the PRA component definitions
therefore include:

. The responsibilities and services defined for a particular component in the Component Set,
plus

. The responsibilities and services defined in the Component Composition that are identified as
applicable to that component but have not been specialised within the Component Set
definition.

The responsibilities define the normative element of the PRA Component definition and are
referenced within the rules that specify how to comply with the standard, as defined in the
section How to Comply with the PYRAMID Technical Standard. The component services are not
normative, but aid the reader by providing detailed information on the nature of the expected
component interactions with the wider system, both in terms of what is provided and consumed, and
an abstract view of the data needed to support these interactions.

5.1.1 Component Composition Overview

The component composition both supplements the PRA component definitions and helps Exploiters
to understand concepts that are applicable to most or all PRA components, including how
components can interact.

© Crown owned copyright 2025.



PYD/TechStan/V1.0 Page 24 of 1513

The component composition uses a format and notation similar to that used in the PRA component
definitions for responsibilities and services. These are supported by an equivalent to the subject
matter semantics, used in the PRA component definitions, only it does not contain any subject matter.
Instead, it contains generalised concepts, such as requirements and solutions to requirements. The
modelling notation used to define the component composition is further explained by the Component
Definition Content and Notation section content.

The other aspects of the PRA component definitions (the role, overview, and design rationale) do not
have a useful generalised equivalent, and so are not present within the component composition.

The component composition has several purposes:

It defines a set of responsibilities and services that are not specialised on the PRA
components. These responsibilities and services are potentially applicable to most or all of
the PRA components; they therefore supplement the responsibilities and services defined on
the PRA components. These responsibilities and services are not included on the PRA
components because, at the level of abstraction at which the PRA defines PRA component
responsibilities and services, if they were included these would be defined identically within
each PRA component. These responsibilities and services are contained within sections
Responsibilities that are Not Specialised in PRA Components and Service Definitions that are
Not Specialised in PRA Components respectively.

It defines a set of responsibilities and services that are specialised on the PRA components
where they are applicable, tailoring the responsibilities and services from the component
composition to the specific subject matter of the PRA component. These responsibilities and
services are contained within sections Responsibilities that are Specialised in PRA
Components and Service Definitions that are Specialised in PRA Components respectively.

This approach allows:

A framework for a consistent approach to responsibility and service definitions across
the PRA component set.

The component composition to provide additional, non subject matter specific, detail
about the services, over and above the detail shown within the PRA components.
This allows the PRA component definition to focus on subject matter specific detalil,
whilst the component composition focuses on details that are applicable to most or all
PRA components. This additional detail, within the component composition, includes:
explanations on how services may not always be triggered by explicit instructions and
can be data-driven; more detailed activity decompositions; and more detailed service
dependency diagrams, showing the relationships between activities, within the same
service and across services.

It supports use case and PYRAMID concept guidance material, described within the
PYRAMID Technical Standard Guidance document, Ref. [2], sections Appendix B: Use Cases
and Appendix A: PYRAMID Concepts, which both show patterns of use that can be applied in
a deployment:
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. The use cases, with their supporting sequence diagrams, show examples of how
services can be used by an individual component, to achieve different goals, such as
planning how to carry out a solution in response to a requirement.

o The PYRAMID concepts use the component composition services to show how
different components can collectively achieve the functionality described within the
PYRAMID concepts.

5.1.2 Component Set Overview

The PRA is composed of a set of platform independent component definitions whose scope covers a
discrete functional area related to air systems. These PRA components are defined in the Component
Set section.

Each PRA component definition contains the following information:

. A Name, which reflects the subject matter of the component.

. A Role, which is its purpose.

. An Overview, which defines the standard pattern of use and examples of use.

. A Service Summary Diagram, which shows the services and interfaces that are defined for

the component.

. A set of Responsibilities, which describe the behaviour the component may fulfil within the
system.
. Subject Matter Semantics, which defines the scope of the component by showing its entities

(artefacts that model concepts that may or may not exist in the real world). This information
also includes a semantics diagram, showing the relationships between entities.

. A Design Rationale containing a set of assumptions, design considerations, exploitation
considerations, safety considerations and security considerations.

. A set of services, which provide a more detailed view of the scope of a component beyond
that of the responsibilities. Each PRA component definition comprise:

. A Service Definition for each service, which is a detailed description of the service,
interfaces and attributes.

o A Service Dependencies Diagram, which shows how each service depends on other
services.

The different parts of the component definition provide different views on the component's subject
matter and guidance on its use within a deployment. The responsibilities define the normative
element of the PRA component definition and are referenced within the rules that specify how
to comply with the standard, as defined in section How to Comply with the PYRAMID Technical
Standard.
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5.1.3 Component Definition Content and Notation

The following sub-sections elaborate on the content of the Component Definitions section introduced
by the Component Composition Overview and Component Set Overview sections and explain the
notation used.

5.1.3.1 Responsibilities

Each PRA component is defined by a set of responsibilities specific to its discrete area of subject
matter. A responsibility describes a behaviour a component may fulfil within the system. Unless
explicitly restricted, a component’s responsibilities apply to the whole mission lifecycle, including
planning, execution and post-mission analysis, and simulation. Responsibilities often reference
entities described in the subject matter semantics diagram for a PRA component. The entity
definitions provide precise definitions that therefore help to scope the component responsibilities.

Each component has a unique set of responsibilities. In some cases a responsibility may be derived
from the generalised pattern, or be expressed in a generic form. It is important to recognise, however,
that whether uniquely or generically expressed, the responsibility should be understood in the context
of the subject matter of the component and is therefore unique to the component.

The responsibilities define the normative element of the PRA component definition and are
referenced within the rules that specify how to comply with the standard, as defined in section
How to Comply with the PYRAMID Technical Standard.

An example responsibility is (from the PRA component, Authorisation):
determine_authorisation_solution

. To determine the Steps required to obtain an Authorisation that meets the given
Authorisation_Requirements, using available Authorisers in accordance with the applicable
Authorisation_Policy.

As indicated in the above responsibility, this responsibility links to entities described in the subject
matter semantics diagram, for that component, that are relevant to the responsibility.

5.1.3.2 Subject Matter Semantics Diagram

The subject matter semantics diagrams identify entities, representing the types of information that a
component knows and reasons about, and the relationships between the entities. The entities are
expressed in terms that scope the subject matter of the component. The relationships between
entities on the diagram are indicated by solid lines between the entities, an “association”, see Figure
6: Association notation. Figure 7: Association Entity notation provides a notation for an “association
entity” which is connected via a dashed line to an association between two entities.
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Entity A 1 * Entity B
is constrained by constrains

1

"An instance of Entity B applies_to one instance of Entity C"

Numbers/asterisks indicate relative multiplicities.
Role names (e.g. 'constrains’) indicate how the entities relate to each other,

and may be identified in one or both directions. 1| applies_to
"An instance of Entity A constrains zero-to-many instances of Entity B" Entity C
"An instance of Entity B is constrained by one instance of Entity A"

Figure 6: Association notation

Entity F

* Entity E
contributes to

Entity D

Entity F is an Association Entity (as indicated by the dashed line connecting it to an
Association).

Association Entities provide more detail about an Association between two other
entities. As the PRA does not define attributes for Entities, their primary purpose within
this document is effectively to name the association and introduce a defined term
within a component's subject matter.

Figure 7: Association Entity notation

5.1.3.3 Design Rationale

The Design Rationale contains a set of assumptions, design considerations, exploitation
considerations, safety considerations and security considerations, to provide guidance to support
PYRAMID component development.

The Design Rationale sections include the following:

Design considerations which provide Exploiters with guidance on which PYRAMID concepts,
those described within the PYRAMID Technical Standard Guidance document, Ref. [2],
Appendix A: PYRAMID Concepts, are particularly relevant to a component, and other factors
which should be taken into account (e.g. applicable standards).

Exploitation considerations which highlight specific design choices that may need to be made
for a deployment.

Safety considerations provide a statement of, and rationale for, the component's indicative
Item Development Assurance Level (IDAL). However the responsibility for safety analysis is
the responsibility of the Exploiting Programme.

Security considerations provide a statement of, and rationale for, the component's indicative
security classification. However the responsibility for security analysis is the responsibility of
the Exploiting Programme.
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5.1.3.4 Services

The PRA uses a service modelling approach which allows the component services to be defined
without reference to the internals of a component. It should be noted that the service modelling
approach is only one method that an Exploiting Programme could use to define the interfaces at a
component's boundary and activities associated with those interfaces.

Services in the PRA are the means by which a component is asked to do something, or by which a
component gets something done for it. Component services are modelled as classes. These services
are defined by both interfaces and activities. Interfaces describe the conceptual data of the service by
specifying their attributes. Activities describe the behaviour that the service will need to fulfil.

Services can either be provided or consumed. A provided service supports the wider system by doing
work or providing a definition of the work that it can do. Its activities describe the work to be done. A
consumed service requires or uses work done outside of the component, or uses the definition of
work that can be done outside of the component to understand the work that it can rely upon being
done. Its activities identify the work that the component needs to have done and to assess the
response to decide whether any further action needs to be taken.

Both provided and consumed services are defined in terms of the semantics of the component, shown
in the PRA component's semantics diagram.

5.1.3.4.1 Interfaces

Interfaces are containers of information which have no directionality. Information can be represented
in both the interface description and its associated attributes. Interfaces on the service summary
diagrams are represented by balls and cups. These representations are purely based on whether an
interface is part of a provided service (ball) or consumed service (cup). In the PRA the interfaces do
not dictate the flow of information, as it can be in either direction or bidirectional. Where appropriate
the PRA may imply the expected direction, through the interface description or associated attributes.

Attributes of interfaces are expected to be made specific to an Exploiting Programme, e.g.
temporal_information may become start_time and end_time. The interfaces of a service can also be
made specific to an Exploiting Programme, e.g. either the name or description made specific to the
programme while remaining within the PRA component’s subject matter.

Interfaces only define information, not operations since the PRA does not mandate the
implementation of whether, when, or how a service is provided. For example, the service interface
does not indicate whether the information should be broadcasted continuously or provided on
demand. Implementation details, such as operations, are specific to a deployment and so should be
added by the Exploiting Programme during the system design phase.

5.1.3.4.2 Service Summary Diagram

Component_With_Services

. ~Consumed_Service []—C Interface_On_Consumed_Service

Interface_On_Provided_Service O_E|:I : Provided_Service

Figure 8: Service Summary Diagram
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The service summary diagram is an overview of the services and their respective interfaces on a
component. As can be seen on Figure 8: Service Summary Diagram, provided services are shown on
the left hand side, with the interface represented by a ball, and consumed services are on the right
hand side, with the interface represented by a cup.

5.1.3.4.3 Service Diagrams

Each service definition of a component includes a Service Definition Diagram and a Service Policy
Diagram, as described in the following sub-sections.

5.1.3.4.3.1 Service Definition Diagram

A service definition diagram defines a service on a component; it shows the interface(s) which
comprise the service and the aspects of the subject matter to which it relates. A component specific
interface can inherit the attributes of a generic interface. Services are linked to the entity or entities
that represent the aspect of the subject matter that is covered by that particular service.

Interface Realization link
shows the seniice provides
the interface.

From the components
Responsibilities package.

1
| Provided_Service |_ 1

«requirement»
«interface realization» «refine» Component_Responsibility

T

1

1 Link shows how the senvice

: _______ fits into the component's
subject matter.

1
Entities 1

|Entity_ReIated_To_Service

Figure 9: Provided Service Definition Diagram

In Figure 9: Provided Service Definition Diagram the “interface_realization” link shows that this is a
provided service. A provided service helps to satisfy one or more component responsibilities as
shown by the “refine” link.
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Uses link shows the service
consumes the interface.

: No Responsibilities [\
| Consumed_Service |_

«uses»

Link shows how the service
______ fits into the component's

subject matter.

T
1
1
1
r
1
Entities 1
T
\y

|Entity_ReIated_To_Service

Figure 10: Consumed Service Definition Diagram

In Figure 10: Consumed Service Definition Diagram, the “uses” link shows that this is a consumed
service.

Note that the PRA only shows tracing between the provided services and responsibilities. The tracing
between consumed services and responsibilities is not shown in the PRA as this is an indirect
mapping, i.e. consumed service support the fulfilment of provided service. When analysing a
component it is important to understand that a responsibility could map to provided services and
consumed services concurrently.

5.1.3.4.3.2 Service Policy Diagram

A service policy diagram gives an alternative view of a service, focussing on the textual descriptions
of the interfaces, activities and the service itself. In the case of provided services, the related
responsibilities and their descriptions are also shown. See Figure 11: Provided Service Policy
Diagram and Figure 12: Consumed Service Policy Diagram.
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Component_Composition_Service_Pattern

: «refine»
Provided_Service

Description
Senice Provided by this component.

«activity»
provided_service_activity

Description
Activity to be carried out in this
component when this service is
called.

1 .
1 «refine»

«requirement»
Component_Responsibility

Description
. What this component
is responsible for
delivering.

Figure 11: Provided Service Policy Diagram

Component_Composition_Service_Pattern

1 «refine»
1

Consumed_Service

Description
Service Consumed by this component.

«activity»
consumed_service_activity

Description
Activity to be carried out in this component
when this service is called.

Figure 12: Consumed Service Policy Diagram
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5.1.3.4.4 Service Dependency Diagrams

Service Dependencies Activities are defined as part of the service lﬁ

— S~

Provided service initial condition 1 Provided service final condition
1
1
1
1
| 1
®-----3 - Q)
Consumed service initial condition Consumed service final condition

Consumed_Service | Provided_Service

Figure 13: Service Dependencies Diagram

A service dependencies diagram (see Figure 13: Service Dependencies Diagram for an example)
shows how a component's services depend on one another. Each service is represented by a
swimlane showing the activities involved with that service. Control flows between the swimlanes show
the service dependencies.

5.1.4 Component Services Not Defined by the PRA

To ensure the PRA remains platform independent, it does not define services that will be unique to an
Exploiting Programme, even though they may be required by a deployment. These services can
typically be grouped under one of three categories, described in the three following sub-sections.

5.1.4.1 Services Internal to the Scope of a PRA Component

The services to support interactions between two or more PYRAMID components that are based on
the same PRA component are not included in the PRA, because these interactions are considered to
be internal to the PRA component. This is irrespective of where these PYRAMID components are
located, whether within a single deployment or across separate deployments.

Examples of such interactions are:

. Instanced Components: Services between different instances of the same PYRAMID
components.
. Component Extensions: Services between a parent component and its extension

components (see PYRAMID Technical Standard Guidance document, Ref. [2], Appendix A:
PYRAMID Concepts, PRA Exploitation Principles PYRAMID Concepts, Component
Extensions).

. Component Variants: Services between different PYRAMID component variants that are all
based on the same PRA component.

Where the capability corresponding to a PRA component is partly provided by hon-PYRAMID
software, this is equivalent to a variant or another instance of a PYRAMID components. As such,
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these interactions fall under the ‘Instanced Components’ or 'Component Variants' groups above, and
are therefore not included in the PRA.

5.1.4.2 Services Crossing the PRA Scope Boundary

In order to achieve their objectives, PYRAMID components will need to interact with systems outside
the scope of the PRA, most often a specific resource or the host computing infrastructure. The
services to interact across this scope boundary are not included in the PRA.

Examples of such interactions are:

o Resource Access: Services supporting the interaction between any resource and the
resource manager.

. Computing Infrastructure: Use of the computing infrastructure to allow access to:
. Data Storage - Allowing data to be written to and read from a storage device.
. Operating System Layer - Use of common system functions, e.g. timers or interrupt
handlers.
. Device Drivers - Interfaces to the drivers that support peripheral devices.
. Library Functions - Use of software libraries, e.g. mathematical or graphical
libraries.

5.1.4.3 Deployment Specific Services

Components may need specific services to support activities such as data loading, data extraction
and component configuration. Services to support these extended functions are not defined in the
PRA.

Examples of such interactions are:
. Data Driving Support: Services needed to load data sets allowing data-driven design.

. Injection and Override: Services allowing a user or external system to adjust data inside a
component, or to issue commands to affect its operation. This will support activities like
mission data loading, user override, and interactions in support of test execution.

. Data Visibility: Providing access to the data held internally to a component. This may be for
display to a user, fault logging, monitoring by an external system, or report generation.
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5.2 Introduction to Component Connections

Component connections define relationships between components that allow them to work together
as a system. The PRA has been designed around a key set of design principles (see the PYRAMID
Technical Standard Guidance document, Ref. [2], section PRA Design Principles) resulting in a set of
component definitions that each describe a discrete area of functionality related to air systems,
referred to as ‘subject matter’ areas. Components in the PRA are deliberately scoped to have no
knowledge of other components within a system. This approach creates a set of well-bounded and
loosely coupled components that can be developed in isolation from one another.

An Exploiting Programme will combine components to provide system functionality through the use of
bridges to connect components together. Since each PRA component represents a distinct subject
matter area that is defined in its own language, there is no shared interface definition between PRA
components. Instead, a deployment will use bridges to close the semantic gap, aligning the interfaces
between components so that they are able to share information. A bridge is designed to achieve the
component connections that are required by the system’s needs.

Component A Component B

Bridge

E]—[ﬁ [‘]—[]

Figure 14: Basic Bridge Diagram

The Figure 14: Basic Bridge Diagram shows a single bridge facilitating connection between two
components, however a bridge may also be used in a deployment to facilitate one to many
connections and even many to many connections.

In general, a bridge defines which component services and information are connected to which other
component services and information. To achieve this a bridge will provide the following functions:

) Data type conversion (translating between the different formats and measurements used by
different components).

. Data element mapping (translating the meaning of data in order to bridge the semantic gap
between different component subject matter understandings).

. Triggering activities in a component, driven by event(s) generated in other components.

A bridge should be limited to performing these functions and should not include functionality that is
the responsibility of a PRA component. The PRA defines compliance rules for component
connections to ensure that the intent of the PRA is met, these compliance rules are defined within
section How to Comply with the PYRAMID Technical Standard.

Further guidance on component connections and use of bridges is provided in the PYRAMID
Technical Standard Guidance document, Ref.[2], Appendix A: PYRAMID Concepts, section
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Component Connections. This reference material also provides guidance on counterparting and
component interactions, along with examples of their use.
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5.3 How to Comply with the PYRAMID Technical Standard
This section defines the rules for achieving compliance with the PYRAMID Technical Standard.

The goal of PYRAMID compliance is to help ensure that an Exploiting Programme realises the
benefits provided by the PRA. The subsections below cover the following aspects of PYRAMID
compliance:

. Component Compliance: This seeks to preserve the PRA defined subject matter
separations and ensure that components remain highly cohesive and loosely coupled.

. Component Connections Compliance: This seeks to ensure that bridges, used to connect
PYRAMID components, do not fulfil the role of PRA components.

. Deployment Compliance: This provides an overall measure of compliance for the PYRAMID
designated elements of a deployment.

Compliance can be assessed against the PRA at any phase of an Exploiting Programme’s
implementation lifecycle, whether that be at the stage of specification, design, or qualification.
Supporting information on all aspects of compliance with the PYRAMID Technical Standard can be
found in the PYRAMID Technical Standard Guidance document, Ref. [2], Appendix E: Compliance
Guide.

The following key terms are used in this section:

) PRA Component: A PYRAMID reference artefact, defined by a role, a distinct set of
responsibilities, entities and services, for a specific, discrete area of subject matter.

. PYRAMID Component: A component that is intended to comply with a PRA Component
definition.

. Target PRA Component: A PRA component against which the compliance of a PYRAMID

component is being determined.

. PYRAMID Deployment Scope: The elements of a deployment that are intended to comply
with the PYRAMID Technical Standard.

5.3.1 PYRAMID Component Compliance Rules

This section defines the rules used to determine if a PYRAMID component is compliant with the
PYRAMID Technical Standard.

The basis of component compliance is conformance with the PRA defined subject matters, and thus,
the absence of pollution.

Each PRA component represents a discrete area of subject matter. Subject matter pollution occurs
when a PYRAMID component includes any subject matter of a PRA component other than the target
PRA component. The PRA defines a set of responsibilities for each component that bound the
functional scope of the component. The responsibilities for each component are defined in section
Component Definitions and provide the normative aspect of the component definition for the purpose
of component compliance assessment. Component compliance is achieved by demonstrating that the
functionality of a PYRAMID component is consistent with the scope of the responsibilities of the target
PRA component.
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The rule for component compliance is defined in Table 1: PYRAMID Component Compliance Rule.
The rule is applicable to all PYRAMID component variants, for example a PYRAMID component that
implements only a subset of the PRA components responsibilities. Where a component is realised
using extensions, the rule is applicable to the parent and extension components.

Rule Number PYRAMID Component Compliance Rule

Component_rule_1 A PYRAMID component’s content shall be consistent with the
responsibilities of the target PRA component.

Table 1: PYRAMID Component Compliance Rule

Ensuring that a PYRAMID component is consistent with the responsibilities of the target PRA
component requires checking not only that its functionality is required to fulfil one or more of the target
PRA component responsibilities but also that the component does not incorporate functionality that
should be provided by another PRA component. This is discussed further in the PYRAMID Technical
Standard Guidance document, Ref. [2], Appendix E: Compliance Guide.

It is also intended that PYRAMID components are agnostic of their environment in as much as they
are defined in a way that makes minimal assumptions about how they will be used or how they will be
connected in any specific deployment. The use of bridges supports this goal enabling the creation of a
set of well bounded and loosely coupled components, maximising the opportunity for reuse and
minimising the impact of changes, as described in the PYRAMID Technical Standard Guidance
document, Ref. [2], section Component Connections. While not expressed as a compliance rule, it is
recommended that PYRAMID components do not therefore implement the functions of bridges except
where this is consistent with the responsibilities of the target PRA component. Further guidance on
this is provided in the PYRAMID Technical Standard Guidance document, Ref. [2], Appendix E:
Compliance Guide.

Supporting guidance material in relation to the component compliance rule and the assessment of
PYRAMID component compliance can be found in the PYRAMID Technical Standard Guidance
document, Ref. [2], Appendix E: Compliance Guide.

5.3.2 PYRAMID Component Connection Compliance Rules

This section defines the rules used to determine if a component connection is compliant with the
PYRAMID Technical Standard.

The basis of component connection compliance is the correct use of bridges to connect components
together.

In addition to the rule for PYRAMID components, described above, it is also important that component
connections are implemented appropriately. Bridges provide a mechanism for connecting a
component to other system elements and are used to perform the translations necessary to enable
components to remain independent of the structure and semantics of other system elements.
However, it is important that bridge implementations do not inappropriately fulfil (or partially fulfil) the
responsibilities defined for a PRA component. Rather, it should be recognised that the required
capability falls within the scope of the responsibilities of a defined PRA component and the
appropriate PYRAMID component developed (based on this PRA component definition). Compliance
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is therefore achieved by demonstrating that bridges include only the necessary functionality to enable
components to remain independent of knowledge of the structure and semantics of other system
elements, without incorrectly incorporating functionality that is the responsibility of a PRA component.

Since the subject matter of some PRA components encompass some aspects of what are considered
bridging functions, there are some exceptions that need to be taken in to consideration. These
exceptions are discussed further in the PYRAMID Technical Standard Guidance document, Ref. [2],
Appendix E: Compliance Guide.

The rule for component connections compliance is defined in Table 2: PYRAMID Component
Connection Compliance Rule. The rule for component connections applies to all connections between
PYRAMID components. Note that bridges are not necessarily required between different instances or
variants of PYRAMID components conforming to the same PRA component, or between a parent
component and an extension of that component, since such interactions are internal to a single PRA
component.

Rule Number Component Connection Compliance Rule

Connections_rule 1 A bridge shall not fulfil a responsibility of a PRA component.

Table 2: PYRAMID Component Connection Compliance Rule

Further information in relation to component connections can be found in section Introduction to
Component Connections and the PYRAMID Technical Standard Guidance document, Ref. [2],
Appendix A: PYRAMID Concepts section Component Connections. Supporting guidance material in
relation to the component connection rule and the assessment of component connections compliance
can be found in the PYRAMID Technical Standard Guidance document, Ref. [2], Appendix E:
Compliance Guide.

5.3.3 PYRAMID Deployment Compliance Rules

This section defines the rules used to determine if a PYRAMID deployment is compliant with the
PYRAMID Technical Standard.

The basis of deployment compliance is the achievement of component compliance for all components
within the PYRAMID deployment scope and a compliant means of connecting those components.

The rules for deployment compliance are defined in Table 3: PYRAMID Deployment Compliance
Rules. The rules for deployment compliance apply to all components and component connections
defined as being within the PYRAMID deployment scope.

Rule Number PYRAMID Deployment Compliance Rule

Deployment_rule_1 All the components within the PYRAMID deployment scope shall satisfy the
rules for PYRAMID component compliance.

Deployment_rule_2 All the component connections within the PYRAMID deployment scope
shall satisfy the rules for PYRAMID component connection compliance.

Table 3: PYRAMID Deployment Compliance Rules
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Supporting guidance material in relation to the deployment compliance rules and the assessment of
PYRAMID deployment compliance can be found in the PYRAMID Technical Standard Guidance
document, Ref. [2], Appendix E: Compliance Guide.
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5.4 Component Definitions

This section defines the Component Composition and PRA Component Set.
5.4.1 Component Composition

5.4.1.1 Subject Matter Semantics

The subject matter semantics of the Component Composition is equivalent to the subject matter
semantics used in the PRA component definitions, only it does not contain any subject matter;
instead, it contains generalised concepts, such as requirements and solutions to requirements. PRA
components include entities that correspond to some or all of the entities shown here, but they are
expressed in terms suitable to the subject matter of the PRA component.

1
W‘ - : l“*’@
| I
*

contributes_to
1.* i
should_satisfy 1| is_measured_against
Solution * _influences * Required_Quality
____________________ 1.%
1.*| is_achieved_by applies_to 1 1.* 1.*| informs  1.*
Activity
1z constrains .
*| requires * *| determines * requires
’ Activity_Dependency AuthorisationiDependency‘ ’Informa&ioniDependency ConslraintﬁDependency‘ ’ConflicLResoIutioniDependency

*

Constraint

*

Capability_Dependency_Mapping

1.+ limits

Capability 1.
contributes_to

* [ Capability_Dependency

Figure 15: Semantics

5.4.1.1.1 Entities

Constraint

A limitation on the behaviour of the component.
Capability_Dependency

A capability provided by the rest of the system, that the component relies on in order to provide one or
more of its capabilities.

Capability_Dependency_Mapping

An identification of a dependency on a capability from the rest of the system in order for a capability to
be enacted.

Solution

An approach to fulfilling a Requirement, which may involve performing work within the component and
using resources managed by the component, as well as placing dependencies on the rest of the
system.
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Capability

The ability for the component to perform a particular function. A component's capabilities are derived
from the capabilities provided by the rest of the system, along with resources it has available for use.

Activity

Something the component may do as part of satisfying a particular Requirement or requirements.
Requirement

Something that the component is required to do.

Progress

A quantification of what steps have been made towards achieving a Requirement.

Achievement

A measure of whether a Requirement placed onto a component has been met.
Activity_Dependency

An activity that the component needs the rest of the system to perform in order to enact a Solution.
Information_Dependency

Information that the component needs the rest of the system to provide in order to execute a Solution.
Required_Quality

A measure of the properties that a Solution needs to meet in order to fulfil a Requirement.
Constraint_Dependency

A constraint that the component needs the rest of the system to comply with as part of executing the
required Solution.

Authorisation_Dependency

An authorisation that the component needs the rest of the system to provide in order to execute the
required Solution.

Conflict_Resolution_Dependency

A conflict that the component needs resolving in order to have a Solution that is part of a coherent set
of Solutions, that can be used by the component to fulfil all Requirements that may need to be fulfilled
collectively.
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5.4.1.2 Responsibilities
This section provides details of generalised component responsibilities, including those that are:
o Specialised within the Component Set.

. Not specialised within the Component Set, since their generalised definition is applicable to
most of if not all PRA components.

These responsibilities align with the interaction patterns shown in the use cases within the PYRAMID
Technical Standard Guidance document, Ref. [2], Appendix B: Use Cases, which demonstrate how
services related to the responsibilities can be used. The PYRAMID concepts, within the PYRAMID
Technical Standard Guidance document, Ref. [2], Appendix A: PYRAMID Concepts, explain the
significance of many of the responsibilities.

A PRA component may have other responsibilities, which are not generalised within the component
composition, that are specific to its subject matter.

5.4.1.2.1 Responsibilities that are Specialised in PRA Components

This section lists generic responsibilities, which are specialised within the PRA components.
However, it should be noted that not all of these responsibilities apply to every PRA component;
where they do apply, they are specialised to the subject matter of the PRA component.

capture_requirements

. To capture provided Requirements, including relationships between a source Requirement
and derived requirements.

capture_measurement_criteria

. To capture given measurement criteria.
capture_constraints

. To capture provided Constraints.
identify_whether_requirement_is_achievable

. To identify whether a Requirement is still achievable given current or predicted Capability and
conditions.

determine_solution

) To determine a solution, within the demanded Constraints, that either meets a Requirement,
ensures that a Constraint is complied with, or recovers a Capability.

determine_solution_dependencies
. To determine dependencies required to support the Solution or a step of the Solution.
determine_if solution_remains_feasible

) To determine the feasibility of a planned or on-going Solution.
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coordinate_dependencies

. To coordinate the dependencies to execute a Solution.

identify_progress

. To identify progress against a Requirement.

determine_quality_of deliverables

. To determine the quality of provided deliverables against given measurement criteria.
assess_capability

. To assess the Capability of the component taking account of system health and observed
anomalies (e.g. normal behaviour and impacts due to failures, damage, usage, or ageing).

identify_missing_information

. To identify missing information which could improve the certainty or specificity of the
Capability assessment.

predict_capability_progression

. To predict the progression of the component's Capability over time and with use.

5.4.1.2.2 Responsibilities that are Not Specialised in PRA Components

This section lists generic responsibilities, which are applicable to most of if not all PRA components.
The responsibilities do not lend themselves to being specialised by each PRA component as the
component subject matter specific definitions at the level of the PRA do not influence their generic
definitions. An Exploiter should consider these generic responsibilities as supplementing the list of
responsibilities in any given PRA component definition in order to complete the definition of the PRA
component.

determine_authorisation_dependencies

. To determine authorisation dependencies required to support the Solution or a step of the
Solution.

Applicability: This responsibility is applicable to all PRA components.
identify_conflict

. To identify a Requirement or Constraint placed on the component that is unable to be
satisfied as a result of other Requirements or Constraints.

Applicability: This responsibility is applicable to all PRA components with the exception of the
Authorisation component.

determine_refinement_goal

) To determine the refinement goal needed for a derived demand (e.g. a derived requirement or
constraint) involved in a conflict.

Applicability: This responsibility is applicable to all PRA components with the exception of the
Conflict Resolution component.
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address_capability_issue

To address shortfalls within the component when a necessary capability that can be
established is unavailable or degraded.

Applicability: This responsibility is applicable to all PRA components.

determine_retention_requirements

To determine own retention needs for the recording and logging of data.

Applicability: This responsibility is applicable to all PRA components.

manage_data_retention_and_storage

To save, retrieve and delete own data in accordance with data retention and storage
requirements.

Applicability: This responsibility is applicable to all PRA components.

coordinate_retention_activities

To coordinate recording and logging activities in accordance with data retention requirements.

Applicability: This responsibility is applicable to all PRA components with the exception of the
Storage component.

determine_storage_requirements

To determine own storage needs for the retention (i.e. recording and logging) and processing
of data.

Applicability: This responsibility is applicable to all PRA components with the exception of the
Storage component.

data_validation

To perform the validation of received data before use. This validation may range from simple
data formatting to checking that the data is valid and appropriate for use.

Applicability: This responsibility is applicable to all PRA components.

capture_autonomy_remit

To capture own remit to perform activities autonomously and the conditions under which
authorisation is required.

Applicability: This responsibility is applicable to all PRA components.
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5.4.1.3 Services

This section provides the services defined within the Component Composition, which are divided into
sections for services that are further specialised with the definitions for individual PRA components
and those that are not.

Many of the services are supported by a set of use cases, with supporting sequence diagrams, in the
PYRAMID Technical Standard Guidance document, Ref. [2], Appendix B: Use Cases. These show
how, from the perspective of a single component, the services can be used to interact with other
system elements, including other components, or system users. (These are not provided for the use
of the Retention_Requirement, Storage_Dependency and Retention_Coordination_Dependency
services).

Not all of the services within the component composition apply to every PRA component. Where they
apply from section Service Definitions that are Specialised in PRA Components, they are specialised
to the subject matter of the component, and contain a reference to the associated component
composition generalised service.

5.4.1.3.1 Service Summary
The following details a summary of services, categorised and shown separately as follows:
) Specialised within the Component Set.

. Not specialised within the Component Set, since their generalised definition is applicable to
most PRA components.

5.4.1.3.1.1 Summary of Services that are Specialised in PRA Components

Figure 16: Summary of Services that are Specialised in PRA Components shows generic services
that are specialised within the PRA components to their subject matter.

Component_with_Services

Requirement Q——
Requirement_Achievement Qr———

_—C Derived_Requirement

: Requirement : ~Solution_Dependency Solution_Dependency_Achievement
Criterion

Criterion Q—————
Information . Information : ~Information_Dependency Information_Dependency
Constraint : Constraint
Capability : Capability . ~Capability_Evidence Capability_Evidence

Figure 16: Summary of Services that are Specialised in PRA Components

5.4.1.3.1.2 Summary of Services that are Not Specialised in PRA Components

Figure 17: Summary of Services that are Not Specialised in PRA Components shows services that
are not specialised within the PRA components.
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Figure 17: Summary of Services that are Not Specialised in PRA Components
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5.4.1.3.2 Service Definitions

This section defines the component composition services, which are categorised and shown
separately as follows:

. Specialised within the Component Set.

. Not specialised within the Component Set, since their generalised definition is applicable to
most PRA components.

Each category is sub categorised as being either a provided service or a consumed service.

5.4.1.3.2.1 Service Definitions that are specialised in PRA Components

This section defines the provided and consumed services that are specialised by PRA components
within the Component Set. The PRA components tailor the services within this part of the component
composition to the specific subject matter of the PRA component.

5.4.1.3.2.1.1 Provided Services

5.4.1.3.2.1.1.1 Requirement

«refine» «requirement»
determine_if_solution_remains_feasible

«refine» «requirement»
identify_progress
«refine» «requirement»
--------- identify_conflict

«refine» = «requirement»

«interface realization»

--------- identify_whether_requirement_is_achievable

:rff'fe: ______ «requirement»
capture_requirements
«refine» 5
__________ «requirement»
determine_solution
«refine» N
__________ «requirement»
coordinate_dependencies

T . - «refine»
Requirement «interface realization» N/ e e = S «requirement»
determine_solution_dependencies
«refine» -
__________ «requirement»
determine_authorisation_dependencies

«refine» -
__________ «requirement»
determine_quality_of_deliverables

«refine» «requirement»
determine_refinement_goal
«refine» 5
_________ «requirement»
capture_measurement_criteria

«interface realization»

Entities

1

Figure 18: Requirement Service Definition
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Requirement

Description
Service Definition: This senice determines the achievability of a requi and i 1t criteria given the available bility and i i and fulfils
requirements when instructed. This senvice is also used in the conflict resolution process by enabling the component to indicate how the requirements placed on it could be refined to feasibly avoid
conflicts.

: The _goal attribute and associated determine_refinement_goal activity, which form part of this senice, are not included within the individual PRA component senice
deﬁnmuns that specialise this Requirement senice. They can apply equally to all such PRA component senvices, and so these elements should be read as supplementing such senice definitions.

Further Information: The use of this senice can be found in PYRAMID Technical Standard Guidance document, Ref. [2], Appendix A: PYRAMID Concepts, section Dependency Management.
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execute_solution execute a Solution.

«requirement»
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determine_refinement_goal «requirement»

Description determine_solution_dependencies _ Constraint placed on
Determine what refinement goal is needed for a Description «refind> the component that is
Requirement involved in a conflict. . To determine dependencies required unable to be satisfied

to support the Solution or a step of as a result of other
the Solution. Requirements or
Constraints.

«requirement»
determine_authorisation_dependencies

Description
. To determine authorisation
dependencies required to support
the Solution or a step of the
Solution.

«requirement»
determine_refinement_goal

1
1
1
1
1
1
1
1

<. -
Description «refine»
. To determine the refinement goal
needed for a derived demand (e.g. a
derived requirement or constraint)
involved in a conflict.

Figure 19: Requirement Service Policy

Requirement

Service Definition: This service determines the achievability of a requirement and associated
measurement criteria given the available capability and applicable constraints, and fulfils achievable
requirements when instructed. This service is also used in the conflict resolution process by enabling
the component to indicate how the requirements placed on it could be refined to feasibly avoid
conflicts.

Applicability Statement: The refinement_goal attribute and associated determine_refinement_goal
activity, which form part of this service, are not included within the individual PRA component service
definitions that specialise this Requirement service. They can apply equally to all such PRA
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component services, and so these elements should be read as supplementing such service
definitions.

Further Information: The use of this service can be found in PYRAMID Technical Standard
Guidance document, Ref. [2], Appendix A: PYRAMID Concepts, section Dependency Management.

Interfaces
Requirement

This interface is the requirement, the associated cost of that requirement, related timing information,
and the predicted quality of the planned solution. Additionally, to support conflict resolution, it is also
the refinements to the requirements to make it feasibly achievable.

Attributes

specification The definition of the requirement.

temporal_information | Information covering timing, such as start and end times.

cost The cost of executing the solution, for example: resources used, time taken.
predicted quality How well the planned solution is predicted to satisfy the requirement.
refinement_goal The specific aspects of the requirement that need to be modified and how

they need to be modified.

Criterion
This interface is the measurement criteria associated with a requirement.

Attributes

property | The property to be measured.

value The measured value of the property.

equality The relationship between the value and any limit on the measurement, e.g. less than, or
equal to.

Requirement_Achievement

This interface is the achievement of the requirement.
Activities

determine_solution

Determine a solution that satisfies a given Requirement and is compatible with constraints and other
solutions developed by the component. This includes re-planning a solution in scenarios, where:

. Conflicts arise, including taking into account any conflict avoidance refinement goals.
) A change in a planned circumstance occurs, to enable the Requirement to remain achievable.
. A solution is aborted during execution, to attain an acceptable system state.

Determine the ability to meet a Requirement and the predicted quality of the solution.
determine_whether_solution_remains_feasible

Determine whether a planned or on-going solution to a Requirement is still feasible.
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execute_solution

Fulfil a Requirement by executing the planned solution, including executing internally triggered
solutions.

Abort the execution of planned solutions that are no longer required or are no longer feasible.
determine_solution_progress

Identify what progress has been made in implementing the solution to achieve a Requirement.
determine_refinement_goal

Determine what refinement goal is needed for a Requirement involved in a conflict.
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5.4.1.3.2.1.1.2 Information

lnformatlon F «interface realization» _

Figure 20: Information Service Definition

Information

Description
Service Definition: This service provides information that is specific to the component’s subject matter.

Further Information: The use of this senice can be found in the PYRAMID Technical Standard Guidance
document, Ref. [2], Appendix A: PYRAMID Concepts, section Dependency Management.

«activity»
determine_information_update

Description
Determine the information that needs to
be supplied.
Figure 21: Information Service Policy
Information

Service Definition: This service provides information that is specific to the component’s subject
matter.

Further Information: The use of this service can be found in the PYRAMID Technical Standard
Guidance document, Ref. [2], Appendix A: PYRAMID Concepts, section Dependency Management.

Interface
Information

This interface is the subject-matter-specific information the component can provide to other
components.

Activity
determine_information_update

Determine the information that needs to be supplied.
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5.4.1.3.2.1.1.3 Constraint

«refine» > «requirement»
’ - capture_constraints
| Constraint |_ «interface realization» piure_
r «refine» «requirement»
1 determine_solution
1
Entities ! N -
N «refine» «requirement»
e determine_solution_dependencies
Constraint |
| «refine» > «requirement»
determine_authorisation_dependencies
«refine» > «requirement»
determine_if_solution_remains_feasible
_ _«efine» «requirement»
coordinate_dependencies
«refine» > «requirement»
identify_conflict

Figure 22: Constraint Service Definition
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Constraint
Description
Service Definition: This senice assesses constraints, which limit the component’s possible behaviour, in response to other demands, or
require specific behaviour to be performed to maintain the system within the constraint. As well as constraints which apply at the present
moment of the system, this senice will also handle constraints which apply at a future time, and conditional constraints which may come
into effect in the future when a condition is predicted to change.
Applicability Statement: The refinement_goal attribute and associated determine_refinement_goal activity, which form part of this senice,
are not included within the individual PRA component senice definitions that specialise this Constraint senice. As well, the activities
associated with generating a dedicated solution to conform to a constraint (determine_constraint_solution,
determine_whether_constraint_solution_remains_feasible, determine_constraint_solution_progress, and execute_constraint_solution), in
contrast to where the constraint only limits what can be done in other solutions, are not included within the individual PRA component
senice definitions that specialise this Constraint senice. Both of these aspects apply equally to all such PRA component senices, and so
these elements should be read as supplementing such senice definitions.
Further Information: The use of this senice can be found in the PYRAMID Technical Standard Guidance document, Ref. [2], Appendix A:
PYRAMID Concepts, section Constraint Management.
«activity»
evaluate_impact_of_constraint
Description
Evaluate the impact of constraint details against the aspect of the
component's behaviour that is being constrained, e.g. whether it is
more or less constraining.
am «requirement»
«activity» capture_constraints A
identify_required_context " - -
Description .
Description . To capture provided «refine»
Identify the context which defines whether the constraints are Constraints.
relevant.
— «requirement»
«activity» determine_solution ]
determine_constraint_solution — — -
- - Description
Description . To determine a solution, within | «refinex§l
Determine a solution to comply with a constraint, where positive the demanded Constraints,
action is needed to comply, that is compatible with constraints and that e_llher meets a
other solutions developed by the component. This includes re- Requirement, ensures that a
planning a solution in scenarios, where: Constraint is complied with, or
. Conflicts arise, including taking into account any conflict recowers a Capability.
awidance refinement goals.
. A change ina plapned cm:umslanf:e oceurs, to enable the «requirement»
constraint to continue to be complied with. - Jution d i
. A solution is aborted during execution, to attain an elemnessoiionscepencencies) A
acceptable system state. Description Shela |
. To determine dependencies «,eﬁne»:
«activity» required to support the 1
determine_whether_constraint_solution_remains_feasible Solution or a step of the [
— A Solution. L]
Description L
Determine whether a planned or on-going solution to comply with a - L]
constraint is still feasible. «requirement» 1
determine_authorisation_dependencies :
«activity» — <<--"l
determine_constraint_solution_progress Description L
. To determine authorisation «refinex»|
Description dependencies required to 1
Identify what progress has been made against the enactment of a support the Solution or a step 1
solution to comply with a constraint. of the Solution. :
1
«requirement» :
determine_if_solution_remains_feasible 1
«activity» — ==-="1
t}.h uti Description 1
execute_constraint_solution . To determine the feasibility of | «refine» 1
Description a plar_med or on-going :
Execute a planned solution to comply with a constraint. Solution. H
1
Abort the execuyon ofa planned‘soluthn, to comply wnh a «requirement» 1
constraint, that is no longer required or is no longer feasible. . . 1
coordinate_dependencies Il
= -=71
otV Description < 1
. «a “_"ty» . To coordinate the «refinex!
determine_refinement_goal dependencies to execute a 1
— Solution. !
Description 1
Determine what refinement goal is needed for a Constraint involved 1
in a conflict. «requirement» :
identify_conflict 1
-
Description
. To identify a Requirement or «refine»
Constraint placed on the
component that is unable to
be satisfied as a result of
other Requirements or
Constraints.

Figure 23: Constraint Service Policy

Constraint

Service Definition: This service assesses constraints, which limit the component’s possible
behaviour, in response to other demands, or require specific behaviour to be performed to maintain
the system within the constraint. As well as constraints which apply at the present moment of the
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system, this service will also handle constraints which apply at a future time, and conditional
constraints which may come into effect in the future when a condition is predicted to change.

Applicability Statement: The refinement_goal attribute and associated determine_refinement_goal
activity, which form part of this service, are not included within the individual PRA component service
definitions that specialise this Constraint service. As well, the activities associated with generating a
dedicated solution to conform to a constraint (determine_constraint_solution,
determine_whether_constraint_solution_remains_feasible, determine_constraint_solution_progress,
and execute_constraint_solution), in contrast to where the constraint only limits what can be done in
other solutions, are not included within the individual PRA component service definitions that
specialise this Constraint service. Both of these aspects apply equally to all such PRA component
services, and so these elements should be read as supplementing such service definitions.

Further Information: The use of this service can be found in the PYRAMID Technical Standard
Guidance document, Ref. [2], Appendix A: PYRAMID Concepts, section Constraint Management.

Interface

Constraint

This interface is a constraint, which needs to be adhered to, the context, related timing information,

and a breach indication.

Attributes

component_specific_constraint | A constraint that impacts the component's behaviour. This will be

something that is of its subject matter and which the component is
inherently aware of regardless of solutions or rules, e.g.
transmission restrictions.

This constraint could come from either a rule or a solution of
another component, although from the component's perspective it
treats both rule-based and solution-based constraints in the same
manner.

temporal_information

Timing information pertaining to the periods of time when the
constraint will be applicable, e.g. applicable for 30 minutes in an
hour's time.

applicable_context

The context in which the constraint is applicable, e.g. spatial
zones in which the constraint applies.

breach

A statement that the constraint has been breached, or is likely to
be breached if enforced.

refinement_goal

The specific aspects of the constraint that need to be modified
and how they need to be modified.

Activities

evaluate_impact_of_constraint

Evaluate the impact of constraint details against the aspect of the component's behaviour that is being
constrained, e.g. whether it is more or less constraining.

identify_required_context

Identify the context which defines whether the constraints are relevant.
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determine_constraint_solution

Determine a solution to comply with a constraint, where positive action is needed to comply, that is
compatible with constraints and other solutions developed by the component. This includes re-
planning a solution in scenarios, where:

. Conflicts arise, including taking into account any conflict avoidance refinement goals.

o A change in a planned circumstance occurs, to enable the constraint to continue to be
complied with.

. A solution is aborted during execution, to attain an acceptable system state.
determine_whether_constraint_solution_remains_feasible

Determine whether a planned or on-going solution to comply with a constraint is still feasible.
determine_constraint_solution_progress

Identify what progress has been made against the enactment of a solution to comply with a constraint.
execute_constraint_solution

Execute a planned solution to comply with a constraint.

Abort the execution of a planned solution, to comply with a constraint, that is no longer required or is
no longer feasible.

determine_refinement_goal

Determine what refinement goal is needed for a Constraint involved in a conflict.
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5.4.1.3.2.1.1.4 Capability

«refine» «requirement»
""""" address_capability_issue

«refine» «requirement»
assess_capability

«refine» «requirement»
""""" predict_capability_progression

«refine» «requirement»
""""" determine_solution

Capability

Entities

<t - - - -

Capability

--------- «refine» «requirement»
determine_authorisation_dependencies
«refine» .
> «requirement»
determine_solution_dependencies
| «refine» «requirement»
e determine_if_solution_remains_feasible
«refine» 5
«requirement»
coordinate_dependencies
«reflne»> «requirement»
identify_missing_information

«refine» | «requirement»
identify_conflict

Figure 24: Capability Service Definition
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Capability
Description
Service Definition: This senice assesses the current and predit bility of the along with identifying and addressing any shortfalls in capability.
Appllcablllty Statement: The activities that relate to the address_¢ bility_issue ibili i ility_er t_solution,
_whether_¢ bili _remains_feasible, determine_capability_enablement_progress, and execute _capability_enablement_solution), are not
included within the individual PRA component senice definitions that specialise this Capability senice. They can apply equally to all such PRA component senices,
and so these elements should be read as supplementing such senice definitions.
Further Information: The senvice definition inherits the Generic_Capability interface attributes, which are used to describe the capabilities that the component’s
other provided senices can support. The use of this senice can be found in the PYRAMID Technical Standard Guidance document, Ref. [2], Appendix A: PYRAMID
Concepts, section Capability Management.
«activity»
determine_capability
-
Description
Assess the current and predi bility of the taking
account of system health and observed anomalies (e.g. normal
behaviour and impacts due to failures, damage, usage or ageing), "
while di: ing the pi or absence of ility issues. «requlremfe.nt»‘
address_capability_issue
«activity» Description «refine»
assess_capability_issue . To address within the 1t when a y
— bility that can be i is unavailable or
Description
Assess whether or not a capability shortfall should be addressed.
<activity «requirement»
determine_capability_enablement_solution assess_capability
- ) inti «refine»
Description peSCupLon
Determine a solution to make a required unavailable capability ¢ Jio Tssef]s llr:ﬁ Cagal;lllty °fd'he comlponent isking a:clt):olxmti o
available that is compatible with constraints and other solutions Zﬁ _e}':" agas d aenmofaﬁeremz ::;':ae'ess(:% ':)Orr::_ne aviour
developed by the component. This includes re-planning a solution in imp u HAIres, ge, usage, geing).
scenarios, where:
. Conflicts arise, including taking into account any conflict —
awidance refinement goals. _ «requirement» . .
. A change in a planned circumstance occurs, to enable the predict_capability_progression <= 4 «efine»
capability to continue to be established. . Description
. A solution is aborted during execution, to attain an . To predict the progression of the component's Capability over
acceptable system state. time and with use.
g . — bf(ljacwlty»bl - «requirement»
etermine_whether_capability_enablement_remains_feasible y determine_solution wefines
Description =
Determine whether a planned or on-going solution to make a A I Pesm.'ﬁ."o?] A
capability available is still feasible. . To determine a solution, within the demanded Constraints,
) that either meets a Requirement, ensures that a Constraint is
— complied with, or recovers a Capability.
«activity»
execute_capability_enablement_solution «requirement»
Description determine_authorisation_dependencies .
Execute a planned solution to make a capability available. — < - «refine»
Descrlpuon
Abort the execution of a planned solution, to make a capability © To & required to support
available, that is no longer required or is no longer feasible. the Solution or a step of (he Solution.
«activity»
determine_capability_enablement_progress «requirement>
solution "
Description - - << -] «refine»
Identify what progress has been made against the enactment of a Description
solution to address a capability shortfall. . To determine dependencies required to support the Solution
or a step of the Solution.
«requirement»
determine_if_solution_remains_feasible «refine»
<~
Description
. To determine the feasibility of a planned or on-going Solution.
«requirement» «refine»
coordinate_dependencies
Description
. To coordinate the dependencies to execute a Solution.
«requirement» .
— e . «refine»
identify_missing_information
Description
. To identify missing information which could improve the
certainty or specificity of the Capability assessment.
«requirement» «refine»
identify_conflict
Description
. To identify a Requirement or Constraint placed on the
component that is unable to be satisfied as a result of other
Requirements or Constraints.

Figure 25: Capability Service Policy

Capability

Service Definition: This service assesses the current and predicted capability of the component,
along with identifying and addressing any shortfalls in capability.
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Applicability Statement: The activities that relate to the address_capability _issue responsibility
(determine_capability_enablement_solution,
determine_whether_capability_enablement_remains_feasible,
determine_capability_enablement_progress, and execute_capability_enablement_solution), are not
included within the individual PRA component service definitions that specialise this Capability
service. They can apply equally to all such PRA component services, and so these elements should
be read as supplementing such service definitions.

Further Information: The service definition inherits the Generic_Capability interface attributes, which
are used to describe the capabilities that the component’s other provided services can support. The
use of this service can be found in the PYRAMID Technical Standard Guidance document, Ref. [2],
Appendix A: PYRAMID Concepts, section Capability Management.

Interface

Capability

This interface is a statement of the specialised component capability.
Activities

determine_capability

Assess the current and predicted capability of the component, taking account of system health and
observed anomalies (e.g. normal behaviour and impacts due to failures, damage, usage or ageing),
while discerning the presence or absence of capability issues.

assess_capability _issue
Assess whether or not a capability shortfall should be addressed.
determine_capability_enablement_solution

Determine a solution to make a required unavailable capability available that is compatible with
constraints and other solutions developed by the component. This includes re-planning a solution in
scenarios, where:

. Conflicts arise, including taking into account any conflict avoidance refinement goals.

. A change in a planned circumstance occurs, to enable the capability to continue to be
established.

. A solution is aborted during execution, to attain an acceptable system state.

determine_whether_capability_enablement_remains_feasible

Determine whether a planned or on-going solution to make a capability available is still feasible.
execute_capability _enablement_solution

Execute a planned solution to make a capability available.

Abort the execution of a planned solution, to make a capability available, that is no longer required or
is no longer feasible.
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determine_capability_enablement_progress

Identify what progress has been made against the enactment of a solution to address a capability
shortfall.
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5.4.1.3.2.1.2 Consumed Services

5.4.1.3.2.1.2.1 Solution_Dependency

«uses»

Solution_Dependency

«uses»

Entities

Activity_Dependency

S |-==—= -

Figure 26: Solution_Dependency Service Definition
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Solution_Dependency

Description
Service Definition: This senvice identifies derived requirements and consumes the indication of whether the derived
requirements can be achieved. Examples of derived requirements are steps in the solution that the component cannot achieve for
itself. This senice is also used in the conflict resolution process. This senice also supports a conflict resolution process, by
providing information about how the component could refine its requirement to feasibly awoid conflicts.

Applicability Statement: The refinement_goal attribute is not included within the individual PRA component service definitions
that specialise this Solution_Dependency senice. It can apply equally to all such PRA component senvices, and so this
elements should be read as supplementing such senvice definitions.

Further Information: The use of this senice can be found in the PYRAMID Technical Standard Guidance document, Ref. [2],
Appendix A: PYRAMID Concepts, section Dependency Management.

«activity»
identify_derived_requirements_to_be_fulfilled J

Description
Identify the derived requirements to be fulfilled.

«activity»
identify_derived_requirements

Description
Identify requirements derived to support the
solution, including changes to evidence that is to
be collected.

«activity»
assess_derived_requirement_evidence

Description
Assess the evidence for achievability of the
derived requirement to decide whether any further
action needs to be taken.

«activity»
assess_progress_evidence J

Description
Assess the progress evidence to decide whether
any further action needs to be taken.

Figure 27: Solution_Dependency Service Policy

Solution_Dependency

Service Definition: This service identifies derived requirements and consumes the indication of
whether the derived requirements can be achieved. Examples of derived requirements are steps in
the solution that the component cannot achieve for itself. This service is also used in the conflict
resolution process. This service also supports a conflict resolution process, by providing information
about how the component could refine its requirement to feasibly avoid conflicts.

Applicability Statement: The refinement_goal attribute is not included within the individual PRA
component service definitions that specialise this Solution_Dependency service. It can apply equally
to all such PRA component services, and so this elements should be read as supplementing such
service definitions.

Further Information: The use of this service can be found in the PYRAMID Technical Standard
Guidance document, Ref. [2], Appendix A: PYRAMID Concepts, section Dependency Management.

Interfaces
Derived_Requirement

This interface is the derived requirement, the associated cost of that requirement, related timing
information, and the predicted quality of the planned solution.
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The refinement_goal attribute, associated with this interface, is not included in the PRA component
definitions, since it is equally applicable to any PRA component with a Solution_Dependency service.

Attributes

specification The definition of the derived requirement.

temporal_information | Information covering timing, such as start and end times.

cost The cost of executing the solution, for example: resources used, time taken.
predicted quality How well the planned solution is predicted to satisfy the requirement.
refinement_goal The specific aspects of the requirement that need to be modified and how

they need to be modified.

Criterion
This interface is a measurement criterion associated with the derived requirement.

Attributes

property | The property to be measured.

value The measured value of the property.

equality The relationship between the value and any limit on the measurement, e.g. less than, or
equal to.

Solution_Dependency_Achievement

This interface is the achievement of the derived requirement.
Activities

identify_derived_requirements_to_be_fulfilled

Identify the derived requirements to be fulfilled.
identify_derived_requirements

Identify requirements derived to support the solution, including changes to evidence that is to be
collected.

assess_derived_requirement_evidence

Assess the evidence for achievability of the derived requirement to decide whether any further action
needs to be taken.

assess_progress_evidence

Assess the progress evidence to decide whether any further action needs to be taken.
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5.4.1.3.2.1.2.2 Information_Dependency

) - - |

Entities

-

i

<

Information_Dependency

Figure 28: Information_Dependency Service Definition

Information_Dependency

Description
Service Definition: This senice obtains information that is specific to the component’s

subject matter.

Further Information: The use of this senice can be found in the PYRAMID Technical
Standard Guidance document, Ref. [2], Appendix A: PYRAMID Concepts, section
Dependency Management.

«activity»
identify_required_information

Description
Identify information that is required
to select, dewvelop and/or progress a
solution.

«activity»
assess_information_update

Description
Assess the information update to
decide whether any further action
needs to be taken.

Figure 29: Information_Dependency Service Policy

Information_Dependency

Service Definition: This service obtains information that is specific to the component’s subject

matter.

Further Information: The use of this service can be found in the PYRAMID Technical Standard
Guidance document, Ref. [2], Appendix A: PYRAMID Concepts, section Dependency Management.

Interface

Information_Dependency

This interface is the information from the rest of the system that is required to determine or execute a
solution.
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Activities

identify_required_information

Identify information that is required to select, develop and/or progress a solution.
assess_information_update

Assess the information update to decide whether any further action needs to be taken.
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5.4.1.3.2.1.2.3 Capability_Evidence

Capability_Evidence «uses»

Entities

Capability_Dependency

- - -

Figure 30: Capability_Evidence Service Definition

Capability_Evidence

Description
Service Definition: This senice consumes the current and predicted state of capabilities that this component depends
on, and identifies any missing information, required to determine its own capability.

Further Information: The senice definition shows that the component specialises the Generic_Capability interface to
describe the specific capabilities that the component depends on. The use of this senice can be found in the PYRAMID
Technical Standard Guidance document, Ref. [2], Appendix A: PYRAMID Concepts, section Capability Management.

«activity» _J

assess_capability_evidence

Description
Assess the capability evidence to decide whether any
further action needs to be taken.

«activity»
identify_missing_capability_evidence _J

Description
Identify any extra capability evidence required to
determine the capability to the required level of specificity
and certainty.

Figure 31: Capability Evidence Service Policy

Capability_Evidence

Service Definition: This service consumes the current and predicted state of capabilities that this
component depends on, and identifies any missing information, required to determine its own
capability.

Further Information: The service definition shows that the component specialises the
Generic_Capability interface to describe the specific capabilities that the component depends on. The
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use of this service can be found in the PYRAMID Technical Standard Guidance document, Ref. [2],
Appendix A: PYRAMID Concepts, section Capability Management.

Interface
Capability_Evidence

This interface is a statement of the specialised component capability evidence needed in order for the
component to determine its own capability.

Activities

assess_capability _evidence

Assess the capability evidence to decide whether any further action needs to be taken.
identify_missing_capability_evidence

Identify any extra capability evidence required to determine the capability to the required level of
specificity and certainty.
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5.4.1.3.2.1.3 Generic Interfaces

Each component in the PRA represents a discrete area of subject matter and it models the associated
data in terms appropriate to the subject matter. Components do not share a common understanding
of their data and so the PRA does not include a shared data model. Bridges are used (see PYRAMID
Technical Standard Guidance document, Ref. [2], section Component Connections) to close the
semantic gap and to map and translate between component services.

However, in some limited areas it is helpful to derive data from a generic interface so that components
can communicate some categories of data in a uniform way. The following interfaces are generic and
the attributes are inherited by specialised versions of the achievement, Capability, and
Capability_Evidence interfaces. These interfaces are inherited both within the Component
Composition and within the Component Set.

Figure 32: Generic Interfaces

Generic_Achievement
This interface is the statement of achievement, or achievability against a requirement.

Attributes

actual_quality How well the deliverables are satisfying the requirement.

status A high-level representation of achievement in relation to the requirement (e.g. not
started, in progress, or complete).

time_of _update | The time at which an achievement update occurred.

achievability Whether the requirement is expected to be able to be met.

Generic_Capability

This interface is the generic statement of capability.

Attributes
availability Whether the capability is available.
certainty The level of certainty of the operational status.
time_of update | The time at which the availability was updated.

© Crown owned copyright 2025.



PYD/TechStan/V1.0 Page 68 of 1513

5.4.1.3.2.2 Service Definitions that are Not specialised in PRA Components

This section defines generic services, which apply to most PRA components to complete their
component definitions. These services do not lend themselves to being specialised by each PRA
component as the component subject matter specific definitions at the level of the PRA do not
influence their generic definitions, with the exception of the Constraint_Dependency service in the
specific cases detailed in its service description. An Exploiter should consider these generic services
as supplementing the list of services in any given PRA component definition in order to complete the
definition of the PRA component.

5.4.1.3.2.2.1 Provided Services

5.4.1.3.2.2.1.1 Retention_Requirement

«requirement»

«refine»> manage_data_retention_and_storage

| Retention_Requirement I_«interface realization» _
T

T
1
1 '
1 Dl el ool it
— . «interface realization» _
Entities \

/
Y

| Requirement |

Figure 33: Retention Requirement Service Definition

Retention_Requirement

Description
Service Definition: This senice defines data retention requirements, used by the component to select an appropriate data retention policy. or
requirements/triggers to support the coordination of retained data (e.q start/stop retention, specified time periods. or level of detail).

Use of This Service: This sewice can be used to provide coordination of data retained by different components in accordance with their individual data retention
policies. This, for example, allows data related to a real word object to be retained by different components (where each component’s subject matter relates to
specific aspects of the object) over the same time period and at the same rate. The PRA does not define attributes for this service, since the attributes will be
highly dependent on specific implementation details. However, care should be taken to ensure that the attributes are sufficiently abstract to not incorporate
knowledge of other component subject matters.

Applicability Statement: This senice is not included within any specific PRA component definition. It applies equally to all PRA components, and so should be
read as supplementing each PRA component definition.

Further Information: The use of this service can be found in the PYRAMID Technical Standard Guidance document, Ref. [2], Appendix A: PYRAMID Concepts,
sections Storage and Recording and Logging.

«activity»
determine_retention_solution

Des cription
Determine the appropriate retention policy for given
retention requirements and constraints.

«activity» «requirements :‘“;“!’
determine_whether data | i ins_feasibl manage_data_retention_and_storage|
Des cription Description
Determine whether applying the planned or current . To save, retrieve and delete
retention policies is feasible. own data in accordance

with data retention and
storage requirements.

Figure 34: Retention_Requirement Service Policy

Retention_Requirement

Service Definition: This service defines data retention requirements, used by the component to
select an appropriate data retention policy, or requirements/triggers to support the coordination of
retained data (e.g. start/stop retention, specified time periods, or level of detail).
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Use of This Service: This service can be used to provide coordination of data retained by different
components in accordance with their individual data retention policies. This, for example, allows data
related to a real world object to be retained by different components (where each component’s subject
matter relates to specific aspects of the object) over the same time period and at the same rate.

The PRA does not define attributes for this service, since the attributes will be highly dependent on
specific implementation details. However, care should be taken to ensure that the attributes are
sufficiently abstract to not incorporate knowledge of other component subject matters.

Applicability Statement: This service is not included within any specific PRA component definition. It
applies equally to all PRA components, and so should be read as supplementing each PRA
component definition.

Further Information: The use of this service can be found in the PYRAMID Technical Standard
Guidance document, Ref. [2], Appendix A: PYRAMID Concepts, sections Storage and Recording and

Logging.

Interfaces

Retention_Requirement

This interface is the data retention requirement.

Retention_Achievement

This interface is the achievement of data retention requirements.

Activities

determine_retention_solution

Determine the appropriate retention policy for given retention requirements and constraints.
determine_whether_data_retention_ remains_feasible

Determine whether applying the planned or current retention policies is feasible.

5.4.1.3.2.2.1.2 Dependency_Refinement

interface realization> «requirement»

«refinex»  determine_solution

Dependency_Refinement|

Entities

| Activity_Dependency |

<< - = = 4

|Authorisati0n_Dependency|

| Constraint_Dependency |

Figure 35: Dependency_Refinement Service Definition
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Dependency_Refinement

Description
Service Definition: This senice is used in the conflict resolution process, it enables requests to the component to change its solution so that a demand that resulted in conflict
(e.g. a Solution_Dependency or Constraint_Dependency demand) is no longer in conflict.

Use of service: The request is provided by the Conflict Resolution component and only when needed (i.e. a conflict has been identified, reported to Conflict Resolution and
needs resolving).

Applicability Statement: This senice is not included within any specific PRA component definition. It applies equally to all PRA components excluding Conflict Resolution, and
so should be read as supplementing each PRA component definition.

Further Information: The use of this senice can be found in PYRAMID Technical Standard Guidance document, Ref. [2], Appendix A: PYRAMID Concepts, section
Dependency Management.

«activity»
evaluate_refinement_request

Description
Evaluate the request to refine a dependency including identifying the impacted solution.

«activity»
determine_refinement_result

Description
Determine if the request to resolve a conflict, through the modification of a solution, has
been successful.

«activity»
provide_demand_source

Description
Provide a reference to the source demand that resulted in a derived demand involved in
a conflict.

Figure 36: Dependency_Refinement Service Policy

Dependency_Refinement

Service Definition: This service is used in the conflict resolution process, it enables requests to the
component to change its solution so that a demand that resulted in conflict (e.g. a
Solution_Dependency or Constraint_Dependency demand) is no longer in conflict.

Use of service: The request is provided by the Conflict Resolution component and only when needed
(i.e. a conflict has been identified, reported to Conflict Resolution and needs resolving).

Applicability Statement: This service is not included within any specific PRA component definition. It
applies equally to all PRA components excluding Conflict Resolution, and so should be read as
supplementing each PRA component definition.

Further Information: The use of this service can be found in PYRAMID Technical Standard
Guidance document, Ref. [2], Appendix A: PYRAMID Concepts, section Dependency Management.

Interface
Refinement

This interface is the dependency refinement request. The interface is also the associated identifiers
(e.g. an identifier for the dependency causing the conflict) and the outcome of the resolution.

The identifiers are necessary in cases where the component cannot satisfactorily refine the demands
(e.g. derived requirements or constraints) it imposes in order to avoid a conflict. In such situations,
these identifiers enable attempts to be made (outside of the component) to resolve the conflict at a
higher level of abstraction, which may result in an alternative Requirements or Constraints being
placed on the component.
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source

The source of the demand, placed on this component, relating to the
conflict that needs to be resolved. (This is provided to the Conflict
Resolution component).

Note: Depending on how traceability is managed within a deployment this
attribute may not be needed.

source_demand

The actual demand, placed on this component, relating to the conflict that
needs to be resolved. (This is provided to the Conflict Resolution
component).

Note: Depending on how traceability is managed within a deployment this
attribute may not be needed.

dependent_requirement

The identifier for the Solution_Dependency or Constraint_Dependency
demand, placed by this component, that resulted in a conflict. (This is
provided by the Conflict Resolution component).

result

The result of the dependency refinement, e.g. refinement goal cannot be
met. (This is received by the Conflict Resolution component).

Activities

evaluate_refinement_request

Evaluate the request to refine a dependency including identifying the impacted solution.

determine_refinement_result

Determine if the request to resolve a conflict, through the modification of a solution, has been

successful.

provide_demand_source

Provide a reference to the source demand that resulted in a derived demand involved in a conflict.
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5.4.1.3.2.2.2 Consumed Services

5.4.1.3.2.2.2.1 Constraint_Dependency

|Constraint_Dependency |_ o uses» o
T
1
1
1
1
1
Entities :
A"

| Constraint_Dependency

Figure 37: Constraint_Dependency Service Definition

Constraint_Dependency

Description
Service Definition: Many components require constraints to be placed elsewhere in order to carry out their
responsibilities or to satisfy a requirement. This senice enables components to manage such constraint
dependencies.

Use of This Service: This senice provides a simpler alternative to the Solution_Dependency senice when placing
constraint based dependencies. An example that demonstrates this ability to use either senice is the Environment
Integration component, where on its Integration_Activity senice it states on the Activity interface that it can be used
to "maintain a safe MSD from a terrain feature". This constraint on the distance the air vehicle must be away from
terrain can either be placed on the relevant component via a Constraint_Dependency or a Solution_Dependency type
of senice, and comes down to the Exploiter's decision for which senice, and level of complexity of the senice, to
implement into their deployment.

Applicability Statement: This senice is generally not included within any specific PRA component definition. It
applies equally to all PRA components as an alternative approach to the use of the Solution_Dependency senice,
where constraints need to be issued, and so supplements each PRA component definition. It is used in PRA
component definitions where solution dependencies would only ever be expressed as constraints (as present in the
Spectrum, Vehicle Performance, Mass and Balance, and Operational Rules and Limits components).

Further Information: The use of this senice can be found in the PYRAMID Technical Standard Guidance
document, Ref. [2], Appendix A: PYRAMID Concepts, section Constraint Management.

«activity»
identify_required_constraint

Description
Identify a constraint which needs to be applied
when a solution is enacted.

«activity»
issue_required_constraint_to_be_enacted —J

Description
Issue a constraint to be applied as part of enacting
a selected solution.

«activity»
assess_constraint_update _J

Description
Assess the update to a constraint dependency to
determine if the constraint has been adhered to or
breached in order to decide whether any further
actions need to be taken.

Figure 38: Constraint_Dependency Service Policy
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Constraint_Dependency

Service Definition: Many components require constraints to be placed elsewhere in order to carry
out their responsibilities or to satisfy a requirement. This service enables components to manage such
constraint dependencies.

Use of This Service: This service provides a simpler alternative to the Solution_Dependency service
when placing constraint based dependencies. An example that demonstrates this ability to use either
service is the Environment Integration component, where on its Integration_Activity service it states
on the Activity interface that it can be used to "maintain a safe MSD from a terrain feature". This
constraint on the distance the air vehicle must be away from terrain can either be placed on the
relevant component via a Constraint_Dependency or a Solution_Dependency type of service, and
comes down to the Exploiter's decision for which service, and level of complexity of the service, to
implement into their deployment.

Applicability Statement: This service is generally not included within any specific PRA component
definition. It applies equally to all PRA components as an alternative approach to the use of the
Solution_Dependency service, where constraints need to be issued, and so supplements each PRA
component definition. It is used in PRA component definitions where solution dependencies would
only ever be expressed as constraints (as present in the Spectrum, Vehicle Performance, Mass and
Balance, and Operational Rules and Limits components).

Further Information: The use of this service can be found in the PYRAMID Technical Standard
Guidance document, Ref. [2], Appendix A: PYRAMID Concepts, section Constraint Management.

Interface
Constraint_Dependency

This interface is the constraint required to be applied to rest of the system in order to execute a
solution.

Attributes

component_specific_constraint | A limitation on other parts of a system, including other
components, which should be adhered to. This will be something
that is of the subject matter of the component.

The constraint could come from generating a solution to meet a
requirement or from receiving a piece of information as described
in the PYRAMID Technical Standard Guidance document, Ref.
[2], Appendix A: PYRAMID Concepts, section Constraint

Management.

temporal_information Timing information pertaining to the periods of time when the
constraint will be applicable, e.g. applicable for 30 minutes in an
hour's time.

applicable_context The context in which the constraint is applicable, e.g. spatial

zones in which the constraint applies.

breach A statement that the constraint has been breached, or is likely to
be breached if enforced.

© Crown owned copyright 2025.



PYD/TechStan/V1.0 Page 74 of 1513

Activities

identify_required_constraint

Identify a constraint which needs to be applied when a solution is enacted.
issue_required_constraint_to_be_enacted

Issue a constraint to be applied as part of enacting a selected solution.
assess_constraint_update

Assess the update to a constraint dependency to determine if the constraint has been adhered to or
breached in order to decide whether any further actions need to be taken.
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5.4.1.3.2.2.2.2 Authorisation_Dependency

«uses»

Authorisation_Dependency

«uses»

Entities
Y

Authorisation_Dependency

Figure 39: Authorisation_Dependency Service Definition

Authorisation_Dependency

Description
Service Definition: This senice allows components to request an authorisation, and be able to receive any
updates to a previously given authorisation.

Applicability Statement: This senice is not included within any specific PRA component definition. It applies
equally to all PRA components with the exception of the Authorisation component, and so should be read as
supplementing each PRA component definition.

Further Information: The use of this senice can be found in the PYRAMID Technical Standard Guidance
document, Ref. [2], Appendix A: PYRAMID Concepts, section Autonomy.

«activity»
identify_derived_authorisation_requirements

Description
Identify the derived authorisation requirements
that specify what authorisations are required in
order to progress a solution.

«activity»

identify_derived_authorisation_requirements-_J
_to_be_authorised

Description
Identify the derived authorisation requirements for
which authorisation should be obtained, and
evaluate these for meeting the conditions
required to proceed through the authorisation
process.

«activity»
assess_authorisation_update )

Description
Assess the update to the authorisation progress,
in order to provide the decision on the outcome or
status of the authorisation to other parts of the
component.

«activity»
assess_authorisation_achievability_update

Description
Assess the update to the achievability of the
authorisation, in order to provide the outcome or
status of the achievability of the authorisation.

Figure 40: Authorisation_Dependency Service Policy

Authorisation_Dependency

Service Definition: This service allows components to request an authorisation, and be able to
receive any updates to a previously given authorisation.
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Applicability Statement: This service is not included within any specific PRA component definition. It

applies equally to all

PRA components with the exception of the Authorisation component, and so

should be read as supplementing each PRA component definition.

Further Information: The use of this service can be found in the PYRAMID Technical Standard

Guidance document

Interfaces

, Ref. [2], Appendix A: PYRAMID Concepts, section Autonomy.

Authorisation_Requirement

This interface is the authorisation requirement and the timing information, related to the authorisation

request.

Attributes

specification

The definition of the authorisation requirement.

temporal_information | Information covering timing, such as the time period for when authorisation is

required, may need to be achieved by or needs to remains relevant for.

Authorisation_Achievement

This interface is the statement of achievement against an authorisation requirement.

Attributes

status

A high-level representation of the achievement in relation to the authorisation (e.g.
not started, achievable, in progress, approved, or refused).

time_of update

The time at which an achievement update occurred.

Activities

identify_derived_authorisation_requirements

Identify the derived authorisation requirements that specify what authorisations are required in order

to progress a solutio

n.

identify_derived_authorisation_requirements_to_be_authorised

Identify the derived authorisation requirements for which authorisation should be obtained, and

evaluate these for m

assess_authorisati

eeting the conditions required to proceed through the authorisation process.

on_update

Assess the update to the authorisation progress, in order to provide the decision on the outcome or
status of the authorisation to other parts of the component.

assess_authorisati

on_achievability_update

Assess the update to the achievability of the authorisation, in order to provide the outcome or status
of the achievability of the authorisation.
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Broker_Conflict

Entities

P

G I

Conflict_Resolution_Dependency

«uses»

«uses»

Figure 41: Broker_Conflict Service Definition

Broker_Conflict

each PRA component definition.

Applicability Statement: This senice is not included within any specific PRA component definition. It applies equally to
all PRA components with the exception of the Conflict Resolution component, and so should be read as supplementing

Further Information: The use of this senice can be found in the PYRAMID Technical Standard Guidance document,
Ref. [2], Appendix A: PYRAMID Concepts, section Dependency Management.

Description
Service Definition: Where multiple requirements and/or constraints are placed on a component, conflicts may arise.
This senvice allows these components to request resolution through this senice. Resolution will be achieved through a
process of brokering and arbitration from the Conflict Resolution component.

«activity»
identify_conflict_to_be_resolved

I

Description

resolved in order to progress the solution.

Identify the conflict which is required to be

«activity»
assess_arbitration_decision

Description
Assess the arbitration decision update to
decide whether any further action needs
to be taken.

«activity»

identify_if_conflict_has_been_resolved

|

Description
Identify if the conflict has been resolved.

Figure 42: Broker_Conflict Service Policy

Broker_Conflict

Service Definition: Where multiple requirements and/or constraints are placed on a component,
conflicts may arise. This service allows these components to request resolution through this service.
Resolution will be achieved through a process of brokering and arbitration from the Conflict

Resolution component.
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Applicability Statement: This service is not included within any specific PRA component definition. It
applies equally to all PRA components with the exception of the Conflict Resolution component, and
so should be read as supplementing each PRA component definition.

Further Information: The use of this service can be found in the PYRAMID Technical Standard
Guidance document, Ref. [2], Appendix A: PYRAMID Concepts, section Dependency Management.

Interfaces
Conflict_Resolution_Dependency

This interface is the request for the resolution of a conflict, the demands that are in conflict and their
origin, and the conflict type.

Attributes
originator The originator of a requirement and/or constraint that is in conflict.
demand The requirement and/or constraint that is in conflict.

conflict_type | The specific nature of the conflict (e.g. two requests to use the same capability
simultaneously).

Conflict_Resolution_Achievement

This interface is a statement of the outcome of the conflict resolution or progress towards resolving
the conflict.

Attributes

status A high-level representation of achievement in relation to the requirement (e.g. not
started, in progress, or complete).

time_of _update | The time at which an achievement update occurred.

Activities

identify_conflict_to_be_resolved

Identify the conflict which is required to be resolved in order to progress the solution.
assess_arbitration_decision

Assess the arbitration decision update to decide whether any further action needs to be taken.
identify_if_conflict_has_been_resolved

Identify if the conflict has been resolved.
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5.4.1.3.2.2.2.4 Storage_Dependency

Storage_Dependency | _ _ _ _ _ _ o o —
«uses»

Figure 43: Storage_Dependency Service Definition

Storage_Dependency

Description
Service Definition: This senice identifies the component’s data storage dependency requirements (e.g. a data category
change affecting properties such as wlume, classification, data integrity, and write-rates).

Use of This Service: The PRA does not define attributes for this senice, since the attributes will be highly dependent on
specific implementation details. However, care should be taken to ensure that the attributes are sufficiently abstract to not
incorporate knowledge of how and where data will be stored, such as not incorporating knowledge of additional data needed
for error correction or encryption.

Applicability Statement: This senice is not included within any specific PRA component definition. It applies equally to
all PRA components with the exception of the Storage component, and so should be read as supplementing each PRA
component definition.

Further Information: The use of this senice can be found in the PYRAMID Technical Standard Guidance document, Ref.
[2], Appendix A: PYRAMID Concepts, section Storage.

«activity»
identify_storage_requirements J

Description
Identify and set derived storage requirements, to meet
the component’s storage needs.

«activity»
assess_storage_requirement_evidence J

Description
Assess the evidence for achievability of derived storage
requirements to decide whether further action needs to
be taken.

Figure 44: Storage_Dependency Service Policy

Storage_Dependency

Service Definition: This service identifies the component’s data storage dependency requirements
(e.g. a data category change affecting properties such as volume, classification, data integrity, and
write-rates).

Use of This Service: The PRA does not define attributes for this service, since the attributes will be
highly dependent on specific implementation details. However, care should be taken to ensure that
the attributes are sufficiently abstract to not incorporate knowledge of how and where data will be
stored, such as not incorporating knowledge of additional data needed for error correction or
encryption.

Applicability Statement: This service is not included within any specific PRA component definition. It
applies equally to all PRA components with the exception of the Storage component, and so should
be read as supplementing each PRA component definition.

Further Information: The use of this service can be found in the PYRAMID Technical Standard
Guidance document, Ref. [2], Appendix A: PYRAMID Concepts, section Storage.
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Interface

Storage_Dependency

This interface is the derived requirement for the component’s data storage needs.
Activities

identify_storage_requirements

Identify and set derived storage requirements, to meet the component’s storage needs.
assess_storage_requirement_evidence

Assess the evidence for achievability of derived storage requirements to decide whether further action
needs to be taken.
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5.4.1.3.2.2.2.5 Retention_Coordination_Dependency

ity bRt 35 = peenton co RS pessrenco

Figure 45: Retention_Coordination_Dependency Service Defintion

Retention_Coordination_Dependency

Description
Service Definition: This senice identifies the dependencies for coordination of data retention (e.g. start/stop retention, specified time
periods, and level of detail).

Use of This Service: This senice can be used to provide coordination of data retained by different components in accordance with their
individual data retention policies. This, for example, allows data related to a real world object to be retained by different components, where
each component’s subject matter relates to specific aspects of the object, over the same time period and at the same rate.

The PRA does not define attributes for this senice, since the attributes will be highly dependent on specific implementation details. However,
care should be taken to ensure that the attributes are sufficiently abstract to not incorporate knowledge of other component subject matters.

Applicability Statement: This senice is not included within any specific PRA component definition. It applies equally to all PRA
components, and so should be read as supplementing each PRA component definition.

Further Information: The use of this senice can be found in the PYRAMID Technical Standard Guidance document, Ref. [2], Appendix A:
PYRAMID Concepts, sections Storage and Recording and Logging.

«activity»
identify_retention_coordination_requirement _J

Description
Identify and set requirements or triggers that can be used
to coordinate the retention of related data across a

system.
«activity»
assess_retention_coordination_evidence J
Description

Assess the evidence for achievability of derived retention
coordination requirements to decide whether further
action needs to be taken.

Figure 46: Retention_Coordination_Dependency Service Policy

Retention_Coordination_Dependency

Service Definition: This service identifies the dependencies for coordination of data retention (e.g.
start/stop retention, specified time periods, and level of detail).

Use of This Service: This service can be used to provide coordination of data retained by different
components in accordance with their individual data retention policies. This, for example, allows data
related to a real world object to be retained by different components, where each component’s subject
matter relates to specific aspects of the object, over the same time period and at the same rate.

The PRA does not define attributes for this service, since the attributes will be highly dependent on
specific implementation details. However, care should be taken to ensure that the attributes are
sufficiently abstract to not incorporate knowledge of other component subject matters.

Applicability Statement: This service is not included within any specific PRA component definition. It
applies equally to all PRA components, and so should be read as supplementing each PRA
component definition.
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Further Information: The use of this service can be found in the PYRAMID Technical Standard
Guidance document, Ref. [2], Appendix A: PYRAMID Concepts, sections Storage and Recording and

Logging.
Interface

Retention_Coordination_Requirement

This interface is the derived requirement for the component's dependency on data retention to be
coordinated.

Activities
identify_retention_coordination_requirement

Identify and set requirements or triggers that can be used to coordinate the retention of related data
across a system.

assess_retention_coordination_evidence

Assess the evidence for achievability of derived retention coordination requirements to decide
whether further action needs to be taken.

© Crown owned copyright 2025.



PYD/TechStan/V1.0 Page 83 of 1513

5.4.1.3.3 Service Dependencies

The component composition service dependency diagrams differ from the PRA component service
dependency diagrams in the following ways:

o The Component Composition includes multiple service dependency diagrams, whereas PRA
components only include one. Each component composition service dependency diagram
shows how a specific provided service (the Capability, Constraint, Information and
Requirement services) depends on other services. The dependencies for each provided
service are shown separately, in order to avoid the diagrams being too complex to easily
read.

o The component composition service dependencies diagrams illustrate that the services
provided by a component may not only be provided based on a request from outside of the
component, but may also be provided based on a pre-loaded definition of the service that is
needed, which may then be triggered by a factor external or internal to the component. This is
illustrated by showing the dependencies of provided services on 'internal’ requirements and
constraints, which are present within the component upon initialisation and not placed upon
the component via the Requirement or Constraint services. This is not shown on PRA
component service dependency diagrams in order to aid readability.

The component composition service dependency diagrams do not show all possible dependencies
between services. This is because it is impractical to depict every conceivable dependency on a
single diagram or to create a definitive list of all possible dependencies. For example, if a new solution
is created by any service, existing solutions may need to be re-planned to ensure they can be
achieved.

It should be noted that the services Retention_Requirement, Storage_Dependency and
Retention_Coordination_Dependency are not represented within the component composition service
dependency diagrams. As the information being stored could apply to information generated by
virtually any activity within any service, representing this in a service dependency diagram would not
provide meaningful clarity.

5.4.1.3.3.1 Non-Service Activities
Non-Service Activities

These activities define behaviour that is carried out by the component but not by any particular
service, which is helpful to show the service activity interactions.

Activities
provide_internal_requirements

Provide pre-loaded and hard-coded requirements to the relevant services/activities within the
component.

The solutions generated that satisfy these requirements may be executed automatically or upon
request (for example, the component might automatically and continuously generate a solution to an
internal ‘get home’ routing requirement that is only enacted when requested externally).
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provide_internal_constraints

Provide pre-loaded and hard-coded constraints adhered to by the component.

5.4.1.3.3.2 Activity Overview

Most of the service dependency activity diagrams contain activities that determine a solution, maintain
an assessment of whether the solution remains feasible, executes the determined solution, and
determines the progress being made throughout the enactment of a solution. The following applies to
these activities:

Activities that determine a solution:

. Identify the dependencies of a solution being planned, such as any constraints.

) Identify conflicts that prevent a solution from being determined or influence how a solution is
determined.

. Where necessary determine and provide the achievability and predicted quality of the
solution.

. Indicate when the enactment of solutions that do not require an external triggering should
commence.

. Provide indications of when a solution is modified, is superseded by an alternative solution, or

is no longer valid or feasible.

Activities that maintain an assessment of whether the solution remains feasible involve receiving
updates from component dependencies. They also account for any new or updated constraints placed
upon the component, in order to:

. Determine whether a planned solution that has not been triggered for execution is still
feasible.
. Determine whether a solution being executed is still feasible.

Activities that perform the execution of the solution:

. Initiate and perform any non-delegated actions, which are entirely within the component's
subject matter.

. Identify dependencies that are to be enacted by other components (through derived
requirement solutions, derived constraints, authorisations, and information requests).

Activities that determine the progress being made throughout the enactment of a solution:
. Consume the status of any non-delegated actions.

. Consume dependency updates (for derived requirement progress, constraint adherence,
authorisation status, and information).

. Where necessary, provide a measure of the progress made against the requirement.
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5.4.1.3.3.3 Requirement Service Dependencies
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Figure 47: Requirement Service Dependencies

This diagram shows the dependencies between the Requirement service and other services within
the Component Composition, in addition to the various activities within the Requirement service.
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5.4.1.3.3.4 Information Service Dependencies
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Figure 48: Information Service Dependencies

This diagram shows the dependencies between the Information service and other services within the
Component Composition (although in this case there are no inter-service dependencies to show), in
addition to the single activity within the Information service.

The information provided by this service is information related to the component's subject matter that
is either directly captured or derived from data and information from other services.

5.4.1.3.3.5 Constraint Service Dependencies

Figure 49: Constraint Service Dependencies

This diagram shows the dependencies between the Constraint service and other services within the
Component Composition, in addition to the various activities within the Constraint service.

The evaluate_impact_of constraint activity has one control flow linking it to the
determine_constraint_solution activity, however, it represents both of the following cases where:
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. The evaluate_impact_of constraint activity is evaluating a new constraint that the component
needs to produce a solution to in order to meet;

. The evaluate_impact_of constraint activity is evaluating an update to an existing constraint
that does not itself require a solution but must be adhered to by any solution.

5.4.1.3.3.6 Capability Service Dependencies
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Figure 50: Capability Service Dependencies
This diagram shows the dependencies between the Capability service and other services within the
Component Composition, in addition to the various activities within the Capability service.

The determine_capability_enablement_solution and execute_capability _enablement_solution
activities shown relate to determining and executing a solution to address a capability shortfall.

The direct dependency between determine_capability and determine_capability_enablement_solution
relates to the capability of the component changing and the solution to address a capability shortfall
being updated as a consequence.
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5.4.2 Component Set

This section defines the PRA components introduced in the Component Set Overview section.

5.4.2.1 Anomaly Detection

5.4.2.1.1 Role

The role of Anomaly Detection is to detect anomalous behaviours of elements of the system that
could be indications of failures, damage, cyber events or other conditions that could affect the
capability of the system.

5.4.2.1.2 Overview
Control Architecture

Anomaly Detection is a service component as described in the Control Architecture PYRAMID
concept.

Standard Pattern of Use

Anomaly Detection determines the Actual_State of a System_Element using System_Data. It
compares this Actual_State to the Expected_State, taking into account any interactions between
components or events that would result in a change in State of the System_Element. If the
Actual_State and Expected_State differ, according to Rules in place, Anomaly Detection declares an
anomaly.

Examples of Use

Anomaly Detection will be used where it is necessary to identify that a System_Element is in an
unexpected State, to support health management or identification of a cyber attack. Examples of this
include where:

. The physical position of a resource, such as an actuator, is not in an expected position.
) The processing time for an operation falls outside the known timing for that operation.
. There are unexpected changes to user privileges.

. The position and velocity of a detected aircraft does not match received intelligence

information for the aircraft.

5.4.2.1.3 Service Summary

Anomaly Detection

_4C Expected_State_Evidence
_4C Actual_State_Evidence

Anomaly O—E] : Anomaly : ~State_Evidence|:

Figure 51: Anomaly Detection Service Summary
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5.4.2.1.4 Responsibilities
determine_actual_state

. To interpret and correlate available System_Data to determine the Actual_State of a
System_Element.

determine_expected_state

. To interpret and correlate available System_Data to determine the Expected_State of a
System_Element.

identify_anomalies

. To identify anomalies.

5.4.2.1.5 Subject Matter Semantics

The subject matter of Anomaly Detection is the expected and actual States of System_Elements and
the understanding of which states or sequences of states (i.e. behaviours) are indicative of anomalies.

Exclusions

The subject matter of Anomaly Detection does not include:

° The identification of the cause or effects of anomalies, but does include identification of their
existence.
*ﬁ\pplies_to 1")
| System_Element | | Anomaly (1. 1] Rule |

r | defines [

1 . 1.x
L

1..*ﬁonf|icts_with 1}

| Expected_State | | Actual_State |

L J

has_associated
1 . *

applies_to

1.*
System_Data [L.> 1] State | * 1] Type_of_State
| 'is_derived_from [ | is_a|

Figure 52: Anomaly Detection Semantics

5.4.2.1.5.1 Entities

Actual_State

A State of an element of a system as observed by the system.
Anomaly

An indication that an element of a system is exhibiting unexpected behaviour that may be a sign of a
fault, damage or other degradation. This unexpected behaviour is identified by detecting an
unexpected state (or states). An unexpected state could be, but is not limited to, an invalid state, an
erroneous progression of state behaviour or an indication that an element of the system is slow to
respond.
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Expected_State
An expected State of an element of the system based on previous states and commands.
Rule

A rule that governs the conditions under which an anomaly will be identified. For example, a particular
actuator should move to the fully open position within 3 seconds of receiving the command to open.

State

A particular instance of a Type_of State observed in the system.

System_Data

Any data about the system that could be used to deduce the State of an element of the system.
System_Element

A part of the system that needs to be monitored to determine if it is exhibiting anomalous behaviour.
Type_of State

Some property of an element of the system. It may include, but is not limited to, whether a sensor is
on or off, the physical position of an element, the privileges associated with a system user, the
estimated velocity of a detected aircraft or bandwidth utilised. A state may characterise behaviour, an
example being where quantified spikes that impair sensor data are expected but an increasing
number of spikes could be unexpected and cause the sensor data to be declared to have a lower
credibility state.

5.4.2.1.6 Design Rationale

5.4.2.1.6.1 Assumptions

. This component will be required to comply with ISO 13374 (Condition Monitoring and
Diagnostics of Machines) Ref. [13]. See the Health Management PYRAMID concept.

° A consistent source of time data is available so that the order of commands and sensor
readings can be determined precisely.

. Anomaly Detection is expected to work with Cyber Defence to identify States that may be
indicative of a cyber attack.

. Anomaly Detection will base its detection of anomalies on System_Data collected from the
components being monitored.

. Anomalies are not only caused by hardware failures. Any discrepancy between expected and
actual State is an anomaly, and being in an unexpected State may mean the observed
behaviour is not as expected.

5.4.2.1.6.2 Design Considerations
Related PYRAMID Concepts

These PYRAMID concepts were specifically taken into account in defining Anomaly Detection:
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Capability Management - Anomaly Detection supports implementation of the Capability
Management PYRAMID concept, although Anomaly Detection itself does not provide an
evolving view of its capabilities.

Health Management - Anomaly Detection follows the Health Management PYRAMID concept.
As such, it is likely, except for very simple deployments, that Anomaly Detection components
might be deployed in multiple instances or with extensions. Each instance or extension being
responsible for detecting anomalies in a given area of responsibility. Anomaly Detection may
need to compare states from different components to detect anomalies that emerge at a
system level. Not all anomalies can be identified at the hardware level: many anomalies are
only apparent when the states of lower-level elements are compared. Therefore, Anomaly
Detection is likely to be required to monitor components throughout the system.

Cyber Defence - Anomaly Detection can identify suspicious states that may indicate the
presence of a cyber attack.

Extensions

Extensions may be used in Anomaly Detection components as an alternative to implementing
multiple variants of Anomaly Detection.

Exploitation Considerations

An instance of Anomaly Detection will be highly specific to the component being monitored. It
will need to know how the component is expected to react to various inputs and commands,
and under what conditions an anomaly should be reported, e.g. an anomaly is only reported if
the conflict between the Actual_State and the Expected_State continues for more than a
certain length of time.

Any component, as it carries out an activity, will necessarily be monitoring any available
information to determine whether the activity is being carried out according to requirements.
This will lead to some overlap with Anomaly Detection that will have to be resolved at design
time. Anomaly Detection will obtain error message information from the operating system.
Other components should not bridge the error messages from the operating system to
Anomaly Detection. In other cases, Anomaly Detection may be able to provide more detail or
to identify additional anomalies, such as where the function is still within its specification, but it
is not behaving normally: it may be getting progressively slower, for example.

For scalability and supportability, an appropriate solution to determining anomalies could
be rule-based, with the specific rules implemented through use of data-driven component
behaviour, ideally derived from the system design to minimise errors. Anomaly Detection is
unlikely to be complicated, so a bespoke implementation may also be appropriate.

The anomaly detection rules could be compiled into an algorithm, e.g. an artificial intelligence
neural network, which means the rules are not identifiable within the software.

Anomaly Detection should recognise the limits of precision of time information, to avoid being
confused about the order of very closely-timed events: for example, whether a sensor
reading was taken before or after a command was received.
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. While Anomaly Detection should repeatedly detect known anomalies, in order to recognise
the continuation of an anomalous State, care should be taken to avoid the generation of false
positive alerts due to the presence of failed elements.

5.4.2.1.6.3 Safety Considerations
The indicative IDAL is DAL A.
The rationale behind this is:

Failure of this component may result in:

. Failure to recognise that "usage data" is not being collected.
. Failure to detect a genuine hardware fault.
. Spurious fault identification.

Analysis of particular deployments may conclude there is sufficient mitigation external to this
component to prevent it directly causing a catastrophic outcome. However, anomaly detection for a
safety critical system (e.g. flight controls) may need to be produced at the same DAL as the monitored
component (e.g. Vehicle Stability and Control) so it can run on a common computer processor.
Therefore, this component may need to be developed to DAL A. However, individual instances may
be implemented at lower DALSs, for lower criticality systems.

Note: this analysis has assumed that not all instances of Anomaly Detection will be run on a
computing infrastructure that allows applications with differing DALs to be run on the same processor,
without compromising the claimed assurance level of the high integrity applications.

5.4.2.1.6.4 Security Considerations

The indicative security classification is O-S, however the component(s) with which it is associated will
be a significant factor.

It is expected there may be multiple instantiations of this component, each of which will reside in a
security domain that reflects the component(s) it assesses. Individual anomaly data is expected to be
limited to O-S level, although this could be up to the classification of the component being monitored.
Additionally, data may require stricter handling due to concerns with possible aggregation. The
confidentiality of information that might divulge additional vulnerabilities should be protected.

The component may be expected to at least partially satisfy security related functions relating to:

. Logging of Security Data for subsequent forensic examination of anomalies, which might
then point to the presence of a cyber attack or other breach.

. Supporting Safe Operation of safety critical functions (see Safety Considerations) and may
therefore need to be protected to assure continued airworthiness.

. System Status and Monitoring of states and behaviour for possible faults, etc. that might
indicate a general problem with integrity or availability of functions.
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The component is a cornerstone in detecting behaviour that may be indicative of a cyber attack, and
is directly involved in satisfying security enforcing functions relating to:

. Detecting Security Breaches by identifying anomalous system states and behaviour,
including unauthorised access by software to memory or other resources, etc. that may be
due to a security breach. Tamper attempts are also expected to be reported as anomalous
behaviour.

. Preventing Cyber Attacks and Malware by identifying anomalous system states affecting
confidentiality,integrity and availability, etc. that may be caused by a cyber attack.

. Verifying Integrity of Software through detection of changes in programmable content, etc.
following start-up and during operation.

5.4.2.1.7 Services

5.4.2.1.7.1 Service Definitions

5.4.2.1.7.1.1 Anomaly

«refine» «requirement»

Anomaly [ «nterface realization» INQf ) «eTieY S
identify_anomalies

T
1
1
Entities 1

| Anomaly |

Figure 53: Anomaly Service Definition

«component composition service»
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/l\«refine»

1
Anomaly

Description
This senice identifies an Anomaly (or anomalies).

P

«activity»
identify_anomaly

Description
Identify an Anomaly.

«requirement» h
identify_anomalies <~
«refine»

Description
. To identify anomalies.

Figure 54: Anomaly Service Policy

Anomaly

This service identifies an Anomaly (or anomalies).
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Interface
Anomaly
This interface is a statement of the Anomaly and associated timing information.

Attributes

anomaly The information about an Anomaly that has taken place, e.g. a particular
System_Element is not in the Expected_State.

temporal_information | Temporal information, such as the persistence of an Anomaly (for example,
it has occurred x times during the flight), or time of occurrence.

Activity
identify_anomaly

Identify an Anomaly.

5.4.2.1.7.1.2 State_Evidence

State_Evidence «uses»

Entities

Y

State

Figure 55: State_Evidence Service Definition
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«component composition service»
Information_Dependency

A\

«refine»

1
State_Evidence

Description
This service interprets and correlates available data to determine the Actual_State of a
System_Element, and the Expected_State a System_Element is expected to ewlwe into.

«activity»
identify_state

Description
Identify the Actual_State of a
System_Element and the Expected_State of
a System_Element by interpreting and
correlating available System_Data.

Figure 56: State_Evidence Service Policy

State_Evidence

This service interprets and correlates available data to determine the Actual_State of a
System_Element, and the Expected_State a System_Element is expected to evolve into.

Interfaces

Expected_State Evidence

This interface is the data from which the Expected_State of a System_Element is determined, and

associated timing information.

Attributes

expected state of a System_Element is determined.

system_data The System_Data, including commands, sensor data, etc. from which the

or the time it is valid for.

temporal_information | The time at which the System_Data information being used was determined

Actual_State Evidence

This interface is the data from which the Actual_State of a System_Element is determined, and

associated timing information.

Attributes

determined.

system_data The System_Data from which the actual state of a System_Element is

temporal_information | The time at which the System Data did change.
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Activity

identify_state

Identify the Actual_State of a System_Element and the Expected_State of a System_Element by
interpreting and correlating available System_Data.
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5.4.2.1.7.2 Service Dependencies

(- . . .
Anomaly Detection Service DependenmesJ
(0]
o
c
(]
z
>
T N Y |
Y @ >Q)
& | Consume new state evidence Wait for evidence
@ i
1
T
1
1
1
>
g B T >
g Provide anomaly
<

Figure 57: Anomaly Detection Service Dependencies
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5.4.2.2 Asset Transitions

5.4.2.2.1 Role

The role of Asset Transitions is to coordinate the transition between states to enable or maintain
capabilities.

5.4.2.2.2 Overview

Control Architecture

Asset Transitions is an action component as defined by the Control Architecture PYRAMID concept.
Standard Pattern of Use

On receipt of a Transition_Requirement, Asset Transitions determines a Transition_Solution which
involves the coordination of Transition_Steps to achieve a desired State change of an Asset. To do
so, the component will request an Asset to perform the necessary Transition_Steps in the prescribed
order. The Transition_Steps will be limited by the Available_Transitions the Asset can perform.

Examples of Use

Asset Transitions is used when there is a need to coordinate the establishment and maintenance of
high level equipment/system States (including states of the equipment software) that are broader than
those directly under the control of other PRA components. For example, where the relative timing of
power application, cooling, and data transfer activities is important to transition equipment from an off
state to steady state operation.

This includes two main example categories:

. Where a PYRAMID based system needs to interact with another system or equipment that
does not fully articulate its high level interoperability needs in real time; therefore, Asset
Transitions is used to hold the understanding of these needs. This is applicable when
integrating with:

. Legacy parts of a system that have not been redeveloped to fully integrate with the
PYRAMID based part of the system.

. ‘Off the shelf’ equipment/systems, such as external sensor systems or deployable
assets.
. Where major state changes of the exploiting platform need to be coordinated, typically

relating to supporting the execution platform, including:

. The overall system state - such as to enable system initialisation, system shutdown,
and maintenance modes.

) System reconfiguration - such as, when not handled exclusively by the execution
platform, to activate reversionary systems, including requesting reversionary
processor capability, to maintain safety-critical functions.
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5.4.2.2.3 Service Summary

Asset Transitions

Transition_Achievem ent Q=— —C Activity_Dependency
Transition_Criterion Q——————— | : Transition_Requirement : ~Transition_Activity —C Activity_Achievement
Transition_Requirement Q———— —C Activity_Criterion

- Constraint : ~Asset_State_Information Asset_State_Information

. . —C Asset_State_Information_Capability
: ~Capability_Evidence

: Capability —C Resource_Capability

Transition_Constraint

Transition_Capability

Figure 58: Asset Transitions Service Summary

5.4.2.2.4 Responsibilities

capture_transition_requirements

. To capture given Transition_Requirements to enable a wider system capability.
capture_measurement_criteria

. To capture given Measurement_Criterion/criteria.
capture_transition_constraints

. To capture given Transition_Constraints on a Transition_Solution.
determine_transition_solution

. To determine a Transition_Solution to achieve desired States.
determine_predicted_quality_of transition_solution

. To determine the predicted quality of a proposed Transition_Solution against the given
Measurement_Criterion/criteria.

determine_if transition_solution_remains_feasible

. To determine the feasibility of a planned or on-going Transition_Solution.
identify_states

) To maintain a view of the current States.
determine_infrastructure_states

) To determine the desired States that offer the required system capability.
implement_transition_solution

) To implement a Transition_Solution.
identify_transition_solution_progress

. To identify the progress of a Transition_Solution against the Transition_Requirement.
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determine_actual_quality_of_transition_deliverables

. To determine the actual quality of the Transition_Solution against the given
Measurement_Criterion/criteria.

assess_capability

. To assess the Transition_Capability, taking into account available resources, system health
and observed anomalies.

identify_missing_information

. To identify missing information that could improve the certainty or specificity of the
Transition_Capability assessment.

predict_capability _progression

. To predict the progression of the Transition_Capability over time and with use.

5.4.2.2.5 Subject Matter Semantics

The subject matter of Asset Transitions is the transitioning of one State into another.

— o applies_to —
Transition_Requirement | 1 ppies 1.* ["Measurement_Criterion

satisfies ! + | is_measured_against

N 1%
Asset 1.* relates_to 1[ Transition_Solution Resource_Capability Transition_Capability
limited_by »

applies_to * 1 *[ limited_by
1| comprises * N
Transition_Step * limited_by * [ Available_Transition

changes_to

changes_from i

limited_by

|

Possible_Transition

limited_by

Transition_Constraint

can_transition_from can_transition_to

Figure 59: Asset Transitions Semantics

5.4.2.2.5.1 Entities
Asset

A system element (e.g. bay doors, sensors, software configurations) or deployable asset that can
transition from one State to another.
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Available_Transition

A State transition that an Asset is able to perform under a specific set of circumstances; e.g.
transitioning from 'Standby Mode' to an 'Active Mode'.

Measurement_Criterion

A criterion that the quality of the Transition_Solution will be measured against, e.g. the speed of a
handover from a primary to a secondary process.

Possible_Transition

Any State transition that an Asset can legally undertake (e.g. from a 'Standby' to an 'Operational’
state), even if it is not possible to do so in a specific situation.

Resource_Capability

The capability of a resource to assist in a State transition, e.g. having available power to supply to an
engine.

State

A condition of an Asset, e.g. 'On' or 'Off', 'Primary" or 'Secondary'.
Transition_Requirement

A requirement to coordinate transitions of Asset(s) between States.
Transition_Solution

A sequence of Transition_Steps that are required to meet the Transition_Requirement, e.g. the need
to transition from ‘Off’ to ‘Standby’ to ‘On’.

Transition_Step

A State transition that contributes to achieving the desired end State, e.g. transitioning from ‘Off’ to
‘Standby’.

Transition_Constraint

An externally imposed restriction that limits the Available_Transitions of an Asset under specific
circumstances, e.g. preventing the landing gear from being deployed if there is a need to reduce the
observability of the Exploiting Platform.

Transition_Capability

The capability of an Asset to perform its Available_Transitions.

5.4.2.2.6 Design Rationale

5.4.2.2.6.1 Assumptions

. A single event may impact multiple system or equipment States depending on how it is
viewed.
. An Exploiting Platform's resources will change due to a significant upgrade or when new role

fit equipment is installed.
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5.4.2.2.6.2 Design Considerations
Related PYRAMID Concepts
These PYRAMID concepts were specifically taken into account in defining Asset Transitions:

o Interfacing with Deployable Assets - A deployable asset may have States that need to be
transitioned in order to fulfil its purpose.

Extensions

. Extensions can be added to the parent component in order to address mission variations and
enable special case behaviours as needed.

Exploitation Considerations

. It is expected that different variants or extensions of the component may be utilised,
necessitating coordination between these components to handle various Assets or groups of
Assets.

5.4.2.2.6.3 Safety Considerations
The indicative IDAL is DAL A.
The rationale behind this is:

. This component can coordinate the transitions between States of an Exploiting Platform or
deployable asset. For example opening a door or configuring an air vehicle for landing.
Failure of this component resulting in inadvertent changes may be protected by other
components (e.g. Interlocks). However, failure to change the Exploiting Platform configuration
or changing the configuration inappropriately when required could result in the Exploiting
Platform not being in a safe configuration for the particular scenario. Configuration changes
may be required to accommodate normal occurrences (e.g. weather or landing) or failures
(e.g. equipment failure or fire). Therefore, failure of this component may lead to uncontrolled
flight of the Exploiting Platform and an uncontrolled crash. This would result in loss of the
Exploiting Platform and potentially fatalities.

Where instances of this component contribute to hazards that are less severe, then the Exploiting
Platform may require a less onerous DAL.

5.4.2.2.6.4 Security Considerations
The indicative security classification is O.

This component coordinates the transition between States to enable or maintain the capabilities of the
Exploiting Platform, which as a minimum is considered O. However, where the necessary level of
understanding of the vehicle infrastructure, performance, capability and, in particular, redundancy is
present this may be increased to SNEO. This component is expected to have rigorous confidentiality
requirements where the information it holds on infrastructure and redundancy, etc. would allow a
much more targeted attack should it be divulged. Loss of integrity or availability of this component
may have a detrimental effect on the adaptability of the Exploiting Platform.
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The component may be expected to at least partially satisfy security related functions by:

Identifying Data Sources, ensuring transitions are only instigated following input from valid
sources.

Logging of Security Data relating to transitions, access requests to different resources or
reversionary functions, shut-down, start-up and warm starts, etc.

Maintaining Audit Records relating to Assets throughout the mission.

Supporting Safe Operation of safety critical functions (see Safety Considerations) and may
therefore need to be protected to assure continued airworthiness.

Performing System Status and Monitoring of States against demands, with unexpected
transitions or failure to transition being a sign of possible cyber attack.

The component is unlikely to implement Security Enforcing Functions, but may implement the
transitions necessary to prevent cyber attacks and malware from taking hold of the system, e.g.
switching from a primary Asset that has been compromised to a reversionary Asset. This component
would not identify nor understand the cyber attack.
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5.4.2.2.7 Services

5.4.2.2.7.1 Service Definitions

5.4.2.2.7.1.1 Transition_Requirement
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Figure 60: Transition_Requirement Service Definition
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satisfies the given Transition_Solution. 1 Description «refine»
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. To determine the predicted
quality of a proposed
Transition_Solution against the
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Figure 61: Transition_Requirement Service Policy

Transition_Requirement

This service determines the achievability of a Transition_Requirement and associated
Measurement_Criterion/criteria given the available Available Transitions, and fulfils achievable
requirements when instructed.

Interfaces

Transition_Achievement

This interface is the statement of achievement against the Transition_Requirement.
Transition_Criterion

This interface is the Measurement_Criterion/criteria associated with a Transition_Requirement.

Attributes

property | The property to be measured, e.g. transition time.

value The measured value of the property.

equality The relationship between the value and any limit on the measurement, e.g. less than, or
equal to.
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Transition_Requirement

This interface is the Transition_Requirement, the associated cost of that requirement, the predicted
quality and related timing information.

Attributes

specification The definition of the Transition_Requirement, e.g. to change the State of an
Asset from on to off.

temporal_information | Information covering timing, such as start and end times.

cost The cost of executing the Transition_Solution, e.g. resources used or time
taken.
predicted_quality How well the planned Transition_Solution is predicted to satisfy the

Transition_Requirement.

Activities

execute_transition_solution

Fulfil a Transition_Requirement by executing the planned Transition_Solution.
determine_whether_transition_solution_is_feasible

Determine whether the planned or on-going Transition_Solution is still feasible.
determine_transition_requirement_progress

Identify what progress has been made against the Transition_Requirement.
determine_transition_solution

Determine a Transition_Solution that satisfies the given Transition_Requirements and
Transition_Constraints.
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5.4.2.2.7.1.2 Transition_Activity

«uses»

Transition_Activity

Entities

Transition_Step

Figure 62: Transition_Activity Service Definition
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«component composition service»
Solution_Dependency

N

1 «refine»

1
Transition_Activity

Description
This senice identifies actions required to progress a Transition_Solution, consumes the declared achievability, and identifies any
changes required.

«activity»
identify_transition_activity_to_be_fulfilled

Description
Identify the derived transition activity to be fulfilled.

«activity»
assess_transition_activity_progress_evidence

Description
Assess the transition progress evidence to decide whether
any further action needs to be taken.

«activity»
assess_transition_activity_evidence

Description
Assess the evidence for achievability of the derived
transition activity to decide whether any further action
needs to be taken.

«activity»
identify_transition_activity_change

Description
Identify changes to the requirements derived from the
Transition_Solution that have been placed outside of Asset
Transitions, including changes to evidence that is to be
collected.

Figure 63: Transition_Activity Service Policy

Transition_Activity

This service identifies actions required to progress a Transition_Solution, consumes the declared
achievability, and identifies any changes required.

Interfaces
Activity_Dependency

This interface is the derived requirement for a Transition_Step, the associated cost of that transition
and related timing information. For example, this could be a requirement for raising the under-carriage
or supplying power to an effector.

Attributes

activity_specification | The derived activity within a set of activities that are to be coordinated in
order to achieve a desired State, e.g. enabling the provision of power, the
movement of fluids or a physical change to the Exploiting Platform.

temporal_information | Information covering timing, such as start and end times.

cost The cost of executing the activity_specification, e.g. resources used or time
taken.

Activity_Criterion

This interface is the measurement criterion/criteria associated with the Transition_Step.
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Attributes

property | The property to be measured, e.g. transition time.

value The measured value of the property.

equality The relationship between the value and any limit on the measurement, e.g. less than, or
equal to.

Activity_Achievement

This interface is the statement of achievement against a Transition_Step.

Activities

assess_transition_activity progress_evidence

Assess the transition progress evidence to decide whether any further action needs to be taken.
assess_transition_activity_evidence

Assess the evidence for achievability of the derived transition activity to decide whether any further
action needs to be taken.

identify_transition_activity_to_be_fulfilled
Identify the derived transition activity to be fulfilled.
identify_transition_activity _change

Identify changes to the requirements derived from the Transition_Solution that have been placed
outside of Asset Transitions, including changes to evidence that is to be collected.

5.4.2.2.7.1.3 Asset_State_Information

Asset_State_Information

«uses»

Entities

V

Asset

Figure 64: Asset_State_Information Service Definition
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«component composition service»
Information_Dependency

1 «refine»

1
Asset_State_Information

This service identifies required information about an Asset.

Description

«activity»
assess_state_update

Assess the Asset information update to decide
whether any further action needs to be taken.

Description

«activity»
identify_required_information _J

Identify Asset information that is required to select,
develop and/or progress a Transition_Solution.

Description

Figure 65: Asset_State_Information Service Policy

Asset_State Information

This service identifies required information about an Asset.

Interface

Asset_State_Information

This interface is the information relating to the Asset, e.g. the fact that a bay door's State is open.

Attributes
request | The request for information about an Asset.
asset A system element (e.g. bay doors, sensors, software configurations) or deployable asset
that can transition from one State to another.
state A condition of an Asset, e.g. on or off, primary or secondary.
Activities

assess_state_update

Assess the Asset information update to decide whether any further action needs to be taken.

identify_required_information

Identify Asset information that is required to select, develop and/or progress a Transition_Solution.
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5.4.2.2.7.1.4 Constraint

«requirement»

| Constraint I_ «interface realization» -
«refine»™ | capture_transition_constraints

T

1

" 1
Entities f

| Transition_Constraint |

Figure 66: Constraint Service Definition

«component composition service»
Constraint

A

1’ «refine»

1
Constraint

Description
This service assesses the Transition_Constraints that limit the ability of an Asset to transition to a State.

«activity»
identify_required_context /

Description
Identify the context which defines
whether the Transition_Constraints are
relevant.

«activity»

i i «requirement»
evaluate_impact_of_constraint

capture_transition_constraints
Description T Sl
Evaluate the impact of constraint details . To capt?,?esgir\l,srtllon «refine»
against the aspect of Asset Transitions TEnsifon CorsirEhs 6n &
behaviour that is being constrained, e.g. Transition Solution
whether it is more or less constraining. - :

= 4

Figure 67: Constraint Service Policy

Constraint

This service assesses the Transition_Constraints that limit the ability of an Asset to transition to a
State.

Interface
Transition_Constraint

This interface is a constraint limiting the States an Asset can transition into or the transitions an Asset
can perform.

Attributes

operational_constraint | A constraint which prevents a Available_Transition, e.g. to prevent a bay
door from being opened so that RCS is minimised.

operational_context The context in which the constraint is applicable, e.g. operating on the
ground.
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breach A statement that the Transition Constraint has been breached.

Activities
evaluate_impact_of_constraint

Evaluate the impact of constraint details against the aspect of Asset Transitions behaviour that is
being constrained, e.g. whether it is more or less constraining.

identify_required_context

Identify the context which defines whether the Transition_Constraints are relevant.

5.4.2.2.7.1.5 Capability

«refine» «requirement»
| Capability assess_capability
«refine»
T B - «requirement»
: predict_capability_progression
Entities 1

| Transition_Capability |

Figure 68: Capability Service Definition
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«component composition service»
Capability

/I\ «refine»

1
Capability

Description
This service assesses the current and predicted Transition_Capability.

«activity»
determine_transition_capability

Description
Assess the current and predicted
Transition_Capability, taking account of system
health and observed anomalies (e.g. normal
behaviour and impacts due to failures, damage,

«requirement»

usage or ageing). ]
predict_capability_progression <=~
Description crefing>
. To predict the progression of the
Transition_Capability over time and
with use.

[ —

«requirement»

assess_capability <<~
— «refine»
Description
. To assess the

Transition_Capability, taking into
account available resources,
system health and observed
anomalies.

Figure 69: Capability Service Policy

Capability

This service assesses the current and predicted Transition_Capability.

Interface

Transition_Capability

This interface is a statement of the Transition_Capability to coordinate transitions between States.
Activity

determine_transition_capability

Assess the current and predicted Transition_Capability, taking account of system health and
observed anomalies (e.g. normal behaviour and impacts due to failures, damage, usage or ageing).
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5.4.2.2.7.1.6 Capability_Evidence

| Capability_Evidence I_ «uses»

Entities

Resource_Capability

'

Figure 70: Capability_Evidence Service Definition

«component composition service»
Capability_Evidence

: «refine»
Capability_Evidence

Description
This senice consumes the current and predicted capability used by Asset Transitions, and identifies any missing
information, required to determine its own Transition_Capability.

«activity»
assess_capability_evidence J

Description
Assess the Transition_Capability evidence to decide
whether any further action needs to be taken.

«activity»
identify_missing_capability_evidence

Description
Identify any extra capability evidence required to
determine the Transition_Capability to the required
level of specificity and certainty.

Figure 71: Capability Evidence Service Policy

Capability_Evidence

This service consumes the current and predicted capability used by Asset Transitions, and identifies
any missing information, required to determine its own Transition_Capability.

Interfaces
Resource_Capability
This interface is a statement of the Resource_Capability.

Attribute

resource | The resource for which the capability assessment is provided.

Asset_State_Information_Capability

This interface is a statement about the capability to determine the State of an Asset.
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Attribute

state_information | The Asset State information for which the capability assessment is provided.

Activities

assess_capability _evidence

Assess the Transition_Capability evidence to decide whether any further action needs to be taken.
identify_missing_capability_evidence

Identify any extra capability evidence required to determine the Transition_Capability to the required
level of specificity and certainty.
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5.4.2.2.7.2 Service Dependencies
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Figure 72: Asset Transitions Service Dependencies
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5.4.2.3 Authorisation

5.4.2.3.1 Role

The role of Authorisation is to obtain and manage authorisation for the execution of activities.

5.4.2.3.2 Overview

Control Architecture

Authorisation is an action component as defined in the Control Architecture PYRAMID concept.
Standard Pattern of Use

When an Authorisation requester plans an activity that requires explicit Authorisation, it will request to
obtain such Authorisation. This component will follow the Authorisation_Policy to identify the
necessary Authorisation and the Authoriser(s) that can grant it. The Authorisation component will
send requests to the Authoriser(s). When all the requests have been approved, the Authorisation
component will inform the Authorisation requester. The component monitors the validity of the
approved (or planned) Authorisation until it is no longer required.

Examples of Use

The Authorisation component may be required for activities where a level of approval is required, e.g.
weapon release or entering restricted zones.

5.4.2.3.3 Service Summary

Authorisation

Authorisation_Requirement O—

. Authorisation —C Authorisation_Step_Requirement

: ~Authorisation_Solution_Dependency|
Authorisation_Achievement Q———i —< Authorisation_Step_Achievement
Authorisation_Constraint : Constraint : ~Contextual_Information Contextual_Information
—C System_Capability
Authorisation_Capability O——— ] : capability : ~Capability_Evidence
—C Authorisation_Provider_Capability

Figure 73: Authorisation Service Summary

5.4.2.3.4 Responsibilities
capture_requirements_for_authorisations

) To capture Authorisation_Requirements.
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capture_constraints_for_authorisations
. To capture Constraints related to obtaining Authorisations.
determine_authorisation_solution

. To determine the Steps required to obtain an Authorisation that meets the given
Authorisation_Requirements, using available Authorisers in accordance with the applicable
Authorisation_Policy.

determine_authorisation_policy
. To determine the conditions under which a Authorisation_Policy will be active.
determine_permitted_authorisers

. To determine which Authorisers are permitted (e.g. as defined in the Authorisation_Policy) to
provide a given Authorisation.

determine_if _authorisation_remains_feasible
) To determine the feasibility of a planned or on-going Authorisation.
capture_authoriser_availability

. To capture available Authorisers (e.g. Authorisers to which or whom there is a
communications link).

coordinate_authorisation_solution

. To coordinate the execution of the Steps required to obtain Authorisation.
identify_progress_of authorisation

. To identify the progress of an Authorisation against the Authorisation_Requirement.
determine_solution_dependencies

. To determine dependencies required to support Authorisation or a Step of the solution.
assess_authorisation_capability

. To assess the Capability to obtain Authorisation taking account of system health and
observed anomalies (e.g. normal behaviour and impacts due to failures, damage, usage or

ageing).
identify_missing_information

. To identify missing information that could improve the certainty or specificity of the Capability
assessment of the Authorisation component (e.g. communication capability).

predict_capability progression

. To predict the progression of the Authorisation component's Capability over time and with
use.
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5.4.2.3.5 Subject Matter Semantics

The subject matter of Authorisation is the conditions that govern explicit Authorisation of activities:
when it is required, when it is valid (including any relationships between authorisations), and how to
obtain it.

Exclusions

The subject matter of Authorisation does not include:

. The calculation of dynamic limits and allowable activities.
Authorisation_Requirement
1..*| fulfils
1| is_fulfilled_by
Capability 1.* * [ Authorisation_Type |1 * Authorisation
provides ] is_type_of has_instance_of |
1 1
Constraint
1| limited_by 1..*| consists_of 1.*| consists_of
- Step_Type 1 * Step
] is_type_of has_instance_of
*| limits *| implements *| implements
* * [ Authorisation_Policy
directs| = FEmmEEEEEsEssss==sT
*| is_authorised_by

= e e 1*
Authoriser_Availability 1 . Authoriser
has

Figure 74: Authorisation Semantics

5.4.2.3.5.1 Entities

Authorisation

Approval to perform activities and the status of that approval, including limitations on its validity.
Authorisation_Policy

A set of rules defining the Authorisers allowed to authorise a Step_Type.
Authorisation_Requirement

A requirement to obtain Authorisation for an activity or group of activities.
Authorisation_Type

A type of Authorisation (e.g. release a weapon, a report, or a piece of data).
Authoriser

An entity that is able to provide an Authorisation.

Authoriser_Availability

Whether an Authoriser is available to provide authorisation.

Capability

The capability to request different Authorisation_Types.
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Constraint
A limitation on the applicability of an Authorisation_Policy.
Context

Information about the conditions in which an Authorisation_Policy will be active, e.g. within controlled
or uncontrolled airspace.

Step
A step in the lifecycle of Authorisation, by which approval will be obtained.
Step_Type

A type of Step (e.g. inform a role or request to a role).

5.4.2.3.6 Design Rationale

5.4.2.3.6.1 Assumptions

. A single act of Authorisation may be applied to a group of related activities, e.g. authorising
an attack plan could authorise each activity that makes up that plan.

. The process for granting Authorisation may vary according to what type of authorisation is
being requested and the types of activities it authorises.

) Explicit Authorisation by an operator will be required for a range of autonomous activities,
others may be granted a general Authorisation within the rules embedded within the design.

5.4.2.3.6.2 Design Considerations
Related PYRAMID Concepts
These PYRAMID concepts were specifically taken into account in defining Authorisation:

. Data Driving - This component has been designed to permit data driving of a variable
authorisation process (i.e. Authorisation_Types, Authorisers, Step_Types, Constraints and
Authorisation_Policy).

) Autonomy - This component enables a clear understanding of what is authorised and under
what conditions, which is critical for the implementation of autonomy.

. Recording and Logging - the process for obtaining Authorisation will require logging of
Authorisers for security purposes.

Extensions

. It is unlikely that extensions will be appropriate as the basic methods of determining the
required Authorisation are not likely to change.

Exploitation Considerations
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. Explicit Authorisation can be granted in advance (e.g. during mission planning) or as required
in response to events occurring during a mission.

. Context (as described in the Autonomy PYRAMID concept) is critical for the Authorisation of
activities by this component.

5.4.2.3.6.3 Safety Considerations
The indicative IDAL is DAL A.
The rationale behind this is:

. The activities that this component could provide Authorisation for would cover many air
system functions and would include safety related functions such as authorised stores release
or jettison areas, routing, disabling protection functions (e.g. disabling Mode C transponders,
ACAS and radio transceivers) and overriding contingency actions required to maintain safety
in the event of failures (e.g. continue mission rather than RTB).

. If this component fails then activities could be authorised that result in catastrophic accidents.
Where an activity could result in a catastrophic outcome it is expected that additional barriers
(within the system) would also prevent the activity taking place. However, DAL A is
considered appropriate for this component as it allows other, more complex components, to
be DAL C.

Where instances of this component contribute to hazards that are less severe, then the Exploiting
Platform may require a less onerous DAL.

5.4.2.3.6.4 Security Considerations
The indicative security classification is O-S.

Whilst, in its own right, the component is thought unlikely to be above O-S, it will be required to
authorise those activities performed autonomously by the system and may therefore need some
access to higher classifications of data, e.g. pertaining to the mission plan, which will raise its
classification. Authorisations may be required across the security domains of the Exploiting Platform
and communication by instances in different domains may be required, depending on the architecture
implemented.

As the component provides both safety and mission related authorisations this component is
considered a subject of interest for an adversary and a likely target for a cyber attack; additional
protection should be provided to ensure continued confidentiality and availability, and particularly for
the integrity and authenticity of requests for and provision of the authorisation.

The component is expected to satisfy security related functions relating to:

. Identifying Data Sources of external authorisation.

) Logging of Security Data of authorisation successes and failures for later forensic
examination.

. Maintaining Audit Records to support non-repudiation of pre-authorisations and

authorisations granted in the course of a mission.
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. Supporting Safe Operation of safety critical functions (see Safety Considerations) and may

therefore need to be protected to assure continued airworthiness.

Where pre-authorisation can be provided, this component is Supporting Secure Remote Operation,

i.e. the UAV does not need to seek authorisation over communications links.

The component is expected to perform some aspects of security enforcing functions relating to:

o Verifying Integrity of Data where the data has been provided by external authorisers
through a level of authentication checks for the data/external authorisers.

5.4.2.3.7 Services

5.4.2.3.7.1 Service Definitions

5.4.2.3.7.1.1 Authorisation

«refine»

«requirement»

determine_if_authorisation_remains_feasible

«interface realization»

«requirement»
identify_progress_of_authorisation

«requirement»
determine_authorisation_policy

«requirement»

capture_requirements_for_authorisations

«requirement»
determine_authorisation_solution

«requirement»
coordinate_authorisation_solution

| Authorisation l' """"" «refine» >
T T
1 1
1 1 «refine»
: ' «interface realization» -3
e mm—m————
1 .
Entities 1 «refine»
" —_—————>
!
|Authorisation_Requirement| «refinex» >
«refine»
«refine»

«requirement»
capture_authoriser_availability

Figure 75: Authorisation Service Definition
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«component composition service»
Requirement

1 «refine»

1
Authorisation

Authorisation

This service determines

Description
This senice ines the achievability of an isation_| i given the available Capability and i Ce i and fulfils i isation_|
when instructed.
«activity»
determine_whether_authorisation_is_feasible, |
Description
Determine whether the planned or on-going
Authorisation is still feasible.
«activity» "
identify_progress_of_authorisation J «requirement» <=2 «requirement» 1
Semaaie determine_authorisation_solution <refine»: identify_progress_of_authorisation <-- :
Identify the progress towards gaining an Description u Description «refinex
Authorisation against the o To determine the Steps required to obtain L . To identify the progress of an :
Authorisation_Requirement. an Authorisation that meets the given : Authorisation against the f
Authorisation_Requirements, using N Authorisation_Requirement. 1
«activity» available Authorisers in accordance with [ ] :
coordinate_authorisation_solution —J the applicable Authorisation_Policy. : «requirement» ,
1 determine_if_authorisation_remains_feasible <--
Description - [] Py «refine»
Coordinate the execution of the Steps required to «requirement»> a Description
obtain Authorisation. capture_authoriser_availability <c--y . To determine the feasibility of a planned
" or on-going Authorisation.
— Description «refine>s
«activity» . To capture available Authorisers (e.g. 1
determine_authorisation_solution Authorisers to which or whom there is a []
communications link). [}
Description 1
Determine the Steps required to obtain an . u
Authorisation that meets the given ‘«requlrement» o ’:
Authorisation_Requirements, using available capture_requirements_for_authorisations == =
Authorisers in accordance with applicable = <<f€f|"9>i
Authorisation Policy/polici Description
widerkain Peleyfraldes. . To capture Authorisation_Requirements. :
[
. [
«requirement» v
coordinate_authorisation_solution <=1
.
Description «refiney
. To coordinate the execution of the Steps 1
required to obtain Authorisation. :
1
«requirement» <-’
determine_authorisation_policy
«refine»
Description
. To determine the conditions under which

a Authorisation_Policy will be active.

Figure 76: Authorisation Service Policy

the achievability of an Authorisation_Requirement given the available

Capability and applicable Constraints, and fulfils achievable Authorisation_Requirements when

instructed.
Interfaces

Authorisation_Require

ment

This interface is the Authorisation_Requirement, the associated cost of that requirement, and related

timing information.

Attributes

specification

The definition of the Authorisation_Requirement, e.g. to authorise the
deployment of a specific weapon in a particular location at a specified time.

temporal_information

Information covering timing, such as the time period for when Authorisation
is required, has been obtained for, or if the achieved Authorisation is a
subset of the required period.

cost

The cost of executing the solution, for example: resources used, time taken.
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Authorisation_Achievement

This interface is a statement of the progress towards the achievement of an
Authorisation_Requirement, as well as the outcome of that achievement, i.e. whether the activity is
authorised or not authorised.

Activities

identify_progress_of_authorisation

Identify the progress towards gaining an Authorisation against the Authorisation_Requirement.
determine_authorisation_solution

Determine the Steps required to obtain an Authorisation that meets the given
Authorisation_Requirements, using available Authorisers in accordance with applicable
Authorisation_Policy/policies.

coordinate_authorisation_solution
Coordinate the execution of the Steps required to obtain Authorisation.
determine_whether_authorisation_is_feasible

Determine whether the planned or on-going Authorisation is still feasible.

5.4.2.3.7.1.2 Authorisation_Solution_Dependency

Authorisation_Solution_Dependency|«uses»

«uses»

Entities

Figure 77: Authorisation_Solution_Dependency Service Definition
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«component composition service»
Solution_Dependency

fl\ «refine»

1
Authorisation_Solution_Dependency

Description
This senvice identifies activities that an Authorisation is dependent on, identifies any changes to these activities, their
likely achievability, a statement of progress and their final outcome.

«activity»
assess_authorisation_step_progress_evidence_/

Description
Assess the Authorisation Step progress evidence
to decide whether any further action needs to be
taken.

«activity»
assess_authorisation_step_evidence —

Description
Assess the evidence for achievability of the
Authorisation Step to decide whether any further
action needs to be taken.

«activity»

identify_permitted_authorisers

Description
Identify which Authorisers are permitted (e.g. as
defined in Authorisation_Policy) to provide a given
Authorisation.

«activity»
identify_derived_requirement_to_be_fulfilled _J

Description
Identify the derived requirement(s) to be fulfilled to

obtain the Authorisation.

«activity»
determine_solution_dependencies

Description
Determine solution dependencies to support the
execution of the Steps required to obtain
Authorisation.

Figure 78: Authorisation_Solution_Dependency Service Policy

Authorisation_Solution_Dependency

This service identifies activities that an Authorisation is dependent on, identifies any changes to these
activities, their likely achievability, a statement of progress and their final outcome.

Interfaces
Authorisation_Step_Requirement

This interface is any Authorisation Step derived from an Authorisation_Requirement, along with its
related cost and timing information.
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specification

The definition of the Authorisation Step requirement, e.g. the activity needing
to be achieved to allow an Authorisation, which could be an approval from a
human authorised operator, or confirmation from another part of the system

of some state or condition.

temporal_information | Information covering timing, such as start and end times within which the
Step is required, is in place for, or if the achieved step is for a subset of the

required period.

Authorisation_Step_Achievement

This interface is a statement of the final outcome of an Authorisation Step, or progress towards the

outcome.

Attributes

status

A high-level representation of the achievement in relation to the authorisation (e.g.
not started, achievable, in progress, approved, or refused).

time of update

The time at which an achievement update occurred.

Activities

assess_authorisati

on_step_evidence

Assess the evidence for achievability of the Authorisation Step to decide whether any further action

needs to be taken.

assess_authorisation_step_progress_evidence

Assess the Authorisation Step progress evidence to decide whether any further action needs to be

taken.

determine_solution_dependencies

Determine solution dependencies to support the execution of the Steps required to obtain

Authorisation.

identify_permitted_authorisers

Identify which Authorisers are permitted (e.g. as defined in Authorisation_Policy) to provide a given

Authorisation.

identify_derived_requirement_to_be_fulfilled

Identify the derived r

equirement(s) to be fulfilled to obtain the Authorisation.
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5.4.2.3.7.1.3 Contextual_Information

ConteXtuaI_lnformation = -

Entities

== ===

Context

Figure 79: Contextual_Information Service Definition

«component composition service»
Information_Dependency

A «refine»
1

1
Contextual_Information

Description
This senice identifies the contextual information necessary to determine the Authorisation_Policy applicable to
the current situation, e.g. whether airspace is controlled.

«activity»
assess_authorisation_contextual_information J

Description
Assess the consumed contextual information to determine
what Authorisation_Policy is applicable.

«activity»
identify_required_authorisation_contextual_informatior

Description
Identify information that is required to select, develop
and/or progress an Authorisation_Policy.

Figure 80: Contextual_Information Service Policy

Contextual_Information

This service identifies the contextual information necessary to determine the Authorisation_Policy
applicable to the current situation, e.g. whether airspace is controlled.

Interface
Contextual_Information

This interface is the information about the context for which an Authorisation_Policy would be
applicable.
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assess_authorisation_contextual_information

Assess the consumed contextual information to determine what Authorisation_Policy is applicable.

identify_required_authorisation_contextual_information

Identify information that is required to select, develop and/or progress an Authorisation_Policy.

5.4.2.3.7.1.4 Constraint

Entities

| Constraint |

< 4= ==

_ «interface realization»
| Constraint -———

«refine»

Figure 81: Constraint Service Definition

«requirement»
capture_constraints_for_authorisations

«component composition service»
Constraint

/l\ «refine»

1
Constraint

Description

This senvice assesses constraints that limit how an Authorisation_Policy or a specific Authoriser can support
obtaining Authorisations. For example, a restriction on authorising weapon releases.

«activity»
identify_required_context

Description
Identify the context that defines whether the
Constraints are relevant.

Constraint

«activity»
evaluate_impact_of_constraint _J «requirement» !
— capture_constraints_for_authorisations< !
Description )
Evaluate the impact of constraint details related to Description «refine»
obtaining Authorisations, e.g. whether it is more or . To capture Constraints related to
less constraining. obtaining Authorisations.

Figure 82: Constraint Service Policy

This service assesses constraints that limit how an Authorisation_Policy or a specific Authoriser can
support obtaining Authorisations. For example, a restriction on authorising weapon releases.
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Interface
Authorisation_Constraint

This interface is a constraint limiting the use of an Authorisation_Policy or a specific Authoriser in
meeting an Authorisation_Requirement.

Attributes

authoriser Specific Authorisers that are restricted by the Constraint.

authorisation_type | Authorisation_Type affected by the Constraint, e.g. a restriction on authorising
weapon releases or information release.

policy_rule Particular Authorisation_Policy rules that are restricted by the Constraint, e.g.
certain Authorisers prevented from carrying out certain Step Types.
breach A statement that the Constraint has been breached.
Activities

evaluate_impact_of_constraint

Evaluate the impact of constraint details related to obtaining Authorisations, e.g. whether it is more or
less constraining.

identify_required_context

Identify the context that defines whether the Constraints are relevant.

5.4.2.3.7.1.5 Capability

«requirement»

«refine» L .
= = = = = = = = = >> assess_authorisation_capability

| Capability "
«refine»
- o = _>

«requirement»
predict_capability_progression

T
1
1
Entities 1

| Capability |

Figure 83: Capability Service Definition
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«component composition service»
Capability

/I}\ «refine»
Capability

Description
This senice assesses the current and predicted Capability to provide Authorisations,

«activity»
determine_authorisation_capability

Description
Assess the current and predicted Capability to obtain
Authorisation, taking into account availability of
dependent capabilities.

«requirement»
assess_authorisation_capability < -

Description «refine
. To assess the Capability to obtain
Authorisation taking account of system
health and observed anomalies (e.g.
normal behaviour and impacts due to
failures, damage, usage or ageing).

«requirement»
predict_capability_progression

P L L

A

Description «refine»
. To predict the progression of the
Authorisation component's Capability
over time and with use.

Figure 84: Capability Service Policy

Capability

This service assesses the current and predicted Capability to provide Authorisations.
Interface

Authorisation_Capability

This interface is a statement of the capability to obtain Authorisation decisions and coordinate
Authorisation Steps.

Activity
determine_authorisation_capability

Assess the current and predicted Capability to obtain Authorisation, taking into account availability of
dependent capabilities.
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5.4.2.3.7.1.6 Capability_Evidence

Capability_Evidence | _ _«_usias_» - -

T
«uses»

1
\

Entities

Authoriser_Availability

< |- -

Figure 85: Capability_Evidence Service Definition

«component composition service»
Capability_Evidence

A

«refine»

1
Capability_Evidence

Description
This senice consumes current and predicted capability that is used by the component required to determine its own
Capability, e.g. to establish which Authorisers are available to contribute to Authorisations - this will determine what
Authorisation_Types can be performed.

«activity»
identify_missing_capability_evidence J

Description
Identify any extra capability evidence required to
determine the Capability of the Authorisation
component (e.g. communication capability) to the
required level of specificity and certainty.

«activity»
assess_authorisation_capability_evidence

Description
Assess the authorisation capability evidence to decide
whether any further action needs to be taken.

Figure 86: Capability Evidence Service Policy

Capability_Evidence

This service consumes current and predicted capability that is used by the component required to
determine its own Capability, e.g. to establish which Authorisers are available to contribute to
Authorisations - this will determine what Authorisation_Types can be performed.
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Interfaces

Authorisation_Provider_Capability

This interface is the capability of an Authoriser to perform Steps required for an Authorisation.
System_Capability

This interface is the capability of the system to support the processes to be carried out to obtain an
Authorisation, e.g. for the communications capability necessary to support a request.

Activities

assess_authorisation_capability_evidence

Assess the authorisation capability evidence to decide whether any further action needs to be taken.
identify_missing_capability_evidence

Identify any extra capability evidence required to determine the Capability of the Authorisation
component (e.g. communication capability) to the required level of specificity and certainty.
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5.4.2.3.7.2 Service Dependencies

‘Authorisation Service Dependencies)]

Request to obtain authorisation
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Figure 87: Authorisation Service Dependencies
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5.4.2.4 Collision Avoidance

5.4.2.4.1 Role

The role of Collision Avoidance is to determine the solution required to avoid a predicted collision, or
to exit a separation breach.

5.4.2.4.2 Overview

Control Architecture

Collision Avoidance is an action component as defined in the Control Architecture PYRAMID concept.
Standard Pattern of Use

On receipt of a Separation_Breach, Collision Avoidance will determine the necessary
Avoidance_Measure, based on Controllable_Vehicle status (speed, bearing, etc.), the Obstruction
status (object type, speed, bearing, etc.) and the applicable Ruleset, taking into account
Avoidance_Capability and Constraints.

Examples of Use
Collision Avoidance can be used:

. To provide manoeuvring cues for an operator to avoid a collision (e.g. with another vehicle or
a feature such as terrain or weather).

. Where autonomous manoeuvres are required to avoid collisions with Obstructions in the path
of the vehicle.

. As part of an ACAS implementation (with other components).
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Collision Avoidance

Avoidance_Requirement O__]

Avoidance_Progress Qr———

Avoidance_Measure_Constraint O—E]

Avoidance_Capability o——-]

: Separation_Breach

: Capability

: ~Manoeuvre

: ~Coordination

: ~Vehicle_Information

: ~Feature_Information

: ~Contextual_Information

: Constraint

: ~Capability_Evidence

LI

AL

Manoeuvre_Measure

Manoeuvre_Achievement

Coordination_Measure

Coordination_Achievement

Vehicle_Information

Feature_Information

Contextual_Information

Manoeuvre_Evidence

Coordination_Evidence

Contextual_Information_Capability

Feature_Information_Capability

Vehicle_Information_Capability

Figure 88: Collision Avoidance Service Summary

5.4.2.4.4 Responsibilities

capture_separation_breach

. To capture the provided Separation_Breach for which Avoidance_Measures are required.

capture_avoidance_constraints

. To capture provided Constraints that limit the ability to avoid a collision.

determine_avoidance_measure

) To determine the Avoidance_Measure required to avoid a collision (either cooperatively or
non-cooperatively), or to exit a separation breach.

identify_progress_of_avoidance_measure

. To identify the progress of Avoidance_Measures in addressing the Separation_Breach.

assess_avoidance_capability

. To assess the Avoidance_Capability taking account of system health and observed
anomalies (e.g. normal behaviour and impacts due to failures, damage, usage or ageing).

identify_missing_information

) To identify missing information that could improve the certainty or specificity of the
Avoidance_Capability assessment.

predict_progression_of avoidance_capability

. To predict the progression of the Avoidance Capability over time and with use.

© Crown owned copyright 2025.



PYD/TechStan/V1.0 Page 136 of 1513

identify_avoidance_measure_in_progress_remains_feasible

. To identify if the Avoidance_Measure in progress remains feasible given current
Avoidance_Capability and Constraints.

5.4.2.4.5 Subject Matter Semantics

The subject matter of Collision Avoidance is any activity (i.e. manoeuvring or getting others to
manoeuvre) to avoid a collision.

Exclusions

The subject matter of Collision Avoidance does not include:

) How Avoidance_Measures are enacted or managed, only that they are to be performed.
Ruleset | * * Context
| directs |
1 1% has
measured_by
1| Solution_Progress 1
directs )
* 1 against 1 *
Avoidance_Step [1.* 1[" Avoidance Measure |* 1[ Separation_Breach
Icomprises | | satisfies |
*1 limits * * * *
\ 1.* Obstruction 1 J
informed_by involves
0..1| will_have
* 0.1
Constraint 1 Controllable_Vehicle |1 )
. informed_by involves
contributes_to * [ Manoeuvre_Capability |
limits
1.*
Avoidance_Capability |
L * | Communication_CapabiIity|

contributes_to

Figure 89: Collision Avoidance Semantics

5.4.2.45.1 Entities

Avoidance_Capability

The capability to determine Avoidance_Measures that will avoid a collision.
Avoidance_Measure

A sequence of steps to be performed to avoid a collision, e.g. in a TCAS implementation, a climb
manoeuvre accompanied by communications to coordinate with the Obstruction.
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Avoidance_Step

A specific activity undertaken in order to avoid a collision, e.g. to perform a manoeuvre or coordinate
a complimentary manoeuvre with an Obstruction in accordance with the active ruleset.

Communication_Capability

The capability to communicate (and therefore cooperate) with Obstructions when performing
manoeuvres.

Constraint
An externally placed limit, e.g. a restriction on the use of a particular avoidance technique.
Context

Information about the conditions in which the breach has occurred that may affect how it may be
averted, e.g. within controlled or uncontrolled airspace.

Controllable_Vehicle

The state of the directly controllable vehicle, e.g. speed, bearing or altitude.
A controllable vehicle may be own vehicle, a drone or a swarm, etc.
Manoeuvre_Capability

The capability to perform manoeuvres.

Obstruction

An object with which a breach in separation has occurred, this could be another vehicle or a feature
such as terrain or weather.

Ruleset
The rules that govern the choice of action to avoid the collision.
Separation_Breach

A requirement to avoid a potential collision, e.g. with another vehicle or feature, such as terrain or
weather.

Solution_Progress

Evidence of the progress made to avert a breach.

5.4.2.4.6 Design Rationale

5.4.2.4.6.1 Assumptions

. This component will require some knowledge of vehicle performance to determine the
manoeuvre to perform.

. When used as part of an ACAS Il or similar future system, coordinated manoeuvres may be
presented. Whilst it is assumed that coordinated manoeuvres will be adopted by both parties
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of a breach in separation (as per the pilots' responsibilities), due to mission priorities or other
conditions, it is acknowledged this may not always be the case.

5.4.2.4.6.2 Design Considerations
Related PYRAMID Concepts
These PYRAMID concepts were specifically taken into account in defining Collision Avoidance:

. Data Driving - Manoeuvre logic (Rulesets) can be data-driven at build time (i.e. development)
or later in order to maintain compliance with regulatory standards.

Extensions

) Extensions may be useful for implementing differing manoeuvre Rulesets, e.g. for avoidance
of terrain, of objects in flight or objects during taxi.

Other Factors that were Taken into Account

. Specific Rulesets may be required to conform to regulatory standards, e.g. to meet FAA
Collision Avoidance System logic version "X", thus supporting flight certifiability. ACAS Il has
been considered whilst defining this component, although it does not constrain or limit the
component to only being developed that way.

Exploitation Considerations

) A vehicle may be both a Controllable_Vehicle and an Obstruction, e.g. if a manned ownship
has a breach of separation with its support drone. In such a case, cooperative avoidance may
include direct control of both ownship and the drone.

. Collision Avoidance will determine the most appropriate avoidance manoeuvre, based on pre-
determined rules and constrained by the location and current manoeuvring profile of the
vehicle, the available resources and the information provided about the predicted collision.
Where an avoidance manoeuvre is not available that can satisfy the avoidance of multiple
objects, the rules can also dictate which object takes priority to be avoided.

. Collision Avoidance may receive contextual information for different scenarios, such as an air
vehicle landing. For scenarios like this, data would need to be input into the component so
that it would understand that it does not need to generate an avoidance manoeuvre, in this
example a ground avoidance manoeuvre.

) Once Collision Avoidance has identified an avoidance manoeuvre to be performed, it will be
executed by Vehicle Guidance. However, should the avoidance manoeuvre result in
conflicting requests on Vehicle Guidance, the Conflict Resolution component will be invoked
to resolve the conflict, typically arbitrating in favour of the avoidance manoeuvre. During this
process, Conflict Resolution will take into account the context of the current situation (such as
the mission goals) when determining if the collision avoidance manoeuvre is appropriate. For
example, Collision Avoidance may determine an avoidance manoeuvre to prevent a collision
between an air vehicle and a building, but Conflict Resolution will reject the avoidance
manoeuvre if the goal is to fly the air vehicle into the building.
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. Where necessary to conform to regulatory standards such as ACAS I, Collision Avoidance
supports cooperative avoidance manoeuvres with an appropriately equipped intruder (the
Obstruction).

5.4.2.4.6.3 Safety Considerations
The indicative IDAL is DAL A.
The rationale behind this is:

This component generates a manoeuvre to avoid a collision. If a manoeuvre is incorrectly generated,
it could, for example, lead directly to inadvertent flight into terrain. In this example, the worst case
would be generating a dive rather than a climb. This would result in loss of the air vehicle and
potential fatalities.

Where instances of this component contribute to hazards that are less severe, then the Exploiting
Platform may require a less onerous DAL.

5.4.2.4.6.4 Security Considerations
The indicative security classification is O.

This component will determine the appropriate avoidance measures when requested. Whilst it is
involved in any cooperative manoeuvre negotiations carried out via clear communications, it also
requires knowledge of performance data (speed, climb rates, etc.) in order to determine possible
manoeuvres. This data is considered SNEO for military platforms; to avoid possible loss of availability
when crossing domain boundaries, use of a declassified subset of performance data may be possible
in order to lower this rating. The availability (timeliness) and integrity (correctness) of the determined
avoidance activities for those required to act upon them will need protecting.

The ability to influence manoeuvres means that this component is considered a subject of interest for
an adversary and a likely target for a cyber attack. Additionally “gaming” the avoidance function by
hostile forces to invoke a predictable manoeuvre is a concern.

The component may be expected to at least partially satisfy security related functions relating to:

. Identifying Data Sources, supporting the authentication of cooperative entities (e.g. where
part of an ACAS installation) to protect against spoofing of cooperative negotiations.

) Maintaining Audit Records, providing accountability for any actions performed (or not) in
avoidance of a collision, and in support of filing Mandatory Occurrence Reports, Voluntary
Occurrence Reports and Airprox incidents.

. Supporting Safe Operation of safety critical functions (see Safety Considerations) and may
therefore need to be protected to assure continued airworthiness.

The component is not expected to directly implement security enforcing functions, but will rely on the
integrity of externally-sourced information, e.g. from other ACAS users.
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5.4.2.4.7 Services

5.4.2.4.7.1 Service Definitions

5.4.2.4.7.1.1 Separation_Breach

«refine» «requirement»
identify_progress_of_avoidance_measure

| Separation_Breach I_ «interface realization»|

- - _«rsfi_ne_»_ = «requirement»
: : identify_avoidance_measure_in_progress_remains_feasible
1 ) . " -
[Enties| ! v nterface realization) _ eliney_ o «requirementy
' capture_separation_breach
V «refine»

«requirement»
determine_avoidance_measure

| Separation_Breach |

Figure 90: Separation_Breach Service Definition

«component composition service»
Requirement

A

1" «refine»
1

Separation_Breach

Description
This seniice captures the Separation_Breach that needs awidance and ines the to be en. It also monitors the progress in awiding the collision and
whether collision avoidance measures in progress remain feasible given current Awidance_Capability and Constraints.
«activity»
determine_whether_solution_remains_feasible /
Description
Determine whether the Awidance_Measure
remains feasible.
«requirement» : «requirement» I
«activity» L capture_separation_breach < ] identify_progress_of_avoidance_measure <%
. h 1
P | . |
ElEEIE_[Ee e e FoEss Description «refipe» Description «refige»
A . To capture the provided 1 . To identify the progress of
Description - ) | ) N . !
Determine the progress of an Awidance_Measure Separanon_Breach for which ) , Awdange_Measures in addressing the 1
in avoiding a collision. Awidance_Measures are required. \ Separation_Breach. :
1
— L 1
«activity» «requirement» : «requirement» 1
determine_avoidance_solution determine_avoidance_measure <’ identify_avoidance_measure_in_progress_remains- :
— feasible v’
) _ Description Description «refine» - < !
Determine an Awidance_Measure that addresses . To determine the Avoidance_Measure Description «refine»
the Separation_Breach, given the applicable required to awoid a collision (either . To identify if the Avoidance_Measure in
Ruleset and Constraints. coop ively or non-coop ively), or to progress remains feasible given current
exit a separation breach. Awoidance_Capability and Constraints.
«activity» |/

execute_avoidance_solution

Description
Awoid a collision by executing the
Awidance_Measure.

Figure 91: Separation_Breach Service Policy

Separation_Breach

This service captures the Separation_Breach that needs avoidance measures, and determines the
measures to be undertaken. It also monitors the progress in avoiding the collision and whether
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collision avoidance measures in progress remain feasible given current Avoidance_Capability and

Constraints.

Interfaces

Avoidance_Requirement

This interface is the provided Separation_Breach for which Avoidance_Measures are required.

Attributes

vehicle

The Controllable_Vehicle that the requirement applies to, e.g. ownship or a drone.

obstruction

The obstruction with which a Separation_Breach has been identified, e.g. an aircraft
or terrain.

breach_details

Details about the Separation_Breach, e.g. its severity, location, whether self-
detected or externally notified through cooperative means and the standards (e.g.
TCAS) to be applied.

Avoidance_Progress

This interface is the statement of progress against the Separation_Breach.

Activities

determine_requirement_progress

Determine the progress of an Avoidance_Measure in avoiding a collision.

determine_avoidance_solution

Determine an Avoidance_Measure that addresses the Separation_Breach, given the applicable
Ruleset and Constraints.

execute_avoidance_solution

Avoid a collision by executing the Avoidance_Measure.

determine_whether_solution_remains_feasible

Determine whether the Avoidance Measure remains feasible.
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5.4.2.4.7.1.2 Manoeuvre

Manoeuvre «Uses»

Entities
'

Avoidance_Step

Figure 92: Manoeuvre Service Definition

«component composition service»
Solution_Dependency

A

1
Manoeuvre

«refine»

Description
This senvice identifies the manoeuwe-based Awidance_Steps required to fulfil a requirement to avert a collision.

«activity»
identify_manoeuvre_to_be_fulfilled )

Description
Identify the manoeuwe Awidance_Steps to be
fulfilled to achieve the solution.

«activity»
assess_manoeuvre_progress_evidence

Description
Assess the progress evidence and decide if
further manoeuwes need to be performed.

«activity»
assess_manoeuvre_achievability_evidence

Description
Assess the evidence of achievability to
determine if the Awoidance_Measure remains
feasible.

Figure 93: Manoeuvre Service Policy

Manoeuvre

This service identifies the manoeuvre-based Avoidance_Steps required to fulfil a requirement to avert
a collision.

© Crown owned copyright 2025.



PYD/TechStan/V1.0 Page 143 of 1513

Interfaces
Manoeuvre_Measure
This interface is the manoeuvre to be performed by the Controllable_Vehicle.

Attributes

specification The definition of the manoeuvre, e.g. the rate of climb or dive.

temporal _information | Information covering timing, such as start or end times of a climb.

manoeuvre_type The type of manoeuvre required, e.g. climb or dive.

Manoeuvre_Achievement

This interface is the statement of achievement against the Avoidance_Measure.
Activities

identify_manoeuvre_to_be_fulfilled

Identify the manoeuvre Avoidance_Steps to be fulfilled to achieve the solution.
assess_manoeuvre_progress_evidence

Assess the progress evidence and decide if further manoeuvres need to be performed.
assess_manoeuvre_achievability_evidence

Assess the evidence of achievability to determine if the Avoidance_Measure remains feasible.

5.4.2.4.7.1.3 Coordination

Coordination «uses»

Entities
'

Avoidance_Step

Figure 94: Coordination Service Definition
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«component composition service»
Solution_Dependency

A «refine»

1
Coordination

This service identifies the coordination-based Awoidance_Steps required to fulfil a requirement to avert a collision.

Description

«activity»

identify_coordination_measure_to_be_fulfilled }

achieve the solution.

Description
Identify the coordination Awvoidance_Steps to be fulfilled to

«activity»

assess_coordination_achievability_evidence

Description
Assess the evidence of achievability to determine if the
Awidance_Measure remains feasible.

«activity»

assess_coordination_progress_evidence J

Assess the progress evidence and

Description

coordination needs to be performed.

decide if further

Coordination

Figure 95: Coordination Service Policy

This service identifies the coordination-based Avoidance_Steps required to fulfil a requirement to

avert a collision.
Interfaces

Coordination_Measure

This interface is the coordination measures performed with a cooperating vehicle.

Attributes

specification

The definition of the coordination measures to be undertaken, e.g. to request
the obstruction climbs to complement an ownship dive.

temporal_information

Information covering timing, such as start or end times.

obstruction

The Obstruction that is to be coordinated with.

standard

The standard being use for the coordination, e.g. TCAS.

Coordination_Achievement

This interface is the statement of achievement against the Avoidance _Measure.

Activities

identify_coordination_measure_to_be_fulfilled

Identify the coordination Avoidance_Steps to be fulfilled to achieve the solution.
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assess_coordination_progress_evidence
Assess the progress evidence and decide if further coordination needs to be performed.
assess_coordination_achievability _evidence

Assess the evidence of achievability to determine if the Avoidance_Measure remains feasible.

5.4.2.4.7.1.4 Vehicle_Information

Vehicle_Information «uses»

Entities

< ----

Obstruction

S e

Controllable_Vehicle

Figure 96: Vehicle_Information Service Definition

«component composition service»
Information_Dependency

1«<refine»

1
Vehicle_Information

Description
This senvice identifies the information about a vehicle involved in the breach required to determine the necessary
Awidance_Measure.

«activity»
assess_vehicle_information_update

Description
Assess the consumed information updates to decide
whether any further action needs to be taken.

«activity»
identify_required_vehicle_information

Description
Identify information that is required to select, develop
and/or progress an Awidance_Measure.

Figure 97: Vehicle_Information Service Policy

Vehicle_Information

This service identifies the information about a vehicle involved in the breach required to determine the
necessary Avoidance_Measure.
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Interface
Vehicle_Information

This interface is the information about a vehicle involved in the breach.

Attributes
controllability Whether the vehicle is controllable or influenceable, or not.
characteristics Information about the vehicle, e.g. altitude, range, bearing and speed.

temporal_information | Information covering the timing of the information being reported.

certainty The level of confidence in the reported information.

Activities

assess_vehicle_information_update

Assess the consumed information updates to decide whether any further action needs to be taken.
identify_required_vehicle_information

Identify information that is required to select, develop and/or progress an Avoidance_Measure.

5.4.2.4.7.1.5 Feature_Information

Feature_Information «uses»

Entities

v

Obstruction

Figure 98: Feature_Information Service Definition
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«component composition service»
Information_Dependency

N

Feature_Information

«refine»

Description
This senice identifies the information about any features (e.g. terrain or weather) involved in the breach of
separation that is required to determine the necessary Awidance_Measure.

«activity»
assess_feature_information_update

Description
Assess the consumed information updates to decide
whether any further action needs to be taken.

«activity»
identify_required_feature_information _J

Description
Identify information that is required to select, develop
and/or progress an Awoidance_Measure.

Figure 99: Feature Information Service Policy

Feature_Information

This service identifies the information about any features (e.g. terrain or weather) involved in the
breach of separation that is required to determine the necessary Avoidance_Measure.

Interface
Feature_Information

This interface is the information about the feature.

Attributes
feature type The type of feature, e.g. terrain, a building, weather or a no-fly zone.
characteristics Information about the feature, e.g. size or range.

temporal_information | Information covering the timing of the information being reported.

certainty The level of confidence in the reported information.

Activities

assess_feature_information_update

Assess the consumed information updates to decide whether any further action needs to be taken.
identify_required_feature_information

Identify information that is required to select, develop and/or progress an Avoidance_Measure.
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5.4.2.4.7.1.6 Contextual_Information

ConteXtuaI_Information [T -«u-se-s»- o --

Entities

<<|-----

Context

Figure 100: Contextual_Information Service Definition

«component composition service»
Information_Dependency

A «refine»

1
Contextual_Information

Description
This senice identifies operational information necessary to determine the Ruleset applicable to the current
situation, e.g. whether airspace is controlled.

«activity»
assess_contextual_information_update

Description
Assess the consumed information updates to decide
whether any further action needs to be taken.

«activity» )

identify_required_contextual_information

Description
Identify information that is required to select, develop
and/or progress an Awidance_Measure.

Figure 101: Contextual_Information Service Policy

Contextual_Information

This service identifies operational information necessary to determine the Ruleset applicable to the
current situation, e.g. whether airspace is controlled.

Interface

Contextual_Information

This interface is the information about the context in which the breach of separation has occurred.
Activities

assess_contextual_information_update

Assess the consumed information updates to decide whether any further action needs to be taken.
identify_required_contextual_information

Identify information that is required to select, develop and/or progress an Avoidance_Measure.
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5.4.2.4.7.1.7 Constraint
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Assess the current and predicted capability to avoid collisions

| Constraint

Entities

| Constraint |

«refine»

«requirement»
capture_avoidance_constraints

«refine»

«requirement»
determine_avoidance_measure

Figure 102: Constraint Service Definition

«component composition service»

Constraint

A

«refine»

1
Constraint

coordinate with the Obstruction.

Description

This senice assesses the Constraints that limit the ability to avoid Obstructions, e.g. affecting the ability to

«activity»
evaluate_impact_of_constraint

»

Description
Evaluate the impact of the Constraint against the
behaviour that is being constrained, e.g. whether
it is more or less constraining.

«requirement»

«activity»
identify_required_context

determine_avoidance_measure

-

<__—

Description

Description
Identify the context that defines whether the
Constraints are relevant.

. To determine the Awidance_Measure
required to avoid a collision (either

cooperatively or non-cooperatively), or

to exit a separation breach.

«refine»

«requirement»
capture_avoidance_constraints

Description
. To capture provided Constraints that
limit the ability to awoid a collision.

4

— - -

«refine»

Figure 103: Constraint Service Policy

Constraint

This service assesses the Constraints that limit the ability to avoid Obstructions, e.g. affecting the

ability to coordinate with the Obstruction.
Interface

Avoidance_Measure_Constraint

This interface is a constraint on the use of available Avoidance Measures.
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Attributes
constraint_type The type of constraint to be applied to the Avoidance_Measure, e.g.
restricting possible manoeuvres or means of coordination.
specification The definition of the constraint, e.g. restricting climb rate to 5000ft/minute or

preventing transmission of transponder information.

temporal_information | Information covering timing, such as start and end times.

applicable context The context in which the constraint is applicable.
breach A statement that the constraint has been breached.
Activities

evaluate_impact_of_constraint

Evaluate the impact of the Constraint against the behaviour that is being constrained, e.g. whether it
is more or less constraining.

identify_required_context

Identify the context that defines whether the Constraints are relevant.

5.4.2.4.7.1.8 Capability

«refine» > «requirement»
predict_progression_of_avoidance_capability

| Capability I' «interface realization»

«refine» «requirement»
assess_avoidance_capability

Entities

| Avoidance_Capability |

Figure 104: Capability Service Definition
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«component composition service»
Capability

/I\ «refine»

1
Capability

Description
This service assesses the current and predicted capability to determine Avoidance_Measures.

®

«activity»
determine_avoidance_capability

Description
Assess the current and predicted
Awidance_Capability, taking account of system
health and observed anomalies (e.g. normal
behaviour and impacts due to failures, damage, «requirement» !

usage or ageing). assess_avoidance_capability < _’|
Description wrefineb
. To assess the Awidance_Capability

taking account of system health and
obserned anomalies (e.g. normal
behaviour and impacts due to failures,
damage, usage or ageing).

«requirement»
predict_progression_of_avoidance_capability < 7

Description «refine»

. To predict the progression of the
Awvoidance_Capability over time and with
use.

Figure 105: Capability Service Policy

Capability

This service assesses the current and predicted capability to determine Avoidance_Measures.
Interface

Avoidance_Capability

This interface is a statement of the current and predicted capability to determine
Avoidance Measures.

Activity
determine_avoidance_capability

Assess the current and predicted Avoidance_Capability, taking account of system health and
observed anomalies (e.g. normal behaviour and impacts due to failures, damage, usage or ageing).
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5.4.2.4.7.1.9 Capability_Evidence

«uses»

| Capability_Evidence |_

Y

| Manoeuvre_Capability ||
1

\

T T 1

1 1 1

1 1 1
Entities 1 1 y «uses»
¥ 3 |~ =-=-

! 1

1 1

1

[}

|Communication_CapabiIity|

- -

1
1
1
R
1
1
1
1
1 «uses»

N

«uses»

) T

«uses»
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Figure 106: Capability_Evidence Service Definition

«component composition service»

Capability_Evidence

/:\ «refine»

Capability_Evidence

determine its own capability.

Description

This senvice assesses current and predicted capability used by Collision Awoidance and identifies any missing information required to

«activity»
identify_missing_capability_evidence

Description
Identify any additional Capability_Evidence required to

specificity and certainty.

determine the Awidance_Capability to the required level of

«activity»
assess_capability_evidence

Description
Assess the Capability_Evidence to decide whether any
further action needs to be taken.

Figure 107: Capability_Evidence Service Policy
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Capability_Evidence

This service assesses current and predicted capability used by Collision Avoidance and identifies any
missing information required to determine its own capability.

Interfaces

Manoeuvre Evidence

This interface is a statement of the manoeuvre capability evidence.
Coordination_Evidence

This interface is a statement of the coordination capability evidence.
Vehicle_Information_Capability

This interface is a statement of the capability to provide vehicle information that the component relies
upon.

Feature_Information_Capability

This interface is a statement of the capability to provide feature information that the component relies
upon.

Contextual_Information_Capability

This interface is a statement of the capability to provide contextual information that the component
relies upon.

Activities
identify_missing_capability_evidence

Identify any additional Capability_Evidence required to determine the Avoidance_Capability to the
required level of specificity and certainty.

assess_capability_evidence

Assess the Capability Evidence to decide whether any further action needs to be taken.
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5.4.2.4.7.2 Service Dependencies

Collision Avoidance Service DependenciesJ
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Figure 108: Collision Avoidance Service Dependencies
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5.4.2.5 Collision Prediction

5.4.2.5.1 Role

The role of Collision Prediction is to predict collisions between the protected object and hazards such
as terrain, another vehicle, a building or area of extreme weather.

5.4.2.5.2 Overview

Control Architecture

Collision Prediction is a service component as defined in the Control Architecture PYRAMID concept.
Standard Pattern of Use

Collision Prediction will perform a Proximity assessment for a Protected_Object in relation to a
Hazardous_Obiject (such as terrain, a building, another vehicle, or area of extreme weather), taking
into consideration the operational Context, to determine if a Breach has occurred or is expected to
occur.

Examples of Use
Collision Prediction can be used:

. Where there is a requirement to predict collisions between Protected_Objects and
Hazardous_Obijects during the execution phase of a mission.

. As part of an ACAS implementation (with other components).

5.4.2.5.3 Service Summary

| Collision Prediction

Breach O—Ji|

: Breach
Criterion O———_
: ~Object_Information Object
: ~Contextual_Information Context
Hazardous_Object_Provider_Capability

Collision_Prediction_Capability O—————— | : Capabilty  : ~Capability_Evidence —C Protected_Object_Provider_Capability

Context_Provider_Capability

Figure 109: Collision Prediction Service Summary

5.4.2.5.4 Responsibilities
capture_prediction_requirements

. To capture Requirements for collision prediction (e.g. during taxi, transit or air-to-air
refuelling).
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capture_measurement_criteria_for_collision_prediction

. To capture provided Measurement_Criterion/criteria for collision prediction (e.g. confidence of
prediction).

determine_breach

o To determine an actual or predicted Breach.

determine_breach_status

o To determine the status of an actual or predicted Breach, e.g. cleared or active.
identify_rules

. To identify the rules that apply when determining if a Breach has occurred or is predicted.
determine_quality_of_deliverables

. To determine the quality of the collision prediction, measured against given Requirements
and Measurement_Criterion/criteria.

assess_prediction_capability

. To assess the Prediction_Capability taking account of system health and observed anomalies
(e.g. normal behaviour and impacts due to failures, damage, usage or ageing).

identify_missing_information

. To identify missing information that could improve the certainty or specificity of the
Prediction_Capability assessment.

predict_capability_progression

. To predict the progression of the component's Prediction_Capability over time and with use.

5.4.2.5.5 Subject Matter Semantics

The subject matter of Collision Prediction is predicting whether Protected Object Proximity to
Hazardous_Objects will constitute a Breach.

Exclusions
The subject matter of Collision Prediction does not include:
. The avoidance of a collision, only the prediction that one may be imminent.

) The planning of a route to avoid a conflict with terrain or other known Hazardous_Objects.
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| Evidence | | Measurement_Criterion | 1..* 1] Requirement |

measures_satisfaction_of l
1. 1.x 1

*| Mmeasures_assessme nt_of
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Prediction_Capability |1 * Proximity = | Breach |
assesses | based_upon

1
1
1
1
Rule

specifies

specifies

. 1.*
1[ Protected_Object 1 1. Context
|may_collide_with [ applies_to

| *

Hazardous_Object

Figure 110: Collision Prediction Semantics

5.4.2.5.5.1 Entities
Breach

A violation of the acceptable Proximity. For example, an aircraft is too close to a hillside whilst using a
ruleset associated with terrain following, or that an advisory alert is required when another aircraft
crosses a zone boundary.

Context

A condition under which Proximity assessments are to be made, e.g. the current phase of flight,
particular mission activity, or formation.

Evidence
The information (e.g. from transponders, maps, or sensors) that enables Proximity to be determined.
Hazardous_Object

Something that has the potential to breach the acceptable proximity of the Protected_Object, such as
terrain, a building or another vehicle. It can also represent a non-solid entity such as weather or a no-
fly zone.

Measurement_Criterion

A criterion used to measure the success of the component's activities, e.g. confidence or timeliness.
Prediction_Capability

The component's capability to determine an actual or predicted Breach.

Protected_Object

An object for which collisions are being predicted.

Proximity

The current and predicted spatial closeness of the Hazardous_Object to a Protected_Object.
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Requirement

A requirement to perform ongoing collision prediction in a particular Context, e.g. during transit or air-
to-air refuelling.

Rule

A rule that states what constitutes a Breach.

5.4.2.5.6 Design Rationale

5.4.2.5.6.1 Assumptions

. A group of vehicles, including less-capable support drones (e.g. those with fewer or no
sensors) or swarms can be considered a Protected_Object.

. There can be multiple Protected_Objects.

. Information on Hazardous_Obijects that need to be avoided could be provided by multiple
sources, e.g. sensors, Geography and Tactical Objects.

. Rules which define what constitutes a Breach may depend on the Context, e.g. the definition
of a Breach for an aircraft undergoing air-to-air refuelling may differ from a Breach for a
transiting aircraft.

. A vehicle may be both a Protected_Object and a Hazardous_Object. For example, ownship
may be predicted to collide with its support drone.

5.4.2.5.6.2 Design Considerations
Related PYRAMID Concepts
These PYRAMID concepts were specifically taken into account in defining Collision Prediction:

. Data Driving - Prediction algorithms and Breach rules could be data-driven at build time or
later in order to maintain compliance with regulatory standards, etc.

Extensions

. Extensions may be useful for implementing differing ways of determining if a collision may be
imminent, e.g. for different prediction algorithms for avoidance of terrain, of objects in flight or
objects during taxi.

Other Factors that were Taken into Account

. Specific prediction algorithms may be required to conform to regulatory standards, e.g. to
meet FAA Collision Avoidance System logic version "X", thus supporting flight certifiability.
ACAS Il has been considered whilst defining this component, although it does not constrain or
limit the component to only being developed that way.

Exploitation Considerations

. This component may need to understand the characteristics (including dynamics) of the
Protected_Object and Hazardous_Object in order to predict a Breach.
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. Prediction of collisions during ground operations is likely to require a higher resolution
knowledge of object geometry.

. Although it is expected that this component will mostly be used to predict collisions between
an Exploiting Platform and terrain or other vehicles, it could also be used to identify a potential
Breach with non-solid entities, such as an area of extreme weather or a no-fly zone.

. Different levels of Breach may be associated with different levels of prediction accuracy or
alert, e.g. to be aware of a Hazardous_Object coming into Proximity, or to advise immediate
action is required to avoid a collision.

. Rules for collision prediction will need to be tailored for some operational circumstances (e.g.
close formation flying, follow-me taxi, formation take-offs, or tanking). This may be driven by
the currently employed tactics (see the Tasks component).

) Collision Prediction is not involved in the planning phase of a mission lifecycle. Tactical
constraints applied by planning components should be more conservative than the
appropriate Breach definitions, e.g. a terrain-following path should not be planned that will
trigger constant Proximity alerts from this component.

5.4.2.5.6.3 Safety Considerations
The indicative IDAL is DAL B.
The rationale behind this is:

Failure of this component would mean that an impending collision is not detected and so no avoiding
action would be taken. Potential collisions would include:

. Terrain or obstacles.
. Other aircraft (in flight or on the ground).
. Obstructions during operation on the ground.

Whilst failure to deliver this function may conceivably lead to a collision, with the result likely to be loss
of the air vehicle and fatalities, additional failures would have previously occurred to cause the
intended path of the air vehicle to be on a collision course with something. For example, one of the
following expectations not being met:

. The intended path is expected to be planned to maintain separation from terrain and
obstacles.
) When in a region of airspace where the air vehicle is receiving a deconfliction service, ATC

are expected to manage flightpaths so that the host air vehicle maintains separation from
other aircraft.

. When on the ground and under the control of ATC, ATC are expected to manage
groundpaths so that the host air vehicle maintains separation from other aircraft, ground
vehicles and buildings.

This component is therefore considered to be DAL B. This is consistent with the requirements on civil
aircraft for Airborne Collision Avoidance Systems (ACAS).
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Where instances of this component contribute to hazards that are less severe or more reliance can be
placed on other barriers to an accident, then the Exploiting Platform may require a less onerous DAL.

Whilst this component would identify that an avoidance manoeuvre is required, generating the
manoeuvre is the responsibility of the Collision Avoidance component.

5.4.2.5.6.4 Security Considerations
The indicative security classification is O.

This component determines when the Proximity between the Protected_Object and a
Hazardous_Obiject indicates a collision is possible. This is deemed O (and may form part of an ACAS
installation), however the component will need to know the protected object's current speed and
bearing information, etc. the aggregation of which may provide knowledge of performance capabilities
or flight envelope; this data is considered SNEO for military platforms. Additionally, where
determination of incursion into geographical features is performed, including terrain or no-fly zones,
etc. then it seems likely that component will be processing positional information; during everyday
operations performed in civil airspace this is considered O, but may be SNEO whilst on an active
mission. To avoid possible loss of availability when crossing domain boundaries, use of relative,
rather than absolute, positioning data should be explored and care taken to avoid aggregation of data.

The availability (timeliness) and integrity (correctness) of the determined avoidance activities for those
that are required to act on them will need protecting. “Gaming” the prediction function by hostile forces
to invoke a manoeuvre is a concern.

The component may be expected to at least partially satisfy security related functions relating to:

. Identifying Data Sources, supporting the authentication of identified Hazardous_Objects.
Spoofing of transponder transmissions used by a TCAS installation is a particular concern.

. Maintaining Audit Records, providing accountability for any predicted collisions (thus
supporting that of any avoidance manoeuvres), and in support of filing Mandatory Occurrence
Reports, Voluntary Occurrence Reports and Airprox incidents.

. Supporting Safe Operation of safety critical functions (see Safety Considerations) and may
therefore need to be protected to assure continued airworthiness.

) The system is expected to generate Warnings and Notifications in response to detected
breaches, however spurious or excessive notifications may provide awareness of unexpected
activity and therefore possible cyber attack.

The component is not expected to directly implement security enforcing functions, but will rely on the
integrity of externally-sourced information, e.g. from sensors and other ACAS users.
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5.4.2.5.7 Services

5.4.2.5.7.1 Service Definitions

5.4.2.5.7.1.1 Breach

Breach «interface realization»

Entities

«interface realization»

Breach

Breach
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«refine» %capture_prediction_requirements

________ «requirement»
«refine» identify_rules

«requirement»
— = =¥ determine_breach
«refine»
«requirement»
«refine» determine_breach_status

«requirement»

«requirement»

«refine» 4 capture_measurement_criteria_for_collision_prediction

«requirement»

T _«,-ef;]e-»# determine_quality_of_deliverables

Figure 111: Breach Service Definition

«component composition service»
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«activity»
identify_rules

Description
Identify the rules that should be
applied when determining whether a
Breach has occurred or is predicted.
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— «requirement» capture_measurement_criteria_for_collision_-
«activity» determine_breach - . prediction
identify_breach .
Y- — Description «refing» Description
Description . To determine an actual or predicted 1 . To capture provided
Identify an actual or predicted Breach. ! Measurement_Criterion/criteria for
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Figure 112: Breach Service Policy
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This service captures the Requirement to perform collision prediction, and identifies any Breaches
that have occurred or are predicted.
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Interfaces

Criterion

This interface is the Measurement_Criterion associated with a Requirement.

Attributes
property The property to be measured, e.g. timeliness, confidence, or proximity.
value The measured value of the property.
equality The relationship between the value and any limit on the measurement, e.g. less than, or
equal to.
Breach

This interface is the Requirement to perform collision prediction, and the definition of the actual or
predicted Breach.

Attributes
specification The definition of the Requirement, e.g. to perform ongoing collision
prediction for a specific Protected Object and a type of Hazardous Object.
temporal _information | Temporal information, such as the actual or expected time of Breach.
quality The quality of the Breach declaration or prediction, including the confidence
and timeliness.
breach The definition of the Breach that has been identified in response to a
requirement to perform collision prediction, i.e. the Hazardous_Object and
Protected_Obiject that are the subject of the breach, and their Proximity.
breach_status The status of the Breach, e.qg. cleared or live.
breach_severity The severity of the Breach, e.g. traffic advisory or resolution advisory.
location Where the Breach has occurred or is predicted to occur.
Activities

identify_breach

Identify an actual or predicted Breach.

identify_rules

Identify the rules that should be applied when determining whether a Breach has occurred or is

predicted.

determine_whether_prediction_requirement_is_achievable

Determine whether the planned or on-going Requirement is still achievable.
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5.4.2.5.7.1.2 Object_Information

Object_Information «uses»

Entities

Hazardous_Object

<= = = -

%

Protected_Object

Figure 113: Object_Information Service Definition

«component composition service»
Information_Dependency

N

1
Object_Information

«refine»

Description
This senice assesses available data on Hazardous_Objects and Protected_Objects to decide if any
further action needs to be taken.

«activity»
identify_required_information

Description
Identify information on an object that is
required to determine if a Breach has
occurred or is predicted.

«activity»
assess_object_information

|

Description
Assess the object evidence to decide
whether any further action needs to be taken.

Figure 114: Object_Information Service Policy

Object_Information

This service assesses available data on Hazardous_Objects and Protected_Objects to decide if any
further action needs to be taken.

Interface
Object
This interface is the information on the object.

Attributes

object classification Whether the object is a Hazardous Object or a Protected Object.

object type The type of object, e.g. building, aircraft, drone, or ownship.
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location Where the object is located, e.g. latitude / longitude / altitude.

size The size and extent of the object.

kinematic_information | A set of information relating to the object's motion. This may include
trajectory, or be separated into course, speed, acceleration (x/y/z), etc.

quality The quality of the object information, e.g. confidence or resolution.

Activities

assess_object_information

Assess the object evidence to decide whether any further action needs to be taken.
identify_required_information

Identify information on an object that is required to determine if a Breach has occurred or is predicted.

5.4.2.5.7.1.3 Contextual_Information

Contextual_information | (0522 --
Entities

<< ----

Context

Figure 115: Contextual_Information Service Definition

«component composition service»
Information_Dependency

A «refine»

1
Contextual_Information

Description
This service identifies operational information necessary to determine which Rule applies when determining if a
Breach has occurred or is predicted to occur.

«activity»
assess_contextual_information

Description
Assess the update to the situational context to
decide whether any further action needs to be
taken.

«activity»
identify_contextual_information )

Description
Identify contextual information that is required to
determine which Rule applies when determining
if a Breach has occurred or is predicted.

Figure 116: Contextual_Information Service Policy
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Contextual_Information

This service identifies operational information necessary to determine which Rule applies when
determining if a Breach has occurred or is predicted to occur.

Interface
Context

This interface is the information needed to determine which Rule applies when determining if a
Breach has occurred or is predicted.

Activities

assess_contextual_information

Assess the update to the situational context to decide whether any further action needs to be taken.
identify_contextual_information

Identify contextual information that is required to determine which Rule applies when determining if a
Breach has occurred or is predicted.

5.4.2.5.7.1.4 Capability

«refine» «requirement»
""""" assess_prediction_capability

| Capability

«requirement»
predict_capability_progression

Entities

| Prediction_Capability |

Figure 117: Capability Service Definition
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«component composition service»
Capability

fl\ «refine»

1
Capability

Description
This service assesses the capability of the component to identify an actual or predicted Breach.

@

«activity»
determine_capability

Description
Determine the capability of Collision Prediction to
identify an actual or predicted Breach, taking into
account system health and observed anomalies.

«requirement» 1
predict_capability_progression <~ ':
Description «refing»
. To predict the progression of the

component's Prediction_Capability
over time and with use.

[ YR —

«requirement»
assess_prediction_capability z -
— «refine»
Description
. To assess the

Prediction_Capability taking
account of system health and
observed anomalies (e.g. normal
behaviour and impacts due to
failures, damage, usage or ageing).

Figure 118: Capability Service Policy

Capability

This service assesses the capability of the component to identify an actual or predicted Breach.
Interface

Collision_Prediction_Capability

This interface is a statement of the ability of the component to identify an actual or predicted Breach.

Attributes
hazardous_object_type | The type of Hazardous_Objects for which a collision prediction service can
be provided.
coverage An absolute or relative volume in which a collision prediction service can
be provided.
quality The quality of collision prediction service.

Activity
determine_capability

Determine the capability of Collision Prediction to identify an actual or predicted Breach, taking into
account system health and observed anomalies.
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5.4.2.5.7.1.5 Capability_Evidence

Entities

«uses»

Y

Evidence |

V

| Context |
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Figure 119: Capability_Evidence Service Definition

«component composition service»
Capability_Evidence

fl\ «refine»

1
Capability_Evidence

Description
This service assesses capability used by Collision Prediction in order that it can determine its own capability.

«activity»
assess_capability_evidence

»

Description
Assess the capability evidence to decide
whether any further action needs to be taken.

«activity»
identify_missing_capability_evidence

Description
Identify any extra capability evidence required
to determine the Prediction_Capability to the
required level of specificity and certainty.

Figure 120: Capability_Evidence Service Policy

Capability_Evidence

This service assesses capability used by Collision Prediction in order that it can determine its own

capability.
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Interfaces
Hazardous_Object_Provider_Capability
This interface is a statement of the ability to determine the information on the Hazardous_Object.

Attributes

hazardous_object_type | A type of Hazardous_Object on which information can be provided, e.g.
terrain, ground vehicles, or other aircraft.

information_type The type of information that can be provided, e.g. location, speed, or
bearing.

Protected_Object_Provider_Capability
This interface is a statement of the ability to determine the information on the Protected Object.

Attributes

protected object | A specific Protected Object on which information can be provided.

information _type | The type of information that can be provided, e.g. location, speed, or bearing.

Context_Provider_Capability

This interface is a statement of the ability to determine the Context.

Activities

assess_capability_evidence

Assess the capability evidence to decide whether any further action needs to be taken.
identify_missing_capability_evidence

Identify any extra capability evidence required to determine the Prediction_Capability to the required
level of specificity and certainty.
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5.4.2.5.7.2 Service Dependencies

Collision Prediction Service DependenciesJ
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Figure 121: Collision Prediction Service Dependencies
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5.4.2.6 Communication Links

5.4.2.6.1 Role

The role of Communication Links is to establish, maintain and optimise direct communication links
between nodes.

5.4.2.6.2 Overview
Control Architecture

Communication Links is an action component as defined in the Control Architecture PYRAMID
concept.

Standard Pattern of Use

Communication Links will receive a request to determine the feasibility of creating a link to a Node
that meets the specified Link_Requirements. Communication Links will determine if such a link can be
made and the appropriate set of parameters to use from the available Link_Options. The
Link_Options, provided by the Link_Resources are limited by the Pre-conditions and Constraints. The
set of selected Link_Options forms the Link_Solution. If the proposed Link_Solution is acceptable,
Communication Links can then be tasked to establish the Link.

Examples of Use
) Communication Links will be required when communication between vehicles is required.

. Communication Links will be required when communication between a PRA Exploiting
Platform and another platform is required.

5.4.2.6.3 Service Summary

Communication Links

Link_Requirement Q————

Link_Dependency_Requirement

\

Quality_Of_Service O——— |: Link_Requirement : ~Link_Dependency

Link_Achievement Q————

Link_Constraint O—[] : Constraint

Quality_Of_Service

Link_Dependency_Achievement

Link_Dependency_Availability
Link_Capability o_[] : Link_Capability : ~Link_Capability_Evidence

IV

Link_Dependency_Capability

Figure 122: Communication Links Service Summary
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5.4.2.6.4 Responsibilities
capture_link_requirements

. To capture given communication Link_Requirements (e.g. endpoint, throughput, reliability and
latency).

capture_link_measurement_criteria

. To capture the criteria by which Link_Quality will be measured (e.g. reliability, throughput, and
latency) for Link_Solutions.

capture_link_constraints

. To capture given communication link Constraints (e.g. maximum power level and spectrum
usage).

determine_link_solution

. To determine a communication Link_Solution (i.e. a set of Link_Options), which includes the
planning and configuration of the links, that meets the given requirements and Constraints
using available Link_Resources.

determine_quality_of link_performance_solution

. To determine the quality of a proposed communication Link_Solution against given required
Link_Quality (i.e. determine the theoretical performance for a link solution).

determine_if_link_solution_remains_feasible
. To determine the feasibility of a planned or on-going Link_Solution.
identify_link_pre-conditions

. To identify Pre-conditions (e.g. to achieve or maintain a zone with sufficient signal visibility) to
support a communication Link_Solution.

identify_link_performance_deviation

. To identify the deviation from expected performance of a Link_Solution against given criteria.
establish_and_maintain_links

. To establish and maintain a communication Link (including termination).
determine_link_cost

) To determine the Link_Cost of a communication Link_Solution for a given required
Link_Quality (i.e. determining the viability of a link to support a need).

assess_link_capability

. To assess the system Capability to establish and maintain links using available
Link_Resources within given Constraints.

identify_missing_information

) To identify missing information that could improve the certainty or specificity of the link
management Capability assessment (e.g. observability/LoS assessment).
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predict_communication_link_capability_progression

. To predict the progression of the Communication Links component's Capability over time and
with use (i.e. if the communications link is failing, provide predictions on how long the
capability is capable of functioning before it fails).

5.4.2.6.5 Subject Matter Semantics
The subject matter of Communication Links is the communication links between Nodes.
Exclusions

The subject matter of Communication Links does not include:

. The sequence of steps required to operate a specific communication resource.

. The handling or manipulation of any data to be transmitted through the communications link.

. The determination of the line of sight to a communications receiver.

. The determination of the required power signal level to transmit to a communications receiver.
. The correction for platform position when directing antenna.

. Whilst Communication Links will determine how Link_Requirements are met, it does not

determine the need for a Link, which is the subject of another component (e.g. Networks).

Node Constraint

*| connects *

Link_Quality Link_Requirement

has_required 1.*

* has_measured satisfies 1| applies_to

Capability
1% : | restricts_use_of 1 *
Link_Resource 1. 1 1. Link_Option 1. 1 Link_Solution Link_Cost
uses enables consists_of _ has
*| enables contributes_to 1
*| requires «|  results_in

Pre-condition Link

Figure 123: Communication Links Semantics

5.4.2.6.5.1 Entities

Capability

The capability of Communication Links to create or maintain a link.
Constraint

An externally imposed restriction that limits when or how a link can be used (e.g. EMCON, allowed
power and transmission direction in terms of receiver equipment safety).

Link

An established communication link.
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Link_Cost
The cost of providing the link (e.g. power usage or needing to maintain line of sight).
Link_Option

An option that may be selected when establishing or maintaining a communication link (e.g. frequency
band, security, and antenna direction).

Link_Quality

The quality of a link (e.g. a measure of the reliability, and quality of service).

Link_Requirement

A requirement for a communication connection (e.g. Nodes to be connected, latency, and reliability).
Link_Resource

A resource that is used in providing a communication link. This could be a hardware device (e.g. voice
radio, tactical datalink, modem, or antenna) or the additional resources that are needed for their
operation (e.g. power or frequency reservation).

Link_Solution

A selected set of parameters and actions that can be used to establish a new link or maintain an
existing link (e.g. resources that need powering and frequency to operate on).

Node
A source or sink of the communication link (e.g. a ground station or air vehicle).
Pre-condition

A condition that must be true before a link can be established (e.g. maximum distance or lack of
obstacles between nodes).
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5.4.2.6.6 Design Rationale

5.4.2.6.6.1 Assumptions

Communication Links is responsible for controlling the links, but not for handling or
processing the data that traverse those links.

The introduction of any novel types of communication links is expected to occur during the
development process, not during mission fit or mission execution.

The type of capability will be known during mission fit, it is unlikely that during mission
execution that the communication link capability can be significantly improved (e.g. through
the replacement of hardware equipment or component software).

Constraints and limitations of links may be set to conform to policies. Link constraints will also
be defined by the Exploiting Platform and fit.

During mission execution, the availability and usability of the actual communication resources
is likely to change throughout the operation, which has a direct impact on establishing and
maintaining links between nodes.

The component will support and manage the use of link encryption. However this component
will not handle the key material for link cryptography, which will be directed to the
cryptographic devices by the Cryptographic Materials component.

Determination of the required power levels to communicate to a third party is delegated to the
Observability component.

Managing corrections for platform position when directing antennae is delegated to the
Pointing component.

Communication Links will have knowledge of communications configuration, including
channel frequencies and security policies (TRANSEC and COMSEC) where required.

5.4.2.6.6.2 Design Considerations

Related PYRAMID Concepts

These PYRAMID concepts were taken into account when defining Communication Links:

Use of Communications - This specifies how the communication Links between Nodes are
managed by components, such as this one.

Multi-Vehicle Coordination - This PYRAMID concept shows how tasks can be coordinated
across different vehicles. This is useful in coordinating changes to communication links.

Data Driving - This PYRAMID concept specifies the data driving principles to be used when
configuring the Link_Resources.

Extensions

It is not expected that extension components will be needed.

Other Factors that were Taken into Account
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. Communication Links will need to represent the capability of links that are available to the
system.

5.4.2.6.6.3 Safety Considerations
The indicative IDAL is DAL C.
The rationale behind this is:

. Failure of this component may result in the inability to transfer data, between, for example, a
ground based control station and the air vehicle. This is primarily a concern for a UAS, but
may apply to manned air vehicles where some functions are controlled by external users. As
loss of communications can occur frequently for reasons outside of the control of the air
system (e.g. interference due to weather or satellite infrastructure) then the air vehicle will
have been designed to mitigate a loss of communications. For a UAS this would be achieved
by relying on pre-determined automatic or autonomous behaviour. For this failure mode it is
concluded that failure of this component may result a "significant reduction in safety margins",
which has a major severity. Therefore the indicative DAL is C.

This component does not handle the data being transferred. Therefore, this component cannot
corrupt data.

5.4.2.6.6.4 Security Considerations
The indicative security classification is O but will vary according to the datalink.

This component establishes and maintains communication Links between the Exploiting Platform and
other entities; it does not handle the data being communicated. The communications policies and
communications plan (including frequencies etc.) required for tactical datalinks will typically be
SCEO/SNEO, however communications links with entities such as Air Traffic Control (e.g. for CPDLC)
will be O. Instances of this component may therefore be required in differing security domains at each
Node. Loss of confidentiality, integrity or availability of the communications links will have a
detrimental impact on communications capability, and will need appropriate protection.

The component is expected to at least partially satisfy security related functions by:

. Logging of Security Data relating to security options for the connections, excessive use of a
resource or changes to the policies, etc.

. Maintaining Audit Records of links established and broken down during the course of the
mission.
. Supporting Secure Remote Operation by means of establishing and maintaining the control

links necessary.

. Carrying out System Status and Monitoring, poor link performance is a possible indicator of
jamming or DoS cyber attack.

The component is expected to at least partially satisfy security enforcing functions by:

. Preventing Cyber Attacks and Malware; determining actions to mitigate some types of
cyber attacks, such as changing encoding to counter jamming.
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. Securing Communications through the management and application of policies, triggering
changes to frequencies to counter jamming, etc. This component will be cognisant of security
classification in order to select the security options necessary for a particular link, e.g.
whether link encryption is required to maintain confidentiality, although it does not perform the
encryption.

5.4.2.6.7 Services

5.4.2.6.7.1 Service Definitions

5.4.2.6.7.1.1 Link_Requirement

«refine» «requirement»
""""""" >determine_if_link_solution_remains_feasible

«requirement»
identify_link_performance_deviation

A

«interface realization»

-

«requirement»
capture_link_measurement_criteria

Link_Requirement
«requirement»
capture_link_requirements

T
1
1
1 «interface realization» «requirement»
. 1 S e ) . . .
Entities \ refines > determine_link_solution
1
Link_Requirement ! «requirement»
[ T 0000 e i i i i
' relines >determme_qualny_of_lmk_performance_solutlon
Link_Qualit; =
----------- «requirement»
«refine» determine_link_cost

Figure 124: Link_Requirement Service Definition
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«component composition service»
Requirement

A

:«re!ine»

Link_Requirement

Description

This senice i the i ility of a Link_|

given the available Capability and applicable Constraints, determines Link_Solutions and fulfils achievable requirements when instructed.

<activity»
determine_link_solution

Description
Determine a Link_Solution that
satisfies the given
Link_Requirement within

Constraints. This includes

ment_is_achievable ) that meets the given requirements and
| =Y e—| Constraints using available Link_Resources.

and latency) for Link_Solutions.

determining the Link_Quality and «equirement ' requirement < '
Semingiies i eluavan determine_link_solution . sede 2 o p

Link_Cost. i <2 determine_if_link_solution_remains_feasible | «jefine»  JREETED o <‘|
. @@ 1 Description <<reﬂrie» 1 capture_link_measurement_criteria «efine»

T G | . To determine a communication Link_Solution 1 R D(iscf:mlg:\[ - 1 DeSrirtion :

(i-e. a set of Link_Options), which includes . 0 determine the feasibility of a planned or ! To capture the criteria by which Link_Quality | 1

. " ire.. N - . N - 1 -

determine_whether_link_require: the planning and configuration of the links, CogHp U SETED, \ will be measured (e.g. reliability, throughput, | 1

'

: 1

Description . 1
Determine whether a - «requirement» <’ N
Link_Requi i . ' «refine» identify_link_performance_deviation refine»
given Capability and Constraints. «requirement> K
| capture_link_requirements <~ Description
i = «reﬁ,:e» . To identify the deiation from expected
ey Description H performance of a Link_Solution against given
execute_link_solution . To capture given communication ' criteria.
Link_Requirements (e.g. endpoint, H
Description throughput, reliability and latency). 1
Fulfil a Link_Requirement by '
executing a Link_Solution. - 1
«requirement» H

determine_quality_of_link_performance_solution<g +1

) . «kacuwlry? e «refite»
letermine_link_solution_progresg ]
e progresy J |, To determine the quality of a proposed '
Description communication Link_Solution against given 1
Determine the quality and progress required Link_Quality (i.e. determine the 1
of the enactment of a Link_Solution. theoretical performance for a link solution). :
1
- '
«requirement» N
determine_link_cost <’

«refine»

To determine the Link_Cost of a
communication Link_Solution for a given
required Link_Quality (i.e. determining the
viability of a link to support a need).

Description

Link_Requirement

Figure 125: Link_Requirement Service Policy

This service determines the achievability of a Link_Requirement given the available Capability and
applicable Constraints, determines Link_Solutions and fulfils achievable requirements when

instructed.
Interfaces

Link_Requirement

This interface is the Link_Requirement, the associated cost of that requirement, and related timing

information.

Attributes

link_specification

The definition of the needs from a Link, e.g. the Nodes which it connects.

temporal_information

Timing information, e.g. the time to establish a Link.

cost

The Link_Cost of the Link_Solution, e.g. power usage, emissions level, or
limits to movement.

assurance_level

The level of assurance required for a Link, e.g. whether the Link needs to be
approved for safety critical traffic.

Quality_Of_Service

This interface is the measurement criteria for the Link_Quality against which the Link_Solution is
assessed (e.g. a measure of the reliability and quality of service).
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Attributes
latency The level of delay.
loss_level The rate of data being dropped.
jitter level The variability in latency.
throughput | The amount of data that can be sent and received within a specific timeframe.

Link_Achievement

This interface is the statement of achievement against the Link_Requirement, e.g. a link has been
established, maintained or terminated.

Attribute

bandwidth | The amount of traffic supported on a Link.

Activities
determine_link_solution

Determine a Link_Solution that satisfies the given Link_Requirement within Constraints. This includes
determining the Link_Quality and Link_Cost.

determine_whether_link_requirement_is_achievable

Determine whether a Link_Requirement is achievable given Capability and Constraints.
execute_link_solution

Fulfil a Link_Requirement by executing a Link_Solution.
determine_link_solution_progress

Determine the quality and progress of the enactment of a Link_Solution.
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5.4.2.6.7.1.2 Link_Dependency

«uses»

e

«uses»

Link_Dependency |r==========2
T LI
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1 11
1 11
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1 1 N «uses»
Entities 1 | Tmmmmmemmm==a
Y 1
Link_Option :
V
Link_Solution

Figure 126: Link_Dependency Service Definition
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«component composition service»
Solution_Dependency

A

1 «refine»

1
Link_Dependency

Description
This senvice identifies derived requirements to support a Link_Solution, assesses the evidence for achievability and
progress of the Link_Solution and identifies whether the derived requirements can be achieved.

«activity»
assess_link_solution_progress_evidence J

Description
Assess the Link_Solution progress evidence to
decide whether any further action needs to be
taken.

«activity»
assess_link_solution_achievability_evidence J

Description
Assess the evidence for achievability of a
Link_Solution, to decide whether any further action
needs to be taken.

«activity»
identify_link_dependency_requirements_change_J

Description
Identify changes to the derived requirements,
including changes to evidence that is to be

collected.
«activity»
identify_link_dependency_requirements_to_be_—_J
fulfilled
Description

Identify the derived requirements to be fulfilled.

Figure 127: Link_Dependency Service Policy

Link_Dependency

This service identifies derived requirements to support a Link_Solution, assesses the evidence for
achievability and progress of the Link_Solution and identifies whether the derived requirements can
be achieved.

Interfaces
Link_Dependency_Requirement

This interface is a derived requirement (which supports a Link_Solution), the associated cost of that
requirement and related timing information.

Attributes
emissions The required frequency and power emissions, e.g. antenna transmitted
power.
security The required confidentiality, e.g. encryption.
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zone The requirement to achieve or maintain a zone with sufficient signal visibility.

temporal_information | Information covering timing, e.g. start and end times.

Link_Dependency_Achievement

This interface is the statement of achievement against a derived requirement.

Attributes
frequency Frequency related achievement, e.g. the status of a frequency band.
power Power achievement, e.g. the status of the power provision.
security Confidentiality achievement, e.g. the confidentiality level provided.
connection | The status of the Link establishment.
zone The status of the achievement of a zone with sufficient signal visibility.

Quality_Of_Service

This interface is the measurement of the Link_Quality.

Attributes
jitter level The variability in latency.
latency The level of delay.
loss_rate The rate of data being dropped or the level of degradation.
throughput | The amount of data that can be sent and received within a specific timeframe.

Activities
assess_link_solution_achievability_evidence

Assess the evidence for achievability of a Link_Solution, to decide whether any further action needs
to be taken.

assess_link_solution_progress_evidence

Assess the Link_Solution progress evidence to decide whether any further action needs to be taken.
identify_link_dependency_requirements_change

Identify changes to the derived requirements, including changes to evidence that is to be collected.
identify_link_dependency_requirements_to_be_fulfilled

Identify the derived requirements to be fulfilled.
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5.4.2.6.7.1.3 Constraint

Constraint «interface realization»

«refine» > «requirement»
capture_link_constraints

Entities

«<=|- - - -

Constraint

Figure 128: Constraint Service Definition

«component composition service»
Constraint

: «refine»
Constraint

Description
This sernvice assesses the constraints that restrict Communication Links' behaviour with respect to determining and
enacting a Link_Solution.

«activity»
evaluate_impact_of_constraint

Description ——-)

Evaluate the impact of Constraint details
against the aspect of Communication Links
behaviour that is being constrained, e.g.
whether it is more or less constraining.

1
)

«requirement»

«activity» capture_link_constraints <’
identify_required_context Description «refines
Description _) . To capture given communication link

Constraints (e.g. maximum power

Identify the context which defines whether the
level and spectrum usage).

Constraints are relevant.

Figure 129: Constraint Service Policy

Constraint

This service assesses the constraints that restrict Communication Links' behaviour with respect to
determining and enacting a Link_Solution.

Interface
Link_Constraint

This interface is a Constraint which limits the component's behaviour to establish or maintain a link,
for example emission control limits.

Attributes

emissions An emissions constraint, e.g. the maximum power level usage or disallowed
frequency range.
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temporal_information | Timing information pertaining to the periods of time when a constraint will be
applicable, e.g. applicable for 30 minutes in an hour's time.

spatial_context The spatial information for the zones in which a constraint is applicable or a
constraint on the transmission direction (e.g. for receiver equipment safety).

breach A statement that the constraint has been breached, e.g. that an emission
has exceeded current constraints limits.

Activities
evaluate_impact_of_constraint

Evaluate the impact of Constraint details against the aspect of Communication Links behaviour that is
being constrained, e.g. whether it is more or less constraining.

identify_required_context

Identify the context which defines whether the Constraints are relevant.

5.4.2.6.7.1.4 Link_Capability

«refine» > «requirement»
assess_link_capability

| Link_Capability |_ «interface realization»

«refine» «requirement»
predict_communication_link_capability_progression

Entities

| Capability |

<o - - -

Figure 130: Link_Capability Service Definition
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«component composition service»

Capability

A

1
1refine»

1
Link_Capability

of interest.

Description

This senice assesses and reports the Communication Links Capability to create or maintain a Link_Solution between the Nodes

¢

«activity»
determine_link_capability

Description

ageing).

Assess the Capability of the component, taking account of
system health and observed anomalies (e.g. normal
behaviour and impacts due to failures, damage, usage or

«requirement»
assess_link_capability

- —

<__l

Description
To assess the system Capability to establish
and maintain links using available
Link_Resources within given Constraints.

«refinem

«requirement»

predict_communication_link_capability_progression

’

Description
To predict the progression of the
Communication Links component's Capability
over time and with use (i.e. if the
communications link is failing, provide
predictions on how long the capability is
capable of functioning before it fails).

«refine»

Figure 131: Link_Capability Service Policy

Link_Capability

This service assesses and reports the Communication Links Capability to create or maintain a

Link_Solution between the Nodes of interest.

Interface

Link_Capability

This interface is the statement of the Capability provided by Communication Links to create or

maintain a Link_Solution.

Attributes

link_availability

The availability of specific Links between Nodes.

movement).

reliability The likelihood for the Link to be maintained.
bandwidth The maximum amount of traffic that can be supported on a Link.
cost The cost of the Link capability (e.g. power usage, emissions level, or limits to
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Activity
determine_link_capability

Assess the Capability of the component, taking account of system health and observed anomalies
(e.g. normal behaviour and impacts due to failures, damage, usage or ageing).

5.4.2.6.7.1.5 Link_Capability_Evidence

Link_Capability_Evidence «uses»

.o «uses»

Entities

Link_Option

o === == -

Figure 132: Link_Capability Evidence Service Definition

«component composition service»
Capability_Evidence

1 .
1 «refine»

Link_Capability_Evidence

Description
This senvice determines the state of capabilities that this component depends on, and identifies any missing
information required to determine its own capability.

«activity»
assess_link_capability_evidence

Description
Assess the capability evidence to decide
whether any further action needs to be taken.

«activity»
identify_missing_link_capability_evidence

Description
Identify any extra capability evidence required
to determine the Capability to the required
level of specificity and certainty.

Figure 133: Link_Capability Evidence Service Policy
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Link_Capability_Evidence

This service determines the state of capabilities that this component depends on, and identifies any
missing information required to determine its own capability.

Interfaces
Link_Dependency_Availability

This interface is a statement of the availability of limited resources needed in order for the component
to determine its own capability.

Attributes

frequency_availability | The available frequency bands.

resource_availability | The availability of non-consumable resources (e.g. a radio or antenna).

security_mechanism | The availability of provision of Link security.

temporal_information | Information covering timing of the capability, e.g. the availability of the
capability.

Link_Dependency_Capability

This interface is a statement of the capability to assess qualities required for a Link and the capability
of resources to achieve a Link.

Attributes

assessment_capability A statement of the ability to determine qualities required for a Link, e.g.
the observability between Nodes.

connection_achievability | A statement of the capability of Link providing resources, e.g. the
frequency capabilities available at a Node.

Activities

assess_link_capability_evidence

Assess the capability evidence to decide whether any further action needs to be taken.
identify_missing_link_capability_evidence

Identify any extra capability evidence required to determine the Capability to the required level of
specificity and certainty.
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5.4.2.6.7.2 Service Dependencies
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Figure 134: Communication Links Service Dependencies
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5.4.2.7 Communicator

5.4.2.7.1 Role

The role of Communicator is to provide an interface to manage communication resources.

5.4.2.7.2 Overview

Control Architecture

Communicator is a resource component as defined in the Control Architecture PYRAMID concept.
Standard Pattern of Use

When there is requirement to use a Communicator_Resource (for example send or receive a
transmission using a transceiver) by the Exploiting Platform, Communicator will determine how best to
achieve the action with the available resources. Communicator will then use the selected resources to
enact the solution. Communicator can also monitor the communication resources whilst the solution is
being enacted to report progress.

Examples of Use

Communicator will be used whenever a communication related activity forms part of a deployment,
such as:

) Receiving by or sending from the Communicator_Resource by the Exploiting Platform (for
example using a line of sight radio link or a transponder).

. Determining the direction of a transmission (for example signal lock).

5.4.2.7.3 Service Summary

Communicator

Achievement Q—"
Transmission_Requirement O : Requirement |
|: _C Communicator_Resourcing_Achievement

Quality_of_Service Qm———_ ) )
: ~Communicator_Resourcing

|

Communicator_Resourcing_Request

Transmission_Constraint O_[:l : Constraint

Communication_Capability O_[E . Capabilty ~ : ~Capability_Evidence I:H—( Resource_Availability

Figure 135: Communicator Service Summary

5.4.2.7.4 Responsibilities
capture_requirements_for_communicator_resources

. To capture provided Requirements (e.g. power, latency, loss rate, direction and throughput)
for the use of Communicator_Resources.
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capture_constraints_for_communicator_resources

. To capture provided Constraints for use of Communicator_Resources (e.g. maximum power
or frequency).

determine_transmission_sequence

. To determine a Transmission_Sequence for the use of Communicator_Resources that will
meet given Requirements, including forward error correction, frequency migration, frequency
and spatial diversity.

identify_transmission_sequence_remains_feasible

. To identify if a Transmission_Sequence in progress remains feasible given current
Communicator_Resources.

coordinate_use_of_resources

) To coordinate the use of Communicator_Resources (e.g. determining signal direction
including signal lock).

manage_transmissions

. To manage incoming and outgoing Transmissions to an external entity, including initiation and
termination (e.g. transceiver handshaking, keep-alive and timing synchronisation).

identify_progress_of_transmission_sequence

. To identify the progress of a Communicator_Resource Transmission_Sequence against the
Requirements.

determine_quality_of transmission_sequence

. To determine the quality of a Communicator_Resource Transmission_Sequence against a
given Quality_of Service.

determine_quality_of transmission

. To determine the quality of the Transmission provided by Communicator _Resources during
execution, measured against the given Requirements and Quality_of Service.

assess_communicator_resource_capability

. To assess the Capability provided by Communicator_Resources, taking account of system
health and observed anomalies (e.g. normal behaviour and impacts due to failures, damage,
usage or ageing).

identify_missing_information

. To identify missing information that could improve the certainty or specificity of the
Communicator_Resource Capability assessment.

predict_capability_progression

. To predict the progression of the Communicator_Resources' Capability over time and with
use.
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5.4.2.7.5 Subject Matter Semantics

The subject matter of Communicator is the resources that enable communications.

Exclusions

The subject matter of Communicator does not include:

. Encryption, including the frequency selection of frequency hopping and scramble techniques.
. Planning and knowledge of "possible links".
o Knowledge of "multiple nodes".
. Initial directivity of connections.
) The determination of mitigation for degradation of communications.
. Predicting link loss.
] applies_to
*|is_constrained_by 1..*| satisfies
*1 limits

*[Communicator_Function| 1..*
provides uses  contributes_to

uses :

1

1

1
Capability

results_in *

relies_on

Dependency

Figure 136: Communicator Semantics

5.4.2.7.5.1 Entities

Capability

* [Transmission_Sequence

Transmission

measured_against
*

*
Quality_of_Service
*

measured_against

A piece of communications functional capability that can be provided by the

Communicator_Resources.

Communicator_Function

An operation that can be performed by the Communicator_Resource (for example being able to send

or receive a transmission).

Communicator_Resource

A resource that can be used by the Communicator component, e.g. transmitters, receivers or

transceivers.

Constraint

An externally imposed restriction that limits when or how a Communicator_Function can be used.

Dependency

Something that the component may rely on to successfully perform its Transmission_Sequence (e.g.

power and cooling needs to support a Communicator_Function).
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Quality_of_Service

The quality of Transmission_Sequence and Transmission that will be measured, e.g. delay, signal-to-
noise ratio, error rate, throughput, or received power.

Requirement

A demand for the Communicator component to achieve a communication action, e.g. transmission
direction, or radio communication set to a particular channel.

Transmission

What is transmitted or received as part of the communication Transmission_Sequence, e.g. the data
exchanged.

Transmission_Sequence

The sequence of steps needed to be taken, using the available Communicator_Functions, in order to
satisfy the Requirement(s) (e.g. synchronisation, a transmission, termination of a transmission, or
signal lock).

5.4.2.7.6 Design Rationale

5.4.2.7.6.1 Assumptions

. Communicator will have knowledge of the communications configuration, including channel
frequencies and security policies (TRANSEC and COMSEC) where required.

. Communications will require high integrity and availability checking.

. Communicator will be aware of any available fine tuning capabilities, and be able to provide
feedback.

. Radio interference (including jamming) may be detected by this component, but resultant

actions will be determined by another component.

5.4.2.7.6.2 Design Considerations
Related PYRAMID Concepts
These PYRAMID concepts were specifically taken into account in defining Communicator:

. Interaction with Equipment - This PYRAMID concept specifies how this component supports
new and different pieces of equipment to interact with the system.

) Use of Communications - This PYRAMID concept specifies how communications are
managed by components such as this one.

Extensions
The Communicator component may be implemented using extensions to cater for:
. Alternative link protocols.

. Alternative signal processing algorithms (including frequency hopping).
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° Alternative rule sets for forward error correction.
Exploitation Considerations

. Define clear demarcation of the function of the component and equipment under its control.

5.4.2.7.6.3 Safety Considerations
The indicative IDAL is DAL B.
The rationale behind this is:

. This component provides information to ATS and proximate aircraft relating to identity,
location and emergency codes by interfacing directly with equipment (e.g. transponders). A
failure of the component would result in loss of or erroneous transmission of data to ATS and
proximate aircraft, increasing the risk of mid-air collision. This is considered a "large reduction
in safety margins" (critical severity) and so the indicative IDAL is DAL B. This is consistent
with the requirements on civil aircraft ADS-B or transponder systems.

Communication may use transmitters that may cause harm or damage to nearby people or objects.
However, inadvertent transmission is not expected to result in a more onerous DAL for this
component. This is because:

. Low power transmitters are expected to cause no worse than minor injury if ground crew are
directly radiated. DAL C is appropriate for this major severity hazard.

) Where low power transmitters can cause more severe accidents in particular circumstances
(e.g. whilst installing Electronic Explosive Devices (EEDs) during stores loading), it is
expected that transmissions would be prevented by removing electrical power to transmitting
hardware.

. If more powerful transmitters were used by this component, potentially leading to more severe
consequences, it is expected that the Interlocks and Authorisation components would inhibit
transmissions, whilst the air vehicle is in the wrong configuration or in the wrong location,
independently of this component.

Where instances of this component contribute to hazards that are less severe or more reliance may
be placed on other barriers to an accident, then the Exploiting Platform may require a less onerous
DAL. For example, where this component is used to communicate between a UAV and UCS the
indicative IDAL is expected to be DAL C.

5.4.2.7.6.4 Security Considerations
The indicative classification is O but may vary according to the communicator capability.

This component manages the Communicator_Resources available to the Exploiting Platform. It does
not select communications policies or frequencies, etc. but they will be applied as directed. To the
extent these are applicable in use, these are considered O, as will all clear communications with
entities such as air traffic control. However, in mission planning, future frequency use may be
considered SNEO and therefore have different confidentiality requirements. Instances of this
component may therefore be required in differing security domains. Loss of confidentiality, integrity or
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availability of the communicator resources will have a detrimental impact on mission capability, and
will need appropriate protection.

The component is expected to at least partially satisfy security related functions by:

. Supporting Safe Operation of safety critical functions (see Safety Considerations) and may
therefore need to be protected to assure continued airworthiness.

o Providing System Status and Monitoring of QoS, configuration and error correction, etc.
This component may detect and react to some radio interference, however it will not analyse
and counter an attack by moving to a different frequency spread in the event of jamming.

The component is expected to at least partially satisfy security enforcing functions by:

. Protecting Integrity of Data using techniques such as forward error correction to maintain
data accuracy and completeness.

. Securing Communications through the application of provided security measures to achieve
low probability of detection or interception, etc.

5.4.2.7.7 Services

5.4.2.7.7.1 Service Definitions

5.4.2.7.7.1.1 Requirement

«interface realization» «refine» «requirement»
identify_progress_of_transmission_sequence

Requirement «interface realization» ) CIEUIEIEE
=> capture_requirements_for_communicator_resources

«requirement»
determine_quality_of_transmission_sequence

» «requirement»
determine_quality_of_transmission

1

1

1

1

1

1

1

1

Entities 1

V
Quality_of_Service

Figure 137: Requirement Service Definition
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«component composition service»
Requirement

mains_feasible B

Description
Determine whether a planned or executing

Transmission_Sequence fulfilment remains feasible

«requirement»
determine_quality_of_transmission

)
Icrefine»
1
Requirement
Description
is senvice receives i i e i ity of i placed on i o perform a ication activity (e.g. sending or receiving a transmission, or steering the
Thi thy f laced t rfol tivity i t t th
signal direction) and reports the quality of senice being provided.
«activity»
coordinate_transmission_sequence
Description
Fulfil a Requirement by executing a
Transmission_Sequence using
Communicator_Resources.
] «requirement» :
«activity» «requirement» 1 |identify_progress_of_transmission_- N «requirement» :
. . . R § 1 sequence . 5 4 -
determine_communicator_solution_progress capture_requirements_for_communicator- 1 q << determine_gquality_of_transmission_- ':
Description LS <’ PES!?flptIOn «refine» sequence <"
Determine the Quality_of_Senvice and progress of Description «refine» © To identify the progress of Description «refina»
the ofa . To capture provided a Cnmn:\urglcamr_Resource . To determine the quality of !
against the Requirement. Transmission_Sequence N 1
Requirements (e.g. power, against the Requirements a Communicator_Resource 1
latency, loss rate, direction and 9 a : Transmission_Sequence '
<activity» throughput) for the use of against a given 1
. . Communicator_Resources. Quality_of_Senice 1
determine_whether_tr re: Huis 3 H
1
1
1
i

2 5 o Description "
given current or predicted Capability and P «refine»
o, . To determine the quality of

the Transmission provided
= by
«aCt'V'tlf’) ' Communicator_Resources
determine_communicator_solution during execution,

Description

the given Requirement at the required
Quality_of_Senvce within given Constraints.

Determine a Transmission_Sequence that satisfies

measured against the given
Requirements and
Quality_of_Seniice.

Requirement

Figure 138: Requirement Service Policy

This service receives Requirements, determines the achievability of Requirements placed on
communicator to perform a communication activity (e.g. sending or receiving a transmission, or
steering the signal direction) and reports the quality of service being provided.

Interfaces

Achievement

This interface is the statement of achievement against the Requirement.

Attribute

utilisation | The actual level of usage of Communicator_Resources.

Transmission_Requirement

This interface is the transmission requirement, e.g. to send or receive a transmission, switch
frequency, or transmit in a particular direction.

Attributes

transmission_setting

The required settings for a Transmission, e.g. a particular channel,
frequency or power.

temporal_information

The time period over which a Transmission is to be made or over which
receipt of a possible Transmission is allowed.

communication data

The volume of data to be transmitted using the Communicator_Resource.

assurance_level

The level of assurance required of a Transmission, e.g. whether the
communication needs a specified level of protection.
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direction The direction in which a signal needs to be steered.

prioritisation The priority of the data to be transmitted.

Quality_of_Service

This interface is the quality of service associated with a transmission requirement, e.g. drop rate,
latency, or signal-to-noise ratio.

Attributes

loss_rate | The rate of data being lost in a Transmission, e.g. packet loss, or being unable to
interpret a received signal due to attenuation or signal-to-noise ratio.

latency The level of delay of a Transmission.
jitter The variability in delay of delivery.
Activities

determine_communicator_solution

Determine a Transmission_Sequence that satisfies the given Requirement at the required
Quality_of Service within given Constraints.

determine_communicator_solution_progress

Determine the Quality_of Service and progress of the enactment of a Transmission_Sequence
against the Requirement.

determine_whether_transmission_sequence_remains_feasible

Determine whether a planned or executing Transmission_Sequence fulfilment remains feasible given
current or predicted Capability and Constraints.

coordinate_transmission_sequence

Fulfil a Requirement by executing a Transmission_Sequence using Communicator_Resources.
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5.4.2.7.7.1.2 Communicator_Resourcing

|Com municator_Resourcing I_«uses»

«uses»

Entities

| Dependency

G === == - =

Figure 139: Communicator Resourcing Service Definition

«component composition service»
Solution_Dependency

A

1
wrefine»

1
Communicator_Resourcing

Description
This senvice identifies the resource needed to support the physical operational needs of the Communicator_Function (e.g. power or cooling).

«activity»
identify_communicator_resourcing_requests

Description
Identify the derived requirements for resources needed to support the
Communicator_Function.

«activity»
identify_communicator_resourcing_request_change

Description —J

Identify changes to the requested resource that have been placed
outside of the component, including changes to evidence that is to be
collected.

«activity»
assess_communicator_resourcing_derived_requirement_evidence

Description _J

Assess the evidence of achievability for the requested resource to
decide whether any further action needs to be taken.

«activity»
assess_communicator_resourcing_progress_evidence

Description
Assess the progress against the requested resource to decide whether _J
any further action needs to be taken.

Figure 140: Communicator Resourcing Service Policy

Communicator_Resourcing

This service identifies the resource needed to support the physical operational needs of the
Communicator_Function (e.g. power or cooling).
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Interfaces
Communicator_Resourcing_Request

This interface is the request for allocation of a resource (e.g. power or cooling, how much and by
when).

Attributes

resource The resource being requested (e.g. power or cooling).

temporal_information | Information covering timing for the requested resource, such as start and
end times. This might include segments of a requested time window that
must not be interrupted.

usage_profile The quantity of resource requested for use, e.g. a one-off amount or a
variable amount, an example being 10 kW for a specified period of time.

requesting context The information that identifies the source or reason for the request.

resource_allocation The actual allocated resource quantity required to meet the usage profile.

Communicator_Resourcing_Achievement

This interface is the statement of achievement against the resource request.

Activities

identify_communicator_resourcing_requests

Identify the derived requirements for resources needed to support the Communicator_Function.
identify_communicator_resourcing_request_change

Identify changes to the requested resource that have been placed outside of the component, including
changes to evidence that is to be collected.

assess_communicator_resourcing_derived_requirement_evidence

Assess the evidence of achievability for the requested resource to decide whether any further action
needs to be taken.

assess_communicator_resourcing_progress_evidence

Assess the progress against the requested resource to decide whether any further action needs to be
taken.

5.4.2.7.7.1.3 Constraint

«refine» «requirement»

capture_constraints_for_communicator_resources

| Constraint

«refine>, «requirement»
determine_transmission_sequence

Entities

| Constraint |

< |- - - - -

Figure 141: Constraint Service Definition
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«component composition service»
Constraint

N

I «refine»
1

Constraint

This senice assesses Constraints being externally imposed onto Communicator.

Description

«activity»

evaluate_impact_of_constraint _J

Description

Communicator_Function and
Transmission_Sequence.

Evaluate the impact of a Constraint on a

«activity»

identify_required_context

1
!
A

«requirement»
capture_constraints_for_communicator_resources << -

Description

Constraint is relevant.

Identify the context which defines whether a

Description «refinds

. To capture provided Constraints for use of
Communicator_Resources (e.g. maximum power

Constraint

or frequency).

«requirement»
determine_transmission_sequence < - 7

Description «refine»
. To determine a Transmission_Sequence for the
use of Communicator_Resources that will meet
given Requirements, including forward error
correction, frequency migration, frequency and
spatial diversity.

Figure 142: Constraint Service Policy

This service assesses Constraints being externally imposed onto Communicator.

Interface

Transmission_Constraint

This interface is a Constraint placed upon a Transmission, e.g. a frequency band or channel that
cannot be used for transmissions, a maximum transmission power, or allowable signal beam width.

Attributes

transmittable frequency

A limit on which frequencies are permitted to be used for Transmission.

power_usage

A limit on the amount of power the Communicator_Resource can use.

transmission_restriction

A restriction on Transmissions, e.g. a limit on the radiated power, or
preventing all but essential Transmission.

resource_limitation

A limitation on which Communicator_Resource can be used, e.g. only
equipment on one side of the platform due to a sensor being used on the
other side.

applicable context

The context in which the Constraint is applicable.

breach

A statement that a Constraint has been breached.
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Activities

evaluate_impact_of_constraint

Evaluate the impact of a Constraint on a Communicator_Function and Transmission_Sequence.
identify_required_context

Identify the context which defines whether a Constraint is relevant.

5.4.2.7.7.1.4 Capability

«refine» «requirement»
assess_communicator_resource_capability

«refine» «requirement»
predict_capability_progression

«refine» «requirement»
identify_missing_information

Entities
Capability

Figure 143: Capability Service Definition

«component composition service»
Capability

. i

1 «refine»

1
Capability

Description
This service assesses the current and predicted capability of Communicator.

hd

«activity»
determine_capability

Description
Assess the current Capability to carry out
Transmissions using Communicator_Resources.

«requirements
assess_communicator_resource_capability

Description < _ !

o To assess the Capability provided by «refined
Communicator_Resources, taking account of system

health and observed anomalies (e.g. normal behaviour

and impacts due to failures, damage, usage or ageing).

«requirement»

predict_capability_progression - -
Description «refineb>
o To predict the progression of the
Communicator_Resources' Capability over time and
with use.

[ S

«requirement»

identify_missing_information < -
«refine»

Description
o To identify missing information that could improve the
certainty or specificity of the Communicator_Resource
Capability assessment.

Figure 144: Capability Service Policy
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This service assesses the current and predicted capability of Communicator.

Interface

Communication_Capability

This interface is a statement of the capability of Communicator to establish, maintain, and utilise

communications.

Attributes

bandwidth

The maximum amount of traffic that can be supported.

communication_availability

The availability of specific Communicator_Resource(s) able to be used
for communications.

reliability The reliability of a communication, e.g. the likelihood for the signal to
remain directed such that a Transmission is maintained.
cost The cost of the communication capability (e.g. the power needs of a
specific resource).
Activity

determine_capability

Assess the current Capability to carry out Transmissions using Communicator_Resources.

5.4.2.7.7.1.5 Capability Evidence

Capability_Evidence L m m o'c’; = ==

«uses»

Entities

< [= = == -

Communicator_Resource

Figure 145: Capability_Evidence Service Definition
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«component composition service»
Capability_Evidence

/l\ «refine»

1
Capability_Evidence

Description
This service consumes current and predicted communication evidence to determine the current and potential
capability of Communicator, and identifies any missing information required to determine its capability.

«activity»
assess_capability_evidence J

Description
Assess the capability evidence to decide
whether any further action needs to be taken.

«activity»
identify_missing_capability_evidence J

Description
Identify any extra capability evidence required
to determine the Capability to the required level
of specificity and certainty.

Figure 146: Capability_Evidence Service Policy

Capability_Evidence

This service consumes current and predicted communication evidence to determine the current and
potential capability of Communicator, and identifies any missing information required to determine its
capability.

Interface
Resource_Availability

This interface is a statement of capability evidence relating to resource requests supporting the
physical operational needs of the Communicator_Function (e.g. power or cooling).

Attributes

resource_type The specific resource type (e.g. power or cooling) to which capability
statements apply.

temporal_information | Timing information related to the availability of a resource, e.g. how long
power capacity will be available for.

Activities

assess_capability _evidence

Assess the capability evidence to decide whether any further action needs to be taken.
identify_missing_capability_evidence

Identify any extra capability evidence required to determine the Capability to the required level of
specificity and certainty.
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Figure 147: Communicator Service Dependencies
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5.4.2.8 Conflict Resolution

5.4.2.8.1 Role

The role of Conflict Resolution is to resolve conflicts between requirements and constraints through a
process of brokering and arbitration.

5.4.2.8.2 Overview

Control Architecture

Conflict Resolution is a service component as defined in the Control Architecture PYRAMID concept.
Standard Pattern of Use

Conflict Resolution receives a request for resolution of a Conflict from a Recipient of conflicting
Demands that cannot be resolved locally by the Recipient. Conflict Resolution determines the
approach to resolving the Conflict, in accordance with the defined resolution Scheme, given the
current Context and Resolution_Constraints. Conflict Resolution identifies the Originators whose
Demands result in the Conflict and, in accordance with the resolution Scheme, requests that one or
more Demand Originators attempt to refine their solution. Subject to successful refinement, Conflict
Resolution subsequently receives notification that the Conflict is resolved.

Where a Conflict cannot be resolved through the brokering process described above, Conflict
Resolution seeks arbitration from an Arbitration_Authority. According to the nature of the Conflict and
the Context, Conflict Resolution itself may act as the Arbitration_Authority in accordance with the
defined resolution Scheme.

Examples of Use

Conflict Resolution will be used in any system where the system may receive conflicting demands, or
where conflicting demands may emerge between components in the system, for example:

. Where two Demands relating to the state change of an aircraft are conflicting, the higher level
requirements forming the root cause of the conflict can be identified allowing for the arbitration
of the conflicting higher level requirements and an appropriate state change to be determined.

. Where two activities generate routing requirements that result in a combined route exceeding
the available fuel budget, a brokering process may be used to seek modification of the
activities in a way that enables a viable route to be established.

. Where two activities result in conflicting zonal constraints (such as due to maintaining a
separation distance from hostile vehicles to avoid detection) that prevent the generation of a
viable route, a brokering process may be used to seek modification of the activities in a way
that enables the zonal constraints to be removed or sufficiently reduced in size.

. Where a constraint on transmission, in a particular timeframe, to prevent interference with a
sensing activity, makes a communications requirement unachievable, a brokering process
may be used to seek refinement of the communications and sensing solutions so that both
Demands can be achieved.
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. Where a predefined 'high priority' activity needs to interrupt a mutually exclusive lower priority
ongoing activity, Conflict Resolution may act as the Arbitration_Authority, allowing the high
priority activity to occur (e.g. collision avoidance manoeuvres would take priority over the
planned mission flight path).

. Where fundamentally incompatible Demands are placed on an air vehicle, such as the need
to be at one place at one time and another place at a different time, that is fundamentally
unachievable due to the maximum velocity capability of the vehicle. Alternatively, the
Demands may not be fundamentally incompatible, but cannot both be achieved within the
operating conditions, such as where the vehicle velocity is limited by the current
environmental Context. In either case the relevant user may be required to act as
Arbitration_Authority on which request should be satisfied.

5.4.2.8.3 Service Summary

Conflict Resolution

) . | “—C Brokering
Conflict_Resolution_Request Q=

. : Conflict_Resolution : ~Resolution_Activity —C Arbitration
Achievement Q———

Achievement

Mission_Context

Constraint O—[] - Constraint : ~Contextual_Information —C Platform_Context
r
A\

Environment_Context

T

Capability O—[ﬁ : Capability . ~Capability_Evidence
L]

Figure 148: Conflict Resolution Service Summary

Context

Resolution_Activity_Capability

5.4.2.8.4 Responsibilities

capture_conflicts

. To capture requirements and requirement relationships for Conflict resolution.
capture_constraints

. To capture Resolution_Constraints on the brokering and arbitration of Conflicts.
determine_applicable_scheme

. To determine the applicable Scheme to apply to resolve a Conflict.
monitor_progress

. To monitor the progress of a Conflict resolution.

arbitrate_resource_conflicts

. To arbitrate on a Conflict in accordance with the applicable Scheme.
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coordinate_conflict_resolution

. To coordinate the activities required to broker and arbitrate a resolution to a Conflict in
accordance with the applicable Scheme and Context.

assess_capability
. To assess the Capability of the component to broker and arbitrate Conflicts.
identify_missing_information

. To identify missing information that could improve the certainty or specificity of the
components capability assessment for being able to broker and arbitrate Conflicts.

5.4.2.8.5 Subject Matter Semantics

The subject matter of Conflict Resolution is the processes and rules for brokering and arbitration of
Conflicts between Demands on Recipients.

Exclusions

The subject matter of Conflict Resolution does not include:

. The solutions ultimately generated by Recipients.
. The identification of conflicting demands.
. Approaches to the resolution of conflicting demands that fall entirely within the subject matter

of a single component (e.g. a Recipient resolving the conflict by changing its solution to one
that is able to satisfy all demands placed on it).

Note: All components have the responsibility to attempt to revise their approach to satisfying
individual demands as needed so that they can satisfy all demands placed upon them. Only where
this is not practical, because of a Conflicting Demand, is the subject matter of Conflict Resolution
applicable to invoke strategies that result in modification to those demands or result in the most
important demand(s) being identified to take precedence.

= Arbitration_Authority |*
acts_as I"" defines |Reso|ution_Constraint

*

0.1 * * limits_the_application_of J
| Originator | | Capability 1.* 1.* Scheme

id * influences_the_application_of
provides

1.* 1.* 1.* W

*

is_the_ability_to_resolve

generates * 1.#| defines_how_to_resolve | Context
1+ I B Conflict |
Demand * conflicts_with
*

requests_resolution_of
*

1| is_received_by

Recipient |1

Figure 149: Conflict Resolution Semantics
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5.4.2.8.5.1 Entities
Arbitration_Authority

An authority for making arbitration decisions, e.g. a common Originator of Demands, an operator, or
this component.

Capability

The range of Conflicts that can be resolved (in terms of the Recipients involved, the required
Arbitration_Authority and other relevant factors).

Conflict

The inability to satisfy a Demand as a result of one or more other Demands (including two or more
Demands being fundamentally incompatible).

Context

Information that influences the process of brokering and arbitration. For example, the state of the
mission, platform or environment.

Demand

A requirement or constraint placed on a Recipient that the Recipient is attempting to satisfy or comply
with.

Originator
The source of a requirement that, directly or indirectly, results in a Demand.
Recipient

A part of the system, such as a component, which has received Demands from one or more
Originators.

Resolution_Constraint

A limitation on the process or rules for brokering or arbitrating a Conflict. For example, a constraint
may apply if an Originator has been compromised due to a cyber attack.

Scheme

The process and rules for brokering and arbitration including requirement relationships defining
whether or not conflicting requirements occur within the same solution space and whether or not they
contribute to the same fundamental source requirement.

5.4.2.8.6 Design Rationale

5.4.2.8.6.1 Assumptions

There are no assumptions.

5.4.2.8.6.2 Design Considerations

Related PYRAMID Concepts
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These PYRAMID concepts were specifically taken into account in defining Conflict Resolution:

Data Driving - data driving is a recommended approach to designing this component as the
policies and strategies, which define the processes and rules for brokering and arbitration for
particular Recipients, Demands, Originators or system Context, will vary with exploitation and
operation.

Component Extensions - This component may be supported by extensions that define the
processes and rules for brokering and arbitration for specific Recipients, Demands,
Originators or system Context. For example, Recipients that control resources that can be
consumed, shared or replenished.

Resource Management - This PYRAMID concept describes how the Conflict Resolution
component is intended to be used to support Recipients which control the allocation of
resources.

Dependency Management - This PYRAMID concept discusses the wider considerations of
dependency management, of which conflicting Demands on Recipients are one aspect.

Other Factors that were Taken into Account

This component ensures that Recipients do not need to manage the processes and rules for
brokering and arbitration and are only concerned with the complexities of their own subject
matter.

Exploitation Considerations

The choice between the use of (or combinations of) multiple instances of this component,
extensions and data driving to address conflict resolution for different types of Originator,
Recipient and Conflict will be a key choice for the Exploiter.

The Exploiter will be required to define the mechanism by which the component determines
the traceability of Demands to enable the brokering and arbitration process. To do this the
component will need to have a level of understanding of planning context solution spaces and
will need to be able to: (i) Determine whether or not the conflicts occur within the same
solution space and whether or not they contribute to the same fundamental source
requirement. (ii) Determine the originator of the fundamental source requirement(s) (e.g. the
specific user).

The component is not responsible for the full conflict resolution process, only determining the
traceability of Demands and relevant Arbitration_Authority and facilitating the brokering and
arbitration processes.

The use of the component does not diminish, and should not be used to bypass, the PRA
principle that problems should be resolved at the lowest ‘level’ possible. The Conflict
Resolution component should be used to help facilitate this principle.
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5.4.2.8.6.3 Safety Considerations
The indicative IDAL is DAL A.
The rationale behind this is:

. Failure of this component could result in failure to correctly resolve a Conflict, when required,
through the process of brokering or arbitration. Such a failure could lead to a critical Recipient
either not being able to reach a solution, or to incorrectly prioritise Demands. This could
cause the functionality dependant on the Recipient to be unavailable. For example:

. The inability to correctly arbitrate on conflicting vehicle movement demands where
one of the demands is for emergency collision avoidance.

o Failure to immediately arbitrate in favour of power provision to a highly critical system.
Whilst some high criticality systems (e.g. flight control system) may have permanent
access to power this may not be the case for all safety related systems.

. The failure to prioritise mission-critical health assessment activities over planned
maintenance-related tasks.

. The inability to place a refinement request against the Originator of a constraint that is
preventing any viable solution to a requirement.

. Depletion of resources that will be required later (such as the batteries on an air
vehicle where batteries are the sole source of power, for both flight control and
propulsion).

Therefore, it is assessed, conservatively, that the indicative IDAL for this component should be DAL
A

Where instances of this component contribute to hazards that are less severe, or more reliance may
be placed on other barriers to an accident, then the Exploiting Platform may require a less onerous
DAL.

5.4.2.8.6.4 Security Considerations
The indicative security classification is SNEO.

This component will have defined Schemes that define the policies and rules for brokering and
arbitration of Conflicts. This information may, directly or indirectly, include information on system
performance, system capability and mission objectives, which form the basis of prioritisation
decisions. The indicative security classification is therefore considered to be SNEO. The integrity and
availability of this component will affect the capability of the Exploiting Platform; if the component is
prevented from performing its role, the Recipients will not be able to correctly react correctly to
Conflicting Demands and may not be able to generate viable solutions at all.

The component is expected to at least partially satisfy security related functions relating to:

. Identifying Data Sources with regards to the demands on Recipients only being brokered
and arbitrated upon if submitted by trusted Originators.
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. Maintaining Audit Records of the Conflicts brokered and arbitrated upon for accountability
purposes.
. Supporting Safe Operation of safety critical functions (see Safety Considerations) which

may therefore need to be protected to assure continued airworthiness.
. System Status and Monitoring through the monitoring of the system Conflict status.

This component is considered unlikely to directly implement any security enforcing function.
5.4.2.8.7 Services
5.4.2.8.7.1 Service Definitions

5.4.2.8.7.1.1 Conflict_Resolution

«requirement»
«refine» arbitrate_resource_conflicts
«refine» >‘ «requirement» ‘
Conflict_Resolution «interface realization» capture_conflicts
«refine» «requirement>
1 1 1 ' coordinate_conflict_resolution
1 1 1 1 «refine»
: : : : """" «requirement»
1 ] ] ] determine_applicable_scheme
1 1 1 1
1 1 1 1
Entities \:/ ' ' ! «interface realization»
. . Semmm e - «refine» «requirements»
Demand 1 [ N N T e 8
1 1 monitor_progress
1
1
1

l

Conflict

Figure 150: Conflict_Resolution Service Definition
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«component composition service»
Requirement

N
I «refine»
1
T 1 T
Conflict_Resolution
Description
This senvice captures requests to resolve Conflicts through a process of brokering and arbitration.
«activity»
determine_applicable_scheme
Description
Determine the approach to be taken to resolve
the Conflict.
1
«activity» «requirement» : «requirement»
execute_scheme monitor_progress 1 capture_conflicts
y 1
_ Description Description < - Description <~
Determine the applicable activities that form part . To monitor the progress of a «refine» | ® To capture requirements and «refine»
of the Conflict resolution Scheme. Conflict resolution. requirement relationships for
Conflict resolution.
«activity»
determine_progress «requirement»
— determine_applicable_scheme
Description - .
Identify progress towards resolution of the Description «refines
Conflict. . To determine the applicable
Scheme to apply to resolve a
Conflict.
«requirement»
coordinate_conflict_resolution
Description
. To coordinate the activities
required to broker and arbitrate 1
a resolution to a Conflict in _
accordance with the applicable ' )
Scheme and Context. : «refine»
1
1
«requirement» 1
arbitrate_resource_conflicts :
e 1
Description 1
. To arbitrate on a Conflict in 1 «refine»
accordance with the applicable <= -
Scheme.

Figure 151: Conflict_Resolution Service Policy

Conflict_Resolution

This service captures requests to resolve Conflicts through a process of brokering and arbitration.
Interfaces

Conflict_Resolution_Request

This interface is the request for resolution of a Conflict.

Attributes
recipient The Recipient that is experiencing a Conflict.
originator The Originator of a Demand that is in Conflict.
demand A Demand that is in Conflict.
conflict_type | The specific nature of the Conflict (e.g. two requests to use the same capability
simultaneously).

Achievement
This interface is a statement of the progress towards the resolution of a Conflict.

Attributes

status The status of a Conflict.
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outcome

The result of a Conflict resolution request.

Activities

determine_applicable_scheme

Determine the approach to be taken to resolve the Conflict.

execute_scheme

Determine the applicable activities that form part of the Conflict resolution Scheme.

determine_progress

Identify progress towards resolution of the Conflict.

5.4.2.8.7.1.2 Resolution_Activity

«uses»

Resolution_Activity

om o mm o

Entities

I N L

Scheme

Figure 152: Resolution_Activity Service Definition
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«component composition service»
Solution_Dependency

1 .
1 «refine»

1
Resolution_Activity

Description
This service identifies the activities required to carry out a resolution Scheme and monitors their outcome.

«activity»
determine_action

Description -
Undertake the identified activities in accordance with the
defined brokering and arbitration Scheme.

«activity»
assess_action_response

Description
Assess the response to decide whether any further action
needs to be taken.

Figure 153: Resolution_Activity Service Policy

Resolution_Activity

This service identifies the activities required to carry out a resolution Scheme and monitors their
outcome.

Interfaces
Brokering

This interface is the request for the re-planning or refinement of an Originator solution that has
resulted in a Demand, whether directly or indirectly. The request could be to refine a solution to
remove a Conflict, or for the identification of requirement relaxations on the Recipient that would
enable such a refinement.

Attributes
source The source of the requirement or constraint, placed on the Originator, that
relates to the Conflict.
source_requirement The requirement or constraint, placed on the Originator, that relates to the

Conflict.

dependent requirement | The Demand, generated by the Originator, that relates to the Conflict.

action The activity required to address the Conflict, e.g. to re-plan (including

resource replenishment), optimise or identify relaxations.

possible additional activities to change the Recipient's capability, such as

outcome The result of an action, e.g. the solution has been refined to remove a
Conflict.
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Arbitration
This interface is a request for arbitration on a Conflict.

Attributes

requirement | A requirement or constraint that relates to the Conflict and for which arbitration is
required.

outcome The result of an arbitration decision.

Achievement
This interface is a statement of achievement against the activity.

Attribute

status | The status of an activity.

Activities

determine_action

Undertake the identified activities in accordance with the defined brokering and arbitration Scheme.
assess_action_response

Assess the response to decide whether any further action needs to be taken.

5.4.2.8.7.1.3 Contextual_Information

Contextual_Information «uses»

Entities

| Context

7 NN

Figure 154: Contextual_Information Service Definition
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«component composition service»
Information_Dependency

«refine»

- >

Contextual_Information

Description
This senvice requires information about the situation to inform brokering and arbitration decisions. For example, mission
status, vehicle status and environmental conditions.

«activity»
identify_contextual_information

Description
Identify the Contextual information required to
support brokering or arbitration decisions in
accordance with the defined Scheme.

«activity»
assess_contextual_information

Description
Assess the Contextual information provided to
decide whether any further action needs to be
taken.

Figure 155: Contextual_Information Service Policy

Contextual_Information

This service requires information about the situation to inform brokering and arbitration decisions. For
example, mission status, vehicle status and environmental conditions.

Interfaces
Mission_Context

This interface is the Contextual information regarding the mission. For example, the threat status may
influence the brokering and arbitration Scheme for a Conflict where the Recipient is associated with
electromagnetic transmissions.

Attribute

mission_status | The state of the mission.

Platform_Context

This interface is the Contextual information regarding the aircraft system. For example, the health
status of the vehicle or a specific piece of equipment may influence the rules for immediate arbitration
for Conflicts involving certain Recipients.
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Attribute

platform_status | The state of the aircraft system.

Environment_Context

This interface is the Contextual information regarding the environment. For example, the weather
conditions may influence the brokering and arbitration for Recipients associated with sensing.

Attribute

environment status | The state of the environment.

Activities
identify_contextual_information

Identify the Contextual information required to support brokering or arbitration decisions in
accordance with the defined Scheme.

assess_contextual_information

Assess the Contextual information provided to decide whether any further action needs to be taken.

5.4.2.8.7.1.4 Constraint

«refine» «requirement»
«interface realization» capture_constraints
Constraint | _ __ _ _ _
T «refine» -
A «requirement»
1 determine_applicable_scheme
1
1
1
Entities 1
'
1

Resolution_Constraint

Figure 156: Constraint Service Definition
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«component composition service»
Constraint

I «refine»
1

1
Constraint

Description
This service assesses Resolution_Constraints that apply to the brokering and arbitration of Recipient Conflicts.

«activity»
identify_required_context )

Description
Identify the context which defines whether the
Resolution_Constraint is relevant.

«activity»

. «requirement»
evaluate_constraint ) capture_constraints

Description
Evaluate the impact of the Resolution_Constraint on
the brokering and arbitration process.

Description
. To capture
Resolution_Constraints on the
brokering and arbitration of «refine»
Conflicts.

A

- -

«requirement»
determine_applicable_scheme

[ —

Description

. To determine the applicable <<--
Scheme to apply to resolve a «refine»
Conflict.

Figure 157: Constraint Service Policy

Constraint

This service assesses Resolution_Constraints that apply to the brokering and arbitration of Recipient
Conflicts.

Interface
Constraint
This interface is a Resolution_Constraint that impacts the brokering and arbitration process or rules.

Attributes

context The context in which the Resolution_Constraint is applicable.

constraint | The nature of the Resolution_Constraint that applies, e.g. to exclude an Originator from
acting in the role of Arbitration Authority.

Activities
identify_required_context

Identify the context which defines whether the Resolution_Constraint is relevant.
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evaluate_constraint

Evaluate the impact of the Resolution_Constraint on the brokering and arbitration process.

5.4.2.8.7.1.5 Capability

| Capability «refine» «requirement»
. assess_capability
1
1
1
Entities 1
V)

| Capability |

Figure 158: Capability Service Definition

«component composition service»
Capability

N

1 .
. «refine»

1
Capability

Description
This service assesses the Capability of the component.

$

«activity»
determine_capability

Description
Determine the Capability of Conflict Resolution to
broker and arbitrate Conflicts, taking into account
system health and observed anomalies.

«requirement»
assess_capability

1
1
1
] )
Z «refine»

Description
. To assess the Capability of the component to
broker and arbitrate Conflicts.

Figure 159: Capability Service Policy

Capability

This service assesses the Capability of the component.
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Interface
Capability

This interface is a statement of the ability of the component to resolve Conflicts through a process of
brokering and arbitration.

Attribute

conflict_range | The range of Conflicts to which the Capability statement applies (in terms of the
Recipients involved, the required Arbitration Authority and other relevant factors).

Activity
determine_capability

Determine the Capability of Conflict Resolution to broker and arbitrate Conflicts, taking into account
system health and observed anomalies.

5.4.2.8.7.1.6 Capability_Evidence

Capability_Evidence «uses»

Entities

<-4 -=-=--=-

Capability

Figure 160: Capability_Evidence Service Definition
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«component composition service»
Capability_Evidence

A

1
1 «refine»
1

1
Capability_Evidence

Description
This senice consumes the capability evidence required to determine this component’s Capability and identifies any missing
information required to determine this Capability.

«activity»
assess_capability_evidence

Description
Assess the capability evidence to decide whether any
further action needs to be taken.

«activity»
identify_missing_capability_evidence

Description
Identify any extra capability evidence required to
determine the conflict resolution Capability to the required
level of specificity and certainty.

Figure 161: Capability_Evidence Service Policy

Capability_Evidence

This service consumes the capability evidence required to determine this component’s Capability and
identifies any missing information required to determine this Capability.

Interfaces
Context

This interface is the information defining the status of the capability to provide Contextual information
that the component relies upon for making brokering and arbitration decisions.

Resolution_Activity _Capability

This interface is the information defining the status of the capability to provide a Resolution_Activity,
e.g. an arbitration decision.

Activities

assess_capability _evidence

Assess the capability evidence to decide whether any further action needs to be taken.
identify_missing_capability_evidence

Identify any extra capability evidence required to determine the conflict resolution Capability to the
required level of specificity and certainty.
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5.4.2.8.7.2 Service Dependencies
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Figure 162: Conflict Resolution Service Dependencies
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5.4.2.9 Countermeasures

5.4.2.9.1 Role

The role of Countermeasures is to counteract immediate threats to an air vehicle or multiple air
vehicles.

5.4.2.9.2 Overview

Control Architecture

Countermeasures is an action component as defined in the Control Architecture PYRAMID concept.
Standard Pattern of Use

Countermeasures has been pre-authorised to enact a Countermeasure_Strategy in response to
particular threats. When notified of a threat that has exceeded the threat level threshold,
Countermeasures enacts its Countermeasure_Strategy to lower this threat to an acceptable level.
Countermeasures enacts the Countermeasure_Strategy utilising Countermeasure_Resources, taking
into account Capability and Constraints and monitors the Countermeasure_Strategy to determine the
effectiveness until the Deliverable has been met.

Countermeasures can also receive a requirement to enact a Countermeasure_Strategy without the
presence or detection of a threat. This will still utilise Countermeasure_Resources, taking into account
Capability and Constraints, however the effectiveness of the strategy will not be monitored.

Examples of Use
The Countermeasures component can be used for:

) Deploying defensive Countermeasure_Resources (e.g. flares, defensive manoeuvres, chaff
deployment, or jamming).

. Coordinating a Countermeasure_Strategy across a formation of Exploiting Platforms.
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5.4.2.9.3 Service Summary

[ Countermeasures

}7_
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Figure 163: Countermeasures Service Summary

5.4.2.9.4 Responsibilities
capture_countermeasure_requirements

. To capture given Countermeasure_Requirements (e.g. reduce the threat risk to an acceptable
level).

capture_measurement_criteria

) To capture given Measurement_Criterion/criteria (e.g. reduction in threat level) for
countermeasure solutions.

capture_countermeasure_constraints

. To capture given countermeasure Constraints (e.g. transmission restrictions or allowable level
of response).

identify_if_countermeasure_requirement_remains_achievable

. To identify whether a Countermeasure_Requirement is still achievable given current or
predicted capability and conditions.

determine_countermeasure_strategy

. To determine a Countermeasure_Strategy that meets the Countermeasure_Requirements
with available Countermeasure_Resources, and within given Constraints.
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determine_quality_of countermeasure_strategy

. To determine the quality of a proposed Countermeasure_Strategy against given
Measurement_Criterion/criteria.

identify_countermeasure_strategy _in_progress_remains_feasible

. To identify if a Countermeasure_Strategy in progress remains feasible given current
Countermeasure_Resources, Constraints and external factors (e.g. changes in environmental
conditions).

identify_pre-conditions
. To identify the Pre-conditions required to support a Countermeasure_Strategy.
co-ordinate_countermeasure_strategy

. To execute the selected Countermeasure_Strategy by commanding
Countermeasure_Resources.

identify_progress_of _countermeasure_strategy

) To identify the progress of the Countermeasure_Strategy against the
Countermeasure_Requirement(s) and external factors (e.g. changes in the threat level and
environmental conditions).

determine_quality_of deliverables

. To determine the quality of the Deliverables provided by a Countermeasure_Strategy,
measured against given Countermeasure_Requirements and Measurement_Criterion/criteria.

assess_countermeasure_capability

. To assess the Capability to carry out a Countermeasure_Strategy or strategies using
available Countermeasure_Resources, taking into account observed anomalies.

identify_missing_information

) To identify missing information that could improve the certainty or specificity of the
Countermeasure Capability assessment.

predict_capability _progression

. To predict the progression of countermeasure Capability over time and with use.

5.4.2.9.5 Subject Matter Semantics

The subject matter of Countermeasures is the defensive Countermeasure_Strategy or strategies to
counteract immediate threats.

Exclusions
The subject matter of Countermeasures does not include:
. The authorisation of deployment and/or activation of Countermeasure_Resources.

. Conflict resolution for EMCON.
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* Constraint *
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Figure 164: Countermeasures Semantics

5.4.2.9.5.1 Entities
Capability

The range of Countermeasure_Action_Types that the component is able to perform with its available
Countermeasure_Resources.

Constraint

An externally imposed restriction that limits when or how a Countermeasure_Action_Type or
Countermeasure_Resource can be used.

Countermeasure_Action

The activation and/or deployment of Countermeasure_Resources or other vehicle actions, e.g.
manoeuvre.

Countermeasure_Action_Type

A type of Countermeasure_Action. Examples of Countermeasure_Action_Types include jamming,
chaff deployment, and flare deployment.

Countermeasure_Requirement
A requirement to mitigate an identified threat.
Countermeasure_Resource

A resource that can be instructed to carry out a Countermeasure_Action_Type, e.g. a dispenser or a
jammer, or other objects capable of carrying out the necessary actions to perform a manoeuvre.

Countermeasure_Strategy

A sequence of Countermeasure_Actions that will satisfy one or more
Countermeasure_Requirements, this includes countermeasure strategies across formations of
Exploiting Platforms.
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Deliverable

An outcome (e.g. a lowered threat level) that results from executing the planned
Countermeasure_Strategy.

Measurement_Criterion

A criterion that the quality of a Countermeasure_Strategy and its Deliverable will be measured
against; e.g. jamming effectiveness.

Pre-condition
Items that must be true before a Countermeasure_Action can take place, e.g. authorisation.
Supporting_Information

Information that supports the strategic use of countermeasures.

5.4.2.9.6 Design Rationale

5.4.2.9.6.1 Assumptions

. The types of countermeasure (e.g. manoeuvre or release of chaff) will be updated rarely (e.g.
would be common to multiple variants).

. The types of threatening element (the external entities that are threatening to the air vehicle)
will be updated regularly.

. The Countermeasure_Actions used (e.g. pull this manoeuvre then release chaff) to mitigate
particular threat types may change between missions and Exploiting Platforms.

5.4.2.9.6.2 Design Considerations
Related PYRAMID Concepts
These PYRAMID concepts were specifically taken into account in defining Countermeasures:

. Multi-Vehicle Coordination - This PYRAMID concept is applicable in scenarios where
defensive actions would need co-ordination between vehicles and/or platforms.

) Data Driving - This PYRAMID concept is applicable to cope with the change in
countermeasure types and techniques used against particular threatening elements, with the
countermeasures defined as build time data. The data would also need to be defined for
runtime. This allows the component to be reusable between multiple Exploiting Programmes
and maintainable as behaviours change and resources are replaced.

. Recording and Logging - This PYRAMID concept is applicable to cover logging of data
relating to authorisations and release actions including for audit and non-repudiation
purposes.

Extensions
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The responsibility determine_countermeasure_strategy could be developed as an extension
component to capture different a Countermeasure_Strategy or strategies to ensure the
component is flexible.

The responsibility determine_quality_of countermeasure_strategy could be developed as an
extension component to capture different Measurement_Criterion/criteria by which to
measure the effectiveness of a Countermeasure_Strategy. The Countermeasures component
will likely provide a default effectiveness model, however in many cases it will be appropriate
to implement alternative effectiveness models as component extensions. This will facilitate
the flexibility to develop and use different models in different contexts and allows for model
development evolution and competition over time without affecting the parent
Countermeasures component.

Exploitation Considerations

There could be a single instance or multiple instances of Countermeasures for multiple
vehicles (in accordance with Multi-Vehicle Coordination).

There could be a single instance or multiple instances of Countermeasures for activating
and/or deploying different Countermeasure_Resources; e.g. one instance for flare
deployment and another for jamming activation, although this is left as an exploitation
decision.

5.4.2.9.6.3 Safety Considerations

The indicative IDAL is DAL C.

The rationale behind this is:

Failure of this component could result in:

Selection of countermeasures (e.g. the release of expendables, the use of ECM, or a vehicle
manoeuvre) that may cause damage to the air vehicle (e.g. if the air vehicle is not within the
safe envelope for release of expendables) or harm to people (ground crew or third parties).
However, it is expected that other components (e.g. Interlocks and Authorisation) will be
relied upon to prevent countermeasures being enacted when not safe, independently of this
component. Therefore, DAL C is appropriate for this component as the likelihood of any
catastrophic accidents is reduced to an acceptable level by other components.

Failure to defeat a threat due to either selecting an ineffective countermeasure or not
selecting any countermeasure. Whilst this could result in loss of the air vehicle or crew fatality,
failure to defeat external physical threats are not considered within the scope of safety
analysis.

5.4.2.9.6.4 Security Considerations

The indicative security classification is SNEO.

This component is responsible for the determination of countermeasures to be applied against threats
to the Exploiting Platform, knowledge of the capabilities of the countermeasures, countermeasure
strategies and performance are considered SNEO, with the possibility of TS for certain electronic
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warfare applications. Where there are instances in different security domains, it is likely these will
need to communicate with each other in order to coordinate the countermeasures to be deployed.
Any separation will be performed by a boundary protection function outside these components. The
integrity and availability of both input and output data for the countermeasures functions will need
protection in order to ensure the correct countermeasure is deployed when (and only when) required.

The component is expected to at least partially satisfy security

related functions by:

. Identifying Data Sources to ensure only permitted and trustable sources will trigger

requirements for countermeasures to be deployed.

o Logging of Security Data relating to authorisation successes and failures.

. Maintaining Audit Records of authorisations and decisions to deploy and actual

countermeasures deployed during a mission. This is a

The component is considered unlikely to directly implement security enforcing functions, although it is

key audit point.

dependent on the integrity of threat information that indicates countermeasures are required.

5.4.2.9.7 Services

5.4.2.9.7.1 Service Definitions

5.4.2.9.7.1.1 Requirement
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Figure 165: Requirement Service Definition
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Figure 166: Requirement Service Policy

Description
To capture given
Measurement_Criterion/criteria
(e.g. reduction in threat level)
for countermeasure solutions.

«refine»

This service determines the Countermeasure_Requirement to perform a countermeasure response to
a threat to reduce the threat risk to an acceptable level. It also provides a measure of its achievability,
given the available capability and applicable constraints.

Interfaces

Criterion

This interface is the measurement criteria associated with the Countermeasure_Requirement.

Attributes

property

The criterion property to be measured, e.g. breaking lock from an identified threat.
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value The amount related to the property to be measured, e.g. emitter lock has been broken.

equality The relationship between the value and any limit on the measurement, e.g. less than, or
equal to.

Requirement

This interface identifies the Countermeasure_Requirement, associated cost, quality and related timing
information.

Attributes

countermeasure_specification | A requirement to mitigate an identified threat by constructing a
Countermeasure_Strategy as a sequence of
Countermeasure_Actions.

temporal_information Information covering timing, such as start and end times for when a
Countermeasure_Strategy is to be executed.
cost The cost of executing the Countermeasure_Strategy as a result of

using specific assets, equipment or resources (e.g. the resources
depleted, power used, or time taken).

predicted_quality How well the planned Countermeasure_Strategy is predicted to
satisfy the Countermeasure Requirement.

Countermeasure_Achievability

This interface is the statement of countermeasure achievability against the
Countermeasure_Requirement.

Activities
determine_countermeasure_strategy

Determine a Countermeasure_Strategy that meets the Countermeasure_Requirements with available
Countermeasure_Resources, and within given Constraints.

assess_progress_of_countermeasure_strategy

Assess the progress of the Countermeasure_Strategy against the Countermeasure_Requirement and
external factors (e.g. changes in the threat level and environmental conditions).

co-ordinate_countermeasure_strategy
Execute the selected Countermeasure_Strategy by commanding Countermeasure_Resources.
assess_countermeasure_strategy_in_progress_remains_feasible

Assess if a Countermeasure_Strategy in progress remains feasible given current
Countermeasure_Resources, Constraints and external factors (e.g. changes in the threat level and
environmental conditions).
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5.4.2.9.7.1.2 Countermeasure_Action

«uses»

Entities

| Countermeasure_Action |

Figure 167: Countermeasure Service Definition
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1
Countermeasure_Action

Description
This senvice identifies Countermeasure_Actions to be fulfilled and consumes the indication of whether the derived
requirements can be achieved and when they have been achieved. Countermeasure_Actions may be applicable to ownship.

«activity»
assess_derived_requirement_evidence

Description »
Assess the evidence of achievability to decide
whether any further action needs to be taken.

«activity»
identify_derived_requirements

Description
Identify requirements derived to support the
Countermeasure_Strategy, including changes to _J
evidence that is to be collected.

«activity»
assess_progress_evidence

Description
Assess the progress evidence to decide whether
any further action needs to be taken.

«activity»
identify_requirements_to_be_fulfilled

Description
Identify the derived requirement to be
fulfilled/terminated.

Figure 168: Countermeasure Service Policy
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Countermeasure_Action

This service identifies Countermeasure_Actions to be fulfilled and consumes the indication of whether
the derived requirements can be achieved and when they have been achieved.
Countermeasure_Actions may be applicable to ownship or cooperating vehicles (e.g. a change of
formation as part of a Countermeasure_Strategy).

Interfaces
Action_Solution_Criterion

This interface defines the relevant required measurement criteria associated with a
Countermeasure_Action use requirement.

Attributes

property | The property to be measured, e.g. effectiveness of the jammer in terms of coverage or
power level.

value The amount related to the property to be measured.

equality The relationship between the value and any limit on the measurement, e.g. less than, or
equal to.

Action_Solution_Requirement

This interface is the requirement, the associated cost, predicted quality and related timing information
of the planned Countermeasure_Action.

Attributes

specification The definition of the derived requirement, e.g. decoy release pattern.

countermeasure_action_type | The type of Countermeasure_Action required (e.g. chaff, flare,
manoeuvre or pre-emptive attack).

temporal_information Information covering timing, such as start and end times.

cost The cost of executing the solution, for example: resources used or
time taken.

predicted_quality How well the proposed Countermeasure_Action is predicted to

satisfy the requirement.

Action_Achievement

This interface is the statement of achievement against the Countermeasure_Action.
Activities

assess_progress_evidence

Assess the progress evidence to decide whether any further action needs to be taken.
identify_derived_requirements

Identify requirements derived to support the Countermeasure_Strategy, including changes to
evidence that is to be collected.
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Identify the derived requirement to be fulfilled/terminated.

assess_deriv

ed_requirement_evidence

Assess the evidence of achievability to decide whether any further action needs to be taken.

5.4.2.9.7.1.3 Vehicle_Condition

Entities

Vehicle_Condition
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Pre-condition
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Countermeasure_Action

Y «uses»
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Figure 169: Vehicle_Condition Service Definition
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«component composition service»
Solution_Dependency
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1
Vehicle_Condition

«refine»

Description
This service determines activities related to the execution of the parts of the solution that establish a vehicles state. The vehicle may
be ownship or a cooperating vehicle. It consumes the indication of whether the activities can be achieved.

«activity»
assess_vehicle_condition_evidence _J

Description
Assess the consumed vehicle state evidence of
achievability to decide whether any further action
needs to be taken.

«activity»
identify_vehicle_condition_change

Description
Identify changes to the vehicle condition
requirements that Countermeasures has derived
and needs to hawve satisfied by the rest of the
system in order to achieve its
Countermeasure_Strategy, e.g. a change in vehicle
orientation.

«activity»
assess_vehicle_condition_progress_evidence

Description
Assess the consumed \ehicle state progress
evidence to decide whether any further action needs
to be taken.

«activity»
identify_vehicle_condition_requirements_to_be_

fulfilled J

Description
Identify the derived vehicle state requirement to be
fulfilled/terminated.

Figure 170: Vehicle_Condition Service Policy

Vehicle_Condition

This service determines activities related to the execution of the parts of the solution that establish a
vehicles state. The vehicle may be ownship or a cooperating vehicle. It consumes the indication of
whether the activities can be achieved.

Interfaces
Vehicle_Condition_Requirement

This interface is the vehicle state requirements. This may include the physical parameters of the
vehicle such as the bomb bay doors being closed.

Attributes

specification The definition of the derived requirement, e.g. close weapons bay doors.

temporal_information | Information covering timing, such as start and end times.
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cost The cost of executing the solution, for example: resources used or time
taken.

predicted_quality How well the proposed vehicle state solution is predicted to satisfy the
requirement.

Vehicle_Condition_Criterion

This interface defines the relevant required measurement criteria associated with a vehicle state
requirement.

Attributes

property | The property to be measured, e.g. vehicle orientation.

value The amount related to the property to be measured.

equality The relationship between the value and any limit on the measurement, e.g. less than, or
equal to.

Condition_Achievement

This interface is the statement of achievement against the vehicle condition requirement.
Activities

assess_vehicle_condition_evidence

Assess the consumed vehicle state evidence of achievability to decide whether any further action
needs to be taken.

assess_vehicle_condition_progress_evidence

Assess the consumed vehicle state progress evidence to decide whether any further action needs to
be taken.

identify_vehicle_condition_change

Identify changes to the vehicle condition requirements that Countermeasures has derived and needs
to have satisfied by the rest of the system in order to achieve its Countermeasure_Strategy, e.g. a
change in vehicle orientation.

identify_vehicle_condition_requirements_to_be_fulfilled

Identify the derived vehicle state requirement to be fulfilled/terminated.
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5.4.2.9.7.1.4 Spectrum_Use
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Figure 171: Spectrum_Use Service Definition
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Description
This service determines the requirements for the use of spectrum as part of a Countermeasure_Action.

Countermeasure_Strategy.

«activity»
assess_spectral_allotment_state

Description
Assess the consumed spectral allotment state
evidence to decide whether any further action needs to

«activity»
identify_spectral_change
Description
Identify changes to the countermeasures spectral
requirements derived from the

be taken.
«activity»
identify_countermeasures_spectral_requirement_to-|
_be_fulfilled J
Description

Identify the spectral requirements for the use of
Countermeasure_Resources.

Figure 172: Spectrum_Use Service Policy

Spectrum_Use

This service determines the requirements for the use of spectrum as part of a
Countermeasure_Action.
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This interface is the requirements for use of spectrum.

Attributes
frequency The spectrum of interest, i.e. frequency, frequency range and tolerance.
power_level The preferred power level.

directionality

The direction and spread (e.g. to direct the effects of jamming towards a
threat).

temporal_information

Timing for the requested spectrum, such as start and end times. This might
include segments of a requested time window that must not be interrupted
etc.

spectrum_usage_type

Whether spectrum use is for transmitting, receiving or both.

Spectral_Allotment_State

This interface is the allotted use of spectrum.

Attributes

allocation_state

The current state of the service within its own lifecycle, e.g. raised,
requested, acknowledged, allocated, rejected, claimed or released.

achievability

The achievability of a particular requirement (e.g. cannot find a resolution).

allocation_availability

The state of the allocation, from an availability point of view, e.g. it is
assigned to a requirement and the window for use is open.

Activities

identify_countermeasures_spectral_requirement_to_be_fulfilled

Identify the spectral requirements for the use of Countermeasure_Resources.

identify_spectral_change

Identify changes to the countermeasures spectral requirements derived from the

Countermeasure_Strategy.

assess_spectral_allotment_state

Assess the consumed spectral allotment state evidence to decide whether any further action needs to

be taken.
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«refine»

Figure 173: Constraint Service Definition
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Figure 174: Constraint Service Policy

Constraint

This service assesses the constraints that constrain Countermeasures' behaviour with respect to

determining a Countermeasure_Strategy.
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Interface

Countermeasure_Usage Constraint

This interface is a statement of imposed restrictions that limit when a Countermeasure_Action_Type

or Countermeasure_Resource can be used.

Attributes

emission_control_restriction_specification

EMCON restrictions applied to the
Countermeasure_Strategy, e.g. characteristics of the
EM spectrum that the vehicle is not permitted to use.

response_restriction

A response restriction that is applied to the
Countermeasure_Strategy, e.g. a limitation on the
level of response.

temporal_information

Timing information pertaining to the periods of time
when the Countermeasures constraint will be
applicable, e.g. applicable for 30 minutes in an hour's
time.

vehicle_limit_constraints

Constraints on the Countermeasure_Strategy
imposed by Exploiting Platform performance, e.g.
altitude limits, minimum and maximum speed.

applicable context

The context in which the constraint is applicable.

constraint_breached

Whether the Countermeasures constraint has been
inadvertently breached due to external factors.

Activities

assess_impact_of_constraint

Assess given countermeasure Constraints (e.g. transmission restrictions or allowable level of

response).

identify_required_context

Identify the context which defines whether the Constraints are relevant.

5.4.2.9.7.1.6 Vehicle_Observability

«uses»

Entities

Supporting_Information

€ - -

Vehicle_Observability = = = ='='='=

Figure 175: Vehicle_Observability Service Definition
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«component composition service»
Information_Dependency

A

1
kerefine»

1
Vehicle_Observability

Description
This senice determines the observability of the vehicle (or vehicles of a formation) from the point of
view of a threat.

«activity»
identify_vehicle_observability

Description
Identify vehicle observability
information that is required to support
a Countermeasure_Strategy.

«activity»
assess_observabiIity_information_-—J
update

Description
Assess the vehicle observability
information update to decide whether
any further action needs to be taken.

Figure 176: Vehicle_Observability Service Policy

Vehicle_Observability

This service determines the observability of the vehicle (or vehicles of a formation) from the point of
view of a threat.

Interfaces
Measurement_Criterion

This interface defines the relevant required measurement criteria associated with an observability
query.
Attributes

property | The property to be measured, e.g. calculated observability compared to a threshold.

value The amount related to the property to be measured.

equality The relationship between the value and any limit on the measurement, e.g. less than, or
equal to.

Observability Determination

This interface is the requirements, timing information and predicted quality for the determination of
observability of one or more vehicles.

Attributes

specification The definition of the derived requirement, e.g. a query requesting
observability data for a vehicle.

temporal _information | Information covering timing, such as start and end times.
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predicted quality

The quality of a query response against the defined Measurement_Criterion.

response

The response to the requirement specification.

Activities

identify_vehicle_observability

Identify vehicle observability information that is required to support a Countermeasure_Strategy.

assess_observabil

ity_information_update

Assess the vehicle observability information update to decide whether any further action needs to be

taken.

5.4.2.9.7.1.7 Enviro

nment_Information

Environment_Information «uses»

Entities

A/

Supporting_Information

Figure 177: Environment_Information Service Definition

«component composition service»
Information_Dependency

A «refine»

1
Environment_Information

This senice consumes environmental information from the rest of the system that is needed to support the
determination of a Countermeasure_Strategy.

Description

assess_environmental_information_update

«activity»

Assess consumed environmental information
update to decide whether any further action
needs to be taken.

Description

identify_required_environmental_informatior

«activity»

Identify environmental information that is
required to select, develop and/or progress a
Countermeasure_Strategy.

Description

Figure 178: Environment_Information Service Policy
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Environment_Information

This service consumes environmental information from the rest of the system that is needed to
support the determination of a Countermeasure_Strategy.

Interface
Environmental_Information

This interface is the range of inputs related to the environment outside the vehicle that are needed for
assessing an appropriate Countermeasure_Strategy.

Attributes

atmospheric_correction | Spatial correction for sensors related to changes in atmospheric
conditions that affects sensing processes and performance.

atmospheric_conditions | Current and predicted weather conditions and features.

environmental_data Information describing surfaces and features in the environment that may
affect sensing or effector processing and performance. This may include
land terrain or other environments.

Activities
assess_environmental_information_update

Assess consumed environmental information update to decide whether any further action needs to be
taken.

identify_required_environmental_information

Identify environmental information that is required to select, develop and/or progress a
Countermeasure_Strategy.

5.4.2.9.7.1.8 Threat_Information

«uses»

Threat_Information «uses»

Entities

Supporting_Information

€ - = - == ==

Figure 179: Threat_Information Service Definition
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«component composition service»
Information_Dependency

A

«refine»

1
Threat_Information

Description
This senvice consumes threat information from the rest of the system that is needed to support the
determination of a Countermeasure_Strategy.

«activity»
assess_threat_information_update
Description L
Assess consumed threat information

update to decide whether any further
action needs to be taken.

«activity»
identify_required_threat_information

Description J

Identify threat information that is required
to select, develop and/or progress a
Countermeasure_Strategy.

Figure 180: Threat_Information Service Policy

Threat_Information

This service consumes threat information from the rest of the system that is needed to support the
determination of a Countermeasure_Strategy.

Interfaces
Threat_Level

This interface is the threat level information from the rest of the system that is required to determine
the need to create or execute a Countermeasure_Strategy.

Attributes

threat level The level of risk posed by a threat in the battlespace.

threshold_breach | An indication that the threat risk threshold has been breached, e.g. the proximity
to threat has changed.

reduction_target | The target reduction to be achieved, in order to return the threat to an acceptable
level.

Threat_Type

This interface is the threat type information from the rest of the system that is required to determine or
execute a Countermeasure_Strategy.
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Attributes

type The type of threat, e.g. a missile, laser or radar.

threat _characteristics | The characteristics of a threat, e.g. radar frequency.

Threat_Susceptibility

This interface is the information about the susceptibility of a threat which is required to determine or
execute a Countermeasure_Strategy.

Attribute

susceptibility | The susceptibility of a threat.

Activities

assess_threat_information_update

Assess consumed threat information update to decide whether any further action needs to be taken.
identify_required_threat_information

Identify threat information that is required to select, develop and/or progress a
Countermeasure_Strategy.

5.4.2.9.7.1.9 Object_Information

Object_Information «uses»

Entities

Supporting_Information

- - - -

Figure 181: Object_Information Service Definition
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«component composition service»
Information_Dependency

A «refine»
1

1
Object_Information

Description
This service consumes information about objects of interest.

«activity»
assess_object_information

Description
Assess an information update for an object
involved in a Countermeasure_Strategy to decide
whether any further action needs to be taken.

«activity»
identify_required_object_information

Description
Identify object information that is required to
support a Countermeasure_Strategy.

Figure 182: Object_Information Service Policy

Object_Information

This service consumes information about objects of interest.

Interface

Entity_Information

This interface is information relating to the location, kinematics and characteristics of an object entity.

Attributes

entity location The relative position of an entity (e.g. range and bearing).

entity _characteristics | The characteristics of an entity, e.g. type, behaviour or allegiance.

entity_kinematics Information relating to an entity's motion which may include predicted
trajectory, speed, accelerations (x/y/z), altitude, maximum speed, etc.

information_quality The quality of entity information.

Activities
assess_object_information

Assess an information update for an object involved in a Countermeasure_Strategy to decide whether
any further action needs to be taken.

identify_required_object_information

Identify object information that is required to support a Countermeasure_Strategy.
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5.4.2.9.7.1.10 Capability

«refine» «requirement»
mmmmmmm> assess_countermeasure_capability

| Capability |_ «interface realization»

T
1
Entities :

A

| Capability |

- _«_reﬁn(_a»_ - «requirement»

predict_capability_progression

Figure 183: Capability Service Definition

«component composition service»
Capability

N

1
Capability

«refine»

Description
This senvice assesses the current and predicted capability of Countermeasures being able to determine
and execute a Countermeasure_Strategy and so reduce threat risk.

N2

«activity»
assess_countermeasure_capability

Description
Assess the Capability to carry out a
Countermeasure_Strategy or strategies
using available
Countermeasure_Resources, taking into
account observed anomalies.

«requirement»
assess_countermeasure_capability

Description
. To assess the Capability to carry out a
Countermeasure_Strategy or strategies
using available
Countermeasure_Resources, taking into
account observed anomalies.

-

«refin(%»

1
1
1
1
1
1
!

«requirement»
predict_capability_progression

<__

Description «refine»

. To predict the progression of
countermeasure Capability over time
and with use.

Figure 184: Capability Service Policy

Capability

This service assesses the current and predicted capability of Countermeasures being able to
determine and execute a Countermeasure_Strategy and so reduce threat risk.
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Interface
Countermeasures_Capability

This interface is the statement of the current and predicted capability provided by Countermeasures.
This could be at the technique level (e.g. deception jamming) or category level (e.g. jamming or
decoy).

Attributes

category | The type or category of Capability that is being provided.

degree The level of performance or effectiveness that can be achieved for this Capability.

Activity
assess_countermeasure_capability

Assess the Capability to carry out a Countermeasure_Strategy or strategies using available
Countermeasure_Resources, taking into account observed anomalies.

5.4.2.9.7.1.11 Capability_Evidence

Capability_Evidence = - -
«uses»

P 1
Entities W

\
|Countermeasure_Resource|

~

«uses»

=== == m

| Supporting_Information

~

«uses»

h

«uses»

-~ -

2
| <uses»

1
}
|s -
1 «uses»
1
1
AY

-

«uses»

Figure 185: Capability Evidence Service Definition
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«component composition service»
Capability_Evidence

/:\ «refine»
Capability_Evidence

Description
This senice consumes the current and predicted capabilities used by Countermeasures and identifies any missing information, required to determine its own Capability.

«activity»
assess_capability_evidence

Description
Assess the consumed capability evidence to
decide whether any further action needs to
be taken.

«activity»
identify_missing_capability_evidence

Description
Identify any extra capability evidence
required to determine the capability to the
required level of specificity and certainty.

Figure 186: Capability Evidence Service Policy

Capability_Evidence

This service consumes the current and predicted capabilities used by Countermeasures and identifies
any missing information, required to determine its own Capability.

Interfaces
Environmental_Information_Availability_Evidence

This interface is a statement of the capability to gather environmental information on which
Countermeasures depends.

Object_Information_Availability_Evidence

This interface is a statement of the capability to gather object information on which Countermeasures
depends.

Vehicle_Observability_Availability_Evidence

This interface is a statement of the capability to gather observability information on which
Countermeasures depends.

Vehicle_Condition_Capability_Evidence

This interface is a statement of the ability to perform activities relating to the control of the state or
condition of a vehicle on which Countermeasures depends.

Attribute

performance | The level or degree of capability available for achieving a particular vehicle state or
condition.
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Spectrum_Use_Capability Evidence

This interface is a statement of the ability to provide spectrum allocations on which Countermeasures
depends.

Attributes

spectrum_type | The type of spectrum to which the capability statement applies.

performance The level or degree of capability available for the use of spectrum.

Threat_Information_Capability_Evidence

This interface is a statement of the capability to gather threat information on which Countermeasures
depends.

Countermeasure_Action_Capability_Evidence

This interface is a statement of the ability to perform Countermeasure_Actions on which
Countermeasures depends.

Attributes

action_type The Countermeasure Action_Type to which the capability statement applies.

performance | The level or degree of capability available for a specific use of a countermeasure
action.

Activities

assess_capability_evidence

Assess the consumed capability evidence to decide whether any further action needs to be taken.
identify_missing_capability_evidence

Identify any extra capability evidence required to determine the capability to the required level of
specificity and certainty.
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Figure 187: Countermeasures Service Dependencies
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5.4.2.10 Cryptographic Materials

5.4.2.10.1 Role

The role of Cryptographic Materials is to manage and distribute cryptographic keys, algorithms and
certificates.

5.4.2.10.2 Overview
Control Architecture

Cryptographic Materials is a service component as defined in the Control Architecture PYRAMID
concept.

Standard Pattern of Use

A Requirement for encryption or decryption will trigger Cryptographic Materials into making
Cryptographic_Material available to support the cryptographic activity that is appropriate for the
Protection_Level of the data (cryptography is not performed by this component). The update of
Cryptographic_Material will be coordinated in accordance with the Material_Plan, e.g. rolled at a
defined point of time or sanitised if reported compromised.

Examples of Use

) Cryptographic Materials will be used where management of cryptographic keys, algorithms
and certificates is required.

5.4.2.10.3 Service Summary

| Cryptographic Materials

Security_Group Q———
Achievement O———

: Protection
Cryptographic_Material

: ~Cryptographic_Material_Provision
Achievement

Update_Cryptographic_Material

: Cryptographic_Material_Update
Achievement OQ——— yptographic_ _Up

Cryptographic_Material_Information

Distribution_Capability Qr— . o )
Administration_Capability O : Capability : ~Capability_Evidence

Device_Ability

Distribution_Ability

L

Figure 188: Cryptographic Materials Service Summary

5.4.2.10.4 Responsibilities

capture_crypto_material_requirements

. To capture Requirements for the use of Cryptographic_Material.
determine_material_plan

) To determine a Material_Plan that complies with the data Segregation_Policy (e.g. for specific
security domains, types or classifications of data).
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determine_crypto_material_usage
. To determine when and where particular Cryptographic_Material needs to be used.
coordinate_sanitisation

. To coordinate the sanitisation of Cryptographic_Material, including emergency sanitisation,
response to compromised key lists and certificate revocation list (CRL) checking.

coordinate_material_change

. To coordinate the change of Cryptographic_Material, e.g. rollover of cryptographic keys and
certificates to maintain its validity.

distribute_crypto_material

. To distribute the required Cryptographic_Material.
identify_material_solution_progress

. To identify what progress has been made against the Requirement.
assess_capability

) To assess the ability of the component to provide appropriate Cryptographic_Material, taking
account of system health and observed anomalies (e.g. normal behaviour and impacts due to
failures, damage, usage or ageing).

identify_missing_information

) To identify missing information which could improve the certainty or specificity of the
Capability assessment.

5.4.2.10.5 Subject Matter Semantics

The subject matter of Cryptographic Materials is which cryptographic keys, algorithms and certificates
are to be used for encryption and decryption on the Exploiting Platform, including where they are and
the level of protection they provide.

Exclusions
The subject matter of Cryptographic Materials does not include:

) The implementation details by which Cryptographic_Material is utilised, only how it is
managed and made available.
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should_satisfy

Requirement 1 1.* Protection_Level 1.* 1.*[ Segregation_Policy
defines defined_by
1..*| supports * 1.*
L 1.*| segregates
Material_Plan Security_Group

is_provided_by

1.*
Cryptographic_Device * * Cryptographic_Material
- 1+ contains
* 1.*
1| has ) 1 1| provides
Location provides Capability

Figure 189: Cryptographic Materials Semantics

5.4.2.10.5.1 Entities

Capability

The capability of the component to update and make cryptographic material available for use.
Cryptographic_Device

A set of hardware, software and firmware that performs one or more cryptographic functions, such as
being the secure key store or key generator.

Cryptographic_Material

An item used in the process of encryption or decryption, e.g. a key, algorithm (including for hash
functions) or certificate.

Location

A defined logical position where encryption/decryption occurs, e.g. the location in a network or link,
the storage location or other crypto device location.

Material_Plan

The relationship between Cryptographic_Material and Cryptographic_Devices that defines conditions
of use, e.g. requested and granted distribution, installation, compatibility of, and destruction of
Cryptographic_Material.

Protection_Level

The level of protection provided by cryptography against loss of confidentiality, integrity and/or
availability (or other security attributes).

Requirement

A requirement to manage or apply a cryptographic protection.
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Security_Group

A group of items that have similar segregation requirements, e.g. security domains, types and
classification of data.

Segregation_Policy

The definition of the specific security domains, their segregation and use.

5.4.2.10.6 Design Rationale

5.4.2.10.6.1 Assumptions

. Cryptographic_Material is frequently stored in an encrypted form in a Cryptographic_Device,
so it usually has an associated encryption key set. Keys available will include the
Cryptographic Ignition Key (CIK), Algorithm Encryption Key (AEK), Key Encryption Key (KEK)
and Data Encryption Key (DEK).

. Legacy, coalition and sovereign cryptographic implementations (which may not be PYRAMID
compliant) will need to be supported.

. Military and commercial cryptography will need to be supported.

. If a specific key needs to be removed from a known named Cryptographic_Device, that will be
done directly and Cryptographic Materials doesn't need to get involved other than being
informed of the intended removal.

. Cryptographic_Devices will be responsible for sanitisation of their own
Cryptographic_Material; the Cryptographic Materials component coordinates the activity.

) Over The Air Rekeying (OTAR) can be handled like any other rekeying and any extra
protection required in transit will be provided by other components.

) Cryptographic Materials will be responsible for making Cryptographic_Material available for
an encryption or decryption task, not the fulfilment of that task.

. Cryptographic_Devices will be allocated to security domains at build time.

5.4.2.10.6.2 Design Considerations
Related PYRAMID Concepts
These PYRAMID concepts were specifically taken into account in defining Cryptographic Materials:

) Recording and Logging - the crypto-related security logging for Cryptographic_Devices will
also be done by Cryptographic Materials.

. Storage - encryption of storage media is expected, with the possibility of data being made
inaccessible by revocation of the Cryptographic_Material.

Exploitation Considerations

. This component will capture the bulk of information expected within the cryptographic plan.
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. Cryptographic_Material will always be planned to be used as part of a set, the whole set
being needed to conduct an encryption/decryption activity. However different storage devices
may be approved for different security levels so different parts of a set may be distributed to
different devices, in accordance with the applicable Segregation_Policy.

. Cryptographic Materials may request to sanitise data. Complying with the request will be
managed by the Cryptographic_Device. However Cryptographic Materials will report any
store/device that fails to confirm that a request to sanitise data has been completed.

. Keys will generally be stored in a dedicated key store with an emergency sanitisation facility.

. Emergency sanitisation may need to be implemented as a dedicated service interface due to
timeliness concerns.

5.4.2.10.6.3 Safety Considerations
The indicative IDAL is DAL A.

The rationale behind this is:

Failure of this component could lead to:

. Loss of availability of transfers of encrypted and/or hashed data by failure to provide the
correct Cryptographic_Material. For example, communications between a ground-based
control station and the air vehicle, which is primarily a concern for UAVs, but may apply to
manned air vehicles where some functions are controlled by external users. As loss of
communications can occur frequently for reasons outside of the control of the air system (e.g.
interference due to weather or satellite infrastructure) then the air vehicle will have been
designed to mitigate a loss of communications. For UAS this would by rely on pre-determined
automated or autonomous behaviour. For this failure mode it is concluded that failure of this
component may result a "significant reduction in safety margins"”, which has a major severity.
Therefore, the indicative DAL for this aspect is C.

. If Cryptographic_Material is required to access data critical to flight, inadvertent sanitisation
could lead to an uncontrolled crash of the air vehicle and fatalities, i.e. a catastrophic hazard.
Unless an Exploiting Platform can include a protection mechanism downstream of this
component that prevents deletion of material at the wrong time then failure of this component
could be catastrophic. Therefore the indicative DAL for this component is A.

5.4.2.10.6.4 Security Considerations
The indicative security classification is SNEO.

This component is central to the confidentiality, integrity and authenticity of system data; it is
responsible for the distribution of Cryptographic_Material that could be up to TS, however it is
expected such material would be handled separately from any other secure data and the component
itself will likely have an indicative classification of SNEO. The confidentiality of the
Cryptographic_Material is paramount to that of all data handled by the Exploiting Platform, with
additional handling methods being required due to the nature of the different material, e.g. CIK and
DEK in different stores.
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This component provides security related functions through:

Logging of Security Data for the component and its associated Cryptographic_Devices,
including location of Cryptographic_Material and its uses.

Maintaining Audit Records relating to authorisation of key changes, key rollovers and
sanitisation/device purges, etc.

Supporting Safe Operation of safety critical functions (see Safety Considerations) and may
need to be protected to assure continued airworthiness.

System Status and Monitoring for the Cryptographic_Material and Cryptographic_Devices,
including for the enacting of a demand for sanitisation.

It fundamentally implements security enforcing functions by:

Managing the Cryptographic_Material used for Encrypting Data in order to protect that data.

Protecting the confidentiality, integrity and authenticity of encrypted system data, therefore
Preventing Cyber Attacks and Malware.

Rendering Sensitive Data Inaccessible by coordinating the sanitisation of
Cryptographic_Material, adhering to compromised key lists and certificate revocation list
(CRL) checking, etc.

Restricting Access to Data that is encrypted. Access to the Cryptographic_Material itself is
also strictly controlled to ensure keys are not compromised. This component is cognisant of
the separation and CIA requirements of data within different security domains.

5.4.2.10.7 Services

5.4.2.10.7.1 Service Definitions

5.4.2.10.7.1.1 Protection

Protection

- refine» «requirement»
identify_material_solution_progress

T

1

1 .

1 . £ lizati «refine» «requirement»

«i > . .

: ‘o _m_lei a_ce_r(ia_lza_mgn_ - capture_crypto_material_requirements
Entities '

1 «requirement»

V determine_material_plan

Protection_Level |

«requirement»
determine_crypto_material_usage

Figure 190: Protection Service Definition
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«component composition service»
Requirement

/:\

«refine»

1
Protection

Description
This service captures the requirements for Cryptographic_Material to enable protection of information as defined in the Segregation_Policy.

«activity»
determine_protection_is_achievable

Description
Determine if supplying
Cryptographic_Material to enable the
required protection is achievable.

«requirement» 1 - ¥
determine_crypto_material_usage <,‘ «requirement» = .

' | identi - i <<
TS Description ik identify_material_solution_progress «refine»
determine_cryptographic_material | J . To determine when and where crefing» ~ Description
— particular Cryptographic_Material : . To identify what progress has
Description needs to be used. ' been made against the
Determine the appropriate 1 Requirement.
Cryptographic_Material to be used to «requirement» '
fulfil the protection requirement. determine_material_plan <—|
- - «refime»
Description
. To determine a Material_Plan that

complies with the data
Segregation_Policy (e.g. for specific
security domains, types or
classifications of data).

«requirement»
capture_crypto_material_requirements % 4
Description «refine»

. To capture Requirements for the use of
Cryptographic_Material.

Figure 191: Protection Service Policy

Protection

This service captures the requirements for Cryptographic_Material to enable protection of information
as defined in the Segregation_Policy.

Interfaces
Achievement

This interface is a statement of the progress towards the achievement of a requirement to provide a
level of protection.

Security_Group

This interface is a statement of the required level of protection for a specific Security_Group.

Attributes

protection_type The type of protection required, e.g. for data in transit or at rest.

protection_level The level of protection needed to ensure confidentiality, integrity, availability,
etc. or a combination of these.

data_location The location (e.g. security domain) of the data to be cryptographically
transformed.

temporal_information | Information covering timing for the requested protection, such as start and
end times.
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Activities

determine_protection_is_achievable

Determine if supplying Cryptographic_Material to enable the required protection is achievable.

determine_cryptographic_material

Determine the appropriate Cryptographic_Material to be used to fulfil the protection requirement.

5.4.2.10.7.1.2 Cryptographic_Material_Provision

Cryptographic_Material_Provision «uses»

Entities

Cryptographic_Material

< - - - -

Figure 192: Cryptographic_Material_Provision Service Definition

«component composition service»
Solution_Dependency

/:\ «refine»

Cryptographic_Material_Provision

Description

This service provides the Cryptographic_Material to be used in order to achieve the necessary protection.

«activity»
assess_progress_evidence

¥y

Description
Assess the evidence for progress of distribution or application
of Cryptographic_Material change to decide whether any
further action needs to be taken.

«activity»
identify_requirement_change

Description
Identify changes to the Cryptographic_Material required to
meet the desired protection level.

«activity»
provide_cryptographic_material

Description
Deliver or otherwise make the Cryptographic_Material available
for use.

Figure 193: Cryptographic_Material_Provision Service Policy
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Cryptographic_Material_Provision

This service provides the Cryptographic_Material to be used in order to achieve the necessary
protection.

Interfaces
Cryptographic_Material
This interface is the statement of the Cryptographic_Material for distribution.

Attributes

cryptographic_material | The identified Cryptographic Material.

target_location The location where the Cryptographic_Material is needed (e.g. the
Cryptographic_Device or Location).

temporal_validity Information covering timing, such as when or how long the
Cryptographic_Material is valid for use.

Achievement

This interface is the statement of achievement of the distribution activities.
Activities

assess_progress_evidence

Assess the evidence for progress of distribution or application of Cryptographic_Material change to
decide whether any further action needs to be taken.

identify_requirement_change
Identify changes to the Cryptographic_Material required to meet the desired protection level.
provide_cryptographic_material

Deliver or otherwise make the Cryptographic_Material available for use.

5.4.2.10.7.1.3 Cryptographic_Material_Update

«refine» «requirement»
identify_material_solution_progress

«requirement»
determine_material_plan

____________

T
1
1
Entities 1

| Material_Plan | :

«requirement»
capture_crypto_material_requirements

| Cryptographic_Material «requirement»

determine_crypto_material_usage

Figure 194: Cryptographic_Material_Update Service Definition
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«component composition service»
Requirement

1 «refine»

1
Cryptographic_Material_Update

Description
This senvice determines the achievability of a requirement to update Cryptographic_Material and coordinates the fulfilment of the update.

«activity» J

coordinate_cryptographic_material_update|

Description
Fulfil a requirement by coordinating the
planned solution to update the
Cryptographic_Material.

— «requirement» 1
«activity» «requirement» ' determine_material_plan ok
determine_update_progress » identify_material_solution_progress g’ - réfin»
" Description 1
Description Description «refine»| To determine a Material_Plan that 1
Determine the progress of a . To identify what progress has been complies with the data :
Cryptographic_Material solution against the made against the Requirement. Segregation_Policy (e.g. for specific 1
requirement. security domains, types or 1
classifications of data). 1
«activity» !
determine_update_is_feasible | «requirement» :
Description capture_crypto_material_requirements - ’:
Determine whether the Cryptographic_Material Description «refing»
update is feasible. . To capture Requirements for the use 1
of Cryptographic_Material. 1
«activity» !
determine_material_plan «requirement» :
Description w, determine_crypto_material_usage - ,'
Det_erm_ine the Mate_riaI_PI_ar_l that applies and Description «refine»
maintains the security policies for CIA. A To determine when and where
particular Cryptographic_Material
needs to be used.

Figure 195: Cryptographic_Material_Update Service Policy

Cryptographic_Material_Update

This service determines the achievability of a requirement to update Cryptographic_Material and
coordinates the fulfilment of the update.

Interfaces
Update_Cryptographic_Material

This interface is the details of the update (sanitise, revoke, rollover or otherwise change) to the
Cryptographic_Material.

Attributes

cryptographic_material | The Cryptographic_Material to be updated.

location The location of the Cryptographic_Material to be updated.

update_type Whether the update is to create, sanitise, revoke, rollover or otherwise
change the Cryptographic_Material.

temporal_validity Information covering the validity timing of the Cryptographic_Material, e.g.
its start or expiration time.

Achievement

This interface is a statement of the progress towards the achievement of a requirement to coordinate
a change to the Cryptographic_Material.
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coordinate_cryptographic_material_update

Fulfil a requirement by coordinating the planned solution to update the Cryptographic_Material.

determine_update_is_feasible

Determine whether the Cryptographic_Material update is feasible.

determine_material_plan

Determine the Material_Plan that applies and maintains the security policies for CIA.

determine_update_progress

Determine the progress of a Cryptographic_Material solution against the requirement.

5.4.2.10.7.1.4 Capability

«interface realization»

Capability
T
1
1
1
Entities 1
v
Capability

Figure 196: Capability Service Definition
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«component composition service»
Capability

: «refine»
Capability

Description
This service assesses the current and predicted Capability of the component to manage Cryptographic_Material.

P

«activity»
determine_capability

Description
Assess the current and predicted capability to
provide and administer
Cryptographic_Material, taking account of
system health and observed anomalies (e.g.
normal behaviour and impacts due to failures,

; 1 «refine» «refine» 1
damage, usage or ageing). \,/ \,/

«requirement»
assess_capability

Description
. To assess the ability of the component to provide
appropriate Cryptographic_Material, taking account
of system health and observed anomalies (e.g.
normal behaviour and impacts due to failures,
damage, usage or ageing).

Figure 197: Capability Service Policy

Capability

This service assesses the current and predicted Capability of the component to manage
Cryptographic_Material.

Interfaces
Administration_Capability

This interface is a statement of the current and predicted capability to administer the
Cryptographic_Material.

Distribution_Capability

This interface is a statement of the current and predicted capability to support distribution of
Cryptographic_Material.

Activity
determine_capability

Assess the current and predicted capability to provide and administer Cryptographic_Material, taking
account of system health and observed anomalies (e.g. normal behaviour and impacts due to failures,
damage, usage or ageing).
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5.4.2.10.7.1.5 Capability_Evidence

«uses»

L
| Capability_Evidence |_«uses»

T

1

1 «uses»
-

Entities
\Y
| Cryptographic_Device |

| Cryptographic_Material |

Figure 198: Capability_Evidence Service Definition

«component composition service»
Capability_Evidence

A «refine»

1
Capability_Evidence

Description
This senice consumes evidence that supports the current and predicted capability of Cryptographic
Materials, and identifies missing information required to determine its Capability.

«activity»
assess_capability_evidence _J

Description
Assess the capability evidence to decide
whether any further action needs to be taken.

«activity» _J

identify_missing_capability_evidence

Description
Identify any extra capability evidence required
to determine the capability to the required
level of specificity and certainty.

Figure 199: Capability Evidence Service Policy
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Capability_Evidence

This service consumes evidence that supports the current and predicted capability of Cryptographic
Materials, and identifies missing information required to determine its Capability.

Interfaces
Device_ Ability

This interface is the ability of a Cryptographic_Device to provide, receive or update
Cryptographic_Material.

Distribution_Ability

This interface is the evidence about the ability of the infrastructure to support the distribution of
Cryptographic_Material.

Cryptographic_Material_Information

This interface is the evidence about the Cryptographic_Material.

Activities

assess_capability _evidence

Assess the capability evidence to decide whether any further action needs to be taken.
identify_missing_capability_evidence

Identify any extra capability evidence required to determine the capability to the required level of
specificity and certainty.
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5.4.2.10.7.2 Service Dependencies

Cryptographic Materials Service DependenciesJ
g .- -------- _----------------------------------------------->®
1 Request to fulfil requirement Request cryptographic material
5 update
|
=
g : - ---------------------------------- >®
g : Provide progress
o 1
5 1
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% Requirement change 1 i
S 1 ! 1
b . s N 1
1 1
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Figure 200: Cryptographic Materials Service Dependencies
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5.4.2.11 Cryptographic Methods

5.4.2.11.1 Role

The role of Cryptographic Methods is to perform cryptographic transformations.

5.4.2.11.2 Overview
Control Architecture

Cryptographic Methods is a service component as defined in the Control Architecture PYRAMID
concept.

Standard Pattern of Use

A Requirement will trigger Cryptographic Methods to perform a Cryptographic_Action using the
provided or pre-loaded Cryptographic_Materials.

Examples of Use

Cryptographic Methods is used when data is required to be cryptographically transformed, examples
of this can include:

. Link Encryption - Data-in-transit on a single hop (point-to-point).

. Traffic Encryption - Data-in-transit for an end-to-end link (e.g. PRIME IPSec).

. Secure Data at Rest - Disk encryption and file encryption.

. Payload Encryption - Encryption of part of a message for data-in-transit (e.g. MIKEY-SAKKE
or TLS).

) Analogue Encryption - Frequency based encryption of a radio signal over the air (scramble).

5.4.2.11.3 Service Summary

Cryptographic Methods

Achievement Q—————
Cryptographic_Transformation_Requirement Q———

: Cryptographic_Requirement

: ~Cryptographic_Material_Dependency EJ—C Cryptographic_Material

: Update_Cryptographic_Material

: ~Capability_Evidence i ; ol '
: Capability pability_Evi ﬁ]—( Cryptographic_Material_Availability_Evidence

Figure 201: Cryptographic Methods Service Summary

Update_Cryptographic_Material

Achievement

Cryptographic_Transformation_Capability Q————
Update_Cryptographic_Material_Capability Q———

5.4.2.11.4 Responsibilities
capture_cryptographic_requirement

. To capture Requirements for a Cryptographic_Function (e.g. encryption, decryption, or
hashing).
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determine_cryptographic_material_for_use
. To determine the Cryptographic_Material to be used for any particular Cryptographic_Action.
identify_if _cryptographic_transformation_solution_remains_feasible

. To identify if a cryptographic transformation in progress remains feasible given current
resources.

determine_cryptographic_state

. To determine the current state of the cryptography, e.g. encryption is available, complete, or
failed.

encrypt_data

. To encrypt data.

decrypt_data

. To decrypt data.
provide_hashing_function

. To hash data.
capture_cryptographic_material

. To capture provided Cryptographic_Material.
assess_cryptographic_capability

. To assess the Capability of the component taking account of system health and observed
anomalies (e.g. normal behaviour and impacts due to failures, damage, usage or ageing).

sanitise_cryptographic_material

) To sanitise provided Cryptographic_Material.

5.4.2.11.5 Subject Matter Semantics

The subject matter of Cryptographic Methods is the use of Cryptographic_Material to perform
Cryptographic_Functions such as encryption, decryption and hashing.

Exclusions

The subject matter of Cryptographic Methods does not include:

. Cryptanalysis (breaking of encrypted data).

. The management and distribution of Cryptographic_Material, only its use.
) Why cryptography is required.

. The security implications presented by threats to encrypted data.
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Requirement

1..*| should_satisfy
1
Cryptographic_Function|1..* 1.*[ Cryptographic_Action
contributes_to uses
1..* 1“*
1| provides 1| applies
Capability Cryptographic_Material

Figure 202: Cryptographic Methods Semantics

5.4.2.11.5.1 Entities

Capability

The capability of the component to perform cryptographic transformations.
Cryptographic_Action

A discrete cryptographic step. This could be either the steps in a discrete cryptographic delivery (e.g.
individual steps to encrypt a discrete message) or the steps in a continuous cryptographic process
(e.g. apply the encryption to each discrete message, in turn).

Cryptographic_Function

A cryptographic process. The processes have a crypto usage state, e.g. encryption is available,
crypto channel open, and decryption complete.

Cryptographic_Material
The cryptographic material or material set, e.g. keys, algorithms, or certificates.
Requirement

A requirement to perform a cryptographic transformation.

5.4.2.11.6 Design Rationale

5.4.2.11.6.1 Assumptions

. Cryptographic Methods will be used to cryptographically protect confidentiality and integrity
when data is at rest and during transit, including when crossing security domain boundaries.

. The Cryptographic_Material utilised may be received, or generated by this component as
appropriate to its use.

5.4.2.11.6.2 Design Considerations
Related PYRAMID Concepts

These PYRAMID concepts were specifically taken into account in defining Cryptographic Methods:
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Cyber Defence - This component is involved with cyber defence activities.
Use of Communications - Communications are expected to be encrypted and decrypted.

Recording and Logging - This PYRAMID concept will carry out logging of cryptography
events.

Extensions

Different cryptographic methods can be accommodated by extensions.

5.4.2.11.6.3 Safety Considerations

The indicative IDAL is DAL A.

The rationale behind this is:

Failure of this component could lead to:

Loss of availability of transfers of encrypted and/or hashed data. For example,
communications between a ground-based control station and the air vehicle, which is
primarily a concern for UAVs, but may apply to manned air vehicles where some functions are
controlled by crew external to the air vehicle. As loss of communications can occur frequently
for reasons outside of the control of the air system (e.g. interference due to weather or
satellite infrastructure) then the air vehicle will have been designed to mitigate a loss of
communications. For UAS this would by relying on pre-determined automatic or autonomous
behaviour. For this failure mode it is concluded that failure of this component may result a
"significant reduction in safety margins"”, which has a major severity. Therefore, the indicative
DAL is C.

Failure to detect corruption of data transfers. The transfers would include those between
safety critical software items within the air vehicle, between a ground based control station
and the air vehicle and from external systems. In the worst case, the air system may
erroneously perform an activity with catastrophic consequences (e.g. unintended weapon
release). The data protections applied by this component can enable the transfer of safety
critical data by non-safety critical systems, such as by making data corruption/manipulation
identifiable when transferred in the external environment. As some commands may be simple,
no credit is taken for the corruption resulting in data not considered "believable" by the
receiving component. Therefore, the indicative DAL is conservatively assessed as DAL A.

Failures of encryption resulting in compromise of sensitive data or allowing control of the air vehicle
by unauthorised users is covered by the Cyber Defence PYRAMID concept.

5.4.2.11.6.4 Security Considerations

The indicative security classification is O-S, however the data that it is used to protect will be a
significant factor.

This component is central to protecting the confidentiality, integrity and authenticity of system data,
both at rest and when crossing security domain boundaries; it is responsible for the cryptographic
transformation of data appropriate to the requirements of that data. Cryptography may be required for
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all classifications of data, therefore there may be instances of this component in different security
domains, potentially using different algorithms, etc. It is not expected that these instances will need to
communicate with each other.

Additional protection may be required due to the nature of the component and its role in the security
of the Exploiting Platform and its data, this component may be segregated from other components.

This component provides security related functions through:
. Logging of Security Data relating to cryptographic events.

. Supporting Safe Operation of safety critical functions (see Safety Considerations) and may
need to be protected to assure continued airworthiness.

. System Status and Monitoring of cryptography capability. Loss of this capability will
undermine the security of the Exploiting Platform and therefore its operational advantage.

It fundamentally implements security enforcing functions by:
) Encrypting Data (including data hashing) as its primary task.

. Protecting the confidentiality, integrity and authenticity of encrypted system data, therefore
Preventing Cyber Attacks and Malware.

o Securing Communications through encryption of data prior to being communicated.
o Verifying Integrity of Data, providing hashing functions that confirm data is accurate and
complete.

5.4.2.11.7 Services

5.4.2.11.7.1 Service Definitions

5.4.2.11.7.1.1 Cryptographic_Requirement

«refine» «requirement»
""""" identify_if_cryptographic_transformation_solution_remains_feasible

- 5 «interface realization» "
Cryptographic_Requirement ___ refine» «requirement»
determine_cryptographic_state

«refine» «requirement»
"""" capture_cryptographic_requirement

«refine» «requirement»

- === === gecrypt_data
«refine» 5
________ «requirement»

«refine» «requirement»
-------- encrypt_data

Figure 203: Cryptographic_Requirement Service Definition

Entities

U
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«component composition service»

Requirement

A

:«refine»

Cryptographic_Requirement

measure of its achievability.

Description

This senice captures the cryptographic requirements (e.g. the information to be cryptographically transformed and which material should be used to do that) and determines a

«activity»
execute_cryptographic_transformation_solution

)

Description
Fulfil a cryptographic requirement by executing the
planned cryptographic transformation solution.

«activity»
determine_cryptographic_transformation_solution

—

Description
Determine a cryptographic transformation solution that
satisfies the given cryptographic requirements.

«activity»
determine_cryptographic_transformation_progress

-

Description
Identify what progress has been made against the
cryptographic requirement.

«activity»

solution_is_feasible

determine_whether_cryptographic_transformation_-

«requirement»
determine_cryptographic_state

-

Description
Determine whether the planned or on-going
cryptographic transformation solution is still feasible.

«requirement» !
decrypt_data <" Description
- <ref|n=é>> . To determine the current state of the
Description \ cryptography, e.g. encryption is -1
To decrypt data. 1 available, complete, or failed. «refine»
- '
! 1
«requirement» " «requirement» 1
provide_hashing_function <~ | | identify_if_cryptographic_transformation_- 1
Description «refine») solution_remains_feasible :
To hash data. : Description <=’
1. To identify if a cryptographic <refine»
1 transformation in progress remains
A feasible given current resources.
«requirement» 1
encrypt_data «refilﬁe»
Description !
To encrypt data. :
1
=
«requirement»
«refine»

capture_cryptographic_requirement

Description
To capture Requirements for a
Cryptographic_Function (e.g.

encryption, decryption, or hashing).

Figure 204: Cryptographic_Requirement Service Policy

Cryptographic_Requirement

This service captures the cryptographic requirements (e.g. the information to be cryptographically
transformed and which material should be used to do that) and determines a measure of its

achievability.

Interfaces

Cryptographic_Transformation_Requirement

This interface is the cryptographic transformation requirement, the information to be cryptographically
transformed, the cryptographic material to be used, and timing related information.

Attributes

temporal_information

Timing information about the requirement, such as time to complete or time
to start and finish.

material_usage

The usage of the cryptographic transformation, e.g. the type of
transformation to be performed for data-in-transit or for data-at-rest.

data information

The information which is required to be cryptographically transformed.

Achievement

This interface is the statement of achievement against the requirement.
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Activities

determine_cryptographic_transformation_solution

Determine a cryptographic transformation solution that satisfies the given cryptographic requirements.
determine_whether_cryptographic_transformation_solution_is_feasible

Determine whether the planned or on-going cryptographic transformation solution is still feasible.
execute_cryptographic_transformation_solution

Fulfil a cryptographic requirement by executing the planned cryptographic transformation solution.
determine_cryptographic_transformation_progress

Identify what progress has been made against the cryptographic requirement.

5.4.2.11.7.1.2 Update_Cryptographic_Material

Update_Cryptographic_Material L - . nerface realization, _ Laefine» «requirement»
- - determine_cryptographic_state

T

' N «refine» > «requirement»

: '\ «interface realization» sanitise_cryptographic_material
Entities 1 «refinex, "

v -_———— _> «requirement»

capture_cryptographic_material

| Cryptographic_Material

Figure 205: Update_Cryptographic_Material Service Definition
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«component composition service»
Requirement

A
:«refine»
Update_Cryptographic_Material

Description
This senvice captures the required changes to Cryptographic_Material, e.g. update or sanitise the current cryptographic material, or use newly provided cryptographic

material.

«activity»
assess_material_update

Description
Assess the request for material update to be actioned
and decide whether any further action needs to be
taken, e.g. missing cryptographic material.

«requirement» 1 «requirement» 1

capture_cryptographic_material ,' determine_cryptographic_state <- - ’
— <-71 — «refine»
Description «reﬁne»: Description
. To capture provided . To determine the current state of the

cryptography, e.g. encryption is
available, complete, or failed.

Cryptographic_Material.

L R ——

«requirement»
sanitise_cryptographic_material <--
«refine»

Description
. To sanitise provided
Cryptographic_Material.

Figure 206: Update_Cryptographic_Material Service Policy

Update_Cryptographic_Material

This service captures the required changes to Cryptographic_Material, e.g. update or sanitise the
current cryptographic material, or use newly provided cryptographic material.

Interfaces
Update_Cryptographic_Material

This interface is the requirement to update cryptographic material and the cryptographic material to be
updated, sanitised or added.

Attributes

update_type | The update type of the cryptographic material, e.g. update, delete, sanitise
cryptographic material.

material The cryptographic material to be updated, e.g. key set, or device certificate.

Achievement

This interface is the statement of achievement against the update cryptographic material requirement.
Activity

assess_material_update

Assess the request for material update to be actioned and decide whether any further action needs to
be taken, e.g. missing cryptographic material.
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5.4.2.11.7.1.3 Cryptographic_Material_Dependency

Cryptographic_Material_Dependency «uses»

Entities

Cryptographic_Material

<" - - -~

Figure 207: Cryptographic_Material_Dependency Service Definition

«component composition service»
Information_Dependency

N

P«refine»

1
Cryptographic_Material_Dependency

Description
This senvice identifies required cryptographic material not currently in the component.

«activity»
identify_required_cryptographic_material

Description
Identify cryptographic material that is required to
select, develop and/or progress a solution.

«activity»
assess_cryptographic_material

Description
Assess the cryptographic material to decide whether
any further action needs to be taken.

Figure 208: Cryptographic_Material_Dependency Service Policy

Cryptographic_Material_Dependency

This service identifies required cryptographic material not currently in the component.
Interface

Cryptographic_Material

This interface is the new cryptographic material.

Attributes

material The new cryptographic material.

material_usage | The intended usage of the cryptographic material, e.g. destination for data-in-transit
or store id for data-at-rest.
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Activities

assess_cryptographic_material

Assess the cryptographic material to decide whether any further action needs to be taken.
identify_required_cryptographic_material

Identify cryptographic material that is required to select, develop and/or progress a solution.

5.4.2.11.7.1.4 Capability

Capability «interface realization» «refine» «requirement»
assess_cryptographic_capability
]
Entities

Capability

....................... «refine»

-

|

Figure 209: Capability Service Definition

«component composition service»
Capability

Ar efine»

1
Capability

Description
This senice assesses the current and predicted Capability of the component to perform cryptographic transformations.

«activity»
determine_capability

Description
Assess the current and predicted capability to
provide cryptographically transformed data and
update cryptographic material, taking account of
system health and obsened anomalies (e.g.
normal behaviour and impacts due to failures, 1 1
damage, usage or ageing).

\:/ «refine» «refine» \:/
«requirement»
assess_cryptographic_capability

Description
. To assess the Capability of the component taking
account of system health and observed anomalies
(e.g. normal behaviour and impacts due to failures,
damage, usage or ageing).

Figure 210: Capability Service Policy
Capability

This service assesses the current and predicted Capability of the component to perform cryptographic
transformations.
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Interfaces

Cryptographic_Transformation_Capability

This interface is a statement of the capability to provide cryptographic transformation of data.
Update_Cryptographic_Material_Capability

This interface is a statement of the capability to update Cryptographic_Material.

Activity

determine_capability

Assess the current and predicted capability to provide cryptographically transformed data and update
cryptographic material, taking account of system health and observed anomalies (e.g. normal
behaviour and impacts due to failures, damage, usage or ageing).

5.4.2.11.7.1.5 Capability_Evidence

Capability_Evidence «uses»

I

1

Entities :
V

Capability

Figure 211: Capability_Evidence Service Definition
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«component composition service»
Capability_Evidence

: «refine»
Capability_Evidence

Description
This senice consumes evidence that supports the current and predicted capability of Cryptographic Methods, and
identifies missing information required to determine its Capability.

«activity»
assess_capability_evidence J

Description
Assess the capability evidence to decide whether any
further action needs to be taken.

«activity»
identify_missing_capability_evidence

Description
Identify any extra evidence required to determine the
capability of Cryptographic Methods to the required level of
specificity and certainty.

Figure 212: Capability_Evidence Service Policy

Capability_Evidence

This service consumes evidence that supports the current and predicted capability of Cryptographic
Methods, and identifies missing information required to determine its Capability.

Interface

Cryptographic_Material_Availability_Evidence

This interface is the evidence for the availability of Cryptographic_Material.

Activities

assess_capability_evidence

Assess the capability evidence to decide whether any further action needs to be taken.
identify_missing_capability_evidence

Identify any extra evidence required to determine the capability of Cryptographic Methods to the
required level of specificity and certainty.
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5.4.2.11.7.2 Service Dependencies

Cryptographic Methods Service DependenciesJ
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Figure 213: Cryptographic Methods Service
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5.4.2.12 Cyber Defence

5.4.2.12.1 Role

The role of Cyber Defence is to identify when system elements have been affected by a suspected
cyber attack and to determine how to respond to a suspected cyber attack.

5.4.2.12.2 Overview

Control Architecture

Cyber Defence is a service component as defined in the Control Architecture PYRAMID concept.
Standard Pattern of Use

With an anomaly detected, Cyber Defence determines if the anomaly may be the result of a cyber
attack. If a cyber attack is suspected, Cyber Defence determines the System_Elements that are likely
to be affected and identifies possible Responses to counter the effects of the attack.

Examples of Use
Cyber Defence will be used where a system may be vulnerable to cyber attacks and:
. It is necessary to determine if anomalous behaviour may be the result of a cyber attack.

. It is necessary to minimise the effects of a cyber attack by actions of the system.

5.4.2.12.3 Service Summary

Cyber Defence

Threat_Effect O—— L
: Cyber_Response 4( Anomaly_Assessment
Mitigation O——
: ~Threat_Evidence 4( Anomaly_Evidence

System_Information O—[|] : Attack_Identification 4C Event_Evidence

Figure 214: Cyber Defence Service Summary

5.4.2.12.4 Responsibilities

determine_possible_actions

. To identify possible actions to counteract a suspected cyber attack.
determine_anomaly_cause

. To determine that anomalous system behaviour may be the result of a cyber attack.
identify_affected_system_elements

. To identify System_Elements that have been affected by a suspected cyber attack.
predict_cyber_attack_progression

. To predict the progression of a cyber attack through the system (i.e. the expected sequence
in which System_Elements are likely to be affected).
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determine_quality_of identification

. To determine the quality of a cyber attack determination, against given
Measurement_Criterion/criteria.

determine_quality_of _response

. To determine the quality of a Response to a cyber attack, against given
Measurement_Criterion/criteria.

identify_additional_evidence_to_improve_identification

. To identify additional Evidence that could improve the certainty or specificity of a cyber attack
determination.

5.4.2.12.5 Subject Matter Semantics
The subject matter of Cyber Defence is cyber attacks to which a system may be vulnerable.
Exclusions

The subject matter of Cyber Defence does not include:

. The implementation details of any mitigating actions.
Connectivity |_ ________
1
*{ relates_to 1‘
1% System_Element | 1.*
| applies_to
1..*| affects
*| provides * *
Evidence | * suggests * [ Security_Incident 11 * Response
| | | reduced_byI
* *| indicated_by * * 1 1 *
caused_by 1 *| measured_against
Threat Measurement_Criterion
measured_against
*| indicates_a is_a is_a
— . . _ 1 _— mitigated_by i B
Security_Event_Type | 1.* [ Security_Incident_Type | 1..* > Response_Type
caused_bhy | : |
1
1
Mitigation

Figure 215: Cyber Defence Semantics

5.4.2.12.5.1 Entities
Connectivity

The type of relationship between System_Elements. This can impact how behaviour exhibited by a
number of system elements may, when considered together, indicate anomalous behaviour or a
security event. It can also indicate how a cyber attack may propagate through a system.
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Evidence
Information about anomalous system behaviour or a security event.
Measurement_Criterion

A criterion that the quality of an assessment will be measured against; e.g. confidence with which a
cyber attack has been determined, or confidence of effectiveness of Response.

Mitigation
A Response_Type appropriate to a Security_Incident_Type.
Response

A possible action that may reduce the effectiveness of a cyber attack, or may limit the effects of the
attack from promulgating through the system.

Response_Type

A kind of action that may reduce the effectiveness of a cyber attack, or may limit the effects of the
attack from promulgating through the system (e.g. re-routing traffic or quarantining a system element).

Security_Event_Type

A type of occurrence that may point towards a cyber attack (e.g. escalation of user privileges or
increased network traffic).

Security_Incident
A specific security incident for assessment of whether the system is the subject of a cyber attack.
Security_Incident_Type

The kind of security incident that a system may be subject to. For example, loss of confidentiality or
denial of service.

System_Element

Part of the system that either provides evidence of anomalous behaviour, or is affected or likely to be
affected by a cyber attack.

Threat

A known threat (vulnerability, attack vector, exploit, etc.) that might affect the system.

5.4.2.12.6 Design Rationale

5.4.2.12.6.1 Assumptions

. Cyber Defence will be at the core of any Security Information & Event Management (SIEM)
solution, able to compare events from multiple components that may not be considered a fault
by themselves (e.g. an elevation of user privilege combined with an increase in data being
transferred to that user).

. Cyber Defence will interpret software integrity failures, viruses and other attacks directed at
the execution platform (i.e. IT and information processing infrastructure).
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5.4.2.12.6.2 Design Considerations

Related PYRAMID Concepts

These PYRAMID concepts were specifically taken into account in defining Cyber Defence:
. Data Driving - This PYRAMID concept is applicable as:

. The known threats (vulnerabilities, exploits, signatures, attack vectors, malware,
viruses, etc.) to the system used to assess whether anomalies represent a possible
cyber attack should be data-driven to allow them to be kept up-to-date.

o This component is likely to need to be highly specific to the software and middleware
being assessed. It should know the functions, vulnerabilities and failure modes of
each software element, and how the elements are related. Data driving of the
component with this information should be considered.

) Capability Management - Cyber Defence does not provide an evolving view of its own
capabilities but it supports the capability assessment of other components.

Exploitation Considerations

. The possible actions that Cyber Defence may identify to counteract a security incident will be
highly dependent on the requirements of the Exploiting Programme, and it will be up to the
Exploiting Programme to determine, e.g. suggesting quarantining untrusted data.

. Cyber Defence will need to know under what conditions the system should identify a
suspected security incident, e.g. the confidence threshold. This will depend on the
requirements of the Exploiting Programme.

. Cyber Defence may adjust the conditions under which a suspected security incident is
identified, so attacks are not repeatedly reported erroneously. For example, if failure of
equipment results in increased processor time, the processor time threshold above which a
suspected security incident may be identified, should be increased. This will depend on the
requirements of the Exploiting Programme.

. Cyber Defence will need to know the rate at which it should provide notification of a security
incident in order that notifications do not themselves restrict the legitimate availability of a
communications channel. This will depend on the requirements of the Exploiting Programme.

5.4.2.12.6.3 Safety Considerations
The indicative IDAL is DAL B.
The rationale behind this is:

. This component could identify a cyber attack when none exists or incorrectly identify the
System_Elements likely to be affected. This may cause other components to perform
unnecessary actions to mitigate against an attack. In the worst case this could result in the
Controlled-Trajectory Termination (CTT) of a UAV in a location that minimises the risk of third
party fatalities, resulting in loss of the air vehicle (critical severity).
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Failures of this component to detect a cyber attack resulting in compromise of sensitive data or
allowing control of the air vehicle by unauthorised users is covered by the Cyber Defence PYRAMID
concept.

Where instances of this component are used to prevent hazards that are less severe, the Exploiting
Platform may require a less onerous DAL.

5.4.2.12.6.4 Security Considerations
The indicative security classification is SNEO.

This component requires information about the system, including its vulnerabilities and connectivity,
etc. in order to be able to determine the attack vectors and progression of cyber attacks. It is therefore
considered SNEO. The confidentiality of information that might divulge additional vulnerabilities to an
adversary should be adequately protected.

The component is expected to satisfy security related functions relating to:

. Logging of Security Data for subsequent forensic examination of incidents and events,
which might then point to the presence of a cyber attack or other breach.

. Supporting Safe Operation of safety critical functions (see Safety Considerations) and may
therefore need to be protected to assure continued airworthiness.

. System Status and Monitoring for cyber attacks.
. Warnings and Notifications for potential or confirmed cyber attacks.

The component is a cornerstone in the detection of cyber attacks, and is directly involved in satisfying
security enforcing functions relating to:

. Detecting Security Breaches caused by cyber attacks. It may therefore have a level of
awareness of security domains.

) Preventing Cyber Attacks and Malware as its primary function.
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5.4.2.12.7 Services

5.4.2.12.7.1 Service Definitions

5.4.2.12.7.1.1 Cyber_Response

«refine» «requirement»
identify_affected_system_elements

«interface realization» :
Cyber_Response = ke - e e e - e === «refine»

«refine» «requirement»

T
1
1
1
1
1 1l Seammmmmm==={ > Mitioation = b= ===
1 determine_quality_of_response

Entities

Security_Incident

| System_Element |

«refine»

Rt~

«requirement»
determine_possible_actions

R

Figure 216: Cyber_Response Service Definition

Cyber_Response

Description
This senice determines possible actions to counteract a suspected cyber attack as well as providing information on the attack's impact to the rest of the
system.

«activity» _J
identify_effect
Description
Identify the effect of a suspected
cyber attack, e.g. pre and post
mitigation.
= 1 «requirement»
SR MICIHELE u 1 determine_quality_of_response
«activity» _J identify_affected_system_elements << - ’:‘ -—l= > - - -
determine_response Description «refinep Krefine> —_ Despnp::on ity of
" o To identify System_Elements that ! - > REEEITNGUE (t:{Jua iy @ ka
. De§cr|pt|gn have been affected by a suspected ! krefine» Res_ponsg D& EYIer EiErls
Determine possible actions or cyber attack. 1 1 against given o
mitigation to counteract a suspected 1 1 Measurement_Criterion/criteria.
cyber attack. § : 1
«requirement» K :
determine_possible_actions < _— ,
Description «refine» 1
. To identify possible actions to <<----
counteract a suspected cyber «refine»
attack.

Figure 217: Cyber Response Service Policy

Cyber_Response

This service determines possible actions to counteract a suspected cyber attack as well as providing
information on the attack's impact to the rest of the system.

Interfaces
Threat_Effect

This interface is the assessment of the impact and nature of the threat as well as degree of
confidence in this assessment.
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Attributes

severity level The measure of severity of a suspected cyber attack.

affected element | The System Element affected by the suspected cyber attack.

type of incident | The nature of the Security Incident the system has been affected by.

confidence The confidence that the cyber attack and its effect have been correctly identified.

Mitigation
This interface is the actions necessary to counteract a suspected cyber attack.

Attributes

action The action to be taken in mitigation of a cyber attack (e.g. blacklist a network port).

consequence | The expected consequence of not observing the mitigation so that trade-off can be
assessed (e.g. mission objectives vs security, safety vs security).

confidence The expected quality of cyber attack response.

Activities

determine_response

Determine possible actions or mitigation to counteract a suspected cyber attack.
identify_effect

Identify the effect of a suspected cyber attack, e.g. pre and post mitigation.

5.4.2.12.7.1.2 Attack_ldentification

«refine» «requirement»
predict_cyber_attack_progression

«refine» «requirement»
Attack Identification «interface realization» identify_affected_system_elements
«refine» «requirement»
: : determine_quality_of_identification
Entities s
A : «refine» > «requirement»
System Element 1 identify_additional_evidence_to_improve_identification
- 1

Connectivity

Figure 218: Attack_ldentification Service Definition
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«component composition service»
Information_Dependency

/I\ «refine»

1
Attack_ldentification

Description
This senice provides an assessment on which System_Elements have been affected or are likely to be affected in a suspected cyber attack, and
how that attack may propagate through the system. Additional information may be requested, as required, to support the certainty of this
assessment.

«activity»
evaluate_attack_progression

Description
Evaluate the provided system information to determine
progression of a cyber attack.

«requirement»
«activity» identify_additional_evidence_to_improve_identification

1
]
identify_additional_system_information Description << -
. To identify additional Evidence that could improve | «refing»
the certainty or specificity of a cyber attack
determination.

Description
Identify the additional system information required to
improve the certainty or specificity of the assessment of
proliferation or effect of a suspected cyber attack.

«requirement»
identify_affected_system_elements

Description
. To identify System_Elements that have been «refin
affected by a suspected cyber attack.

A

:----@-------

«requirement»
determine_quality_of_identification

1
1

Description << O

. To determine the quality of a cyber attack «refine
determination, against given

Measurement_Criterion/criteria.

-

«requirement»
predict_cyber_attack_progression

Description <-
. To predict the progression of a cyber attack «refine»
through the system (i.e. the expected sequence in
which System_Elements are likely to be affected).

-~ -

Figure 219: Attack Identification Service Policy

Attack_ldentification

This service provides an assessment on which System_Elements have been affected or are likely to
be affected in a suspected cyber attack, and how that attack may propagate through the system.
Additional information may be requested, as required, to support the certainty of this assessment.

Interface
System_Information
This interface is the information about System_Elements.

Attributes

element The System_Element the information is about.

mapping | The Connectivity between elements, e.g. physical, available or allowable (whitelist)
connections.

quality The quality of cyber attack identification.
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Activities

evaluate_attack_progression

Evaluate the provided system information to determine progression of a cyber attack.
identify_additional_system_information

Identify the additional system information required to improve the certainty or specificity of the
assessment of proliferation or effect of a suspected cyber attack.

5.4.2.12.7.1.3 Threat_Evidence

Threat_Evidence

Entities

< |- - - - - - =--

Evidence

Figure 220: Threat_Evidence Service Definition
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«component composition service»
Information_Dependency

A

:«reﬁne»

Threat_Evidence

determination.

Description

This service interprets the available Evidence on events and anomalous behaviour that might signal a cyber attack is in progress or has
occurred. Where certainty or specificity of a cyber attack determination is low, it identifies additional Evidence to improve that

«activity»
identify_required_evidence

w

Description
Identify if additional Evidence is required in order to identify
the nature of the Security_Incident to the required level of
specificity and certainty.

«activity»
assess_provided_evidence

Description
Assess the Evidence against known attack patterns to
decide whether any further action needs to be taken.

Figure 221: Threat Evidence Service Policy

Threat_Evidence

This service interprets the available Evidence on events and anomalous behaviour that might signal a
cyber attack is in progress or has occurred. Where certainty or specificity of a cyber attack
determination is low, it identifies additional Evidence to improve that determination.

Interfaces

Anomaly_Evidence

This interface is the anomalous behaviour Evidence that might signal a cyber attack is in progress or

has occurred.

Attributes

element The anomalous System_ Element the evidence is about.

actual state The actual state of the System Element, e.g. active.

expected state The expected state of the System Element, e.g. inactive.

actual_behaviour The actual behaviour of the System_Element, e.g. data flow is unexpectedly
sluggish.

expected_behaviour | The expected behaviour of the System_Element, e.g. data flow falls within an
expected range.

Event_Evidence

This interface is the Evidence about events that, whilst not suspicious on their own, may help in
identifying a cyber attack when accompanied by other Evidence.
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Attributes

event The specific event being reported (e.g. that user X's privileges have been increased).

event_type | The type of event being reported (e.g. elevation of privileges or increase in network
traffic).

Anomaly_Assessment

This interface is the assessment of anomalous behaviour Evidence to determine the cause of a
Security_Incident.

Attribute

incident_source | The origin of a Security_Incident (e.g. a system fault if it was determined to be
non-hostile or deliberate cyber attack if determined to be hostile)

Activities
assess_provided_evidence

Assess the Evidence against known attack patterns to decide whether any further action needs to be
taken.

identify_required_evidence

Identify if additional Evidence is required in order to identify the nature of the Security _Incident to the
required level of specificity and certainty.
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5.4.2.12.7.2 Service Dependencies

Cyber Defence Service DependenciesJ
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Figure 222: Cyber Defence Service Dependencies
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5.4.2.13 Data Distribution

5.4.2.13.1 Role

The role of Data Distribution is to prepare data for delivery (including preparing received data for
delivery to an internal user), and instigate the delivery of data.

5.4.2.13.2 Overview

Control Architecture

Data Distribution is a service component as defined in the Control Architecture PYRAMID concept.
Standard Pattern of Use

The Data Distribution component receives a Distribution_Requirement to distribute data to a
Participant. The component identifies the available data Delivery Resources and determines a
delivery solution, given applicable Distribution_Constraints, including the required integrity checking
and protection. Data Distribution gathers Data_ltems, formats and protects them to create
Delivery_ltem(s) in accordance with Formatting_Rules and the agreed data distribution solution. The
Data Distribution component also performs the reverse of this process to extract Data_ltems from
received Delivery_ltems.

Examples of Use
Data Distribution will be used:
. For the delivery of data to and from a Participant external to the PYRAMID deployment.

. For the delivery of data between Participants that are internal to a PYRAMID deployment but
located on separate nodes.

. For formatting data for delivery (e.g. by adding metadata and 'packaging' overheads)

. To automatically produce reports.

5.4.2.13.3 Service Summary

| Data Distribution

Achievement Q—— L—C Achievement
N . : : Distribution_Requirement . .
Distribution_Requirement O———— - . Delivery_Requirement
: ~Delivery_Dependency -
criterion O——— I—C Quality_of_Service
_C Data_ltem
Distribution_Constraint - Constraint : ~Distribution
_C Delivery_ltem
I—C Delivery_Capability
Distribution_Capability : Capability : ~Capability_Evidence Delivery_Performance
o Delivery_Item_Preparation_Capability

Figure 223: Data Distribution Service Summary
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5.4.2.13.4 Responsibilities

capture_requirements_for_data_distribution

. To capture Distribution_Requirements for distribution of Delivery _ltems.
capture_measurement_criteria_for_data_distribution

. To capture Measurement_Criteria for distribution of a Delivery_Item.
capture_constraints_for_data_distribution

. To capture Distribution_Constraints for the distribution of Delivery_Items.
determine_data_distribution_solution

. To determine a data distribution solution (e.g. transport method and protocol or report
formatting) for use of Delivery Resources that will meet given Distribution_Requirements,
Distribution_Constraints and Measurement_Criteria.

gather_data_for_distribution

. To gather a Data_Item for distribution to a Participant in accordance with an agreed data
distribution solution using Delivery_Resources.

format_data_for_distribution

. To format a Delivery_Item using the specified Formatting_Rules for distribution to a
Participant in accordance with an agreed data distribution solution.

protect_data_for_distribution

. To protect a Delivery_Item using the specified Protections for distribution to a Participant in
accordance with an agreed data distribution solution.

identify_data_distribution_solution_in_progress_remains_feasible
. To identify whether a data distribution solution currently in progress remains feasible.
distribute_data

. To distribute a Delivery Item in accordance with an agreed data distribution solution using
Delivery_Resources.

identify_progress_of_data_distribution_solution

. To identify the progress of a data distribution solution against the captured
Distribution_Requirements.

determine_quality_of_data_distribution

. To determine the quality of a Delivery_Interaction, measured against given
Distribution_Requirements and Measurement_Criteria (e.g. for data delivery this could be loss
of packets or corrupted data).

assess_data_distribution_capability

. To assess the Distribution_Capability to distribute Delivery Items taking account of system
health and observed anomalies.
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identify_missing_information

. To identify missing information that could improve the certainty or specificity of the
Distribution_Capability assessment.

predict_capability _progression

. To predict the progression of the Distribution_Capability over time and with use.

5.4.2.13.5 Subject Matter Semantics

The subject matter of Data Distribution is the distribution and reception of data, including collation and
formatting for delivery (e.g. adding 'packaging' overheads to data that contributes to assurance of
protection and integrity for delivery) and decomposition of delivered data on receipt.

Exclusions
The subject matter of Data Distribution does not include:

. Formatting of data items beyond what is required by Formatting_Rules for distribution; e.g.
translation of Data_Items in accordance with the internal rules of another system or
manipulating the format of information within Data_Items (e.g. presenting a value as kg or

grammes).
Distribution_Constraint Measurement_Criteria | * specifies * [Distribution_Requirement 1
* 1 I
*|measured_against fulfils
constrains
* * *
receive_from § § 7 . _ _
1.4 cande tob o oo e = _I Delivery_Interaction enables 1.* ['Distribution_Capability |
Participant * d
1% 1|delivered_by *|provides
- sent_to
1|provided_by
*| provides Lreceives 1..*|delivers
| Data_ltem | 1. 1] Delivery_ltem |
| contains [
* * 0.1
formatted_by uses
*| has 1.* *| requires 1.x 1.*lenabled_by
| Data_Categorisation | | Formatting_Rule Protections 1 *| Delivery_Resource |
provides
*| specifies J

Figure 224: Data Distribution Semantics

5.4.2.13.5.1 Entities

Data_Categorisation

Information about a Data_Item, e.g. the classification, priority, or whether it is safety critical.
Data_ltem

A specific item of data to be distributed, e.g. a sensor measurement or a TDL message.
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Delivery_Interaction
An interaction to between Participants to deliver data.
Delivery_ltem

The collated data and packaging to be delivered to the participant(s) or received from an external
source, e.g. mission report, release of mission data or Internet Protocol packet. This is inclusive of
any metadata or packaging overhead to be included, including that due to security and integrity
protections being applied.

Delivery_Resource

The resources available to the component to perform a data exchange, e.g. communication and
network resources, or cryptographic devices.

Distribution_Capability

The capability of this component to deliver data, e.g. the range of Delivery_Interactions which the
component can support given available Delivery _Resources.

Distribution_Constraint

An externally placed limit on how data can be distributed, e.g. limits on Delivery_Resources that can
be used or Delivery_Interactions that can occur.

Distribution_Requirement
The requirement defining the needs to deliver data.
Formatting_Rule

The rules for configuring the required Data_Item(s) into a specific Delivery _Item format for delivery
and any metadata or overhead 'packaging’ which needs to be added (e.g. the construction rules for a
mission report or the structure of specific IP packet). This does not cover any formatting changes not
required for the delivery of data (e.g. presenting a value as kg or grammes).

Measurement_Criteria

A measurable parameter that can be used to evaluate performance, quality and progress, e.g. quality
of service.

Participant

The providers and receivers of data in an exchange. Multiple participants can provide Data_ltems and
Delivery_ltems can be received by multiple participants.

Protections

The methods applied in order to protect a data exchange, e.g. the use of secure Delivery Resources,
or encryption of Delivery_ltems.
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5.4.2.13.6 Design Rationale

5.4.2.13.6.1 Assumptions

This component is l