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This DWP Protective Monitoring Security Policy is part of a suite of policies designed 

to promote consistency across the Department for Work and Pensions (DWP) and 

supplier base with regards to the implementation and management of security 

controls. For the purposes of this policy, the term DWP and Department are used 

interchangeably. 

Security policies considered appropriate for public viewing are published here: 

https://www.gov.uk/government/publications/dwp-procurement-security-policies-

standards.   

Security policies cross-refer to each other where needed, so can be confidently used 

together. They contain both mandatory and advisory elements, described in consistent 

language (see table below). 

Table 1 – Terms 

Term Intention 

must denotes a requirement: a mandatory element. 

should should denotes a recommendation: an advisory element. 

may denotes approval. 

might denotes a possibility. 

can denotes both capability and possibility. 

is/are is/are denotes a description. 

https://www.gov.uk/government/publications/dwp-procurement-security-policies-standards
https://www.gov.uk/government/publications/dwp-procurement-security-policies-standards
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Policy Title 

DWP Protective Monitoring Security Policy 

Overview 

The high-level principles and objectives of this policy are that:  
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DWP information systems and assets are monitored at discrete intervals to identify 

cybersecurity events and verify the effectiveness of protective measures. 

The DWP and all contracted third-party suppliers will record important security-

related events in logs, which will be stored centrally, protected against unauthorised 

change, and analysed on a frequent, regular basis, by system and/or security 

specialists, using a combination of automated and manual methods. 

The objective is to Identify, Protect, Detect, Respond and Recover (i.e. perform 

NIST-CSF functions) from malicious or anomalous activity or behaviour, and 

suspected security incidents, in a timely manner, reporting as appropriate (e.g. via 

the DWP Security Incident Response Team (SIRT) or to the Authority), and 

supporting forensic investigations where required. 

The policy presents protective monitoring and log management principles from a 

high-level viewpoint, and it is not a step-by-step guide to implementing or using log 

management technologies. 

Purpose 

The policy seeks to support DWP business in understanding the need for sound 

protective monitoring and security log management. It should be read in conjunction 

with the DWP Protective Monitoring Technical Security Standard (SS-012), which 

also aims to provide practical, real-world direction on developing, implementing, and 

maintaining effective log management practices throughout the Department. 

The policy requires the DWP to establish and maintain ongoing situational 

awareness across the enterprise through the centralised collection and review of 

security-related event logs. Without comprehensive visibility into infrastructure, 

operating system, database, application and other logs, the Department will have 

“blind spots” in its situational awareness that could lead to system compromise, data 

exfiltration, or unavailability of essential computing resources. 

Scope 

The policy covers several topics, including the need to establish accountabilities and 

responsibilities for log management and protective monitoring, for the establishment 

of log management infrastructures and processes, and for the continued 
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development and implementation of security event monitoring and management 

services in the DWP.  

This policy is in addition to and does not replace any legal or regulatory 

requirements. 

This policy applies to any, and all contractual agreements for the provision of 

protective monitoring and log management infrastructure and processes for the 

Department, whether hosted on premise or in the cloud. These policy statements 

supplement all currently applicable contractual agreements to Departmental 

computing and networking services, including provided through managed services. 

This policy applies to: 

a) DWP staff, (including contractors, consultants and other workers), involved in 

identifying the metadata, data and information that needs to be logged or 

recorded; events that need to be reported; and alerts that must be generated 

in response to anticipated attacks to DWP ICT systems, networks and 

applications.  

b) DWP staff, (including contractors, consultants, and other workers), involved in 

the determination of:  

• what should be monitored,   

• what should be recorded,  

• how logs may be used, and  

• what should be investigated in order to respond to perceived security 

incidents to ICT systems within the DWP estate, specifically DWP assets 

being monitored by the DWP Security Monitoring & Investigations Team. 

c) All contracted third-party suppliers, whose systems or services may be 

required to provide logging, log management, log analysis, security 

monitoring, event management, security triage and incident response and 

management to ensure the appropriate levels of assurance for the 

confidentiality, integrity and availability of the Department’s assets, including 

data. 
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Definitions 

Log: A log is a record of the events occurring within an organisation’s systems and 

networks. Logs are composed of log entries; each entry contains information related 

to a specific event that has occurred within a system, device, or network host.  

Many logs within an organisation contain records related to computer security. These 

computer security logs are generated by many sources, including security software 

such as antivirus software; devices such as firewalls; software such as intrusion 

detection and prevention systems; operating systems on servers, workstations, and 

networking equipment; and software application events.  

Security Event: A security event is an observed occurrence in a network or 

information system that has a possible security relevance. e.g. minor malware 

infection cleaned by anti-virus tools or administrator logging in. 

Security Incident: The DWP recognises a security incident as the attempted or 

actual unauthorised access, use, disclosure, modification, loss or destruction of a 

DWP asset (or a supplier asset that provides a service to the Authority) in violation of 

security policy. The circumstances may include actions that were actual, suspected, 

accidental, deliberate, or attempted. Security incidents must be reported as soon as 

possible. DWP users must report security incidents via the DWP Security Incident 

Referral Webform; third parties and suppliers must follow the DWP Security Incident 

Management Standard (SS-014). 

Personal Data Breach: A personal data breach is a breach of security leading to the 

accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or 

access to, personal data transmitted, stored or otherwise processed. 

ISCM: Information Security Continuous Monitoring (ISCM) means maintaining 

ongoing awareness of information security vulnerabilities and threats to support 

organisational risk management decisions. 

 

Policy Statements 
1. DWP Digital, DWP Operations Functions, and any other business areas and 

contracted accountable parties, deploying or configuring DWP services and 

solutions, are required to ensure all DWP IT operating systems, devices, and 

https://assets.publishing.service.gov.uk/media/654a77cae70413000ffc49a1/dwp-ss014-security-standard-security-incident-management.pdf
https://assets.publishing.service.gov.uk/media/654a77cae70413000ffc49a1/dwp-ss014-security-standard-security-incident-management.pdf
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appropriate software capabilities (including SaaS, PaaS, and cloud-based 

deployments), are configured to produce event logs to identify security-related 

events. 

2. Log data ownership must be recorded in an Information Asset Inventory or other 

record of organisational assets. It’s important to note the business retain 

ownership of logs until deleted or archived within DWP.  

3. System Owners must classify log data in accordance with the Government 

Classification Scheme, taking into consideration sensitive data, personal data, 

aggregation and association factors. 

4. Accountable and responsible parties in DWP Digital are required to have in 

place processes to monitor progress on implementation of security event logging 

and log management processes. 

5. Accountable and responsible parties in DWP Cyber Resilience Centre are 

required to have in place processes to monitor progress on implementation of 

protective monitoring and security event management so that they are satisfied 

that the requirements of this policy are being fulfilled.  

6. DWP systems and services and those implemented on behalf of DWP must be 

configured to meet the requirements of the DWP Protective Monitoring 

Technical Security Standard (SS-012), including to: 

6.1. enable event logging, using a standard format 

6.2. generate appropriate event types 

6.3. incorporate relevant event attributes in event entries 

6.4. use a consistent, trusted date and time source to ensure event logs use 

accurate timestamps.  

7. Security-related event logging must be protected from unauthorised access and 

accidental or deliberate modification/overwriting/redirection or deletion, in 

compliance with the DWP Security Standard - Privileged User Access Controls 

SS-001 (part 2) and DWP Security Standard – Use of Cryptography SS-007  

8. Mechanisms must be established so that storage space is allocated based on 

expected volumes of event information.  

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/882766/dwp-ss012-security-standard-protective-monitoring-standard-v1.1.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/882766/dwp-ss012-security-standard-protective-monitoring-standard-v1.1.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/882755/dwp-ss001-part-2-security-standard-privileged-user-access-controls-v1.2.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/882755/dwp-ss001-part-2-security-standard-privileged-user-access-controls-v1.2.pdf
https://assets.publishing.service.gov.uk/media/64c3d196f921860014866779/dwp-ss007-security-standard-use-of-cryptography.pdf
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9. Security-related event logs must be: 

9.1. reviewed regularly, utilising automated log analysis tooling where possible 

and appropriate. e.g. to help identify suspicious or unauthorised activity) – 

see security event management 14.2. below. 

9.2. archived regularly or set to overwrite (e.g. using a rotation schedule). 

9.3. retained and destroyed according to the DWP Information Management 

Policy. 

9.4. stored securely and encrypted where appropriate (e.g. to support evidence 

handling and possible forensic analysis at a later date). 

10. Security-related events (stored in event logs) must be extracted to a central 

store (e.g. using an automated security information and event management 

(SIEM) tool or similar log management tool). 

11. The logging of security-related events must be regularly reviewed to verify that 

the logging works as intended and has not been tampered with. 

Security Event Management 

12. A security event management process must be established to identify, 

investigate, and help respond to security related events (including indicators of 

compromise (IOC) where appropriate), which will be provided and maintained by 

the DWP Cyber Resilience Centre (CRC). 

13. The security event management process must be documented, implemented, 

and supported by DWP CRC and DWP Digital: 

13.1. security practitioners who are skilled and experienced in managing 

security events e.g. cyber security analysts or threat analysts. 

13.2. security event management products (e.g. network scanning software, log 

management tools and SIEM products). 

13.3. IT system experts who are skilled and experienced in the application or 

service specific events (e.g. engineers, IT operations, architects and 

product owners). 

14. The security event management process should embody a core set of 

capabilities, including: 

https://www.gov.uk/government/publications/dwp-information-management-policies/dwp-information-management-policy
https://www.gov.uk/government/publications/dwp-information-management-policies/dwp-information-management-policy
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14.1. data collection and correlation (e.g. gathering, normalising and correlating 

data from logs, threat intelligence and other sources whilst continually 

tuning tools to ensure relevance is maintained). 

14.2. detection (e.g. defining threat scenarios to monitor, developing alerts for 

anomalous behaviour and establishing a mechanism for the receipt of 

suspicious activity reports from IT practitioners, business users or external 

parties). 

14.3. monitoring (e.g. reviewing alerts, escalating where appropriate and 

providing feedback on false positives for refinement of correlation rules). 

14.4. security investigation (e.g. gathering additional information to assess 

whether a potential or actual security incident occurred, classifying the 

incident according to scale, impact and severity and recommending 

response actions). 

14.5. incident response (e.g. mitigate business impact of security incident 

through remediation, apply lessons learned to enhance future 

performance and report details of actions taken). 

15. Appropriate security-related event data must be collected from numerous 

sources, meeting the requirements of the DWP Protective Monitoring Technical 

Security Standard (SS-012). This will include: 

15.1. application logs. 

15.2. system logs. 

15.3. network equipment logs. 

15.4. threat intelligence (e.g. information about adversarial threats' past, present 

and predicted attacks to inform decisions or actions). 

15.5. contextual information (e.g. vulnerability scans, penetration testing results 

and HR feeds). 

15.6. third party security tooling. 

16. All data collected (e.g. event data, contextual information and threat intelligence) 

must be based on threat scenarios and associated use cases, defined through 

the risk assessments for each service. 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/882766/dwp-ss012-security-standard-protective-monitoring-standard-v1.1.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/882766/dwp-ss012-security-standard-protective-monitoring-standard-v1.1.pdf
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17. Specific monitoring activities must be performed to help identify anomalous 

behaviour. 

18. Detection of malicious or anomalous behaviour must be supported by defining 

scenarios that require monitoring, based on the DWP's threat profile and risk 

assessments. 

19. All alerts generated must be reviewed and actioned based on agreed playbooks 

in agreement with the DWP Cyber Security Monitoring & Investigations Team 

and aligned to the DWP Protective Monitoring Technical Security Standard (SS-

012). 

Accountabilities and Responsibilities 

a) The DWP Chief Security Officer is the accountable owner of the DWP 

Protective Monitoring Security Policy and is responsible for its maintenance 

and review, through the DWP Deputy Director for Security Policy and Data 

Protection 

b) This policy requires DWP Digital, DWP Operations Functions, and any other 

responsible business areas and contracted accountable parties (*see below), 

to clearly agree accountabilities and responsibilities for establishing data and 

implementing documented procedures to provide security events and log 

management processes in compliance with the DWP Protective Monitoring 

Technical Security Standard (SS-012). 

*Accountable parties are people and parties that run or host systems on 

behalf of DWP. For example, the system owner is accountable for ensuring 

relevant security events are captured in the service and the provision of log 

data to the agreed data store. 

c) This policy requires the DWP Cyber Resilience Centre to be accountable and 

responsible for log analysis, security monitoring, and security event 

management. 

d) This policy requires DWP Digital and DWP Operations Functions to be 

accountable and responsible for building relevant security events into their 

services aligned to service risk assessments.  

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/882766/dwp-ss012-security-standard-protective-monitoring-standard-v1.1.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/882766/dwp-ss012-security-standard-protective-monitoring-standard-v1.1.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/882766/dwp-ss012-security-standard-protective-monitoring-standard-v1.1.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/882766/dwp-ss012-security-standard-protective-monitoring-standard-v1.1.pdf
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Compliance 

a) All DWP employees, whether permanent or temporary (including DWP’s 

contractors) have security responsibilities and must be aware of, and comply 

with, DWP’s security policies and standards.  

b) Many of DWP’s employees and contractors handle sensitive information daily 

and so need to be enacting minimum baseline behaviours appropriate to the 

sensitivity of the information. Most security incidents and breaches relate to 

information security. 

c) The DWP recognises a security incident as the attempted or actual 

unauthorised access, use, disclosure, modification, loss or destruction of a 

DWP asset (or a supplier asset that provides a service to the Authority) in 

violation of security policy. The circumstances may include actions that were 

actual, suspected, accidental, deliberate, or attempted. Security incidents 

must be reported as soon as possible. DWP users must report security 

incidents via the DWP Security Incident Referral Webform; third parties and 

suppliers must follow the DWP Security Incident Management Standard (SS-

014). 

Failure to report a security incident, potential or otherwise, could result in 

disciplinary action and, in the most severe circumstances, dismissal.  

d) DWP’s Security and Data Protection Team will regularly assess for 

compliance with this policy and may need to inspect physical locations, 

technology systems, design and processes and speak to people to facilitate 

this. All DWP employees, agents, contractors, consultants, business partners 

and service providers will be required to facilitate, support, and when 

necessary, participate in any such inspection. DWP Collaboration and 

Communication Services will use software filters to block access to some 

online websites and services. DWP Employee Privacy Notice. 

e) If for any reason users are unable to comply with this policy or require use of 

technology which is outside its scope, they may discuss this with their line 

manager in the first instance and then the Security Advice Centre (SAC) who 

can provide advice on scalation/exception routes. 
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g) Where protective monitoring and security log management is not able to be 

carried out in compliance with the requirements of this policy, this should be 

presented to an assigned Authority / DWP Digital Security Risk Manager or 

Security Architect in the first instance and considered for submission to the 

DWP Digital Design Authority (DDA) advisory or governance board where 

appropriate. 

h) This presentation and possible submission must be carried out prior to 

deployment for new systems or services and managed through the design 

caveats or exception process. 

i) An exception to policy may be requested in instances where a business case 

can be made to undertake an activity that is non-compliant with DWP’s 

Security Policies. This helps to reduce the risk of non-compliant activity and 

security incidents. If an individual is aware of an activity that falls into this 

category, they should notify the security policy team immediately.   

j) Such exception requests will invoke the Risk Management process to clarify 

the potential impact of any deviation to the measure’s details in this policy and 

its associated standard. 

k) Exceptions to the policy or associated standard must be maintained on a risk 

register for accountability, traceability, and security governance reporting to 

senior management. 

l) Accountable and responsible parties must be prepared and willing to evidence 

compliance to this policy for audit purposes, if appropriate with security log 

audit records from their systems and services.  

---------------------------------------------------------------------------------------------------------------- 
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