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1. Introduction

This research was commissioned by the Department for Science, Innovation, and Technology
in order to support the work of the IoT Product Security Policy Team. The aim of the team is
to increase the cyber security of consumer connectable products sold in the UK, to better protect
citizens, networks and infrastructure against the harms enabled through insecure consumer
connectable products. The team hopes to reduce the number of unsecured IoT products being
sold in the UK and in turn reduce the number of IoT products and networks being exploited,
reducing harm to consumers and wider networks.

To do this, the UK Government recently passed the Product Security & Telecommunications
Infrastructure Act 2022 mandating that manufacturers must meet minimum cyber security
requirements if they want to sell ‘smart, connected or IoT’ products to UK consumers. This
work supports the legislation by reviewing academic literature to understand the risks presented
by internet connectable consumer products and the psychological harm that may be suffered
by consumers who have had their IoT products exploited, the impact to the wider network, and
how this can feed into enforcement strategy.

1.1 Scope

We have reviewed prior literature to provide an analysis of the risks presented by internet
connectable consumer products and the psychological harms that may result to users who have
had their IoT products exploited, as well as the impact to the wider network. We have drawn
on the PRISMA methodology for systematic reviews (Page 2020) which lays out the main steps
around searching for and analysing prior work. In so doing we have answered the following
research questions:

1. Which consumer connectable products present the greatest risk of harm to
a. UK consumers
b. The wider network

2. How should psychological harms be considered in respect to consumer devices?

In order to do so we have conducted a systematic literature review, identifying:
1. Eligibility criteria for databases to be searched

2. Parameters for the search

3. The process for selecting studies from the set of returned papers

4. How data will be extracted from those papers.

1.2 Key Findings

1. Femtech, smart childrens toys, and connected sex toys represent large, growing areas
of IoT devices that are under-regulated and thus under-secured. These categories of
devices collect exceptionally sensitive data and therefore pose a high risk of harm to
users, including psychological harm.

2. When special category data is gathered, namely health data, data concerning a person’s
sex life; and/or data concerning a person’s sexual orientation, more adequate protection
and transparency of use is required beyond the criteria set out in the UK GDPR (e.g.
covering use in advertising).



3. Devices with cameras and microphones pose an inherently higher risk of harm if they
are compromised. Such devices should be held to higher standards of security.

4. The harms incurred by victims of technology-assisted Intimate Partner Violence/tech
abuse demonstrate the power of data aggregation across contemporary smart devices,
and the practical impossibility of isolating oneself from potential danger. This manifests
primarily as a problem of access and consent, and manufacturers should include IPV
reviews in the design process of consumer [oT devices.

5. The same information that is utilised by abusers at a personal level is accumulated by
manufacturers across whole populations. An exceptionally large amount of data from
IoT devices is collected and stored that is not directly related to device functionality.
This increases the severity of the personal harm incurred if devices are compromised,
and additionally presents societal harms as insights are concentrated in and sold by
private companies.

6. Many consumer IoT devices and associated apps do not encrypt potentially sensitive
data in transit or at rest. Many vendors respond positively to responsible disclosure in
this area, but privacy and security by design often appear to be absent from the design
process.

7. There is a gap between the protection of personal data as covered by regulation, and the
harms from inference based on multiple data sources. For example, we found several
examples where an insecure protocol (Zigbee) was used to send data not covered under
the UK GDPR but when combined could lead to harm.

8. Improving minimum security standards is likely an effective countermeasure to the
threat of device compromise and resultant harms, as connected devices suffer from a
lowest common denominator effect in the context of certain security threats.

9. Social factors centred around the human-device interface, such as the risk of social
engineering, also play an important role in device and data security, and when ignored
can undermine other measures taken to increase device security and reduce harm.

10. The increasing popularity of fitness trackers highlights the specific risks related to
health data in the grey area outside of clinical use. While this special category data is
subject to more stringent regulation in loT medical devices, similar health data is now
used more widely across consumer devices. This data is attractive to malicious actors
due to its market value and has already been the subject of data breaches in the UK.

2. Methodology

2.1 Eligibility Criteria for Databases to be Searched
We searched the ACM Digital Library, IEEE Xplore, Springer, Sage, and Taylor & Francis.

2.2 Search Parameters

Time limitations prevented a ‘cold start’ approach, so in line with best practice we instead
consulted relevant prior work to build a list of keywords, supplemented with domain
knowledge of challenges posed by the risks and harms identified in our existing research
(REPHRAIN, EPSRC-funded Secure Al Assistants project, AHRC-funded Zones of Data
Translation—Mobile Apps), reporting from a selection of tech journalists (e.g. MIT Technology
Review), and information provided by the Department. A list of included keywords is given
below. Our review was designed to highlight the experiences of vulnerable populations and



marginalised communities including older adults, people with disabilities, people with mobility
or learning issues, and children/young adults who are potentially affected. During the initial
stages of the review we adjusted the set of harms and risk concerns from an initial list to best
describe the literature returned by our survey, and have modified definitions, categories, and
inclusion criteria as appropriate.

2.3 Study Inclusion Criteria

Papers that were considered in scope featured significant results that directly addressed one
or more of the noted concerns around risk and harms of connectable consumer products. For
this we followed the definition of relevant internet- or network-connectable consumer products
outlined in the Product Security and Telecommunications Infrastructure Act (Part 1, Chapter
1, Sections 4 and 5). See the table below for the complete list of device keywords used. For
academic texts we considered journal articles, conference papers, extended abstracts, and short
papers published since 2014, to coincide with the widespread availability of connectable
consumer products and subsequent study in the scientific literature. There were no restrictions
based on study design (e.g. we included both qualitative and quantitative studies, including
systematic reviews and meta-analyses, cross-sectional surveys, case reports, and position
papers). We did not consider papers that were unavailable to the authors or written in a
language other than English. Papers that focused on devices whose intended uses fell outside
of what would be expected in a domestic context (e.g. medical devices) were not included.
Smartphones were considered to the extent that they facilitate the configuration and use of loT
devices by providing companion applications.

2.4 Data Extraction

Included papers were coded by the devices and harms they investigated. Through our
analysis we isolate and provide a synthesis of key questions and findings in the included
literature, as well as the different perspectives and types of evidence present, contextualising
them in the wider field of ethical human-computer interaction. We also discuss implications of
the results for practice, policy, and future research.



Table 1. Keyword Search Criteria

Articles where the abstract includes at least one of the following devices:

Smart speaker

Voice assistant

Smart TV

Connected appliances

Smart thermostat

Smart fridge

Smoke alarm

Smart lock

Connected toy

Baby monitor

Connected watch

Fitness tracker

Smart watch

Connected camera

Smart camera

Connected sex toy

Smart sex toy

Alongside at least one of the following harms:

Botnet

DDOS

Harm

Compromise

Tech abuse

Intimate partner violence

Cyber crime Domestic violence Threat modelling
Surveillance Cybercrime Hacking
Security Malware Access Control
Profiling Socio-technical barriers Femtech
Indexed in the following databases:
ACM Digital Library IEEE Xplore Springer
Sage Taylor & Francis

Published between 2014 and 2023




Figure 1. Article Selection
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3. Analysis

In our analysis of 94 articles the following groups of devices were found to have significant
harms stemming from weaknesses in hardware, software, internet connectivity, companion
apps and/or APIs that connect to third party services with the potential to enact different harms,
including psychological harms:

Smart Children's Toys
FemTech

Sex Toys/Sexnologies
Fitness Trackers
Voice assistants
Smart Home Cameras
Smart Doorbells
Smart Vacuums
Smart TVs

Smart Light Bulbs

Smart Fridge
Other noteworthy devices
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Of these devices the most significant areas of concern are those with the largest number of
attack surfaces, particularly devices targeted at vulnerable communities like young children
(smart connected toys), and devices that are gathering more sensitive user data about health
and sexuality (Fitness trackers, FemTech and Sex Toys) without clear safeguarding and/or data
governance strategies in place. We also observed more generalised and distributed kinds of
significant psychological harms, wherein potential malicious attackers are able to make use of
a number of technical affordances and/or outlets that link smart devices together and use these



against the potential consumer. This is most obvious in the rich body of research that makes up
the role of IoT in relation to partner violence or what is commonly referred to as tech abuse.

In the following sections we summarise these harms by device in order to highlight risks to
the UK consumers and the wider network whilst identifying, where appropriate, those
psychological harms that can be considered with respect to the unique devices.

3.1 Smart Children's Toys

Smart and connected toys (SCTs) are built out of the IoT with electronic and Internet
capabilities. Following Fosch-Villaronga et. al. (2023) and Hung et. al. (2016, p.71) SCTs can
be defined as: “cyber-physical devices consisting of physical toy components that connect to a
computing system with online services through networking and sensory technologies to
enhance the functionality of a traditional toy.” Subsequently, these are typically connected to
either companion apps via Bluetooth or to home Wi-Fi routers via a direct connection. In turn,
these are then connected to Cloud or ISPs (Internet Service Providers) and/or other third parties
providing monetisation and/or analytic services (Demetzou et. al., 2018), augmenting their
capacity to potentially produce terabytes of data (Yankson, 2021). This degree of connectivity
gives smart toys multiple attack surfaces wherein harms can be enacted via: 1) physical access
to the toy or its companion smart device, ii) nearby access to the hotspot, WiFi or Bluetooth
low energy (BLE) connection or iii) remote access that provides SCTs access to personally
identifiable data child or creates opportunities for for the deployment of malware or
ransomware (Shasha et. al., 2018).

In the popular mainstream media, we observed a number of high-profile cases that have
exposed the security flaws and vulnerabilities of SCTs which have led to a rich interdisciplinary
body of scholarly research, particularly in cybersecurity, law and the social sciences. To
summarise the literature, we have focused on how SCTs potentially fail to preserve the privacy
and safety of children by examining both 1) the physical harms and surfaces that make these
toys extremely vulnerable to attack and ii) the psychological harms that may emerge as a result
of the former mentioned harms, given that children place their trust and love in these inanimate
objects that are explicitly designed to maximise engagement and interactions (Fosch-
Villaronga et. al., 2023).

Below is a list of harms found in eight academic journals, two reports and two news articles.
While not all identified harms are high risk, security audits by companies like Which (2017) or
NCC (2019) in addition to case studies (Shasha et. al., 2018; Chu et. al., 2019; Streiff et. al.,
2019; Streiff et. al., 2021; and Yankson, 2021) on toys such as: Hello Barbie (discontinued),
My friend Cayla (discontinued and banned in Germany), Furby Connect (discontinued), I-Que
Intelligent Robot (still in circulation), Fisher Price Bear (discontinued), CloudPets
(discontinued) and Toy-fi Teddy (still in circulation) all point to a number of vulnerabilities
that place children and their parents at risk of psychological harm, which in extreme cases
could lead to sexual exploitation, verbal abuse, bodily harm, abduction, blackmail and/or
unsolicited (data) surveillance. These include:

1. Lack of encryption for securing online accounts: Almost every article that we
examined noted that the majority of SCTs have no encryption, which makes usernames,
passwords and sensor data vulnerable to interception and attack by third parties.



Username and email address enumeration: can make it easier for an attacker to target
children directly through the exposure of an end-user’s email address.

Weak password policies: very few SCT accounts have an enforced password policy.
Consequently, passwords can be weak and vulnerable to an attack. Furthermore, when
enumeration and weak passwords are combined, the toys become even more vulnerable
to unauthorised access at scale.

Device Pairing with no authentication: BLE allows a very wide radius for pairing
that ranges between 15 and 40 metres or in the case of the smart walkie talkie that NCC
reviewed, up to 150 metres. Without authentication, anyone in this radius with a
Bluetooth device can pair with SCTs, rendering children extremely vulnerable to an
outside attacker who operates through the device. These attacks might originate in:

a. Microphones: An external actor could harness the microphone to manipulate a
child’s behaviour by streaming inappropriate content or instructions including
asking the child to leave their home or the vicinity they are in.

b. Cameras: If toys have a camera, a lack of authentication can be used to capture
a children’s reactions without their consent, track location including routes to
school given that toys are often carried outside the home, be manipulated for
surveillance and/or image capture that could compromise the child.

Always-on features: Streiff et. al. (2019) and Shasha et. al. (2018) both note that
CloudPets had cameras that were set to ‘always-on.” This was viewed as a potential
harm for the following reasons: 1) there was no indication or green light to alert parents
and/or children that the camera was on; and ii) the capacity of the camera to capture
high quality (moving) images at a distance. With a 1080p resolution, the CloudPets
camera could easily capture video and stills across a room, with the ability to discern
what was on a computer screen or nearby documents. Research suggests that these
always-on features should be more easily disabled, with clearer messaging provided to
parents so that they can assess the potential surveillance threat this feature might pose
in their home. It also raises data security and privacy threats, particularly for children
and their families who may not have consented to being constantly filmed.
Unprotected cloud storage services: Weak encryption and authentication in addition
to insecure and unprotected data storage can leave millions of people open to attack. If
BLE is not encrypted and has no authentication firmware can be installed without any
verification. The literature reveals three cases where this has occurred: i) In 2015,
VTech’s had more than 4.83 million parent accounts compromised wherein email
address, first names, gender and birthdays of more than 200,000 children were stolen
in addition to the loss of 1.2 million children’s voice recordings (Streiff et. al., 2022);
in 2016, CloudPets had 800,000 accounts compromised and 2.2 million voice
recordings between parents and children exposed. CloudPets (Chu et. al., 2019) were
using a Mongo database when the voice recordings were stolen and held for ransom
more than once in 2018. The company also stored its data on an unprotected Amazon
S3 bucket server with no authorization, just knowledge of the file path which was stored
in the app every time a profile was loaded. Information stored in this insecure public
database included: photos, names of the children, date and month of birth and details
on the children’s relationship to those authorised to share messages with them (Seals,
2018). This resonates with the NCC analysis (2019), which found at least two
companies that were using insecure public servers to house their user data.

Insecure ‘accelerometer data’ (Streiff et. al., 2019 and Yankson, 2021), which tracks
movement that is vulnerable to attack, making it easy to track a child’s location
including walking paths to and from the school.
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Second order attacks (NCC 2019)— when one device is used to get to another. If there
is no encryption or authentication it is possible to connect a smart toy and then issue a
command to another device: ie Alexa unlock the door.

Child Privacy: Child data protection is a complex harm, wherein Yankson (2021) notes
that 94% of their participants failed to see a link between a child’s privacy violation
and the possible implications on child safety. That being said, privacy is a fundamental
right and as children lack the skills to negotiate how they share information on-line they
are potentially exposed to increased risks of data misuse, privacy violations and
potential physical or psychological harms. SCTs depend on Personally Identifiable
Information (PII) during registration, interaction data during play and context data
which might include location and/or data about their environment to work properly
(Yankson, 2021). Without an industry wide accepted privacy framework to minimise
core violations, children remain at risk. Here are three key areas for consideration:

a. PII captured by and/or sold advertisers: here we have a lack of assurance
about the data that is collected, transmitted and stored throughout the SCT
lifecycle. Furthermore, there is little transparency about the use of cross-
platform and/or device third parties that are used by the companion app which
gathers PII about the child to build advertising profiles and make inferences
about their present and future behaviour and preferences. For example,
Google’s Crashlytics was in four of the eleven apps that Shasha et. al., (2018)
examined. Their network analysis revealed that it was surreptitiously gathering
location, parent and child names, and email addresses without any notification
to the end-users. Fosch-Villaronga et. al. (2021), speculates that this degree of
commercialization of play will have long term psychological harms based on
the ways in which young children are being extensively profiled.

b. Normalisation of surveillance: SCTs introduce surveillance in playful and
uncritical ways. Intimate surveillance has become a more popular practice,
wherein parents use these toys and technologies to track their children. This
potentially could have developmental harms, impacting creativity or self
expression.

c. Data literacy: Turner (2020) and Smith and Shade (2018) note that there is a
more general risk associated with not being able to interpret and understand
privacy policies of children’s toys. This problem is compounded by their level
of difficulty, which are often complex and lacking clear explanations about
important affordances such as: a) always on cameras or b) how the WiFi might
impact the device use.

10. Trust: The anthropomorphic design of SCTs makes it easier for children to love their

11.

toys and turn them into their ‘trusted’ confidant. In the case of an attack, children could
be asked very sensitive questions and inadvertently share intimate family information.
The consequences of an unsolicited attack might play out with long term psychological
impacts.

Digital Divide: SCTs are very expensive, so not all children will have the opportunity
to play with these enhanced toys. This divide could lead to potential learning and
creative harms given that only some children will be able to benefit from playing with
SCTs.



3.2 FemTech

Smart FemTech represents a wide umbrella of different apps, devices and sensors that aim to
improve and/or help women’s health. These devices range from a number of different apps for
tracking menstruation, birth control, fertility or hormone replacement therapy and include an
increasing array of smart devices such as: smart birth control cases, smart basal thermometers,
smart mucus monitors, digital sensors to track pregnancy contractions, smart breast pumps that
digitally measure and control milk production, pelvic floor trainers that send biofeedback to
apps or even smart underwear that can track and record the amount of menstrual fluid that a
women passes. Since the pandemic, FemTech has taken off, with over 13,000 companies that
now exist (Mehrnezhad et. al., 2022). In 2018, this industry was worth approximately $592
million USD, by 2020 it had ballooned to over $40B USD and is expected to grow beyond
$50B USD by 2025 (Erickson et. al., 2022, Mehrnezhad et. al., 2022).

FemTech is a largely unregulated industry that raises concerns primarily around data privacy.
It has the potential to enact psychological harms that are directly connected to how sensitive
and intimate this data is, who might gain access to it and for what purpose. Companion apps
that work with smart devices or that provide their own unique FemTech services can access:
demographic data, name, birthday, email address, weight, sexual positions, sexual practices,
moods, feelings, or physical indicators about conditions, namely characteristics about
menstrual flows or cervical mucus and so on (Erickson et. al., 2022 and Mehrnezhad et. al.,
2022). Data governance and privacy issues are exacerbated by the fact that intimate data sells
for 50 times more than the price of a credit data, making it extremely enticing for attackers to
seek it out and sell it for a profit. Indeed, between 2009 and 2019, there were 3054 large-scale
data breaches that affected over 230 million accounts (Gilman 2021). Within the FemTech
literature we reviewed, there is consensus that there are not enough safeguards in place when
it comes to protecting intimate data, which puts the security, privacy and safety of women who
increasingly rely on these services unnecessarily at risk (Erickson et. al., 2022; Mehrnezhad et.
al., 2022; Gilman, 2021; Scatterday, 2022 and Evers, 2023).

As mentioned, harms that relate to FemTech apps and products are primarily psychological,
with a clear social dimension given their potential to elicit potential forms of discrimination.
Below is a list of harms found in the literature:

1. Family and/or Partner abuse: Since these apps provide options for partners to
participate and track their partners sexual and reproductive health, the data can be used
without consent to elicit different kinds of partner violence, shaming or blackmail.

2. Workplace discrimination: There are employers who give trackers and apps to their
employees with direct access to the data they produce. This information, such as when
a woman menstruates (or doesn’t) can lead to different forms of discrimination against
female employees and/or reinforce stigmas in relation to menstruation and motherhood.
Both Erickson et. al. (2022) and Mehrnezhad et. al. (2022) note that the US period
tracking app Ovia was allowing employers to pay for access about the personal lives of
their workers. The app provided a detailed account about who was trying to conceive
and potential high risk pregnancies among other sensitive medical information
(Harwell, 2019).

3. Insurance discrimination: These firms can use intimate FemTech data to discriminate
against women with different kinds of health conditions, which in turn can be linked to
their children who might also be put at a disadvantage due to the potential of inheriting
their mother’s condition.
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4. Ransomware attack: Cybercriminals can take advantage of unencrypted cloud servers.
Data can then be either sold or used for blackmail, causing significant psychological
harm given the data’s sensitivity. Indeed, Erickson et. al. (2022) demonstrated how easy
it was to capture intimate data from a simple network analysis of ten different period
tracking applications. In this study they were able to capture the user’s name, birthdate,
weight, menstrual cycle dates, personal notes and symptoms associated with the
menstrual cycle.

5. Dis/Misinformation: Scatterday (2022) notes that a popular fertility app in the US
called FEMM, was created and funded by an anti-abortion far right group. It promised:
“a new revolution in women’s health” that “uses cutting edge science” even though the
app’s ‘medical advisers’ were not licensed to practise in the US. The Guardian (Glenza,
2019) reported that this app was providing disinformation to over 400,000 women in
the US, EU, Africa, and Latin America. The controversial app sowed doubt about the
safety and efficacy of hormonal birth control pills and asserted that the ‘natural’ way of
contraception was the best way to avoid pregnancy.

6. Privacy: FemTech scholarship emphasises the privacy challenges brought about by
advertising and analytics companies. Erickson et. al. (2022) and Mehrnezhad et. al.
(2022) flag two key challenges: i) inverse privacy harms that are brought about because
companies have access to end-user data, but end-users don’t know what personal data
they are accessing or who they are sharing it with and ii) unravelling privacy: when
end-users might be inadvertently compromising others users by revealing data about
themselves. Subsequently, this might put pressure or harm on a more vulnerable group.

7. Profiling: There is a strong consensus in the literature that developers, advertisers, and
data management platforms have too much access to FemTech data. In a study done by
Privacy International (2020), 61% of the 36 apps they tested automatically transferred
data to Facebook the moment the user opened the app, regardless of whether they had
a Facebook account or not. Gilman (2021) notes in a study that examined 10 period
tracking apps, personal data was being provided to at least 135 different behavioural
profiling companies. Most noteworthy were the apps Flo, which shared data from over
100 million women with both Google and Facebook and Premom, which was found to
be sharing personal data with three Chinese companies engaged in targeted advertising.
In all instances, we observe a lack of transparency in privacy policies and regulation
when it comes to the highly sensitive data that gets generated by FemTech apps and
smart devices.

3.3 Sex Toys/Sexnologies

Sex Toys or ‘sexnologies,” the combination of sex and technologies, have multiple
vulnerabilities and attack surfaces, demonstrating clear capacity to inflict physical and
psychological harm onto unknowing consumers. Key technical vulnerabilities include their
BLE connectivity that links a companion app with the smart device. Often these connections
are not encrypted, thereby rendering them more vulnerable to attack and/or interceptions from
malicious third parties. The remote connectivity of sex toys also opens up potential harms
through the number of (in)secure intermediaries that get involved such as third party APIs that
provide: cloud services, chat features, videoconferencing, file transfer services or remote
access features. Finally, the literature notes security weaknesses in the databases that collect
and potentially compromise personal data as noted at the ‘Hacking the Vibrating Internet of
Things’ conference wherein personally identifiable vibrator data was easily accessed (Freytas-
Tamura, 2017).
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Each channel creates its own unique set of security challenges and harms. Bilic and Pastorino
(2021) note significant threats for harm through what they call ‘sextortion’—sexual extortion.
These psychological harms can emerge as a result of a) disclosure of sensitive personal
information (names, sexual or gender orientation, lists of sexual partners, information about
device usage, or intimate photos and video), which could all be accessible via the apps that
control these devices; and b) cyberattacks brought about by an array of vulnerabilities, wherein
the device can weaponized against the user to propagate malware to cause physical harm, such
as overheating the device or through ransomware, wherein an attacker might lock a device and
demand a ransom in exchange for it to be unlocked.

Bilic and Pastorino (2021) also emphasise the challenges with the companion apps that are
paired with the devices. The intimate data being collected and/or used by sex toy companies is
often done without full disclosure in privacy agreements. Furthermore, there is little
safeguarding of the sensitive data that the end-user chooses to disclose. For example, there is
no easy option to delete the chats that they might have on their companion apps, no way to
easily disable the screen capture features and no option to strip the sensitive metadata on sent
files that might make it easy for malicious users to access email addresses and/or other
personally identifiable data. Furthermore, the vulnerable pairing methods can make it easier to
set up Man-in-the-Middle (MitM) attacks. Consequently, an attacker has the capability of
intercepting a user’s device to obtain sensitive information about how it is being used, i.e.
intensity of its vibration which could then be changed and/or commanded remotely, causing
significant physical harm. The potential for new kinds of sexual harassment, physical harm and
potential for privacy violations all represent the key psychological harms that might be
affiliated with these devices.

Future concerns about sexnology increasingly revolve around the capabilities of VR and Al
powered sex robots that come with cameras, microphones, and Al voice analysis—all of which
will need to be safeguarded against both physical and potential psychological harms.

3.4 Fitness Trackers

Fitness trackers describe a range of connected consumer devices used for gathering data on
fitness, wellbeing, and increasingly for health care. Most often these are wrist-worn wearable
devices that capture data about users in relation to physical activities such as calories burned,
heart rate, number of steps taken, and sleep rhythm. They use micro-sensors for bodily signals
collections, and thus track user health conditions and illnesses. In this way they are similar to
IoT medical devices (often called [oMTs). This latter point is emphasised by Datta Burton et.
al. (2021), noting that IoMTs are subject to the Medicines and Healthcare Products Regulatory
Agency (MHRA) and ISO standards; fitness trackers, however, notwithstanding their capture
of highly personal behavioural biometrics and health data, lack the more rigorous regulation
of IoMTs. This grey area looks set to both grow larger and more opaque in terms of citizen
protection, as we see the rise of fitness trackers, ranging from bespoke devices like Fitbit, to
integrated smartwatches like the Apple Watch. A range of vulnerabilities leading to harms can
be summarised as follows:

1. Fitness data is like medical data and entails particular risks. A range of sources
make two related points. First, there are similarities between fitness tracker and medical
device data: Saleh et. al. (2022) note that both bodily behavioural data and medical data
are both seen as valuable resources to hackers. Second, that the tracking of behavioural
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biometrics entails its own particular vulnerabilities. Eberz et. al. (2018) notes how
behavioural biometrics are crucial to secure device authentication. Yet elevated risks
remain, not just if an attacker obtains the victim’s biometric information and presents
it to the authentication system, but because the predictability of some biometric data
allows for replicability and simulation.

2. Signal transmission from device to smartphone. There are other known signal
transmission-related vulnerabilities to device compromise that can lead to harms
resulting from personal data exposure regarding sensitive health and biometric
information. Gouda, Hejji and Obaidat (2020) note that fitness trackers connected to
smartphones via short-range wireless communication such as Bluetooth Low Energy
(BLE). BLE traffic of fitness trackers holds data about user’s activity and health-related
sensitive information. BLE vulnerabilities also allow hackers to bypass security
functions meant to only be available to authorised users. Specifically, they can signal
interception, as sensitive data transmitted between the device and developer servers are
vulnerable to MitM attacks. An array of harms can result from such unauthorised
accessing of personal data or from its subsequent manipulation. Datta Burton et. al.
(2021) make a similar point, noting technical crossovers between loMTs and fitness
trackers, given that both rely on embedded sensors to read user health data and relay it
remotely using wireless (from Wi-Fi to Bluetooth) or using other radio technologies in
the ISM (industrial, scientific and medical) band or cellular (e.g., GSM).

3. Integration into online social media networks. Aktypi, Nurse and Goldsmith (2017)
examine identified inferences and risks from the integration of fitness trackers into
online social networks, and names subsequent possible harms including: 1) Being a
target for robbery due to the disclosure of home location; and ii) the risk of profiling
which could have a range of adverse effects, from unwanted content targeting to
negatively impacting a job application. In terms of compromise, Aktypi, Nurse and
Goldsmith (2017) note the risk of identity theft, particularly if a malicious actor infers
identifying government documentation numbers (such as National Insurance Number)
from hackable personal information.

There was widespread device compromise reported in 2021, when UK users were victim to the
database leak of Apple Watch and Google Fitbit services.

Harms reported range from tracking the movements of users, exposing people to physical attack
or robbery. Also, intimate data can expose users to malicious acts, for example phishing emails
or targeted content for diet or personal training for people who set weight loss targets. Once
again, we see unique harm risks due to the health-related nature of fitness tracker data. While
personal health data is protected from being disclosed without patient consent, no such
protection is in place for fitness trackers. The risks entailed suggest the need for more data-
centric security policies to be adopted by the industry.

Finally, there is a subsection of connected devices that are not explicitly fitness trackers but
related to wellness more broadly defined. As Burton et. al., (2021) notes, a number of smart
wellness devices that provide heat to insoles or headbands are subject not only to disclosure of
personal information but to overt physical harm if hackers alter the temperature and electric
pulse, which can lead to nausea and sickness.
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3.5 Voice Assistants

The most common focus in the literature on voice assistants was on the potential for malicious
third parties to obtain personal data given to or stored in a voice assistant. This could be enabled
by changing the skills invoked when users address the device (Mittev et. al., 2019; Bispham et.
al., 2022 and Hooda et. al., 2022). This poses a real risk, with one study finding that only 32%
of Alexa users could correctly identify the difference between first- and third-party skills, and
98% could not reliably predict which skill the assistant would run when there was more than
one skill with the name requested (Sabir et. al., 2022). ‘Phantom activations’ are also
commonplace, whereby the assistant incorrectly believes that someone nearby has said the
wake-word (e.g., “Alexa”) and begins recording, which can lead to the assistant capturing
sensitive conversations that people did not intend to share with the device manufacturer or
associated third parties. If the device is later compromised then this could increase the harm
posed by the leaking of personal data.

The unique ‘presence’ that voice assistants have in the home could magnify the psychological
harms caused by their compromise. Findings around the way that voice assistants affect wider
perceptions and interactions in the home (Lee et. al., 2020) hint that the takeover of these
devices may feel more invasive than other IoT devices. This is mainly due to the casual nature
of conversation and use of speech as their primary mode of interaction.

3.6 Smart Home Cameras

Smart cameras are an increasing fixture both inside and outside of people’s homes to enhance
security and provide assurances to parents who often use smart baby monitors to ensure the
safety and well being of their children. That being said, they present surfaces that render them
vulnerable to external attacks, especially via their built-in cameras and microphones. A Which
report (Laughlin, 2019) identifies three key problems that render end-users vulnerable to a
malicious third party hacking into either or both cameras and their microphones. These include:
1) weak default usernames that are often set to ‘admin’ with weak passwords (Pavey, 2020;
Alharbi and Aspinall, 2018, p.47); ii) unencrypted data which gets sent over the internet, which
can allow an attacker to access in-home wifi, personal browsing histories on other connected
devices; and iii) more general security flaws that can leave consumers open to an attack which
would take complete control over their devices. For example, gaining ‘root’ access, wherein a
hacker could view footage of someone’s home and/or children. In some instances attackers
have used the built in microphones, for example one attacker accessed the Amazon Ring
cameras and uttered a number of racial slurs using offensive language towards the home
owner’s young daughter, leaving her traumatised (Vidgor, 2019).

Third party attacks that have been carried out on smart cameras in the home have successfully
accessed location, which when combined with the camera feed increases the end-user risk of
being robbed. Furthermore, the lack of encryption also opens up the home to an attack via
malware, such as the heartbleed virus (NCC 2020) or ransomware, creating potential
psychological harms around harassment, tech abuse and other forms of privacy violations (SSI
2018; Clark, 2021). In addition, outdated firmware often lets hackers take advantage of smart
cameras that have minimal encryption (Liranzo and Hayajneh, 2017). To stifle this, the
literature ascertains that buying from credible vendors and using proper cloud storage providers
would help (Liranzo and Hayajneh, 2017). Finally we note psychological trauma as an
important harm that can come about from a hacker who has invaded personal and private space
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(not only in regard to our information being shared unknowingly), by infiltrating someone’s
home through smart cameras.

3.7 Smart Doorbells

Smart doorbells are increasingly popular in homes and come equipped with live video cameras,
audio capture and even facial recognition capabilities. With all of these affordances, they open
up many attack surfaces. NCCGroup (2020) notes the security issues associated with the
hardware and the mobile applications like D-Link, that rely on unprotected and/or Amazon
cloud services. Unencrypted built-in WIFI can also expose users to privacy harms by revealing
personally identifiable information such as audio and location.

The devices themselves can also collect data on individuals within the home, but equally on
unknowing visitors who come to the properties or who happen to be in front of the house,
randomly on the street. For example, Amazon’s Ring doorbell can capture audio from up to
20m away (Big Brother Report, 2022). These advanced capabilities and lack of consent opens
up different kinds of psychological harms that are tied to privacy, profiling and potentially to
new forms of racial discrimination, as noted below:

1. Profile building: Amazon’s Ring is capable of recording every motion that is detected
by the doorbell (down to the millisecond). This opens up new opportunities to build
profiles and life patterns about how people are using their homes and lead to different
kinds of economic and/or political demographic profiles that are generated without
adequate consent.

2. Privacy: There are a few privacy harms worth mentioning: i) there is a clear lack of
authorisation and consent by anyone other than the homeowner to have their face and/or
audio captured by the smart doorbell.

3. Racial Discrimination and Profiling: This is compounded by the fact that Amazon
has entered agreements with UK police forces such as in Wiltshire, where police have
asked residents to register their doorbells to provide footage when there are burglaries.
As Wollaston (2021) reported, these kinds of police partnership can lead to and
exacerbate racial discrimination and profiling. For example, in 2019 the US, Vice
magazine looked at over 100 videos posted on the ‘Neighbors app’ and the majority
were all people of colour and fuel “racial anxieties” (Wollaston, 2021).

3.8 Smart Vacuums

The MIT Technology Review uncovered a major data leak from smart vacuum maker iRobot
(Guo, 2022). They obtained 15 screenshots of private photos captured by the iRobot Roomba
J7 robot vacuum. These photos were sent to Scale Al, a start up that contracts workers around
the world to label audio, photo and video data used for training artificial intelligence. These
photos ranged in intimacy, from a boy lying on the floor to a woman sitting on the toilet. The
personal harms posed to the people in the leaked data is straightforward. But there is a more
structural risk at play in relation to the data itself. iRobot makes smart devices, namely the
Roomba, but it also has long based its financial strategy on the “rich map of the home” its
product generates. The company’s strategy is to extract value from that data by signing
agreements with major companies like Apple, Google and Amazon (Wolfe, 2017). This came
to positive fruition for the company when it was bought by Amazon in 2022, for $1.7 billion.
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The detailed spatial mapping data, shared to myriad third parties raises serious privacy risks
for users. While iRobot claimed that all the photos and data sold for Al training came with the
consent of users, it did not make available company consent agreements. What the MIT
Technology Review was able to document was that iRobot permissions can allow data usage
for “improving products and services” meaning it can be used for Al and algorithmic training.
Indeed, the journal reviewed the privacy policies of 12 robot vacuum makers and all contained
language similar to “improving products and services”.

This is particularly relevant, given that IoT devices are a rich source for data-hungry artificial
intelligence, and data from internet connected devices is increasingly being used to train
algorithms to recognise patterns. Robot vacuums, which rely on high-definition cameras for
navigation and object recognition, are especially valuable for training algorithms for pattern
recognition.

Home-based connected devices in general are valuable as they come from real environments.
iRobot itself relies on image data from users' homes almost exclusively (95%), given the non-
standardised environments in which they operate, hence their consent agreements. Yet devices
like smart vacuums will capture images of a lived-in environment, including minors, a number
of whom were captured in the leaked iRobot photos. Given their value to third parties for
training, this raises the spectre of the entire data supply chain being inherently open to security
risk and potential harm. Device ‘compromise’ needs to be reconsidered, especially as it
proliferates through training datasets.

3.9 Smart TVs

Other smart devices, like smart TVs and smart TV applications, are at risk of experiencing
security breaches (Lui et. al.,, 2021). Anything that uses ethernet and Wi-Fi is essentially
susceptible to security flaws, and when coupled with smart home devices like Alexa, the risk
doubles (Lui et. al. 2021; Bachy et. al., 2015). The text states that “[h]eavy threats of cyber-
attacks, risk of crashing, viruses, and hidden cameras are some of the biggest disadvantages of
using Smart TVs” (Santani et. al., 2021, 61-76).

Other forms of attack include MitM, which enables an attacker between two devices that are
essentially ‘communicating’ with one another to infiltrate the ‘communication’. Smart TV apps
like Roku are particularly susceptible to this kind of attack. We see here again the same sorts
of problems — attackers can hack into devices and access private data, even with third party
applications. One can remotely control the device, which lends itself to a plethora of other
concerns; scripts can install malicious applications, “navigate to unsafe websites” (Coles et.
al., 2022), and more.

3.10 Smart Light Bulbs

Philips Hue smart light bulbs were able to be hacked en masse, across a building due to a
vulnerability in its ZigBee communications protocol. This is a widely used protocol, including
by Amazon’s Ring, Samsung SmartThings, Ikea Tradfri, Belkin’s WeMo, as well as Yale
locks, Honeywell thermostats, and Comcast’s Xfinity Home alarm system. The possible harms
come not from the device but this widely used communication network. ZigBee is a low-
budget, non-proprietary wireless technology embedded in low-powered devices to affect
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device-to-device communication. A recent technology report (Soni, 2023) warned of continued
vulnerabilities, noting that its limited processing capacity leaves it subject to network and
security risks, ranging from layer attacks, to target attacks to method attacks. This leaves users
open to harms such as device tampering or data theft.

3.11 Smart Fridge

Smart fridges feature prominently in eye-catching headlines as an untrustworthy connected
consumer appliance (Grau, 2015 and Tanczer et. al., 2018) but the reviewed literature does not
detail threats beyond this appliance being a potential weak link in a networked smart home.

3.12 Other Devices

Intrinsically, all home-based internet connected devices gather information about the home and
the people in it, and are in turn vulnerable to compromise or misuse. Typically these devices
are connected to the home router via a Wi-Fi network, meaning the ISP provider has access to
information about any connected smart devices in that home. Hill and Mattu (2018) note that
as long as UK data law is GDPR compliant, there is no risk of that being sold to third parties.
If, however, this changes, it is possible the UK could follow the US, where there is an open
market on such data, a change that would significantly increase attack vectors to myriad
potential harms, particularly around privacy.

A major problem with routers and smart devices in general is the use of default passwords by
device manufacturers. At the same time, there is limited consumer awareness around the
existence and risk posed by default passwords, with only around 20% of users checking newly
purchased smart devices for default passwords. While home routers are much more likely to
ship with non-default passwords, only 25% of users have changed their router or WiFi
password from the one it came with (Stannard et. al., 2020)

Even when manufacturers do not use default passwords, the connectedness of the contemporary
smart home may itself lead to harms through the use of shared passwords across devices
attached to the same network (Denne et. al., 2018). Connected homes with heterogeneous
combinations of devices can also suffer from a lowest common denominator effect, where less
secure devices give malicious actors a foothold in the home network from which to gain access
to devices which would otherwise be more secure. This problem is particularly acute for older
(potentially second-hand) devices which no longer receive security updates (Laughlin, 2021
and Chen, 2018).

In both of the above cases there is a risk of unauthorised access of devices leading to the
exposure of personal data or the use of devices to launch further cyber attacks (e.g. DDOS
attacks or tech abuse). In the case of default passwords, the level of exploitation is likely to be
much higher as attacks would be easier to scale and automate. Beyond the compromise of a
device itself, a key issue for users is the difficulty of knowing if a device has been compromised
or who has compromised it (Bowles, 2018 and Laughlin, 2021). There appears to be a lack of
visibility around the expected behaviour of a device (on a technical level) that could potentially
be addressed through tools in gateway devices such as home routers. In general, any loT device
connected to the internet will be subject to attack (Laughlin, 2021), so even owners of secure
devices are likely to experience concerns around device compromise as they have no way of
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disproving that concern. An unusual attack vector identified by the literature review was the
exploitation of [oT devices after they are no longer used and have been discarded. Old hardware
protected by non-default passwords can still contain personal data (e.g. WiFi and other user
passwords) unencrypted at rest (Laughlin, 2021).

There is a general risk across [oT devices that compromised devices, or devices that are initially
accessed properly but are then used without authorisation (e.g. in cases of tech abuse), can be
used to harass and potentially cause physical harm (Bowles 2018, Denne et. al., 2018). As
described above, once malicious actor(s) have control of an [oT device it can be very difficult
for users to determine how to reclaim control of the device, verify that the device is secure
again, and take steps to prevent future unauthorised access. From a technical perspective, for
devices that do not receive updates and/or do not facilitate e.g. changing of device-level
passwords, this may be impossible. From a social perspective, these steps require a degree of
expertise and familiarity that is uncommon amongst typical IoT users. The chance of
unauthorised use, and thus harm, is increased when there is an asymmetric understanding in a
household of how devices and their security features work. This is particularly true in the case
of tech abuse (Bowles, 2018) given that both control of devices in the home and subsequent
patterns of tech abuse display significant gender biases.

4. Discussion and Insights Generated for Enforcement Strategy

Based on our review, we note four broad risk vectors for potential psychological harms across
virtually all the consumer connected IoT devices that we surveyed. These include: 1) exposure
to personal data; ii) tech abuse; iii) social engineering and iv) what we are calling the ‘problem
or consent.” Most documented case studies of psychological harms in the literature we reviewed
came from the popular media, wherein we might observe instances wherein consumers were
made to feel unwarranted discomfort, shame or upset about a situation brought about by a smart
device. The long term impact of these harms are for the most part inferred and have an
intersectional dimension with respect to the ways in which people are unevenly impacted by
potential security flaws. That being said, any enforcement strategy should take these potential
psychological harms under consideration.

As noted, the literature does not overtly discuss psychological harms, per se, instead leaving it
inferred, or illustrated through examples in popular press. We did consult one document which
more comprehensively addresses the question of psychological harm in an online sense. Clark
et. al. (2022) point to the simultaneously simple, yet complex task of defining a ’psychological
harm.” What might be easily defined as a harm in a medical sense, might be assessed differently
by social scientists or computer scientists. The authors settle on the idea that an actual
psychologist is required for categorising such harms. They also suggest that harm be recast in
four distinct modes: psychological harm, reputational harm, physical harm (including
environmental, digital and personal), and economic harm. While we are highly sympathetic to
these categories, and see them as useful for future analysis, for the purposes of this review, we
are taking harm in a more colloquial sense, as harm to an individual resulting from some sort
of compromise of a connected consumer device.
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4.1 Exposure of Personal Data

Exposure of personal data is a potential source of harm for virtually all devices included in this
review. Based on systematically reviewing the literature, an array of information can be
obtainable from different devices. This mainly occurs due to weak passwords, weak login IDs,
poor to no encryption, insecure cloud storage, insecure third parties providing services to the
companion applications, insecure APIs, insecure routers, insecure router passwords or general
security flaws that require more regular firmware updates. Consequently, we saw several
instances of personal and sensitive data exposure in our review. Common across all devices
were ways of ascertaining location data, in addition other data put at risk in the following ways:
e Compromised routers can send an array of PII through their connection to other smart
devices in the home
e Voice assistants can share search history, financial data, usage patterns, and sound
recordings
e Children’s toys can share data about a child’s name, birthday, routes to school,
preferences, voice recordings, video recordings and photographs.
e Femtech can share details about menstruation, pregnancies, ovulation, lactation,
weight, sexuality, lifestyles and other sensitive health data.
e Sex Toys can share sensitive and compromising data about sexual relations, sexuality,
gender and sexual preferences
e (Connected doorbells can share data about when someone is home or not in addition to
audio and video recordings.
Connected cars can share control over vehicle software
Security cameras can share private video recordings, and location
Fitness trackers can share protected health data, location, and usage pattern
Smart TVs can share passwords, emails, financial data, sound recording, and search
history

The risk of data exposure is a combination of the security of a device and the number and
security flaws from external parties who receive data from that device (i.e. likelihood of
compromise). The resultant harm(s) for an individual caused by the leaking of personal data
from IoT devices, including psychological harms, depends on a number of factors:

1. The amount of data: higher amounts of captured and stored data make it easier to
identify patterns at the levels of individuals, groups, and populations. This can be used
to train machine learning models that enable everything from targeted advertising to
deep fakes.

2. The intimacy of the data: characterised as the consequences of the data becoming
shared more widely than was originally intended, this increases the effect of attempts
to e.g. blackmail, as well as the feeling of being exposed, violated, or shamed. This is
compounded by the fact that this data is apparently valued at 50 times the price of
financial data, making it a target to potential attackers.

3. How difficult the data is to change: health and biometric data can be impossible to
change in response to a leak, and other data like user passwords that are shared across
devices/services, addresses, and official records such as National Insurance or passport
numbers can require significant amounts of time and resources to change. This prolongs
the tangible and psychological harms that arise from data leakage into the long term.

4. The scale of exposure: this changes the personal experience of having data leaked, in
terms of feeling personally targeted and isolated, as well as the amount of support that
is likely to be available.
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But widespread accumulation of personal data poses its own risk of harm at a population level.
Exploiting data from millions of users allows large organisations to leverage behavioural
insights that in turn entrench their position in the market, becoming de-facto monopolies as
smaller companies cannot compete with giants that own the entire product stack (e.g. just within
the smart home Alphabet operates Google Ads and produces smartphones, the operating system
that runs on those and billions of other smartphones, smart home devices, an assistant that those
smart home devices integrate with, and the analytics services that many other smart devices
utilise).

4.2 Tech Abuse

Technology-assisted intimate partner violence (IPV), or tech abuse, refers to the use of
technology by an intimate partner to control, intimidate, or harm their partner. Freed et. al.,
(2018) report that one in three women and one in six men suffer from IPV in the course of their
lives. Leitao (2019) reports that more than 8 million adults in the UK suffer from IPV, and
studies show that the percentage of that resulting from technology-facilitated abuse is rising.
Other studies show that 27.1% of women and 13.2% of men experienced domestic abuse and
about 48% of those cases include technology-facilitated abuse. Tech abuse is directly linked to
financial, mental health, and social harms (Rogers et. al., 2022).

The literature notes that IPV occurs across a range of smart, connected or IoT products. This
includes monitoring and surveillance of devices and accounts, for example tracking a partner's
online activity, monitoring their text messages or calls, or using GPS to track their movements.
There is also harassment and cyberstalking, including sending threatening or abusive messages,
posting derogatory comments online, or using social media to harass or embarrass a partner.
Coercion and control can include using technology to isolate a partner from friends and family,
restricting their access to finances or other resources, or threatening to release private or
embarrassing information online. Revenge porn, the sharing of sexually explicit photos or
videos of a partner without their consent is another form. There are also harms resulting from
hi-jacked or hacked devices. The resulting psychological harms from such technology-assisted
IPV include anxiety, depression, and post-traumatic stress disorder (PTSD). Leitao (2019)
notes there are significant psychological harms that result from gaslighting, insofar as it
manipulates someone into doubting their memory, perception or sanity.

It is important to foreground the specific technical challenges for addressing technology-
assisted IPV. IPV is a unique mode of harm insofar as the malicious actor is not a stranger but
someone with whom the victim has an intimate relationship. This complicates the matter
insofar as the perpetrator has access both to the victim’s connected devices as well as intimate
knowledge of their routines, habits and preferences. Leitao (2019) notes this can include the
‘honeymoon’ phase when devices are purchased and shared wherein the relationship
subsequently turns abusive, but widespread shared authenticated access is already in place.
This creates challenges from a security mechanism perspective, namely that abusers often own
or configure the devices used against the victim. A related finding notes that attacks need to be
technically sophisticated vis-a-vis cybersecurity but nonetheless represent the quotidian
experience of insecurity and the resultant psychological harms for many people.

Both Freed et. al. (2018) and Leitao (2019) detail at length how this aspect of IPV undermines

predominant threat models under which most systems are designed as they typically expect a
malicious actor attacking through more technically sophisticated terms. Experts in this domain
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have developed a new threat model: the Ul-bound adversary. This describes a user who is
authenticated but adversarial, and interacts with a victim’s device or account via standard user
interfaces—or by downloading and installing a ready-made application that enables spying on
a victim.

The UI-Bound adversary is an important threat model for considering psychological harms that
can come from connected consumer devices, and it entails virtually all IoT and smart devices.
What must be emphasised is that under this threat model, the ‘compromise’ is not primarily
technical but relational, that is, devices are ‘compromised’ but by an attacker with which the
victim has an intimate relationship. This is important for IoT homes, and smart devices in
general, as they are all attack surfaces for shared Ul-based adversaries.

Given the UI-Bound adversary typically remains bound by the functionality offered by the
system’s Ul, one way to address this would be to augment authentication with hidden
authentication mechanisms, but Freed et. al. (2018) conclude this may be technically
challenging for users. They see more promise by integrating IPV safety reviews in the design
process, and by developing better tools for detecting applications used to spy on victims.

4.3 Social Engineering

Social engineering is another broad risk vector to potential psychological harms that is present
across virtually all consumer connected and IoT devices. What makes it unique is the focus on
people as opposed to devices. Ghasemi et. al. (2019) use the term ’social engineering’ to denote
social interaction mechanisms which provoke users into leaking sensitive information in order
to enable malicious activity. Harris (2016) notes that social engineering attacks involve
communication between attacker and victim, often wherein victim is persuaded to perform an
action which supports subsequent attack, such as leaking sensitive information such as PII, or
credit card information.

Targeting the human-computer interface as opposed to exploiting a system’s technical
vulnerability makes social engineering noteworthy for our review. The prevalence of consumer
connectable products, both inside and outside the home significantly increase the surface area
for social engineering attacks, namely the array of data circulating across cyber-physical
systems. As Gan and Heartfield (2016) note, the distributed functionality and associated
behaviour integrated into existing and new systems dramatically expands risk and potential
harm. This leads Grau (2015) to pose the quite serious question: ‘would your smart fridge lie
to you?’ Yet if your fridge sensor is sniffed, your smart home could be compromised, and you
could suffer the harm of ransomware. In this example, the smart fridge is a proxy for almost
any smart home device, given they all enhance data accessibility across surfaces which users
have not been habituated to regard with suspicion or to be vulnerable to attack.

The proliferation of data and the integral role of personal data in the functioning of internet-
connected devices is widely acknowledged (Ghasemi, 2019, and Gan and Heartfield, 2016).
Research by the C-SAFE team at the University of Greenwich demonstrated this threat,
showing the ease with which personal data could be accessed through popular social networks
(Facebook, Twitter, LinkedIn, Instagram, etc.), and then used to construct social engineering
attacks which victims would find credible.
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Other literature (Ambika et. al., 2021) note the new risks and potential harms posed by
networked internet-connected devices, and call it a ‘force-multiplier’, insofar as you hack either
a single smart-home device or the user and you can gain access to it all, including business,
car, and personal information. In short, the literature points to serious challenges for regulators
regarding social engineering. The basic dynamic is that of expansion: the proliferation of user
interfaces that can be targeted; the explosion of personal data being generated, often in
heretofore more guarded intimate domains; and, the spatio-temporal diffusion of devices and
functionalities across everyday life.

4.4 The Problem of Consent

Some have drawn parallels with the ‘Me Too’ movement by raising IoT’s ‘consent problem’.
Higginbotham 2020, argues that the issue of consent needs a more nuanced discussion.
Specifically, that it does not simply entail the owner-user of the device, but family and friends
who come into a home or space that is subject to different modes of connected-device
surveillance or data gathering. This ‘consent problem’ even exceeds the confines of the home,
for example, smart doorbells capture faces just outside a front door and audio recordings up to
20 metres away from a residence. While problems associated with consent do not directly
pertain to compromised devices, it points to the ‘social network’—that is, to people—as ever-
present potential targets for harm. Regulators would benefit from asking what real consent
might look like? This might include a fuller understanding of the data lifecycle, of their rights,
of the risks, and how those risks might be mitigated particularly when video and voice
recordings are being shared with UK police forces.

There is another dimension to consider regarding the relationship between consent, and the
enforcement of existing regulations and the development with new ones. Jen Caltrider, lead
researcher of Mozilla’s ‘Privacy Not Included’ project! made a cogent distinction between data
security and data privacy. Data security denotes a product’s physical and cybersecurity vis-a-
vis hacking or intrusion.

Data privacy is about transparency—knowing and being able to control data capture, flows,
usage, retention. The point is that there is no sense of improving security while worsening
privacy. An open question from this review lies into how to augment privacy, not lose it at the
expense of improving security. Consent seems key to this quest, as does transparency and
agency over subsequent usages of data captured.

5. Conclusion

This literature review considered 94 research articles obtained via a systematic search of the
academic literature and augmented with articles from the press and materials provided by the
Department. We highlight the potential harms, including psychological harms, presented by a
variety of [oT devices from security cameras to children’s toys. All types of devices considered
were vulnerable in some way and presented at least one kind of harm. We follow this by

1 The non-profit American Mozilla Foundation, which owns amongst other things the Firefox web
browser, established the Privacy Not Included buyer’s guide to connected consumer devices. It is a
valuable resource which rates the security of products and indicates vulnerabilities and potential
harms. https://foundation.mozilla.org/en/privacynotincluded/#product-review
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reporting on the harms themselves and how they relate to the use and potential compromise of
smart devices more broadly.
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7. List of Acronyms Used

BLE
DDOS
GDPR
IoMTs
IoT
PV
ISP
MitM
MHRA
PII
SCT
Ul

Bluetooth Low Energy

Distributed Denial of Service
General Data Protection Regulation
Internet of Things Medical Devices
Internet of Things

Intimate Partner Violence

Internet Service Provider
Man-in-the-Middle

Medicines and Healthcare Regulatory Agency
Personally Identifiable Information
Smart Connected Toys

User Interface
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