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Glossary

Al: Artificial Intelligence

BABS: British Airways Booking System

ML: Machine Learning

QML: Quantum Machine Learning

EV: Electric Vehicle

eVTOL: Electric Vertical Take-off and Landing
GNSS: Global Navigation Satellite Systems
GPS: Global Positioning System

QT: Quantum Technologies

QC: Quantum Computing

HPC: High Performance Computing

LiDAR: Light Detection and Ranging

NISQ: Noisy Intermediate Scale Quantum
FTQC: Fault Tolerant Quantum Computer
QS: Quantum Sensing

Quantum Comms: Quantum Communications
PQC: Post Quantum Cryptography

QKD: Quantum Key Distribution

QCaaS: Quantum Computing-as-a-Service
QRNG: Quantum Random Number Generation
MaaS: Mobility-as-a-Service

PoC: Proof-of-Concept

DSR: Demand Side Response

Disclaimer

These materials have been prepared by Resonance for general informational purposes only,
and they are not intended to be, and should not be construed as, financial, legal, or other
advice. In preparing these materials, Resonance has assumed and relied upon the accuracy
and completeness of any publicly available information and of any other information made
available to Resonance by any third parties, as of 30 April 2024, and Resonance has

not assumed responsibility for independent verification of such information. Subsequent
developments may affect the information set out in this document, and Resonance assumes
no responsibility for updating or revising these materials.

Although this document is published by the Department for Transport (DfT), the findings and
recommendations are those of the authors and do not necessarily represent the views of the
DfT. While these parties have made every effort to ensure the information in this document
is accurate, DfT do not guarantee the accuracy, completeness or usefulness of that
information; and cannot accept liability for any loss or damages of any kind resulting from
reliance on the information or guidance this document contains.
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1.1 Key Findings

The maturity of Quantum Technology varies greatly, with many
technologies still in early development stages. However, the potential
scale of the transformative impact of Quantum Technologies is vast.
This report discusses material opportunities and potentially significant
implications for the UK transport sector.

Key examples include;

1.

Quantum Computers hold unique computing potential, processing (exponentially) large
datasets that classical computers are not capable of processing. This could potentially
solve a wide range of optimisation problems, across transport modalities — e.g. optimised
traffic routing, cargo loading and staff scheduling.

Quantum Communications have the potential to provide ultra-secure communication
systems, which becomes even more relevant in a “post quantum” world — i.e. when next
generation, powerful quantum computers are able to decrypt existing communication
channels. This level of security would not only prevent unauthorised access and
manipulation of critical transport data but also minimise the costs associated with
downtime and recovery from cyber incidents, thus maintaining the smooth operation of
transport services and safeguarding passenger safety.

Quantum Sensing utilises the quantum properties of particles to create high precision
and sensitivity sensors, high accuracy timekeeping or imaging equipment. These
sensors could revolutionise transport sectors such as (underground) construction work,
railway signalling, gas leak detection, autonomous vehicles and offshore drilling.

Quantum sensors could also enable more precise navigation systems that do not rely
on satellite signals - which would be invaluable in environments where Global Positioning
System (GPS) is unreliable or unavailable.

Powerful Quantum Computers could potentially be integrated with existing High-
Performance computers (HPC) and AlI/ML models — creating unprecedented
computing power. These could solve a plethora of chemistry problems, advancing
research into e.g. superior vehicles, batteries and essential building materials.
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Inertia in adopting quantum technologies could pose several risks to the transport sector.
Notably, there is a security risk that could potentially lead to economic disruption: if next
generation quantum computers, operated by hostile actors, become able to hack existing
encryption methods - and the UK would not be adequately prepared through the widespread
adoption of quantum encryption methods.

Any attempt to quantify the potential socio-economic impacts of quantum technologies

is inherently based on a multitude of assumptions. The challenge is that there are many
different quantum technologies, which is itself an umbrella term for a wide set of emerging
technologies relating to principles of quantum mechanics. All of which are at different stages
of maturity, covering a plethora of potential use-cases, especially in the case of Quantum
Computing which is a general purpose technology. Even if potential impacts have been
quantified in specific research or industry papers, they are yet to be proven at (commercial)
scale. However, based on available case studies and market research, we have estimated

a net value creation impact of £4-8bn by 2030-2035. This is likely only scratching the
surface, especially when quantum technologies would develop more rapidly than is currently
expected, for example through the advent of Al technologies.
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lllustrative value impact analysis

NB: the below table sets out examples of quantitative value impacts, for specific transport modalities. For example, personalised optimised traffic
management through personalised re-routing is relevant for various transport modalities, yet the quantitative impact depicted focuses on a single

modality.

NB: the analysis below is an oversimplification. However, we believe it serves as a good indicator of the potential magnitude of various impacts.
All examples are based on known, quantified impacts (unless otherwise indicated).

Transport modality . . lllustrative
. Value creation Key assumptions .
(impact only) impact
QC holds the potential to The UK loses £6.9bn annually due to traffic
a optimise time-critical congestion. ~£2.8bn
traffic management tasks T ; PR ; (2019)
; : Fujitsu simulation indicated travel times may
(e.g. personalised rerouting). be reduced by 40%.
ﬁ ¥ Sgﬁiﬁépsgm:gg{f\’/%'ﬁggts 2% (based on UK GDP) of global net value ~£1.2bn
-— guesses (current practice) impact, estimate by BCG. (by 2035)
The estimated impact of a Global Navigation
Satellite Systems (GNSS) outage on the
UK transport sector is ~£700m per day
_— (excluding impact on F&B sector and
_ Si?ggj;nhg\?g}?:nggmgl emergency services). Adjusted for inflation ~£900m
ﬁ g + Foz |& S e e otontial | this amounts to ~£1.4bn by 2035. G
from adversary powers. An illustrative 21-day outage (several weeks
to fully restore) at 3% probability (in line with
the National Risk Register) amounts to a
~£900m total impact.
The UK incurs ~£6.2bn of train employment
QC can optimise staff costs annually. ~£900m
scheduling, a major (by 2021)
computational challenge. Early Hitachi case study suggests potential Y
personnel cost savings up to 15%.
+ QC can optimise global 2% (b
: Bt o (based on UK GDP) of global net value ~£600m
i’:d”l};?rg for aviation impact, estimate by BCG. (2023)
Quantum sensors can :
ﬁ g p - ~£2.4bn annual UK cost. Assumption of ~£200m
g?g:#f:?ﬁﬁé%?g:ébﬁ?ﬁi 10% potential effectiveness increase. (2021)
QC could enable solving
< 3 2% (based on UK GDP) of global net value ~£200m
+ ggljg‘gfrfsf:#'gvfg3{igﬁT'°s impact, estimate by BCG. (by 2035)
Quantum sensors
can prevent erratic ~£1.5bn annual UK cost. Assumpti ~
. . . . ption of £200m
ﬁ g gg::i?etg%?tl?nnt‘;\vg wrmng 10% potential effectiveness increase. (2023)
location).
QC could optimise 8
; 2% (based on UK GDP) of global net value ~£100m
ﬁ g%‘&ﬂm%‘égi‘éﬁh'c'e Al impact, estimate by BCG. (by 2035)
Quantum inertial navigation
+ systems on aircraft could 2% (based on UK GDP) of global TAM, ~£100m
serve as a reliable back-up | estimate by Citi Group. (2024)

to GNSS.



https://www.autoexpress.co.uk/car-news/consumer-news/94871/traffic-jams-costs-in-the-uk#%3A%7E%3Atext%3DThe%20UK%20economy%20lost%20%C3%82%C2%A3%2C149%20hours%20stuck%20in%20traffic%26text%3DTraffic%20jams%20cost%20the%20UK%20economy%20%C3%82%C2%A36.9%20billion%20last%2Cmost%20congested%20city%20in%202019
https://corporate-blog.global.fujitsu.com/fgb/2019-11-25/how-quantum-computing-could-eliminate-traffic-congestion-and-save-12-trillion-yen-in-the-process
https://www.bcg.com/publications/2023/enterprise-grade-quantum-computing-almost-ready
https://londoneconomics.co.uk/wp-content/uploads/2017/10/LE-IUK-Economic-impact-to-UK-of-a-disruption-to-GNSS-SHOWCASE-PUBLISH-S2C190517.pdf
https://assets.publishing.service.gov.uk/media/64ca1dfe19f5622669f3c1b1/2023_NATIONAL_RISK_REGISTER_NRR.pdf
https://www.orr.gov.uk/sites/default/files/2022-10/review-of-rail-industry-employment-costs-06-10-2022_1.pdf
https://www.orr.gov.uk/sites/default/files/2022-10/review-of-rail-industry-employment-costs-06-10-2022_1.pdf
https://asia.nikkei.com/Business/Technology/Hitachi-to-use-quasi-quantum-tech-to-optimize-train-operations
https://www.bcg.com/publications/2023/enterprise-grade-quantum-computing-almost-ready
https://assets.publishing.service.gov.uk/media/63723306d3bf7f4a528815f7/NUAR_Project_Update_October_2022.pdf
https://www.bcg.com/publications/2023/enterprise-grade-quantum-computing-almost-ready
https://news.sky.com/story/underground-mapping-platform-delta-g-surfaces-with-1-5m-funding-boost-12920314
https://www.bcg.com/publications/2023/enterprise-grade-quantum-computing-almost-ready
https://www.citigroup.com/global/insights/global-insights/quantum-sensing-tech-s-new-eyes-and-ears
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lllustrative value impact analysis

Transport modality . . lllustrative
. Value creation Key assumptions .
(impact only) impact

Quantum gravimeters

g ¥-= could reduce exploratory 2% (based on UK GDP) on billions of global ~£50m
W | drilling for energy & mineral | savings, estimate by Citi Group. (2024)
exploration.
QC-enabled Al/ML
@ B A Ly smmecud | Bememseonogmioe e
WA’ | proportionally benefit UK pact, y D 970 (by 2035)

fransport sector. GVA) applied to total.

¥ = Quantum sensors potentially | 2% (based on UK GDP) of average global ~£10m
ﬁ g + way | Offer a range of extreme TAM estimate of $850m, a 2030 estimate by (by 2030)
precision applications. Citi Group. y
Minimum value creation estimate: ~£7bn
(by 2030-2035)
Additional cost requirement estimate: ~£1bn
Highly illustrative range: £4-8bn

(by 2030-2035)

Legend

Road g Rail i Air ¥ -=-  Maritime
Transportation Transportation Transportation Transportation

Table 1: lllustrative Value Impact Analysis

Not all socio-economic impacts are quantifiable. We have considered a range of socio-
economic impacts that may provide “real value” yet are hard to directly translate into “utility”,
such as “quality of life”. We also note that any analyses exclude opportunity costs, and do
not provide policy recommendations as such.


https://www.citigroup.com/global/insights/global-insights/quantum-sensing-tech-s-new-eyes-and-ears
https://www.bcg.com/publications/2023/enterprise-grade-quantum-computing-almost-ready
https://www.citigroup.com/global/insights/global-insights/quantum-sensing-tech-s-new-eyes-and-ears
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1.2 What is next?

Predicting the trajectory of quantum technologies and determining
which will lead the charge in the coming decades — the 2020s,
2030s, and 2040s — presents a formidable challenge.

Quantum technologies still face significant hurdles before they can outperform classical
systems. Quantum computers struggle with environmental sensitivity, leading to errors
and a lack of robustness. Similarly, quantum sensors and communications technologies
must address their high sensitivity to environmental noise, impacting their stability and
accuracy. Despite rapid advancements in quantum sensing for applications like magnetic
field detection and navigation, challenges remain in device integration and the need for
miniaturisation. Quantum communications, aiming for ultra-secure channels through
quantum key distribution (QKD), also face scalability and integration challenges with
existing telecommunications networks. Addressing these issues is crucial for the practical
deployment of quantum technologies in fields such as vehicle-to-vehicle communications
and traffic management systems, paving the way for innovations in autonomous vehicles and
enhanced navigational systems. However, the surge in interest and investment in quantum
technologies is focusing the necessary attention on these problems and suggests that they
are not intractable.

The quantum field is swiftly advancing, marked by unpredictable breakthroughs and
innovations. At a very high level, we see the following qualifiers;

1. Quantum Computers: whilst “hybrid” forms of QC are already available (i.e. integrated
with existing, classical HPC systems) — fault tolerant QCs are expected to drive major
impact throughout industries, with significant implications for UK transport sectors.
Estimates as to when FTQCs become (commercially) available, range broadly between
the next 5 to 40 years. Based on expert interviews, we expect that useful FTQCs, with
“‘quantum advantage” versus classical systems for a range of practical applications,
become available from ~2035 onwards.

2. Quantum Sensing systems are more likely to see near-term mass commercialisation.
Many quantum sensing technologies have already demonstrated their advantages over
conventional sensors used today, with magnetometers, gravimeters and accelerometers
expected to be produced at scale in the next 5 years. The adoption of quantum radars is
likely further out (post 2030).

3. Quantum Communications: While various quantum encryption systems are in advanced
stages of development and some initial systems are already commercially available, it
is generally expected that the majority will become available in the course of the next 5
years, in particular satellite-based quantum key distribution systems. Commercially viable
quantum networks, advanced communication systems leveraging quantum principles
to process and transmit information, are unlikely to become available before 2030. Post
Quantum Cryptography algorithms, technically using classical rather than quantum
properties, are already available and being implemented by pioneering organisations (e.g.
incorporated in iOS by Apple).
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1.3 A Quantum Technologies Roadmap

The below high-level roadmap draws on numerous analytical reports from leading research
institutions, providing a comprehensive outlook on quantum technologies’ potential
advancements and applications in the future, with a particular focus on the transport
industry. It highlights quantum technologies that are expected to be further developed,

and the key period in which the industry is likely to focus on these technologies. Please
refer to part 1 of this report for more information on quantum technologies. The roadmap
incorporates Technology Readiness Levels (TRL), a method for estimating the maturity of
technologies using a scale from 1 to 9, with one being the lowest and nine being the highest
level of technology maturity. This roadmap only shows existing estimates of development
paths (e.g., atomic clocks are estimated to achieve TRL6 by 2030 - subsequently they may
achieve TRL9 but no further estimates exist in current literature).

Quantum Annealers
- Quantum Emulators
Computing B Noisy Intermediate-Scale Quantum (NISQ) _
I Falit-Tolerant Quantum Computers (FTQC)

*Expectations on achieving Quantum Advantage®

Atomic Clocks I

Magnetometers

Sensing, Timing, Gravimeters
and Imaging Accelerometers

ntum Radar

IBESEG antum Cryptography (PQC)
Communications - EEERTRKey Distribution (QKD)

Quantum Communication NetWorkSu
International Atomic Time
Eé;n;pllﬁeor:tial Automotive Power Management

Transport Use Underground Mapping
Cases

Autonomous Vehicles

Readiness Level

. T Technology - System prototype demonstration
_ Basic principles observed “ validated in Lab 7 in operational environment
n Technology concept Technology validated in System complete

formulated relevant environment and qualified

Experimental Technology demonstrated Actual system proven in

Proof of Concept in relevant environment operational environment

Image 1: Forecast of quantum computing, sensing, and communication technologies,
readiness levels, and examples of use cases (2023 to 2040 and beyond)


https://www.nasa.gov/directorates/somd/space-communications-navigation-program/technology-readiness-levels/#%3A%7E%3Atext%3DTechnology%20Readiness%20Levels%20(TRL)%20are%2Cbased%20on%20the%20projects%20progress
https://www.idtechex.com/en/research-report/quantum-computing-2023-2043/912
https://www.idtechex.com/en/research-report/quantum-sensors-market-2024-2044/951
https://www.idtechex.com/en/research-report/quantum-communication-market-2024-2034-technology-trends-players-forecasts/984
https://doi.org/10.1140/epjqt/s40507-021-00113-y
https://doi.org/10.1049/qtc2.12072

I 2.0
Introduction
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2.1 What are Quantum Technologies?

Quantum technologies can be defined as “technologies that utilise
and/or measure particles or properties at the atomic and sub-atomic
scale”. They represent a class of technologies that work by using the
principles of quantum physics, including superposition, interference
and entanglement (see Image 2).

‘@, H

Superposition: The ability to
exist in two different states
at the same time.

Example: Imagine a coin
spinning in the air. While

it is spinning, it is not just
heads or tails - it is both at
the same time. This is like
superposition in quantum
physics, where particles can
be multiple states at once.

Q)

Interference: Refers to

the wave-like behaviour of
particles, where the quantum
states of multiple particles
can interact and influence
each other.

Example: Imagine two sets
of ripples in a pond from

two stones. Where ripples
meet, they create bigger
waves or cancel out. This is
like interference in quantum
physics, where particples act
as waves that interact and
influence each other.

Entanglement: Allow
distinct subatomic particles
to be bounded together no
matter how distant they are.

Example: Imagine two balls
located in two remote boxes.
If one ball lights up, the other
will instantly light up as well
despite the distnce between
them.

Image 2: lllustrations for Quantum Superposition, Interference, and Entanglement

Quantum technologies are promising advancements across the transport sector: for example
through enhanced navigation, underground measurement, route optimisation, and many
more use-cases outlined in this report. These technologies are not just theoretical — they are
rapidly becoming practical tools with the potential to revolutionise all modes of transport.


https://link.springer.com/chapter/10.1007/978-3-030-61601-4_1
https://uwaterloo.ca/institute-for-quantum-computing/quantum-mechanics#interference
https://scienceexchange.caltech.edu/topics/quantum-science-explained/entanglement
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2.2 Report Structure

Part 1 of this document provides high-level outlines of three key quantum technologies:

(1) quantum computing; (2) quantum sensing, timing, imaging; and (3) quantum
communications. The following sections summarise their principles, current state-of-the-art,
practical challenges, and emerging applications for the UK transport sector.

Part 2 outlines in detail the potential socio-economic impacts of quantum technologies,
specifically for the UK transport sector.
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Part 1
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3.0
Quantum Computing
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What is a Quantum Computer?

Quantum computers process information radically differently by utilising principles from
quantum mechanics. Quantum bits, or qubits, unlike classical bits that represent either

0 or 1, can exist in multiple states simultaneously. This unique capability allows quantum
computers to perform various calculations simultaneously, potentially making them
exponentially faster than classical computers for specific tasks (research is ongoing on
whether quantum computers will be quadratically or exponentially faster, as well as how this
might accelerate and improve the quality and accuracy of results).

A bit is a unit for measuring information

Classical bits Quantum bits (Qubits)
Bit 1 Bit 2 Qubit 1
Empty ="0" Filled = "1" 4 of "0" and 24 of "1"
ili EB% isi
L £ °
20 red beads 20 blue beads 8/20 of "0" and
="0" ="1" 12/20 of "1"

&:a) ,ﬁ:,) \ehas )
qu/

50% chance of landing on “0"

Hegl="0 =T 509% chance of landing on “1"

Image 3: Representations of classical bits vs quantum bits (qubits)

Types of Quantum Computers

Generally, there are three categories of quantum computers (QCs) today:

1. Classical: non-quantum computers that execute quantum algorithms, also called
“‘quantum inspired” or “quantum emulators”.

2. Analog: QCs designed for specific quantum problems, such as “quantum annealing” and
“‘quantum simulators”.

3. Digital: Versatile QCs which can potentially address multiple use-cases. These include
Noisy Intermediate Scale Quantum (NISQ) and Fault Tolerant Quantum Computers
(FTQC).


https://doi.org/10.7551/mitpress/11860.001.0001
https://doi.org/10.7551/mitpress/11860.001.0001
https://doi.org/10.1109/MITP.2021.3086917
https://medium.com/qiskit/cutting-through-the-hype-of-quantum-optimization-6d4b5c95e377
https://azure.microsoft.com/en-us/resources/cloud-computing-dictionary/what-is-a-qubit#Qubit
https://www.oezratty.net/wordpress/2023/understanding-quantum-technologies-2023/
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Quantum computers today are categorised as Noisy Intermediate Scale Quantum (NISQ)
devices. NISQ computers have limited qubits (from dozens to thousands), lack full error
correction, and suffer from short coherence times and imperfect operations, leading to
errors. NISQ devices can solve some problems classical computers can handle, as well
as some unique quantum problems, allowing them to work in a hybrid form with classical
computers. Fault-Tolerant Quantum Computing (FTQC) represents advanced quantum
computers, that will in the future perform reliable calculations, not suffering from limitations
faced by NISQ-era QCs today. FTQC requires sophisticated error correction techniques,
which are complex and costly, and not expected to be available for another 5-10 years. Until
then, we are in a “hybrid era” where NISQ systems are used alongside High-Performance
Computers (HPC), which currently offers the optimal benefits of the available QC
technologies. This report generally refers to Quantum Computing as hybrid NISQ/HPC.

Quantum Computing and Al

Quantum Machine Learning (QML) can significantly benefit the transport industry by
combining the strengths of quantum computing with machine learning. QML has the
potential to accelerate various machine learning applications, leading to more efficient
and accurate models. For instance, QML can optimise route planning, enhance traffic
management, and improve predictive maintenance for transport vehicles. Despite the
challenges in scaling quantum technologies, companies have been further developing this
approach. For example, US-based SandboxAQ employs Al techniques to enhance the
precision and efficiency of quantum sensors, and Finland-based Quantrolox is developing
ML-based software to maximise quantum computer uptime. This integration of QML in the
transport sector can lead to smarter, more efficient transportation systems.

What does it mean to reach “Quantum advantage™?

Quantum advantage is the point at which a quantum computer will perform a set of
calculations that are practically impossible for a classical computer to achieve in a
reasonable amount of time. This concept is a crucial milestone in quantum computing,
marking the transition from theoretical to practical superiority over classical computing in
specific tasks. In 2019, Google claimed to achieve quantum supremacy with their 53-qubit
Sycamore quantum processor by solving a problem in 200 seconds, that would have taken
10,000 years for a classical computer. This was later contested by IBM, showing it was
possible to solve the problem with a classical computer by changing the parameters used by
Google, proceeding to solve the problem in 2.5 days. While this shows that the solution was
quantum superior, the particular problem solved did not bring any “real-life” applicability and
has therefore been contested as proof of quantum advantage.



https://thequantuminsider.com/2023/05/23/sandboxaq-successfully-tests-its-quantum-navigation-system-with-the-u-s-air-force/
https://techcrunch.com/2022/02/23/quantrolox-uses-machine-learning-to-control-qubits/?guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAAH2y7phd3QLNfAuXe6P-2jaLi8FmyBc-3I_s5YL7cMShNiITKI_K-_AJ50NR7Fa2R_DC5D7D3dpxNnKeJPp-SR-Aun-u9QljShmrU0CrztFIb7AaygzbLUn2sbu5qhVRYiJGHV1Oncc9IfcORknY_74M2aKCdUK7H679MLLCj96N&guccounter=2
https://doi.org/10.1109/ASIANCON51346.2021.9544619
https://doi.org/10.1109/ASIANCON51346.2021.9544619
https://www.nature.com/articles/d41586-019-03213-z
https://www.nature.com/articles/s41586-019-1666-5
https://www.nature.com/articles/s41586-019-1666-5
https://www.technologyreview.com/2019/10/22/132519/quantum-supremacy-from-google-not-so-fast-says-ibm/
http://arxiv.org/abs/1910.09534
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3.1 Practical Challenges

The development of quantum computers involves some critical
technical barriers. Based on expert interviews, we expect that
useful FTQCs, with “quantum advantage” versus classical systems
for a range of practical applications, become available from ~2035

onwards (see Table 3).

Error rates and
Quantum Decoherence

Susceptibility to environmental interference
Challenges in maintaining coherence over time

Scalability

Quantum Error
Correction

Difficulty in scaling up qubit count
Exponential complexity increases with more qubits

Complexity in developing effective correction techniques
Need to correct errors without disturbing the quantum state

Technical Barriers

Physical Requirements

Extreme conditions like very low temperatures required
Costly infrastructure, e.g., dilution refrigerators needed

Software and
Algorithms

Challenge in developing fully utilisable algorithms
Lack of advanced software and programming tools

Integration with
Existing Systems

Technical difficulties in hybrid QC/HPC integration
Development of complex algorithms for hybrid platforms

Table 2: Technical barriers for Quantum Computing

The development of quantum computers involves some critical technical barriers

(see Table 2).



https://www.analyticsinsight.net/10-challenges-in-quantum-computing/
https://www.analyticsinsight.net/10-challenges-in-quantum-computing/
https://atelier.net/insights/quantum-conundrum-challenges-quantum-computing
https://www.technologyreview.com/2024/01/04/1084783/quantum-computing-noise-google-ibm-microsoft/
https://www.technologyreview.com/2024/01/04/1084783/quantum-computing-noise-google-ibm-microsoft/
https://www.datacenterdynamics.com/en/analysis/why-would-you-want-an-on-premise-quantum-computer/
https://www.analyticsinsight.net/10-challenges-in-quantum-computing/
https://www.analyticsinsight.net/10-challenges-in-quantum-computing/
https://link.springer.com/chapter/10.1007/978-1-4842-9985-2_7
https://link.springer.com/chapter/10.1007/978-1-4842-9985-2_7
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3.2 Potential for Transport

Quantum Computing holds transformative potential for the transport
industry by offering computational power far exceeding that of
classical computers for certain problems.

This leap in processing capability could revolutionise various aspects of transportation, from
optimising logistics and supply chain management to enhancing the design and material
science behind vehicles, batteries and infrastructure. QML could potentially be a key asset
for optimising route planning, enhancing traffic management, and improving predictive
maintenance for vehicles, leading to smarter and more efficient transportation systems.
Quantum algorithms could solve complex optimisation problems—such as route planning
and traffic congestion management—more efficiently, leading to significant reductions in
travel time and fuel consumption. Additionally, quantum computing’s ability to analyse large
datasets can improve transport modelling and predictive maintenance for transportation
systems, minimising downtime and extending the lifespan of critical infrastructure.

Quantum Computing harbours the potential for significant computational capabilities,
which, in turn, could offer answers to some of the most pressing challenges faced by the
UK transport sector today and positively contribute to achieving strategic goals outlined
under the UK Transport Vision 2050. The technology could promote improvements across
the entire transport value chain, from vehicle manufacturing through energy efficiency to
optimised travel options for the end-user. Data-driven industries within the transport sector,
such as logistics, are prime candidates for transformation in a “post-quantum” world.

In the current NISQ era, Quantum Computing applications tend to be limited to niche, one-
off experiments (commonly achieved through quantum-annealing technologies or hybrid
high-performance supercomputers leveraging Quantum Computing components), although
ongoing experiments in the industry well illustrate the scale and diverse use cases of the
technology. See below table for an overview of key applications that are potentially relevant.


https://iuk.ktn-uk.org/perspectives/uk-transport-vision/
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. Transport Mode
Application Relevance

Personnel ﬁ g +
Scheduling ﬁ g +
Mobility-as-a-Service & g +

Case Study (Real World Experiment)

In 2021, Japan’s Hitachi leveraged quantum-integrated
systems to automate and optimise staff scheduling
operations.

In 2021, Germany’s Deutsche Bahn partnered with
Cambridge Quantum to explore how QC can improve rail
traffic.

In 2021, the Government of New South Wales engaged

Traffic Management ﬁ g +

-— Qh-ciITRL to develop quantum algorithms for shared mobility
challenges.

Y.z Volkswagen has worked with D-Wave since 2017 to develop

W 2 quantum-driven traffic management system.

Supply Chain ﬁ g +

D-Wave developed supply chain route optimisation
algorithms for DENSO and Toyota Tsusho Corporation.

Potential to improve demand forecasting so carriers can
better allocate and locate assets in the correct markets (e.qg.
intermodal rail containers and chassis)

Logistics & Shipping ﬁ g +

IBM is researching several QC use cases in logistics,
including last mile delivery, disruption management,
fulfilment optimisation and maritime routing.

Potential to optimise in-warehouse resources (e.g. forklifts,
forklift drivers) against near-term projected truck arrivals.

Fleet Optimisation & g +

In 2023, IBM partnered with SavantX to leverage the
Eagle computer to develop fleet optimisation solutions for
trucking.

Autonomous Vehicles ﬁ g
New Transport Modes ﬁ g +

Disaster Response ﬁ g +

In 2023, Hyundai and lonQ partnered to interpret sensor
data from autonomous vehicle sensors using quantum com-
puting.

Pasqal will use its dual quantum system to optimise routes
for low-altitude air traffic to ensure safety of flying cars and
drones.

D-Wave worked with Marikina City authorities to develop
quantum-annealing algorithms for disaster response.

Aviation +

In 2022, lonQ and Airbus signed a collaboration agreement
to develop quantum aircraft loading algorithms.

Machine Learning ﬁ g ‘i"
Battery Design ﬁ g +

In 2023, Airbus and BMW Group launched a Quantum
Computing Competition to tackle their most pressing
mobility challenges, including QC and ML.

Ford is using quantum computing to develop new batteries
in collaboration with Quantinuum.



https://asia.nikkei.com/Business/Technology/Hitachi-to-use-quasi-quantum-tech-to-optimize-train-operations
https://www.insidequantumtechnology.com/news-archive/germanys-deutsche-bahn-netz-ag-db-partnering-with-cambridge-quantum-to-explore-how-quantum-computers-can-improve-rail-traffic/
https://www.innovationaus.com/nsw-looks-to-local-smes-for-quantum-edge-in-transport/
https://www.volkswagen-group.com/en/press-releases/volkswagen-optimizes-traffic-flow-with-quantum-computers-16995
https://www.dwavesys.com/media/rhelg04q/dwave_denso_case_story_v6.pdf
https://www.ibm.com/thought-leadership/institute-business-value/en-us/report/quantum-logistics
https://parolaanalytics.com/ibm-savantx-and-quantum-computing-for-real-world-optimization/
https://www.autoweek.com/news/technology/a42197942/hyundai-researches-quantum-computing-for-autonomous-vehicles/
https://www.iotworldtoday.com/flying-vehicles/flying-vehicle-routing-to-be-tested-with-quantum-computing
https://ph01.tci-thaijo.org/index.php/ecticit/article/view/253577
https://ionq.com/news/august-18-2022-ionq-2022-airbus
https://www.airbus.com/en/newsroom/press-releases/2023-12-airbus-and-bmw-group-launch-quantum-computing-competition-to-0
https://www.eetimes.eu/ford-enlists-quantum-computing-in-ev-battery-materials-hunt/
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Application Transport Mode

Relevance Case Study (Real World Experiment)

ﬁ g + i_=5= Mercedes-Benz is researching quantum computing benefits

Fuel Efficiency W  in battery design and fuel efficiency (with IBM and Google).

. ¥_-z-  Multiverse used a digital twin and quantum optimisation to
Biofuel Costs ﬁ g + W | boost the efficiency of green hydrogen production.

Manufacturing & ﬁ g + ¥.-=-  BMWis working with Pasqal to enhance its manufacturing
W | by using QC for metal forming applications modelling.

Automation

. . . | Boeing is working with IBM to leverage QC in aircraft design
Aircraft & Vehicle Design ﬁ g ‘ *" W | and in developing new materials for aircraft.

Legend

Road g Rail i Air ¥ -=- Maritime
Transportation Transportation Transportation Transportation

Table 3: Applications for Quantum Computing in transport


https://mediacenter.ibm.com/media/See%2Bhow%2BMercedes-Benz%2Bis%2Busing%2Bquantum%2Bcomputers%2Bto%2Bdesign%2Bbetter%2Bbatteries/1_dm6myi14
https://www.hpcwire.com/off-the-wire/multiverse-computing-pioneers-quantum-digital-twin-project-to-boost-green-hydrogen-production/
https://www.pasqal.com/articles/bmw-group-and-pasqal-apply-quantum-computing-to-improve-car-design-and-manufacturing
https://quantumzeitgeist.com/boeing-and-ibm-quantum-team-up-to-tackle-corrosion-with-quantum-computing/
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Quantum sensing, timing, and imaging represent essential
advancements in the field of quantum technologies, focusing on
developing precision and sensitivity beyond the capabilities of
classical instruments. At its core, quantum sensing utilises the
quantum properties of particles to measure physical quantities

with extraordinary accuracy, and in some cases to overcome major
barriers faced by classical instruments.

Quantum Sensing

Quantum sensing utilises the principles of quantum mechanics to achieve measurements
of physical quantities with unprecedented accuracy and sensitivity. By exploiting the
unique properties of quantum states, such as superposition and entanglement, and the
phenomenon of interference resulting from these properties, quantum sensors can detect
and measure phenomena that are otherwise undetectable by classical methods.

Overall, quantum sensing is based on manipulating and measuring quantum states in
particles or systems, such as photons, electrons, or atoms. These quantum properties
include superposition, entanglement, and interference (see Table below).

Quantum property Use in sensing

Superposition * Enhances measurement precision by averaging over multiple quantum states

Boosts sensitivity

Entanglement Reduces noise impact

Utilised for precise measurements
Key in quantum interferometers

Interference

Table 4: Quantum properties and phenomena and their use in quantum sensing


https://doi.org/10.1109/ACCESS.2023.3262506
https://doi.org/10.1109/ACCESS.2023.3262506
https://doi.org/10.1103/REVMODPHYS.89.035002/FIGURES/13/MEDIUM
https://doi.org/10.1103/REVMODPHYS.89.035002/FIGURES/13/MEDIUM
https://doi.org/10.1109/ACCESS.2023.3262506
https://doi.org/10.1109/ACCESS.2023.3262506
https://doi.org/10.1103/REVMODPHYS.89.035002/FIGURES/13/MEDIUM
https://doi.org/10.1103/REVMODPHYS.89.035002/FIGURES/13/MEDIUM
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Types of quantum sensors

Quantum sensors can generally be categorised into general sensing (e.g., atomic
interferometers, nitrogen-vacancy centre sensors, accelerometers, gravimeters,
magnetometers), imaging-oriented (e.g., photonic quantum sensors, quantum LiDAR (Light
Detection and Ranging), quantum radars), and timing-oriented (e.g., atomic clocks).

Quantum Timing

Quantum timing leverages quantum mechanical phenomena to measure time with
unprecedented accuracy and stability. By utilising principles such as energy level
quantisation in atoms and the properties of particles such as photons, quantum timing
devices outperform traditional clocks. This precise measurement and control of quantum
states, involving superposition, entanglement, and quantum interference, is crucial for
applications in navigation, telecommunications, and scientific research.

Quantum Imaging

Quantum imaging exploits quantum mechanics principles, including entanglement, to
capture information with higher precision than traditional methods. By leveraging the
peculiarities of quantum states, it can enhance the spatial resolution of imaging, offering new
capabilities in observing phenomena at unprecedented scales. In essence, Quantum imaging
utilises quantum light sources for high-resolution imaging of fragile objects.

For example, consider the challenge of conducting non-invasive diagnostics on critical
infrastructure, such as bridges or railways. Traditional imaging methods are constrained

by their resolution, obtaining fewer structural details that would be critical for early fault
detection. Through entanglement, quantum imaging can help enhance the imaging precision
resolution. This means that they can detect micro-level structural defects or analyse
materials that are not discernible with classical imaging technologies. Quantum imaging can
reveal atomic-scale anomalies in infrastructure, enabling enhanced predictive maintenance.


https://doi.org/10.1103/REVMODPHYS.89.035002/FIGURES/13/MEDIUM
https://doi.org/10.1103/REVMODPHYS.89.035002/FIGURES/13/MEDIUM
https://journals.aps.org/rmp/abstract/10.1103/RevModPhys.89.035002
https://doi.org/10.1088/2040-8978/18/7/073002
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4.1 Practical Challenges

The development of quantum sensors, timing and imaging, presents
some challenges in the form of technical barriers: Table 5 presents
a non-exhaustive list. We note that whilst there are practical
challenges, early trials are underway and enabled by existing
infrastructure: e.g. existing inspection trains are able to carry heavy
equipment including prototype quantum sensors, even before they
have been fully miniaturised. Of all QT, quantum sensing, timing
and imaging technologies are most likely to see near-term mass

commercialisation.

Quantum coherence
maintenance

Entanglement
Distribution

Susceptibility to environmental noise and decoherence
Requires advanced isolation and error correction

Challenges in maintaining entanglement over long distances
Requires reliable quantum repeaters

Temperature
requirements

Necessity for cryogenic temperatures for some sensors
Increases complexity and cost

Integration with
classical systems

Technical Barriers

Precision maintenance

for timing

Scalability

Compatibility issues with existing infrastructure
Data interpretation and processing challenges

Achieving and sustaining extreme precision
Vulnerability to environmental perturbations

Miniaturising without losing accuracy
Integrating into diverse systems

Frequency stability

Ensuring long-term stability of the clock’s frequency output
for quantum timing

Table 5: Technical barriers for Quantum Sensors



https://www.oezratty.net/wordpress/2023/understanding-quantum-technologies-2023/
https://www.oezratty.net/wordpress/2023/understanding-quantum-technologies-2023/
https://www.oezratty.net/wordpress/2023/understanding-quantum-technologies-2023/
https://www.oezratty.net/wordpress/2023/understanding-quantum-technologies-2023/
https://epjquantumtechnology.springeropen.com/articles/10.1140/epjqt/s40507-021-00113-y
https://epjquantumtechnology.springeropen.com/articles/10.1140/epjqt/s40507-021-00113-y
https://www.bcg.com/publications/2023/making-sense-of-quantum-sensing
https://www.bcg.com/publications/2023/making-sense-of-quantum-sensing
https://thequantuminsider.com/2023/05/03/quantum-sensing-and-its-value-a-brief-overview/
https://thequantuminsider.com/2023/05/03/quantum-sensing-and-its-value-a-brief-overview/
https://www.bcg.com/publications/2023/making-sense-of-quantum-sensing
https://www.researchgate.net/publication/334752786_Demonstration_of_48_10-17_stability_at_1_s_for_two_independent_optical_clocks
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4.2 Potential for Transport

Quantum sensors, timing and imaging, utilise principles of quantum
mechanics to achieve unprecedented sensitivity and precision in
measurement, making them vital for the transport industry’s future.

These sensors can detect minute changes in gravitational fields, magnetic fields, and other
environmental factors with far greater accuracy than classical sensors. This capability is
transformative for navigation, allowing for more precise positioning and mapping without
reliance on satellite signals, which is crucial in environments where GPS is unreliable or
unavailable. Furthermore, quantum sensors can enhance the safety and efficiency of
autonomous vehicles by providing detailed information about their surroundings, enabling
better decision-making and obstacle avoidance. They also hold promise for optimising
traffic flow and infrastructure maintenance by accurately monitoring conditions in real-time.
Another key application area is the asset management of below ground assets (e.g. pipes
and cables), with an incomplete and inaccurate asset inventory driving major costs for the
transport sector. Quantum sensors such as magnetometers and gravitometers can play a
critical role in preventing damage and construction delays, and enabling proactive asset
maintenance through remote condition monitoring.

Although a meaningful number of the potential applications is in development stages,
ongoing research and experiments highlight the broad and impactful range of use-cases that
quantum sensors could provide in the transport industry. Table 6 shows a non-exhaustive list
of these applications.


https://www.oezratty.net/wordpress/2023/understanding-quantum-technologies-2023/
https://www.oezratty.net/wordpress/2023/understanding-quantum-technologies-2023/
https://www.imperial.ac.uk/news/245114/quantum-sensor-future-navigation-system-tested/
https://www.imperial.ac.uk/news/245114/quantum-sensor-future-navigation-system-tested/
https://www.analyticsinsight.net/quantum-sensors-a-breakthrough-in-autonomous-vehicles/
https://www.analyticsinsight.net/quantum-sensors-a-breakthrough-in-autonomous-vehicles/
https://www.birmingham.ac.uk/news/2024/monirail-wins-funding-to-develop-quantum-based-navigation-system-for-railways
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Application

Reduction of Signal
Failures

Optimised Maintenance

Accurate Navigation

Underground
Infrastructure Detection

Reduced Reliance on
GNSS

Battery Charge Estimation
for Electric Cars

Underwater Imaging

Underground Sensing

Ultra precise Diagnostics

Legend

Road

Transportation

Er;gsg:&Mode Case Study (Real World Experiment)

¥z Imperial College researchers are currently exploring
ﬁ g + % quantum sensing applications for London’s TfL.

;' - QT-PRI explores quantum gravity sensor market potential
a g + % against existing geotechnologies, collaborating with RSK,

Atkins, Network Rail, and the University of Birmingham.

Airbus is currently exploring and developing the use of
quantum sensing technologies to enhance navigation
systems.

In 2022, the University of Birmingham pioneered use of a
quantum gravity sensor to detect a buried structure outside
of laboratory conditions, offering a “new lens into the
underground.”

Imperial College is exploring implementation of quantum
sensors in lieu of signalling systems to improve safety and
reliability in the London TfL and reduce existing reliance on
GNSS in challenging conditions.

A research team from the Tokyo Institute of Technology,
headed by Professor Mutsuko Hatano, has created a
diamond quantum sensor that can accurately estimate
battery charge within 1% accuracy while measuring high
currents. These compact sensors are capable of detecting
currents in the milliampere range, making them well-suited
for automotive applications.

Imaging in turbid water conditions is hard. Quantic, in the
UK, is supporting research and trials on using quantum
sensors for achieving clear imaging even at multi-meter
distances. This could help in offshore installation inspection
and terrain mapping and hence navigation.

UK-based Delta G raised £1.5 million in 2023 to
commercialise its quantum sensors. This company aims at
building a ‘Google Maps for the underground’ for ‘complex
subsurface and unseen locations’ and claims it has
‘produced the world’s first field-proven quantum sensor for
gravity gradiometry’.

Bosch is aiming to integrate quantum sensors onto chips
for medicine and mobility, including ultra-precise navigation
and vehicle diagnostics.

=

Rail
Transportation

4

Air
Transportation

Maritime
Transportation

|

Table 6: Potentially relevant applications for quantum sensing in transport.


https://www.imperial.ac.uk/news/245114/quantum-sensor-future-navigation-system-tested/
https://www.qt-pri.org/
https://acubed.airbus.com/blog/quantum/acubed-announces-exploration-of-quantum-sensing-as-an-autonomy-enabler/
https://www.birmingham.ac.uk/news/2022/sensor-breakthrough-paves-way-for-groundbreaking-map-of-world-under-earth-surface
https://www.imperial.ac.uk/news/245114/quantum-sensor-future-navigation-system-tested/
https://www.titech.ac.jp/english/news/2022/064791
https://www.quantic.ac.uk/technologies/intelligenttransportsystems/#underwaterimaging
https://tech.eu/2023/07/13/going-underground-delta-g-raises-1-5-million-to-commercialise-its-quantum-sensors/
https://www.bosch-presse.de/pressportal/de/en/quantum-technologies-bosch-aims-to-use-sensors-to-take-a-leading-position-258816.html

5.0
Quantum

Communications
and Security
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What are Quantum communications?

Fault-Tolerant Quantum Computing (FTQC) has the potential to decrypt RSA encryption,
posing a potential cybersecurity threat to digital infrastructure. There is also the “harvest
now, decrypt later” tactic, where encrypted data is collected now, to be decrypted at some
point in the future using FTQCs.

These risks can be mitigated by leveraging quantum communication systems, which
represent an advancement in the way information is transmitted and secured, leveraging
the principles of quantum mechanics for the transmission process. Development efforts

in quantum communications aim to design hardware, software, tools and communication
protocols to exchange quantum information among multiple distant users, reaching levels of
speed and security that are impossible with current technologies.

In practice, this means that any attempt to intercept or eavesdrop on a quantum
communication can be detected by the legitimate parties involved, ensuring an
unprecedented level of security in data transmission.

Types of Quantum Communications’ technologies

Quantum communications involve a range of technologies that are focused on building
secure communications leveraging the properties of quantum mechanics. They can be
categorised into hardware — the physical devices needed to perform the communications
(e.g., Quantum Random Number Generators or QRNGs, quantum repeaters, photon
detectors, quantum transmitters and receivers, quantum dots and trapped ions), protocols
— the set of rules or procedures that govern the transmission, encryption, and decryption
of information using quantum states (e.g., Quantum Key Distribution and Quantum Secure
Direct Communication), and methods (such as achieving true randomness in encryption
through QRNGs).

Two key concepts are Post-Quantum Cryptography (PQC) and Quantum Key Distribution
(QKD).

Post-quantum cryptography (PQC) uses classical properties and technologies to develop
mathematical problems, which are difficult for quantum computers to solve. It secures
communications against quantum computers, which could break many current encryption
schemes. Unlike traditional methods relying on the computational difficulty of problems, PQC
is based on problems resistant to quantum attacks. The US is pushing its federal agencies
to implement PQC protocols, transitioning systems to the National Institute of Standard and
Technology (NIST) PQC standards by 2035. The private sector is following this example,
e.g. Apple announced a post-quantum cryptographic protocol called PQ3 for iMessage in
February 2024.



https://www.tandfonline.com/doi/full/10.1080/23335777.2020.1811384
https://techmonitor.ai/hardware/quantum/harvest-now-decrypt-later-cyberattack-quantum-computer
https://techmonitor.ai/hardware/quantum/harvest-now-decrypt-later-cyberattack-quantum-computer
https://www.cisa.gov/quantum
https://www.cisa.gov/quantum
https://security.apple.com/blog/imessage-pq3/
https://security.apple.com/blog/imessage-pq3/
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Quantum key distribution (QKD) secures communication by using quantum mechanics to
distribute encryption keys, leveraging quantum properties of particles (photons). Any attempt
at interception changes the quantum state, alerting parties to the breach. This method

offers security based on physics, making it immune to decryption by quantum computers.
However, QKD systems are susceptible to attacks, such as the Quantum Man-in-the-Middle
Attack on the calibration process. Terrestrial QKD methods are also limited by atmospheric
losses and in-fibre attenuation. To overcome these challenges, integrating satellites with
advanced optical technologies offers a promising solution for long-distance quantum
encryption.



https://www.nature.com/articles/s41598-018-22700-3
https://www.nature.com/articles/s41598-018-22700-3
https://www.nature.com/articles/s41534-017-0031-5
https://www.nature.com/articles/s41534-017-0031-5

31 Potential Socio-Economic Impacts of Quantum Technologies in UK Transport

5.1 Practical Challenges

The development of quantum communication technologies faces
some critical technical barriers. While various quantum encryption
systems are in advanced stages of development and some initial
systems are already commercially available, it is generally expected
that the majority will become available in the course of the next

5 years. Table 7 presents a non-exhaustive list of the practical
challenges.

Diversity of applications necessitates a broad range of

Hardware development hardware, each tailored to specific requirements

Focus on reducing the size of quantum devices and
integrating essential components like electronics and optics
Key for enhancing the usability and scalability of quantum
technologies, especially in trapped ions and ultra-cold
atoms

. . Miniaturisation and
Technical Barriers integration

Development of control techniques is crucial to protect
quantum systems from environmental noise and security
threats

Ensuring the integrity and functionality of quantum
technologies in practical settings requires robust protection
measures

Environmental
noise and malicious
interventions

Table 7: Technical barriers for Quantum Communications


https://ieeexplore.ieee.org/stamp/stamp.jsp?tp&arnumber=10042303
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp&arnumber=10042303
https://ieeexplore.ieee.org/stamp/stamp.jsp?tp&arnumber=10042303
https://arxiv.org/abs/2311.05239v1
https://arxiv.org/abs/2311.05239v1
https://arxiv.org/abs/2311.05239v1
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5.2 Potential for Transport

Quantum communications harbour the potential to enhance data
security, efficiency, and reliability.

Quantum communications harbour the potential to enhance data security, efficiency,

and reliability. As the transport sector integrates more autonomous vehicles and smart
infrastructure, the need for secure communication technologies increases. Quantum
communication systems (e.g. QKD) and post-quantum cryptographic algorithms (PQC) offer
enhanced encryption to protect sensitive data against cyber threats. These technologies
can improve real-time data exchange for vehicle coordination, traffic flow optimisation, and
emergency response, making transportation systems safer and more efficient. Adopting
quantum communication technologies could provide a competitive edge in safety, privacy,
and operational efficiency for the transport industry.

Application Transport Mode

REe Case Study (Real World Experiment)

Airbus is participating in the European Quantum
Communications Initiative (EuroQCI) which is driving
Protection of critical | implementation of an ultra-secure communication
real-time data ﬁ wm” | infrastructure, resistant to classical and quantum attacks,
based on QKD for the protection of European (EU) assets
including its overseas territories, at every moment.

ID Quantigue offers a solution based on quantum key

Secure Vehicle-to-Vehicle ﬁ g I ¥ = distribution to secure satellite and ground-based navigation
communications

— signals against spoofing and hacking, aims to safeguard
vehicular communications against current and future cyber
threats, including those posed by quantum computing.

Quantum Base offerings look at protecting the integrity of
Quantum-Secure ﬁ g + | supply chain communications, from shipment tracking to
logistics Networks W | warchouse management, ensuring the integrity and confi-
dentiality of data transmitted across the supply chain.

. . Airbus, as part of EuroQCI, is exploring quantum
“Sntaacr:‘llareeAn:g'rl;:aﬁlc + communication for air traffic control systems to ensure
g secure and reliable information.

The Port of Rotterdam is implementing a quantum
Maritime ¥.-:- security technology project to enhance the security of
Communication Security W  communications between ships and ports, safeguarding
against cyber threats.

Legend

Road g Rail * Air _—=- Maritime
Transportation Transportation Transportation VN’ Transportation

Table 8: Potentially relevant applications for quantum communications in transport


https://ieeexplore.ieee.org/document/10042303
https://www.airbus.com/en/newsroom/press-releases/2021-05-a-consortium-of-european-digital-players-to-design-the-future-eu
https://www.idquantique.com/quantum-sensing/applications/automotive/
https://quantumbase.com/q-id-optical/
https://securecommunications.airbus.com/en/newsroom/news/2023-04-towards-a-better-approach-for-quantum-key-distribution-qkd-networks-key
https://www.seatrade-maritime.com/technology/port-rotterdam-implement-secure-quantum-technology-project
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Part 2



6.0
I Socio-Economic Impacts
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6.1 Introduction

The maturity of Quantum Technologies varies greatly, with many
technologies still in early development stages. Therefore, any attempt
to quantify their potential socio-economic impacts is inherently based
on a multitude of assumptions (such as the speed of QT development
and magnitude of its impact, the state of the economy and transport
system, societal developments etc.), with a great number of factors
either not understood or known. Even if potential impacts have been
quantified in specific research or industry papers, they are yet to be
proven at commercial scale.

However, the potential scale of the transformative impact of Quantum Technologies is vast.

BCG estimates that Quantum Computing alone unlocks hundreds of commercial use-cases,
with global value creation of $450-850 billion by 2035 (net of total end-user revenue growth

of $1.8-3.5tn).

The high-level analysis outlined below, triangulating existing sources (commercial plus aca-
demic), estimates a potential net value impact to the UK’s transport industry in the range
of at least £4-8 billion by 2030-2035. This indicative range is based on a value creation
estimate of ~£7bn, based on selected use-cases, and the explicit assumption that these
estimates are only scratching the surface of quantum technologies’ full potential for its many
transport use-cases.


https://www.bcg.com/publications/2023/enterprise-grade-quantum-computing-almost-ready
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lllustrative value impact analysis

NB: the below table sets out examples of quantitative value impacts, for specific transport modalities. For example, personalised optimised
traffic management through personalised re-routing is relevant for various transport modalities, yet the quantitative impact depicted focuses

on a single modality.

NB: the analysis below is an oversimplification. However, we believe it serves as a good indicator of the potential magnitude of various impacts.
All examples are based on known, quantified impacts (unless otherwise indicated).

Transport modality

Value creation

Key assumptions

lllustrative

(impact only)

QC holds the potential to

The UK loses £6.9bn annually due to traffic
congestion.

impact

algorithm design.

ﬁ optimise time-critical ~£2.8bn
traffic management tasks . ; L ; (2019)
) : Fujitsu simulation indicated travel times may
(e.g. personalised rerouting). be reduced by 40%.
- QC can optimise logistics 3 ~
ﬁ Y ks e T vy, e e 2% (based on UK GDP) of global net value £1.2bn
-— guesses (current practice). impact, estimate by BCG. (by 2035)
The estimated impact of a GNSS outage
on the UK transport sector is ~£700m per
day (excluding impact on F&B sector and
- Quantum Communication emergency services). Adjusted for inflation
ﬁ g + tﬁ systems have the potential | this amounts to ~£1.4bn by 2035. ~£900m
to prevent cyberattacks (2035)
from adversary powers. An illustrative 21-day outage (several weeks
to fully restore) at 3% probability (in line with
the National Risk Register) amounts to a
~£900m total impact.
The UK incurs ~£6.2bn of train employment
QC can optimise staff costs annually. ~£900m
scheduling, a major (2021)
computational challenge. Early Hitachi case study suggests potential
personnel cost savings up to 15%.
* Qe can optimise global 2% (based on UK GDP) of global net value ~£600m
industr?/ impact, estimate by BCG. (by 2035)
Quantum sensors can .
f : ~£2.4bn annual UK cost. Assumption of ~£200m
ﬁ g g;eg:r?fnfaﬁggjeﬁg:gbggwoefk 10% potential effectiveness increase. (2021)
QC could enable solving
: - 2% (based on UK GDP) of global net value ~£200m
+ ggl'};%{fg‘sfi'#'gvfggﬂ{'“cs impact, estimate by BCG. (by 2035)
Quantum sensors
can prevent erratic £1.5bn annual UK cost. Assumpti
3 q =il . ption of ~£200m
g‘ ggr':i?s;tgl:)?tl?nntw: wrg?%mg 10% potential effectiveness increase. (2023)
location).
QC could optimise o
. 2% (based on UK GDP) of global net value ~£100m
ﬁ autonomous vehicle Al impact, estimate by BCG. (by 2035)



https://corporate-blog.global.fujitsu.com/fgb/2019-11-25/how-quantum-computing-could-eliminate-traffic-congestion-and-save-12-trillion-yen-in-the-process
https://www.bcg.com/publications/2023/enterprise-grade-quantum-computing-almost-ready
https://londoneconomics.co.uk/wp-content/uploads/2017/10/LE-IUK-Economic-impact-to-UK-of-a-disruption-to-GNSS-SHOWCASE-PUBLISH-S2C190517.pdf
https://londoneconomics.co.uk/wp-content/uploads/2017/10/LE-IUK-Economic-impact-to-UK-of-a-disruption-to-GNSS-SHOWCASE-PUBLISH-S2C190517.pdf
https://assets.publishing.service.gov.uk/media/64ca1dfe19f5622669f3c1b1/2023_NATIONAL_RISK_REGISTER_NRR.pdf
https://www.orr.gov.uk/sites/default/files/2022-10/review-of-rail-industry-employment-costs-06-10-2022_1.pdf
https://www.orr.gov.uk/sites/default/files/2022-10/review-of-rail-industry-employment-costs-06-10-2022_1.pdf
https://asia.nikkei.com/Business/Technology/Hitachi-to-use-quasi-quantum-tech-to-optimize-train-operations
https://www.bcg.com/publications/2023/enterprise-grade-quantum-computing-almost-ready
https://assets.publishing.service.gov.uk/media/63723306d3bf7f4a528815f7/NUAR_Project_Update_October_2022.pdf
https://www.bcg.com/publications/2023/enterprise-grade-quantum-computing-almost-ready
https://news.sky.com/story/underground-mapping-platform-delta-g-surfaces-with-1-5m-funding-boost-12920314
https://www.bcg.com/publications/2023/enterprise-grade-quantum-computing-almost-ready
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lllustrative value impact analysis

Transport modality . . lllustrative
. Value creation Key assumptions .
(impact only) impact

Quantum inertial navigation

+ systems on aircraft could 2% (based on UK GDP) of global TAM, ~£100m
tseré(?‘l gss areliable back-up | estimate by Citi Group. (2024)
o .
Quantum gravimeters
g ¥z could reduce exploratory 2% (based on UK GDP) on billions of global ~£50m
W | drilling for energy & mineral | savings, estimate by Citi Group. (2024)
exploration.
i’ _ gg;]enr;agfsdc’ggml‘ 2% (based on UK GDP) of global net value ~£50m
ﬁ g + a7  proportionally benefit UK impact, estimate by BCG. 3% (based on (by 2035)
Franpsport segtor GVA) applied to total. Y
¥z Quantum sensors potentially | 2% (based on UK GDP) of average global ~£10m
ﬁ g + way Offer arange of extreme TAM estimate of $850m, a 2030 estimate by (by 2030)
precision applications. Citi Group. y

Minimum value creation estimate:

(by2030-2035)  £7bn
Additional cost requirement estimate: ~£1bn
Highly illustrative range: £4-8bn

(by 2030-2035)

Legend

Road g Rail * Air ¥ -=- Maritime
Transportation Transportation Transportation Transportation

Table 1: lllustrative Value Impact Analysis

Not all socio-economic impacts are quantifiable. We have considered a range of socio-
economic impacts that may provide “real value” yet are hard to directly translate into “utility”,
such as “quality of life”. We also note that any analyses exclude opportunity costs, and do
not provide policy recommendations as such.


https://www.citigroup.com/global/insights/global-insights/quantum-sensing-tech-s-new-eyes-and-ears
https://www.citigroup.com/global/insights/global-insights/quantum-sensing-tech-s-new-eyes-and-ears
https://www.bcg.com/publications/2023/enterprise-grade-quantum-computing-almost-ready
https://www.citigroup.com/global/insights/global-insights/quantum-sensing-tech-s-new-eyes-and-ears
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6.2 Costs of Implementing Quantum Technologies

Examples Caveats

Total QC costs may be alleviated if only a single, national
FTQC is required, with remaining QPU demand serviced
via a hybrid model (QCaaS) with cloud access for specific
use-cases.

Quantum Computing: up to ~£1bn per FTQC.

Quantum Sensing: ~£2bn, based on the equivalent for QS has seen relatively limited investment to date, with ~$80m
loT sensors, although to a significant extent incurred by global private VC investment in 2023.
the private sector.

eQduggtzu(;g 4(':ommunications: ~$1bn market size estimat- Quantitative information tends to be classified.

As the vast majority of Quantum Technologies are still in R&D or experimental stages,
accurate estimates of costs and investments required to implement such technologies
at scale, are not publicly available. For any implementation of QT into the UK transport
infrastructure, additional costs related to staffing, talent training and development,
maintenance and servicing will need to be taken into account beyond just hardware and
software purchase costs.

Quantum Computing

Quantum computers can currently be accessed via one of two dominant models:

» Purchase of a QPU (Quantum Processing Unit), either standalone or to be integrated into
existing high-performance computing systems.

* Accessing a QC through the cloud, also known as Quantum-Computing-as-a-Service
(QCaaS).

NISQ-era QPU sales are rare and vary in cost, typically ranging from $10-$50m per QPU. For
example, Universal Quantum won a €70m contract to build an ion trap quantum computer at
the German Aerospace Centre (DLR) in 2022.

QPUs tend to be accessed via a licensing model, which also includes material annual
servicing costs, up to millions per year. For example, the University of Tokyo, the National
University of Seoul and the University of Chicago have partnered with IBM to build a
hundred thousand qubits QC. This is a $100m project spanning a ten-year period, based on
procurement of both the hardware as well as services that are associated with the system’s
operations.

Once QCs reach fault-tolerant stage, the cost per QPU may increase materially, up to
billions per unit sold, similar to prices paid for the most powerful classical supercomputers
in recent years. The acquisition of a QPU could allow the government to amortise the cost
through different institutions, public or private, due to the usage flexibility rather than paying


https://thequantuminsider.com/2022/11/02/universal-quantum-subsidiary-wins-e67-million-german-contract-to-build-quantum-computer/
https://asia.nikkei.com/Business/Technology/Tokyo-Seoul-Chicago-universities-in-quantum-computer-deal
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per project/analysis. QCaaS, where QC is offered via cloud access, is typically priced per
hour or per computational unit. QCaaS thereby enables QC adoption for smaller transport
companies.

Quantum Sensing

The unit cost of quantum sensors is unknown and will be subject to its further development
and market adoption. Similar to the rollout of existing technologies such as GPS, the
successful mass adoption of these technologies will likely rely on a reduction in their unit
cost to the market, potentially supported by large volumes of government procurement.
Industry analysts have speculated an early unit price of $20,000 per sensor based on loT
industry standards, but that figure is difficult to verify until quantum sensors are to be sold at
commercial scale.

A high-level cost calculation based on the above estimated unit cost, would show a
combined cost of ~£2bn (assumptions shown below);

* Maritime: ~85 thousand cargo vessels in UK ports (2021) = £1.3bn
Cost incurred primarily by private sector companies.

« Auviation: ~20 thousand civil, commercial and military aircraft = £0.4bn
Cost is shared by private aerospace sector and UK defence agencies.

* Railway: ~24 thousand active trains on UK rail network (2019) = £0.4bn
Cost primarily incurred by UK Rail & regional private sector providers.

* Underground: ~540 active trains on the TfL network (2023) = £9m
Cost incurred by TfL.

Quantum Communications

Due to the national security implications of Quantum Communication systems, they have
typically been led by governmental agencies, with R&D results and progress generally kept
confidential and out of the public domain. However, IDTechEx estimates the global Quantum
Communication hardware market to reach $1.2 billion by 2034 (due to the broad applications
of Quantum Communications it is challenging to estimate the pro rata share for the UK’s
transport sector).



https://www.citigroup.com/global/insights/global-insights/quantum-sensing-tech-s-new-eyes-and-ears
https://www.gov.uk/government/statistics/port-freight-annual-statistics-2021/port-freight-annual-statistics-2021-cargo-information-and-arrivals
https://www.caa.co.uk/aircraft-register/g-info/g-info-on-cd/
https://www.boeing.co.uk/content/dam/boeing/boeingdotcom/company/key_orgs/boeing-international/pdf/ukbackgrounder.pdf
https://www.statista.com/statistics/1063374/royal-air-force-number-of-aircrafts/
https://inews.co.uk/news/uk/how-the-24000-trains-that-run-in-the-uk-every-day-are-co-ordinated-352275
https://tfl.gov.uk/corporate/about-tfl/what-we-do#%3A%7E%3Atext%3DLondon%20Underground%2C%20better%20known%20as%2Ctrains%20whizzing%20around%20the%20capital
https://www.prnewswire.com/news-releases/quantum-communications-technology-upgrades-are-essential-to-protect-our-high-value-data-reports-idtechex-302042058.html
https://www.prnewswire.com/news-releases/quantum-communications-technology-upgrades-are-essential-to-protect-our-high-value-data-reports-idtechex-302042058.html
https://www.prnewswire.com/news-releases/quantum-communications-technology-upgrades-are-essential-to-protect-our-high-value-data-reports-idtechex-302042058.html
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6.3 Revenue Growth Opportunities for Private Companies

Examples Caveats

Quantum Computing: enables advanced materials

and vehicle design, optimises dynamic pricing, i
logistics networks and reducing downtime / improving May be dependent on FTQC rather than NISQ-era QPUs.

maintenance.

Quantum Sensing: improving value-add of products/ 2030 global market size estimates range as wide as
services enables private revenue optimisation. $200m-5bn.
Quantum Communications: improving value-add of 2030 global market size estimates range as wide as
products/services enables private revenue optimisation. $200m-5bn.

BCG projects that Quantum Computing alone will drive global revenue growth for its end-
users (e.g. advanced materials, aerospace fluid dynamics, new battery design) of $1.8-3.5
trillion by 2035. This is based on a bottom-up analysis of many identified industry use-cases,
including both monetisation of QC technologies as well as new end applications.

Quantum Technologies carry direct, actionable revenue optimisation opportunities for its
users in the UK transport industry. Four areas that harbour significant revenue optimisation
potential include:

1. New Vehicle & Material Design

Access to the advanced computing capabilities of QCs could enable industry players to
significantly accelerate their R&D efforts, e.g. in advanced material design, vehicle design,
fuel optimisation, software and hardware development. This drives increased innovation and
customer value, as well as reduced time-to-market, thereby accelerating revenue growth.
Early access to QC and QS capabilities will enable private companies to develop products
and services which may be better performing, safer, more efficient, accurate, environmentally
friendly and reliable (as covered in-depth in following sections), which will increase value-add
for end consumers, and thereby revenue optimisation opportunities for companies.

Vehicle manufacturers can leverage QPUs for accelerated research into advanced materials,
producing more efficient, reliable and versatile vehicles. Accurate prediction reduces the
need for expensive and long lead time physical testing/prototyping which in turn enables a
wider exploration of the overall design space in a given time frame. For example:

« Computational Fluid Dynamics: through QC-enabled circuits, engine manufacturers
can improve engine design modelling to optimise performance and accelerate R&D. For
example, in 2023, NVIDIA, Rolls-Royce and Classiq, used QC to design and simulate
the world’s largest QC circuit for Computation Fluid Dynamics, measuring 10 million
layers deep with 39 qubits. R&D for jet engines is a prime example, as it poses a lengthy
engineering challenge with high complexity, cost and computational requirements



https://www.bcg.com/publications/2023/enterprise-grade-quantum-computing-almost-ready
https://nvidianews.nvidia.com/news/nvidia-rolls-royce-and-classiq-announce-quantum-computing-breakthrough-for-computational-fluid-dynamics-in-jet-engines
https://nvidianews.nvidia.com/news/nvidia-rolls-royce-and-classiq-announce-quantum-computing-breakthrough-for-computational-fluid-dynamics-in-jet-engines
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» Predictive aeroacoustic and aerodynamic modelling enables the development of
superior quality products, e.g. reducing noise and lowering fuel consumption. This is one
of the areas currently considered by various industry players. For example, BMW Group
and Airbus are jointly exploring more efficient ways to solve partial differential equations
so that novel product solutions can be identified which meet or exceed the challenging
quality and environmental requirements of their customers.

« Smart coating: QC enables modelling of smart coating materials, with inhibitors that are
embedded to block degradation and thereby inhibit corrosion of vehicles.

* Quantum Sensors: Integrating QS into vehicle design could increase the unit price
of aircraft sold, and carry additional use cases for autonomous vehicles. For example,
incorporating quantum inertial sensors into aircraft would enable navigation that is
independent of satellites, increasing their value e.g. for military use-cases. Another
example is Hyundai, which partnered with l1onQ to explore applications of data from
LiDAR sensors in combination with Quantum Computing, with the aim to enhance object
detection on 3D data from Autonomous Vehicles.

2. Pricing Model Analytics

Price and revenue management strategies are already applied throughout the transport
industry. Airlines, for example, rely on dynamic pricing models - developed using classical
computer systems. Their systems price itineraries independently within a network, based
only on time before departure and available seats.

These systems have already been implemented throughout organisations: for example,
British Airways partnered with Qantas Airways to develop the bespoke British Airways
Booking System (BABS), delivering technology to assist airlines with everything from selling
their fares through to revenue optimisation and day of operations flight management.
Dynamic pricing algorithms have increasingly become a dominant pricing model and
continue to be rolled out across transport modalities. For aerospace, BABS case studies
have proven to generate sustainable revenue increases in the 5-10% range. Amadeus

and Kvantify are currently exploring the use of quantum computing in airline revenue
management models, allowing them to optimise pricing offers of their network and maximise,
though no quantifiable results have been made public as of yet.

Dynamic pricing models rely on regularly updated data, but currently do not have the
capacity to fully consider historical trends and process high volumes of real-time data, given
the limitations of classical computers. The computational advantage of QCs offers significant
potential to further improve these dynamic pricing model algorithms across established
modes such as aviation, as well as introduce them into new transport modalities where

such systems have not yet been established at scale. In addition, QCs can be utilised to
implement dynamic road pricing, boosting revenues and potentially replace lost fuel duty
from an increase in the overall fleet of electric vehicles. In addition, quantum computing


https://www.airbus.com/en/newsroom/press-releases/2023-08-bmw-group-airbus-and-quantinuum-collaborate-to-fast-track
https://www.airbus.com/en/newsroom/press-releases/2023-08-bmw-group-airbus-and-quantinuum-collaborate-to-fast-track
https://www.autoweek.com/news/technology/a42197942/hyundai-researches-quantum-computing-for-autonomous-vehicles/
https://hbr.org/1995/11/competing-on-customer-service-an-interview-with-british-airways-sir-colin-marshall
https://amadeus.com/en/insights/blog/application-quantum-computing-airline-revenue-management
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enhances optimisation and simulation tasks significantly beyond classical computing’s
capabilities, primarily through quantum superposition. This allows quantum computers
to explore numerous potential solutions at once, making them particularly effective for
problems with a wide range of possible outcomes.

While there are no QC case studies in price analytics yet for transport modalities beyond

aviation, QC has already been leveraged to achieve advantageous results over classical

computing in dynamic pricing algorithms for energy grid management, by LMU University
in Munich. The scientists used a hybrid quantum computing approach via D-Wave’s Leap
Hybrid Cloud (we note the scale of the improvement has not been published).

3. Reduced Downtime

Quantum sensors could potentially introduce efficiencies to infrastructure maintenance

via predictive maintenance analytics and optimised maintenance management, offering a
tangible opportunity to increase revenues from existing systems by maximising operating
time with minimal new investment required, as delays and maintenance represent a
significant source of lost revenues in the UK transport industry. Additionally, quantum
sensors can facilitate and optimise maintenance in geographically complex environments
(hard to reach, underground or hazardous) and avoid delays by preventing damages due to
accidents with underground pipes and cables.

Indirectly, a thriving national Quantum industry in the UK could accelerate economic growth
and revenue generation. Through continued (public and private) investment into academic
Quantum hubs, innovation grants, and start-ups — the UK positions itself as a potential
future leader in the sector, paving the way for shared investment, access to local talent and
infrastructure, growing demand across the supply chain and thereby a sustainable long-term
ecosystem.

See Section 6.4 for a discussion on how QC, QS and quantum-enabled ML can reduce
downtime and optimise maintenance, thereby indirectly driving revenue generation and
optimisation.


https://arxiv.org/pdf/2309.05502
https://arxiv.org/pdf/2309.05502
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4. Logistics

Logistics are heavily reliant on data computing for optimal operations (i.e. route planning,
equipment usage, personnel scheduling, cargo loading, supply chain management) which
have direct impact on financial and operational performance (delays, disruptions, shortages,
etc.). This requires daily analysis of large datasets from multiple sources. Optimisation

can offer not only cost savings but also drive accelerated revenue growth — for example,
shipment loads can take up an exponential number of combinations in terms of size and
shape, which means cargo companies tend to struggle with maximising capacity. There are a
few specific areas where QC may drive accelerated revenue growth:

« Cargo Load Optimisation: QC capabilities can optimise cargo placement, increasing
payload capacity and thereby revenues. Across the aviation industry, Machine Learning
Reply (part of Reply Group) and Airbus are currently testing how QC can enable
airlines to maximise cargo loading capabilities; while in 2023, cargo airline Amerijet
and Quantum-South completed a Proof-of-Concept (PoC) using QC-enabled load
optimisation module that allowed them to increase payload by 30% and volume by 76%.

+ Operations Streamlining: QC can improve operational efficiency by optimising
equipment usage, automating personnel schedules and route optimisation. For example,
In 2021, D-Wave partnered with SavantX to optimise operations at the Los Angeles
Port. The developed algorithms allowed for significant time savings of over 15% faster
truck turn time, 60% increase in deliveries per crane per day, and 60% increase in crane
utilisation.

* Route Planning Optimisation: QC can also improve operational efficiency through near
real-time route optimisation. See next section.


https://www.reply.com/en/newsroom/news/machine-learning-reply-wins-the-airbus-quantum-computing-challenge
https://www.reply.com/en/newsroom/news/machine-learning-reply-wins-the-airbus-quantum-computing-challenge
https://www.aircargonews.net/airlines/amerijet-utilises-tech-to-optimise-cargo-volumes/
https://www.dwavesys.com/media/y3hl22va/dwave_port_of_la_case_story_v7.pdf
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6.4 Cost Saving Opportunities

Examples Caveats

See illustrative analysis in section 6.1 above. Based on large number of assumptions. Highly illustrative.

Quantum technologies can contribute to significantly more cost-efficient transport systems
in the future, primarily via introducing far-reaching optimisation benefits across transport
modalities, including both passenger and freight travel.

The enhanced computational capabilities of fault-tolerant Quantum Computers (FTQCs),
combined with advanced loT applications of Quantum Sensors can, among others:

« Improve overall efficiency, route planning, real-time tracking, traffic management and
personnel management; and

* Reduce the high-cost burdens faced by the transport industry today due to traffic
incidents, system breakdowns or anomalies, high-cost maintenance and inspections.

We are entering a ‘hybrid era’ where forms of classical, high performance (HPC) and
Quantum Computing are expected to co-exist for decades to come. QC capabilities can
be accessed over the cloud, via a “Quantum Computing as a Service” model, rather than
onboard QCs.

The benefits and potential socio-economic impacts of advances in computing capabilities
can be accelerated by the continued development of Al/ML technologies, with (hybrid)
quantum computing enabling larger scale algorithm execution that will drive more powerful
Al/ML applications. These will impact many use-cases that are relevant to the transport
sector, including optimisation problems that could drive cost savings, as outlined below.

Quantum Computing

Early experimental case studies leveraging Quantum Computing (typically hybrid Quantum
Annealing systems) show promising results, with the potential of meaningful cost savings
across several identified applications. QCs can contribute to more efficient transport systems
by solving some of the most complex and challenging issues faced across the value chain
today:

+ Personnel Efficiencies: Classical computers are unable to process large amounts
of data and struggle to overcome the ‘traveling salesman problem’ (exponentially
increasing number of options), which leads to suboptimal staff scheduling and personnel
management, inflating staff costs for UK transport systems. This creates operational
inefficiencies that drive requirements for additional staff members.
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° The complexity of staff scheduling presents a challenge for all transport modalities
— with access to (hybrid) QC systems, these challenges could be addressed in real-
time. In addition, optimisation could improve productivity across the board.

* Fuel Optimisation: In the UK, road transport accounts for more than half of oil demand
(mainly petrol and diesel). UK motorists spend ~£40bn p/a on fuel, consuming >45bn
litres of fuel. The UK aviation sector spends ~£3.6bn on jet fuel (>11m tons of jet fuel,
assuming current prices). QCs could efficiently compute optimal routes for individual
vehicles, considering factors such as, fuel costs, modes of transportation, and real-time
inventory needs: this enables the calculation of the most fuel-efficient paths, leading to
overall improved fuel optimisation across transport networks.

° For example, IBM and ExxonMobil currently are working to explore the role QC can
play in optimising maritime and shipping routes.

° QCs can offer cost savings for a range of transport modalities e.g. shorter flight
routes (with lower fuel consumption) or maritime cargo optimisation (considering
a wide array of variables e.g. weather patterns, inventory levels and length of
voyages).

- QC could potentially significantly improve battery performance and reduce
charging times, resulting in significant consumer savings and making EVs
more attractive, indirectly reducing fuel consumption.

- Reduced fuel consumption would mean a reduction in income for the UK
government, for whom fuel duty is a substantial source of income (e.g. total
UK fuel duty of >£26bn p/a).

* Network Optimisation: While an optimised route with a handful of delivery stops can be
determined relatively quickly by a desktop computer, it would take years for a classical
supercomputer to calculate an optimised route with dozens of stops and potentially
additional parameters. Last-mile delivery costs are a key driver of costs, and account for
53% of total door-to-freight transportation costs.

° By supporting global route optimisation and more frequent re-optimisation,
recognising capacity constraints of transport assets (e.g. buses), QCs could help
significantly reduce freight transportation costs (and boost customer satisfaction).
BCG estimates that absolute routing optimisation can unlock $50-100bn in
net income for the global logistics sector, and another $20-50bn for the global
aerospace sector.

« Cargo Load Optimisation: Cargo/freight loads can take up a multitude of combinations
in terms of size and shape, driven by weight distribution, space utilisation, freight
compatibility and legal requirements. QCs can help optimise cargo loads by leveraging
increased computing power to solve complex optimisation problems efficiently. For
example, the Quantum software developer SavantX used a hybrid QC from D-Wave to
streamline operations at LA-based Pier 300 between 2018-2022, increasing daily crane
deliveries from 66 to 97, and trucks spending 58 instead of 66 minutes to await payloads.



https://assets.publishing.service.gov.uk/media/5d149e0ae5274a0662da52b2/Road_fuel_consumption_and_the_UK_motor_vehicle_fleet.pdf
https://assets.publishing.service.gov.uk/media/5d149e0ae5274a0662da52b2/Road_fuel_consumption_and_the_UK_motor_vehicle_fleet.pdf
https://www.zdnet.com/article/ibm-and-exxonmobil-are-building-quantum-algorithms-to-solve-this-giant-optimization-problem/
https://www.rac.co.uk/drive/advice/fuel-watch/
https://www.rac.co.uk/drive/advice/fuel-watch/
https://onfleet.com/blog/what-is-last-mile-delivery/
https://www.bcg.com/publications/2023/enterprise-grade-quantum-computing-almost-ready
https://www.dwavesys.com/media/y3hl22va/dwave_port_of_la_case_story_v7.pdf
https://www.dwavesys.com/media/y3hl22va/dwave_port_of_la_case_story_v7.pdf
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Traffic Management: Current, classical systems are not able to process exponentially
large data volumes and are therefore limited in their ability to effectively manage traffic
congestion. Road congestion caused by road construction, traffic accidents and distance
between vehicles, ensures that significant inefficiencies in traffic management persist. In
2019, the UK economy lost £6.9bn because of road congestion, with drivers in London
spending as much as 149 hours p/a stuck in traffic.

o

o

o

o

QCs could assist in real-time optimal route calculation, i.e. rapidly compute the
shortest paths for millions of vehicles simultaneously. QCs can provide personalised
routes, in contrast to conventional navigation services. This minimises detours

and traffic congestion, preventing vehicles from converging into the same areas.

An example from DENSO describes how QCs can contribute to reduced traffic
congestion: “If a car has three routes and nine combinations, then ten cars could
have 60,000 combinations of possible routes; 20 cars could have 3.5 billion
combinations and 30 cars as many as 20 trillion combinations. Conventional
computers would take an eternity to compute every alternative route to ensure that
congestion is eliminated. This is why quantum computing is necessary”

Across traffic management, D-Wave and Volkswagen have partnered to pilot
applications of QC annealers, focusing on passenger number prediction and route
optimisation. Their initial experiments confirmed that time-critical optimisation tasks,
such as continuous redistribution of position data for cars in dense road networks,
are applications that could be solved using quantum computing systems.

A Fujitsu simulation in 2019 estimated that if vehicles take optimal routes as
determined by Digital Annealers based on overall optimisation, travel times for all
vehicles will be reduced by 40%. lllustratively, this would equate to a ~£2.8bn annual
saving for the UK economy (based on 2019 figures).

We note that active replanning requires a heavy computational burden, with time

between start and real-world deployment (research, model building, product
deployment) estimated at a minimum of 32 months.

Quantum Sensing

Quantum sensors have unique sensing capabilities which could offer material cost savings
across all transport modalities, both in lieu or in combination with current IoT infrastructure:

Reduction of trackside signal failures: Current railway and underground systems in
the UK rely on trackside signals to control the movement and speed of trains, which

are prone to multiple faults (e.g. human error, computer network issues, cybersecurity
attacks). According to Network Rail, there were over 19,000 signal failure-driven delays in
the UK in 2017, driving high costs related to delays and maintenance


https://www.autoexpress.co.uk/car-news/consumer-news/94871/traffic-jams-costs-in-the-uk#%3A%7E%3Atext%3DTraffic%20jams%20cost%20the%20UK%20economy%20%C3%82%C2%A36.9%20billion%20last%2Cmost%20congested%20city%20in%202019
https://www.denso-technic.com/a-quantum-leap-forward-in-traffic-management
https://www.dwavesys.com/media/bbximewp/dwave_vw_case_study_v8.pdf
https://corporate-blog.global.fujitsu.com/fgb/2019-11-25/how-quantum-computing-could-eliminate-traffic-congestion-and-save-12-trillion-yen-in-the-process
https://quantumconsortium.org/transportation-logistics/
https://www.networkrail.co.uk/wp-content/uploads/2019/07/Network-Rail-Infrastructure-Limited-annual-return-2019.pdf

47  Potential Socio-Economic Impacts of Quantum Technologies in UK Transport

° Quantum sensors could offer a secondary protection or an alternative to the existing

trackside signalling systems, owing to more precise and comprehensive sensing
capabilities of Quantum Sensors.

° For example, Imperial College researchers are currently exploring Quantum sensing
applications for London’s underground. The team is developing a new type of
hybridised inertial sensor technology with the potential to accurately determine
position without the need to send or receive signals. In the future, trains carrying
such quantum enhanced navigation systems may be able to register their position
on the network accurately and reliably without the need for significant external
infrastructure.

+ Optimised Maintenance: Quantum sensors are novel technologies that provide a broad
range of opportunities associated with reducing maintenance costs, across UK transport
modalities. There are >190,000 railway earthworks and >6,000km buried assets in the
UK railway infrastructure, with an incomplete and immature asset inventory significantly
limiting the development of a decision support framework to allow proactive condition
assessment.

° Currently, geophysical sensors are commercially used to detect the location of the
ducts and pipes in roads and with limited success on railways, but rarely to detect
the asset condition or the condition of the parent asset (earthwork) itself. Thus,
geotechnical failures are often reported by train drivers or by walking the asset, at a
cost of ~£8M/year.

° Proactive asset management is constrained;
- Resulting in longer disruptions to the rail network. There are >314 thousand

fully or partly cancelled trains in the UK p/a, of which a large percentage
relates directly to train faults.

- There are >1m potholes in the UK (a £14bn problem in England & Wales
alone), one of the leading causes of car breakdowns, and the government is
spending £700m p/a on repair.

- The UK incurs other significant expenditures — e.g. on bridge (>£5.4bn
backlog across >70k UK bridges) and railway (~£7.5bn p/a) infrastructure
maintenance.

° Quantum sensors could address these bottlenecks through a number of levers,
including:

- Condition monitoring: Quantum sensors can detect and measure changes in
temperature, pressure, vibration, and other parameters that indicate potential
equipment failures. By monitoring these conditions in real-time, maintenance
teams can identify and address issues before they become critical, reducing
downtime and repair costs.


https://gow.epsrc.ukri.org/NGBOViewGrant.aspx?GrantRef=EP/Y005287/1
https://www.networkrail.co.uk/wp-content/uploads/2019/07/Network-Rail-Infrastructure-Limited-annual-return-2019.pdf
https://assets.publishing.service.gov.uk/media/5ff86333d3bf7f65d209c779/Competition_Results_-_UKI2S_Accelerator_Programme_for_Technology_Development_Projects_-_Round_12.pdf
https://assets.publishing.service.gov.uk/media/5ff86333d3bf7f65d209c779/Competition_Results_-_UKI2S_Accelerator_Programme_for_Technology_Development_Projects_-_Round_12.pdf
https://www.theguardian.com/uk-news/2022/nov/20/train-cancellations-in-great-britain-hit-highest-level-on-record
https://www.theguardian.com/uk-news/2022/nov/20/train-cancellations-in-great-britain-hit-highest-level-on-record
https://news.sky.com/story/uk-spends-least-out-of-13-nations-on-repairing-roads-blighted-by-potholes-12938409
https://news.sky.com/story/uk-spends-least-out-of-13-nations-on-repairing-roads-blighted-by-potholes-12938409
https://www.theguardian.com/world/2022/mar/25/more-than-3200-uk-bridges-need-repair-local-authorities-say
https://www.theguardian.com/world/2022/mar/25/more-than-3200-uk-bridges-need-repair-local-authorities-say
https://committees.parliament.uk/publications/6565/documents/71150/default/
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- Structural health monitoring: Quantum sensors can detect and measure
structural changes such as corrosion and cracks e.g. in bridges, tunnels,
or railway infrastructure, providing early warning of potential failures and
enabling proactive maintenance.

- Predictive maintenance: By analysing data from quantum sensors, ML
algorithms can predict when maintenance is required, reducing the need for
scheduled maintenance and minimising downtime.

- Improved fault detection: Quantum sensors such as magnetometers can
detect faults in electrical systems before they cause significant damage,
reducing repair costs and improving safety. Gravitational quantum sensors
can detect buried objects like pipes and cables, which could prevent delays
and damage during maintenance work.

- Quantum LiDAR: offer a significant advancement in visually detecting gas
leaks, particularly methane leaks from oil and natural gas extractions, as
well as improving road (bridge) maintenance. This technology provides a
substantial improvement upon existing laser-based systems, which rely
on complex and expensive mirror arrays. Operating in various conditions,
including poor visibility, and capable of continuous, in-situ monitoring, it
allows immediate notification of gas escapes and save costs associated with
gas leaks.

- Remote location maintenance: Quantum sensors could be used in hard-to-
reach or hazardous environments in lieu of existing classical sensors, reducing
need for unnecessary maintenance — e.g. in combination with robotics haptics
systems.

- Geophysical surveying: Quantum gravity sensors can accelerate geophysical
surveying of underground infrastructure up to 10 times, reducing the time
needed for surveys from a month to a few days. Industry initiatives are
ongoing, e.g. QT-PRI is a collaboration between RSK, Atkins, Network Rail
and the University of Birmingham (UoB) to establish the Quantum gravity
sensor market opportunities against assessment of current geophysical
technologies. Gravitometers may also offer reliability advantages over legacy
Ground Penetrating Radar (GPR) methods, offering additional time and cost
savings.

« Accurate Navigation: Precise navigation and highly accurate systems are critical to
transport modalities, including aviation and shipping. Many navigation systems today rely
on GNSS systems, such as GPS, which uses signals from satellites orbiting the Earth.
However, GPS navigation is not always accessible, obstacles like tall buildings can easily
block the satellite signals, and they are also susceptible to jamming, imitation, or denial,
thereby preventing accurate navigation. It has been estimated that a single day of satellite
service denial would incur a cost of £1 billion to the UK — effectively deployed quantum
sensors would significantly reduce that cost.



https://www.citigroup.com/global/insights/global-insights/quantum-sensing-tech-s-new-eyes-and-ears
https://www.qt-pri.org/
https://www.citigroup.com/global/insights/global-insights/quantum-sensing-tech-s-new-eyes-and-ears
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° Quantum sensors could more accurately measure attributes such as frequency,
acceleration, rotation rates, electric and magnetic fields, and temperature to improve
navigation systems across transportation assets. For example;

- Quantum accelerometers can provide precise velocity measurements,
reducing location errors from meters to centimetres.

- Quantum Inertial navigation systems can reduce navigation errors by several
orders of magnitude, from meters to millimetres.

° In aerospace, major industry players such as Airbus are currently exploring the use
of quantum sensing technologies to enhance navigation systems.

° In railway, the University of Birmingham is working with Network Rail to improve

identification methods for the accurate location of moving trains using gravity map
matching.

° In maritime, Imperial College is working on deploying quantum sensors
(accelerometers) based on ultracold atom technology across UK navy ships.



https://www.birmingham.ac.uk/news-archive/2020/major-new-research-project-will-slash-train-delays-and-improve-passenger-experience
https://www.imperial.ac.uk/news/245114/quantum-sensor-future-navigation-system-tested/
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6.5 Potential Time Savings

Examples Caveats

dynamic scheduling.

Quantum Computing: QC carries significant time
savings potential through optimisation, e.g. by personnel
scheduling, route optimisation, traffic management and

traffic disruption.

Quantum Sensors: time savings in asset management
through optimised maintenance of transport infrastructure,
leading to efficiencies in both maintenance and resulting

QC: may be dependent on FTQC rather than NISQ-era QPUs.

Transport delays and suboptimal efficiency across transport modes are closely linked
with significant costs and loss of productivity, negatively impacting the lifestyle of British
commuters, exacerbated by material access gaps and regional inequalities. The demand and
complexity of the UK transport requirements are only due to increase (as projected in the UK
2050 Transport Vision), creating an urgent need for more efficient transportation systems that

are less prone to disruption and delays.

Quantum Technologies can positively contribute to achieving efficiencies and time savings in
the UK transport sector, both directly (e.g. via QC enabling optimised routing) and indirectly
(e.g. by creating more secure, disruption-free transport systems, and contributing to the
development of new public infrastructure and/or novel modalities).

Quantum Computing carries the promise of materialising meaningful time savings for British
passengers by wide-ranging optimisation benefits:

Optimisation Area Overview

Personnel Scheduling

Route Optimisation

Optimising staff schedules by considering factors like employee skills, location, avail-
ability, and preferences, enabling a prediction of staff needs based on historical data
and real-time inputs, adjusting schedules accordingly, thereby reducing capacity and/or
delay risks.

Optimising routes for vehicles (e.g. logistics, railway, buses or cars) in real-time, consid-
ering factors like traffic patterns, road conditions, and vehicle capacities. This leads to
shorter travel times, reduced fuel consumption, and offers the potential to reduce high
wait times for underserved areas in the UK.

Traffic Management

Dynamic Scheduling

QC could potentially manage traffic effectively by monitoring traffic patterns and ad-
justing routes dynamically. This helps to minimise congestion, reduce travel times, and
increase overall efficiency (offering the potential to reduce congestion in metropolitan
areas such as London or Manchester).

QC offers additional potential benefits for the logistics sector, through enabling dynam-
ic scheduling (e.g. personnel, supply chain equipment and workflows) by processing
real-time data about shipments and cargo. This could enable more accurate predictions
and inform decisions in rapidly changing circumstances.

Asset Management

Quantum sensors introduce efficiencies to infrastructure maintenance for all transport
modes (e.g. road or rail), reducing the duration of maintenance itself and limiting result-
ing traffic disruption.



https://www.ukri.org/wp-content/uploads/2021/08/IUK-190324-UKTransportVision2050-2ndEdition.pdf
https://www.ukri.org/wp-content/uploads/2021/08/IUK-190324-UKTransportVision2050-2ndEdition.pdf
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All these optimisation areas produce vast amounts of data, relying on both historical and
real-time inputs, which are impossible for classical computers to effectively compute in a
timely manner. For example, on the road, all drivers consider the same navigation system
to understand congestion and are shown the same ‘alternative’ route, exacerbating the
congestion problem and creating a succession of traffic jams. Across different travel
modalities, Quantum Technologies have the potential to materialise time savings across the
following identified levers:

Logistics

The UK logistics segment offers several opportunities for time savings and increased
efficiency. The large volumes of high-variety real-time, internal and external data sources
(e.g. traffic, weather, or cargo load variations) are challenging to compute for traditional
computer systems. In 2022, it was estimated that ~50% of UK deliveries are delayed.

QC offers the unique computational capabilities to process high data volumes related to
the variability of logistics supply chains in real time, and acts as a helpful tool for identifying
optimal solutions to complex logistical problems, for example by optimising equipment
usage and personnel schedules while ensuring that containers are cleared from the port as
quickly as possible, creating time savings across the entire workflow. D-Wave for example,
partnered with SavantX to optimise operations at the Los Angeles Port: the developed
algorithms allowed for significant time savings, of over 15% faster truck turn time.

Rail & Underground

Rail passengers have been delayed or disrupted on more than half of all train services
departing from 15 of UK’s busiest stations in 2022. Disruptions also vary regionally, with
some stations such as Coventry or Milton Keynes experiencing delays on more than half

of all services. London and Manchester have also been the top two cities in Europe with
longest wait times due to insufficient and / or delayed services (with average wait times of 35
minutes and 34 minutes, respectively).

QC could be used to alleviate several structural challenges driving these delays:

Personnel scheduling: Staffing challenges are one of the leading causes of train delays
in the UK, and they could be proactively addressed through real-time analysis of high data
volumes in real-time offered by QCs.

Route optimisation: QCs may be used to simulate many different alterations to train
timetables at once to find the most efficient scenario. In 2024, The Australian company
Q-CTRL and UK’s Oxford Quantum Circuits partnered with Network Rail and the Department
for Transport to develop a quantum algorithm designed to more efficiently organise train
timetables. The computers will be used to simulate many different alterations to train
timetables at once to find the most efficient scenario.



https://logistics.org.uk/CMSPages/GetFile.aspx?guid=b31b0628-0598-43d1-be5a-b03b2e63192a&lang=en-GB
https://www.dwavesys.com/media/y3hl22va/dwave_port_of_la_case_story_v7.pdf
https://www.dwavesys.com/media/y3hl22va/dwave_port_of_la_case_story_v7.pdf
https://www.theguardian.com/business/2022/dec/26/great-britain-rail-system-dubbed-broken-as-years-data-reveals-extent-of-disruption
https://ec.europa.eu/eurostat/statistics-explained/index.php?title=Main_place_of_work_and_commuting_time_-_statistics
https://ec.europa.eu/eurostat/statistics-explained/index.php?title=Main_place_of_work_and_commuting_time_-_statistics
https://www.telegraph.co.uk/business/2024/02/12/quantum-computer-tested-by-ministers-to-overhaul-train-time/
https://www.telegraph.co.uk/business/2024/02/12/quantum-computer-tested-by-ministers-to-overhaul-train-time/
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Bus

In addition to staffing (as described above), QC could be used to implement dynamic
scheduling - leveraging the computational capabilities of QC to calculate the fastest route
for buses in near real time to reduce passengers’ travel time and enable more efficient use
of network resources. The QC assigns each bus to an individual route, ensuring they can
navigate around traffic bottlenecks. Early industry case studies include the Government in
New South Wales, which has been developing algorithms leveraging QC-annealing systems
to optimise bus delays in Sydney through dynamic scheduling. The success rate of the
experiment is not yet publicly disclosed, but for reference, the aim was to reduce current
average delay rate of 7.5% as of 2021.

Aerospace

Data released by the Civil Aviation Authority (CAA) shows that 37 per cent of flights in and
out of UK airports were at least 15 minutes late in 2022. That figure has risen by 17 per cent
since 2021 and 2020, and by 25 per cent compared to data recorded in 2019. The overall
average plane delay experienced by passengers last year was 22 minutes. This delay is a 60
per cent increase on waits seen in 2019.

Early industry case studies have focused on route optimisation to prevent delays, whereby
QCs (potentially in combination with quantum sensors installed across the aircraft) could

be used to find the most efficient route based on real-time aircraft positioning, external
navigation tower signals and weather data (as well as additional datapoints). For example,
Airbus is currently working on route & fuel optimisation initiatives to materialise time savings.
At an airport level, additional time bottlenecks related to staffing shortages or aircraft landing
plans may also be optimised leveraging the computational power of QCs.

Road

Due to the sheer volume of real-time data from traffic in the UK, classical systems are not
able to effectively manage congestion, leading to significant delays. This challenge is only
expected to increase in line with growing customer demand. The average UK driver lost 80
hours due to traffic congestion in 2022— up 7 hours from 2021. Drivers in London (156 hours),
Bristol (91 hours), and Manchester (84 hours) lost the most time to traffic congestion in the
UK.

Quantum Computing can improve traffic management by offering more efficient route
planning and optimisation techniques (e.g. analysing datapoints such as traffic flows,
weather patterns, and road conditions to generate near-optimal routes for vehicles). There
are several industry case studies exploring the potential benefits of QC on the road:

+ Volkswagen has partnered with D-Wave to develop QC-supported algorithms for traffic
flow optimisation for both private vehicles and buses.


https://q-ctrl.com/case-study/delivering-quantum-computing-for-faster-commuting
https://www.transport.nsw.gov.au/system/files/media/documents/2022/Transport-for-NSW-Annual-Report-2021-22-Volume-1.pdf
https://www.independent.co.uk/travel/news-and-advice/uk-airport-flights-late-delayed-2022-b2306606.html
https://www.independent.co.uk/travel/news-and-advice/uk-airport-flights-late-delayed-2022-b2306606.html
https://www.airbus.com/en/newsroom/stories/2023-12-cars-planes-and-lightning-fast-computing
https://www.fleetnews.co.uk/news/fleet-industry-news/2023/01/10/most-congested-uk-cities-revealed-and-cost-impact#%3A%7E%3Atext%3DDrivers%20in%20London%20(156%20hours%2CNew%20York%20(117%20hours)
https://www.fleetnews.co.uk/news/fleet-industry-news/2023/01/10/most-congested-uk-cities-revealed-and-cost-impact#%3A%7E%3Atext%3DDrivers%20in%20London%20(156%20hours%2CNew%20York%20(117%20hours)
https://www.fleetnews.co.uk/news/fleet-industry-news/2023/01/10/most-congested-uk-cities-revealed-and-cost-impact#%3A%7E%3Atext%3DDrivers%20in%20London%20(156%20hours%2CNew%20York%20(117%20hours)
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» A study conducted by Fuijitsu in 2019 estimated that if vehicles take optimal routes as
determined by Digital Annealers based on overall optimisation, travel times for all vehicles
will be reduced by 40%.

» A study conducted by Toyota Tsusho Mobility Informatics employing D-Wave’s quantum
hybrid solver, resulted in greatly improved routes for a relatively small fleet of 18 vehicles.
With a quantum assist, those vehicles were able to hit the same number of stops while
cutting both their mileage and driving time by nearly 10%.

Even 10% savings would translate to ~8 hours less traffic per driver p.a. on average (but
as much as 15 hours in the most congested cities such as London), with 40% savings
translating to as much as 32 hours less traffic per driver p.a. (or as much as 60 hours in
London).


https://corporate-blog.global.fujitsu.com/fgb/2019-11-25/how-quantum-computing-could-eliminate-traffic-congestion-and-save-12-trillion-yen-in-the-process
https://www.dwavesys.com/media/f1hpibxr/denso-case-study2_v3.pdf
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6.6 Socioeconomic Risks

Examples Caveats

Quantum Computing: FTQCs involve potential national
security risks due to the potential to hack into classical

cryptography.

FTQC hacking risks may be effectively mitigated through
Quantum Communication systems.

Quantum Sensing: effective quantum sensors may il
increase the military power of adversary forces. Sl Red prese.

Quantum Communications: could provide ultra-secure
communication systems, e.g. through QRNG or QKD May have fundamental issues. See chapter 5.
networks, and/or implementing PQC algorithms.

As many Quantum Technologies are still in the early development stages, the full spectrum
of risks to the UK’s transport systems and British passengers is yet to be fully understood.
Systemic risks posed by future commercial scale Quantum Technologies include:

Security Threats — future Quantum Computers may pose a significant threat to current
encryption systems, which are the foundation of cybersecurity systems protecting UK
transport industry data.

The UK National Risk register has assigned a ‘moderate’ risk profile to cybersecurity threats
in the UK transport system, with a likelihood in the 5-25% range. The reasonable worst-case
scenario is based on a cyber-attack against a critical information network or system in the
transport sector. This would result in severe disruption to services delivered by operators. A
2017 UK Government report estimated the loss to the UK economy from a GNSS outage to
exceed £1bn (~$1.3bn) per day, impacting a broad range of transport modes.

A cybersecurity threat from QCs owned by adversary parties could thus lead to severe
disruption of the UK transport system across all modalities. There is also the risk of ‘hack
now, decrypt later’, whereby hacked data may be stored and decrypted once Quantum
Computing systems are more readily available and commercially usable.

FTQC, which could pose a cyber threat, is still in development phases however, and

there have been no publicly known cases of cyberattacks yet that were made through
algorithms developed on NISQ-era Quantum Computers or QC annealing / hybrid systems.
Assuming that fault-tolerant computers are not available in the next 5-10 years, ‘hack now,
decrypt later’ attacks carry limited risks for rapidly changing sectors such as transport and
national security (unless the compromised historical data still proves useful). Moreover,

the implementation of PQC algorithms and QKD networks could provide highly secure
communication systems.

Timeline Uncertainty — the timeline for commercial applications at scale is unclear for a
majority of Quantum Technologies. For example, the range of industry expert forecasts for
FTQCs to become available is as wide as 2-40 years (please refer to Section 1.3).


https://access-national-risk-register.service.cabinetoffice.gov.uk/risk-themes/cyber
https://assets.publishing.service.gov.uk/media/64afdb40c033c1001080623b/the_case_for_space.pdf
https://assets.publishing.service.gov.uk/media/64afdb40c033c1001080623b/the_case_for_space.pdf
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Cost Overrun Risk — integrating QC systems into existing HPC systems and infrastructure,
or QS into UK trackside infrastructure, will be major operational undertakings. Such
implementations carry significant execution risk, which may result in cost overruns,
exacerbated by limited expert talent pools. Cost overruns tend to be followed by negative
PR and reduced societal trust, which could impact future funding.

Opportunity Cost — implementation costs, R&D funding and programs carry significant
costs that tend to be borne by UK government agencies, universities as well as the private
sector. Opportunity costs should be taken into account for any decision-making policies,
considering money and time spent. Developing commercial-scale QT will require significant
investments from both public agencies and private sector players (e.g. investment of capital,
time and talent resources). In 2023, the UK Government pledged >£2.5bn investment into
Quantum Technology R&D over a 10-year period — investments allocated to QT could
alternatively be spent on other emerging technologies, infrastructure investments or defined
funding goals.

Benefits of Risk Reduction

In addition to the wide-ranging potential benefits described in following sections, QT may
also carry indirect risk management benefits to public transport agencies as well as private
companies. Improved operational performance related to improved predictive maintenance,
increased safety profiles and systemic security will affect asset and system insurability, as
well as carry asset management synergies across infrastructure and vehicle lifecycles.

Non-technical Adoption Barriers

In addition to the Practical Challenges outlined in Part 1, there are various social and
commercial barriers for QT to overcome and pose a potential risk to QT achieving their full
potential (which in turn could limit or eliminate the potential benefits outlined in this report).


https://www.gov.uk/government/news/unlocking-the-potential-of-quantum-45-million-investment-to-drive-breakthroughs-in-brain-scanners-navigation-systems-and-quantum-computing#%3A%7E%3Atext%3DThe%20National%20Quantum%20Strategy%2C%20published%2Cprivate%20investment%20into%20the%20programme
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Lack of practical
applications

Maijor investment

) . with high risks
Commercial Barriers

Gap between lab-based innovation and marketable
products.

Challenge in proving commercial viability.

Difficulty in identifying superior practical applications.
Need for enhanced quantum hardware development/
production to create useful applications.

Limited consumer awareness and demand.

Comparison with early-stage Al industry dynamics (high
interest but low applicability).

High initial costs with uncertain return timelines.

Capital intensive materials and technologies.

Risk aversion among institutional investors.

Minimal start-up investments in component manufacturing.

Industry standards
and requlation

Scepticism

Lack of industry-wide standards.

Challenges in ensuring compatibility across platforms.
Need of certification processes for safety and efficacy.
Regulation still evolving, complicating compliance.

Unfulfilled promise of surpassing classical computing,
resulting in public scepticism (“quantum hype”).
Scepticism around timing of the “quantum revolution”,
questioning the priority of investing in quantum
technologies.

Table 9: Quantum Technologies’ Commercial Barriers

Workforce & education

Talent gap: shortage of skilled professionals in QT,
threatening national competitiveness and sovereignty.
Need for a well-defined education and workforce strategy,
including specialised training programs.

Mismatch between formal training and industry needs.
Upskilling programs essential for QT readiness.

Lack of widespread quantum literacy.

Understanding and
Social Barriers general perception

Complexity and abstract nature of quantum technologies.
Public misconceptions affecting adoption.

Regulation and policy

Policymakers’ lack of understanding hinders policy
development.

Privacy and
security concerns

Fear of surveillance or misuse of quantum technologies.
Concerns about data protection and encryption strength.

Table 10: Quantum Technologies’ Social Barriers



https://www.csis.org/analysis/quantum-technology-applications-and-implications#h2-timelines-for-quantum
https://www.csis.org/analysis/quantum-technology-applications-and-implications#h2-timelines-for-quantum
https://www.consultancy-me.com/news/6832/global-investment-in-quantum-technology-reaches-historic-high
https://www.consultancy-me.com/news/6832/global-investment-in-quantum-technology-reaches-historic-high
https://www.weforum.org/agenda/2022/02/quantum-computing-governance-regulation/
https://www.weforum.org/agenda/2022/02/quantum-computing-governance-regulation/
https://medium.com/%40birajkarki/quantum-technology-unveiled-hype-vs-reality-5dd092e6aa85
https://physics.mit.edu/news/qa-the-talent-shortage-in-quantum-computing/
https://theconversation.com/quantum-tech-disappoints-but-only-because-we-dont-get-it-29229
https://theconversation.com/quantum-tech-disappoints-but-only-because-we-dont-get-it-29229
https://yjolt.org/blog/establishing-legal-ethical-framework-quantum-technology
https://www.techtarget.com/searchcio/feature/Quantum-computing-challenges-and-opportunities
https://www.techtarget.com/searchcio/feature/Quantum-computing-challenges-and-opportunities
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6.7 Regional Development and Inequality

Examples Caveats

Quantum Computing: QC-enabled traffic and schedule
optimisation has the potential to alleviate regional
connectivity constraints.

QC optimisation potential offers similar benefits to more
developed areas, potentially increasing regional inequality
despite offering tangible benefits to underdeveloped areas.

QC could accelerate the development of eVTOL aircraft

that improve accessibility of rural areas eVTOL development still faces significant technical barriers.

Quantum Sensing: QS could significantly reduce
(underground) construction costs, reducing the investment | QS might improve implementation costs, but political
required for public infrastructure. In addition, they could decisions would be required for effective change /
potentially augment remote network availability through investments to be achieved.

optical communications systems.

Transport is an important facilitator of social inclusion and wellbeing, affecting economic and
social outcomes, and therefore inequality. Commute infrastructure is closely related to job
and educational opportunities.

« Transport costs are keeping 5 million people (8% of the UK population) below the poverty
line. In rural communities, transport is the single largest household expense (excluding
mortgage repayments) whilst in urban families, it is the second largest expenditure. For
example in Northeast England, 13% of people are likely to suffer from transport poverty,
compared to only 3% of people in London.

» Beyond public transport access, there are also significant racial disparities in vehicle
access. 58% of black people have a full driving license, compared with 79% of white
people; and 33% of black people had no access to a car or van, compared with 16% of
white people and 17% of Asian people.

» There has been historical underinvestment in transport infrastructure, especially across
several metropolitan areas in northern England. According to the social organisation
Centre for Cities, four in ten people in the UK’s largest cities (outside London)
cannot reach their city centre by public transport in <30 minutes, which exacerbates
inefficiencies and loss of productivity across the UK economy. In other large European
cities, around seven in 10 people can travel to their city centre in less than 30 minutes.

While regional development and inequality are not direct focus areas in the context of QT
development, it is likely to be positively influenced by its resulting efficiencies. QT have the
potential to make UK transport modalities more efficient, accessible and safe (please refer to
Sections 6.4, 6.5, 6.7 and 6.8 for further detail), providing access to different socioeconomic
opportunities. However, if QT are not deployed strategically across the country (e.g. no
investment in local quantum networks in underdeveloped regions) then this could potentially
exacerbate existing inequalities (e.g. if only London benefits from a QC-optimised transport
system due to a centralised investment policy).


https://www.smf.co.uk/5-million-people-driven-into-poverty-by-transport-costs/
https://www.smf.co.uk/publications/transport-poverty-hidden-crisis/
https://www.ethnicity-facts-figures.service.gov.uk/culture-and-community/transport/driving-licences/latest/
https://www.ethnicity-facts-figures.service.gov.uk/culture-and-community/transport/driving-licences/latest/
https://www.centreforcities.org/press/governments-infrastructure-revolution-is-not-enough-to-improve-transport/
https://www.centreforcities.org/press/governments-infrastructure-revolution-is-not-enough-to-improve-transport/
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The full potential impact of QTs on regional development remains to be seen, however early
industry case studies show wide-ranging potential benefits which could accelerate improving
access in less developed regions and urban areas:

Public Infrastructure - several UK cities could benefit from a central public transport system
and have inferior infrastructure compared to London, or their European peers of similar size.

Leeds is the largest European city without a centralised underground or tram infrastructure

— despite previous development efforts, construction of underground infrastructure was
deemed too expensive and plans were consequently abandoned. Across Manchester, Leeds,
Sheffield, Liverpool and Newcastle there are >4 million people unable to reach their city
centres within 30 minutes via public transport. These limitations are preventing them from
accessing higher quality employment and education opportunities, resulting in a combined
loss of productivity of £16bn every year.

QT could particularly support public transport infrastructure works through:

* Underground and ground construction: QS offer several innovative options to
modernise and introduce efficiencies into underground development as well as ground-
level construction. See section 6.11.

* Network Coverage: Quantum Sensors have been demonstrated to combine optical
light sources with radio frequencies at atomic level (creating so called ‘Quantum Radio’),
which could augment network availability and coverage in remote areas.

° |In 2024, BT announced their proof-of-concept Quantum Radio is up to five years
away from commercialisation. The proof-of-concept study demonstrated that
quantum radio could be integrated into 4G networks in remote areas and estimated
the novel communications link can provide “up to 100x more sensitivity than
traditional receivers”, establishing “superior ‘edge of cell’ site coverage”, which
would be particularly useful in remote areas in the UK.

Novel Transport Modes - in 2020, 9.7 million people were estimated to live in rural areas
in England. Advanced air mobility, including electric vertical take-off and landing (eVTOL)
aircraft, can help improve transport access for rural communities in the UK by better
connecting them and delivering vital supplies and services to currently poorly served areas.

eVTOLs could potentially serve to augment transportation services in underserved areas.
However, there are significant challenges in commercial development of eVTOLSs, which lack
the battery life, payload and range of helicopters in a cost-effective manner. For example, the
range of eVTOL aircraft is estimated at 50 miles initially, while the longest-range helicopters
can fly as far as 500 miles in a trip. eVTOLSs could also have significant potential for use
cases in urban mobility, however, current air traffic control systems cannot handle the robust
operations of eVTOLSs due to lack of computational capabilities of classical computers.



https://www.centreforcities.org/press/northern-cities-transport-networks-lag-behind-european-equivalents/
https://www.centreforcities.org/press/northern-cities-transport-networks-lag-behind-european-equivalents/
https://www.telcotitans.com/btwatch/bts-quantum-radio-tech-is-up-to-five-years-out-from-market-readiness/7652.article
https://www.telcotitans.com/btwatch/bts-quantum-radio-tech-is-up-to-five-years-out-from-market-readiness/7652.article
https://www.gov.uk/government/statistics/key-findings-statistical-digest-of-rural-england/key-findings-statistical-digest-of-rural-england#%3A%7E%3Atext%3D9.7%20million%20people%20were%20estimated%2C6.0%25%20and%206.6%25%20respectively
https://www.gov.uk/government/statistics/key-findings-statistical-digest-of-rural-england/key-findings-statistical-digest-of-rural-england#%3A%7E%3Atext%3D9.7%20million%20people%20were%20estimated%2C6.0%25%20and%206.6%25%20respectively
https://amprius.com/evtol/
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QC computational capabilities offer a unique opportunity for the development of
commercially available eVTOL aircraft in the UK: QPUs can aid the design of more efficient
batteries and eVTOL vehicle systems, accelerating the solutions to current challenges
relating to a commercial roll-out. In addition, QC could help overcome existing challenges
relating to air traffic control, which would not be feasible for classical computing systems
to effectively manage and control the amount of real-time data. For example, QC company
Pasqal partnered with the Quantum Transformation Project (QX-PJ) to use quantum
algorithms to optimise routes for low-altitude eVTOL air traffic. QX-PJ is a pilot experiment
for developing optimised flight routes and scheduling a fleet of eVTOL vehicles using QC
technology.

Shared services - QT could help (i) lower the cost of transport, and (ii) enable development
of Mobility as a Service (MaaS), both of which could improve transport accessibility. Cost
savings offered by quantum technologies could be partly passed on to passengers, lowering
overall cost of transport and financial burden. Mobility as a Service refers to shared use

of vehicles, most commonly via a digital platform (smartphone application) that aims to
encourage sustainable travel. Maa$S offers the potential to lower overall transport costs and
increase accessibility, thereby contributing to more equitable and accessible travel. QC has
significant potential to help optimise MaaS applications — QCs could be used to analyse
large amounts of data, such as usage patterns, weather data and customer preferences, to
optimise the availability and pricing of MaaS offerings. For example, in 2021, the Government
of New South Wales in Australia partnered with QC company Q-CTRL to enable Mobility as a
Service (MaaS) and dynamic scheduling for a multimodal network in Sydney.



https://www.quantumbusinessnews.com/applications/flying-car-routing-to-be-tested-with-quantum-computing
https://www.railjournal.com/technology/nsw-backs-quantum-computing-to-solve-transport-congestion/
https://www.railjournal.com/technology/nsw-backs-quantum-computing-to-solve-transport-congestion/
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6.8 Passenger Safety Impact

Examples Caveats

Quantum Computing: Advanced compute capability
from QCs enables real-time decision-making, potentially
optimising traffic across transport modes. The superior
data processing capabilities from QPUs also enable
advanced manufacturing, potentially contributing to safer
vehicles in the future.

Still in R&D phase.

Quantum Sensing: improved hazard detection via
QLIDAR; optimised monitoring & maintenance of critical
transport infrastructure; improved safety by way of
reduced reliance on GNSS systems through development
of GNSS-independent navigation.

Still in R&D phase with unclear implementation complexity &
cost.

Quantum Communications: may provide ultra-secure
communication systems, e.g. through QRNG or QKD May have fundamental issues. See chapter 5.
networks, and/or implementing PQC algorithms.

The computational advantage of QCs, combined with advanced measurement by Quantum
Sensors, can significantly contribute to improving the everyday travel experience for British
passengers across all travel modalities. Quantum Communications offers critical safety
benefits at a national security level (please refer to chapter 5 and the next section for further
details).

Quantum Computing

QC has far-reaching applications across transport modalities, with positive implications for
passenger safety;

* QC enables the optimisation of existing transport systems, for examples across
scheduling, traffic management, predictive maintenance, and personnel management.
QPUs potentially enable superior processing of the terabytes of data that are produced
daily, for example on engine performance, fuel utilisation, passenger and traffic data.
Classical computers do not have the capability to leverage this data to generate real-
time, deterministic insights.

« QC may enable the design of more secure transport modes, through powerful
computational applications across the respective value chains. These include superior
vehicle design (through aerodynamic modelling), incorporation of advanced materials
(e.g. preventing corrosion), more efficient batteries, or improved safety mechanisms (e.g.
crack detection in aerospace).
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Early industry case studies have identified three specific areas where QCs may offer the
most benefits to passenger safety:

Improved Disaster Response

Enhanced computing power through QC capabilities will allow for real-time planning of
emergency disaster response in a more holistic way (i.e. ability to process more data and
input variables vis-a-vis classical computers, thereby improving planning capabilities, speed
of response, and optimising overall resource allocation). This could optimise communication
systems, evacuation routes during natural disasters, and more efficient allocation of
resources during humanitarian crises.

For example, collaborative efforts between Terra Quantum and Honda Research Institute
Europe have shown promising results in optimising evacuation routes during emergencies
using hybrid quantum computing methods. This technology can efficiently predict dynamic
escape routes, minimise evacuation times, and make decisions based on local information,
requiring less than 1% of map information.

Performance of Autonomous Vehicles

Autonomous vehicles (self-driving cars or autonomous drones) rely on real-time data
analysis, processing information about their local environment or traffic to ensure safe and
reliable performance. In the US, autonomous vehicles (AVs) are involved in more crashes
than traditional cars: 9.1 crashes per million miles travelled, compared to 4.1 for conventional
cars. Quantum Computing has numerous potential applications in improving the safety
profile of AVs:

* High-Speed Calculations: QCs can process data much faster than classical computers,
enabling the exploration of larger design spaces and accelerating the AV’s decision-
making.

+ Optimal Route Planning: Quantum algorithms can analyse large datasets to determine
the best routes for autonomous vehicles, accounting for factors such as traffic patterns
and road conditions.

« Training Neural Networks: QC can train neural networks for AVs more effectively
and efficiently compared to classical computers, thanks to its ability to process vast
quantities of data in shorter periods. According to Arrow Electronics, in an autonomous
vehicle Al model training application, a quantum computer would be able to process
10,000 years of training data in 200 seconds, allowing for infinitely more opportunities for
AV model trainers.

* Material Design and Manufacturing: Quantum simulations can help optimise vehicle
design and manufacturing processes, resulting in lighter, safer, and more fuel-efficient
vehicles.


https://www.hpcwire.com/off-the-wire/terra-quantum-and-honda-research-institute-europe-develop-quantum-ml-solution-for-disaster-routing/
https://www.govtech.com/fs/First-Driverless-Car-Crash-Study-Autonomous-Vehicles-Crash-More-Injuries-Are-Less-Serious.html#%3A%7E%3Atext%3DAutonomous%20Vehicles%20(AVs)%20got%20into%2Cwith%200.25%20for%20conventional%20vehicles
https://www.arrow.com/en/research-and-events/articles/how-quantum-computing-may-train-ai-and-autonomous-vehicles
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« Traffic Management: Quantum computing can assist in reducing traffic congestion by
analysing sensor data and optimising traffic flow.

Quantum Machine Learning

ML has a broad range of applications through which it can improve passenger safety,
although it requires vast computational capacity to achieve its full potential, which QC
capabilities could support (allowing for more scaled and powerful calculations in contrast
to classical computers). Notable Quantum-enabled ML applications include border control
(improving efficacy of automated border control facial recognition procedures that scan
passengers and cargo) and predictive maintenance (increase system reliability, e.g.
predicting with high accuracy when specific railcar components need to be replaced,
reducing downtime and improving fleet utilisation, ultimately leading to higher passenger
safety and satisfaction).

Quantum Sensing

Quantum Sensing technologies can improve accuracy of safety mechanisms across
transport modalities, and reduce the transport system’s reliance on Global Navigation
Satellite Systems (GNSS). Despite GNSS’ dominant position, it is not failsafe and due to a
“line of sight” requirement and risk of spoofing or jamming remains vulnerable to weather
conditions. In addition, GPS (the widely used American satellite system) is not always
available due to independency requirements of critical safety systems, and does not work
underground — for example in tunnels for the London underground system, or in the Channel
Tunnel. Innovation in QS effectively supports existing loT systems used across all transport
modalities (“hybrid sensing”) and significantly enhances their capabilities and accuracy —
driving an overall safer transportation system.

There are four major areas for Quantum Sensors to augment or improve legacy systems:
Improved accuracy and functionality

The precision and sensitivity of quantum sensors make them ideal for detecting subtle
changes in motion, gravitational fields, electric fields, and magnetic fields, which are crucial
for safe navigation in complex environments. Legacy sensor systems are unable to measure
atomic properties. As a result, they may be suboptimal solutions for measuring metrics such
as gravity or magnetic fields. As quantum sensors measure activity in the physical world
using atomic properties, they allow for more precise insights in real-time.

* Road - For AVs, Quantum sensors could accelerate the AV’s response to other vehicles
or obstacles on the road, reducing accident risk, and enabling them to “see” around
corners. These sensors, leveraging QT, can enhance the performance of AVs by providing
improved object detection, navigation around obstacles, and real-time data processing.
The incorporation of quantum sensors in AVs is being explored by companies like
Hyundai and lonQ, aiming to utilise QC for interpreting sensor data from LiDAR systems
and enhancing object detection tasks on 3D data gathered by AV sensors. In addition,



https://www.autoweek.com/news/technology/a42197942/hyundai-researches-quantum-computing-for-autonomous-vehicles/
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QS could potentially enhance GNSS independent navigation systems.

+ Railway - In 2021, Germany’s Deutsche Bahn partnered with Cambridge Quantum to
explore how Quantum Sensors and QC can optimise rail traffic and accident response.

* Maritime — QS could enhance GNSS independent navigation systems for MASS (Marine
Autonomous Surface Ships).

+ Aerospace — QS could be used to augment crack detection systems, enabling faster
crack detection, or enhance other aircraft systems (e.g. via quantum clocks). In addition,
QS could potentially enhance GNSS independent navigation systems.

Reduced reliance on GNSS

As GNSS cannot be solely relied upon for safety critical positioning on rail networks, there
is a need for more accurate and reliable positioning systems, particularly on the London
Underground or the Channel Tunnel, where GPS cannot operate. It is estimated that over
£360 billion (about 17%) of the UK’s non-financial business GDP per year is dependent on
satellites and that the negative financial impact of the UK losing access to global navigation
systems could be as high as £5.2 billion for a five day disruption.

Through the ability to detect electric and magnetic fields with high sensitivity to receive
signals, quantum sensors could provide accurate location information in environments where
GPS signals are not available (e.g. underground, or in denied locations), improving safety and
navigation. For example, Imperial College is exploring implementing quantum sensors in lieu
of signalling systems to improve safety and reliability in the London Underground (and reduce
existing reliance on GNSS where GNSS is denied).

Enhanced Visibility

Despite significant innovation in cameras and imaging systems in recent decades, modern
(classical) technology still suffers from suboptimal safety for passengers with many accidents
taking place across transport modalities. Traditional cameras typically rely on 2D imaging,
without geometrical knowledge and detailing. On the other hand, Quantum imaging systems
offer 3D vision capabilities, which can operate based on detection of the smallest amount of
light — just a single photon — enabling enhanced accuracy and navigation, regardless of the
time of day or weather conditions.

Quantum LiDAR example: Quantum LiDAR enhances the capabilities of AVs by providing
precise and detailed 3D mapping of the surroundings. It utilises the principles of quantum
mechanics to improve object detection, reaction time, and navigation. With quantum LiDAR,
self-driving cars can detect and recognise objects with higher accuracy, enabling them

to respond quickly and effectively to potential hazards. This advanced technology offers
enhanced range and resolution, allowing autonomous vehicles to perceive their environment
with greater clarity and detail.


https://www.scientific-computing.com/news/cambridge-quantum-and-deutsche-bahn-leverage-quantum-algorithms-optimise-train-scheduling#%3A%7E%3Atext%3DCambridge%20Quantum%20(CQ)%20and%20Deutsche%2Cusing%20next%2Dgeneration%20technologies%20to
https://publications.parliament.uk/pa/cm5803/cmselect/cmsctech/100/summary.html
https://gow.epsrc.ukri.org/NGBOViewGrant.aspx?GrantRef=EP/Y005287/1
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Meteorology

Low light conditions and adverse weather increase the likelihood of accidents. In 2019, an
average of 4 deaths and serious injuries per day (1,292 in total per year) were partly caused
by slippery roads, due to the weather.

Use cases for Quantum Technologies have been identified in atmospheric data - satellites
equipped with quantum sensors (such as gravity gradiometers) could potentially measure
atmospheric data at enhanced depth and breadth compared to technologies today (e.g.
vital metrics such as temperature, humidity, or pressure), allowing for a more informed study
of the environment and weather. This data could be leveraged to inform transport planning
(e.g. limiting risk for aircraft during adverse weather conditions), or early detection of extreme
weather conditions or natural disasters, allowing for better emergency planning response.

Asset Management

The potential role of Quantum Sensors such as gravimetry, magnetometers or QLIDAR in
infrastructure maintenance carries further potential passenger safety benefits by improving
the risk profile of roads and railways.


https://www.brake.org.uk/how-we-help/raising-awareness/our-current-projects/news-and-blogs/weather-warning-for-roads-as-research-uncovers-extent-of-dangerous-driving-in-the-wet
https://www.nasa.gov/wp-content/uploads/2017/11/summer_2022_final_web_version.pdf
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6.9 Public Security and Trust

Examples Caveats

Future FTQC capabilities operated by adversary powers
could have a significantly disruptive effect on UK transport | PQC may likely become the standard for adoption in the

sectors. However, quantum encryption methods (QKD/ medium term, e.g. cloud providers / hyperscalers (e.g.
QRNG) and PQC could potentially provide ultra-secure Google, Microsoft) and Big Tech companies (e.g. Apple) have
communication systems, beyond the capabilities of any already implemented “quantum-safe” solutions, protecting
classical computers. their end-users.

QC optimisation could provide significant efficiency, time Research questions remain around the security of QKD,

and cost savings — that could contribute to enhanced which should be investigated further before large-scale
public trust in the UK transport system. See sections 6.4, deployment.

6.5and 6.7.

Transport is one of thirteen critical national infrastructure sectors in the UK, deemed
pivotal for the functioning of the country. As the UK transport system continues to undergo
digitisation, from IoT connectivity to automated data collection, the industry becomes
increasingly vulnerable to adversary attacks. The attack could result in an immediate outage
to services and systems, with potential for this outage lasting several hours and requiring
multiple days for services to return to normal. The disruption to critical services and systems
could result in economic and reputational damage, as well as present an increased threat to
passenger safety of the affected operators within or connected to the UK.

Cybersecurity poses an increasingly large threat for transport systems and organisations,
with the global transport sector having experienced a 186% year-on-year increase in weekly
ransomware attacks since June 2020. There are many examples of cyber incidents impacting
transport operators both in and outside the UK:

« Aviation: In August 2023, a cyber-attack to UK’s air traffic control resulted in cancellation
of 1,500 flights in a single day.

* Railway: In 2023, a Russian hacker groups succesfully compromised UK rail ticketing
services. In 2021, Northern Rail shut down its new self-service ticket machines following
a suspected ransomware cyber-attack.

« Bus: In September 2022, one of TfL’s largest contractors (Go-Ahead), suffered a cyber-
attack that has affected software used to schedule bus drivers and services.

+ Shipping: A 2022 DDoS attack on the Port of London Authority saw the public trust
entity, responsible for overseeing commercial operations on 95 miles of the Thames,
knocked offline.



https://blog.checkpoint.com/security/ransomware-attacks-continue-to-surge-hitting-a-93-increase-year-over-year/
https://blog.checkpoint.com/security/ransomware-attacks-continue-to-surge-hitting-a-93-increase-year-over-year/
https://www.reuters.com/world/uk/uk-air-travel-disruption-last-days-minister-2023-08-29/
https://www.reuters.com/world/uk/uk-air-travel-disruption-last-days-minister-2023-08-29/
https://thecyberexpress.com/pro-russian-noname05716-uk-rail-service/
https://thecyberexpress.com/pro-russian-noname05716-uk-rail-service/
https://www.bbc.com/news/uk-england-57892711
https://www.theguardian.com/business/2022/sep/06/go-ahead-cyberattack-bus-services-thameslink-rail
https://www.theguardian.com/business/2022/sep/06/go-ahead-cyberattack-bus-services-thameslink-rail
https://techmonitor.ai/technology/cybersecurity/port-of-london-authority-cyberattack
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Consequently, Quantum Encryption and Post-Quantum Cryptography are increasingly
becoming a priority of international Quantum strategies. QT have the potential to improve the
public trust and overall security of the UK transport industry in two distinct ways;

1. National Security - a lack of innovation in QT as well as inertia to adopt PQC solutions,
poses significant risks to the continuity and reliability of British transport systems. QC
capabilities owned by adversary parties might be able to bypass even the most secure
cybersecurity defences that are in place today / as were developed by classical computers,
and in turn risk major disruption to transport networks, maintenance, or even emergency
services in the UK.

Innovations in Quantum Communications and Quantum Computing are effectively a ‘double
edged sword’ from the perspective of British transport systems:

+ Risk: Most systems today rely on advanced encryption standards (AES) or transmission
layer security (TLS), which are secure versus NISQ-era QC systems, however are
vulnerable to fault tolerant QCs that we may encounter in the future. A real risk today is
called “hack now, decrypt later’, whereby data that was hacked today (in the NISQ-era)
can be accessed and used in the future for malicious purposes. Innovation in resilient
communication systems is crucial to ensure the continuity of digitally managed transport
systems in the “post quantum” security era (with fault tolerant QC capabilities), limiting
risks from the advanced infiltration QC capabilities of adversary (government) agents.
See chapter 5 for details.

*  Opportunity: QT can leverage the laws of quantum physics to protect data, making
encrypted data potentially impossible to access for traditional (super)computers. The
successful implementation of Quantum-based communication systems such as QKD and
QRNG is expected to ensure a much more reliable transport system, with limited risk of
cyberattacks or disruption. See chapter 5.

° QRNG: Quantum Random Number Generators generate randomness by measuring
quantum processes (by nature random and non-deterministic). There are multiple
benefits to this approach over the traditional methods, including typically faster
performance, higher reliability (via greater, or true randomness) and the ability to
verify the origin of unpredictability, which is key in assuring encryption security.

° We note that various quantum communication systems are still under development
or their effectiveness is debated, e.g. given the persistence of security risks relating
to human error in QKD systems (human interaction cannot be entirely deleted from
the process) and lack of proper authentication mechanisms. QKD systems may not
be immune to Man-in-the-Middle (MITM) attacks, with adversaries able to potentially
compromise the QKD system’s security. Similarly, PQC algorithms may not be able
to protect against all future fault-tolerant QCs.



https://en.wikipedia.org/wiki/Man-in-the-middle_attack
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2. Public Trust - As discussed in previous sections 6.4 — QC holds the potential to
meaningfully address issues around efficiency, reliability, and cost savings that could be
passed on to the passenger.

The UK transport system faces delays and reliability challenges across transport modalities,
which are proportionally reflected in the public trust and perception. In December 2018, the_
Williams Rail Review commissioned the Department for Transport’s Rail Analysis team and
BritainThinks to carry out research to explore perceptions of trust in the railway, specifically
to examine the decline of the public’s trust in railway services;

+ The review found the public trust in railway services to be ‘very low’; the major driver for
limited trust was the public’s ‘strong feeling that UK'’s railways are unreliable’. Most of the
survey’s participants had extensive first-hand experience with delays and cancellations.

+ The secondary factor was related to lack of pricing transparency and high overall cost.
Furthermore, the negative feelings around unreliability were heightened by lack of
clear communication and information around what has gone wrong, alternative travel
arrangements, and compensation and/or refunds.

« Commuter concerns are particularly acute in larger cities (and public trust varies
regionally, with less developed and relatively underinvested areas more affected) —
carrying additional implications around transport equality and regional disparities in the
UK.


https://assets.publishing.service.gov.uk/media/60a7b880e90e071b5f4d5578/trust-in-the-rail-sector.pdf
https://assets.publishing.service.gov.uk/media/60a7b880e90e071b5f4d5578/trust-in-the-rail-sector.pdf
https://assets.publishing.service.gov.uk/media/60a7b880e90e071b5f4d5578/trust-in-the-rail-sector.pdf
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6.10 Lifestyle

Examples Caveats

Quantum Computing: QC-enabled optimisation benefits
have the potential to make transport modalities more
efficient, environmentally friendly, safe and reliable

— impacting both mental and physical health. This is
especially relevant for public transport systems, and
vulnerable population groups (e.g. elderly and low-income
households).

Impacts are primarily indirect, and therefore hard to
quantify, nor are they a key objective at early stage of QT
development.

Quantum Sensing: improved reliability and accuracy
through navigation systems independent of GNSS.

QT can contribute to more efficient, safe and reliable transport systems in the future (please
refer to Sections 6.4, 6.5, 6.7 and 6.8 for further detail) — which should improve the end-
user transport experience, and have significant “quality of life” benefits. The National Centre
for Social Research (NatCen) identified that transport systems affect the wellbeing of its
passengers mainly through (i) physical health, and (ii) mental health. Their study highlighted
three primary mechanisms that link transport with health and wellbeing:

+ Transport and access: Transport plays a key role in improving access to health services,
particularly for vulnerable groups like older people.

* Mode of transport: Mode of transport affects physical and mental health, via
mechanisms including physical activity and commuting time.

*  Wider effects of transport and infrastructure: Transport can facilitate social
interactions and promote social inclusion.

QT also have the potential to support and accelerate development of new transport
modalities such as autonomous vehicles or drones which could transform the travel
practices of UK passengers (please refer to Sections 6.2 and 6.3 for further detail). All of
these potential applications can positively contribute to improving the public’s mental and
physical health:

Physical Health

The major impact of QT on physical health of passengers in the UK relates to (i) reduced
pollution (section 6.12), (ii) more efficient and reliable emergency services (sections 6.4, 6.7).
There is a bi-directional relationship between physical health and transport: the mode and
frequency of transport used can impact the health status of individuals. Conversely, an
individual's health can impact their mode choice and their frequency of transport use; those
with mobility issues are more likely to experience negative transport impacts, as more active
modes may not be suitable.
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In addition, the transport industry is a major contributor to air pollution in the UK (which has
widespread impact on health of the UK population) - the annual mortality of human-made air
pollution in the UK is roughly equivalent to between 28,000 and 36,000 deaths every year.

Mental Health

Quality of transport provision affects stress and wellbeing as it affects the quality of the
travelling experience. Public transport interventions can positively impact mental health in
two ways: 1. alleviating traffic and 2. reducing commuting times. For example, buses are
instrumental for vulnerable passenger groups, in particular the elderly or passengers facing
mobility issues. Quantum Technologies have the potential to materially reduce time spent
commuting (please refer to Section 6.5) and improve feeling of security and public trust
across the passenger community in the UK (please refer to Sections 6.8 and 6.9).


https://assets.publishing.service.gov.uk/media/60a7b880e90e071b5f4d5578/trust-in-the-rail-sector.pdf

70 Potential Socio-Economic Impacts of Quantum Technologies in UK Transport

6.11 Infrastructure Design

Examples Caveats

Quantum Computing: QC-enabled optimisation
offers a multitude of potential efficiency, time and cost
savings. For example, D-Wave’s hybrid / annealing QC -
demonstrated a 10% productivity increase for a Japanese May be dependent on FTQC rather than NISQ-era QPUs.
construction company, through optimal excavation route
planning.

Quantum Sensing: Quantum sensors have the potential
to improve the design of transport infrastructure, detecting
issues before digging / excavation works commence;

with special use cases in areas prone to subsidence
(earth movement). The impact could be in the hundreds of
millions of pounds.

According to Citi, quantum sensors are likely the first QT

to see mass commercialisation, as their advantages over
conventional sensors have already been proven. However,
there are many different quantum sensing technologies, each
of which have a unique roadmap and a plethora of use-cases.

Over the past two decades, UK transport budgets have continued to increase, with a £96bn
integrated rail plan for upgrades in the Midlands and the North, £27.4bn announced for the
second Roads Investment Strateqgy, and £5.7bn set aside to transform local transport in eight
city regions. Over 85% of public sector investment in infrastructure since 2000 has been
spent on transport sectors.

The need for capital investment for ongoing modernisation efforts will consume more
government funding in the future — McKinsey estimates a £100 billion funding gap until

2030, to carry out the necessary investment to strengthen UK rail and road infrastructure. Air
transport infrastructure is largely privately funded. Combined with a decline in land-based
travel demand and profitability, and heavy reliance on public funding, the UK government
must find ways to maximise its revenues capabilities from its existing infrastructure and
network to generate long-term value and reduce the funding gap.

Quantum Technologies have the potential to support the ongoing investment initiatives in
several ways. To date, experimental use-cases of QT in infrastructure build-out have focused
on two major areas:

Quantum Sensing applications in underground construction and maintenance

A significant proportion of the UK’s transport infrastructure is buried underground, including
around 4 million kilometres of pipes, electricity and telecoms cables, and sewers. Current
sensing technologies have several systemic shortfalls which could be effectively addressed
via Quantum Sensors. Underground construction is one such example, which has been
successfully proven to benefit from gravimetry quantum sensors in early case studies.

Unknown underground conditions present the largest single risk in infrastructure projects
and cause significant delays and cost overruns, potentially costing up to half a percent
of the UK’s GDP. Existing technologies such as GPR (Ground Penetrating Radar) rely on
transmitting an electromagnetic wave through the ground, which is then reflected off a
buried pipe or cable, with the reflected signal received at the ground surface. However, the


https://www.citigroup.com/global/insights/global-insights/quantum-sensing-tech-s-new-eyes-and-ears
https://www.oxera.com/insights/agenda/articles/will-the-end-of-a-golden-age-for-uk-transport-infrastructure-be-a-catalyst-for-a-green-era/
https://www.oxera.com/insights/agenda/articles/will-the-end-of-a-golden-age-for-uk-transport-infrastructure-be-a-catalyst-for-a-green-era/
https://researchbriefings.files.parliament.uk/documents/CDP-2023-0096/CDP-2023-0096.pdf
https://researchbriefings.files.parliament.uk/documents/CDP-2023-0096/CDP-2023-0096.pdf
https://researchbriefings.files.parliament.uk/documents/CDP-2023-0096/CDP-2023-0096.pdf
https://researchbriefings.files.parliament.uk/documents/CDP-2023-0096/CDP-2023-0096.pdf
https://www.mckinsey.com/%7E/media/mckinsey/dotcom/client_service/Infrastructure/PDFs/Keeping_Britain_Moving_the_United_Kingdoms_Transport_Infrastructure_Needs.ashx
https://www.mckinsey.com/%7E/media/mckinsey/dotcom/client_service/Infrastructure/PDFs/Keeping_Britain_Moving_the_United_Kingdoms_Transport_Infrastructure_Needs.ashx
https://assets.publishing.service.gov.uk/media/63723306d3bf7f4a528815f7/NUAR_Project_Update_October_2022.pdf
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ground, especially wet clay, can make it difficult to see through anything deeper than a few
centimetres. It is estimated that a hole is dug every seven seconds to access these pipes
and cables for repairs, upgrades and installations. This busy and usually unseen environment
suffers from an estimated 60,000 accidental strikes per year, leading to injury, project delays,
and disruption to traffic and local economies. The total direct and indirect costs of these
accidental strikes are estimated to be £2.4 billion a year.

Quantum sensors offer many potentially breakthrough options to modernise underground
development, detecting issues before the start of construction works. The UK National
Quantum Technology Hub in Sensors and Timing aims to bring a range of quantum sensor
devices out of the laboratory and into the real-world.

One notable area for quantum sensing is gravimetry sensors, which measure gravitational
fields with superior sensitivity to existing systems, providing unique insights for construction
projects. The technology allows sensors to penetrate much deeper below ground than
existing remote sensing tools, and potentially speeds up gravity measurements from several
minutes to just a few seconds. According to Citi, quantum gravimeters could be particularly
useful for examining previously developed land (which may have hidden infrastructure
beneath them), locating underground tunnels and large utilities close to the surface, or
identifying early signs of erosion that might lead to sinkholes.

Quantum sensing in the area of gravimetry is currently actively explored by the Gravity
Pioneer project, a collaboration between the University of Birmingham, environmental,
engineering and sustainability solutions provider RSK, the Defence Science and Technology
Laboratory (part of the UK Ministry of Defence) and technology company Teledyne e2v. The
project managed to create a gravimetry sensor capable of finding a tunnel buried outdoors

in real-world conditions, one metre below the ground surface. The breakthrough will allow
future gravity surveys to be cheaper, more reliable and delivered 10 times faster, reducing the
time needed for surveys from a month to a few days.

Another notable Quantum Sensing technology are Quantum Magnetometers, which could be
used to monitor and maintain metallic structures either below ground or encased in concrete
(e.g. maintenance of bridge joints).

Quantum Sensors may also prove useful in areas at higher risk of subsidence (sinking of the
ground due to underground material movements). In the UK, this is a particularly high risk in
urban areas, such as London. In 2021, the British Geological Survey (BGS) launched maps
that assessed the risk of climate related subsidence to homes and properties in the next

50 years. This research found that as many as 57 per cent of properties in London will be
affected by 2070. This will render the use cases for Quantum Sensors especially relevant for
future infrastructure development and maintenance for areas affected by subsidence.


https://assets.publishing.service.gov.uk/media/63723306d3bf7f4a528815f7/NUAR_Project_Update_October_2022.pdf
https://assets.publishing.service.gov.uk/media/63723306d3bf7f4a528815f7/NUAR_Project_Update_October_2022.pdf
https://assets.publishing.service.gov.uk/media/63723306d3bf7f4a528815f7/NUAR_Project_Update_October_2022.pdf
https://www.citigroup.com/global/insights/global-insights/quantum-sensing-tech-s-new-eyes-and-ears
https://www.london.gov.uk/who-we-are/what-london-assembly-does/questions-mayor/find-an-answer/climate-related-subsidence-threat-london
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Quantum Computing optimisation benefits

The computational advantages offered by Quantum Computers have broad use cases in
infrastructure design and construction, as well as the development of advanced materials (as
described in sections 6.4 and 6.5 - which could also be relevant to materialising efficiencies
in the construction of transport infrastructure). Key QC-enabled optimisation areas that are
explored by construction industry players include:

* Quantum Simulation: analysing high data volumes to support optimal design of
buildings and infrastructure. In early 2020, Shimizu Corporation teamed up with Japanese
QC pioneer Groovenauts to explore how their technology could optimise the excavation
component of the construction process. Leveraging D-Wave’s Quantum-annealing
system, the team increased construction project productivity by 10% through finding
optimal excavation route planning.

* Supply Chain optimisation: see sections 6.4 and 6.5.
+ Predictive Maintenance: see section 6.4.
» Energy Systems: see section 6.12.

« Trackside Digital Twins: In addition, the computational benefits of Quantum Computing
have significant use cases in simulation of digital twins. Quantum-enabled digital twins
(informed by quantum sensors) of railway tracks may answer existing bottlenecks around
track realignment. Due to earth movement and weather changes, railway tracks are
subject to constant movements, which poses risks to railway operations and increases
maintenance burdens.


https://www.dwavesys.com/media/c2bhs1o1/dwave_groovenauts_case_story-2_v5.pdf
https://www.dwavesys.com/media/c2bhs1o1/dwave_groovenauts_case_story-2_v5.pdf
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6.12 Carbon Emission Reductions

Examples Caveats

QT have significant potential to decarbonise transport
models. Notable examples include;

* QPUs could enable advanced EV and battery design,
making EVs more scalable and affordable — reducing
carbon emissions.

* QC-enabled optimisation of road and air traffic —
reducing aviation and in-traffic emissions.

* QC-enabled research into alternative materials for the
construction of transport infrastructure; e.g. finding
an alternative to clinker, with cement being a material
contributor to global emissions.

* QC-enabled research into more efficient, scalable
and affordable solar cells and green hydrogen.

QCs are likely to have significantly higher energy demands
than classical computers. The additional energy requirements
may be outweighed by the scale of optimisation problems
that they are able to solve — although this is as of yet un-
certain, and much will depend on the ability to develop and
manufacture FTQCs at scale.

Growing transport demand may offset achieved efficiencies,
which may only be realised at scale from 2035 onwards. The
QT impact on the UK’s net-zero targets for 2050 is as of yet
uncertain.

QT hold significant potential to address sustainability and environmental challenges, enabling
the UK transport industry to accelerate its existing decarbonisation initiatives and achieve
the UK’s Net-Zero commitments. Some of the known use cases of QC require large-scale
fault-tolerant devices, and may not be achievable at scale before fault-tolerant computing
becomes a commercial reality.

The UK has committed to net-zero carbon emissions by 2050. Transport is currently the
largest emitting sector of the UK economy, responsible for >25% of total UK greenhouse
gas emissions, the largest contributor to the country’s national environmental footprint.
Despite extensive ongoing decarbonisation initiatives, the UK 2050 Transport Vision predicts
that demand for transport is projected to increase materially, posing a serious challenge to
the UK’s plan to reduce carbon-intensive activities by 2050. Demand can be reduced, but
there is an equally important role for zero emission technology and a modal shift away from
more polluting transport modes — all of which can potentially be supported by Quantum
Technologies.



https://assets.publishing.service.gov.uk/media/610d63ffe90e0706d92fa282/decarbonising-transport-a-better-greener-britain.pdf
https://assets.publishing.service.gov.uk/media/610d63ffe90e0706d92fa282/decarbonising-transport-a-better-greener-britain.pdf
https://www.ukri.org/publications/uk-transport-vision-2050/

74  Potential Socio-Economic Impacts of Quantum Technologies in UK Transport

Transport Environmental Footprint - Status Quo

Owing to ongoing governmental initiatives and a shift to more environmentally friendly
vehicle designs, the UK total transport emissions dropped by 15% overall from 1990 to
2021. Domestic transport emissions dropped by 15%, while emissions from international

aviation and shipping dropped by 17%. As per the latest government carbon emission
tracking data, the UK registered the following environmental footprint in 2021:

+ Transport is the largest emitting sector of greenhouse gas (GHG) emissions, producing
26% of the UK’s total emissions in 2021 (427 MtCO2e).

+ Domestic transport was responsible for emitting 109 MtCO2e (million tonnes of carbon
dioxide equivalent) in the UK.

Figure 1: Greenhouse gas emissions by transport mode, 1990, 2019, and 2021
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*Comprises, in 2021: Rail, 1.6; Domestic Aviation, 0.7; Motorcycles and mopeds, 0.5; other transport, 1.7; other road transport, 0.6

QC has major potential applications across the transport and energy industries which can
answer several existing bottlenecks to a net-zero transition:

Road Applications

Over half the UK’s transport emissions (52%) come from passenger vehicles, and road traffic
combined accounts for over 90% of national emissions (including logistics, shipping, vans,
and buses).

+ The UK government has highlighted a transition to Electric Vehicles (EVs) as a key
opportunity to effectively decarbonise the industry, but to date uptake has been limited,

with zero-emissions EVs accounting for <3% of all cars on British roads as of Q3 2023.
Slow uptake has been driven by several manufacturing challenges to achieve cost-
effective EV alternatives, and many leading automotive manufacturers are currently
exploring QC applications to optimise vehicle and battery design, advanced materials,


https://www.gov.uk/government/statistics/transport-and-environment-statistics-2023/transport-and-environment-statistics-2023#%3A%7E%3Atext%3DUK%20total%20transport%20emissions%20dropped%2C62%25%20during%20this%20same%20period
https://www.gov.uk/government/statistics/transport-and-environment-statistics-2023/transport-and-environment-statistics-2023#%3A%7E%3Atext%3DUK%20total%20transport%20emissions%20dropped%2C62%25%20during%20this%20same%20period
https://www.gov.uk/government/statistics/transport-and-environment-statistics-2023/transport-and-environment-statistics-2023#%3A%7E%3Atext%3DUK%20total%20transport%20emissions%20dropped%2C62%25%20during%20this%20same%20period
https://www.gov.uk/government/statistics/transport-and-environment-statistics-2023/transport-and-environment-statistics-2023#%3A%7E%3Atext%3DUK%20total%20transport%20emissions%20dropped%2C62%25%20during%20this%20same%20period
https://www.gov.uk/government/statistics/transport-and-environment-statistics-2023/transport-and-environment-statistics-2023#%3A%7E%3Atext%3DUK%20total%20transport%20emissions%20dropped%2C62%25%20during%20this%20same%20period
https://www.gov.uk/government/statistics/transport-and-environment-statistics-2023/transport-and-environment-statistics-2023#%3A%7E%3Atext%3DUK%20total%20transport%20emissions%20dropped%2C62%25%20during%20this%20same%20period
https://www.theccc.org.uk/wp-content/uploads/2020/12/The-UKs-transition-to-electric-vehicles.pdf
https://www.theccc.org.uk/wp-content/uploads/2020/12/The-UKs-transition-to-electric-vehicles.pdf
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and more generally — accelerate scalability.

« The Logistics segment is also inefficient from an emissions perspective, with Heavy
Goods vehicles used in logistics producing >5x the amount of emissions compared to
passenger vehicles.

» Traffic Optimisation offers an additional lever for localised decarbonisation, with in-traffic
emissions being on average 40% higher compared to driving emissions.

QT could support decarbonisation of road transport (including passenger automotive and
logistics) through the following levers:

1. Transition to EVs
EVs offer one method of reducing emissions. In May 2019, the Committee for Climate

Change (CCC) suggested that all new vehicles should be electrically propelled by 2035, if not
sooner, to achieve the net zero target.

The market for EVs is immature yet growing. Most cars on the road in the UK are fuelled by
petrol and diesel. At the end of September 2022, 2.5% of all licensed road vehicles in the UK
were plug-in vehicles.

The shift to EVs will require more batteries to be manufactured. However, batteries currently
represent the costlier and most challenging part of an EV to manufacture in terms of supply
chain & process. According to a 2020 study by Oliver Wyman for the Financial Times,
batteries alone make up almost 40% of the total production cost of a battery electric vehicle
(BEV), which means their costs are higher: it still costs about 45% more to produce a BEV
than an equivalent combustion-driven car.

Improving battery chemistry may result in optimal energy density and increase the amount
of power a fully charged battery can hold. This would allow for increased range and greater
flexibility as to where batteries are placed within the vehicle. QCs (in contrast to classical
computers) have proven the potential to simulate the chemistry of batteries in ways that
cannot currently be achieved. QCs would enable the production of higher density, longer
lasting and critically cheaper batteries at commercial scale. Researchers have not found a
way to simulate large complex molecules using conventional computers, as the problem
grows exponentially with the size or complexity of the molecules being simulated. (e.g. if
simulating a molecule with 10 atoms takes a minute, a molecule with 11 takes two minutes,
one with 12 atoms takes four minutes and so on). This exponential scaling quickly renders
a traditional computer useless: simulating a molecule with just 70 atoms would take longer
than the lifetime of the universe (13 billion years).

Car manufacturers globally including Daimler, Toyota and Hyundai are turning to QC as an
accelerator for battery research. In 2022, lonQ partnered with Hyundai on their initiative to
develop new variational quantum eigensolver (VQE) algorithms to study lithium compounds
and their chemical reactions involved in battery chemistry, a key element of Hyundai’s
Strategy 2025 vision to transition their organisation into a smart mobility solution provider,
including the sale of 560,000 EVs per year and a lineup of twelve or more battery electric
vehicle models by the middle of the decade.


https://www.sciencedirect.com/science/article/abs/pii/S135223100000217X
https://www.theccc.org.uk/wp-content/uploads/2020/12/The-UKs-transition-to-electric-vehicles.pdf
https://www.gov.uk/government/statistics/vehicle-licensing-statistics-july-to-september-2022/vehicle-licensing-statistics-july-to-september-2022
https://www.gov.uk/government/statistics/vehicle-licensing-statistics-july-to-september-2022/vehicle-licensing-statistics-july-to-september-2022
https://www.oliverwyman.com/media-center/2020/sep/financial-times-electric-car-costs-higher-than-traditional.html
https://thequantuminsider.com/2019/12/26/could-quantum-computing-help-reverse-climate-change/
https://thequantuminsider.com/2019/12/26/could-quantum-computing-help-reverse-climate-change/
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In the UK, a battery electric car is estimated to have greenhouse gas emissions which are 66
per cent lower than a petrol car and 60 per cent lower than a diesel, when recharged using
electricity from the national grid. When 50% of passenger cars will be EVs, QC contribution
to battery chemistry could help reduce car emissions by up to 30%, or ~30 MtCO2e (million
tonnes of carbon dioxide equivalent), as car transport is responsible for emitting 101

MtCO2e in the UK (2021).

2. Traffic Optimisation

The average UK driver spends 61 hours per year in traffic congestion (approx. 10% of total
hours spent in a car). It is estimated that vehicles in traffic jams can emit up to 40% more
pollutants compared to when they are moving smoothly, which would bring total vehicle
pollution related to traffic jams to ~13% of total car-related emissions. In 2021, cars and road
vehicles produced 101 MtCO2e - traffic emissions thus account for ~15MtCO2e.

QC can improve traffic by offering more efficient route planning and optimisation techniques
(e.g. analysing datapoints such as traffic flows, weather patterns, and road conditions to
generate near-optimal routes for vehicles). A study conducted by Toyota Tsusho Mobility
Informatics employing D-Wave’s quantum hybrid solver, allowed to greatly improve routing
for a relatively small fleet of 18 vehicles. With a “quantum assist”, those vehicles were able
to hit the same number of stops while cutting both their mileage and driving time by nearly
10%. Please refer to section 6.5 for more details.

Beyond road applications, improved efficiency of railway achieved via QC algorithms may
promote increased usage of environmentally friendly modes such as rail. As part of the
Quantum Catalyst Fund, DfT and Network Rail have awarded a QT company Q-CTRL a grant
with the purpose of exploring optimisation potential of the UK rail network.

3. Logistics Optimisation

In 2021, cars made up 75% of the road vehicle miles travelled within the UK, but produced
57% of transport emissions, while Heavy Goods Vehicles (HGVs) made up a much smaller
proportion of the vehicle miles (6%) and their emissions were disproportionately greater
(21%). This is mainly because smaller vehicles are more fuel efficient, and HGVs typically
travel longer distances with greater loads.

Reducing emissions from the UK logistics sector is key to achieving net-zero targets, but
decarbonising the segment is a complex exercise which will rely on improving the vehicles
themselves, batteries, fuel, as well as streamlining operations by optimising routes and cargo
load, to name a few.

+ Cargo Load optimisation: QCs can aid in optimising cargo load management in real-
time (see section 6.5).

« Battery Innovation: as described above, higher energy density batteries for use in
heavy- goods electric vehicles could substantially bring forward their economic use.


https://www.local.gov.uk/case-electric-vehicles
https://www.local.gov.uk/case-electric-vehicles
https://www.telegraph.co.uk/news/2024/06/25/drivers-in-london-spend-average-of-99-hours-in-traffic/
https://www.independent.co.uk/news/uk/home-news/car-owners-motoring-time-behind-wheel-hours-week-study-survey-a8620336.html
https://www.independent.co.uk/news/uk/home-news/car-owners-motoring-time-behind-wheel-hours-week-study-survey-a8620336.html
https://www.automovill.com/blog/traffic-jams-impact-on-fuel-efficiency-and-emissions
https://www.automovill.com/blog/traffic-jams-impact-on-fuel-efficiency-and-emissions
https://www.dwavesys.com/media/f1hpibxr/denso-case-study2_v3.pdf
https://q-ctrl.com/blog/q-ctrl-awarded-ps1-million-funding-in-uk-quantum-catalyst-competition
https://q-ctrl.com/blog/q-ctrl-awarded-ps1-million-funding-in-uk-quantum-catalyst-competition
https://www.gov.uk/government/statistics/transport-and-environment-statistics-2023/transport-and-environment-statistics-2023
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* Route Optimisation: real-time data analysis via QCaaS can offer additional emissions
benefits from shorter routes (with lower fuel consumption). For example, a Japanese
development company, Mitsubishi Estate, performed a successful case study utilising
guantum annealing to improve truck routing for waste collection. As a result, CO2
emissions were reduced by approximately 57%, and the number of vehicles reduced by
approximately 59%.

Energy Applications

A transition to green energy sources is key to achieving the UK’s net-zero goals, and QC has
the potential to solve several structural challenges in green fuel development as well as more
efficient grid operations, which will be necessary as a backbone of the net-zero economy in
2050. To date, experimental cases leveraging QC-annealing systems have shown benefits in
energy grid management, as well as promising early momentum in solving the most pressing
development challenges faced in solar energy and green hydrogen production:

1. UK Grid

Enabling the transition to EVs across both passenger transport and logistics will require
significant infrastructure changes to the UK grid. According to the National Grid, it is
expected that electricity demand would increase by 10% if the entire country switched to
EVs overnight and started charging. They believe that a subpar public charging network
will inhibit the uptake of EVs due to range anxiety. ~52% of drivers worry about driving any
distance in an EV, and so National Grid is working on a network of 50 ultra-fast chargers at
motorway services.

Dynamic Price Incentivisation is a strategy that enables consumers to actively participate

in managing electricity demand, where the impact of QT is already being explored by
academia. It aims to alleviate strain on the grid during high demand and promote a more
balanced and efficient use of electricity resources. As the algorithms leverage large volumes
of real-time data volumes, which classical computing is unable to effectively process, QPUs
could enhance DSR (Demand Side Response) mechanisms across the grid. For example,
researchers at LMU University in Munich have successfully achieved superior results to
incumbent classical computing systems in incentivising optimised customer energy usage
behaviour via dynamic pricing, leveraging a hybrid quantum computing approach using
D-Wave’s Leap Hybrid Cloud (though the scale of the improvement has not been published).

2. Fuel Innovation

Developing new, “green” sources of energy and optimising manufacturing at scale using
Quantum Computers is key to achieving UK’s national decarbonisation targets, in the
transport sector and more broadly. Two of the leading ‘technologies of tomorrow’ offer
significant advantages to increasing share of green energy in the UK:

* Solar cells: Innovation in solar cells could have wide-reaching implications for the
transport industry by augmenting vehicle power needs (e.g. solar panels on buses and


https://www.dwavesys.com/media/bq5kh520/dwave_groovenauts_case_study_v3.pdf
https://arxiv.org/pdf/2309.05502.pdf
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trains could help power vehicles), extending battery life (e.g. power auxiliary systems like
AC and navigation), and reducing reliance on fossil fuels (e.g. generate electricity while
protecting vehicles from weather). Today’s solar cells rely on crystalline silicon and have
an efficiency in the order of 20%. Solar cells based on perovskite crystal structures,
which have a theoretical efficiency of up to 40%, could be a better alternative — but they
haven’t been produced at scale due to chemical stability challenges. In their current
state, photovoltaics cannot generate the sufficient amount of energy needed to fully
power electric vehicles, however further development may enable private and public
transport vehicles that are fully solar-panelled.

Green Hydrogen: Green hydrogen could make the transportation industry greener by
decarbonising shipping, aviation, and trucking. It is widely considered to be a viable
replacement for fossil fuels in many parts of the economy, but due to limitations in
manufacturing and storage, it is currently too expensive to be a viable alternative - before
the 2022 gas price spikes, green hydrogen was about 60% more expensive than natural
gas. It can also enable more efficient energy storage, as compressed hydrogen tanks can
store energy for long periods of time and weigh less than lithium-ion batteries.

The computational advantages offered by QC can act as a significant aid in fuel innovation,
accelerating decarbonisation in (and beyond) the UK transport industry:

Solar Cells: QC could aid scaling challenges by enabling precise simulation of chemical
structures, thereby identifying higher efficiency, higher durability, and nontoxic solutions.
If theoretical efficiency increases can be reached, the cost of solar cells could be
decreased by as much as 60%. In 2023, Oak Ridge National laboratory explored QC
applications in developing more efficient solar cell panels, leveraging the Quantinuum
H1-1 quantum computer for molecular simulation, although results have not been
publicly quantified.

Green Hydrogen: QC could help model the energy state of pulse electrolysis to optimise
catalyst usage, which would increase efficiency. QC could also model the chemical
composition of catalysts and membranes to ensure the most efficient interactions,
increasing efficiency and reducing cost of hydrogen by up to 35%. In 2023, Multiverse
Computing used a digital twin and quantum optimisation to boost the efficiency of green
hydrogen production — boosting production efficiency by 5%.

3. Advanced Materials

Construction activity accounts for ~50m tonnes of CO2 emissions, over half of which is
linked to construction product and materials production. Materials such as steel and cement
account for around 15% of global carbon emissions. The construction sector generates

~60% of waste produced in the UK. Reducing and ultimately eliminating these emissions,

through minimising materials requirements, particularly those of carbon-intensive materials,
maximising the energy and heat efficiency of built assets and improving levels of reuse and
recycling is critical to the delivery of the 2050 target.


https://www.mckinsey.com/capabilities/mckinsey-digital/our-insights/quantum-computing-just-might-save-the-planet
https://www.mckinsey.com/capabilities/mckinsey-digital/our-insights/quantum-computing-just-might-save-the-planet
https://www.mckinsey.com/capabilities/mckinsey-digital/our-insights/quantum-computing-just-might-save-the-planet
https://www.mckinsey.com/capabilities/mckinsey-digital/our-insights/quantum-computing-just-might-save-the-planet
https://www.iotworldtoday.com/quantum/quantum-research-targets-more-efficient-solar-cells
https://www.mckinsey.com/capabilities/mckinsey-digital/our-insights/quantum-computing-just-might-save-the-planet
https://thequantuminsider.com/2023/11/29/multiverse-computing-pioneers-quantum-digital-twin-project-to-boost-green-hydrogen-production/
https://thequantuminsider.com/2023/11/29/multiverse-computing-pioneers-quantum-digital-twin-project-to-boost-green-hydrogen-production/
https://assets.publishing.service.gov.uk/media/631222898fa8f54234c6a508/20220901-Carbon-Net-Zero-Guidance-Note.pdf
https://assets.publishing.service.gov.uk/media/631222898fa8f54234c6a508/20220901-Carbon-Net-Zero-Guidance-Note.pdf
https://www.bbc.com/future/article/20211215-the-buildings-made-from-rubbish
https://www.bbc.com/future/article/20211215-the-buildings-made-from-rubbish
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QC can aid in discovery and accelerate manufacturing of more environmentally friendly
materials. Several industry players such as Mitsubishi Heavy Industries are currently
exploring QC applications in finding an alternative to clinker as a key step in cement’s
decarbonisation journey (the International Energy Agency states the main ingredient in
cement, known as clinker, is the main reason why the industry’s CO2 emissions have been
rising in recent years.)

Aviation Applications

Aviation is widely recognised as both one of the most carbon-intensive forms of transport
and one of the most difficult to decarbonise. This means that aviation could well be the
largest contributor to UK greenhouse gas emissions by 2050, particularly if demand
continues to grow. Quantum Computing as well as Quantum Sensors are currently explored
by industry leaders, with several potential use cases identified.

In July 2021, the UK government published its Transport Decarbonisation Plan, accompanied
by its Jet Zero Strategy consultation. The Transport Decarbonisation Plan consolidates a
number of pre-existing policies, which QT can support in the following ways:

« Sustainable aviation fuels and materials: QC can accelerate the development and
deployment of sustainable aviation fuels and other materials. For example, Boeing
partnered with IBM to leverage QC systems in material development and study corrosion,
a multibillion-dollar problem for the aerospace industry. The team developed two
techniques to simulate a key step in the corrosion process known as water reduction.

+ Improve efficiency: QC can expedite complex simulations and calculations for aircraft
design, leading to faster development of aerodynamic profiles, structural optimisations,
flight mechanics simulations, and fuel optimisation.

+ Enhanced navigation: QT, such as quantum sensing for precise navigation, can enhance
aircraft accuracy in positioning, contributing to safer flights and optimised air traffic
management.


https://spectra.mhi.com/how-quantum-technology-could-change-heavy-industry
https://www.gov.uk/government/publications/jet-zero-strategy-delivering-net-zero-aviation-by-2050
https://www.ibm.com/quantum/blog/boeing-quantum-corrosion
https://www.ibm.com/quantum/blog/boeing-quantum-corrosion
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6.13 Job Creation

Examples Caveats

A wide range of new jobs could be created, e.g. quantum The extent of job opportunity creation, will largely depend on
software engineers, algorithm developers and network the extent and pace to which QT-related R&D will be pro-
administrators. gressed to production on a commercial scale.

New Job Creation

Skilled job creation related to new openings for quantum technology experts (software
engineers, developers, network administrators, etc.). Quantum-enabled transport systems
will drive the requirement for new jobs and professions. In addition, major infrastructure con-
struction projects, e.g. for QKD and Quantum Sensor networks, will create new job opportu-
nities for both skilled and unskilled workers.

According to McKinsey, there is only one qualified quantum candidate for every three quan-
tum job openings, indicating a significant talent gap in the field. By 2025, it is estimated that
less than 50% of quantum jobs will be filled, highlighting the urgent need for skilled workers
in this area. In alignment with this shortage, the UK government is making significant invest-
ments in quantum technology education to develop a skilled workforce and drive innovation
in this cutting-edge field and prepare the UK workforce for technological talent requirements
in the future - e.g. via Quantum hubs, doctoral training centres and fellowships, or other
R&D initiatives across British academia.

New skilled and unskilled positions creation in relation to infrastructure build-out (e.g. re-
lated to roll-out of Quantum Sensor networks for railway infrastructure).

Additional QT Impact on Al / Robotics Development

According to the UK Department for Education, 10-30% of jobs in the UK could be automat-
ed with Al (including transport value chains).

Deloitte estimates that robotics and automation can additionally impact up to 11 million jobs
in the UK. QC is expected to play a significant role in enabling and scaling Al / ML algorithms
as well as robotics, due to its computational capacity that is well-suited for processing high
data volumes (several industry players are currently exploring the synergies between Al and
QT - for example, Zapata is developing Al algorithms on quantum-annealing systems for the
logistics industry).



https://www.mckinsey.com/capabilities/mckinsey-digital/our-insights/five-lessons-from-ai-on-closing-quantums-talent-gap-before-its-too-late
https://www.silicon.co.uk/e-innovation/uk-jobs-threat-robots-155189#%3A%7E%3Atext%3DA%20joint%20report%20by%20accountancy%2Cin%20the%20UK%20labour%20market
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7.0
Appendix
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Types of Quantum Computers

Quantum computing hardware is still under development, so there is no clear standard
for building a quantum computer. So far, qubits can be created through various physical
systems with advantages, challenges, and physical mechanisms for representing different
states and their superposition. Table below shows some of the most common qubit
modalities, their main strengths, and weaknesses following the study conducted by
Ezratty on “Understanding Quantum Technologies.”

Modality

Neutral Atoms

Photonic

Semiconductor

Superconducting

Topological

Trapped lons

Strengths

Ability to trap and control large arrays of
atoms
Good coherence times

Weaknesses

* Requires precise laser control
* Individual atom addressing is
challenging

No extreme conditions needed (like
cryogenic temperatures)

Very suitable for quantum communications
Longer coherence times

» Error correction is hard
» Single-photon generation is difficult

Potentially compatible with existing
semiconductor manufacturing
technologies

Potentially easy to scale

Relatively straightforward to scale using
existing semiconductor fabrication
techniques

Fast gate operations

* Widely variable coherence times
» Low temperature and sophisticated
techniques required

» Short coherence times
» Requires cryogenic temperatures

Theoretically, they are highly resistant to
local noise and decoherence

« Still largely theoretical

» Particular materials and conditions to
create and maintain the topological
states

Long coherence times
High gate fidelity

* Hard to scale
* Low operational speed

Table 11: Strengths and weaknesses of qubit modalities



https://www.oezratty.net/wordpress/2023/understanding-quantum-technologies-2023/
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Types of quantum sensors

Table below presents a non-exhaustive list of the most common types of quantum sensors:

Main Characteristics

Category

General
Sensing

General
Sensing

General
Sensing

General
Sensing

General
Sensing

Quantum
Imaging

Quantum
Imaging

Quantum
Imaging

Timing

Sensor Type

Excel in measuring tiny
variations in gravitational.

Highly sensitive.

Vulnerable to

Atomic 4 ; High precision for environmental
Interferometers Beslgseg;ricclzeeégra;g)nﬁ sics time and space- disturbances
and naviggtiori geophy related quantities. (noise).
Utilise defects in diamonds
Nitrogen- :gns]gr;?:tm:gnetlc fields and Operates at room Limited resolution
Vacancy (NV) Les exampIéS' e temperature. and sensitivity for
Centre Sensors thermometry and magnetic Robust. weak fields.
field mapping.
Environmental
Measure acceleration with Operate without sensitivity.
Quantum precision. GPS. Requires
Accelerometers Use examples: submarines, Ideal for inertial advanced
spacecraft, undergrounds. navigation. technology for
operation.
Measure minute variations in Sensitive to
Quantum gravitational foch. Highly sensitive environmental
Gravimeters Use examples: mineral to gravitational noise.
exploration and geological changes. Complex
activity monitoring operation.
Unparalleled sensitivity to Highly sensitive High cost.
Quantum magnetic fields. . to magnetic field Need for precise
Magnetometers Use examples: archaeological measurement. calibration to
surveys and space Versatile achieve optimal
exploration. applications. performance.
Utilise light properties for ; Py
Photonic secure communications and E:gﬂ S?ch:ilgi\g%/.for Challenges in
Quantum measurements. o gt]icaFI) e deployment and
Sensors Use examples: precision pd li h? fi Fl)d integration.
metrology. and light fields.
Uses entangled photons for High resolution.
ranging and imaging. Works in Currently
Quantum LiDAR Use examples: potentially challenging experimental-

enhance autonomous vehicles
obstacle detection.

Employs quantum

conditions (e.g.,
through foliage).

High complexity,

entanglement for detection Potential stealth Technical
Quantum Radar Use examples: improved dRetgctlog. T gr;;ﬁlllengels.
navigational aid in complex neduced signa Wl largety
T interception. theoretical.
Use atomic oscillations for
ensuring precise time keeping. Extremely Complex and
Atomic Clocks Use examples: GPS satellites accurate and expensive to build
for precise timing and stable and maintain
accurate location.
Table 12: Types of quantum sensors (Multiple sources: 1, 2, 3)



https://www.bcg.com/publications/2023/making-sense-of-quantum-sensing
https://www.oezratty.net/wordpress/2023/understanding-quantum-technologies-2023/
https://research.aimultiple.com/quantum-sensors/
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Types of Quantum Communications systems

Table below presents a non-exhaustive list of the most common technologies, protocols,
methods, and algorithms related to quantum communications.

Devices that extend the range

Overcome
decoherence and

Name Detail Strengths Weaknesses

Technologically complex

Quantum of quantum communication signal loss, crucial for ; SN
Repeaters by enabling entanglement establishing long- %ng;e:ﬁ%rgﬁt-lar;t;r;snég, still
istribution over long distances. istance quantum )
distributi long dist dist t P 9
networks.
Devices capable of detecting glllgrv]vg?grsgztlfeyction Limited by noise and
Photon single photons, essential for e efficiency; challenges in
Detectors quantum communication and engbling quantum, detecting without disturbing
computing. cryptography. quantum states.
Hardware
Quantum Devices for generating and Enable the Sensitive to environmental
transmitters & receiving quantum bits (qubits) transmission of factors; maintaining fidelity
receivers in quantum communication quantum information of quantum states is

systems.

over distances.

challenging.

Quantum Dots
& Trapped
lons

Quantum Key
Distribution
(QKD)

Quantum
Secure Direct
Communica-
tion (QSDC)

Protocols

Entanglement
Based
Protocols

Systems used for storing
and manipulating qubits,
with quantum dots using
semiconductor particles and
trapped ions using charged
atoms.

Cryptographic protocol using
quantum mechanics to securely
distribute encryption keys.

Enables direct transmission of
information in a secure manner
without the need for a pre-
shared key.

Use quantum entanglement for
tasks like secure communication
and teleportation.

Method using a QRNG device to
generate truly random numbers
based on quantum phenomena.

High level of control
over quantum states;
potential for scalable
quantum computing
and communication.

Provides theoretical
security based on
the laws of quantum
physics.

Direct and potentially
more secure than QKD
in specific scenarios.

Allow for secure
communication and
state transfer with no
risk of interception.

Offers a higher level
of randomness

and security for
cryptographic
applications.

Quantum dots face
issues with coherence
time; trapped ions require
complex setups.

Requires direct line of sight
or fibre connection; distance
limitations.

Still largely theoretical
and faces similar
practical challenges as
QKD, including distance
limitations.

Generating and maintaining
entanglement over long
distances is difficult.

Implementation cost and
complexity; ensuring

the randomness is truly
quantum and not influenced
by classical factors.

Table 13: A non-exhaustive list of the most common technologies, protocols, methods,
and algorithms related to quantum communications.
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