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Developing an energy system data sharing infrastructure

Overview

The digitalisation of the energy sector has grown at pace
since the publication of the Energy Digitalisation
Strategy in 2021.

Following the Energy Digitalisation Taskforce in early
2022 and its recommendations to develop a ‘digital
spine’ for the sector, this feasibility study was
commissioned by the government to scope what
precisely a digital spine is, and how it might be
developed to benefit the energy sector.

The work set out in this document presents the
cumulative thinking of the consortium of Arup, Energy
Systems Catapult and the University of Bath, along with
the numerous individuals and organisations that were
consulted in the co-creation of what has now become the
concept of a data sharing infrastructure.

The feasibility study spanned six months of effort from
experts across the consortium and aligned the best
knowledge of industry and the energy sector to develop
a set of coordinated, cohesive and achievable benefits
for citizens, organisations, and the country.

Key findings

Using several energy sector use cases to explore the
technical and non-technical requirements of a data
sharing infrastructure (Appendix C), the consortium
identified the needs for the energy sector to facilitate
data sharing and how these needs could be realised
through a common approach.

The data sharing infrastructure is made of three key
parts: Prepare, Trust, and Share. Each component
plays a vital role to ensure an ecosystem of data sharing
can be realised. These components have been validated
through extensive cross-sector stakeholder engagement.

The report outlines the technical architecture of the
enabling infrastructure and proposed delivery routes to
implement a data sharing infrastructure.

These routes consider existing national and sector
programmes, governance requirements, delivery
considerations and constraints, and funding.

It is noted there is further work required to ensure a
successful design, implementation, and adoption of a
data sharing infrastructure. See Appendix O.

ARUP caapull

Recommendations

Based on the work completed to date, the following
three recommendations should be prioritised as a
continuation of this study to ensure current momentum
is not lost:

1) Publish a decision: DESNZ and Ofgem publish a
statement of how a data sharing infrastructure will be
developed and adopted by the sector.

2) Develop an MVP: DESNZ/Ofgem/DSIT, in
collaboration with industry and NDTP, supports the
development of an MVP.

3) Form a Task Group: Ofgem and DESNZ convene
and provide a mandate to a group to support the
development of a data sharing infrastructure.

These are supported by details of recommendations for
eleven core areas of further work required to ensure the
successful design, implementation and adoption of a
data sharing infrastructure (Appendix O).

The remainder of this document sets out the need for a
data sharing infrastructure, what it is, the benefits it
would deliver, potential use cases and how it can be
developed.

UNIVERSITY OF
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Nomenclature & terminology

Nomenclature

API - Application Programming Interface
DPN - Data Preparation Node

DSI — Data Sharing Infrastructure

DSM - Data Sharing Mechanism

ETL - Extract Transform Load

JSON - JavaScript Object Notation
JSON-LD - JSON for Linked Data

LAN — Local Area Network

MVP — Minimal Viable Product

NCSC - National Cyber Security Centre
NDTP - National Digital Twin Programme
RDF — Resource Description Framework
SLA — Service Level Agreement

UI — User Interface

VirtualES — Virtual Energy System
WAN — Wide Area Network

XML - eXtensible Markup Language

Terms

Data producers: refers to entities that will share
their data with other entities via a data
sharing infrastructure.

Data consumers: refers to entities that will
consume data from data producers using a data
sharing infrastructure.

Message broker: software intermediary

that facilitates the communication and data exchange
between different systems by managing the routing
and delivery of messages. Similar to a postal

service sorting and delivering mail between senders
and recipients. This is done through pub/sub
messaging and data streaming.

Publish/subscribe (pub/sub) message

queue: messaging pattern where a publisher
generates messages for (many) subscribers through
a one-to-many data sharing system i.e. one
producer sharing to multiple consumers.

Tiger team: A team temporarily dedicated to
exploring what the task group should deliver.

Task group: A group orientated to deliver the
priorities set out by the Tiger team.

Data streaming: continuous and near real-
time transmission and process of data in a
sequential and time ordered manner.

Container/containerisation: lightweight, isolated
and portable software packages that encapsulate

an application along with its dependencies,
enabling consistent and efficient deployment across
different computing environments.

Cross-sector data preparation node: containerised
software application that can be deployed by
organisations to prepare their data for sharing through
data standardisation, adding security controls and
publishing through approved APIs and data brokers.

Sector-wide trust framework: defines, implements
and governs the legal and identity rules that ensures
regulated and reliable data sharing. Users can set the
data licensing and legal terms for data usage through
the trust framework. This establishes the user's
confidence, right, and legality, where required, to
share data between parties.

Sector-wide data sharing mechanism: facilitates
data sharing by providing the technology, security and
governance means for exchanging data.
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Delivery team

Delivery led by three domain experts over six months

The six-month feasibility study has been led and
delivered by Arup, in partnership with the Energy

Systems Catapult and the University of Bath.

* Arup: An employee owned, multinational
organisation with more than 15,000 specialists,
working across 90+ disciplines, with projects in over

140 countries and the mission to ‘shape a better
world’. Arup have extensive energy and cross-sector
digital expertise.

* Energy Systems Catapult (ESC): An independent,
not-for-profit centre of excellence that bridges the gap CAT
between industry, government, academia, and Enerav Svstems
research. Set up to accelerate the transformation of o
the UK’s energy system and ensure businesses and
consumers capture the opportunities of clean growth.

ESC are responsible for the Energy Data Task Force UNIVERSITY OF

(EDTF) & Energy Digitalisation Task Force (EDiT). B A‘ I |H

* University of Bath (UoB): One of the UK's leading
universities for high-impact research with a reputation
for excellence in education, student experience and
graduate prospects. Research from UoB is making an
impact in society, leading to positive digital futures,
improved health and wellbeing, and sustainable
energy futures.
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Feasibility study to define, scope and assess the need and scope of a data sharing infrastructure

Overview

This feasibility study is a crucial step in determining the
shape and delivery routes for implementing a sector-
wide data sharing infrastructure.

Therefore, to ensure success, over 100+ engagement
sessions were undertaken, guided by the principles of
being stakeholder-led, collaborative, and consultative.

* Stakeholder-led: across every milestone and the
various iterations of the data sharing infrastructure
definition, those stakeholders who can be directly
affected were actively engaged to help shape the
definition.

* Collaborative: rather than stakeholders being solely
recipients of information, they were encouraged to
participate in the study. This mindset ensured the
engagement sessions fostered a sense of ownership,
responsibility, and commitment to the outcomes,
leading to stakeholders wanting to be part of the
study.

* Consultative: validated and extensively tested the
definitions by seeking input and feedback.
Stakeholders were given the opportunity to express
their concerns, raise questions, and provide
recommendations.

Aims of the feasibility study

The overall aims of this feasibility study are to:

* Establish the needs case for an energy system
‘digital spine’ and its benefits to a smart,
flexible, decarbonised energy system; and

* Understand the potential scope of an energy
system ‘digital spine’, and the data infrastructure
required to deliver it, and the costs of scope options.

The Energy Digitalisation Taskforce (2022) defined two

concepts of “Digital Spine” and “Data Sharing Fabric”.

Following stakeholder engagement activities conducted
as part of this feasibility study, it was decided to move
away from these inherited terminologies. They caused
significant confusion and were unhelpful in articulating
and communicating the overall purpose.

Instead, to promote broader audience understanding, the
concepts are described through three functional steps:
Prepare, Trust, and Share (see Section 2.1).

These concepts are collectively referred to as a data
sharing infrastructure, and together enable a digital
infrastructure that allows the exchange of energy data in
a secure and interoperable manner.

Continuous stakeholder engagement

UNIVERSITY OF
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Definition of a digital spine

Reviewed and analysed the definition of a digital spine to outline the
problems, potential solutions, characteristics, and benefits

Stakeholder engagement

Conducted key stakeholders' interviews to review and improve on
the definition of a digital spine

Brainstorming potential use cases and user journeys

Through stakeholder-led engagement sessions, outlined 15 use cases
and prioritised 5 priority and day 1 use cases

Outlined constraints and dependencies

Assessed existing codes, licenses, and regulations that impact a data
sharing infrastructure

Outlined technical components

Outlined the functional components of a data preparation node, data
sharing mechanism and trust framework

Outlined delivery routes

Assessed and recommended potential delivery routes and
governance models for the data sharing infrastructure

3
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Summary of how a data sharing infrastructure would support the strategic needs of the energy sector

Overview

The energy industry must undergo significant change to
ensure the delivery of an affordable, resilient, net zero
energy system.

The future system requires the integration of large
volumes of low-carbon and renewable infrastructure
with a significant increase of assets and interactions
needed. The industry currently suffers from a lack

of data sharing which present challenges in the ability to
manage the increasing complexities of the future system.

The ability to ingest, standardise, and share data
between different actors and customers will be critical in
managing this and enabling:

* Lower overall system costs due to efficiencies

* The UK government meeting its strategic and legal
objectives around net zero

» A flexible and stable system that can manage the
increasing complexities of a net zero system

* An increased pace of innovation to support achieving
all the above

* Aresilient system with reduced risk of market failure.

Greater value offerings for the customers

As the energy system moves towards net zero the
way in which customers interact with the system is
set to dramatically change. With current ways of
operating this will incur significant costs to
customers. Customers need an affordable, trusted,
seamless energy experience with the necessary
controls and protections that maintain customer
experience. A data sharing infrastructure is critical
to the robust delivery of these solutions, ensuring
delivery of affordable energy to all.

Flexible and stable system

To achieve an affordable, resilient net zero energy
system, a whole systems view must be considered,
with numerous actors working in tandem to deliver
a flexible and secure network of assets.

To support the delivery of new markets assets
owners and operators must be able to easily move
their assets between different markets and service
providers. All of this can only happen through greater
use of data and technology. Without this there is a
significant risk of market failure and likely inability to
achieve resilience objectives.

Meet policy objectives

The UK government have set out a net zero
strategy and commitment to achieving net zero by
2050. To achieve this the UK must decarbonise its
current energy system by 2035, integrating large
volumes of low-carbon and renewable infrastructure
without compromising energy security or resilience.

The complexity of the future system means that
success can only be achieved through greater use
of data and technology. Without this, the UK risks
failing to meet its commitments.

Increased pace of innovation

To achieve an affordable, resilient, net zero energy
system significant innovation is needed. Innovative
solutions that create new commercial structures or
introduce more efficient ways to operate the
network typically require data from multiple sources.

The current siloing of data and lack of sharing
infrastructure means that barriers to entry for
innovators are high and innovation cannot happen at
the rate it is needed. A data sharing infrastructure
would support access to the data needed to drive this
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Need for a flexible and a stable system

The industry data sharing challenges identified through stakeholder engagement that a data sharing infrastructure would address

To diversify and decarbonise its energy production, the
UK will be heavily dependent on the ability, degree and
speed at which different energy datasets can be joined up
together so that is can be used between energy market
participants.

From enabling timely connection of new low carbon
technologies, to optimising millions of existing and new
energy and network assets from kW through GW scales;
or substantially cutting down wastes in renewable
curtailments and under-utilised flexibility to reducing
billions of annual network congestion and constraint
costs - data from multiple players across the energy
systems needs to come together in a way that minimises
effort required by all. To enable the scale of data sharing
required, the energy sector will need to overcome
commercial, legal, cultural, and regulatory challenges.

Three core problem areas have been identified through
stakeholder engagement that currently hinder this cross-
sector data exchange that needs to take place to facilitate
decarbonising the energy system and ultimately
achieving net zero.

A data sharing infrastructure would support the industry
in addressing these challenges. Additional discussion
and context can be found in Appendix B.

Problem:

Insufficient
data
interoperability

Problem:
No common

data sharing
practices

Problem:

No flexible and
scalable digital
infrastructure

Currently, joining and blending datasets remains a manual, inefficient and time-consuming
processes that requires extensive, domain-specific knowledge. These processes lead to
data silos, resulting in duplicated or misaligned data and information being available in
various formats or differing terminologies and standards. The overall lack of data
interoperability promotes information silos and information asymmetry and makes it difficult
to access and use the data when it is needed.

Currently, data sharing across the energy sector is managed and carried out on an
organisation-by-organisation basis. This has led to limited scalability, increased divergence
between datasets and variety of bespoke approaches. The lack of common sector wide
data-sharing practices (agreed set of procedures, processes, data licensing, handling
conditions, and mechanisms) for sharing data securely between organisations creates a
significant barrier to exchange of critical operational, financial reconciliation and price signals
needed to enable innovation, provide optionality for future policymaking, and reduce the
future system cost.

The data sharing infrastructure in the energy sector has been developed in an
uncoordinated manner across various entities and domains. Currently, this consists of a
landscape of singular initiatives that are implemented ad-hoc, typically through centralised
architectures that are usually closed-sourced, taking years of design and development, with
high costs. This unstructured approach has led to significant variations in sharing and
access to critical systems and data across different parts of the sector, creating high
financial and technical barriers to entry and curtailing the overall flexibility and scalability of
the system. This leads to the inability to meet the rapidly evolving data sharing needs.

10
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A data sharing infrastructure goes beyond solving key challenges faced by the energy, presenting significant opportunity to the UK

Increased pace of innovation

A real opportunity to bring energy organisations
across traditional boundaries, creating high impact
coalitions to undertake mission-critical energy
challenges from a whole-system approach

for achieving a range of benefits:

System operator provision of real-time information at
fine granularity to optimise whole-system operation

Flexibility providers e.g., distributed energy resource
to offer automated services

Market operators to enable transparent and cost-
reflective energy market/service products to
incentivise third parties to contribute to energy
balancing and/or system balancing

Infrastructure owners to achieve a high-level of
alignment in investment decision-making to
maximise strategic investment planning to reduce
connection queues and maximise the utilisation of
renewable energy

Key stakeholders including policy makers to explore
what-if scenarios to facilitate decision-making in a
highly dynamic environment.

Meet policy objectives

A Major energy market review has been undertaken by
the UK Government in the light of skyrocketing energy
prices and increased threats to energy security. The
review aimed to radically enhance energy security and
resilience and deliver affordable low carbon energy for
energy consumers for the long term.

The review outlined several reform options to address
affordability, security and sustainability challenges.

A research paper on Electricity Market Reform explored
the various options in further detail with experts from
economists, engineers, policy makers, including:

* Locational marginal prices to indicate congestions in
the system

» Market split to decouple electricity from gas prices

* Reform capacity markets to reflect flexibility

All of these reforms are dependent on whole-system,
granular information to indicate the surplus or shortage
of energy, availability of infrastructure networks, and
critically the visibility of flexibility across the whole
systems.

See Appendix B.3 for wider impact to policy objectives.

Greater value offerings for the customers

A data sharing infrastructure will:

*  Reduce project initiation cost due to reduced data
gathering requirements

*  Reduce access barriers for less experienced entrants
into supply chains through providing access data
that are currently not available to them increasing
competition, innovation and driving down prices

*  Reduced cost to customers through more efficient
systems with less network build

*  Reduce uncertainty around potential energy and
reflexibility resources from customers, network and
generation leading to risk reduction

*  Enable interdisciplinary research and innovation,
enhance visibility and facilitate better integration of
research and innovation to industry and policy
making.

*  Make the UK the first mover, with prospect of
providing a blueprint for unlocking the value of
data and digitalisation beyond the energy sector.

11
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Previous studies, consultations, and business cases for a data sharing infrastructure

EDiT Recommendations

EDIiT, between 2019-2020, engaged with over 270
organisations to summarise six clear recommendations
to support the transition to a future energy system. These
recommendations outlined the data sharing
infrastructure and governance needed to facilitate the
transition to a digitalised energy system.

The joint response from BEIS. Ofgem, and Innovate UK
supported many of these recommendations, and
proposed to take steps to explore the potential
opportunities and risks. This response included
recommending commissioning of this feasibility study.

A key recommendation is to ‘deliver interoperability’
through the development of public interest digital assets.
An important part of this is enabling the standardisation,
and sharing, of data between different actors within the
energy system.

Higher costs for customers

Without a data sharing infrastructure, the integration
among various fast-growing numbers of actors,
including customers, asset operators, and system
operators, will become expensive, leading to significant
increases in network congestion and constraints costs
over time. This, in turn, can result in a greater reliance
on flexible natural gas plants to meet domestic energy
requirements, ultimately hindering our net zero goals.

The following reports and publications highlight the
clear need for an energy system data sharing
infrastructure:

e Smart Systems and Flexibility Plan 2021

* Digitalising our energy system for net zero Strategy
and Action Plan 2021

* Energy Digitalisation Task Force 2022

* British Enerey Security Strategy — 2022

* Government response to EDiT — 2022

UNIVERSITY OF
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Feasibility study stakeholder engagement

This feasibility study was undertaken with a stakeholder
—led culture to ensure the delivery of a data sharing
infrastructure meets the diverse needs of sectors.
Recognizing this, the team conducted over 100
engagement sessions, reaching out to a myriad of
stakeholders spanning energy, government, academia,
heat, and other interrelated industries.

These sessions served as platforms for open dialogue,
allowing stakeholders to articulate their specific
requirements, potential challenges, and expectations.

These engagement sessions validated the needs of the
sector, as previously defined in the various initiatives,
such as EDiT, concluding an interoperable data sharing
infrastructure is required, and requires government
intervention for most efficient implementation.

See Appendix A for the list of organisations and
activities conducted to understand the needs of the
sector.

12
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Introduction to a data sharing infrastructure

Overview of the three key components that enable an ecosystem of data sharing

The Energy Digitalisation Taskforce (2022) defined two
concepts of “Digital Spine” and “Data Sharing Fabric”.

Following stakeholder engagement activities conducted Prepare Trust

as part of this feasibility study, it was decided to move
away from these inherited terminologies. They caused
significant confusion and were unhelpful in
communicating and articulating the overall purpose of
an energy system data sharing infrastructure.

Instead, to promote broader audience understanding, it is
described by the three functional components: Prepare, S X %,

Trust, and Share, as shown in the adjacent diagram. ::

9 sdin —
These concepts are collectively referred to as a data @™ @ > g @ g “© .
sharing infrastructure, and together enable a digital > m—
infrastructure that allows the exchange of energy data in .
a secure and interoperable manner. *e,

The data sharing infrastructure enables and fosters a
culture of data sharing in the sector by empowering
collaboration within the sector to co-define the rules,
and through the enabling infrastructure facilitating the
sector to compete on the game.

PREPARE NODE

Share

The Prepare, Trust, and Share functional components
are detailed over the following pages.

Prepare: a cross-sector data preparation node

Previously referred to as a Digital Spine. A node on
the organisation's own infrastructure that prepares
data into a minimum operable data standard (specific
to each data type and use case), and presents it
through standard APls, access and security controls.

There should be one consistent cross-sector version.

Trust: a sector-wide trust framework

Provides the definition, implementation, and
governance of the legal and identity frameworks. This
establishes the user's confidence, right, and legality,
where required, to share data between parties.

There can be more than one of these in the sector.

Share: a sector-wide data sharing mechanism
Previously referred to as a Data Sharing Fabric.

The connectivity layer and technology implementation
for the governance of access controls to data.

There can be more than one of these in the sector.

15
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Ecosystem of a data sharing infrastructure

A sector-led initiative with government support to develop and operate a data sharing infrastructure

The diagram shows a data sharing infrastructure in the context of sector actors collaborating on defining data sharing rules; thereby, enabling a market that can compete on
providing services to end customers, enabling faster innovation, and supporting the sector meet its net zero targets.

Enabling infrastructure

Prepare Standardise
data for sharing

Co-designs & develops the blueprint

= to aid the standardisation of data
for sharing
Policy Data sources
Enables verifiable implementation
Defines >
market needs T t Enables ThehseCtor compﬁtle(sj
Sector collaborates and rules N @ rus compliance otrr\‘ rto :. gha:f:‘:et:arle gf
on the rules Implements rules via directory, g y
\ b v data sharing
. . verification, and assurance. Systems Organisations
Academia Trade bodies —>
\ / I Enables compliant sharing
Share
Applications

Commercial actors Deploys and operates technical —
Provides market-

systems that enable aggregated wide technical
market-wide scale data sharing. services
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Prepare: a cross-sector data preparation node

Summary of the terminology used in defining the concepts

Cross-sector data preparation node

The cross-sector data preparation node allows each
organisation across the energy sector to deploy a
commonly structured component, referred to as a data

preparation node, as part of their own IT infrastructure.

This component allows an organisation to:

1.
2.

Control and specify the data they wish to share

Align and prepare that data to a minimum operable
data standard (specific to each data type)

Securely present the standardised data to the sector
through standard APIs, access controls, and security
procedures

These deployed nodes would be able to form a network
with organisations across the energy sector, and
ultimately across all sectors, all using and presenting
data to each other in a consistent approach.

It is considered that there should only be one consistent
cross-sector data preparation node to reduce the friction
and barriers to cross-sector data sharing.

Addressing a need

To enable a data sharing infrastructure, the data that is
transmitted between two or more actors needs to be
prepared and standardised against a set of rules.

These rules can be common standards, ontologies, and
taxonomies, or at a basic level common metadata.

In the current operating environment, despite the vast
amount of available data, joining and blending datasets
remains a manual, inefficient process that requires
extensive, domain-specific knowledge.

This challenge can be mitigated by fostering a culture of
sharing standardised data. When data is standardised:

» It allows for better collaboration, by enhancing the
trustworthiness of the data.

* It helps maintain the integrity of data as it is shared,
through common quality standards.

* It can support interoperability which can also reduce
overall system optimisation costs. Interoperable data
requires fewer translations, lower processing
requirements, and is less susceptible to errors,
ultimately leading to minimised operational costs.

UNIVERSITY OF

: A ;

i -

e} @ » DATA SHARING--3 ¢ S < .
D : .< MECHANISM € = (%

”””””””””””””””” + 300N 3YdIud

PREPARE NODE

data preparation node
! J
N

O > -

o ©.
.
-

[ Y J ( Y )\ J
1 2 3

17



UNIVERSITY OF

ARUP caapull

Contents = Why data sharing infrastructure? @ Whatis it? How to deliver it? Next steps  Appendix

Trust: a sector-wide trust framework

Summary of the terminology used in defining the concepts

Trust framework

A sector-wide trust framework defines, implements
and governs the legal and identity rules that ensure
reliable data sharing. Users can set the data licensing and
legal conditions for data, enabling user's confidence,
right, and legality, where required, to share. It includes:

* The process of agreeing to rules for data sharing in

Addressing a need

To enable a data sharing infrastructure, an appropriate
framework for trust is crucial to facilitate the exchange
of data between parties and stakeholders.

Currently, organisations use data sharing agreements.
These agreements help reduce risks associated to data

sharing by motivating the data producer to ensure the
data is accurate, complete, and up-to-date.

* An integration of process for enabling organisations =2

the data sharing mechanism,

to participate through a data sharing mechanism that They also es‘gablish gu idelinqs f or data P rivacy , security, s
can implement those rules and ownership - which are critical considerations when o ! : v
. . . . dealing with sensitive data. O @ ’ g [~ FRAMEWORK €~ f%
* The technical components required to codify the rules %
. . Without appropriate data sharing agreements, there is a .,
The development of trust framework is use-case driven, risk that parties share incorrect, incomplete, outdated "

but one trust framework can be applied to multiple use
case once implemented if the use cases allow for similar
contractual framework and identity management.

data, which can result in inaccurate simulations and
predictions, potentially leading to legal liability,
financial penalties and reputational damage for the
Also, It is considered that there can be more than one of parties involved.
these in the sector. For example, a ‘network’ instance, a
‘regulation’ instance, and a ‘privately’ owned and
operated instance. These would be designed from the

same blueprint, so would be architecturally identical.

PREPARE NODE

The trust framework aims to provide a scalable, and a
robust solution by providing organisations accurate risk '
profiles, common user attributes, identity management,

L . o and pre-negotiated agreements based on use case needs.
This will offer participants the flexibility to define a

trust framework that is best suited for their use cases and
associated commercial, legal and licensing policies. 18
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Share: a sector-wide data sharing mechanism

Summary of the terminology used in defining the concepts

Sector-wide data sharing mechanism

A sector-wide data sharing mechanism facilitates data
sharing by providing the technology, security and
governance means for exchanging data.

It enables the governance, security, and exchange of data
between the organisations. This is delivered by a host of
components related to security services, a trust
framework, data catalogue, system governance and data
exchange via message brokers and APIs.

It allows actors to:
1. Discover data shared by other actors

2. Securely request and pull the data of interest from
other actors through their data preparation node

3. Provide governance, and licencing definition and
brokerage

Once a request is granted then a stakeholder can
securely connect to the data preparation node of the
organisation from which they want data, then request
and obtain that data, securely with appropriate
assurances in place.

Like the trust framework, it is considered that there can
be more than one of these in the sector.

Addressing a need

To enable a data sharing infrastructure, an appropriate
mechanism is required to ensure secure, reliable, and
scalable method for moving data from the producer to
the consumer.

The current data pipelines in the energy sector have been
developed in an uncoordinated manner. Regulated
entities have typically tackled data sharing challenges by
implementing vendor-specific solutions, resulting in a
range of technologies and approaches being used.

This unstructured approach has led to significant
variations in sharing and access to critical systems and
data across different parts of the sector, creating high
financial and technical barriers to entry for many data
systems.

Therefore, establishing an appropriate technology
framework, commercial model, and governance
structure is crucial for the ongoing evolution of a data
sharing infrastructure.

This will ensure that data sharing practices and
interoperability initiatives are supported, and that
organisations are incentivised to develop and implement
supplementary functionality.

ARUP caapull

SHARING
MECHANISM

PREPARE NODE

Sector-wide data sharing mechanism
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Characteristics of a data sharing infrastructure

The high-level characteristics of a data sharing infrastructure

Overview

Based on the problem to be solved and the potential
recommended solutions, 12 characteristics were
identified for a data sharing infrastructure.

These were identified and validated through research,
stakeholder engagement, and sector collaboration.

The provide a view into the essential and non-negotiable
aspects for a data sharing infrastructure and consider
people, process, data, and technology.

The characteristics are summarised over the following
pages, with details descriptions given in Appendix B.4.

People and process

The six high-level characteristics identified that
consider people and process are:

» Fostering a culture of data sharing

» Hybrid architecture (centralised & distributed)
+ Collaborative

* Transparent operations

* Low barrier deployment

e Use case driven

Data and technology

The six high-level characteristics identified that
consider data and technology are:

» Data standardisation & interoperability
» Hybrid technology stack

+ Secure

+ Self-serve platform

* Reliable and performant

* Low integration overhead
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People and process high-level characteristics

The high-level characteristics of a data sharing infrastructure

Fostering a culture of data sharing

Fostering a culture is critical to ensuring that the
industry and others engage with and adopt a data sharing
infrastructure. It helps organisations broaden their
thinking beyond traditional business models and
individualistic objectives to understand the opportunities
presented by data sharing across the sector.

For this to happen, a culture of data sharing must be
established. This allows participants to develop the skills
and workforce characteristics required to interact
effectively with the data sharing infrastructure.

Transparent operations

For organisations and users to develop trust in the data
sharing infrastructure and, consequently, adopt it, a
collective understanding of the system, its direction, and
the reasons behind decision-making must be made clear.

Therefore, communication and decisions will be
facilitated through cross-sector engagement, like the
engagement during the feasibility study. This approach
will ensure that stakeholders appreciate the value being
created and understand how they can benefit from it.

Hybrid architecture (centralised & distributed)

Deployment of a hybrid data architecture, whereby the
data preparation nodes can be deployed in a distributed
fashion within each organisation’s environment (cloud,
on-premise, hybrid etc.), but some services associated
with the data sharing mechanism (trust framework,
security services, data catalogue, message brokers etc.)
remains centralised.

A distributed nature will mean that each organisation can
retain ownership of their data, but central components
can offer services pertaining to trust, security and
exchange to maximise usefulness and adoption.

Collaborative

The data sharing infrastructure is designed for the sector;
hence, any actions and decisions related to the data
sharing infrastructure should be taken collaboratively,
utilising existing digitalisation initiatives whenever
possible.

This approach ensures that maximum value is derived
from the delivery of these initiatives, fosters a
collaborative culture across the sector, and minimises
the risks of failure or the need for future investments to
realign potential solutions.

UNIVERSITY OF
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Low barrier deployment

As the development of the infrastructure begins, a low
barrier of deployment will be a key measure for
assessing different solutions. The solution needs to be
grounded in well-understood technologies, which can be
easily deployed and maintained.

Preferably, the underlying technology complexity should
be abstracted away from the users. Furthermore,
accompanying documentation and support will also be
available to enable organisations with less mature digital
skills and capabilities to engage effectively.

Use case driven development

Use case-driven development supports the design of a
system that focuses on what the user needs and,
consequently, what the system needs to do, rather than
how it is done. This approach ensures the data sharing
infrastructure meets user needs and remains focused.

Additionally, a use case driven approach facilitates
incremental development, enabling early realisation of
value through the delivery of the use cases, and provides
tangible information to help participants understand the
opportunities presented.
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Data and technology high-level characteristics

The high-level characteristics of a data sharing infrastructure

Data standardisation & interoperability

A data sharing infrastructure will be a critical vehicle for
achieving interoperability of energy data. This entails
developing a data preparation node that enables
organisations to provide their data in a way that
incentivises and facilitates its use. This approach ensures
that the data is described in a manner that supports
search and discovery.

Without standardisation and interoperability at its core,
the data sharing infrastructure would be redundant and
could potentially lead to market failure due to
misaligned data sharing.

Self-service platform

Adopting a self-serve platform design will help foster a
data-driven culture that promotes collaboration and
empowers organisations to provision and consume data
for decision making. This approach will result in a data
sharing infrastructure that provides organisations with
the appropriate components and techniques to prepare,
trust, and share their data.

The implementation should abstract technology
complexity away from the users, enabling a self-serve
data environment in which individuals can quickly and
independently obtain data in an accessible way.

Hybrid technology stack

To ensure the widest adoption, the development of the
blueprint data sharing infrastructure should be open-
source, but any given implementation for specific
components e.g. the trust framework, may not be.

The technology implementation for the MVP data
preparation node will be built using an open-source
software technology stack. This will foster collaboration,
eliminate risks of vendor lock-in, and enhance
accessibility by lowering barriers to entry. It will also
commercially incentivise actors to develop their own
modules and components to drive further innovation.

Reliable and performant

To minimise the risk of failure, development of mistrust,
and potential disengagement, data sharing infrastructure
will prioritise performance and reliability while
accommodating a variety of use-cases. Any development
will incorporate requirements related to reliability and
performance into the design, such as scalability,
performance, availability, and fault-tolerance.

The design will consider requirements for design
patterns (e.g., event-driven architecture), asynchronous
data sharing, and considerations around the user journey
and experience.
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Secure

A data sharing infrastructure will provide trusted, secure,
and resilient sharing of data. Therefore, it will adhere to
and align with international security standards and best
practices. This approach will secure and protect the data,
minimising vulnerabilities and building trust and
confidence among participants.

Finally, as the program progresses, core housekeeping
practices, regular testing, and resilience mechanisms will
be included as part of the wider governance of the data
sharing infrastructure.

Low integration overhead

The data preparation node will be easily deployable and
will seamlessly integrate with organisations' existing
data pipelines, platforms, and data stores. This is crucial
as a solution that requires significant change will create
barriers to adoption.

Furthermore, organisations with mature IT capabilities
can use their incumbent tooling to prepare their data,
then publish through the data preparation node’s APIs.
The node forms the blueprint for data preparation and
organisations may choose to use their internal tooling to

achieve this. ’
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Summary of findings from over 100+ engagement sessions

Main observations emerging from sector wide engagement

Meeting common objectives

A consistent theme observed through the stakeholder
engagement activities was consensus around the ability
of a data sharing infrastructure to effectively enable key
policy objectives, such as:

* Energy equity and affordability: enabling energy
that is affordable to consumers, keeping bills
affordable, assisting vulnerable customers and
reducing fuel poverty.

* Energy security: ensuring the UK is on a path to
greater energy independence, ensure reliability of
energy resources.

* Support net zero: supporting the economy through
the net zero transition.

* Economic security: supporting growth, innovation
and competition.

Emerging themes

Through the exploration of the use cases and stakeholder
engagement activities, several observations and themes
have emerged:

* A data sharing infrastructure should be equally a
technological and a governance initiative, so that it
can respond to the complex challenges around sharing
of data.

* A data sharing infrastructure that was confined to the
energy sector only would significantly risk the
creation of further siloes across sectors and future
abortive work.

* A data sharing infrastructure as an ecosystem for data
sharing across the energy sector should be as simple
as possible. It should avoid creating a barrier to entry
for data providers, particularly in the requirement
alignment to standards, and for actors with lower
digital capability and reporting.

The value of a data sharing infrastructure

Through stakeholder interviews it was observed that the
stakeholders found it difficult to clearly articulate the
value of a minimal level data sharing infrastructure in
relation to the problems they are trying to solve.

It was observed that stakeholders focused on the end
functionality needed to solve a specific problem.

For this reason, it is considered challenging to achieve
and understand the proof of the benefit of a data sharing
infrastructure if it is measured at a single use case level,
or on a use case by use case basis.

The value of a data sharing infrastructure is realised by
solving common challenges faced across several use
cases.

It is therefore recommended that a holistic approach for
benefits is used, which considered whether it is better to
solve each possible use case across the energy sector
requiring data sharing in isolation or whether it is more
effective to enable the missing foundational capability
across the sector as a whole.
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Potential use cases and functional requirements

Stakeholder-led approach to defining use cases, technical and delivery requirements

Stakeholder engagement

In total, 15 potential use cases were identified through
stakeholder engagement, and market research.

They aimed at finding potential use cases that helped
with the definition of a data sharing infrastructure and
met the overarching policy objectives.

The 15 initial use cases were prioritised through three
steps:

1. Eligibility criteria
2. Stakeholder preferences
3. Assessment against ‘additional considerations’

These steps prioritised five use cases. Details of these
steps are given in Appendix C.4.

The detailed use case analysis is in Appendix C.4.1.

Day 1 use cases

Five use cases were selected and prioritised for further
research. These were divided into two categories:

* Day 1 use cases — those use cases for which a data
sharing infrastructure could bring immediate value.
See Appendix C.5.1 for the detailed user journeys for
each use case.

* Use cases: Vulnerable consumers identification,
LAEP & coordination of local decarbonisation
planning, and electricity flexibility.

» Strategic use cases — those use cases that provide the
future strategic potential of a data sharing
infrastructure. Two use cases were identified in this
category. See Appendix C.5.2 for the detailed user
journeys for each use case.

» Use cases: Electricity market reforms — nodal
pricing, and sector coupling.

The day 1 use cases were detailed further to understand
the clear definition of how they would use a data sharing
infrastructure to achieve a particular goal.

See Appendix C.5 for further details.
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Functional requirements

In addition to identifying potential use cases, the
stakeholder engagement also highlighted the functional
requirements for a data sharing infrastructure.

The functionalities were broken down into three
considerations:

* MVP functionality: common capability for users to
carry out the data exchange across all use cases.

* Extended functionality: Potential capability, such as
use case specific needs, that could be addressed to
ensure better/effective sharing of data

* Enablers: Governance and process for users to
exchange and access data effectively.

Appendix C.2.1 details the user journey of the nine steps
a user takes when interacting with the data sharing
infrastructure. A summarised on the next page.

Appendix L details worked examples of two use cases
interacting with a data sharing infrastructure to outline
the differences between the MVP and the extended
functionality.
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Describing a data sharing infrastructure through a user journey

Outline of nine steps a typical user will undertake when interacting with a data sharing infrastructure

Interacting with the data sharing mechanism can be
described through a nine-step user journey, which is
based on the user needs identified in Appendix C.

The nine steps are summarised in the adjacent diagram.

1.
2.

Deploy data preparation node ]

Register with data sharing
mechanism

Identify data for sharing
Connect data source to node

Align data to minimum
operable standard

Publish data for sharing

Search for data
Review and request access
Access the data

Activities pertaining
to provisioning data
for sharing. These
are the activities an
organisation will
perform to prepare
and publish their
data for sharing

Activities pertaining
to a data consumer
accessing the data
provisioned by a data
producer in step 1-6

Detailed descriptions of the steps are in Appendix G.1.
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Technical requirements of a data sharing infrastructure

The technical requirements and functionality of the data sharing infrastructure and the minimum viable product (MVP)

As summarised in Section 2.1, a data sharing

infrastructure is an approach to enable data sharing \)0\0‘6 : ﬂ‘::, 5
across a sector amongst several organisations or ,bq,’é 1 5 [
participants. It consists of three components: \é‘ |'c R

. = o
* Prepare - A cross-sector data preparation node é&g oM L oL =

. o\

* Trust - A sector-wide trust framework mé\
* Share - A sector-wide data sharing mechanism g

To enable the secure, interoperable and effective sharing
of data, these three components need to deliver a variety

of functionalities and services. .
--------- Security —_—————————

The constituent functionalities and services are  Qrganisation A1 services :
. . . 1
summarised on the following pages, alongside a I : Dalas
. . . N . Wl preparation Trust framework preparation [
technical user journey to describe a user’s interaction 1 w !
1
1
1

. . node N node
with a data sharing infrastructure. N Data Use case
--------- \\ catalogue | specific tools S

Further details on the technical requirements are given in
Appendix G. . Management node ,
7
7

Prepare

Trust

node
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Functional components of a data sharing infrastructure

Diagram of the functional components of a data sharing infrastructure

ARUP caaputl

A data sharing infrastructure consists of several functional components. Each of these components are detailed on the next page using the numbers in the diagram below.

Data Preparation Node Q

APl/connectors
Security controls
Message broker
Datastores
User Interface
ETL

APl endpoints

Data Sharing Infrastructure

Data Sharing Mechanism

Management Node @

System monitoring
Data management Administration

Node health & monitoring System support

Trust Framework

Identity management Role management

Data usage policies User certification

Legal T&Cs Registration

System Governance @

Data Catalogue @

Metadata standards

Metadata repository

Security Services @

Entity security
Communication security
System security

Data Exchange @

Message brokers

APl endpoints

Use Case Specific Tooling @

Inter-platform service
catalogue

Visualisation

Digital twin models

Prepare

Trust
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Functional components of a data sharing infrastructure

Description of the functional components of a data sharing infrastructure

The following functional component descriptions
correspond with the numbers on the diagram on the
previous page.

Further details on the technical requirements of the data
sharing infrastructure are given in Appendix G.

X. Organisation: Organisations deploying a node will
require a deployment environment (cloud, on-
premise, hybrid) to deploy the node.

Their datastores will need to connect to the node for
the transformation and publishing of data, and they
will need identity management services for internal
security authentication and authorisation for their
users.

A. Data preparation node: The containerised
application node with a set of components to enable
the standardisation and publishing of data.

A high-level design is provided in Appendix G.1.

Al. Management node: Performs health & monitoring
for data preparation nodes across a data sharing
infrastructure and performs data management e.g.,
reference data management.

B.

C.

Cl1.

C2.

Trust framework: Provides the technology and
legal functions to ensure assurance and compliance
when exchanging data between nodes and actors.

This includes the technology elements such as
identify management, role management, registration
portal, and the legal elements such as data usage
policies, legal conditions, and certifications.

Data sharing mechanism: provides a range of
security, governance, cataloguing and data exchange
services to enable sharing of data between nodes.

System governance: Governance of the data
sharing mechanism including administration,
monitoring of data and system use, and system
support.

Data catalogue: Provides the metadata repository to
host metadata in required standards to enable search
by organisations.

C3.

CA4.

Cs.
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Data exchange: Provides the tools to facilitate the
transmission of data between nodes. This includes
API endpoints and message brokers i.e., data
streaming and publish-subscribe sharing.

Schema assurance is also used to validate and
check for schema conformity when data is
published and consumed across the nodes.

Security services: Security controls and techniques
to facilitate the secure sharing of data across nodes.
This includes entity security, communication
security and system security.

Use case specific tooling: tools and applications
offered by the data sharing mechanism to deliver
specific use-cases e.g. digital twin models
marketplace to share digital twin models, and
visualisation and analytical tools, and an inter-
platform service catalogue for additional
interoperability services.
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Blueprints: enabling a cross-sector data sharing ecosystem

How a data sharing infrastructure can enable a cross-sector data sharing ecosystem

Approach

The development of data sharing infrastructure within
the energy sector can be done in two complementary
ways to enable a cross-sector infrastructure:

* Blueprints: The template or design pattern of the
data sharing infrastructure components. These would
include the architectural diagrams, specifications,
processes, and standards that need to be adhered to
for anyone to build any of the components of the data
sharing infrastructure in a compliant way that is
interoperable with other instances of the blueprints.

* Development of components: The technical
implementation of those blueprints through the
creation of components. It can represent
demonstrating the technology readiness level of a
data sharing infrastructure, provide the market with
an ‘early adopter’ of the solution and in the long run
represent the implementation of an ecosystem of
interoperable components underpinned by the
blueprints.

Setting the data sharing infrastructure up in this way
ensures successful development of an energy sector data
sharing ecosystem that can knowledge disseminate with
future cross-sector data sharing ecosystems.

Blueprints

Blueprints for a data sharing infrastructure will be
broken down into its functional parts.

It is considered that, at a minimum, the blueprints will
comprise of the data preparation node (prepare), trust
framework (trust), and data sharing mechanism (share).

This feasibility study identified functional requirements
for the data sharing infrastructure (see Section 3.1).

Whilst the functional requirements identified were
underpinned by energy sector use cases and user
requirements, they were developed with the intention of
being sufficiently generalisable that they could be
adopted by any sector looking to develop a data sharing
infrastructure.

This was done with the intention of supporting cross
sector collaboration, interoperability of data sharing, and
delivery of maximum value from the effort expended.

Development of components

Developing the components provides the
implementation for a data sharing infrastructure by
delivering the functional capabilities outlined in the
blueprints. This represents the development of capability
to build a data sharing infrastructure around a chosen use
case, such as electricity flexibility, that can demonstrate
usefulness for the sector.

The components could be developed as part of the
organisation which is also delivering the blueprints.
These components can then be iterated and validated
against the design specification for a specific use case.

The development and implementation of the components
may be different for each one; for example, the data
preparation nodes will have an open-source delivery, but
other components such as the trust framework may not.

The aim is to develop the components by using the
blueprints. This will create the required capability for
adoption. Coupled with this is the aim to accelerate the
technology readiness level of the capability across the
sector, and in the future, across other sectors.
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Cross-sector data sharing ecosystem

A data sharing infrastructure could facilitate cross-sector connectivity

As the data sharing infrastructure blueprints are
developed and validated, the energy system data sharing
infrastructure can grow to be part of a wider WATER DATA
connectivity ecosystem spanning across multiple sectors et
(such as water) or other connected digital twin

ecosystems (such as CReDo).

Its distributed implementation across each
organisations enables the consistent cross-sector data
preparation node to connect and share data through [——
multiple data sharing mechanisms, enabling a wider CREDO DATA
system-of-system connectivity. - .
" .y
To achieve this, the blueprint of the cross-sector data et :
preparation node should be managed and maintained & ,’.
by an appropriate national-level entity, and then o 0
consistently used by each sector to provide the blueprint . /’_‘
of their sector-specific implementation. . /
[ ]
This blueprint approach provides flexibility to S ARING - | EN:::;EQTA ' :
accommodate sector-specific needs and requirements, on FRASTROCTORE . LB Ta ) N
top of a common architecture design. See Appendix I for .-‘ / N
further details on governance. ., — ’.'gﬁ’
l;.. R . (;?'D
%, ., . " .
Connectivity into a wider Y% "tsaaanss®

cross-sector ecosystem
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Delivery pathways of a data sharing infrastructure

An overview of the high-level delivery assessment undertaken to determine the recommended delivery routes

A pathway is defined as a selection of options for the
implementation and steady-state phases for all three
aspects of the data sharing infrastructure.

Through stakeholder engagement, and subsequent
prioritisation, four delivery options were identified for
the implementation phase and five delivery options were
identified for the steady-state operation phase. These
delivery options are summarised to the right, with
descriptions for each given in Appendix H.1.1.

Each of the functional components were evaluated
against these potential delivery options, using various
socio-technical criteria, to determine which

pathways are most likely to be successful. See Appendix
H.2.

There are potentially many different pathways to deliver
a data sharing infrastructure, each with its own benefits,
disbenefits, and considerations. The consortium selected
a set of plausible of candidate pathways for further
analysis. The highest scoring pathway outlined on the
next page, with further details given in Appendix H.3.

Additional work is required to assess the viability of a
pathway and select a delivery route that aligns with
sector policy requirements. Potential delivery routes,
considering delivery pathways, and governance is
outlined on Section 3.5, and Appendix K.

Implementation phase

The delivery lifecycle encompasses the series of
stages and processes involved in bringing the
functional components from conception to
implementation.

It typically begins with requirements gathering and
analysis, followed by design and development,
testing and quality assurance, and deployment.

The identified delivery routes include:

* Option 1A: Independently-led industry
consortium

* Option 1B: Publicly-led development
* Option 1C: Technology provider builds it

» Option 1D: Directly procure an existing solution
and/or services from an organisation with
relevant experience

Steady-state operation phase

Once the functional components has been deployed
and all major development and implementation
activities are completed, it enters the steady-state.

During this phase, the focus shifts from active
development to maintenance and support activities to
ensure the functional component operates smoothly,
meets performance expectations, and remains
reliable for its users. This phase involves activities
such as monitoring, bug fixing, performance
optimisation, security updates, and user support.

The identified delivery routes include:

» Option 2A: Solution given to an energy sector
strategic entity

« Option 2B: Solution given to a national-level
strategic entity

+ Option 2C: Solution given to an energy sector
operational entity

* Option 2D: Create a commercial agreement to
support operation, maintenance, and further
development of the solution

* Option 2E: Solution owned and operated by a
private entity
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High-level assessment of the potential delivery options

Summary of the high-level assessment of the potential delivery options for the three functional components of a data sharing infrastructure

High-level assessment results

The adjacent table summarises the results of the high-
level assessment, with the details of each assessment

given in Appendix H.

The cells highlighted in the table are the delivery option
with the highest score for each of the lifecycle phases
and functional components. From this high-level
assessment it was observed that there is not a single
option that applies to all functional components within a
lifecycle stage.

The highest scoring pathway, a selection of options for
different functional components, has been developed
further in Appendix H.3 to understand the operating
model, delivery timelines, and potential costs.

The proposed governance models for each lifecycle
phase is given in Appendix 1.2.
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Functional components

Delivery option Data preparation  Data sharing Trust
node mechanism framework

g Option 1A: Independently-led industry consortium ° °

£

g Option 1B: Publicly-led development

>}

g Option 1C: Technology provider builds it

= . . .

g Option 1D: Directly procure an existing solution and/or R
services from an organisation with relevant experience
Option 2A: Solution given to an energy sector strategic R R
entity

=

] Option 2B: Solution given to a national-level R

g strategic entity

; Optiop 2C: So'lution given to an energy sector

% operational entity

-§‘ Option 2D: Create a commercial agreement to support

kS operation, maintenance, & further develop the solution

)

Option 2E: Solution owned & operated by private
entity

The assessment conducted are the view of the consortium, and further stakeholder
engagement, considerations and needs review is recommended (see Appendix O).
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Highest scoring implementation pathway for each functional component

A delivery pathway for the implementation of a data sharing infrastructure

Prepare: Data preparation node

An independently-led industry consortium (Option
1A) is the highest scoring option.

Justification

An independently-led industry consortium has the
benefit of selecting partners who are likely to share
knowledge and bring their own skillsets to offset
any gaps.

This option scored highly for the right skillset,
social value (due to their ability to distribute
learnings), adoption (by ensuring high stakeholder
engagement to capture industry views), and
mitigating monopoly risk (through their ability to
design and set up tools to prevent vendor lock-in).

See Appendix H.2.1 for more details.

Trust: Trust framework

An entity responsible for the data sharing mechanism

directly procures an existing solution and/or services
from an organisation with relevant experience (Option
1D) is the highest scoring option.

Justification

This option scored highest in terms of timeline,
cost, skillset, and governance because of the
organisation's ability to leverage previous similar
projects in the energy sector.

An existing framework will provide a common
ground for stakeholder engagement to ensure high
adoption for feature development, and high
alignment for outlining the trust and assurance
guidelines.

See Appendix H.2.3 for more details.

Share: Data sharing mechanism

An independently-led industry consortium (Option
1A) is the highest scoring option.

Justification

An independently-led industry consortium has the
benefit of selecting partners who are likely to share
knowledge and bring their own skillsets to offset
any gaps.

The consortium can be flexible to adopt to changing
regulatory landscape and government
requirements; therefore, has scored highest when
assessed against all four options.

However, a key risk associated with this option is
the longer time required for the consortium to reach
agreements for collaborative work, mitigating
monopoly risks, and ensuring the incorporation of
industry views.

See Appendix H.2.2 for more details.
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Highest scoring steady-state pathway for each functional component

A delivery pathway for the steady-state operation of a data sharing infrastructure

Prepare: Data preparation node Trust: Trust framework Share: Data sharing mechanism

Solution given to a national-level strategic entity Solution given to existing energy sector strategic

Solution given to existing energy sector strategic
(Option 2B), such as the NDTP, to be responsible for the  entity (Option 2A) because the trust framework is a

entity (Option 2A).

blueprints for its cross-sector remit.

Justification

The 'prepare' node has a cross-sector adoption
requirement, Therefore a national entity is
necessary for proper governance because of its
ability to access relevant stakeholders and ensure
broader cross-sector adoption. A sector-specific
will not have the responsibility or mandate to
engage other sectors; whereby, a national entity
can have said responsibility.

See Appendix H.3.1 for more details.

specialised functional component which requires
extensive sector-specific engagement.

Justification

This option is assumed to be closely linked to the
'share' component; therefore, long-term operations
should also align with the entity operating the data-
sharing mechanism.

This component will not rely on vendor-specific
technology, making it easier for the sector entity to
manage long-term operations and maintenance.

See Appendix H.3.3 for more details.

Justification

A sector-level organisation is necessary due to
sector-specific needs and requirements. This
includes sector-specific ontologies, CNI security,
and use case specific tooling.

This component will require high stakeholder
engagement for BAU activities to ensure high
adoption across the sector.

Ensuring high adoption is a key need to realise
major benefits the data sharing infrastructure can
enable.

See Appendix H.3.2 for detailed outlines of the
operating model, and timelines.
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Other considerations for evaluating potential pathways

A delivery pathway for the data sharing infrastructure

Overview Cost considerations
In addition to the proposed delivery pathway there are The cost ranges for the various functional components of
additional delivery reflections to be considered. a data sharing infrastructure are considered a class 5

o o ) estimate, with uncertainty range of +100% or -50%.
A decision on these will inform the requirements for

procurement and underpin the implementation and The cost ranges summarised are derived from and
steady-state operating model and future success of the correlate with open data available from previous
data preparation node. government-funded projects, and the consortium's
) experience from previous completed similar digital

These reflections are: projects.
* Build or Buy: The design and delivery of.the‘ data Therefore, the costs range contains uncertainty, and are a

standardisation infrastructure from first principals or value judgement that is subject to change as new

the use and customisation of existing solutions to act information becomes available. Further details

as the foundations. See Section 3.3.3 for review of assessments are needed to reach a class 1 or 2 estimate.

existing initiatives.
Such historical prices provide an initial estimate, but

* Public or Private: The provisipn of ownership ofthe  fyrther detailed cost estimate are dependent on the
data preparation node to a public or private following requirements:

organisation. See Section 4.1 for review for potential
government intervention

Delivery pathways
Detailed outline of the MVP technology

* Open or Proprietary: The data preparation node
could either be open source and freely available in * Scale of implementation
design or proprietary such that it is owned by one
organisation only. See Section 2.2 for considerations
on ensuring wider accessibility.

Use cases

The MVP implementation of the data preparation
node, encompassing the, sharing, or transformation of
data, is expected to be £1m-£3m, depending on the
complexity of design, procurement pathway, and future
improvements. While the potential steady state costs can
cost £2m-£4m per year.

The MVP implementation of the trust framework, to
ensure security, and compliance, is anticipated to cost
£2m-£6m, reflecting the complexity of enabling
scalable, and codifying the various legal terms and
conditions, identity management, and security controls.
While the steady-state costs would be minimum £2m
per year.

The MVP implementation of data sharing mechanism,
the engine that facilitates seamless data sharing, is
estimated to be £10m-£20m. While the steady-state
costs would be minimum £18m per year.

Therefore, the overall investment for implementing an
MVP of an energy sector data sharing infrastructure is
projected to be £13m-£29m. While the steady-state
costs would be minimum £22m per year.

These costs do not account the income generated from
licensing, exporting technology, and other enabling

innovation.
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Governance of a data sharing infrastructure

Characteristics of the overall approach for data sharing infrastructure governance routes

Overview

Governance of a data sharing infrastructure needs to
clearly define the overarching outcomes it wants to
achieve by setting itself a specific remit and set of
functions.

For a data sharing infrastructure to enable the exchange
of energy data in a secure and interoperable manner
through the provision of a minimum layer of digital
infrastructure, it is considered that the best suited
structure is one that brings:

* Transparency and openness — brings visibility to its
operation to enable trust and adoption across different
market’s participants.

* Accountability — provides clear definition of
responsibilities and party responsible for each
governance function and avoid conflicts of interest.

* Legitimacy — assures the endorsement of a data
sharing infrastructure as a sector wide common
digital infrastructure.

* Responsiveness — enables adaptation to future
challenges, opportunities and stakeholder needs.

Further details are given in Appendix I.

Governance models

Several potential governance models were identified,
and then evaluated and tested with cross-sector
stakeholders (see Appendix A.1).

Models were developed for the implementation and
steady-state operation phases of a data sharing
infrastructure, as it is considered that separate
governance approaches are required for the two lifecycle
phases because of their distinct requirements.

These lifecycle stages are outlined over three distinct
time horizons, representing the necessary time required
to establish capabilities and potentially enact primary
legislation to create new sector wide entities:

* Implementation (2024-2026)
* Interim-state (2026-2030)
* Steady-state (2030+)

The implementation (2024-2026) time horizon is
summarised on the next page

The interim-state (2026-2030) and steady-state (2030+)
time horizons are detailed in Appendix 1.2.

Summary of implementation (2024-2026) governance

The below activities are detailed further in Appendix I.

* Through the delivery of an implementation phase
described in Section 3.2, a Data Sharing
Infrastructure Task Group would be established (see
Appendix 1.2). This would have the appropriate
secretariat, terms of reference and funding
mechanisms to develop the data sharing infrastructure
blueprints, and technical MVP.

* During this period, the relevant roles and
responsibilities of the Data Sharing Infrastructure
Task Group can be handed over to the Energy Data
Sharing Infrastructure Operator as and when that
entity becomes technically capable to take on the
responsibility.

* Concurrently Ofgem could, through the RIIO3
process, update the digitalisation licence condition
(9.5) to compel licensees to engage with the data
sharing infrastructure and create guidance around the
use of the blueprints to develop capability (as done
with Data Best Practice).

This amendment to the licence condition could have a
date from when it applies to align with ED3 licence
conditions, so all networks have the same amount of
time to be ‘ready’ for the requirements. 44
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Implementation phase governance (time horizon: 2024-2026)

Governance of a data sharing infrastructure during implementation

The diagram outlines the proposed governance of a
data sharing infrastructure during the
implementation phase. The proposed approach is for
a co-development of both the data preparation nodes
and data sharing mechanism, and the direct
procurement of a trust framework solution from an
organisation with relevant experience.

This approach enables government and industry to
select and deliver a high priority use case, either
taken from those detailed in the use cases, or
elsewhere. The governance shows two possible
consortiums, one focussing on the development of a
data preparation node, and the other on the
development of the data sharing mechanism. These
delivery entities are interchangeable, depending on
the delivery route selected.

During implementation it is recommended that there
is a Data Sharing Infrastructure Task Group
established with the specific remit to fund and
accelerate the development of the data sharing
infrastructure on behalf of the energy sector. This
should be in support of the objectives of the National
Digital Twin Programme, and to drive adoption.

Further details are given in Appendix [.
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Alignment with other data sharing infrastructure initiatives

High-level review of existing digitalisation initiatives and their interaction with an energy system data sharing infrastructure

Complementary initiatives

A review of the existing energy sector and cross-sector
digitalisation initiatives highlighted the close alignment
to, and agreement with, the objectives of establishing an
energy system data sharing infrastructure.

These initiatives including the following:

* Energy networks data sharing portals

* Ofgem’s future of distributed flexibility

* OneNet

* CReDo (Climate Resilience Demonstrator, DT Hub)
* Market Wide Half Hourly settlement programme

* Smart Meter Data Repository

* Smart Meter Internet of Things

* Energy Data Visibility Project

It was concluded that four of the existing energy sector
and cross-sector initiatives have very close alignment
with the functional requirements of the proposed data

sharing infrastructure. These are summarised in the
adjacent boxes.

Further details on all initiatives are in Appendix J.3.

National Digital Twin Programme (NDTP)

NDTP is directly run by the UK Government, in
collaboration with industry and academia.
Telicent were commissioned to deliver the
technology aspects of the Isle of Wight
demonstrator using their 'CORE' platform.

One feature of CORE is an open-source tool on an
organisations own IT infrastructure to ingest raw

data, cleanse and transform it to a specific standard.

This is functionally like the data preparation node.

Open Energy

Open Energy provides a data catalogue, trust
framework, and governance model to facilitate
secure data sharing and access controls through a
‘broker' model.

Open Energy could allow organisations to register
their identities and connect to a data preparation
node through the Open Energy Trust Framework,
where specific actors may already have the correct
permissions to enable them to consume data from
a data owner's data preparation node.

Virtual Energy System

The Virtual Energy System aims to enable the
creation of an ecosystem of connected digital twins
of the entire energy system of Great Britain. This
has functionality like a data sharing mechanism and
has many common high-level components.

A data preparation node would provide the sector
with the correct tooling to enable preparation and
standardisation of data, which could then be shared
through the Virtual Energy System.

Automatic Asset Registration

The automatic asset registration programme (AAR),
is a NZIP-funded feasibility study, aiming to support
the development of an automated secure data
exchange process for registering small-scale energy
assets and collecting and accessing their data.

The data intended to be captured and sharable
through AAR is of high value to the flexibility use
case detailed in Appendix C4. The AAR would be a
key data provider in an energy sector data sharing
infrastructure
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Routes to enable a data sharing infrastructure

Summary of routes available to the government for intervention

A route is defined as a selection of a pathway, a
governance structure, and a review of existing related
programmes nationally and in-sector.

Establishing a data sharing infrastructure involves
evaluating a spectrum of routes, each offering
advantages and potential challenges. These routes are
designed to address diverse sector and policy needs.

Importantly, they are not fixed choices. Government or
sector can transition between these routes, although the
costs of switching varies.

Deciding on the most suitable route involves a nuanced
evaluation of factors like adoption, vendor lock-ins,
scalability, integration complexity, and the potential
switching costs associated with each route and when a
switch takes place.

While there are many pathways for the delivery and
governance of the data sharing infrastructure, the six
options summarised in the adjacent box and detailed on
the subsequent page were considered to account for the
and represent the majority of the pathways.

Further details are given in Appendix H, Appendix I,
Appendix J, and Appendix K.

Two categories of possible routes

There are two categories of possible routes, each with
three options:

1. National and sector specific programme
alignment driven by government

These routes focus on the delivery of the enabling
infrastructure through a collaboration of national and
sector programmes, enabling effective cross-sectoral
knowledge dissemination, optimal use of
government funds, and reduces the risk of
duplication.

These routes are focused on aligning existing
initiatives discussed in Section 3.3.3.

2. Sector specific procurement of relevant
capabilities required to deliver a data sharing
infrastructure MVP

These routes focus on the delivery of the enabling
infrastructure through a sector-specific lens,
enabling greater oversight by the sector entities, and
industry partners.

These routes are focused on selecting one of the
pathways outlined in Section 3.3.1 while evaluating
the need to aligning existing initiatives.

Findings are the view of the consortium and are not official government policy

UNIVERSITY OF

ARUP caapull

Route 1 - National and sector specific
programme alignment driven by government

* Route 1A: Government encourages alignment of
on-going programmes

* Route 1B: Government assigns staff to ensure
alignment of on-going programmes

* Route 1C: Government assembles a “tiger-team”
to align programmes to define long-term
governance

Route 2 - Sector specific procurement of
relevant capabilities required to deliver an MVP

* Route 2A: Government funded innovation of a
data sharing infrastructure

* Route 2B: Government mandates a sector
strategic entity to deliver a data sharing
infrastructure

* Route 2C: Government assembles a “tiger team”
to roadmap enablement of a mandated task group
to oversee delivery of a data sharing
infrastructure
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National and sector specific programme alignment driven by government

Further details of each route are given in Appendix K

Route 1A: Government encourages alignment of on-
going programmes

A no-regret scenario. Government reviews the outcomes
of this feasibility study and acknowledges the core
components of the data sharing infrastructure can be
fulfilled by the Virtual Energy System, Open Energy and
the National Digital Twin Programme. It encourages
those programmes to collaborate, with their buy-in, to
implement the energy sector data sharing infrastructure.

* Virtual Energy System and Open Energy
collaborate to develop the data sharing mechanism
and trust framework

* CORE as part of the National Digital Twin
programme provides the data preparation node

In this route industry is given ownership of developing,
testing, and implementing the data sharing
infrastructure, but has government acknowledgement
that encourages these programmes to collaborate, but the
programmes are not mandated or procured to do so.

Route 1B: Government assigns staff to ensure
alignment of on-going programmes

Government acknowledges the role of the NDTP to
support the energy sector in developing the data sharing
infrastructure.

A tiger team (~2-4 people) is formed by DESNZ/Ofgem
to provide the programme/project leadership and
management for accelerating the development of the
MVP of the data sharing mechanism and its integration
with CORE/NDTP. This team can support the
programme in removing financial, technical, and
governance hurdles.

This team could sit within DESNZ/Ofgem or be
seconded into the NDTP team. Irrespective of their
location, they would maintain strong alignment,
communication, and collaboration between NDTP and
this team.

A key difference between route 1B and 1C is the lack of
long-term governance. The tiger team in this route will
focus on delivering the MVP for the sector.

Findings are the view of the consortium and are not official government policy

Route 1C: Government assembles a “tiger-team” to
align programmes to define long-term governance

This route considers NDTP and energy sector
collaborating, and, in parallel, becomes a first mover to
explore sector-specific implementation instance.
Thereby, government recognises the need for a task
group to support future governance requirements.

Government assembles a “tiger-team” to understand and
scope:

* How the energy data sharing infrastructure task
group would work in practice. For example, the
roles and responsibilities, size, membership,
decision making powers, ability to procure (this
aligns with an area of further work identified by
the digital spine feasibility study)

* The technical integration of NDTP and VirtualES.
It would oversee/conduct a detailed study into the
technical architecture with the support of the
relevant programmes.

* Understand and deconflict any sector-specific
requirements or work required to enable the data
sharing infrastructure. For example: technical
requirements relating to regulatory obligations,
conflicts between existing in-sector initiatives.
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Sector specific procurement of relevant capabilities

Further details of each route are given in Appendix K

Route 2A: Government funded innovation for a data
sharing infrastructure

Government, through innovation funding (e.g., NZIP,
SIF, NIA), directly procures the relevant organisations
required to deliver a data sharing infrastructure, as
outlined in the delivery routes and holds responsibility
for its successful delivery.

To support the delivery of the data sharing infrastructure,
government assembles an advisory group of sector and
government subject matter experts to evaluate, inform,
and support the development of a data sharing
infrastructure.

Procurement could happen individually for each aspect
of the data sharing infrastructure or as a whole.

See Appendix H for the proposed delivery pathway, and
summary of other delivery options to enable data sharing
infrastructure.

This route does not consider existing initiatives but
focus on procurement of an MVP as a competitive
tender process.

Route 2B: Government mandates a sector strategic
entity to deliver a data sharing infrastructure

Government mandates existing sector programme(s) to
deliver the whole enabling infrastructure.

The most likely example of this would be the
government supporting ESO to deliver the Virtual
Energy System. The support can come in forms of:

* Assembling an advisory group of sector SMEs. i.e.,
brings different actors together for feedback on
technology and data.

* Financial support from existing innovation pots or
other means.

* Debottlenecking regulator challenges, where feasible.

Government leaves the delivery, testing, and
implementation to the programmes with minimal

oversight on day-to-day operations, but retains control of

the IP for public good, and future commercial benefits.

This route leverages existing initiatives funded by the
sector, for sector needs, and assumes government
procures aspects of the data sharing infrastructure that
are not yet designed.

Findings are the view of the consortium and are not official government policy

Route 2C: Government assembles a “tiger team” to
roadmap enablement of a mandated task group

Government assembles a “tiger team” to roadmap the
enablement of a mandated task group. The roadmap will
detail the governance structure, roles and
responsibilities, and ways of working requirements.

The task group formed with industry subject matter
experts delivers the MVP functionalities. It can, for
example, mandate Virtual Energy System by ESO or
directly procures the required technology, ensuring
delivery meets the requirements as identified in this
study, while also, implementing a sector level
governance structure for further development and
innovation. The two parallel paths:

* Assemble a “tiger-team” to understand and scope:

* How the energy data sharing infrastructure task
group would work in practice.

* What the tasks of the task group would be.

* Understand and deconflict any sector-specific
requirements or work required to enable the data
sharing infrastructure

Assemble a “task group” to select a ‘pathway’ to
deliver the data sharing infrastructure, as outlined in

Appendix H.
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Potential funding mechanisms

Summary of potential funding mechanisms available to the government for the development of a data sharing infrastructure

There are several funding mechanisms that are available
for the government to use to develop an MVP of a data
sharing infrastructure.

These routes could include:

1. Innovation funded

2. Treasury funded

3. Price control re-opener funded

4. Industry funded (non-regulated entities)

Routes 1 and 2 are ultimately derived from government
funding. Routes 3 and 4 are is borne by consumers and
industry respectively.

Route 4 requires further sector engagement to
understand the industry's willingness to fund or invest in
the development of a data sharing infrastructure.

Innovation funded (e.g., NZIP/SIF/NIA)

Innovation funding could be used to develop an
MVP. Each fund has specific eligibility criteria, and
varying timescales, oversight/governance
requirements, and expectations.

Using innovation funding could result in the sector
considering a data sharing infrastructure as
‘innovation”, rather than a key sector enabler.

Price control re-opener funded

'Reopeners exist to respond to changing needs of
the energy system. If DESNZ and Ofgem
collectively decide there is a new need and publish
a policy decision stating as such, then a re-opener
window could be triggered to provide funding to
action this policy decision.

This mechanism likely presents the fastest route of
funding that maintains government oversight and
control.

Industry funded (non-regulated entities)

Government and Ofgem could engage with industry
partners to find a way of funding the development of
a data sharing infrastructure as part of an
organisation’s development or capital expenditure.

While this route reduces cost to the government, it
also reduces the ability to provide coordination and
oversight to the development of a data sharing
infrastructure.

Treasury funded

Using the evidence of the feasibility study,
government could develop a business case for the
development of the MVP of a data sharing
infrastructure.

This business case would be complimented by wider
government priorities for net zero, data and
digitalisation. It would also provide a sector specific
implementation of the NDTP integration architecture.

This route is least certain of those highlighted and is
likely the slower options to release funding.
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Opportunity for government intervention

Overview of the opportunity for government intervention and considerations required to assess its viability

Overview

The delivery of the resulting solution will require a
combination of governmental, industrial, trade bodies,
and academic collaborations.

While a collaborative approach emphasises participatory
decision-making, co-creation, and collective ownership
of the infrastructure, enabling diverse perspectives,
innovation, and agility in implementation, it often
involves establishing multi-stakeholder committees, or
working groups to ensure effective coordination and
representation of all stakeholders, which can be
challenging for any one stakeholder to undertake.

Therefore, an initial push or encouragement from
Government is required to align the dispersed actors.

It is currently considered that government involvement
will be crucial, due to government’s ability to prioritise
public interest, to provide security and trust, to drive
standardisation and interoperability, and to ensure long-
term stability.

By taking a proactive role, government can support and
fast track the creation of a robust data sharing
infrastructure.

Intervention considerations

Intervention should be appropriate and flexible, growing
or reducing as required to meet the needs of the
challenge.

In principle, government intervention should only be
considered if the industry requests assistance, and there
is a clear need for sector alignment and coordination.

The users of a data sharing infrastructure could be from
any sector and organization; therefore, an initial request
from the industry to the government could be to bring
together actors and provide an environment for

open decision-making, fostering a culture for data
sharing.

Additionally, long-term governance is expected to
require regulatory intervention to maintain a minimum
level of engagement, as operations become steady state.

Observed experiences of other energy projects which
have attempted transitioning from an innovation project
to a business-as-usual service, suggests that a level of
policy or regulatory intervention is needed to ensure
organisations that are part of or creating digital
infrastructure for the energy sector are engaged
appropriately.

Findings are the view of the consortium and are not official government policy

UNIVERSITY OF
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Cost recovery

Data sharing infrastructure is a modern governmental
service for public good, and as such, a cost recovery
route will be required to pay for the implementation,
ongoing operation and maintenance of a data sharing
infrastructure.

The cost recovery route could involve, for example, a
licensee or a consulting service charge that the energy
infrastructure operator charges for the use of the data
sharing infrastructure, or its blueprint. This will ensure
recovery of public funds, remove any dependency on
public funding and ensure sustainability of service in the
long term.

The need for a data sharing infrastructure has been
evidenced by all major stakeholders in the energy sector;
therefore, users to pay and adopt this service will not be
a risk for this implementation.

Further assessment is required to outline a detailed
operating model.
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Challenges government intervention could address

Overview of the opportunity for government intervention and challenges it could address

Overview

Government intervention has the opportunity to support
enacting the changes required to the existing system to
address critical challenges associated with data sharing
in the energy industry.

Addressing these challenges is critical to ensuring the
development of a resilient, net zero energy system. This
includes mitigating risks of market failure posed by the
current digital and data systems. More details on market
failure mechanisms can be found in Appendix M .

At a minimum, it is considered that government
intervention could address the following challenges to
support trusted, interoperable data sharing across the
industry:

* Insufficient data interoperability

* Lack of common data sharing practices

» Lack of open-source foundations

» Lack of flexible and scalable digital infrastructure
* Data monopolies

» Lack of skills and capabilities

Insufficient data interoperability

Tackle insufficient data interoperability by facilitating
establishment of standards, mechanisms, or
enacting policy or regulatory changes.

Lack of open-source foundations

Tackle the lack of open-source foundations through
instigating the development of open-source tools
and owning the definition of requirements to do so.

Data monopolies

Tackle impact of data monopolies controlling
markets and creating barriers to entry and
innovation through enacting regulatory requirements
and enabling safe secure sharing of data through
supporting development of required infrastructure.

Findings are the view of the consortium and are not official government policy

Lack of common data sharing practices

Tackle the lack of common data sharing practices by
establishing best practices, encouraging
collaboration and partnerships, and creating
regulatory frameworks to determine minimum
requirements for sharing data, security and privacy.

Lack of flexible and scalable digital
infrastructure

Tackle the lack of flexible and scalable digital
infrastructure by instigating a sector-wide
governance framework and developing open-source
tools to support the smaller players in the sector.

Lack of skills and capabilities

Tackle the lack of skills and capabilities which are
required as the sector continues the transition to
being increasingly digitally enabled by engaging with,
supporting and funding the academic community and
other skills development programmes.
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Evidence of the need for government intervention

Learnings from the feasibility study to support the assessment of the viability of intervention

Scale and coordination

Sector-wide transformations often require large-scale
changes that affect multiple companies, industries, or
stakeholders. Achieving this level of scale and
coordination often requires significant resources,
coordination, and cooperation among various
stakeholders to set the rules of the game; therefore, it
requires government to incentive, and foster a culture of
collaboration.

The government policy decisions to decarbonise the
electricity sector by 2035 mandates the sector to
transform quickly, which is challenging because, while
industry can certainly initiate and drive transformation
to some extent, government support is often crucial to
support a faster transformation because no one actor in
the industry will have the legitimacy or authority to
make the required decisions needed to support a sector-
wide transformation. This indicates government
intervention is required to drive key mechanisms that
will support this transformation including a data sharing
infrastructure.

Industry drawbacks

To date, the industry has not been able to get it done.

Energy sector operates through a process set by licenses
and codes that each actor adheres to. While these
regulations help reduce the risks of market failure or
monopoly, they don’t foster a culture of fast-paced
collaboration and innovation, required to meet net zero.

No single actor in the industry has the authority or
legitimacy to align the whole sector, and previous
initiatives haven’t yielded the appropriate results
because the groups or initiatives lacked the necessary
authority or funds to make the required decisions.

Additionally, industry actors are siloed within their own
domains, making it difficult for them to track the long-
term vision of a sector-wide transformation. They may
face pressures to prioritize short-term gains or encounter
investment challenges. For example, the time taken for a
sector to align towards a standard can span several years,
creating a critical bottleneck to realize the multitude of
standards required for a decarbonized energy sector.

Given the lack of progress to date it suggests that
industry will not be able to do this alone and government
intervention is required to drive it forwards.

Findings are the view of the consortium and are not official government policy
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Sector engagement feedback

The consortium undertook over 100+ engagement
sessions to understand the scope and need for a data
sharing infrastructure. These sessions while helpful were
needed because of the lack of a sector-wide stakeholder
group that can feedback on a proposed solution,
increasing the overall time spend on developing or
implementing the solution. Through the engagements to
date (Appendix A), two common themes have emerged
of which one was a clear need for central intervention:

* Scope boundaries: The stakeholders engaged
repeatedly asked about the extent of what should
be in and out of scope indicating needing a common,
centralised view of the solution.

* Need for central intervention: Most
stakeholders stated a clear need of central
intervention and direction in ensuring that a future
data sharing infrastructure construct can become a
sector wide tool/service and achieve the market
cohesion and coordination needed to decarbonise the
sector. Some stakeholders stated a clear need for a
regulatory mandate of a data sharing infrastructure, or
some parts of it. All stakeholders raised the need of
clear policy intervention to ensure a data sharing
infrastructure adoption and oversight.
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Considerations of market failure for developing a data sharing infrastructure

Overview

The Energy Digitalisation Taskforce recommended the
need for a data sharing infrastructure. It considered that
their absence would result in a loss of 'optionality' in
how the future energy system is developed.

In the context of a data sharing infrastructure, the
following types of market failures are considered:

* Provision of information

* Absence of an interoperable way to share

e Lack of structural trust

* Data monopolies

* Increasing complexity of the energy markets

Detailed descriptions of each market failure mechanism
are given in Appendix M.

Governance considerations

The energy market already is already familiar with the
sharing of operational data related to system operation or
financial flows within the energy retail market.

For example, organisations such as RECCo or
ElectraLink facilitate data transfer with market
participants to discharge their licence obligations. The
codes are then governed by a strong framework that has
iterated over time to deliver for the market needs.

The agreement of these types of frameworks is a core
function of a governance mechanism that overcomes a
common market failure, which is a lack of information.

The five prioritised use cases suggest that information
provisions for each is lacking and may represent an
information provision market failure. Therefore, the
level of governance required for such a solution should
reflect the technical maintenance and core functions of a
data sharing infrastructure. A decentralised and
distributed approach to governance, reflecting the
proposed distributed technological implementation will
mitigate the described market failure risks (e.g., digital
monopolies developing).

See Appendix M for more details on governance
requirements.

Findings are the view of the consortium and are not official government policy
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Avoiding duplication across industry programmes

Another consideration for government is the efficient
use of resources allocated to define, develop, and
operate a data sharing infrastructure.

Coordinating multiple programmes, such as NDTP,
VirtualES, or Open Energy that receive funding from
government should be priority of government to ensure
effective uptake of policy outcomes, avoiding
conflicting objectives, and ensure interoperability
between programmes.

To mitigate risks from duplication of activities across
programmes government should ensure coordination,
collaboration, and careful resource allocation to optimise
and maximise the impact of the publicly funded
initiatives.

Section 3.3.3 outlined certain programmes that have
received government support, and Section 3.4 outlined
potential relations among of those programmes for
consideration in determining next steps.
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Emerging recommendation themes

Themes of recommendations identified through the feasibility study

Through the delivery of this feasibility study and the
stakeholder engagement activities, several
recommendation themes have emerged. These can be
summarised in three categories, and directly translate to
the recommendations detailed on the next page.

* Government to provide clarity to the sector
* Develop the technical capability
* Facilitate appropriate governance

Government to providing clarity to the sector

To make use of the momentum gathered through this
feasibility study, there are opportunities and no regrets
actions that can be taken by government that will
provide clarity to the sector on the direction of travel for
the development of a data sharing infrastructure.

With existing initiatives already establishing and
developing technical capabilities in this space, it is
important for government to provide clarity on what it
hopes to achieve. Providing a statement of what
government’s plans are, noting sequencing, rough
timetable and expectations for engagement, would give
the wider energy sector an opportunity to engage with
the development. It would also establish where effort is,
and is not, worth making for a wide range of market
participants.

Developing the technical solution

In order to test the concept of the data sharing
infrastructure government should take forward a
minimum viable product (MVP) to test the technical
implementation.

This should consist of taking forward the technical
architecture detailed in Appendix G, which has
identified strong alignment with the NDTP.

This, alongside existing industry initiatives, provides a
large opportunity to coordinate existing work and further
government areas of focus set out in the Digitalisation
Strategy 2021.

Facilitating appropriate governance

The implementation of a data sharing infrastructure
requires appropriate governance. In order to set that up
the boundaries of what is expected of that governance
regime should be tested and developed.

The creation of a task group, seeking to develop an
appropriate governance mechanism for a data sharing
infrastructure within the energy sector should be a
priority of government when developing the MVP.

Findings are the view of the consortium and are not official government policy

Areas of further work

Appendix O highlighted 11 areas for further work that
have been identified through this feasibility study.
These areas can be grouped into three categories:

* Developing the technical solution
» Development of technical components
» Security framework
» Facilitating appropriate governance and skills
 Integration of existing initiatives
+ Data Sharing Infrastructure Task Group
» Detailed analysis of delivery and governance
» Foster a culture of data sharing
» Trust framework
+ Knowledge dissemination activities
* Developing standards and blueprints
+ Data sharing infrastructure detailed blueprints
* Management of standards

» Detail review of licenses, codes, and
legislation
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Accelerating the development of a data sharing infrastructure

Recommendations to collaboratively enable the data sharing infrastructure

1) Develop an MVP

Develop the technical solution by DSIT/DfBT/DESNZ
support a development project where the MVP of a data
sharing infrastructure is developed, built, and tested.

Work with the existing initiatives that are functionally
like the component parts of a data sharing infrastructure
to accelerate the development of the MVP. These are the
Integration Architecture (National Digital Twin
Programme), Open Energy, and Virtual Energy System.

No-regret actions (0-6 months)

* Host technical alignment meetings with existing
initiatives (NDTP, VirtualES)

» Select a use case to develop the MVP

Other actions (6-12 months)

+ Select and implement a funding route for the
development of the MVP

« Allocate staff to the coordination of the MVP

2) Establish a Task Group

Facilitating appropriate governance by DESNZ &
Ofgem to convene and provide a clear mandate and
funding to a Data Sharing Infrastructure Task Group

The Task Group’s objective is to support and accelerate
the development of data sharing infrastructure.

No-regret actions (3-12 months)

+ Set up a “tiger team” of dedicated resources to
determine the priorities of the task group

» Select and implement a funding route and
priorities determined by the tiger team

Other actions (6-18 months)

» Conduct the 11 areas of further work that
support acceleration, articulated in Appendix O.

* Prepare a pathway to standing up a Task Group

Findings are the view of the consortium and are not official government policy

3) Publish a decision

Government to providing clarity to the sector by
DESNZ and Ofgem publishing a statement of how a data
sharing infrastructure will be developed and adopted by
the sector.

Decision outlines the scope of the government, industry,
and potential national programmes.

No-regret actions (0-12 months)

* Create a plan that government can test with
industry stakeholders.

» Publish a call for input on creating a data sharing
infrastructure and associated governance.

Other actions (18-24 months)
Update the digitalisation licence condition (9.5) to

compel licensees to engage with the data sharing
infrastructure.
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Consortium recommendations

Recommendations to collaboratively enable the data sharing infrastructure

Developing the MVP

It is the position of the consortium that the most sensible
path to developing the data sharing infrastructure is to
combine the initiatives noted within the feasibility study:

* NDTP/Telicent’s CORE solution is a match to the
needs identified for the Prepare component.

 Virtual Energy System demonstrator has a significant
alignment with the Share component.

* Open Energy has relevant expertise to implement
the Trust component.

There is currently a critical window of opportunity to
coalesce these programmes to enable a rapid MVP.
While other initiatives may exist, they are less well
developed and aligned, and their selection for an MVP
would delay acceleration of delivery. Joining these
programmes will not be without challenges. It is
suggested that government funds a technical alignment
study to avoid losing momentum gained to date. This
study will evidence technical alignment between the
programmes, and continue sector engagement, while a
delivery pathway to an MVP is selected by government.

Once aligned, Ofgem/DESNZ mandates ESO to deliver
a data sharing infrastructure by collaborating with
NDTP. The MVP development can be funded through
the RIIO ED2 reopener mechanism — which provides
opportunities for appropriate government oversight.

Governance

DESNZ/Ofgem can ensure appropriate oversight for the
technical alignment study by contracting SMEs to
represent public needs. For MVP development, an
advisory team is assigned to collaborate with NDTP.

In addition to the development of the MVP, a concurrent
workstream resolving issues of governance should be
undertaken. Doing so supports the energy sector in
building a sector-specific implementation of a data
sharing infrastructure and resolve issues of who manages
and operates any instances of it for public good. This
workstream also helps map out the governance of the
‘blueprints’ of a data sharing infrastructure within the
energy sector. We are of the opinion that this should take
the form of a ‘tiger team’, who detail what the task
group should undertake as its priorities and scopes.

The ‘tiger team’ can be wholly comprised of civil
servants and is broadly defined as a short-term team that
defines the scope of the task group. This can be funded
as normal activity for DESNZ and/or Ofgem, or as an
extension to this feasibility study. The funding model for
the activities of the task group is less certain and is
dependent on the work completed by the tiger team. It is
likely also subject to a call for input or consultation on
the expectations of the task group. A logic flow of this
approach is set out on the next page.

Findings are the view of the consortium and are not official government policy

Resources consideration

The development of the data sharing infrastructure will
require many resources with a board set of skill.
Therefore, further work is required to determine the
resources required to undertake the programme.

It is assumed that the government's input in the
discovery phase will be to support the creation of a plan
for alpha phase. This plan will outline, using agile
principles and stage gate reviews, class 2 cost estimates,
resource requirements, and terms of reference for the
'tiger team' to fulfil their remit. Additionally, it will
provide an outline of the long-term governance and
operating models.

The 'tiger team' will also serve as the PMO to support
the integration of various programs. They will be
responsible for submitting a terms of reference for the
'task group' to the government to unlock further funding
for the development of the MVP and establishing the
task group. Therefore, they will have the remit and the
ability to request additional funds at various stage gate
reviews, as defined in the alpha plan.
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Timelines of the consortium recommendations

Recommendations to collaboratively enable the data sharing infrastructure

It is proposed that the government funds the Discovery/Alpha phases through an appropriate mechanism. The exact funding routes for Beta/Live will be determined in Alpha.

Implementation Steady-state
Discovery (0 — 3 months) Alpha (3 — 6 months) Beta (6 — 18 months)

Government funds further Government funds further Sector and government converge to Steady state operations,
work recommended by work recommended by the A unlock further funding for MVP and A and funded at this stage
this feasibility study plan for the Alpha phase Task Group as part of the outcomes through licenses, price
from Alpha phase & ‘call from input’ control, subscriptions, etc
Government buy-in .
e e g Design the governance Mandate a Task Group puig New use cases
A "tiger team" is formed by The orchestrator iteratively
Sienals sovernment’s DESNZ/Ofgem to define A task group is mandated adds new use cases and
ac tiveg role fign il fing the governance to implement a data sharing specific tooling.
Publicly share the T i v N Data sharing re.quirements f"or long-term call for inout infrasFructure, and support
feasibility study infrastructure infrastructure team 1mplementat10n, and the p defining the future energy Governance defined
SMEs, NDTP, and funding goutes for the MVP A sector-wide call for input orchestrator role
DESNZ/Ofgem share the VirtualES present findings and governance. is prepared and initiated by The energy orchestrator is
entire feasibility study to of the alignment. This DESNZ/Ofgem to test the mandated, and their terms
R T —— . . outlines a plan for the . MVP wireframes, and the : of reference defined to
and feedback Technical alignment Alpha phase to implement Design the MVP plan for the governance, Built the MVP ensure further development
an MVP, and requests including funding for use case specific needs
funding. mechanisms. ]
Government funds SMEs y S Ul 0P A alsmslopetl
NDTP. and VirtualES to An MVP is wireframed for [CSCVRENCERIIG LV = Cross-sector blueprint
technic;ll alion & define the chosen use case by the the data sharing
}1\4\/‘% team. infrastructure is published MVP for the core
for all sectors to consume functionalities is available

Ccross-sector.
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Learnings from stakeholder engagement

An overview of the 100+ engagement sessions completed during the feasibility study

Overview Key learnings

This appendix presents a summary of the 100+ Stakeholder engagement has been key to the
engagement sessions completed throughout the six development of a data sharing infrastructure, from
months period of the feasibility study. defining the concept of the infrastructure to informing

) delivery routes.
It outlines:

The user research conducted during the use case
* The approach to stakeholder engagement development, and the insights gathered from each
engagement, led to the prioritisation of five use cases.
These use cases were selected due to their potential to

«  Wider stakeholder engagement activities address both government policy priorities and industry
goals.

* Interviews conducted during the feasibility study

For each prioritised use case core technical
functionalities were defined. These functionalities
guided the definition of a functional architecture for a
data sharing infrastructure (see Appendix G). This
architecture was then extensively tested and developed
by engaging with priority stakeholders.

The use cases and technical functionalities also informed
the approach to determine potential delivery pathways

(see Appendix H).
Further information on use cases is given in Appendix C.
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Stakeholder engagement

Interviews

Wider engagement

Approach to identify, capture knowledge, engage, and disseminate stakeholder views

Overview

Realising the objectives of a data sharing infrastructure,
and ensuring its long-term success, requires extensive
stakeholder engagement and buy-in.

This feasibility study aimed to establish the need case
and feasibility for an energy system data sharing
infrastructure. To approach taken was stakeholder-led,
consultative, and collaborative, ensuring the ensuring the
outcomes of this feasibility study, and the proposed data
sharing infrastructure, meet the need of the stakeholders.

The study adopted a user-centred and agile approach to
capturing and disseminating emerging findings. For each
of the feasibility study activities and phases, key
stakeholders to engage with were identify that:

» Can best contribute to that phase of the feasibility
study, based on the requirements of the activity

* Most benefit from the knowledge and information
generated through this study.

Principles

The proposed framework for engagement and
knowledge sharing has four key principles to build
participation.

* Put stakeholder first: Start with developing an
understanding of the stakeholders using a data sharing
infrastructure and their needs, strengths, and
aspirations.

* Communicate visually and inclusively: Help
stakeholders gain a shared understanding of the
problem, ideas, and value.

* Collaborate, co-create, and collectively develop,
extend and upgrade: Work together, in the open, and
get inspired by what others are doing. Be modular and
interoperable to enable quick and efficient iterations
to respond to errors and changes in technologies,
markets and behaviours

 Iterate, iterate, iterate: Adopt a continuous
improvement approach, helping to spot issues early,
avoid risk, and build confidence in a data sharing
infrastructure.

UNIVERSITY OF
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A double diamond process

The feasibility study approach is aligned to the British
Design Council ‘Double Diamond’ process, where the
study goes through two phases of divergent thinking and
converging around recommendations.

Stakeholder engagement and knowledge sharing are
core enabling activities throughout this process:

* Phase 1 - scope & stakeholder engagement: these
enabling activities will inform the exploration of the
use cases and framing of a data sharing infrastructure.

* Phase 2 - feasibility & delivery: these enabling
activities will allow the creation and assessment of
potential solutions toward a best delivery route.

| CONNECTIONS AND |
| RELATIONSHIPS |

Phase 1

REFRAME CREATE

EXPLORE : : CATALYSE Phase 2

| LEADERSHIP AND |
| STORYTELLING |

Double diamond process 69
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Approach

How stakeholders were engaged and identified

Overview

As a future key component of national digital
infrastructure, it is important for a data sharing
infrastructure to be developed by the energy sector for
the energy sector.

It is therefore important to ensure that stakeholders

across the energy industry are informed, consulted, and

actively involved in the project from its onset.

The stakeholder engagement will be planned, iterated,
and delivered through four steps throughout the study:

1. Identify
stakeholders

2. Map
4. Use feedback
to revise plan

as needed interest

N

A
~
3. Create engagement
and information
sharing plan

stakeholders
influence and

Interviews  Wider engagement

Stakeholder engagement approach

1. Identify stakeholders: Using the extensive

knowledge and connections of the consortium
partners, stakeholders across energy and within other
relevant sectors (e.g. transport, heat, local
government, charities) were identified.

Relevant individuals and actors were identified
across each group based, on the activities and
objectives of this feasibility study.

Map stakeholders influence and interest:
Stakeholders were mapped according to their
individual and/or organisation level of influence and
interest using a power-interest matrix.

This considered their influence during development
and future implementation, adoption and usage of a
data sharing infrastructure. This enabled
prioritisation of stakeholder engagement and
knowledge sharing efforts.

UNIVERSITY OF
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Create and iterate engagement and information
sharing plan: Plans for engagement and knowledge
sharing were developed and iterated. The approaches
will vary throughout the different phases and
requirements of this study.

This included identifying who we need to interact
with, and when and how. This detailed view was
updated and iterated throughout the project.

Use feedback to revise the plan as needed: The
plan was iteratively incorporate feedback and
emerging findings and stakeholder lists, ensuring our
engagement and knowledge dissemination and
information sharing activities and channels are as
effective as possible.
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Stakeholder mapping and engagement activities

Understanding stakeholders through the power-interest matrix

Stakeholder mapping

The power-interest matrix is a common approach to
categorising the identified stakeholders based on the
intersection of their power and interest.

It divides stakeholders in four stakeholder categories:

* High power, high interest: These stakeholders are
key players and are critical to the project’s success.
They are likely to be decision-makers and we will
work closely with them.

* High power, low interest: These stakeholders will be
actively engaged but their involvement in the project
can be minimised. It is important to manage them
cautiously to minimise negative feedback.

* Low power, high interest: These stakeholders are
likely to be impacted by influencing stakeholders.
They need to be involved and consulted and can often
be very helpful for detail requirements.

* Low power, low interest: These stakeholders will be
kept informed about the project but they require little
engagement.

The categorisation of these stakeholders can change as
the programme progress; therefore, it needs to live and
regularly reviewed.

Stakeholder engagement activities

A variety of consultative and collaborative stakeholder
engagement and knowledge capture methods were used
throughout the feasibility study.

These methods include:

* Interviews

*  Workshops

» Conference, events, and industry forums

*  Wider stakeholder presentations & webinars

* High priority stakeholder feedback

Further details on the stakeholders engaged throughout
each phase of the feasibility study are outlined in
Appendix A.1, with details on the conferences, events,
and webinar given in Appendix A.2
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High

Actively engage
Inform & consult

Work together
Consult & collaborate

Power

Consider
Inform & collaborate

Keep informed

Inform

Low

Low Interest High

Based on Mendelow’s Matrix (1991), the matrix is based on
stakeholder’s power or influence and their level of interest.
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Initial definition

Stakeholder interviews conducted during this phase

Defining a data sharing infrastructure

To determine an initial definition of a data sharing
infrastructure, as established in Appendix B, the
consortium conducted both internal and external
engagements through either 1-2-1 interviews or group
interviews.

Externally, high-priority stakeholders were engaged on a
singular basis to allow to better capture the diversity of
feedback. Their early feedback helped test the initial
definition.

Overall, during this phase, over 10 engagement sessions
were held with a diverse range of organisations.

Summary of the organisations engaged (A - Z order)

¢ CReDo

« DESNZ

« CMCL

» Data sharing working group / Digital Twin Hub
* ENA data and digitalisation steering group (DDSG)
* International Energy Agency

* National Grid ESO

* Ofgem

* Icebreaker One

» Telicent

* UK Power Networks
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Use cases development

Stakeholder interviews conducted during this phase

Understanding how users interact with the solution

During the development and refinement of use cases, as
described in Appendix C, user research was conducted to
understand how users might interact with a data sharing
infrastructure.

This aimed to identify:
* User needs around access and sharing of data

* Current barriers and issues encountered when sharing
or trying to access data

* Potential opportunities, things that work well and
things that would enable those needs to be met.

It allowed the identification of the key ways in which
data provider and data consumer might interact with a
data sharing infrastructure.

Over 60 individuals from 20 organisations were engaged
through either 1-2-1 interviews or group interviews with
a set of individuals within an organisation.

Summary of the organisations engaged (A - Z order)

Advanced Infrastructure
Association for Decentralised Energy
Citizen Advice

DESNZ

Electron

Elexon

ENA data and digitalisation steering group (DDSG)
Energy UK

Flexitricity

Innovate UK

Jaguar Land Rover
National Energy Action
National Gas Transmission
National Grid ESO

Ofgem

Octopus Energy

SP Energy Network

SSE

SSEN

Stonehaven

UK Power network
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Technical feasibility and requirements

Stakeholder interviews conducted during this phase

Defining the MVP functionalities

Following the development of use cases, the consortium
started defining a functional architecture for a data
sharing infrastructure, as detailed in Appendix G.

This architecture was tested with key stakeholders, who
provided feedback for further development.

It allowed the testing of hypotheses with stakeholders
quickly, garnering valuable feedback that allowed the
quick iterations on the functional architecture.

Engaging over 10 stakeholders’ organisations with a
functional architecture ensured the social aspects of
the implementations were considered early on, helping
to enable a wider adoption of the proposed tool
without writing a single line of code.

Summary of the organisations engaged (A - Z order)

*  Amazon Web Services
e CReDo
e CMCL

* ENA data and digitalisation steering group (DDSG)
+ IBM

* Icebreaker One

* International Energy Agency

* National Digital Twin Programme
* National Gas

* National Grid ESO

* Ofgem

 Palantir

» Telicent

» UK Power Networks
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Delivery routes feasibility and requirements

Stakeholder interviews conducted during this phase

Assessing delivery routes Summary of the organisations engaged (A - Z order)

To assess delivery routes of a data sharing infrastructure,
a five steps approach was defined, as detailed in .

Appendix H. .
Industry experts were engaged through interviews and .
workshops, at each step, to provide continuous .

validation and feedback on the proposed routes, as well
as to help identify areas for improvement and guide
future enhancement.

Data sharing working group / Digital Twin Hub
DESNZ

ENA data and digitalisation steering group (DDSG)
IEA

Icebreaker One

National Grid ESO

National Digital Twin Programme

Ofgem

SSEN

UK Power Networks
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Wider stakeholder engagement

Summary of the conferences, events, workshops, and webinar held

Overview

Thorough the feasibility study, the consortium engaged
with the energy sector, and other sectors, to present the
developing thinking on a data sharing infrastructure and
receive feedback in open forums.

These engagements ranged from webinars and
conferences to workshops and sharing sessions with
specific organisations.

Conferences, events and industry forums attended

These activities were in addition to the interviews and
engagements detailed in Appendix A.1.

Date (2023)  Activity

22 March ENA Data & Digitalisation Steering Group

31 March Social value workshop, University of Bath

20 April Industry webinar (see next page)

20 April Data sharing working group / Digital Twin
Hub

21 April ENA Data & Digitalisation Steering Group

11 May All Energy Conference, Glasgow

16 May Utility Week Live conference, Birmingham

19 May ENA Data & Digitalisation Steering Group

23 May Digital Twin Hub Gemini Call

06 June Ofgem FSNR Workstream 5

12 June Data sharing working group / Digital Twin
Hub

16 June ENA Data & Digitalisation Steering Group

21 July ENA Data & Digitalisation Steering Group
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Social Value workshop

On 31 March, the consortium hosted a social value
workshop at the University of Bath with different actors
in the energy sector. The collaborative workshop focused
on understanding the social value impacts and outcomes
of the data sharing infrastructure concept, particularly
through fostering a marketplace for entrepreneurship and
inspiring and upskilling future researchers and
workforce to meet net zero targets.

The workshop took participants through two main parts,
focusing on lessons in digital transformation in other
sectors, followed by ‘What would the ideal thin-layer of
data/digital infrastructure look like?’

The social value of the data sharing infrastructure is
further explored in Appendix N.

Participants included:

* National Grid * Propflo
Electricity Distribution  « Halo Software

e National Grid ESO e Amazon

* National Gas e Palantir

e UKRI * OFGEM

* Clean Energy e DESNZ
Prospector
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Industry webinar

Interviews

Wider engagement

Sharing our developing thinking with stakeholders across the energy sector and wider.

Wider industry webinar

On the 20™ of April, the consortium hosted an industry-
wide webinar to gather understanding of use case
preferences. This presented the opportunity for us to

outline the key activities conducted during the feasibility

study and to directly engage with energy-sector and
wider stakeholders.

During the webinar feedback was gathered on:

* The developing thinking on the definition of a data
sharing infrastructure.

* The initial use cases and the extent to which they
would help demonstrate the value of a data sharing
infrastructure.

The audience were provided with the opportunity to ask
questions and to participate in interactive polls through
an online platform.

The participants were asked what are the main
challenges they face today with data sharing, how they
would describe a data sharing infrastructure, and how
they would rank our use cases in order of priority.

Summary of the feedback received from attendees

When asked about the main challenges participants face
with data sharing today, lack of standards, culture and
security where highlighted.

Participants were asked to rank, in order of priority, the
use cases presented to them. As it can be seen below,
there were no clear favourite(s) to take forward.

1+ Based on what you have heard, can you rank the use cases shared in priority order?
Ranking Poll 54votes & 54 participants

1 3- Development and operation of Markets for Flexibility services

2. 5- Carbon Emission Accounting

3. 2- Smart Tariff Transparency

4. 1- Heat Network: Planning/Identification

5. 4- Digital Licensing & Reporting

6. 7-Transport Electrification Enablement

7. ©- City Decarbonisation

220
participants
Representing
76 companies
69 open
questions

Culture, security
and lack of
standards identified
as the key data
sharing challenges

Numbers and insights from the webinar
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Organisations that attended the webinar

Summary of the organisations that attended the webinar

A — Z of organisations

* ISpatial

e Aecom

* Albany University

e Arup

* Baringa

* Bath University

* Birmingham City University
* BSI Group

+ BUUK

* Cambridge University
* CMCL Innovations

e Correla

* Crown estate
 DESNZ

* Digital Catapult

« DNV

* Edinburgh University
* ElectraLink

* Elexon

* Energy Networks

Engage Consulting

Engineering and Physical Sciences
Research Council

Enoba Tech

ESB Networks

Energy Systems Catapult
ESRI UK

Eurofins Digital Testing
Exeter University

Flock Associates
Frazer-Nash Consultancy
Fujitsu

Future Energy Associates
Grayce

GTC UK

IBM

Icebreaker One

IES

Imperial College
Institutions of Civil Engineers
International Energy Agency

IOTICS

ITM Power

JCB

Kainos

Legal Aid Agency

Metis Digital

Microsoft

National Composite Centre
National digital twin programme
National Gas

National Grid ESO
OFCOM

OFGEM

ORE Catapult

Oxfordshire County Council
Palantir

Piclo

RAE

Regen

Restoration and Renewal
Satellite Application Catapult
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SGN

Smart DCC

Smart Energy

Smarter Grid Solutions
SP Energy Networks
SSE

Sygensis

Telicent

TP Bennett

University of Birmingham
University of Lincoln
Wild Pear CIC

Ziihlke
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Defining a data sharing infrastructure

Review of potential constraints and dependencies for a data sharing infrastructure

Overview

The purpose of this appendix is to provide further details
on the characteristic of a data sharing infrastructure, and
the problems it seeks to solve.

It considers:

* The problem which needs to be solved by a data
sharing infrastructure

* The potential solution options to address those
problems

* The high-level characteristics of a data sharing
infrastructure

* The outline data types and categories to be shared
through a data sharing infrastructure.

Key findings

The establishment of a data sharing infrastructure within
the energy sector is considered important to facilitate the
diversification and decarbonisation of energy production
by overcoming the following problems:

* Insufficient data interoperability
* Alack of common data sharing practices
* No flexible and scalable digital infrastructure

A range of solutions such as data standardisation, a
common sharing infrastructure, and the importance of
security and trust, were considered to tackle these
problems.

High-level characteristics were identified for the
essential and non-negotiable aspects for a data sharing
infrastructure. These consider people, process, data, and
technology.
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Energy Digitalisation Taskforce high-level definition

Summary of the problem statement summarised by the Energy Digitalisation Taskforce (EDiT) and high-level definition of a data sharing infrastructure

Context

An energy system and ecosystem that is profoundly
different from the one that exists today is needed to
achieve the objectives outlined in the British Energy
Security Strategy, Energy Digitalisation Strategy, and
Smart Systems and Flexibility Plan 2021.

As summarised by the Energy Digitalisation Taskforce
(EDiT), to deliver on these strategies and plans the
future energy system needs to “manage hundreds of
millions of interactions and assets every year, each
interacting, engaging, and delivering value to customers
and the stakeholders”.

The exchange of data is a critical enabler to delivering
this future energy system. The ability to ingest,
standardise, and share data between different actors and
customers across the energy system will enable:

» Customers to access complex, blended products that
drive consumer value

* Asset operators to view and respond to signals to
dynamically manage their assets

* System operators to maintain a stable system

* Infrastructure owners to plan and manage their asset
at low cost while maintaining service to customers

EDiT recommendation

With the increasing number of assets and actors, the
future energy system will be more expensive and
complex without an interoperable data sharing
infrastructure that facilitates the seamless exchange of
data. Importantly, this data sharing infrastructure will
need to be socio-technical in nature — considering
people, process, data, and technology.

EDiT engaged with over 270 organisations to summarise
six clear recommendations to support the transition to a
future energy system. These recommendations outlined
the data sharing infrastructure and governance needed to
facilitate the transition to a digitalised energy system.

The joint response from BEIS, Ofgem, and Innovate UK
supported many of these recommendations, and
proposed to take steps to explore the potential
opportunities and risks. This response included
recommending commissioning of this feasibility study.

A key recommendation is to “deliver interoperability”
through the development of public interest digital assets.
An important part of this is enabling the standardisation,
and sharing, of data between different actors within the
energy system.

UNIVERSITY OF
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What is a data sharing infrastructure?

EDiT defined two core concepts that are components
of a proposed energy system data sharing infrastructure:

» Digital spine: A thin layer of interaction
and interoperability across all players which enables
a minimal layer of operational critical data.

* Data sharing fabric: The governance,
administrative and technological solution for
managing access to, and sharing, data across
organisations.

Through the stakeholder engagement activities
conducted during this feasibility study, it was observed
that this inherited terminology was causing confusion
and was unhelpful in communicating and articulating the
overall purpose of a data sharing infrastructure.

Therefore, for the purpose of this report, and
to promote broader understanding, this
inherited terminology is instead linked to the
functional descriptions of these concepts

These are collectively referred to as a data sharing
infrastructure, and is detailed in Section 2.1.
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Key problems a data sharing infrastructure could help solve

Summary of the problem to be solved by a data sharing infrastructure

Insufficient data sharing to reach net zero

To diversify and decarbonise its energy production, the
UK will be heavily dependent on the ability, degree and
speed at which different energy datasets can be joined up
together so that is can be used between energy market
participants.

Problem:

Insufficient

data
interoperability
From enabling timely connection of new low carbon
technologies, to optimising millions of existing and new
energy and network assets from kW through GW scales;
or substantially cutting down wastes in renewable
curtailments and under-utilised flexibility to reducing
billions of annual network congestion and constraint
costs - data from multiple players across the energy
systems needs to come together in a way that minimises
effort required by all.

Problem:

No common
data sharing
practices

To enable the scale of data sharing required, the energy
sector will need to overcome commercial, legal, cultural,
and regulatory challenges.

. Problem:
Through engaging industry stakeholders, three core

problem areas have been identified that currently hinder
this cross-sector data exchange that needs to take place
to facilitate decarbonising the energy system and
ultimately achieving net zero. These problems are
expanded in more detail over the subsequent pages.

No flexible and
scalable digital
infrastructure

Currently, joining and blending datasets remains a manual, inefficient and time-consuming processes
that requires extensive, domain-specific knowledge. These processes lead to data silos, resulting in
duplicated or misaligned data and information being available in various formats or differing
terminologies and standards.

The overall lack of data interoperability promotes information silos and information asymmetry and
makes it difficult to access and use the data at the right there when it is needed.

Currently, data sharing across the energy sector is managed and carried out on an organisation-by-
organisation basis. This has led to limited scalability, increased divergence between datasets and
variety of bespoke approaches. The lack of common sector wide data-sharing practices (agreed set of
procedures, processes, data licensing, handling conditions, and mechanisms) for sharing data securely
between organisations creates a significant barrier to exchange of critical operational, financial
reconciliation and price signals needed to enable innovation, provide optionality for future
policymaking, and reduce the future system cost.

The data sharing infrastructure in the energy sector has been developed in an uncoordinated manner
across various entities and domains. Currently, this consists of a landscape of singular initiatives that
are implemented ad-hoc, typically through centralised architectures that are usually closed-sourced,
taking years of design and development, with high costs. This unstructured approach has led to
significant variations in sharing and access to critical systems and data across different parts of the
sector, creating high financial and technical barriers to entry and curtailing the overall flexibility and
scalability of the system. This leads to the inability to meet the rapidly evolving data sharing needs.
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Problem: insufficient data interoperability

Key problem to be solved

Context

Despite the vast amount of available data, joining and
blending datasets remains a manual, inefficient process
that requires extensive, domain-specific knowledge.
These processes lead to data silos, resulting in
duplicated or misaligned data and information being
available in various formats or differing terminologies.

The lack of publicly agreed identifiers for assets,
infrastructure, and network topology data has further
complicated matters, making it challenging to connect
datasets to known reference points.

Therefore, to achieve interoperability in the current
environment, coordination of working groups across
different layers and sub-divisions of the sector is
necessary, including outside of traditional industry
structures.

While regulatory obligations have compelled some
degree of data sharing, the lack of mature standards and
ontologies, or their failure to be deployed in tandem, has
resulted in uncoordinated approaches to implementation
of data interoperability.

What is the opportunity?

New technologies and services will require data to be
provided on an automated basis; therefore, alignment
and interoperability between terms, values, and data
structures is essential. Achieving this alignment requires
overcoming several challenges, including establishing
common identifiers and data models, building effective
governance and regulatory frameworks, and developing
new approaches for integrating and analysing data.

To effectively adopt and manage data and technology
standards, a coordinated and organised approach is
necessary. This may involve evaluating existing
standards and collaborating on implementation
strategies, as well as identifying areas where new
standards are required. Furthermore, reconciling and
integrating asset and network identifiers into existing
datasets poses a significant challenge that requires a
streamlined and accessible process.

To maximise the value of data, it is essential that
users can easily join and blend data from multiple
sources or domains.

This requires ensuring that data is understandable
and reusable for a wide range of users.
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Why is it important?

A cohesive approach to data sharing can present
significant opportunities. By maximising the utility and
transportability of data, users can easily combine
datasets from across the sector for more comprehensive
analyses and use cases.

Improved interoperability can also reduce overall system
optimisation costs. Interoperable data requires fewer
translations, lower processing requirements, and is less
susceptible to errors, ultimately leading to minimised
operational costs.

Having data that can be easily integrated with other
datasets provides policymakers, network operators, and
service providers with a clearer view of the entire
system operation. This enables better decision-making
and optimization of the energy system.

Problem statement

How might we....
coordinate and manage the adoption of standards
and shared terminology to make data more easily
joinable and understandable?
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Problem: no common data sharing practices

Key problem to be solved

Context

Data sharing in the industry has typically been
conducted through bilateral agreements, often through
regulated entities, without a standard framework for
governing data access requirements, such as
authentication and authorisation services. As a result,
ad-hoc, bespoke processes using spreadsheets, CSV
files, or email as the transfer medium have been
implemented to satisfy data sharing demands. This has
led to limited scalability and increased divergence
between datasets. Bilateral agreements and processes
also hinder data interoperability as terminology and data
structures are developed in isolation.

More recently, digitalisation programmes have led to the
creation of more suitable data sharing capabilities,
typically through the provision of centralised data
portals. This improves the availability of data but
requires alignment of sharing/governance procedures.

The rise of distributed generation and smarter, flexible
consumption patterns necessitates automated data
transfer to enable programmatic access to data and
services. Whilst APIs enabling access to distributed data
are emerging, a more coherent approach to data
architecture, storage, and access is required to enable
wider and consistent data sharing.

What is the opportunity?

Enhance the accessibility of data and align data sharing
practices across the industry by creating a shared data
architecture and governance structure.

It should be scalable, enabling default data sharing
among multiple sources, and eliminate the need for
additional bilateral agreements and systems.

Data users and organisations need to be able to access
data through common procedures and governance
processes to minimise complexity and enable
automation.
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Why is it important?

A standardised approach to data sharing methodologies
will reduce the uncertainty and minimise duplication of
effort for organisations managing, serving, and ingesting
data in the sector.

This can be achieved by clearly defining roles and
responsibilities, which also enhances accountability and
enables greater interoperability between network
participants.

Aligning access control procedures and cybersecurity
requirements can result in a more secure and resilient
system, ensuring that organisations are implementing
adequate measures to safeguard the data.

Problem statement

How might we....
Establish a shared data architecture and
governance structure to improve the efficiency,
alignment, and automation of data sharing
practices across the industry?
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Problem: no flexible and scalable digital infrastructure

Key problem to be solved

Context

The data sharing infrastructure in the energy sector has
been developed in an uncoordinated manner across
various entities and domains.

Regulated entities have typically tackled data sharing
challenges by implementing vendor-specific solutions,
resulting in a range of technologies and approaches
being used. This unstructured approach has led to
significant variations in sharing and access to critical
systems and data across different parts of the sector,
creating high financial and technical barriers to entry for
many data systems.

Recent digitalisation programmes have also been
implemented on an ad-hoc basis, typically through
centralised system architectures. Closed-source,
bespoke solutions have made it difficult and expensive
to adapt to changing needs.

Centralised systems have typically been deployed via a
‘big-bang’ implementation, taking years to design and
deliver, with high costs to maintain and evolve.

This approach also requires regulated entities for
implementation and ongoing management.

What is the opportunity?

The sector must align on fundamental system
requirements and provide clear technical approaches for
systems integrators and service developers.

Any proposed solution must complement the data
interoperability and architecture strategy to create a
resilient, flexible, and scalable technology framework.

Regulated entities demonstrate varying levels of
maturity in their digitalisation journeys, supporting them
in transforming their existing services to integrate with
future data sharing infrastructures will be key to
unlocking the wider benefits of whole system operation.

The energy sector needs a flexible and scalable digital
infrastructure to minimise operational costs and
harness innovation.

Why is it important?

Establishing an appropriate technology framework,
commercial model, and governance structure is crucial
for the ongoing evolution of a data sharing
infrastructure.

This will ensure that data sharing practices and
interoperability initiatives are supported, and that
organisations are incentivised to develop and implement
supplementary functionality.

The defined solution must be flexible and scalable to
meet the rapidly evolving needs of the digital systems
that will underpin the energy transition.

Problem statement

How might we....
define and deploy a common technology
framework to enable data sharing across the
energy sector?
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Summary of the potential solutions to address the key problems to be solved by a data sharing infrastructure

Scope considerations of potential solution

The solutions in this appendix set out a broad spectrum
of approaches for addressing the following problems:

Problem:

* Insufficient data interoperability; Insufficient dat
nsufficient data

* No common data sharing practices; interoperability

* No flexible and scalable digital infrastructure.

How these are best addressed, and the resulting potential
minimum viable solutions, will be a key driver in the
definition of a data sharing infrastructure scope and its

functions. Problem:

No common
data sharing
practices

It is important to consider that other elements might be
needed to fully respond to a problem, and that a data
sharing infrastructure might iterate and evolve in the
future according to a changing landscape of challenges
and needs.

The adjacent diagram outlines the scope considerations

for potential solutions to the data sharing infrastructure, Problem:

No flexible and
scalable digital
infrastructure

Building an initial understanding of the solution space
enables the identification of key parameters and
considerations for the technical requirements given in
Appendix G and assumptions to be tested against the
exploration of use cases and needs Appendix C.

Data
standardisation

Data
governance

Common sharing
« infrastructure
4 (i.e. network of nodes)

4 Security & trust

« Hybrid technology
’ stack

N
4 Governance

Specific technical approach to data standardisation should be a key
component of what the data preparation node can deliver for
organisations that aim to deploy a node.

Functional governance of the 'direction’ taken by a data sharing
infrastructure, i.e., prioritisation of what data standardisation could be
adopted and developed will be a key component of the governance.

Exchange of data between market participants is a key component in
how a data sharing infrastructure is defined/implemented. Solutions
should reflect interoperability of different approaches for data sharing.

Considerations around the secure and governed exchange of data.
This includes implementation of security controls, access
permissions, data licensing, handling conditions, and legal T&Cs.

Developing a solution where the blueprint and data preparation nodes
are open-source but specific implementations (e.g., trust framework),
to drive innovation across the sector.

The concept of ownership or custodianship for open-source
implementations will need to be considered and reflected in what the
data sharing infrastructure sets out to achieve.
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Solution scope considerations

Summary of the potential solutions to address the key problems to be solved by a data sharing infrastructure

Other scope considerations of potential solution

In this feasibility study the potential solutions were
evaluated against a full scope implementation as well as
a minimum viable solution.

The exchange of data between market participants is a
key objective of a data sharing infrastructure. While
there is a need for a common, industry-wide method of
exchange that promotes standardisation and cohesion of
practices, there are also other factors to consider,
including:

* The legal framework setting the rules for the sharing
of the data.

* The regulation and policy framework ensuring the
implementation outcome.

The feasibility study considered the extent these
components will need to be part of a data sharing
infrastructure solution.

Legal framework

Alongside the interoperability of data, it will be key to
ensure the legal interoperability of the data exchange
itself.

This means having a common data licencing framework
that defines how data can be shared and used.

The overarching licencing model developed will need to
ensure interoperability so that players can participate
within the same legal parameters and accountabilities
and be suitable for the data sharing infrastructure
architecture.

This will enable data sharing practices to move beyond
the use of one-off, non-standardised bilateral
agreements.

This will facilitate the volume of data multi-party data
exchange needed for net zero. This may also emerge
from Ofgem's Data Best Practice guidance.

Regulation and policy framework

In line with the UK net zero 2050 commitments and
several government strategies (such as the national data
strategy, the export strategy), the data sharing
infrastructure looks to enable a future decarbonised
smart and flexible energy system by providing the
minimum digital infrastructure and controls that support
such vision.

It will be necessary to have a policy and regulatory
framework that defines how a data sharing infrastructure
should be used and in which cases this or certain
elements might be mandated (e.g., exchange of data X
because it is considered critical national infrastructure
information).
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Possible solutions to: insufficient data interoperability

A spectrum of three potential solutions to address this problem

A: Comprehensive data standardisation

Data preparation nodes perform comprehensive
transformation and translation of an organisation’s data
to conform with the agreed data exchange standards.

This means that organisations will be able to take their
current data and legacy data, which may be scattered
across various applications and data stores and in
multiple raw formats, then publish it through the data
preparation nodes using various out of the box
connectors and APIs and translate it into multiple agreed
formats. The mechanism for doing consisting of various
Extract Transform Load (ETL) pipelines and data
cleansing techniques, allowing for a complete
standardisation of that data.

The conversion into specific data exchange standards
and ontologies will remain flexible i.e., it can convert to
multiple required standards such as the Common
Information Model (CIM) or Information Exchange
Standard (IES), to enable interoperability with different
use cases.

This solution undertakes comprehensive transformation
and processing of data for multiple data standards with
the data preparation nodes.

B: Minimum data translation and standardisation

Data preparation nodes perform the minimal translation
of formatted data into relevant data exchange standards
for sharing across the network.

Organisations will be expected to develop some of their
own tooling and connectors to connect some of their
datastores (perhaps for more bespoke applications and
datastores). The data will be expected to have undergone
a degree of formatting where some data quality errors
have been corrected before publishing to the data
preparation nodes. The data is then passed to the node
where it is translated into specified data exchange
formats, depending on the nature of the interface and
request.

Whilst the nodes may be unable (at least for the MVP) to
perform full transformations, including comprehensive
data quality checks, and contain multiple out of the box
connectors and APIs to pull in various data from
multiple bespoke datastores and in different formats,
over time, actors or third parties across the sector may
develop modules to enable this.

This could be through a marketplace where these
modules are developed under a governance framework
with actors across the sector.

C: Validation only, no translation or standardisation

Data preparation nodes validate against specified
standards, but do not perform any transformation or
translation of the data.

The required data standards will be dictated by the
nodes, with accompanying documentation pertaining to
the appropriate data schema and models. Organisations
will then be expected to perform the transformation of
their data into the required standard by using their own
applications and ETL components, before it is offered
for exchange using the data preparation node.

Whilst the nodes will not perform the data
standardisation through an ETL component, it may not
necessarily preclude the nodes from performing other
potential functions, for example providing the security
labelling for the data, or validating the schema before it
is shared.

This solution minimises the technical complexity of the
data preparation node connectors, as it receives fully
formed and standardised data for any given data
exchange format (e.g., CIM, IES) from participating
organisations.
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Possible solutions to: no common data sharing practices

A spectrum of three potential solutions to address this problem

A: Centralised architecture

Deployment of a centralised, common data sharing
infrastructure where all the components, including the
data preparation nodes, and data exchange is conducted
centrally.

A centralised platform will mean that the locality (and
potentially custodianship) of the data will reside on a
central platform, and with a central governance entity.

Organisations would be expected to use secure APIs to
publish their data into the central platform for ingestion,
where the necessary data standardisation and
transformations will occur. Furthermore, the platform
would also be used to conduct other potential functions
on behalf of the users, including adding security
permissions to the data. All data will be stored and
brokered for exchange within the centralised platform;
there will be no option to exchange data through
decentralised peer-to-peer sharing.

This approach aligns with the traditional methods of
pushing data into a monolithic and centralised platform,
where different transformations and aggregation of the
data is performed, then shared with relevant parties.

B: Hybrid architecture (centralised & distributed

Deployment of a hybrid data architecture, whereby the
data preparation nodes can be deployed in a distributed
fashion within each organisations’ environments (cloud,
on-premise, hybrid etc.) but some services associated
with the data sharing mechanism (trust framework,
security services, data catalogue etc.) remains
centralised.

A distributed nature will mean that each organisation can
retain ownership of their data. This will enable them to
conduct their own transformation (maybe using their
own incumbent ETL component), set security
permissions, and data licencing and handling conditions
to their data, prior to publishing to a central data sharing
mechanism platform. This doesn’t preclude the option to
conduct decentralised data sharing through peer-to-peer
data exchange directly between the nodes.

A more central data sharing mechanism can conduct
functions related to security services, governance
controls around data licensing and handling conditions
(through the trust framework), data cataloguing and
message brokering. Appropriate governance entities can
also oversee and ensure the appropriate use and
implementation of it and wider data sharing
infrastructure.

C: Fully distributed architecture

Deployment of a fully distributed data sharing
infrastructure, where all the technology components are
owned and managed by the participants across the
sector. This means that there will be no centralised
functions for the trust framework, data catalogue,
security services, described in data sharing mechanism.

Like solution B, the distributed nature will mean that
each organisation can retain ownership of their data
within their own organisational boundary. However, this
solution also places the development and
implementation responsibility for the governance, trust,
security, access protocols and software with the
organisations. This is different to solution B, as there
are no dedicated entities responsible for the
development and maintenance of the data sharing
infrastructure and its constituent components.

This solution may potentially offer the greatest
accessibility for components such as the data
preparation nodes, as the entire implementation and
development is completely distributed across the sector.
However, the lack of central entities to develop,
coordinate and govern the technology may lead to
slower implementation, and challenges associated with

coordination efforts. 03
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Possible solutions to: no flexible and scalable digital infrastructure

A spectrum of three potential solutions to address this problem

A: Proprietary technology stack and blueprint

A data sharing infrastructure is implemented through the
development of proprietary, closed-source technologies,
accepting the possibility of vendor lock-in.

This will most likely consist of commissioning a vendor
to develop a data sharing infrastructure (or procure it if a
COTS product is available). The vendor will then
assume ultimate responsibility for the infrastructure,
provisioning, security, patching, updating and providing
service support for data sharing infrastructure services,
including the data preparation nodes.

Having a primary vendor means that service support
from them could be offered as part of the licencing
agreements. Security aspects, including penetration
testing, will also be provided by the vendor.

However, vendor lock-in could potentially limit the
compatibility of a data sharing infrastructure - perhaps
with other technologies and cloud platform providers.
Furthermore, the cadence of iterations and updates to the
technology will be down to the vendor to determine,
which may be slower than the industry requires it.

This could also restrain the industry from adopting new
technologies or solutions because of the licensing
agreements with the vendor or technology choices.

B: Hybrid technology stack and blueprint

Foundational components of a data sharing
infrastructure are offered as an open-source blueprint for
the sector to adopt and implement.

This means that the development of the blueprint for a
data sharing infrastructure is open source, any given
implementation for specific components e.g., the trust
framework, may not be.

However, the technology implementation for the MVP
data preparation node will be built using an open-source
software technology stack. This will foster collaboration
within the wider energy community, eliminate risks of
vendor lock-in, and enhance accessibility by lowering
entry barriers associated with costs

This may offer commercial incentives for organisations
and start-ups across the sector to develop useful
components for a data sharing infrastructure to address
specific needs and functionalities that are outside the
scope of the foundational blueprint components.

This may also lead to the emergence of a marketplace

of providers creating new components for a data sharing,
thereby accelerating specific use cases for data sharing
and the standardisation required.

C: Open-source technology stack and blueprint

A data sharing infrastructure is implemented through an
exclusively open-source technology stack. This means
that all the components have an open-source
implementation, and any future developments for
additional components and modules are also required to
be open-source with no associated propriety elements.

An open-source solution would mean that components
such as the data preparation nodes become an open asset
as in solution B, as part of the licensing agreements.

However, participants wishing to develop additional
modules or applications for a data sharing infrastructure
will have to comply to open-source governance,
licensing and implementation.

Whilst this would mean that the entire data sharing
infrastructure would remain fully accessible for
everyone to use, it may lead to slower delivery and
implementation due to fewer commercial incentives for
the sector.
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Mapping of the potential solutions

Understanding the complexity and usefulness of the potential solutions proposed to address each key problems to be solved by a data sharing infrastructure

Note: this high-level
mapping was conducted
following stakeholder
engagement and validation

The various solution options to address the three key High 4
problems to be solved were indicatively mapped to a
graph to illustrate the extent of their usefulness to the
sector, and their complexity to achieve. Their mapping

was determined following stakeholder engagement and
validation C: Fully distributed
’ architecture

This mapping highlights three potential solutions:
* Minimum translation and standardisation: this B: Hybrid
will give the sector the correct tools to allow them to technology stack technology stack
translate their data into a minimum interoperable A: Centralised
standard. Further development of additional architecture T
- Miinimum

connectors and translation modules can be developed
through future iterations of a data sharing

infrastructure. -

* Hybrid architecture for a data sharing
infrastructure: will give the sector ownership and
control of their data through a hybrid deployment of

A: Comprehensive

data standardisation

translation and
standardisation

Complexity

distributed (data preparation nodes) and centralised C: ‘t/a“daltitc_m only, Key
services (trust framework, security services, message :&nrggz,?s:;i':,gr Opportunity 1

brokers etc.)

* Hybrid technology stack and blueprint: will
provide an open-source blueprint for a data sharing
infrastructure but the implementation of specific
components and modules (e.g. trust framework) may
not be, thereby incentivising innovation across the
sector. 95
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The approach to developing an initial definition for a data sharing infrastructure

Overview

As detailed on the previous pages, three potential
solution options were identified following stakeholder
engagement and validation.

The scope of these potential solutions helped to inform
the development of an initial definition of a data sharing
infrastructure which will provide a baseline for further
iteration through the next phases of the study.

This working definition emerges from:

* A phase of divergent thinking exploring the problem
space a data sharing infrastructure aims to impact;

* A phase of convergent thinking exploring potential
solutions and homing in on recommended options;

The application of British Design Council ‘Double
Diamond’ process of divergent-convergent thinking has
allowed to route the design of a data sharing
infrastructure through some of the key policy challenges
currently preventing the digitalisation of the energy
sector at the pace needed for net zero by 2050.

While these might evolve further through the course of
the feasibility study, the link between problem spaces
and solutions will ensure that the recommended
definition will be focused on enabling core outcomes.

Key problem areas

Problem:

Insufficient data
interoperability

Problem:

No common
data sharing
practices

Problem:
No flexible and

scalable digital
infrastructure

To maximise the value of data,
users need to be able to join and
blend data from multiple
sources. Data must also be
understandable to a wide range
of users.

Data users and organisations
need to be able to access data
through common procedures
and processes to minimise
complexity.

The energy sector needs a
flexible and scalable digital
infrastructure to minimise
operational costs and harness
innovation.

ARUP caaputl

Potential solutions

Minimum layer
of translation is
performed by

the data
preparation
node

The data preparation nodes will
give the sector the correct tools
to allow them to translate their
data into a minimum
interoperable standard.

Hybrid
architecture for
a data sharing
infrastructure

Mix of distributed services (data
preparation nodes) and
centralised services (trust
framework, security services,
message brokers etc) for a data
sharing infrastructure to
maximise usability and minimise
complexity.

Hybrid

technology
stack

The foundational components of
a data sharing infrastructure will
be open-source development,
however the development of
closed applications and modules
by the sector is incentivised to
drive adoption and usefulness.
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Impact of a data sharing infrastructure on decarbonisation targets

A data sharing infrastructure can have significant impact on the decarbonisation policy targets

Decarbonisation of the energy system

A smart, flexible energy system is one that can
economically and efficiently integrate and utilise low
carbon technologies such as heat pumps, EVs, batteries
etc. This should be done in a seamless manner, and to
their full value, to meet system needs in real-time.

This is achieved through the use of open and whole
system data that drives innovation and competition.
Doing so supports decarbonisation in a resilient and
efficient manner across multiple sectors (including heat,
transport and industrial) as they become more reliant on
the electricity as their energy source.

The Smart Systems and Flexibility Plan (SSFP)
published in July 2021 provides an indication that a
flexible energy system can deliver £10bn savings a year
compared to a non-flexible energy system by 2050 as
utilising flexibility reduces the level of generation build
out (and thus the cost of generation Capex and Opex) as
well as reduced transmission and distribution network
costs. It is important to note that the SSFP only
considered the benefits to the electricity system and a
data sharing infrastructure would be expected to cover
multi-vectors and will drive additional whole system
benefits.

A smart and flexible energy system will have a wider
array of organisations making operational decisions
about the system, for example which assets to have,
where to locate their asset, how to best use their asset
(i.e. times during the day and beyond) and which
revenue streams will provide the best return on
investment. These decisions will be across both longer-
term (through business case development and network
planning processes) and close to real time data for
markets and operations. As the complexity of
interactions between market participants increases,
standardisation in the data used by these actors will be of
increasing importance to be able to operate a whole
system that is significantly more complex than today.

A data sharing infrastructure can facilitate a smart and
flexible system through supporting the sharing of data in
a robust manner. This can be achieved via a
technological and governance approach that prioritises
and standardises critical data assets. Regarding
decarbonisation and flexibility, a data sharing
infrastructure’s approach to standardising data can
potentially function as a data exchange mechanism for
the execution of contracts between flex providers and
grid operators and is regulated in line with thinking

on Ofgem's call for input on distributed flexibility.
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Impact on broader policy and government objectives

A data sharing infrastructure can support broader government objectives, policy and strategy

Impact of data sharing on government objectives

The impact of a data sharing infrastructure on the
government’s objectives for energy is considered as:

* Delivering security of energy supply: The
future energy system is a decentralised coordination
challenge, and the timely delivery of data to various
participants is a security of supply prerequisite.

* Ensuring properly functioning energy
markets: Ofgem has identified a market failure in
flexibility provisions that, in part, can be solved with
greater market access to standardised data.

* Encouraging greater energy efficiency: The ability
to optimise systems for energy efficiency across
differing scales (local, regional, national) will require
the timely delivery of data and ability to compare
sources in standardised formats.

* Seizing the opportunities of net zero to lead
the world in new green industries: The emergence
of new flexibility markets will be underpinned by
data exchange. To seize the opportunity of this new
market, provisions for the flow of information need to
be made in a way that can coordinate with the whole
system.

Impact of data sharing on Strategy and Policy

The government recently published their Strategy and
Policy statement for the energy sector. The impact of a
data sharing infrastructure on this is considered as:

* Enabling clean energy and net zero infrastructure:
The acceleration of clean energy and infrastructure
requires needs effective planning, coordination and
justification of action taken by parties across the
value chain. Facilitating the exchange of data in an
interoperable way will be a core challenge to ensure
this outcome can be met.

* Ensuring energy security and protecting
consumers: As noted in the case study on the August
2019 blackouts (Appendix L), the provision of data
between market participants is identified as a key
component in mitigating risks of blackout events.

* Ensuring the energy system is fit for the future:
The coordination of national and local energy
markets, enabling technologies across all scales to
support economic growth has a prerequisite of timely
information being presented to a wide array of market
participants with complex relationships.

Summary

Underpinning each of these key sets of objectives and
policies is a pre-requisite of effective, interoperable data
sharing to combat specific negative outcomes.

For example, a market failure identified in flexibility or
resulting from blackout events, the information
provision, timely access and standardised exchanges
would have helped better predict the outcomes of a more
renewable dominated energy system.

Fundamentally, each of governments priorities have a
level of dependency of resolving the challenge of
interoperable data sharing.

While it is likely that each specific objective or outcome
will be achieved by a mixture of projects, decisions, and
priorities across the energy domain, data sharing will be
a fundamental enabler of each in some capacity.

It is considered that the most economically efficient
resolution is to develop a solution that captures as broad
a set of requirements as practical to mitigate the market
failures identified and enable the sector to implement its
use to overcome specific challenges, such as those
described in the use cases (see Appendix C).
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Characteristics of a data sharing infrastructure

The high-level characteristics of a data sharing infrastructure

Overview

As summarised in Section 2.3, based on the problem to
be solved and the potential recommended solutions, 12
characteristics were identified for a data sharing
infrastructure.

These were identified and validated through research,
stakeholder engagement, and sector collaboration.

The provide a view into the essential and non-negotiable
aspects for a data sharing infrastructure and consider
people, process, data, and technology.

The characteristics are outlined in further detail over the
subsequent pages.

People and process

The six high-level characteristics identified that
consider people and process are:

» Fostering a culture for data sharing

» Hybrid architecture (centralised & distributed)
* Low barrier deployment

* Transparent operations

+ Collaborative

* Use case driven development

Data and technology

The six high-level characteristics identified that
consider data and technology are:

» Data standardisation & interoperability
» Hybrid technology stack

+ Secure

+ Self-serve platform

* Reliable and performant

* Low integration overhead
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People and process high-level characteristics (1 of 2)

The six high-level characteristics identified that consider people and process

Fostering a culture of data sharing

Fostering a culture is critical to ensuring that the
industry and others engage with and adopt a data sharing
infrastructure.

It helps organisations broaden their thinking beyond
traditional business models and individualistic
objectives to understand the opportunities presented by
data sharing across the sector.

For this to happen, a culture for data sharing must be
established as the first step in any change management
activities considered as part of the ongoing delivery.

This allows participants to develop the skills and
workforce characteristics required to interact effectively
with the data sharing infrastructure.

This may require organisations to recognise the value of,
and develop business cases associated with, data sharing
so that IT and data strategies can set the direction for
treating data as products that are useful and shared.

Hybrid architecture (centralised & distributed)

Deployment of a hybrid data architecture, whereby the
data preparation nodes can be deployed in a distributed
fashion within each organisations’ environments (cloud,
on-premise, hybrid etc.) but some services associated
with the data sharing mechanism (trust framework,
security services, data catalogue etc.) remains
centralised.

A distributed nature will mean that each organisation can
retain ownership of their data. This will enable them to
conduct their own transformation (maybe using their
own incumbent ETL component), set security
permissions, and data licencing and handling conditions
to their data, prior to publishing to a central data sharing
mechanism platform. This doesn’t preclude the option to
conduct decentralised data sharing through peer-to-peer
data exchange directly between the nodes.

A more central data sharing mechanism can conduct
functions related to security services, governance
controls around data licensing and handling conditions
(through the trust framework), data cataloguing and
message brokering. Appropriate governance entities can
also oversee and ensure the appropriate use and
implementation of it and wider data sharing
infrastructure.

UNIVERSITY OF
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Low barrier deployment

Deployment of a data sharing infrastructure, including
components such as the data preparation nodes should
be seamless and relatively easy for organisations and
users.

This can be achieved by adopting well understood
technologies which are easily deployed and maintained,
and preferably, the underlying technology complexity
should be abstracted away from the users. Open-source
implementation of the data preparation nodes should be
well understood and managed.

Furthermore, accompanying documentation and support
should also be available for organisations — especially
for those which are perhaps less mature with their IT
estate and skills.

This can help ensure that a data sharing infrastructure is
widely adopted. We expect that, given the open-source
nature of the data preparation nodes, organisations may
begin to develop service propositions to support the
deployment and integration of the nodes.

A marketplace of service provisions, which provide
additional 'modules' to deploy in conjunction with data
preparation nodes may be developed to support specific
standardisation challenges. 102
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People and process high-level characteristics (2 of 2)

The six high-level characteristics identified that consider people and process

Transparent operations

For organisations and users to develop trust in the data
sharing infrastructure and consequently adopt it, they
require a collective understanding of the system, its

direction, and clear reasons behind the decisions made.

Therefore, communication and decisions will be
facilitated through cross-sector engagement, like the
engagement during the feasibility study.

This approach will ensure that stakeholders appreciate
the value being created and understand how they can
benefit from it.

Collaborative

The data sharing infrastructure is designed for the sector;
hence, any actions and decisions related to the data
sharing infrastructure should be taken collaboratively,
utilising existing digitalisation initiatives whenever
possible.

This approach ensures that maximum value is derived
from the delivery of these initiatives, fosters a
collaborative culture across the sector, and minimises
the risks of failure or the need for future investments to
realign potential solutions.

UNIVERSITY OF
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Use case driven development

Use case-driven development supports the design of a
system that focuses on what the users need and,
consequently, what the system needs to do, rather than
how it is done.

This approach ensures that the data sharing
infrastructure meets the users' needs and remains user-
focused.

Additionally, a use case-driven approach facilitates
incremental development, enabling early realisation of
value through the delivery of the use cases, and provides
tangible information to help participants understand the
opportunities presented.
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Data and technology high-level characteristics (1 of 2)

The six high-level characteristics identified that consider data and technology

Data standardisation & interoperability

A data sharing infrastructure will act as critical vehicle
for the interoperability of energy data.

The data preparation nodes will allow organisations to
offer their data in a way that will incentivise and
facilitate its use.

This entails mapping their data to a minimum operable
data standard that enables interoperability across a data
sharing infrastructure. This will also help to ensure that
the data is described to facilitate search and discovery.

A data sharing infrastructure will also have a role in
pushing standards across the network of data preparation
nodes and assists their creation where they are missing.

Specifically, a data sharing infrastructure should
promote an agile standard development process that
allows standards to swiftly emerge and to be iterated,
thereby allowing data exchange for new use cases.

Hybrid technology stack

Foundational components of a data sharing
infrastructure are offered as an open-source blueprint for
the sector to adopt and implement.

This means that the development of the blueprint for a
data sharing infrastructure is open source, but any given
implementation for specific components e.g., the trust
framework, may not be.

However, the technology implementation for the MVP
data preparation node will be built using an open-source
software technology stack. This will foster collaboration
within the wider energy community, eliminate risks of
vendor lock-in, and enhance accessibility by lowering
entry barriers associated with costs

This may offer commercial incentives for organisations
and start-ups across the sector to develop useful
components for a data sharing infrastructure to address
specific needs and functionalities that are outside the
scope of the foundational blueprint components.

This may also lead to the emergence of a marketplace

of providers creating new components for a data sharing,
thereby accelerating specific use cases for data sharing
and the standardisation required.
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Secure

A data sharing infrastructure will need to provide
trusted, secure and resilient sharing of data.

It will need to adhere and align with international
security standards and best practices, to secure and
protect the data and to minimise vulnerabilities in order
to build trust and confidence with participants.

A shared responsibility model will also need to be
established between the participants and the data sharing
infrastructure.

Finally, core housekeeping practices, regular testing and
resilience mechanisms should form part of the wider
governance of a data sharing infrastructure.
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Data and technology high-level characteristics (2 of 2)

The six high-level characteristics identified that consider data and technology

Self-service platform

Adopting a self-serve platform design will help foster a
data-driven culture that promotes collaboration and
empowers organisations to provide and consume data for
decision making.

This approach will result in a data sharing infrastructure
that provides organisations with the appropriate
components and techniques to prepare, trust and share
their data. The implementation should abstract
technology complexity away from the users, thereby
enabling a self-serve data environment in which
individuals can quickly and independently obtain the
data they need in an accessible way.

This aligns with Data Mesh principles related to Self-
serve Platform Design, whereby a data sharing
infrastructure offers organisations with the tooling and
techniques for data exchange through a self-serve
manner.

The data should ideally be published, when appropriate,
as events or messages flowing through message brokers,
rather than through a centralised data pipeline. This
enables event-driven architectures and asynchronous
data sharing.

Reliable and performant

A data sharing infrastructure will need to be performant
and reliable to accommodate a variety of use-cases and
data.

This will mean that a variety of requirements will need
to be established and incorporated into the design of a
data sharing infrastructure.

Some of these requirements will pertain to scalability,
performance, availability, and fault-tolerance.

Others may pertain to design patterns (e.g., event-driven
architecture), asynchronous data sharing, and
considerations around the user journey and experience.

Low integration overhead

A data sharing infrastructure will need to be easily
adopted and to seamlessly integrate with an
organisations’ existing data pipelines, platforms and data
stores.

This means that the data preparation nodes should be
decoupled from the organisations’ data pipelines and
applications, thereby allowing siloed and legacy data to
be pulled into a data preparation node for standardisation.

The data preparation node should also be deployed using
well-understood APIs and connectors. This is crucial as a
solution that requires significant change will create
barriers to adoption.

Furthermore, organisations with mature IT capabilities
can use their incumbent tooling to prepare their data, then
publish through the data preparation node’s APIs. The
node forms the blueprint for data preparation and
organisations may use their internal tooling to achieve
this.
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Outline data types and categories

Identifying outline data types and categories exchanged across a data sharing infrastructure and the conditions for effective exchange

Overview

This section provides a high-level overview, and non-
exhaustive list, of the key data categories that would be
exchanged, with a focus on those data assets that need to
be interoperable to enable wider flexibility and
decarbonisation of the energy sector. The potential
benefit that the exchange of this data would bring is
summarised in the description.

For instance, the emergence of new market propositions
for flexibility and the possibility of organisations
becoming licensed to operate in this space will need the
transfer of interoperable data to facilitate the new
markets. The current lack of standards across the sector
is however a limiting factor in decarbonisation efforts.

Therefore, analysis of these data types and their
interoperability needs was completed in more depth
during the use case development. See Appendix C.

Conditions for effective exchange

To enable an effective exchange of this data, a data
sharing infrastructure will need to promote
interoperability across these datasets.

A data sharing infrastructure should drive the
identification of where standards exist and where they
are lacking for these data assets.

It should then facilitate the agreement around a common
implementation of standards where these are present for
data assets, or around and initial standard where a
standard currently does not exist. This alignment should
be based on the following principles:

* Re-using existing standards where applicable

* Adopting consistent metadata standards (e.g. Dublin
core) and re-using existing energy sub-domain
metadata terms where applicable

* Creating the 'lightest’ or ‘thinnest’ possible standard
to get started, if no standard is currently present

* Ensuring that the data becomes easily understandable
by non-experts

* Ensuring the data is structured, machine readable, and

well documented
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A data sharing infrastructure will need the right
governance processes to oversee such a process and be
able to prioritise efforts in a way that it remains
grounded in engagement across the sector and conform
to established governance mechanisms.

Therefore, when defining further what could be the core
datasets and use cases for a data sharing infrastructure, it
will be essential to assess the effort needed to accelerate
the adoption of standards (e.g. data, metadata, format,
exchange protocol etc.) that will ensure these dataset are
interoperable and can be successfully shared across a
data sharing infrastructure.
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Potential data types and categories (1 of 2)

Non-exhaustive list of the data assets that would be shared with system participants as part of a data sharing infrastructure

Network topology & constraint data

There is a need for a common network model which is
essential for optimal operation and planning network
improvements. This does not currently exist in full and
is typically mastered in proprietary systems. The
adoption of CIM could be a solution to this challenge.
There are also known issues in data quality at sub 11kV
voltage level, which lacks completeness.

By standardising the approach to describing network
assets, its connectivity and the management of network
constraints, all networks can more easily align signals
with each other, and to the market.

Faults and outages

By standardising approaches in how network

operators describe faults and outages on their networks,
all stakeholders can begin to assess like for like faults
and outages on the network, thereby increasing clarity to
impacted citizens.

Remote asset monitoring could be used to enhance
predictive maintenance regimes and strategies for
different components, all potentially using machine
learning to analyse. This would reduce downtime and
potential cascading failures caused by faults.

Market data

Overlapping markets creates potential for conflict
between price signals which could result in price
escalation and system instability.

A data sharing infrastructure can be used by market
operators to reliably share market signals, enabling the
sector to maximise return on investment and identify
conflicting messages, and mediate as required.

System monitoring data

Consistency in data standards relating to the monitoring
of various parts of the network would benefit all actors,
enabling market actors to bring forward solutions by
identifying needs consistently, and facilitating
operational improvements.

In doing so, a data sharing infrastructure is enabling the
feedback loop which is a characteristic of a connected
digital twin.

Carbon monitoring

There is a challenge to track carbon through the
economy. Developing tools, data standards and
methodologies within the energy sector through a data
sharing infrastructure implementation may enable this to
commence Sooner.

This would enable a data sharing infrastructure to help
standardise the way carbon is accounted for across the
energy system which could be a key function enabled by
the data provided through a data sharing infrastructure.

Energy balancing data

The balancing of the energy networks between forecast
and actual demand is increasingly more complex with
the higher number of dynamic energy assets. If the
operator had more visibility of which assets existed and
had visibility of system monitoring data through a data
sharing infrastructure, it will better enable system
operators to maintain a stable, balanced system.

The alternative operating paradigms of more distributed
models with a Distribution System Operator (DSO)
could potentially be supported with this data.
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Potential data types and categories (2 of 2)

Non-exhaustive list of the data assets that would be shared with system participants as part of a data sharing infrastructure

Consumer data

There is a greater dependency on demand side flexibility
and so consumers (and their devices) will be required to
interact with a complex system for device control and
monitoring.

The opportunity for interoperability will allow consumer
devices to build and integrate with smart tariffs, markets
and system operators more easily, therefore benefiting
the consumers and providing the desired domestic
flexibility outcomes.

Energy efficiency data

Energy efficiency data is held within data.gov.uk based
on a large sample of residential properties and averaged
for different sizes and energy type. This general dataset
is open-source and freely available.

However, the format is in Excel and must be
downloaded for the selected year. Like other open
datasets this could be made available within a data
preparation node and made more accessible and queried
via an APL

Smart meter data

Access to smart meter data can provide insight into the
demand side response, energy consumption and
consumer use patterns. This is valuable data for
infrastructure decisions. It is critical that the data is
effectively anonymised to protect consumers.

Aggregated smart data delivered at an appropriate
timeliness and granularity could enable improved system
management and planning. It could also be useful for
local authorities to undertake social-economic research
and inform Local Area Energy Plans (LAEPs)

Modelling data

The energy system is changing from a small number of
reliable assets to millions of highly dynamic energy
assets in generation, storage and demand. To model such
complex interactions and more effectively operate the
system, more visibility across this system is required to
understand its status and to maintain its stability.

This will require peak data, forecast future views,
forecast load and generation data to effectively model
and plan in this complex system, from many more actors,
and hence the need for a data sharing infrastructure.

Gas network data

The gas networks have a variety of datasets that are
comparable to the electricity networks, relating to the
network and the gas assets.

However, there has been less formal standardisation in
gas, so there is not a comparable standard to CIM (for
electricity), that is ready to be applied to gas.

Network operators have been considering whether to
adopt a standard or develop one themselves to aid with
interoperability requirements.

Renewable energy data

Having day or multi-day ahead projections of renewable
generation could provide certainty to organisations on
how they should hedge, trade and deploy flexible assets
on the network.

A data sharing infrastructure could reduce the barriers to
entry by providing a consistent approach for
organisations to access renewable generation projection
data from an accessible and trusted source.
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Use cases and user journey

Development of use cases and user journey

Overview

This appendix focuses on the development of the use
cases and user journey, which were derived from user
research and stakeholder engagement activities.

It summarises:

* Approach taken

* Key user stories

* Key user journey

* Long list of use cases

* Detailed use case analysis
* Prioritised day 1 use cases

* Prioritised strategic use case
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The below diagram outlines the approach for stakeholder engagement, and use case definition. Each of the numbered stages is detailed in the subsequent pages.

Methodology

Engagement
Activities

Stakeholders

Setting
Criteria

Use case exploration

Identify
potential
uses cases
for testing

3 4

Engagement
with priority
stakeholders

Industry wide
engagement

5

Mapping &
alignment
with UK
Energy policy
goals

6

Use cases
Prioritisation
& justification
for selection

Use case detailing

8

‘Day 1’
use case
selection

User journey Needs

definition

identification

Workshop High priority 1-2-1’s Webinar 1-2-1’s with 1-2-1 1-2-1’s with selected stakeholder groups
stakeholder interviews selected Interviews
interviews stakeholder
groups Prioritisation
Workshop Workshop
Experts across Experts across High priority Wider industry Industry experts Selected Key actors according to the specific use case brought

the consortium

the consortium

stakeholders

Experts across
the consortium

DESNZ

stakeholders

DESNZ

forward. These will be selected from the stakeholder
groups identified against each of the use cases.
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Use case exploration

Stages 1 and 2 of the approach

1) Setting criteria

Based on the draft definition of a data sharing
infrastructure from Appendix B, we identified key
aspects across the energy sector where a data sharing
infrastructure could help. These aspects include:

* Promotes interoperability

* Promotes data sharing

* Contributes toward key UK energy objectives
* Responds to a clear need gap

* Involves a breadth of energy actors or sectors
* Promotes digital transformation of the sector

These aspects have formed a set of Eligibility Criteria
that was used through the duration of the use case
exploration phase to assist with the identification of best
suited use cases.

Key user journey  Use cases Prioritised use cases

2) Identify potential for uses cases for testing

We explored various areas, including but not limited to
system planning and visibility, markets, system
operation, energy poverty, flexibility, new power
generation, and decarbonisation. Next, we outlined a set
of ‘problem spaces’ that met the eligibility criteria,
showcasing a clear need for a data sharing infrastructure
across the energy sector.

The focus for the ‘problem spaces’ was to demonstrate
the value of a data sharing infrastructure to various
energy sector players, including policy makers,
consumers and system operators, as well as linking to
other sectors beyond energy.

UNIVERSITY OF
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Next, we drafted an initial set of 8 use cases that were
further refinement through testing with industry
stakeholders, and subject matter experts from across the
consortium. These use cases outlined the problem space,
associated data sets and actors, and defined the potential
impact of a data sharing infrastructure.

The purpose of these initial set of use cases was to
gather stakeholder feedback on potential 'day 1' use
cases that the feasibility study could examine in detail.
These use cases aimed to elicit the core needs for a data
sharing infrastructure and identify the key user journeys.

Use cases definition /

Use ease 1 Use case 2

Digital

Lea Silvestrucci
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Use case exploration

Stage 3 of the approach

3) Mapping and alignment with policy priorities

We highlighted the potential contribution and impact the
current use cases could have toward the implementation
of critical policy goals.

Based on UK energy commitments and recent policy
(such as Powering up Britain 2023), we have considered
the four high-level key objectives shown in the adjacent
table.

We have highlighted where the current use cases
contribute toward these goals, and we assessed through
further engagement with industry and policy experts
other potentially relevant use cases.

Key user journey

UNIVERSITY OF
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Overarching policy Descrintion
objectives P

Energy equity and
affordability

Energy security

Support net zero

Economic security

This objective includes initiatives such as making energy affordable to
consumers, bringing bills down, keeping bills affordable, and making
wholesale electricity prices among the cheapest in Europe, assisting vulnerable
customers and reducing fuel poverty.

This objective aims to set the UK on a path to greater energy independence,
ensure reliability of energy resources, including price and geopolitics, provide
a clean & secure energy supply, address demand by increasing efficiency,
prepare for a net zero power system and improve energy system resilience &
robustness.

This objective aims to cover initiatives such as increasing efficiency and
reliability on greener products and generation, to accelerate decarbonisation of
major energy demands, supporting the rest of the economy through the
transition such as supporting industry to move away from expensive and dirty
fossil fuels and minimising environmental harm such as climate emission.

This objective aims to reduce inflation and boost growth, innovation and
competition, deliver high skilled jobs for the future and incentivise the rest of
the economy through the transition.
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Use case exploration

Stages 4 and 5 of the approach

4) Engagement with priority stakeholders

To prioritise and gather information on our eight initial
use cases, we engaged with our priority stakeholders
asking them a series of questions about which use cases
they believed would best demonstrate the value of a data
sharing infrastructure, any other area for exploration,
and which use cases could be valuable to explore further.

These priority stakeholders are given in Appendix A.1.

UNIVERSITY OF
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Key user journey  Use cases Prioritised use cases

5) Wider industry webinar

The consortium also hosted a wider industry webinar to

gather feedback on:
220
* The developing thinking on the definition of a data participants

sharing infrastructure.

* The initial use cases and the extent to which they
would help demonstrate the value of a data sharing

. R ,
infrastructure. epresenting

76 companies

We also provided the audience with the opportunity to
ask questions and to participate in interactive polls
through an online platform.

69 open
We asked participants what are the main challenges they questli)ons
face today with data sharing, how they would describe a
data sharing infrastructure, and how they would rank the
initial use cases in order of priority.

Culture, security
and lack of
standards identified
as the key data
sharing challenges

Further webinar details are given in Appendix A.2.

Numbers and insights from the webinar
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Use case detailing

Stage 6 of the approach

6) Prioritise use cases & justification for selection

Following this first round of stakeholder engagement,
market research, and consortium expertise, we identified
a further seven use cases to add to our initial list of eight.

They aimed at finding potential use cases that helped
with the definition of a data sharing infrastructure and
met the overarching policy objectives.

The 15 use cases were further short listed through three
steps, which are on the subsequent pages:

1. Eligibility criteria
2. Stakeholder preferences
3. Assessment against ‘additional considerations’

By the end of three steps, the 15 potential use cases,
were filtered down to five use cases.

Key user journey  Use cases

Prioritised use cases
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Promote interoperability

Promote data sharing
Contribute toward key UK energy
policy objectives

Need gap

Breadth of sectors involved

Energy sector's digital
transformation

Is data standardisation needed to enable the delivery of the use case?
If available, are standards adopted by the sector?

Are effective mechanisms and frameworks for data sharing in place to
meet the need of the use case?

Does it require secure data exchange?

Is the data required part of critical infrastructure?

Does the use case contribute to one or more key UK energy objectives?
Is a data sharing infrastructure type intervention or need potentially
required?

Does the use case involve several actors across the energy sector?
Does the use case involve other sectors?

Does the use case support the digital transformation across the energy
sector
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Key user journey  Use cases Prioritised use cases

User journey and further stakeholder engagement

Stage 7 and 8 of the approach

7) Further stakeholder engagement

Once the short list of use cases was established, we
identified key stakeholders, from the energy sector and
wider sectors, that could assist with detailing each use
case.

We engaged them through 1-2-1 interviews and group
interviews with a set of individuals within an
organisation.

The insights gathered during the interviews allowed us
to create high-level personas (archetypes of a user,
detailing their role and their goal), extrapolate the
overarching needs for a data sharing infrastructure and
formulate a future user journey.

8) User Journey

The journey in Appendix C.3 mainly focuses on the
Electricity Flexibility use case, but incorporates insights
learned from all five use cases and in-sector and cross-
sector actors interviewed.

Building a user journey allows the exploration of a data
sharing infrastructure as an ecosystem that facilitates
data sharing. It is an important tool to visualise and to
consider how users could interact with such an
infrastructure, and what would be the benefits they
could get out of these interactions.
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User groups

Identifying the users of a data sharing infrastructure

Overview

Through the exploration of the use cases it was apparent
that there are a large number of potential users of a data
sharing infrastructure, both within the energy sector and
Cross-sector.

It is considered that the users can be categorised into two
groups, based on how they might interact with a data
sharing infrastructure.

» Data providers: actors that provide data

* Data consumers: actors that require access to data to
solve a problem for themselves or others

It is possible for an organisation / actor to be part of both
user groups, and for this interaction to vary through
time.

The feasibility study has focused on understanding the
user needs based on these user groups.

Key user journey  Use cases Prioritised use cases

Users of a data sharing infrastructure

Regulatory & Policy Makers (Ofgem, DESNZ, others)
Transmission & Distribution NO (Network Operator)
ESO (Energy System Operator)

Energy Suppliers (B2B/B2C)

Local Authorities (LAs)

Flexibility Service Providers & Aggregators

Energy Generators (Electricity & Gas)

Investors & Asset operators ( heat, Hydrogen)

Consumer
Gas Transmission & Distribution NO (Network Operator)

Other Sectors (Water companies, EV providers)

CELLCRCCRKRK

CELLCRCCRKRK
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Key user stories

Key user journey  Use cases

Understanding the key ways in which a user will interact with a data sharing infrastructure

Identifying the interaction

User research was conducted to understand how users
might interact with a data sharing infrastructure. This
aimed to identify:

» User needs around access and sharing of data
* Current barriers and issues encountered when sharing
or trying to access data

* Potential opportunities, things that work well and
things that would enable those needs to be met.

This allowed the identification of the key ways in which
the two user groups of data provider and data consumer
might interact with a data sharing infrastructure.

This has been presented in the format of user stories to
clearly link the user groups to their interaction with a
data sharing infrastructure and the expected outcome.
These user stories follow the structure:

* Asa... [user group]
* Ineed ... [interaction]
* So that ... [expected outcome]

The user stories set the roadmap for further exploration
of the MVP remit for a data sharing infrastructure and
will allow for the formulation of more detailed technical
and functional requirements.

Summary of findings

Overall, interaction of users with a data sharing
infrastructure can be defined by the following
overarching steps, as summarised in Appendix C.2.1.

1. Deploy data preparation node

2. Register with data sharing mechanism

3. Identify data for sharing

4. Connect data source to the node

5. Align data to minimum operable standard
6. Publishing data for sharing

7. Search for data

8. Review and request access

o0 0 06 06 06 0 0 ¢

9. Access the data

Prioritised use cases

UNIVERSITY OF
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Key consideration

It is apparent from the user research that in order to meet
the needs of the users, a data sharing infrastructure
should be conceived as more of an ecosystem that
facilitates data sharing.

As part of this ecosystem, there must be:

* Governance and process gaps that need to be met for
users to exchange and access data effectively — These
are identified in the user stories as enablers

* Capability gaps that need to be met for users to carry
out the data exchange — these are identified as
potential MVP functionality

* Potential capability gaps that could be addressed to
ensure better/effective sharing of data — these are
identified in the user stories as extended functionality

Given the extent of needs surfacing from the research,
an overreaching core set of high-level key user stories
has been created. These summarise the common needs
identified. Where relevant, we have extracted more
detailed user stories.
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User interactions with a
data sharing infrastructure
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Step 1: Register

Ensures data consumers and producers can use the data sharing infrastructure to share data

Interaction step Key consideration Detailed user needs
Ia Register as a user As a Data Provider, MYVP Functionality As a Data Provider,
I need to register my organisation as Core feature that allows access I need to understand how identity management works, how it is managed, and how it
a data sharing infrastructure user, into a data sharing infrastructure is utilised in a data sharing infrastructure,
So that I can share data via a data for all users through common So that I can be entrust the system to share my data.
sharing infrastructure. standards, checks, and balances.
As a Data Provider,
I need to understand how to register my data on a data sharing infrastructure,
So that I can become a user of a data sharing infrastructure to share my data.
1b Register as a user As a Data Consumer, As a Data Consumer,
I need to register my organisation as I need to understand how identity management works, how it is managed and used by
a data sharing infrastructure user, a data sharing infrastructure
So that colleagues in my So that I can trust the system to provide access to reliable data
organisation can access data shared
via a data sharing infrastructure.
Register as an asset™® As a Data Provider,
le I need to register my assets/asset,
So that asset data can be shared via a
data sharing infrastructure.

* by asset we mean anything that produces data, including physical assets connected to the grid such as power plants, smart meters, etc.
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Key user journey

Use cases

Step 2: Identify data for sharing (1 of 2)

Ensures data consumers and producers can find and verify the data needed to enable a use case

2a

2b

Prioritised use cases

ARUP caaputl

Interaction step m Key consideration Detailed user needs

Identify data for sharing

As a Data Provider,

I need to review the data I own,
So that I can understand what
could/should be shared.

Enabler — Process

A process that clearly outlines
data sensitivities, end goals, and
data quality control
requirements. Common
guidelines and standardised
approaches are needed to support
this is carried out consistently.

As a Data provider (DNO, Energy Supplier, Retailer, Licensee),
I need review the data I own,
So that I comply with regulatory data sharing requirements and sector ‘best practices’

As a Data Provider,

I need to understand the value (outside of regulatory compliance) sharing my data
could provide, and understand for what purposes,

So that I can assess whether to share this data.

Identify data for sharing

As a Data Provider,

I need a clear explanation of
different ways data can be shared
through a data sharing infrastructure,
So that I can assess the implication
of making my data available.

Enabler — Process

A process that outlines the
journey of data as it interacts
with different aspects of a data
sharing infrastructure to inform a
robust trust framework.

As a Data Provider,
I need a clear framework to assess my data against the open data spectrum,
So that I can implement consistent data sharing behaviours across the sector.

As a Data Provider,

I need review guidance and understand options in relation data sharing licencing that
can be used to support the exchange of data through a data sharing infrastructure (e.g.
will there be a recommended Open Data Licence, or a set of options to use to form
licencing agreements for shared data or best practice and principles),

So that I can set and agree to the right set of conditions for the sharing of my data and
understand the implication of sharing my data.
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Step 2: Identify data for sharing (2 of 2)

Ensures data consumers and producers can find and verify the data needed to enable a use case

Interaction step m Key consideration Detailed user needs

2¢

Identify data for sharing As a Data Provider, Enabler — Process As a Data Provider,
I need a framework to assess the A clear process that outlines the I need to understand the security implication of making my data available,
sensitivity around my data security, privacy, and So that I can set up my data to be shared in most appropriate way and I can accept the
So that this can be shared commercial implications of data risks associated to it.
accordingly sharing. Common guidelines and

standardised approaches are
needed to support this is carried
out consistently.

As a Data Provider,

I need to understand the privacy implication of making my data available,

So that I can set up my data to be shared in most appropriate way and I can accept the
risks associated to it.

As a Data Provider,

I need to understand the commercial implication of making my data available,

So that I can set up my data to be shared in most appropriate way and I can accept the
risks associated to it.
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Step 3: Deploy the cross-sector data preparation node

The ability to deploy a node to enable data sharing.

Interaction step m Key consideration Detailed user needs

3a

Deploy the cross-sector As a Data Provider, MYVP Functionality

data preparation node I need my node or each node | Core feature that allows for
deploy to be associated to me, single ownership and control of a
So that so that ownership of that node.
node is clear across the system

3b Deploy the cross-sector As a Data Provider, Enabler - Process As a Data Provider,

data preparation node I need clear documentation around Clear guidance on how to I need update processes, service line agreements; support model; update schedules;
deployment and running of a data operate, maintain, and diagnose a technical specifications; future roadmap to be explicit
preparation node, data preparation node. So that I can prepare for that/ensure we are up to date.
So that so I can deploy and run this
correctly. As a Data Provider,

I need Fault escalation, security policies, back up processes, down time and restart
procedures to be explicit
So that I know how to act and impact of potential disruption.

As a Data Provider,

I need to have clear view of how to comply and use a data sharing infrastructure,
So that I can identify the resource required /build up a team to meet our
needs/obligations.
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Step 4: Publishing data to the node

The ability to share data in a common standard, format, and security parameters

Interaction step m Key consideration Detailed user needs

4 Publishing data to the node As a Data Provider, MYVP Functionality As a Data Provider,
I need to publish data to a data Core feature that allows data to I need a clear guidance on best way to publish the data to a node,
preparation node, be processed through the data So that I can most effectively carry out alignment to standards and setting access
So that I can enable its sharing by preparation node and be made permission.
transforming the data into a suitable suitable for sharing.

format and applying security &
access controls permissions.
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Step 5: Align data to minimum operable standards

Ensures data providers and consumers can specify and align to common sector standards

Interaction step m Key consideration Detailed user needs

Sa Align Data to Minimum
Operable standards

As a Data Provider,

I need to clearly understand what set
of minimum operable standards (i.e.,
metadata, a specific data standard, standardisation the data should
data schema) I am encouraged to align to ensure sufficient
share, interoperability

So that I can assess the alignment
needs and select/build/define the
appropriate standardisation/data
transformation processes.

MYVP Functionality
Core feature that clearly details
the minimum set of

As a Data Provider,

I need to easily validate to what extent my dataset and its metadata conforms to
suggested minimum operable standards,

So that [ understand the extent of the work needed, if any, needed to map my data and
its metadata to the minimum operable standards encouraged

As a Data Provider,

I need a data sharing infrastructure to facilitate the encouraged MINIMUM DATA
alignment process by providing components that can be used or potentially processes
specific to my use case/datasets,

So that I do not have to spend too much effort in transforming my data

As a Data Provider,

I need to be able to save & automate the data transformation processes carried out for
my data and its metadata,

So that I do not have to set it up every time I share an updated version of my dataset

Sb

Align Data to Minimum As a Data Provider,

Operable standards

I need to specify the standards or
specifications my data adheres to,
So that this is visible to Data
Consumers

MYVP Functionality

Core feature that allows the user
to specify what their data
conforms to.

As a Data Provider,

I need to be able to share my data and specify the schema and standards it follows in
its original state,

So that I can share it even if a minimum set of operable standards is not yet available
avoiding delaying the value derived from sharing my data with potential consumers
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Step 6: Publishing the data for sharing (1 of 2)

The ability to publish data through a node to enable data sharing

Interaction step m Key consideration Detailed user needs

6a Publishing the data for As a Data Provider, MYVP Functionality
sharing I need to associate the right Core feature that allows the user
licencing condition to my dataset, to define how its data can be
So that I know my data will be used.

shared and used appropriately.

6b Publishing the data for As a Data Provider, MYVP Functionality As a Data Provider,
sharing I need to define where needed who Core feature that allows the user I need the ability to restrict access to my data to only certain Data Consumers,
can or cannot access the data I make to assign access restriction and So that I can ensure this is shared appropriately.
available for sharing and how they access mode based on Data
can do so, Consumer identity. As a Data Provider,
So that I know my data will be I need to select the most appropriate privacy enhancing technology (PET) to be
shared appropriately. applied when my data is shared via the data sharing infrastructure,

So that [ can still provide information while retaining control over my data (e.g. when
sharing raw data is not acceptable and I do not want this to escape).

As a Data Provider,

I need to be able to set what data entities within my dataset certain Data
Consumers can access,

So that I can grant or restrict access at a granular level.
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Step 6: Publishing the data for sharing (2 of 2)

The ability to publish data through a node to enable data sharing

Interaction step m Key consideration Detailed user needs

6b Publishing the data for As a Data Provider, MYVP Functionality As a Data Provider,
sharing I need a single common/standard Core feature that gives common I need an effective and a common way to exchange static data,

way to make my data available for mechanism for sharing the So that it can be used by all actors across the system.
sharing, information across all users.
So that I do not have to use multiple
methods of communicating or As a Data Provider,
exchanging data with different I need an effective way to exchange dynamic data (e.g. real time data),
actors. So that it can be used by all actors across the system.

As a Data Provider,

I need the data exchanges that take place through a data sharing infrastructure to be
tracked and recorded,

So that this can be audited in future.
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Step 7: Search for data

The ability to quickly and efficiently identify the data shared by a data sharing infrastructure

UNIVERSITY OF
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Interaction step m Key consideration Detailed user needs

7 Search for Data

As a Data Consumer,

I need an effective way to search
what data is available/is being
shared,

So that I can find the data I need to
answer my question/problem.

Extended Functionality

A functionality to search data can
be provided by third

party services rather than being a
new core component built by a
data sharing infrastructure.

As a Data Consumer,
I need to identify myself as part of an organisation,
So that I can access whole data sets that are accessible to my organisation.

As a Data Consumer,

I need to understand how I can search for the data,

So that I can search for data based on my needs (e.g. use plain English description to
respond to my accessibility needs).

As a Data Consumer,

I need different ways to search for the data based on metadata available (e.g. filters,
machine readable metadata),

So that I can search for data effectively.
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Step 8: Request and review access to data

Ensures a trust mechanism between data providers and consumers

8a

8b

Interaction step m Key consideration

Prioritised use cases

Request and review access
to data

As a Data Consumer,

I need to request access to data
where this is not available to me,

So that I can kick start conversation
with the Data Provider

Request and review access
to data

As a Data Provider,

I need to be notified of a data
access request that sits outside the
defined access setting,

So that I can review and assess the
request from the Data Consumer

Extended Functionality

A functionality to request data
and approve access would
facilitate triage of requests. This
however can be provided by third
party services rather than being a
new core component built by a
data sharing infrastructure. It will
also need the creation and
application of an associated
governance framework.

Detailed user needs

72 UNIVERSITY OF
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As a Data Provider,
I need guidance around a framework for data request triage process,

So that I effectively and consistently triage the data [ am sharing with what others are

doing across the sector.
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Step 9: Access the data (1 of 3)

Provides the considerations for data consumers to access the data shared by the data providers

Interaction step m Key consideration Detailed user needs

9a

Access the Data As a Data Consumer, MYVP Functionality As a Data Consumer,
I need to understand the terms of the Core feature that allows the user I need a functional explanation of the licencing condition (in plain English),
data licencing condition associated to check if their intended data So that I understand its main objective of the condition before reviewing and agreeing
to the data I want to access, use complies licensing conditions to the fully detailed licencing terms.
So that [ can comply to usage term. before sign up to them.
As a Data Consumer,
I need the data licencing condition to be in machine readable format,
So that my software is informed and incorporates the licencing conditions.
9b Access the Data As a Data Consumer, MYVP Functionality As a Data Consumer,
I need to a way to consistently and A core feature that I need to access to data in machine readable format,
securely access to the data available provides consistency around how So that my software can automatically read it and process it as part of my
through a data sharing infrastructure, data can be accessed. organisation data flows.
So that I can easily consume a
variety for my specify purpose. As a Data Consumer, )
I need to connect to the data via a standard API,
So that I can easily access any data shared and do not have to use multiple methods of
communicating/accessing data based on different Data Providers.
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Step 9: Access the data (2 of 3)
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