


 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
Disclaimer: 

 
Reference to any specific commercial product, process or service by trade name, trademark, 
manufacturer, or otherwise, does not constitute or imply its endorsement, recommendation, or 
favouring by National Counter Terrorism Security Office (NaCTSO). The views and opinions of authors 
expressed within this document shall not be used for advertising or product endorsement purposes. 
To the fullest extent permitted by law, NaCTSO accepts no liability for any loss or damage (whether 
direct, indirect or consequential and including, but not limited to, loss of profits or anticipated profits, 
loss of data, business or goodwill) incurred by any person and howsoever caused arising from or 
connected with any error or omission in this document or from any person acting, omitting to act or 
refraining from acting upon, or otherwise using, the information contained in this document or its 
references. You should make your own judgement as regards use of this document and seek 
independent professional advice on your particular circumstances. The text of this publication may 
not be reproduced, nor may talks or lectures based on material contained within the document be 
given, without written consent from NaCTSO. 
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Preface 
 

The advice contained in this document is intended to assist Returning Officers to develop a security 
plan to avoid major disruption to the election process. The recommendations will not be applicable in 
all cases and should be regarded as a menu of options that could be implemented, taking into account 
the nature of the threat together with the type and location of building being used. It is essential, in 
order to adapt to local needs, that Returning Officers discuss security arrangements with police at the 
earliest opportunity. 

Returning Officers are responsible for the safety of election staff, the voting process and the 
verification and the count. This guide has been formulated to assist them with the security of buildings 
used in the electoral process. 

The document contains generic advice intended to encompass the security provisions for all elections. 
As such it will need to be tailored to suit the type of venue being used. 
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1. Introduction 
 

The following guidelines are intended to reduce the opportunity for disruption of the Election 
process through the use or threat of terrorism. This document contains guidance outlining a 
series of factors for consideration by Returning Officers to enable their staff to conduct their 
roles and responsibilities, providing safe and secure counting venues and polling stations as 
far as reasonably practicable. 

 
The guidelines are not intended to be exhaustive as the premises used will vary greatly and 
recommendations therefore must be adapted to meet local needs. Further supporting 
guidance publications including ‘Recognising the Terrorist Threat’ are available at ProtectUK 
(www.protectuk.police.uk) and the National Protective Security Authority (NPSA) website: 
www.npsa.gov.uk. 

 
The College of Policing Authorised Professional Practice (APP) have produced guidance on 
maintaining order and preventing undue influence outside polling stations: Maintaining order 
outside polling stations. 

 
The APP outlines the necessity for Returning Officers and their respective Police Force to 
initiate early contact in planning for the Election. The Electoral Commission provide a variety 
of guidance products, including a handbook for Polling Station staff at 
www.electoralcommission.org.uk. 

 
Whilst the safety of staff must be part of security planning considerations, there is a high level 
of individual responsibility. Staff should be made aware of personal safety and security when 
working at and travelling to and from sites. In addition to NaCTSO (The Blue Book: A Guide to 
Personal Security), a good source of personal security advice is available at 
www.suzylamplugh.org. 

 

1.1 The Threat 
 

An attack in the UK could occur anywhere and with little or no warning. Terrorists are likely to 
favour ‘soft’ targets or venues and public spaces with little or no protective security measures. 
Understanding the threat facing us all is essential in order that proportionate, effective and 
responsive activity can take place. It is important staff understand what normal looks like, 
around their venue, so that they are better able to identify suspicious activity. The message is 
clear ‘don’t worry, don’t delay, act.’ 

 
In the event of an emergency or other incident requiring urgent police attention all staff 
should be reminded to dial '999' immediately. They should also notify the Returning Officer 
as soon as possible. 
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2. Managing security 
 

To assist in deciding what security arrangements are necessary and commensurate, 
consideration may be given to the following factors: 

 
• The current threat assessment 
• The venue 
• Profile of candidates and 
• Any other local issues that could influence security 

 
The majority of venues used for local elections are unlikely to require any greater security 
arrangements than those afforded by good housekeeping e.g. physical check of building and 
unobtrusive access control. 

 
In a minority of cases, locations such as counting venues or high profile polling stations may 
require additional security provisions. Returning Officers are encouraged to liaise with their 
Police Single Point Of Contact (SPOC) at the earliest opportunity to discuss policing 
arrangements. 
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3. Polling Stations 
 

3.1 Security and Search (Polling Stations) 
 

• Prior to opening the premises to the public, arrange for a responsible person with local 
knowledge of the premises to assist you conducting a search to identify anything out of 
place or suspicious. 

• All staff should be familiar with the layout of the location and its immediate surroundings. 
• Following the search, ensure the building is secure and supervised until officially opened 

for polling. During this period, no unauthorised person should be permitted entry. 
• Check the perimeter of the premises, particular attention should be given to nearby 

shrubbery, outbuildings and other areas to which the public have access. 
• If a vehicle is parked in the proximity of a polling station and arouses any suspicions, the 

incident must be reported to the police. Note the location and vehicle registration number 
and do not approach the vehicle. 

• Draw up a schedule for further searches to be carried out at frequent but irregular 
intervals throughout the day. 

 

3.2 Access (Polling Stations) 
 

Access and egress should be restricted to the minimum number of doorways as possible. As 
far as fire regulations permit, all other entrances including windows of unoccupied rooms 
should be secured to prevent any unauthorised entry. 

 
• All staff acting in an official capacity should have access to this document in advance of the 

polling day. A printed copy should be accessible at the site to staff engaged in the process. 
• Familiarisation of the site, for all staff involved, is vital to identify key areas and all 

potential emergency exit points. 
• Check vulnerable spaces, for example cupboards, and unoccupied rooms, on the 

access/egress route. Have they been searched? Can they be secured? 
• The law specifically provides for certain persons to be present in the Polling Stations (in 

addition to staff and voters.) Ensure you are aware of who is present, and for what reason. 
Be prepared to challenge suspicious activity. 

• Wherever possible, obtain the details of those persons, other than staff and voters, present 
within the Polling Stations. 

• Check that delivery of goods, the carrying out of maintenance work and other ancillary 
functions at the premises have been suspended. If this is unavoidable the Returning 
Officers should be given prior notification. 

• Compile a list of contact numbers for those normally responsible for the premises to cater 
for incidents which may occur on the premises. 

• It is recommended that staff and election officials wear identification passes. 
• Adopt a challenge culture to unauthorised people in restricted areas.
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4. Counting Venues 

Please note that premises used for counting ballot papers may well be used for other purposes 
until shortly before counting commences. It is imperative therefore, that a thorough search 
be made as close as possible to the arrival of the first ballot box. Particular attention must be 
paid to the storage and delivery areas for ballot boxes, exits and other parts of the building 
which may be in use for purposes unconnected with the election. 

 
4.1 Security and Search (Counting Venues) 

 
• Prior to the venue receiving ballot boxes, arrange for a responsible person with local 

knowledge of the premises to assist you conducting a search to identify anything out of 
place or suspicious 

• All staff should be familiar with the layout of the location and its immediate surroundings. 
• Ensure the building is secure and supervised until officially opened for counting. During this 

period, no unauthorised person should be permitted entry. 
• Check the perimeter of the premises, particular attention should be given to nearby 

shrubbery, outbuildings and other areas to which the public have access. 
• If a vehicle is parked in the proximity of a counting station and arouses any suspicions, the 

incident must be reported to the police. Note the location and vehicle registration mark 
and do not approach the vehicle. 

• Draw up a schedule for further searches to be carried out at frequent but irregular 
intervals throughout the day. 

 

4.2 Access (Counting Venues) 
 

Certain people are prescribed by law as being entitled to attend the count but the Returning 
Officer (RO) has more discretion than at a polling station to extend access to others - such as 
the media and to allow each candidate to invite one or two guests. The RO will control access 
to the count. Access and egress should be closely controlled and monitored by 
reception/security staff. Often access to different areas within the count venue will be 
controlled by colour-coded badges or wristbands (e.g. for count staff, media, candidates, their 
guests). Electoral Commission accredited Observers have access to all areas but must display 
photo-ID issued by the Commission. 

• As far as possible access/egress should be limited and controlled. As far as fire regulations 
permit, all other entrances, including windows of unoccupied rooms should be secured to 
prevent any unauthorised entry. 

• Familiarisation of the site, for all staff involved, is vital to identify key areas and all 
potential emergency exit points. 

• Only certain people are entitled to attend the count. Arrange a strict ticketing system for 
those entitled to attend and ensure staff controlling access have their names and only 
allow access to those with tickets. 

• Check that delivery of goods, the carrying out of maintenance work and other functions 
at the premises have been suspended. If this is unavoidable the RO should be given prior 
notification. 
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• Compile a list of contact numbers for those normally responsible for the premises to cater 
for incidents which may occur on the premises. 

• It is recommended that staff and election officials wear identification passes. 
• Staff and election officials should adopt a challenge culture to unauthorised or 

unidentified persons in restricted areas. 
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5. Good Housekeeping 

Good housekeeping is an important part of your security regime, helping to reduce the 
opportunity for placing suspicious items or bags and helping to deal with false alarms and 
hoaxes. 

 
Litter Bins/Receptacles 
• Review use and location. 
• Keep litter bins to a minimum and consider use of clear bags for waste disposal as it 

provides an easier opportunity for staff to conduct examinations for suspicious items. 
 

Public and Communal Areas 
• Keep public and communal areas e.g. exits, entrances, toilets, service corridors and yards 

clean, tidy and well lit. 
• Keep the fixtures, fittings and furniture in such areas to a minimum - ensuring that there 

is little opportunity to hide devices. 
• Lock unoccupied offices, rooms, function areas and store cupboards. 

 
External Areas 
• Keep external areas, entrances, exits, reception areas and toilets clean, tidy and well lit. 
• As far as possible reduce places where items can be concealed. 
• Remove items that could be used as weapon such as such as tools or service equipment etc.. 

 
Mail Handling/Screening 
• Ensure relevant staff are trained in mail/post-handling procedures, i.e. identifying and 

responding to a suspect letter/package. 
 

For further information: Mail handling | ProtectUK 
 

Security Awareness 
• Do staff understand their role and responsibilities? 
• Do staff know how to report suspicious activity and are they aware of incident procedures? 

 
Equipment 
• Know the location and check the condition of first aid kits, defibrillators, crisis 

management packs and fire extinguishers held at the location. 
 

Incident Response 
• Ensure staff are aware of any contingency plans in the event the premises becomes unusable. 

 
Miscellaneous 
• Ensure external activity does not impact upon evacuation routes; so that people can leave 

the area quickly without congregating; that RVPs don’t leave people grouped and more 
vulnerable to Vehicle as a Weapon attacks.
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6. Vehicle as a Weapon (VAW) 

The use of vehicles as a weapon remains a realistic possibility, amongst other forms of attack 
covered later in this document. Vehicles are widely available and easy to use with devastating 
effect. Consequently, driving a vehicle into a queue or crowd is a low complexity attack that 
is easy to initiate. As a result, the terrorist may tend to avoid obstacles, including relatively 
unsubstantial ones, for fear of rendering the vehicle unusable and bringing the attack to a 
premature end. 

 
Safety arrangements employed at the entrances to premises or events can include managing 
hygiene measures, and general security procedures. This can lead to queues of people 
building up in vulnerable areas. 

 
To minimise the risk to queues of people, consider these practical and achievable steps: 

 
• Publish information about entry procedures, enabling people to prepare in advance and 

know what to expect. 
• Create an efficient entry procedure that will enhance the customer experience and 

enable people to enter more quickly. 
• Ensure staff are trained in all aspects of the entry procedure and are motivated to 

support and encourage people. 
• Staff should be vigilant and be trained in how to respond to an incident. 
• Queues should NOT be positioned near live traffic i.e. roads. If they have to be, position 

away from the kerb edge. 
• Positioning queues near or in between street furniture can provide some protection (e.g. 

bus stops, signage posts, seating, telephone boxes, fences, walls, gates and trees). 
• Queue routes should be planned for areas where vehicles don't normally have access, 

ideally within the curtilage of the site. 
• Close off vehicle access to shared spaces when queues are present. 
• In car parks, create a pedestrian safety zone by preventing or limiting vehicle parking 

next to queues of people. 
• Consider enforcing, 'no parking' as far away from the queues as possible with traffic 

cones, temporary pedestrian rails or more robust barriers. 
• Consider utilising staff vehicles that will remain in position throughout the event to create 

a sterile area – it is important that any vehicles parked nearby are not identifiable as staff 
vehicles. 

• Where possible, orientate the queues so people can see hazards approaching and at a 
right angles to potential vehicle attack routes. 

 
For further information: 
NPSA and NaCTSO Advice Note - Protecting pedestrian queues 
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7. Incident Procedures 
 

7.1 Bomb Threats 
 

The vast majority of bomb threats are hoaxes designed to cause alarm and disruption. As well 
as the rare instances of valid bomb threats, terrorists may also make hoax bomb threat calls 
to intimidate. While many bomb threats involve a person-to-person phone call, an increasing 
number are sent electronically using email or social media applications. No matter how 
ridiculous or implausible the threat may seem, all such communications are a crime and should 
be reported to the police by dialling 999. Ensure you have plans that include how the threat 
information is recorded, acted upon and passed to police. 

 
Evaluating the credibility of a threat is a critical task, particularly if the attack being threatened 
is imminent. This is a tactic used to place additional pressure on decision makers. Police will 
assess the threat at the earliest opportunity. 

 
Responsibility for the initial decision making remains with the person responsible for the 
polling station or counting office. Do not delay your decision making process waiting for the 
arrival of police. Your options are to evacuate, lockdown the premises or where the threat is 
assessed as not credible limit your actions to informing the police and searching the venue for 
suspicious items. 

 
Telephone Bomb Threat 
• Stay calm and listen - alert a colleague to call 999. 
• Allow the caller to speak uninterrupted. 
• Obtain as much information as possible about the caller, including the caller’s number if possible. 
• Try to get the caller to be precise about location and timing of the alleged bomb and 

who they represent. 
• Record what is said, what location is being targeted and how. Record the message if possible. 
• After the call dial 1471 to obtain the caller number where possible. 

 
Email Bomb Threats 
• Do not reply, forward or delete a bomb threat made via email. 
• Note the address and print off a hard copy. 
• Preserve all web log files - as a guide 7 days prior and 48 hours after the receipt of the 

threat message. 
 

Social Media Bomb Threats 
• Do not reply, forward or delete a bomb threat made via social media. 
• Note which application has been used and any username/ID. 

 
In all cases 
• Complete 'Actions to be Taken on Receipt of a Bomb Threat' pro-forma/checklist at the 

end of this document. 
• Avoid revealing details about specific incidents to the media or through social media 

without prior consultation with police.
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7.2 Unattended Items 

Use the HOT (Hidden, Obvious, Typical) protocol to inform your 

judgement: Is it HIDDEN? 
• Has the item been deliberately concealed or is it obviously hidden from view? 

 
Is it OBVIOUSLY suspicious? 
• Does it have wires, circuit boards, batteries, tape, liquids or putty-like substances visible? 
• Do you think the item poses an immediate threat to life? 

 
Is it TYPICAL? 
• Is the item typical of what you would expect to find in this location? 

 
What to do 
• Do not touch it. 
• Make immediate enquiries to trace the owner. 
• Did anyone see who left it? 
• Can CCTV be checked? 
• Does it have a label identifying the owner? 

 
Remember - If you think it’s suspicious, REPORT IT - to Security, Management or the Police. 

 
Now apply the 4Cs (Confirm, Clear, Communicate, Control) protocol: - Consider contingency 
arrangements for ballot box security under evacuation protocols 

 
CONFIRM the item is suspicious: 
• If the item is assessed to be unattended rather than suspicious, examine further before 

applying lost property procedures. 
• However, if HOT leads you to believe the item is suspicious, apply the 4Cs. 

 
CLEAR the immediate area: 
• Do not touch it. 
• Take charge and move people away to a safe distance. Even for a small item such as a 

briefcase move at least 100m away from the item. 
• Keep yourself and other people out of line of sight of the item. It is a broad rule, but 

generally if you cannot see the item then you are better protected from it. 
• Think about what you can hide behind. Pick something substantial and keep away from 

glass such as windows and skylights. 
• Cordon off the area. 

 
COMMUNICATE – Call 999 
• Do not use mobile phones or radios within 15 metres of the item. 

 
CONTROL access to the cordoned area 
• Staff and members of the public should not be able to approach the area until it is deemed safe. 
• Try and keep eyewitnesses on hand so they can tell police what they saw.
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7.4 Stay Safe – Weapons and Firearms Attack 
 

If you are alerted to a firearms or weapons attack, stay calm, RUN or HIDE, only when it is 
safe TELL the police. 

 
RUN 
• Consider your safest options. 
• Escape if you can. 
• Is there a safe route? RUN, if not HIDE. 
• Can you get there without exposing yourself to greater danger? 
• Insist others leave with you, but don’t let their indecision slow you down. 
• Leave belongings behind. 

 
HIDE 
• If you cannot RUN, then HIDE. 
• Find cover from gunfire. 
• If you can see the attacker, they may be able to see you. 
• Cover from view does not mean you are safe, bullets go through glass, brick, wood and metal. 
• Find cover from gunfire e.g. substantial brickwork/heavy reinforced walls. 
• Be aware of your exits. 
• Try not to get trapped. 
• Be quiet, silence your phone. 
• Lock/barricade yourself in. 
• Move away from the door. 

 
TELL 
• Call 999 - What do the police need to know? If you cannot speak or make a noise listen 

to the instructions given to you by the call taker. 
• Location - Where are the suspects? 
• Direction - Where did you last see the suspects? 
• Descriptions – Describe the attacker, numbers, features, clothing, weapons etc. 
• Further information – Casualties, type of injury, building information, entrances, exits, 

hostages etc. 
• Stop other people entering the building if it is safe to do so. 

 
ARMED POLICE RESPONSE 
• Follow officers’ instructions. 
• Remain calm. 
• Can you move to a safer area? 
• Keep your hands in view. 

 
OFFICERS MAY 
• Point guns at you. 
• Treat you firmly. 
• Question you. 
• Not be able to distinguish you from the attacker. 
• Officers will evacuate you when it is safe to do so. 
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When it is safe give first aid: www.citizenaid.org 
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National Fire 
Chiefs Council 

 
NFCC 



 

 

8. Ballot Box Security 
 

• Ensure systems are in place to search vehicles used for the movement of ballot boxes to 
or from polling stations and counting venues before the boxes are loaded or the vehicle 
is moved. 

• After searching the vehicle and whilst ballot boxes are loaded ensure that the vehicle is at 
no time left unattended. 

• Ensure full boxes are stored in a secure area under close supervision. This is of even 
greater importance where boxes are not likely to be opened for counting until the 
following morning. 

 

9. Cyber Security 
 

Cyber security advice ‘Guidance for local authorities during the general election’ has been 
produced by the National Cyber Security Centre (NCSC). This is available from Local 
Authorities. 

 
 

For further information: 
 

• Go to  www.protectuk.police.uk and www.npsa.gov.uk/  
• To access the ACT Awareness E-Learning visit: www.protectuk.police.uk/group/2 
• For further information visit: https://www.cpni.gov.uk/Scan 
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This publication should be treated as confidential advice to the officials concerned. It 
should not be left on display for public viewing. 



 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Checklists 
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Bomb Threats Checklist 

ACTIONS TO BE TAKEN ON RECEIPT OF A BOMB THREAT 
 

1. Remain calm and talk to the caller 
2. Note the caller’s number if displayed on your phone 
3. If the threat had been sent via email or social media, 

see appropriate section below 

4. If you are able to, record the call 
5. Write down the exact wording of the threat: 

 
 

ASK THESE QUESTIONS AND RECORD ANSWERS AS ACCURATELY AS POSSIBLE: 
 
 

1. Where exactly is the bomb right now? 7. What is your name? 
  

 
2. When is it going to explode? 

 
8. What is your address? 

  

 
3. What does it look like? 

 
9. What is your telephone number? 

  

 
4. What does the bomb contain? 

 
10. Do you represent a group or are you acting alone? 

  

 
5. How will it be detonated? 

 
11. Why have you placed the bomb? 

  

 
6. Did you place the bomb? If not you, who did? 

 
12. Record time completed: 
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INFORM BUILDING SECURITY OR 
COORDINATING MANAGER 
 
Name and telephone number of person informed: 

DIAL 999 AND INFORM POLICE 
 
 

Time informed: 
 
 
 

 

This part should be completed once the caller has hung up and police/building 
security/coordinating manager have all been informed. 

 
 

Date and time of call: 
 

Duration of call: 
The telephone number that 
received the call: 

 

   

 
About the caller: 

 

Male Female Age 

Nationality   

 
Threat language: 

 

 Well spoken  Irrational  Taped 
 Foul  Incoherent   

 
Caller’s voice: 

 

Calm  Slurred  Lisp Familiar (if so, who did it sound like?) 

Crying  Excited  Rapid  

Clearing throat  Stutter  Deep Accent (If so what accent?) 

Angry  Disguised  Laughter  

Nasal  Slow  Hoarse  

Other (please specify)      
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Other sounds: 
 

 Street noises  Motor  PA system Office machinery 
 House noises  Clear  Booth Other (please specify) 
 Animal noises  Voice  Music  

 Crockery  Static  Factory machinery  

 
Remarks 

 
 
 
 
 
 

Additional notes 
 

 
 

 
 

ACTIONS TO BE TAKEN ON RECEIPT OF A BOMB THREAT SENT VIA EMAIL OR SOCIAL MEDIA 

1 Do not reply to, forward or delete the message 

2 If sent via email, note the address 

3 If sent via social media, what application has been used and what is the username/ID? 

4 Dial 999 and follow police guidance 
5 Preserve all web log files for your organisation to help the police investigation (as a guide, 7 days 

prior to the threat message and 48 hours after) 
 
 

SAVE AND PRINT – HAND COPY TO POLICE AND SECURITY OR COORDINATING 
MANAGER 

Retention period: 7 years 

 

Signature: 

Print name: 

Date: 
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