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Disclosure (Compromise) of a lock or key occurs when it is considered beyond reasonable doubt that an individual (or individuals) has had sufficient opportunity to copy, manufacture or otherwise effect the means for operation of a lock or key. 
Not all compromises result in disclosure, minor incidents will be dealt with locally and may result in the replacement of a lock or the condemnation of a Key.
More serious security, complex breaches or intelligence threats/risks which would have an immediate effect on the Physical security of the establishment must be referred immediately by the establishment.

Disclosure procedures and guidelines for the above circumstances are set out below.


Action by Establishments in the Event of Disclosure


During normal working hours: 

	
It is the Duty Manager’s responsibility to establish the exact circumstances of the disclosure and determine the appropriate course of remedial action required based on the following criteria;
· Types and number of locks affected
· Number of keys affected
· A brief outline of the events leading to disclosure

A Disclosure Risk Management Tool form must filled in with the above information giving the specific risk and threat impact to the establishment.

KEY/LOCK TYPE

Disclosure of Class 3 key or lock
Disclosure of Class 2 key or lock
Disclosure of Class 1 key or lock
Disclosure of Cell key or lock
Handcuffs 

CIRCUMSTANCE

Key removed from Establishment
Key lost in the Establishment
Key observed by prisoner
Key lost to prisoner (i.e. assault)
Key incorrectly handled
Details of key recorded by the Media or other unauthorised
Organisations
Evidence of facsimile key
Evidence of lock tampering
Unaccountable discrepancy in audit




	Once the Disclosure Risk Management Tool has been filled in and confirmed a disclosure has occurred, the Duty Governor must notify the DD LTHSE or the PGD of that establishment with a recommendation/request for alterations to the establishment’s locking arrangements.

                     Out of hours contact:
                                           
                     In the first instance the senior on call duty manager responsible for that establishment must be contacted. They will review the information provided and advise on what action should be taken. 
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DISCLOSURE RISK MANAGEMENT TOOL



	ESTABLISHMENT: 

	AREA:

	
	

	DATE:
	TIME:

	
	

	STAFF:
	STAFF:

	
	

	PRISONERS:
	NUMBER:

	
	

	
	

	
	

	
	



KEY/LOCK TYPE

Disclosure of Class 3 key or lock
Disclosure of Class 2 key or lock
Disclosure of Class 1 key or lock
Disclosure of Cell key or lock
Handcuffs 

CIRCUMSTANCE

Key removed from Establishment
Key lost in the Establishment
Key observed by prisoner
Key lost to prisoner (i.e. assault)
Key incorrectly handled
Details of key recorded by the Media or other unauthorised
Organisations
Evidence of facsimile key
Evidence of lock tampering
Unaccountable discrepancy in audit







	What happened?
Enter details of the incident including as much detail as available


	

























	THREAT ASSESSMENT AND EVALUATION – IDENTIFY OVERALL IMPACT



	

	
	Operations
	Reputation

	High
	 High Risk Operational Impact on stability and will effect overall Risks and Objectives
	Huge impact on reputation. Very difficult and possibly long term to recover 

	Medium
	Operational stability, risks and objectives would be of Medium risk.
	Medium to long term effect on reputation 

	Low
	Impacts on elements of operational efficiency risk Low. 
	Impact on reputation: Low term effect 

	Very Low
	Little Impact on the stability the risk remains Very Low 
	Can be easily and quickly remedied

	No Risk
	Minor  inconvenience or interruptions to stability
	Little or no impact on reputation




	RISK EVALUATION AND FURTHER ACTION

	RISK LEVEL
	ACTION REQUIRED

	High Risk
	High risk of disclosure, investigations taking Place, situation being monitored.  Relock essential
    		

	Medium
	Medium risk of disclosure, situation being monitored to establish if a relock is necessary. Relock possible    		                   

	Low
	Low risk of disclosure, minor incident that may have Disclosed the key/lock systems. Small chance of relock
	

	Very Low
	Very low risk of disclosure, but a notifiable minor 
Incident that may have compromised the key/lock 
Systems but has not led to a disclosure. No relock


	No Impact
	No Risk of disclosure. No relock


	 IMPACT:
	High
	Medium
	Low
	Very Low
	No Risk
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Key Lock Incident

HMP……………………..

After consideration and consultation with relevant personnel and that the Disclosure Risk Management tool is complete. It is felt that the key or locking system is at such a risk or exposed and that the scale of the incident is now subject to a re-lock.
The level of risk must be given by the DD Long Term High Security Estate or PGD of the Establishment area

Disclosure of Class 3 key or lock                                                                           YES/NO
Disclosure of Class 2 key or lock
Disclosure of Class 1 key or lock
Disclosure of Cell key or lock
Handcuffs 


 

Level 1 – 	High risk, investigations taking
    		Place, situation being monitored.  Relock essential.                      YES/NO

Level 2 – 	Medium risk, situation being monitored
    		to establish if a relock is necessary. Relock possible.                    YES/NO
 
Level 3 – 	Low risk, minor incident that may have
	Disclosed the key/lock systems. Small chance of relock.              YES/NO

Level 4 – 	Very low risk, but a notifiable minor 
Incident that may have compromised the key/lock 
Systems but has not led to a disclosure. No relock.                        YES/NO                                                                          

Level 5 -	No Risk. No relock                                                                          YES/NO


Signature of authority (PGD/DD)

Signature……………………………..Date………………………………….
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