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Foreword

The Information Age has been upon us for some time but we, in UK
Defence, remain configured for joint operations more suited to an era of
industrial warfare. Our adversaries have developed counter strategies
from studying the Western way of warfare. They engage in a continuous
struggle using cyber and information combined with all other in ments
of statecraft — ‘political warfare’ — with the goal of winning wout
This has stretched our understanding of the definition of

This is not simply a case of making Defe ' nnected by
incorporating activity in the space and

compete with our adversaries
able to operate and war
gh being better integrated

y we operate and war fight, and the

e integration of the domains will achieve
up to far more than simply the sum of the
ust also be fused across government and

combinatioris the adversary doesn’t expect or cannot guard against.
We must inculcate an instinctive inclination to survey all the domains and
intervene where we choose in pursuance of our given objectives.

There is no fixed route to a known MDI destination, so this concept
provides a headmark to allow us to explore and develop our MDI
ambition. In so doing, we will have to take risk, accept some failure and
place emphasis on experimentation, training and operations to stimulate
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innovation in all lines of development. We will adopt an iterative approach,
moving quickly where possible, and learning by doing.
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Preface

Purpose

1. The principal purpose of Joint Concept Note (JCN) 1/20, Multi-Domain
Integration is to provide the UK interpretation of multi-domain integration

vision, which we have already started, needs to b
therefore informs the Defence Experimentation
undergo formal review within 12 months of bein
the evidence base to be considered and g,
towards MDI to be developed.

Context
2. This concept is foun

focuses on how to inte
provides a vision for th

nt of an integrated force out to 2030
and beyond. It dgis ext of integration with partners across
government, tk @ ( and allies. Being integrated across all five
domains — mai im ir, space, and cyber and electromagnetic —

warfare will change the way we fight and the way we
v.'e are moving beyond ‘joint’ to an era when modern

allies and . ners.
Aim
3. This concept has four specific aims. These are to:
e define the UK interpretation for applying MDI beyond the current
force to deliver advantage over our adversaries out to 2030 and

beyond;
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e outline how Defence can achieve integration across the domains
and levels of warfare in the context of integration with allies, partners
across government and the private sector;

e present the policy question of our level of ambition for MDI; and

e provide a catalyst for Defence experimentation across concept,
capability and warfare development.

Structure
4. JCN 1/20 is divided into four chapters and4 e ans2x.

a. Chapter 1 — Responding to the chali nge. ©h7 Jter 1 examines
the problem presented by our advgssaries « nd préposes a response
constructed around MDI.

b. Chapter 2 — Domains ana qvirc. ments. Chapter 2
re-conceptualises our Gadergfanai a of the domains and environments
in the context of MR!

c. Chapter 3 - The core enets. Chapter 3 introduces, expands
and explaifiae o cora enets of MDI: information advantage,
strategiCally p' stureq, configured for the environments and creating
and exg aitify sy hgy.

C. . nter - Force development implications. Chapter 4
ccasiters e implications of developing MDI through the prism of
the'aint functions, offering insights to how command and control,
intelligence, fires, manoeuvre, outreach, information, support and
resilience interplay in achieving MDI. It examines risks including the
balance between ambition and vulnerabilities.

e. Annex A. Annex A suggests how specialisations within Defence
can evolve to meet the orchestration element of MDI.
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Assumptions
5. This JCN is based on the following assumptions.

a. MDI applies across the operate and war fight spectrum of the
Integrated Operating Concept 2025.

threats.

c. The UK will be allied by design and the N
Organization (NATO) remains central to the
ends.

d. Partners across government
not be achievable.

e. Interoperability wi ed States is achievable.

f.  Experimentatior, and testil j of the ideas in this concept are
essential. Wi t te way forward through evidence and

judgeme

Audierce

seers to inform a wide audience. It is primarily
orientated \hwards developing the idea of integration within Defence but
acknowledgss it relies on the will of the Whole Force,! partners across
government, private sector and multinational elements. It is therefore
intended to be circulated widely but will need to be complemented by a
bespoke primer for non-Defence readers.

1 The use of the term Whole Force in this publication refers to regular and reserve
military personnel, civil servants and industrial elements that are part of the
Defence-wide military capability.
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Linkages

7. JCN 1/20 is underpinned by a number of publications and key
documents that provide key linkages, greater detail and broader context to
this publication. These include:

Joint Doctrine Publication 0-01, UK Defence Doctrine, 6th Edition;?
e Joint Doctrine Note X/21, Integrated Action;?
e Integrated Operating Concept 2025;

e JCN 1/17, Future Force Concept;

e JCN 2/17, Future of Comman

e fi Operating Environment 2040.

2 Joint Doctrine Publication 0-01, UK Defence Doctrine, 6th Edition is due to publish in
2021.

3 Joint Doctrine Note X/21, Integrated Action is due to publish in 2021.

4 Joint Concept Note X/21, Future Electromagnetic Activities is due to publish in 2021.
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Chapter 1

Chapter 1 examines the piihlem ciase \ted by our
adversaries and propoghs a I soonse constructed around

MDI.

Section1 fihethreat. ", . . . . . . . .. ... ... 3
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Responding to the challenge

But we cannot rest on ou
must do more to ad
judged by how we r
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Prim& Minister Boris Johnson
nching the Integrated Review

February 2020
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Responding to the challenge

Chapter 1
Responding to the challenge
0 Multi-domain integration is the posturing of military
S ¢ capabilities in concert with other instruments of national
- *  power, allies and partners; configured to sense, understand
4 8§ and orchestrate effects at the optimal tempo, acrass the
- operational domains and levels of warfare.

1.1.  This chapter describes the threat we face from aluversaias ang the
challenges and opportunities afforded by technolgd.cal agance. ent. It
considers how our allies are answering these clfallei ma’s and gbncludes
by proposing that multi-domain integration (MDI) s paraaf #42 UK
response to being ‘integrated for advantags’,

Section 1 — The threa:

1.2.  Adversary threat in~~nera. The UK faces threats from resurgent
and developing powers( state and nc a-state actors, and violent
extremism. A strategy | f ‘politica; warfare’ is being used by our pacing
threat (Russia), wiinis ¢ asigned to undermine our cohesion, erode
economic, polifical ar Jd sociar resilience, and challenge our strategic
position in keyraid s oife world. The strategy does not distinguish
between,neace a. xl war; for them the landscape is characterised by a
continuc us sdmaglevolving all the instruments of statecraft. Their goal
is to achie vafineir ubjectives below what we call war. Our deterrence, in
combinatic  with allies, is not symmetrical with this way and is only partly
effective against it.

1.3.  Adversary systems thinking. The Western way of war in recent
decades has been observed and studied by our main adversaries. They
have concluded there is a need to counter advanced opponents by
exploiting vulnerabilities in information and communications systems.
Russia, China, Iran and the Democratic People’s Republic of Korea
(DPRK) all emphasise superiority in information as critical to success.
They use it to deceive, confuse, disrupt, divide, influence and ultimately
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Responding to the challenge

defeat an adversary with superior conventional forces. Systems thinking®
is very prominent in adversary designs. It aims to exploit vulnerabilities in
the interdependent systems of their opponents to minimise their technical
advantage; in effect, to attack our cohesion.

1.4. Adversary multi-domain capability. Neither Russian, Chinese,
Iranian nor the DPRK doctrine contains explicit multi-domain references.
But, their absence in written theory does not mean an absence of
multi-domain thinking and practice. It is possible to inferfZ mult

domain practice, particularly with Russia and China, frC. s these n¢ lions’
actions and force structures. Russian and Chinesd militar; #thinkif g
acknowledges the value of non-military measurfs for gfeating - desired
effect in support of military plans. In the Rughsiart zate, thisds reflected
in departments and agencies falling within the defeiiae atablishment,
including organisations responsible fomhumaniirian aid and exploiting
broader civilian business activity ovéiseas.“@a, \ thile our principal
adversaries do not have direct niilti-dc main equivalent concepts, they are
already interoperating military and i »a-miary capabilities and operating
with freedom across the d€»aingt oot hhome and away.

c?.:'I!!=
|

R
i
Mgt

The Na..onal Defense Management Center of the Russian Federation
coordinates the activities of all ministries in the interests of ensuring
the defence of, and security of, the state

5 Russia employs an approach, known as ‘new-type war’, that posits the adversary
as a system with key sub-systems or nodes, and looks to create strategic effects

by simultaneously targeting key military, supporting or decision-making functions.
China’s theory of victory is centred on systems confrontation and systems attack.
This is characterised by the use of integrated kinetic and non-kinetic operations while
degrading the adversary’s communication and information systems, ultimately eroding
their will to fight.

JCN 1/20

© ppl/ Shutterstock.com



Responding to the challenge

Russian multi-sphere operations

In August 2020, Russia conducted an exercise in its Central Military
District that gave insight into its version of MDI. The exercise was a test of
command and control in forming flexible force groupings to repel a global
strike from an adversary through a multi-sphere operation (mnogosfernoy
operatsii), as reported in an article in the Voyenno Promyshlennyy Kuryer
(Military Industrial Courier) on 25 August 2020. The exercise involved
motorised, armoured, air, unmanned aerial vehicle, air defe .ce, . sile,
chemical, biological, radiological and nuclear (CBRN) anc »lectronic, varfare
force elements working in support of each other in 27 .efens: = actic 1,
particularly testing command and control arrange .ients« Acco: ".1g to the
Russian journal, electronic warfare penetrated«leg, ir .0 ener y air defence
systems and physical targets including enemy ¢ xmmc xd =2 d control
systems. This exercise underlines that Fissia ce  use an effective range
of capabilities across multiple domainc at the “aatic al level, noting that such
a capability will be employed as pe * of e vider spectrum of non-military
measures.

‘Ruanian A aed Forces Test Multi-Domain Operations’®
Roger McDermott

1.5.  Sub-thr_sholc challenge. Sophisticated operations that target
systems can Cocal iuncdiwith more conventional military operations such
as proxias, coerci m, offensive cyber and lawfare. The result is a way in
war that ‘sac e objoctives being achieved without the need to escalate
above the thfcshoid of armed conflict. Additionally, they are executed

in such a viay that would disrupt our systems in the early stages of any
conflict; thercby turning ‘shaping’ operations into ‘decisive’ ones. The
experience gained in exploiting cyber, electromagnetic and information
technologies in recent conflicts has provided Russia and China with these
obvious start points, as well as a head start for any potential future conflict
with the UK.

6 McDermott, R, ‘Russian Armed Forces Test Multi-Domain Operations’, Eurasia Daily
Monitor, 9 September 2020.

JCN 1/20



ttps://jamestown.org/program/russian-armed-forces-test-multi-domain-operations/

Responding to the challenge

1.6. Differing problem sets. In developing a multi-domain approach,
there is a need to consider the geostrategic differences in relation to our
adversaries. Russia is a land power and is weighted in that domain. In
competition and armed conflict with Russia, the large continental land
mass affects the MDI requirement as does the North Atlantic Treaty
Organization’s (NATO) considerable geostrategic land depth to Russia’s
west. In contrast, a confrontation with China is likely to be centred on
the air and maritime domains, emphasised by new capabilities on the
island chains and the relative lack of Western strategic déoth. s, there
are choices about our multi-domain composition depeiing on w; o we
expect to compete alongside and against.

Section 2 — Technologicai deelgpments

1.7 New technological possibilitic =. Tric 2cc of technological
advancement has been, and rentains, < driver for change. New
technologies that combine process »g pCrar, connectivity, automation,
quantum computing, maclie leaining and artificial intelligence will allow
not just a new generatiaaeof we pons systems but new ways in war. It
will allow the procest ing and anai_sis of large amounts of data, together
with the generation | f a near ¢ ymplete picture of the environment and
activity withing®@a dc nain, a0 all levels of warfare. It will become harder
to hide sigrfiicant’ nilitary signatures anywhere on the globe. A mix of
manned, Ui madeu o autonomous systems will bring a further change
in lethality anGdility whilst hypersonics, layered systems of ballistic and
long* angdmissiivs and counter-space capabilities will continue to extend
the cc aglctitive space.

1.8. Precision effects. The passing of the Industrial Age of warfare
has brought a shift of emphasis in which static concentrations of fielded
forces are more vulnerable in light of the increased range and accuracy
of modern weapons and sensors. The domains of space, and cyber
and electromagnetic, although mostly unseen, are already part of the
competitive battlespace; more of the contest is virtual and involves
information. Well-connected, and continually evolving, systems and
networks will therefore be the key enablers in delivering precision, timing
and especially targeted audience effect.
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Responding to the challenge

1.9. Blurred boundaries. The range and speed of these new munitions
and non-munitions ‘fires’ combined with improvements in detection
through visual, electromagnetic, acoustic and other signatures means
the traditional boundaries between land, maritime and air forces have
become blurred or non-existent. For example, it might be possible in
some cases to achieve sea denial of a maritime environment through
land-based long-range systems; the same could apply in reverse. In
such scenarios, single Services may be primarily focused on creating
integrated effects in other domains.

1.10. Time compression. The expanded battlespag’ amplii »s the
importance of timing because geography is less linf.ing. AMvherec
troops in close contact battles will typically havatthe hatie imnaediate
time horizons as before, there is likely to be less « me acthedigher levels
than there used to be. This will require regavaluaticn of those traditional
rhythms of military activity used for plaifaing aryex: cuting operations;
particularly when integrated with ou@nartiiics across government and
other actors. There is a requirement t¢ ae nise dynamic, pre-emptive
and, where necessary, selectitily apfoigtosis.

Section 3 — Cur allizs

1.11.  United.© ates' The Uriited States (US) Army published a
multi-domain ¢hserasons cincept in December 2018.7 1t identified that
its adversaries ha hdeveloped lethal and non-lethal capabilities that have
expande d thidisattiecpace in time and physical space, particularly through
enhanced ari-access and area denial (A2AD) systems. The US Army
designed ¢ esponse to contest adversary activity more effectively
sub-thresho'd and to be better placed to cross into, and back from,
armed conflict. Whilst these challenges are fully recognised within the
context of the US Army, UK MDI is not a copy of the US Army concept.
Taking account of the differences in scale and geostrategic ambition, this
joint concept note (JCN) is closer to the US Joint Staff global integration
idea which focuses on trans-regional, all domain, multifunctional
integration.

7 United States Army Training and Doctrine Command Pamphlet 525-3-1, The U.S.
Army in Multi-Domain Operations 2028.
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Responding to the challenge

1.12.  North Atlantic Treaty Organization. A NATO-led multi-domain
concept is currently being developed, but the NATO Warfighting Capstone
Concept recognises the same condition of persistent competition as the
UK and also identifies the same main threats, which are global in nature.
NATO’s ‘shape, contest, fight’ framework reflects the need to contest on
a daily basis and seeks to refocus towards a multi-domain approach.

Section 4 — Regaining advantags

1.18. The UK must respond to the actions of ourg dversaas ant the
new possibilities afforded by technology. Moredilitand’orma s,
platforms and long-range systems than our ¢dve »afies cagmot
realistically be acquired. Instead, the UK shot 'd inC.pasd the range of
capabilities that can be brought to beasbeyone maritifie, land and air
force deployments, including non-nitary camab ities, and synchronise
their employment for best overalfimpad:

1.14. Relationship with tti Inte ate ' Operating Concept 2025 and
integrated action. The/afagrc. ~d Operating Concept 2025 (I0pC 25)
introduces the centr/idea of bel» integrated for advantage. This
advantage comes fii. m being | tegrated across government, integrated
with allies andd™agra ad acra’ss the domains and levels of warfare as
illustrated isfrigurf 1.1, Integrated action is the newest tenet of UK
capstone Gostrf.c arciiddresses this integration challenge to ensure the
militasy instruri ant delivers its contribution to national objectives. MDI, the
focuw ot i ICNOwill amplify and help to optimise integrated action. MDI
and tr\ iiegraied force developed must also be integrated nationally and
with allii’s and partners.
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Responding to the challenge

Integrated across Integrated across Integrated with
government domains allies

Figure 1.1 — Integrated for ac «an. o

1.15.  Fusion across government. Eventhing De =nce coes should be
in support of the overall national objectiias aricipa i tegrated within the
fusion doctrine framework of Nation@l Sec xity Strategy Implementation
Groups. Orchestration of military strat wic erncts (OMSE) describes
how Defence delivers its outpC ».in st.ppc it of these national objectives
as either a supporting or sgasorte L actor to other departments of
government. This JCN/ccognises tiiase relationships and the need

to work as a system wii 1 the instri ments of national power; equally it
recognises that Refmce kil nots ave full freedom of action across the
domains. Fordxamp :, offensive cyber is not under the exclusive control
of Defence ancach iucs . space will have immediate consequences for
other denartmenty, This adds layers to military judgement and mission
commai o telasise wie drivers for, and consequences of, MDI are
extensive

1.16. Past'sxperience. The idea of integrating military with non-military
capabilities is not new. The difference with MDI is that the integration
applies in a domain context in which partners across government either
wholly or partly control domain capabilities. In pursuing MDI beyond
Defence, cultural differences, trust, information sharing, and organisational
inertia should be anticipated. For a start, the idea of operational domains
will be new to most people outside Defence. We will need to build
institutional familiarity.
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Responding to the challenge

1.17. Integrating across the levels of warfare. As MDI must consider
partners across government it means that MDI automatically spans the
levels of warfare. Integrating across the levels however, does not mean
trying to delete the levels, as each contributes to the control of capabilities
at its disposal and manages the various time horizons. They also protect
other levels of warfare from being overwhelmed and allow appropriate
tempos to be determined. This means integration is about synchronising
as much of the timing and tempo cycles as possible. For example, we will
need to orchestrate strategically tasked space and offend.ve cyi w assets
working at the speed of light with physical tactical manc<auvre.

1.18. Dependencies and deficiencies. In cor iderind how Ol can
be achieved it is important to identify where ¢ve c 240w, T'e current
system is already capable of a certain degree »f ML hyan4 programmes
are underway such as the Informationg®dvanta e Charige Campaign
and the MDI Change Programme. {awually, 2afe. ce should identify
deficiencies that are and will beegtime ¢ itical to aelivering MDI, examples
being: seabed to space situational « wareiass, target audience analysis
and an agile global supportavstedi. 5 also necessary for Defence to
address the deficiencieagand ¢ nendencies beyond Defence, as these
are part of the overal system. FCaexample, in the space domain it will
require Defence to ¢ ansider he w it interacts with the private sector over
the control of aifise c sets.

s —
S s - ol F

. s VG 1| |
Defence will need to consider its dependencies with the
private sector across the domains
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Responding to the challenge

1.19. Aresponse through multi-domain integration. Our response to
the threats, challenges and opportunities we face is to pursue integration;
joint is no longer enough. MDI is more than being good at joint or simply
adding space, and cyber and electromagnetic considerations. MDI

is about designing and configuring the Whole Force for dynamic and
continuous integration of all global capabilities together, inside and outside
the theatre, munitions and non-munitions, above and below the threshold
of armed conflict. The greatest effect will be from drawing in as.many
capabilities as possible to apply combinations the adversand does it
expect or cannot guard against. Forcing the enemy to deircad all dor ains
all the time from all directions will impose multiple dileifimas a. s ope’. up
vulnerabilities. It is not just an offensive concept; i ideasd and ¢ signs
are as applicable in defence and in engaging fogintic aae.

Strategic

A representation of multi-domain integration
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Responding to the challenge

Key points

Our principal adversaries are already operating in all the
domains all the time. They will use the full spectrum of
capabilities to undermine cohesion, erode economic, political
and social resilience, and challenge our strategic position in
key regions of the world.

levels of warfare bu
being integrate
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Notes
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Chapter 2 re-conceptualistyour Gilarc tanding of the
domains and environm{ats iri ae context of MDI.

Domains. . I 17

Environmel's . . . L. . ... . 19

© iStock.com / metamorworks
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Understanding domains and environments

| have a vision of UK Defence, gMmer
able to join the dots bet Ir,
surface and sub-surface, s
re than the
value of the individ
can do this i

Ben Wallace
Secretary of State for Defence
July 2020
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Understanding domains and environments

Chapter 2

Understanding domains and
environments

Domains

2.1.  To understand how multi-domain integration (MDI) cazfdelivei
advantage, there is first a need to consider what constitute »an opere ional
domain.® This provides the basis for understanding héw effec s cand Je
created by combining capabilities across the doma'.is ang’,’signi fantly,
how Defence can focus its activity alongside otlfer cta’s to aghieve
objectives in the practical arenas — the environme ats.

2.2. Relationship between the doma »s. .20 cational domains are
useful as a mental framework for pléaning.aln particular, the use of domains
serves to emphasise the importance G shinkioa laterally about the full range
of capabilities that could be at“xe’'sdiispenal. While allies and adversaries
generally recognise maritisaamlanc air and space, only the UK combines
cyber and electromagng dc into one, s illustrated in Figure 2.1. Cyber and
electromagnetic activitic s overlap | nd are inextricably linked, while cyberspace
and the electromagiatic aviron ient are where activities happen.

We must think laterally about capabilities available across the domains

8 Operational domains are defined as: discrete spheres of military activity within
which operations are undertaken to achieve objectives in support of the mission.
Joint Doctrine Publication 0-01.1, UK Terminology Supplement to NATOTerm.
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Understanding domains and environments

Space

Cyber and
electromagnetic

®
Surface A u 4’7 1

Sub-surface

Above-
surface

Figure 2.1 — lllustratioi. »f d=" nan » as described in UK doctrine

2.3. Unequal dom/ns. The fivc aperational domains are not
equivalent or equal.| There is ¢ significant difference when considering
the relationshisfhthe inace 41d the cyber and electromagnetic
domains. Space ! a constant in relation to the air, land and maritime
domains beasaitii, ccvell as being a domain in which discrete activity
is alsa possibicy, The UK is reliant on space for critical services such as
posit N, “mdaatich and timing, and satellite communications. Therefore,
activiti s¢'i space, especially destructive actions, are almost certainly of
strategi \significance and involve high stakes in terms of deterrence. The
cyber anu electromagnetic domain is ubiquitous and pervades all other
domains; in all cases some degree of freedom of action in the cyber and
electromagnetic domain is indispensable. The space and the cyber and
electromagnetic domains underpin MDI with its emphasis on systems and
networks and links to information activities; they are critical enablers and
effecters, yet they are the least understood domains in UK Defence.
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2.4. Moving on from domain seams. The three traditional domains

of maritime, land and air broadly map across to the single Services.
However, boundaries are ambiguous and not clearly delineated. For
example, army attack helicopters in the littoral operate in the maritime,
land and air domains simultaneously; in the space domain, a ground
station connects with satellites via the medium of the electromagnetic
spectrum while rockets ascend through the air, but all are part of the
space domain. Most of the domains interplay in the majority of
real-world situations. Therefore, seams, inculcated into militty thiriing
as vulnerable fissures, are less relevant because the domaias overlag for
example, all are present in a coastal environment. Midi-domeia thin'ing
transcends seams; the most likely ‘seams’ to worpdabouidén MU (e
those among the instruments of national powergamicag allies ahd with the
private sector.

2.5. Using the domains. The aimin ‘Dl is ichto 1se as many domains
as possible when planning for effeciiy ratii¢ it is to Create, find and
exploit unprotected vulnerabilities by €, '=ndii s the range of activities

and capabilities that can be biiyghtdo be i across the domains.

Doing this presents too mamws,cor inations for the adversary to guard
against. Multi-domain @ _tion is a wa,»of doing this. For example, a naval
surface combatant exp cts to de| :nd itself from hostile aircraft or cruise
missiles fired fropa@e cC st butdyill be less familiar with the threat from
long-range lapf-base | fires In combination with disruption to satellite
navigation sys«xms

Enviroi mcuts

2.6. Whe it comes to executing military operations, activity actually
takes place " environments. Environments provide the settings, or
surroundings, for military activities and they exist prior to, during and

after military activity. Each is unique and therefore has an influence on
how different headquarters and formations conduct their activities. For
example, operating in the Persian Gulf could include: force elements at
sea in the restricted waters of the Strait; the island of Bahrain; air assets in
Qatar; the sea lines of communication via Suez; the Mediterranean island
of Cyprus; Gibraltar; and the UK home base. Each of these physical
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places has different environmental characteristics and weather, different
localised audiences, actors, adversaries and enemies (A3E) and particular
ways of conveying information.

2.7. The detailed practical business of MDI therefore comes down to
orchestrating activity in these environments. Advantage is most likely to
be gained where an activity or capability is effected unexpectedly from
the adversary’s perspective and exploits a vulnerability. Activities across
the domains and levels of warfare, integrated across goy®inmer. ywith
allies and private sector elements is a way of creating it se unexg ‘cted
situations. This creates a direct physical, virtual orfoognitivieffea on
ASBE, or overwhelms the adversary by creating 4..emma's, whim weakens
will and cohesion, thereby altering perceptiogs, Lalid.s anddrehaviours.
This could be because it was effective in explitinghe st ccific conditions
and vulnerabilities in the operating envisanment and/oroecause it

comes from a domain that the advetzary wamnc \ prepared for: MDI is
manoeuvrist. Environments are €antra o the idea of MDI because it is
where the domains interplay, where activic yactually occurs and where
outcomes are sought. Furtier exfuans o of the environments is covered
in Chapter 3.

Each environment has different ways of conveying information,
different audiences and different physical characteristics®

9 Image credits from left to right: iStock.com / peshkov, iStock.com / Hydromet and
iStock.com / Alicia_Garcia.
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Key points

The ‘traditional’ domains of maritime, land and air broadly map
across to the single Services, but boundaries are ambiguous
and are not clearly delineated.

rather it is to create and find opportunitie
through extending the range of aciggili

of activities and the
realisation of effects, it 1§ T alen at should be the
focus of integratio
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Chapter 3 introduces, expéads aridaexi ‘ains the four core
tenets of MDI: informati®a aavantage, strategically postured,
configured for the environi »ants;and creating and exploiting

synergy.
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We have to e gey
‘jointery’ — integration is n degt at
every level — not just at tg o lonal

level where ty—\ ‘Qnt” applies.
General Sir Nick Carter
Chief of the Defence Staff
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Chapter 3

The core tenets

Core tenets — an overview

3.1. This chapter explains the core tenets of multi-domain integration
(MDJ), as summarised below. The MDI model is shown in Figure.3.1.

a. Information advantage. Enabling and effecting ¢ <hestratic 1
through comprehensive and persistent sensing 47d undasstang ng
of environments and audiences, which must e comion acuss
government and with allies.

b. Strategically postured. The glahal, don ain-ceritric arrangement
of capabilities.

c. Configured for the environn, «ts.  “sadiness for multi-domain
activity in operating areaS and 4 wvirc xments to influence the
behaviour of selectedgaudier es.

d. Creating and xploiting synergy. Generating, timing and

exploiting wisimws £ oppa’ nity for relative advantage by creating
synergy.

JCN 1/20




The core tenets

\“,‘ofmation advantage

Strategically
postured

Creating and
exploiting synergy

Figure/,.1 — The mu ti-domain integration model

Sectior 1 - Teriet 1: information advantage

' '\, . 2abling and effecting orchestration through comprehensive
- )‘ anc. persistent sensing and understanding of environments

P ., andaudiences, which must be common across government
— and with allies.

3.2. Inan era of persistent competition, information advantage will anchor
all our activities, from the tactical to the strategic. MDI involves a contest
for information advantage. The side that gains the upper hand, both above
and below the threshold of armed conflict, is the one that takes the most
timely, well-targeted decisions and actions over time. Knowing what to do
and when rests on the ability to sense and understand the whole set of
influences and opportunities at play. The ability to then orchestrate the right
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blend of actions among the multiplicity of levers at one’s disposal into
an integrated overall effort is what realises desirable outcomes. To be
able to do this continuously better than the adversary requires sustained
information advantage relative to the adversary.

Sense, understand and orchestrate

3.3. The Integrated Operating Concept 2025 (I0pC 25) introduiced the
imperative to sense, understand and thereafter orchestrateiects.< This
is the driving force of MDI; it is analogous to an engine in wwaich sense and
understand are the fuel mix and orchestrate is the maior. All'xee ais
needed; they must be matched and in balance ang” of apzafopriac foower
for the purpose. The more powerful the engine¢s, ti a4 0ore witdows

of opportunity can be exploited across the contir ium chcedipetition. If
sense and understand are inadequate in gampari€¢ an to oichestrate, there
is a likelihood of misdirected activity th&ycoulGaa,.c unterproductive.

3.4. Sense, understand and orchesti; < is i at a new framework for

the observe, orient, decide antact /2 OLU, \loop. It is less transactional,
applies across all the levelagaf,wai ire, should be more conducive to
non-military elements af d is the way e will work out what to do, when,
with whom and to whai aim. The = three related functions have always
been necessary,4mnowhare thiy specified along with a need for
balance betwatn the 1. Adaituonally, MDI places a much-inflated demand
upon them becrust i o cizhallenge of integrating across the levels of
warfaregdomains ynd with other actors.

3.5. In N D the sense, understand and orchestrate functions are
enabled ar ! expressed through a command, control, communications,
computers, intelligence, surveillance, target acquisition and
reconnaissance (C4ISTAR) system that connects everything together and
allows the system to function cohesively. Advantage in MDI is achieved
through being better at sensing and understanding than the adversary,
enabled through the means of a C4ISTAR system. This C4ISTAR system
can be understood in the following way.
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a. Thefirst two Cs in C4ISTAR are command and control.
Command and control is orchestration, which covers integrating,
planning and executing; it thrives on decision advantage.

b. The second two Cs are communications and computers.
This enables a single information environment!® connecting the
orchestrators with the understanding. It must therefore connect
the force elements of our own force; along with those.of our
allies and partners across government. The singla®inforni tion
environment is likely to include a ‘digital backbori ® and
cloud-based capabilities.

c. Thefinal part — ISTAR is intelligente, « wr cillanc®, target
acquisition and reconnaissance. Itis' 1e se se vhich is likely
to be an overabundance of datapand uri erstarid, which will
apply processing, exploitatiofhand Gidaen nation (PED) capacity,
to convert it into insight ari foreight. This is shared among
orchestrators via the single I armaan environment.

10 Joint Concept Note (JCN) 1/17, Future Force Concept used the 2017 Defence
Information Strategy description of the single information environment. This was

‘a logical construct where assured information can pass unhindered from point of
origin to point of need. The single information environment will incorporate a single
intelligence environment.’
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Sense

3.6. Sensing is the essential precursor to understand but needs to be
considered more broadly in MDI than just military surveillance systems;

it needs to be part of an enterprise approach involving partners across
government, allies and the private sector. Sensing provides the raw
material for the PED loop through the surveillance and reconnaissance
tasks of detection, classification, recognition, tracking and identification
to support target acquisition and generate understanding. 2.0l

requires a comprehensive blending of physical sensing witacyber an
electromagnetic signatures. MDI particularly requiresé:ie abin i to sa ise
behaviour among audiences, actors, adversaries a¢.d eneifiies (=)

for opportunities to exploit and to inform our maeasuiaséor effegliveness.
Audience sensing will need to track social media and Claerd ources in the
information environment. Much of this wilyhe opei -sourCe information;
the trick will be to sift it, interpret it and@isualiscutiri a timely fashion
through the C4ISTAR system to thoe that need it.

3.7. It will be necessary to liicthe g.nsc s directly to effecters in

some situations and to actisaly prc he and stimulate responses. Where
the situation is boundeg fast moving and does not require too much
integration, the emphag s is likely | » be on high tempo through automation
and autonomy. Agiileci e and4 vell-resourced machine-readable
intelligence migsion d ta system is therefore critical. In more complex
situations withiighCrie Jiation demands or where the need for reliable
situatiopal awarerass is higher, the requirement will be for more deliberate
understc aanithrougn PED activity coalesced with sensing from, and in
support ¢\ #e otrier instruments of national power.

Understar:Jd

3.8. Understanding is the perception and interpretation of a situation

to provide the context, insight and foresight required for effective
decision-making. It involves developing knowledge to a level that enables
us to know why something has happened or is happening (insight)

and be able to identify and anticipate what may happen (foresight).
Understanding must focus on the ASE relevant to the integrated force as
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a whole and must be persistent. The A3E set will need to be understood
in the context of the specific operating environments and the global
information environment. Commanders who understand these interplays
will make better-informed decisions and increase their chances of
achieving the intended behaviour changes, or at least know if they are
not. A richer audience analysis capability is needed than is currently
possessed.

3.9. Common understanding is the ability to comprehaf.d perc xotions
of groups other than our own and to establish an accep =d and re svant
baseline for communication, interpretation and acton. Thiycoma on
understanding will need to be achieved amongd e allia’> ana Cn-military
elements, especially through the orchestratigh ov it ary stiategic effects
(OMSE) process, whilst assessing aims and ri ks ac aroddly as possible.
These groups will have differing interpgatationst™hf everis and views to
one another but sharing and fusion€yill be “adcd if integration is to be
achieved, and the product madefavailcyle at the right classifications.

3.10. Understanding our €xn calvabiies Is as important as
understanding the advaraary’s. .Jo be able to identify where we may
possess a domain af vantage or «sadvantage (a domain mismatch) and
foresee windows of | \pportuni| , it will be necessary to understand future
and potential a#mabilichs ama ig our own and allied force elements. How
we reconfigfure the force or augment it with additional capacity by domain
will have ariimpfcur o s, Traditional comparisons of strengths will
therefore have s, domain dimension to identify the potential for mismatch.
Unde ssta g thi2 ‘newer’ domains is of particular importance in this
respec 1 Ur example, the UK must develop a means to achieve sufficient
space ¢ xmain awareness.

11 The Information Advantage Change Campaign includes an insight, evaluation and
measurement accelerator project to understand audiences and the impact of our
information activities on them.
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Orchestrate

3.11.  Orchestration is the planning and execution of activities, achieved
through integration, that is necessary to influence the behaviour of ASE.
It is based on the sensing and understanding of our own, allied and
adversary situations and must proceed on the evidence of the actual
effects of the activity being executed rather than an assumption of
successful intended effects. Orchestration must be resilient and.able to
continue functioning when the environment becomes so caf esteG nd
degraded that a clear picture of audience influence is diffic.t to achie e.
In this case judgement will have to apply, but the ideadr persitent
audience understanding remains valid. The more A at is ifidersi ©d and
orchestrated when operating, the greater the chinCoa’ succeds if we are
required to war fight.

Information systems requirement

3.12.  Vision of the multi-domain inte +atio. single information
environment. Federating UK i litansana on-military information is
essential for a fusion appraaah - s the linking ‘glue’. There must be
timely access to shared situational a.areness and decision-making in

a form that is readily uri lerstood « | every required level of warfare from
the home base t@ opwrating 4 wironments, through a user-defined
operating pictie. Mi sion ard targeting data must be discoverable and
available globe iy iffiear e and without risk. While a digital backbone
is a goosl visualiscion of a bearer system permitting connections into
the inte¢ -atedmmullti-comain force, this joint concept note (JCN) does not
attempt t¢ \dscribe its technical form but the effect is a single information
environmei . As well as connecting across government the UK single
information cnvironment must be capable of integrating into an Alliance
framework.12

3.18. C4ISTAR system. The information exchange requirement
associated with MDI is unprecedented. The mass of data derived from
myriad sensors will necessitate artificial intelligence and machine learning
to detect patterns where previously there was only noise. It must be

12 The North Atlantic Treaty Organization (NATO) is currently developing a common
Federated Mission Network.
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secure, yet with broad and flexible access, have minimal data latency
and bandwidth, be amenable to network management and conform to
information technology and data standards. The more extensive the
system, the greater its potential to integrate, but the greater the risk of a
security breach. A C4ISTAR system as described will require technical
leaps and major investment,® but it is fundamental to enable MDI — it is
the key requirement.

Section 2 — Tenet 2: strategicali - posiured

L) (4
'O' The global, domain-centric arr’nge »< At of ¢ pabilities.

3.14. This tenet proposes diretion 1¢hone of the four foundational
principles outlined in the I0pC 25 — »n ag.».and adaptable posture.
Successful MDI is founded™xn hafing e right capabilities in the right
places to be able to coawarge ith others across the domains. This starts
with setting the straff gic stage tfhugh multi-domain posturing.* Posture
includes policy deci, ons and | is here that fundamental choices on how
Defence is coaimicte need4 o be taken with a multi-domain mindset.
The equippfent th ¢ we purchase; how we select and train our personnel;
and decidiiathd lasicDefence is expected to fulfil should be decisions
mada.with thicimindset. Due to the intra-governmental dependencies
asso ialedmith VDI, these decisions cannot be divorced from other
goverl. ndnt departments with whom Defence must be integrated. These
decisiol s should be constantly informed and reviewed through our
sensing «nd understanding, with the ability to enact changes when they
are required.

13 JCN 2/17, Future of Command and Control discusses the interdependencies
between: people, technical, processes and structural aspects which interact in a
command and control system.

14 Multi-domain posture is the strategic calibration and distribution of multi-domain
capabilities through force management, apportionment, readiness capacity,
permissions and authorities.
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3.15. Domain balance. At the grand strategic level, the UK could decide
to seek an overall domain balance'® in its force structure; alternatively

it could deliberately design in an imbalance or a selective domain(s)

bias. This would be a complex calculation based upon our potential
adversaries with a weighting given to our pacing threat, anticipated Defence
contribution to National Security Objectives and expected participation
from allies and partners. For example, it could be that the circumstances
of our expected operating environments mean that a suitable damain
capability can be employed from other domains, for examplé, deny. g an
adversary space capability through action in the land donicn against| s
ground segment.

3.16. Burden-sharing arrangements. The UK alre < ourdes-shares with
Five Eyes partners in strategic intelligence, survei ance; xecd inaissance
and intelligence analysis,'® but could apphathe idec \of burden-sharing by
domain in a systematic way. For examf s, the &< Chuld agree to weight
the air, cyber and electromagnetic eéhmairiyin an allied arrangement, which
could be coalition or North Atlantic Tre. s Organization (NATO)-based. This
would allow allies to specialise a, thefioniins they value most and are best
at, or to preserve options faminde, :ndent operations if they prefer. This

is a major policy questig 1 dealt with“ter in the JCN, but posturing should
start with consideratiori \ of doma  balance.

15 Domain balance is our own relative strength across the domains incorporating
the complementary provision of domain capabilities between own, partners across
government, allies and partners.

16 This is conducted through the Strategic Effects Force Allocation Board (SEFAB).
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3.17. Support. Support considerations are integral to the multi-domain
posture; they impact decisions about force structure, overall domain
balance and domain-centric burden-sharing. The requirement to take a
global perspective when dealing with global challenges, violent extremist
organisations, and employing capabilities in domains that have global
reach (for example, space and offensive cyber), drives the support
aspect of strategic posturing. Depending upon the force structure,
domain balance and burden-sharing decisions, support arranaements
in strategic posturing could focus on: forward basing; p positicaing;
power projection from the home base; afloat/on-wheels stocks; th
forward production of items and equipment; increa’ed ser sustail. ment
capabilities — or permutations of them all. Thefoint isdhat thiooility to
do MDl is reliant on good strategic posturingfanc a4 cady afd sustainable
integrated force.

3.18. Strategic effects managemd ~t proc =s. Force employment at
the strategic level is part of the sihategihsffects management process
(SEMP), but a more domain-centric aoprcach could be adopted. This
kind of strategy could incluca caliCratii » selected domains to dislocate
the pacing threat’s domais, layc ~wn. This could be achieved by holding
domain capability atf esponsive s afes to exploit anticipated gaps at
moments of vulnera ility and ¢ habled through the support posture
described abarin Th ) SEMPY Could apportion by domain or monitor
domain weiynting’ across the global set-up, including the homeland,
as part of Coeral ance Wiulti-domain arrangements. The SEMP and
Joint,Commitis ants Strategic Steering Group (JCSSG) could expend

a préaoreamof overall UK domain capabilities to satisfy campaign
require m¢nts, Lut also consider upcoming strategic windows with
strategi \A3E in their sights. This is strategic multi-domain posturing:
a deliberate activity, which must naturally support the wider UK’s
international posture by integrating the domain-related capabilities they
and private sector industry can bring to bear.
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Strategic posturing in the Far East

China’s Maritime Silk Road Initiative can be seen as a form of domain-centric
strategic posturing. The idea is enacted through a ‘string of pearls’ in which
China develops relationships and access arrangements in geostrategically
important ports dominating the sea lanes between China’s Hainan island
through the Bay of Bengal to the Arabian Sea, the Middle East region and
beyond. Initially a maritime domain affair, as China builds its aircraft carrier
and naval power projection capabilities, the maritime road .ill stra. gically
complement the land-based Belt and Road Initiative and’, repare thi wider
region of the Indian Ocean for Chinese multi-domair uctivitie

Section 3 — Tenet 3: configtrec,for the
environments

- ® and environment to in” Jeri 2 the behaviour of selected

0
\Ol Readiness for multi-don. 1 acu ity in operating areas
N audiences.

4
-

3.19. This tenet will pri dominan| v be driven by the operational level and
centred on the dafiine Chintegrs .ed action. However, the operational
and strategic ldvel mi st be in‘narmony to ensure consistency in
desired strateg » effcCis o to manage those capabilities that may be
controlled at the & xategic level, particularly within the space and cyber
and elec xorimaeticidomains. To ensure this harmony is generated
necessita 23fan expansion on the idea of environments introduced in
Chapter 2.

3.20. Operating environments. Operating environments represent

the composite of local conditions and circumstances in which military
and non-military capabilities must be orchestrated to achieve influence.
Operating environments are the surroundings or settings for military
operations, and they will be specific to that portion of the battlespace,
depending on the relationship with the sub-environments within them. It
is the combination of these sub-environments that we need to sense and
understand, trying to identify and create points of potential advantage
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in the interplay between them. These sub-environments are described
below and illustrated in Figure 3.2.

a. Human sub-environment. The system of individuals,

groups, organisations and their beliefs, values, interests, aims and
interactions. It should be possible to categorise people into A3E to
plan the cognitive influences required upon each.

b. Physical sub-environment. The surface, sub-< Jrface, above
surface and space where physical activities take [ ace, wher  the
A3E live, where objects and infrastructure exi€, and ‘i =athef and
atmospheric conditions affect operations

c. Information sub-environment. The fJata, »for ation, media
plus the information systems, cylaarspace and electromagnetic
spectrum that convey informatthn andaflucnce A3E.

Figure 3.2 — The sub-environments
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3.21. Levels of warfare in operating environments. With their focus on
audiences, all levels of warfare are present, or at least latent, in operating
environments in two respects. First, control of some capabilities is held at
certain levels, for example, strategic communication, so there needs to be
channels available to intervene with them at lower levels in an integrated
fashion at the right moment. Secondly, activities at lower levels create
effects at higher levels, intentional or otherwise, for example, allegations
of human rights abuses on the ground. Operating environments.are
therefore not synonymous with the operational level of warfate. Figoe 3.3
illustrates the interplay of the three levels of warfare and hG s activity v il
involve at least one of the three levels: it may be a copfoinatic:hof hut ian,
physical and information factors that necessitates 4 onsidafation'<tne
strategic level, potentially involving another govefnni st leparknent,

or operational or tactical. Although not illustrateC \a st yenf.ionment
combination could have implications acrags.all levi's of warfare.

A sub-environment A sub-environment
combination that ha combination that has

tactical implicatictis operational implications
o %}

A sub-environmeri: Operational
combin tipthat has

strategic. mplic ns @

Strategic

Figure 3.3 — The operating environment
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o

The kldnapplng of the Chibok female student* . by Bo. » Har .min
2014 is an example of an event within an < verati* gy envi. .nment
having a strategic ir oac

Multi-domain operating areas<,a newssk atial framework

3.22. The strategic context, the c¢atinuc a of competition and the
influence of the space and‘berdnd ¢ =ctromagnetic domains means that
geographically boundedgnere. ag areas are less suitable.’” There could
be exploitable doma’ i-centric syrargies between geographically separate
operating areas. It i \these fac ors that give rise to a need for a new spatial
framework — agilti-C ymain 4 verating area. This new framework sees the
contest in i*.'brog est possible scope that may be global or regional and
is likely to Goatal i sevaili operating environments, linked by national and
alliapse strateg = aims, or by adversary interest.

3.23. ¢ operating area is global when we, or our adversaries, can
manoel «re in a geographically unconstrained domain, such as space

or where'the effects unfold in an unconstrained way as it does in the
information environment. Where adversaries, such as some insurgent
groups or less developed militaries, are mostly limited to the traditional
domains of maritime, land and air, the operating area could be reduced in
scope, so perhaps regional rather than global. The relationship between the

©BBC

MDI operating area and the operating environments is depicted in Figure 3.4.

17 An example is the space domain, where critical infrastructure located on the ground
may be geographically separate to where an operation is taking place; thus requiring
reconsideration of how it can be protected or effected.
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Multi-domain operating area

& @

Operational Operational

Strategic Strategic

Operating environment A Operating environment B

®

Operational

Strategic

-

Operating environment C Operating en, onmei_

Figure 3.4 — A multi-doman. ~erai 1g area

3.24. Introducing regional
operating areas and global
operating areas (Figure 3.5
helps to establish the n¢zd
to integrate across the | wvels
of warfare, underg®ind ti
interplay betwacn the various
actors and to chnse
situatiops.and podatial
influence s actoadiyras
possible, \sdUpposed to only
having joini operations areas
with their na;rower connection
to the operational level.

This creates the space for Global operating area
maximum use of the domains _ _
in a way that might outmatch Figure 3.5 — A global operating area

an adversary.
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3.25. Global information environment. In addition to the localised
information sub-environment, there is always a global information
environment to consider. The global nature of the information environment
means that an activity on one side of the globe can quickly yield effects

on the other, commonly at the strategic level. This environment includes
social media in cyberspace, international print, opinion formers and
broadcast media with whom we have no direct channels. It may also
include global ASE who are affected by second and third order effects,
such as the allies of the adversary.

Configuring for the environments

3.26. At the operational level, Defence seelfs tC gt ieve sthategic
objectives in accordance with the OMSE prod :ss. “hMZ, this is

enabled through multi-domain configugation.*® | Sonfiguration is an
operational-level task, which fashioifthe 1Cia.€ ements allocated from
strategic posturing and focuses € the elevant ASE. [t integrates them
with other capabilities such as in-tfi »atre L artners, other UK government
or non-military elements to", xepaf: ari hyolan activities specific to operating
areas and environmenta

3.27. The aimis to_2nsure m| tary capabilities are arranged, readied

and optimisedd@iae L aughts sgether for synergy to exploit windows of
opportunit@within the environments. This will be a continuous process

of dynamicCaly alariag. 1y the operational and tactical laydown of military
forceselemente o not only operate sub-threshold but also be ready to war
fight ireqiisad. ““he scope for reconfiguring dynamically will be enabled
by the stritegiC posturing described in Section 2, particularly the support
arrange aents.

3.28. When planning the configuration of the force, the operational level
should also consider the best domain balance in operating environments.
This especially includes the responsiveness of domain capabilities that
are relatively light in theatre in comparison to the adversary and those
which might have high pay-off potential. While it might be useful in some

18 Multi-domain configuration is readiness for cross-domain synergy within operating
environments through integrating and synchronising joint functions, allies and partners
across government.
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circumstances to designate a supported domain such as cyber and
electromagnetic, it will be more normal to think in terms of complementary
action and convergence of domains and to consider economy,
concentration and surging of domain activity.

3.29. The tactical level will be as domain-agnostic as possible,
employing fires and actions from any domain to create effects that exploit
windows of opportunity. Domains will be balanced or biased according
to operational plans. However, there could be options for tatucal
concentration, supporting/supported relationships, employ »g domaii
based reserves or surges to achieve domain-overmatd:i and < xnerg
Examples of enablers and capabilities at the tactica levelficlude

e fires and other effecters capable of re« th aCc assdiomains;

e commanders willing and cagable Oripealiiting across domains;
and

e asupport system ccrablatof seataining at the desired tempo
and scale of phyaisal ac on.

3.30. Configured for ' utcomes icross the levels of warfare. MDI is
likely to gain advasne I the imi iediate operating environments where
effects are cref.ed, e pecially advantages of an operational or tactical
nature. They riahfaiso iwve a significant or principal effect in the global
informatian envirc yment. They could also have a domain-centric effect
by unseling@,adversary’s domain balance in another, or multiple other,
operating apfironriients, which might be geographically separated, and
perhaps ar vlified by an ally’s similar action somewhere else. This could
be a way of \Uerpetrating a strategic offset action.
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Section 4 — Tenet 4: creating and

exploiting synergy
[

L) (4
- e (Generating, timing and exploiting windows of opportunity
) § forrelative advantage through the creation of synergy.

Synergy

3.31.  Synergy is achieved through the interactun of o or i Ure agents
to create a combined effect greater than theguri afineir sabarate

parts. It is what sense, understand and orche strate shafd be trying

to create and exploit; it is therefore a aare tenet of MDi.” MDI envisages
complementary synergies that multi v efiedis,ai d thereby enables
Defence to fulfil its objective in afhagile, assertive and adaptable way.
The prize of synergy encourages U “ance n understand where to focus
to achieve an advantageouacumdativieffect.

Cross-domain sy iergy

3.32. MDI speifican aseeksfadvantage through cross-domain synergy.t®
Cross-domtin me ins imparting an effect from one domain into another.
Cross-doniin 4 ricry, @5 therefore a product of MDI, where advantage

is achieved in‘tysingle domain or combination of domains through

cros .\ durimin meioeuvre;? it is a specific product of integrating the
domai \s¢ Cross-domain synergy can be achieved at all levels of warfare
from stii \tegic to tactical. Action at the strategic level will create the
conditiorts for cross-domain synergy by augmenting operating areas

with domain capabilities either directly, through reachback or through
synchronising strategic activity with lower levels.

19 Cross-domain synergy is advantage in a single domain or combination of
domains, created and exploited by the use of cross-domain manoeuvre.

20 Cross-domain manoeuvre is the complementary employment of capabilities in
one or more domains in support of another to achieve cross-domain synergy.
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3.33. Cross-domain synergy exploits vulnerabilities across the levels of
warfare. A strategic raid could be a single or multi-domain action with
the purpose of affecting an adversary’s global multi-domain calculus.
The intended effect could be to threaten domain overmatch in a region,
thereby imposing a dilemmma on the adversary of whether to react in such
a way that affects its domain balance. This would be a strategic-level
exploitation of a window of opportunity,2' which might subsequently open
an operational-level window somewhere else.

3.34. At the operational and tactical levels, advantage is st likely

to be gained where an action comes from a domain it the cilversa’y
was not prepared for, by virtue of being cross-doratin, and’beca e it

is effective in exploiting the specific conditions ahd ¢xafimstandes in an
operating environment. Good MDI will involve ori hesti inagd nanoeuvrist
combinations from the full range of capakiities ave 'able 1o generate
cross-domain synergy against these wixdows dgac hortunity.
Cross-domain manoeuvre is the wadyto achieve cross-domain synergy.
A design to converge multiple domaing ‘ato e focused effort will almost
certainly require synchronised“ xoss4.0mi ' manoeuvre.

Windows of opportiaity

3.35.  Windowsamopc tunity x4l be created or sensed within the
combination gfnuma |, physical and information sub-environments.
They should aract orcectly target vulnerable parts of the adversarial
system. 4T his is re yresented in Figure 3.6. For example, in a

technolc ay-cdmar, agnsely populated island city state, where everyone
has imme liate Internet access, information will spread quickly so an
effective wi\dow of opportunity might be an action in cyberspace.
Alternatively; the upcoming signing of a trade agreement with a state

that is sympathetic to our adversary opens an opportunity in the global
information environment, which can be linked to an engagement activity in
a related operating environment due to local audience sentiment there.

21 A window of opportunity in the context of MDI is a moment of relative advantage
identified across the environments for cross-domain synergy.
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Operating environment

Window of
Opportunity

-

pry AT

B

wm w d

Cross Cielp Cross
domain domain domain
synergy (nergy synergy

ows of opportunity

3.36. A wing

mismatch @ rin the following ways:

xercise drawing maritime assets to one place;

enabled through augmentation of domain capabilities from
higher (dynamic strategic apportionment) or through allies, for
example, the allocation of remotely piloted air systems capable
of strike and intelligence, surveillance and reconnaissance;

e by applying other levers of national power which deliver or
enable domain impact, for example, increase in stabilisation
funding improves attitudes towards UK forces,
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e enabled through pre-planned surging and economising of
in-theatre domain activity, for example, attaining high aircraft
availability through an engineering maintenance surge;

e developed through the use of deception; and

® brought about through cross-domain manoeuvre,
synchronisation across domains and converging the domains.

Integrating levels in windows of opportunity

3.37.  In MDI, windows of opportunity may be fleetina®or exte aded 2 1d

will exist at different levels. Some actions within agfoperattng ericfonment
will seek tactical or operational objectives but wil recaudid at ths strategic
level or will be specifically intended to affect glob ! auG.yaca’s. Alternatively,
operating environments might offer a locus,for a st ategicintervention for
other instruments of national power or € lies se&na\oportunities in tactical
settings. Figure 3.7 illustrates this reatioricaip and snows how a window

of opportunity within a combination ot wb-er xironments, indicated by the
green dot, may have tactical o strata gic i'2vance.

A window of opp< tuniti
the sub-environmer:
combingl Wpuwith relevi ice
to the ta¢ caric !

A window of opportunity in
Operational the sub-environment
combination with relevance
to the strategic level

Strategic

Figure 3.7 — Windows of opportunity across the levels of warfare
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3.38. Figure 3.8 illustrates the key terms introduced in this section. In
this instance cross-domain manoeuvre between the land, space and
cyber and electromagnetic domain results in cross-domain synergy in a
window of opportunity with both strategic and tactical relevance.

configured for environments

Air

Maritime
Land
Space

0 T
»w C =
o Q
o e 13
gca
T »
L E 9
2csw
£0.2
$3a
S

Cyber and electromagnetic

cross-domain
manoe. e

Figure 3.8 — Cross-dor: »in n~.noc vre and synergy to exploit the
wina v of opportunity

3.39. Operational’ rt. Oper tfional art?? will be in the planning, creation
and exploitatia®™f wii slows g opportunity. The best effect and tempo
will flow frefi'a se ,uence or windows or a near simultaneous array of
windows tI i saCk o iBrupt an adversary across an operating area.
Windaws mus e foreseen and identified, which is enabled by the force
haviriy ccifaurecrand planned for it with other instruments of national
power agfpart ur a coherent system. The idea is close to full spectrum
targeting\ (FSpecT), seeing windows as targets and arrays of them as
target systems.

3.40. Maximising cross-domain synergy. It is easier to visualise MDI in
situations when we have the initiative and are able to foresee or engineer

windows of opportunity and to plan advantageous sequences. However,
MDI applies equally in defensive or reactionary scenarios where an

22 Operational art is defined as: the employment of forces to attain strategic and/or
operational objectives through the design, organization, integration and conduct of
strategies, campaigns, major operations and battles. NATOTerm.
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adversary is denied an outcome. Reactive and fast-moving situations will
make significant demands on our C4ISTAR systems; cross-domain synergy
in these circumstances arising from rapid cross-domain manoeuvre may be
the key to regaining the initiative. The ability to seize fleeting opportunities
will come when commanders in ‘other’ domains have the instinctive
awareness and enterprise to manoeuvre across domains or command

in another domain, thereby generating cross-domain synergy in novel or
unexpected combinations. Cross-domain synergy is proporti e to what
can be integrated, as shown in Figure 3.9.

If cross-domain synergy
. occurs at a vulnerable
!f mass, synchronised ~ moment in a targeted
in-theatre cross-domain  aqersary domain in a way
manoeuvre is integrated  that i synchronised with

with strategic military the related activities of

and allied activity other instruments of

compounding the stress  ational power, the
creative and on a specific domain, synergy will be greatest.
expected the synergy will be

greater still.

sustained at high or
precise tempo, the
synergy will be
increased.

Figure 3.9 — Increasing cross-domain synergy

3.41. Timing. Timing is a key challenge for MDI because integrating the
domains and levels of warfare in time will be at least as important, if not
more so, than integrating in geography/space. Time is a form of ‘depth’ in
the MDI battlespace because the higher levels of command and partners
across government will probably be looking further ahead for windows

of opportunity. Inserting and synchronising windows in the longer term
with those in the near term for synergistic effect will be the aim. The
compression of time, especially at the higher levels of command, reinforces
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the challenge of the timing factor. The strategic level will have to be close
enough to events to be capable of seeing and seizing the moments for
synchronisation without overriding the other levels. Understanding the
integration demand in time, particularly across government, is both an
art and science and will be the key challenge for senior commanders.
Important aspects of timing are outlined below.

a. Synchronisation. Synchronisation is about integrafing events
in time to establish favourable rhythms that complefient ecah
other. Synchronisation covers not just the coordiittion of ac vities
that Defence may undertake with partners agfoss gGarnma i,

but the different tempos of these spheresd i activily ove. line. For
example, synchronisation might revolvefarGaag a stratégic window
of opportunity in the form of a diplomatic or pic aned government
strategic communication intervertion. Thi\ coulG temporarily drive
the tempo of all other activitiegiacross ¥z Icvels of warfare until that
particular point in time, or ghirhapisubsequent to it.

b.  Simultaneity. Siri ‘tan<.y ¢ acerns multi-domain activities
happening at theaame T e for shock or to overload an adversary
with multiple di ‘Zmmas.

c. Regamratic . Read neration is a timing factor, particularly
with pfiitary / Ctivity at the lower levels of command. Multi-domain
capalt tyatiin v, tover time as platforms need to be repositioned,
reset foriaaintenance or resupplied after intense use. The aim
*hoalhbe teconfigure the force over time to exploit windows of
¢apCrtunity consistent with available multi-domain capabilities.

d. “Tempo. Tempo is defined as: the rate of military action relative
to the enemy.2® A high tempo relative to the enemy is generally
thought likely to maintain the initiative by trapping the adversary

in the early parts of the OODA loop, struggling to ‘act’ and being
inundated with dilemmas. In high-intensity combat at the tactical
level, this is highly applicable and may increase chances of success.
However, it is a fallacy to think in terms of a single adversary OODA
loop; instead there are multiple OODA loops in play at any time both

23 NATOTerm.
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within the levels of warfare and especially between them. This is an
important consideration: identifying the most pertinent loops in respect
of the constellation of ASE and then integrating the different tempos to
deliver the most advantage, as shown in Figure 3.10.

Alliance

National strategic,
fusion/partners across
government

Military
strategic

Operational

Tactical

ounterproductive. Going too fast may result
in a situation w ts we seek have not yet played out on the

the cog hange their behaviour in the way we desire. This
may be t igher levels of command, particularly where other allies
or instrume ats of national power are involved, or where audience-influence
‘soak time’ 15 crucial and requires sensing and measuring, or where a

cornered enemy’s few remaining options include weapons of mass effect.

A smarter approach in which tempo adapts to match the actual effects being
created on ASE, evidenced by measures of effectiveness, should be sought.
This emphasis on playing the audience rather than the rate of military activity
places a high demand on the sense, understand and orchestrate functions
as audience perception and loyalty can take a long time to change.
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Key points

Tenet 1: information advantage. This tenet is about enabling and
effecting orchestration through comprehensive and persistent
sensing and understanding of environments and audiences, which
must be common across government and with allies.

e |n MDI, the sense, understand, orchestrate fun
enabled and expressed through a C4ISTAR s

ting areas and environments to
lected audiences.

evel will help to integrate multi-domain
ities that may be controlled at the strategic level, such
nd offensive cyber, with the tactical.

perating environments represent the composite of local
nditions and circumstances, including the physical
surroundings and the ASE they host.
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Tenet 4: creating and exploiting synergy. Generating, timing and

exploiting windows of opportunity for relative advantage through the
creation of synergy.

e Tempo in MDI should be calibrated to be optimal rather than
as high as possible.

Cross-domain synergy will be most exploitable in win
of opportunity. They are identified or engineered v
combination of human, physical and information
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inclination to survey al j
intervene and command a
pursuance of the

ommander Strategic Command
July 2020
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< I General Sir Patrick Sanders
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Chapter 4

Force development implications

The joint functions

41. The joint functions are related capabilities and activities that assist
commanders to integrate, synchronise and direct joint operations. They
are normally used as a planning checklist in tactical and joiaf neadc yarters;
however, this multi-domain integration (MDI) concept propcres a mot
fundamental adoption of these functions. As they hax® no bCadarid s,
they are applicable to MDI and can be extrapolates’ (0 thedtrateg & level —
becoming integrating functions. Headquarters ¢fruc aiss orgadised in this
way facilitate an understanding of the full range ¢.mult slopfain capabilities
that are available. As well as being recashas ‘integ sating runctions’, force
protection is cast as resilience and sustinmerdas cupport. The integrating
functions are used below to explorefiorce ‘avelopment implications and
represent the priorities for experimente ‘on. ey are shown in Figure 4.1.

Directed by : Enabled by

Command and contrg i Support

The provision of personnel,

A logistics, medical support,
effects. military engineering support

and finance and contract

Information support necessary for

The use of information operations and missions.

to influence an actor’s

perceptions, behaviour, Resilience
action and Minimising the vulnerability

decision-making. of personnel, facilities,
equipment, material,
ing environment. Manoeuvre operations and activities

Physical, virual and from threats and hazards.

cognitive manoeuvre to gain
advantage in time, space
and multiple domains.

Outreach
Includes stabilisation,
support to governance,
capacity building and
regional/local Defence
Engagement.

Figure 4.1 — The integrating functions
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Section 1 — Command and control

4.2. Interdependencies. A command and control system is a
socio-technical enterprise owing to the complex interactions between
people, structures, technology and processes, as illustrated in Figure 4.2.24
MDI will necessitate significant advances in each of these individual areas
as they are fundamental to successfully realising the conceptual vision; it is
therefore necessary to consider each in turn.

Multi-glonTes

comrnd =Sirlictures
and
cao!

&

Processes

Multi-domain command and control

Pe

4.3. tural challenge. The current generation of Defence personnel
has brought a trajectory of incremental gains in jointery, but this concept
envisages a reframing. This reframing brings a need for a much deeper
multi-domain competence than is currently present across Defence.
Where there is awareness and some understanding of activity in other
domains today, there will need to be an ability to visualise, stimulate and
act across other domains; where necessary, an ability to command in
them too. There needs to be an early and substantial improvement in

24 Joint Concept Note (JCN) 2/17, Future of Command and Control.
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understanding of the cyber and electromagnetic and space domains
and how to integrate them. The educational foundation for this must be
developed. This presents a much-increased demand on professional
military education and is at least as important as any other capability
requirement described.

4.4. People management. The traditional models for recruiting, managing
and retaining personnel are already being challenged by the Infarmation
Age. MDI will amplify this need for change. The necessity £ integ. ation
across the domains, and hence those skill sets that enable this, will re juire
Defence to be able to recruit those with the right skillafor the | atentid to
have the right skills, at speed. Lateral entry mechatisms4’e onc fuch
means for this, as are joint career management@itru tulcs thatdserve to
improve retention through greater recognition of (alentcad 4 <pertise.

4.5. A wider outlook. MDI will requir¢ Defericinne sonnel to be as familiar
working across government and withthe \sivate secCtor as they are across
domains. An understanding of other ¢ werniental departments and a
culture that allows successful ftatiorsnipato be developed is necessary to
ensure a genuinely enduriragsont. aution to fusion doctrine. In the private
sector, particularly so infine space ai i cyber and electromagnetic domain,
Defence people have t¢ be equip| =d and managed, such that retention
and individual am'@@nn a.nbalar’ed. This is likely to be necessary to
achieve an intayrateq [orce.

Multi-domain integration will require Defence to build greater
institutional familiarity with partners across government
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Structures

4.6. Designing pathways. The scale to which MDI must be practiced

if it is to benefit the UK will necessitate fundamental change in command
and control structures. The operational art of exploiting windows

of opportunity through cross-domain synergy, with all the attendant
permissions, authorities and contextualised pictures, may well be a
sufficiently demanding function in itself to demand new structures. It

may also require us to re-evaluate how our single Servicds supp xt these
structures. United States experimentation in the Doolitea Series ¢ war
games found that multi-domain operations centregtwere riadedd .« global
and local levels and mission control teams wergieedats to ce ol tactical
missions.?s This resulted in a new specialisaiifon e Unita®t States Air
Force has developed a new officer career fielc \for Loaanicg multi-domain
operations within the joint all-domain @ammanc \and control (JADC?2)
system. Annex A provides more defril aboanho ¥ new structures and a
new specialisation could help to€aeet )= orchestration challenge.

4.7. Componency. Existii » cor pori at command structures may
not be suitable for MDldasauc of their hierarchical lines of command
that involve sequentiti and time-¢ xasuming communications channels.
Experimentation she¢ uld be fod ised in this area to understand the
longer-term s@@nn wachiey ig MDI.

Processe»

4.8. 7 Do nin ow nership. Due to the way in which the domains interplay
in envi oA nents, they cannot be owned. MDI may need a looser sense
of owne_ship between the traditional commands and the domains

they most commonly operate in. This will demand new processes.
Commanders will need to be able to discern opportunities for advantage
across domains and the levels of warfare in a culture that encourages
cross-domain manoeuvre and intervention, rather than maybe seeing

it as trespassing. Instead of looking at the domain in front of them

25 The Doolittle Series of war games was chartered by the Chief of Staff of the
United States Air Force to explore multi-domain warfighting concepts to improve
command and control of air, space, and cyberspace forces in support of dynamic and
operationally agile operations.
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and seeking support from the others, it will be necessary to look across
the domains and converge in an agile and assertive way. For example,
maritime, land or air forces in a supporting role to electromagnetic activity
could be a normal situation. Space domain planning must be integrated in
a way that accounts for military, civil and especially commercial linkages, as
well as allies.

Technology

4.9. Humans in command. Chapter 3 outlines the ambic hus comri and,
control, communications, computers, intelligence, sug cillanceitarga
acquisition and reconnaissance (C4ISTAR) systemd iat wit'be ne ied for
MDI, but the vision is not one of machines in cogamec g’ The ptachine will
bring advantages of automation and augmentatic a by < tifia’al intelligence
for bounded less-complex data-centric tapks. The v will aiow analysis
that covers descriptive, diagnostic, pre€ictive cagh.uimately prescriptive
capabilities. However, as well as calyeyir adata, the system will need

to connect the right people at the right momeats for decision-making,
delegation of authorities, and ical/etfiicai assurance. These interventions
and inputs of guile, judgemant, err ational intelligence and understanding of
subtle complexities will £zmain the beais for military success — and means
the human input will en_ure.

410. Comm.ading ~ith machines. Commanders will nevertheless
have to be cor fort e v B having options generated by machines and
understand why .y offer the solutions they do or make the ‘mistakes’
they mai =. “iphoticey intelligent and autonomous systems will need to be
complem n#Cd wim carefully calibrated levels of appropriate human control
according | the complexity of the task. To command effectively within a
multi-domaiii system, the human operator must be involved.
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Section 2 — Intelligence

411. Outcome based. In an outcome-based approach, commanders
and staff extrapolate from the orchestration of military strategic effects
(OMSE) process what effects need to be imparted on audiences,
actors, adversaries and enemies (A3E) to achieve the desired outcome.
Intelligence then needs to develop an understanding of the conditions,
predispositions, biases and behaviour of the audiences that.need to be
influenced. In MDI, sensing and understanding the A3E<. the T¢ 3l mix
for orchestration; therefore, consistent with the findings xf the OM: E
project,?® a much greater capacity for human factefs analy s, aud ence
analysis and understanding non-munitions basa'J targating is<fzeded
than is currently possessed. This capacity vl liFah@oe dradn from
open-source as well as intelligence agency sc¢ irces anddnust be
capable of being sustained over time tg,unders and the effects that are
actually being realised upon A3E, c€mpareaiia l e effects intended and
hoped for.

4.12. ldentifying windows ~f or son. nity. Identifying windows of
opportunity for cross-damain'« nergy will be a form of intelligence
support to targeting/ 1t will identii ydomain-centric mismatches with
our adversaries and, vindows | f opportunity within the human, physical
and informatia@™b-e wironps 2nts.  To fully support MDI, intelligence
analysis wi''need/ b be abie to achieve this between related operational
environmer s affa yocivlevel.

413 5w '2inteiigence environment. Intelligence and intelligence
missic \ guta will need to be available in a way that is contextualised to the
user. C ntextualised in this sense means already integrated with allies
and across government, at the right classification rather than limited to the
lowest classification, capable of permitting further interrogation, probably
through a cloud-based system, and tailored to the user. It will also need
to be integrated across the levels of warfare to be able to realise windows
of opportunity at all levels. The single intelligence environment must be

a subset of the single information environment to enable unified decision
support and operations support.

26 Orchestration of Military Strategic Effects Review Report, 12 December 2019.
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Section 3 — Fires, information, manoeuvre
and outreach

4.14. The capabilities and activities of fires, information, manoeuvre and
outreach should be orchestrated to achieve A3E influence in support

of the desired outcome. These functions represent the primary military
effecters, but in MDI they are integrated with allies, across government
and with private sector elements; they are also to be capab!d of oprating
cross-domain. These effecters can be extended beyond . = operati¢ aal
level as described below.

a. Fires. Fires to be munitions and non-ghurn 2i's effegiers
employed within and across operating envil.inme:'s. /4 ney include
cyber, electronic attack, space and #20se froia otherinstruments of
national power.

b. Information. Information to ii »lude ctions designed to affect
information systems, as Viall asdnosaAactivities directly seeking

a direct cognitive influamse.

As a recognised in‘,trument

of national power | thich all
governmeniaiinart ants
have ara'~'in, it/ 5 both a
challenge ang ar o fortunity
forintegratic oy, both in terms of
the narrdive ard maintaining
intra_ a4 ernrriental situational
aware 1ess. The existence of
a persistent competitive global
information environment in
addition to any operationally
localised A3E is a reality that
demands this function to be Information activities represent both a

seen as a daily item of MDI. challenge and an opportunity for integration
across domains and across government
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c. Manoeuvre. Manoeuvre is possible through other instruments
of national power, strategic-level global offset actions, space
activities, regional and global domain-related burden-sharing
arrangements. Strategic domain manoeuvre includes efforts to
unbalance adversary domain balance by engineering regional and
global overmatches and stresses.

d. OQutreach. Outreach includes civil-military interactions

and assumes that Defence activity will be part of a/fioade:
cross-governmental approach. It includes stabilisc tion, supg ort
to governance, Defence-level and military cagiucity belding
engagement activity plus an audience-fogifsed arfproac: f.owards
alliances, host nation activity, diplomaci, gic aa* organidations and
institutions. It is essential to ensuring the & theahi«outcomes are
achieved and, in the event of armpd confliit, in erisuring that a
state of normal, if not more favisirabie,an oetition is achieved
afterwards. Outreach is a fixm G information effecter due to its
influence effect.

Section 4 —s3esilience

415, Previowsinabe 'ad asf rce protection, but in the context of MDI,
now recast(us res’ ence. wiDI is as much, if not more, about systems
and netwoi s ad it is . iput formations and firepower and this colours
interraretation ¢ iforce protection from an MDI perspective. It is about
minirgisitigithe vimerability of personnel, facilities, equipment, materiel,
operai g’ ana activities from threats and hazards. Bearing in mind
the intei tion to integrate with non-military elements, the resilience and
protective function needs to consider the private sector.

416. Vulnerabilities. MDI envisages an advantage in information,
technology, automation and autonomy, but in so doing, MDI carries a
corresponding and equal vulnerability because systems will sometimes
fail or not work as intended. Systems and networks will be limited

by degraded or denied electromagnetic environment conditions, be
physically damaged, might be prone to being fooled by adversary
spoofing, or even unable to cope with our own acts of deception. The
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relative importance of electronic force protection is therefore increased.
Passive measures, such as hardened and secure systems alongside good,
secure data protocols and disciplined procedures will complement active
measures such as distributed operations.

4.17.  Understanding machines. Our systems might make unexpectedly
bad decisions based on unrealistic rules and algorithms that were only
exposed in the full complexity of real conditions. Adversary auamented
intelligence might be equivalent to ours and able to predictifin rear ‘me.
The consequences for resilience are that humans must be yapable o
knowing when technology is not functioning as hopeg’and taing ths
necessary response.

418. Adapting to threats. The human-machinc systc s+ st be

capable of adapting to the threats throughsalternat ve modes. The mantra

is ‘preserve the capacity to act’. This should Casna e a virtue by planning
and assuming a level of working tecfinolog xbelow the maximum, and below
that enjoyed in exercises and synthetic anvirc yments. This will provide a
more sustainable condition wit:yhead oo ato press harder if it works well
and when it matters most

4.19. Command and ' ontrol m¢ des. As well as having sufficient
information systeafiimapcailities 5 equip the force, reactive adjustments to
current or futufz cont sts will demand dynamic approaches to command,
control, commimicdaone amd computers resilience. Joint Concept

Note 2/47 Future» Command and Control describes adaptive and

agile hec dquditars responding to changes in network connectivity and
performai c4’and iearning in real time — this is the vision. MDI should exploit
diverse anc fluctuating command and control styles according to the specific
cyber and eicctromagnetic conditions prevalent within the environments. An
ability to pre-select or reactively adopt different styles should be developed:
at one end, a decentralised/automated style where complexity and the need
for situational awareness is lower; at the other end a centralised/tight style
where complexity and the need for situational awareness is higher; and
alternative/reversionary styles where forced. These variations could equally
be used as part of deliberate security/deception plans.
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4.20. Decentralised and automated command and control. MDI

will be most effective where the C4ISTAR systems and networks are
augmented by artificial intelligence and autonomy to support
decision-making. This most highly automated, decentralised style will
require higher levels of assured communication and information systems
resilience and security because it will be handing over a part of the job
to machines, albeit with ‘human-in-the-loop’ oversight. Augmentation by
machines is high risk, high reward. The high risks are that an.adversary
is able to penetrate our systems and either observe or difiupt trom;

or the adversary has equal artificial intelligence systemsysing sim; ar
programmes and is therefore capable of predictina®what Cixs doif or that
the situation is either too complex and changeaiie to afow ac omation to
proceed at high speed according to algorithias.

4.21. Centralised and tight commar - .and c ntrol. Scenarios

involving emotional, legal, ethical antcompiusir ormational dilemmas,
particularly where judgements ofiming »are involved and the human factor
is most pronounced, are likely to tilc \ae ce zulation in favour of tighter
command and control. Thtiadaa’ ‘it yhu don’t understand the problem,
neither will artificial inteliasance. should apply. Sub-threshold scenarios of
escalatory tensions ) nere the eficst of messaging is not yet understood,
or de-escalatory ste. d-off situ tions may make artificial intelligence
relatively riskyv

4.22. Alte ~at’ < ai.o eversionary. Where the cyber and
electromagnecy,domain is highly contested or denied, or for other

reast 0s cidmh asianned deception, alternative or reversionary modes
must & illdoe a practiced option. These modes will be ‘decentralised’, but
not in ti > same respect as the decentralised and automated mode which
gives ma.e rein to automation in straightforward situations.
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Force development implications

N4

Exploiting windows of opportunity demands agilc

Section 5 — Support

and equipment support.?® In
needs to be matched to '
capacity must also be
cross-domain synergy |\ windowy of opportunity at varying tempos using
cross-domain msg eographically non-contiguous operating
environments @ ent competitive and enduring support
advantage® ac it di'c ation advantage. This will require a paradigm
shift in platform a8l equipment availability; developing superior, assured,
environ ustainable and cost-effective logistic services; exploiting
data and ology; and a culture of interoperability.

27 Logistics support is the activity to sustain forces by providing materiel; moving
personnel and materiel; and providing logistics support services.

28 Engineering support ensures that performance and safety margins are known and
managed.

29 Equipment support, a significant subset of engineering support, is the management
of the material state of the equipment through maintenance, repair, replacement and
control of components crucial to its performance.

30 Support advantage is described by Defence Support as battle-winning effect
through the superior provision of support functions compared to that of the enemy.
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Force development implications

4.24. In MDI, there should be broader interpretations of support, in
terms of how it is enabled to account for the assumption of working as a
Whole Force and for specific domain considerations. For example, the
space domain provides essential enabling services including positioning,
navigation and timing without which the integrated multi-domain force will
be severely hampered in achieving its aims. The maintenance of enabling
space-based services is critical not just for MDI, but also for other
instruments of national power.

4.25. This concept envisages domain balance and dc aain
burden-sharing arrangements with allies. In consgfyuence, the na =d for
full interoperability with allies, including modulartationdnd ste fuardisation
of items and spares, commonality of procesgss," xa'_edure®and
standards is clear. This should recognise an¢ embiices K Defence’s
dependencies on industry and contragtars (suc¢ a1 as ncn-organic elements
of the balanced Whole Force) as kejhcontrichtarito the MDI support
solution.

4.26. The support advantases a4omii s from cross-domain synergy
and from integrating witagather flow from foresight. That is exhibited in
preparedness, and 1 e ability to I act at the speed of relevance through
a blend of options i :luding pr. -positioning and technology
exploitation,® 4 ,is Laderpin ed by agile supporting systems (posturing
and configgation) ' An operational/tactical multi-domain sustainment
system willavo!t e Goiin capabilities conducting cross-domain
activity and mic poeuvre to support other domains, not just for UK force
elem nts et for cilies and partners as well. An operational system
capall 24 reaciung and manoeuvring across environments according to
the mui. -domain demands of the moment will need a Defence support
intelligence capability. Such a dynamic system will need to have depth,
redundancy and conduct contingent and predictive activities that will
service both peacetime and warfighting activity and be force multiplying
when it matters.

31 Such as the forward production of equipment via additive manufacture, deception
and increased self-sustainment capabilities.
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Force development implications

4.27. Resilience will be required to o ed environments.
Cyber and electromagnetic threats il b ajor cnallenge as
considerable aspects of the support p will be information-led,
technology-enabled, predictivé jint d interoperable and involve
private sector partnershi h ome and in overseas operating areas.
The dilemma will be setff ng a bal etween seeking maximised
automation and efficieri ty on one; side and security and resilience on

the other.

Section Risks

4.28. B mbition and vulnerability. This concept describes an
timistic vision for very high and hitherto unachieved levels
of integratioiand capability. However, MDI is not a binary condition that
exists or not. It is a spectrum, at one end omniscience with the ability

to integrate every friendly entity seamlessly according to the plan with
faultless targeted effect; in the middle is a workable ability to cooperate
and support each other in a joint fashion; and at the lower end is single
Service-centric, possibly deconflicted action.
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Force development implications

4.29. Building collective multi-domain integration. Real world
situations involve adversarial action where relative advantage will apply.
The ability to work at lesser, partial and degraded levels of MDI must

be regarded as the norm; the core tenets of the Five Eyes Command
and Control Concept Note offer a potential framework for developing
this ability.32 The likely trajectory is of MDI growth over time, unevenly
matched with allies, aiming to integrate the best out of partial, developing
and degraded capabilities. Somewhat counter-intuitively, while the
greatest level of MDI potential is through all our allies angfpartne »
designing in and nurturing a collective multi-domain cag »bility, a ¢ \gree
of variegation rather than a one-size-fits-all systemnight £ helpf i for
resilience. Experimentation is vital to understapting this way  ward.

4.30. Inherent risks of complex systems. | look. g i« exploit
information technology, ambition and agnerabi; ty are two sides of the
same coin. The higher the ambitiorfand tricamo. 2 complex the overall
system, the higher the risk. Noti¢a Clidese and Russian emphasis on
systems thinking, the more integrat & ourwstem is, the more it becomes
a target for systems attacki)'n aompE ax system, there is simply more

to go wrong, more scoaasfor s Surity breaches and greater potential for
unexpected outputst With more ¢ ties, partners and departments, there is
more scope for misi kes, leak | breaches, differences of understanding,
intention and 4@ s,

4.31.  Adv.ate e pa CUox. Apart from these risks, there is also a
paradox that t. 2 greater the capability of our information technology in
relati n wCise aaversary, the greater our potential advantage to act quickly
and di cidtvely. "If the adversary perceives this risk, there is a more urgent
incentivi\to either find ways to counter our advantage, or to strike first. As
described in Chapter 1, identifying the Western advantage in precision
weapons and ways of war is what has driven the advancement of Chinese
and Russian capabilities to the need for another offset. To guard against
this, the ideal is to have capabile, resilient information systems, and to be
good at sensing and understanding adversary perceptions.

32 The core tenets are: trust, resilience, agile, decision advantage, collaborative and
interoperable. FVEY Command and Control Concept Note: a FVEY Command and
Control Response Network v1.0, 31 May 2019.
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Key points

MDI envisages an agile command and control capability,
augmented by autonomy and automation.

MDI requires efficient levels of processes, permissions and

information exchange capacities to orchestrate cross-dgmain
thinking and manoeuvre. The C4ISTAR system envigftQed W

Understanding ASE is
greater capacity fi

ing and should be integrated and
he levels of warfare.
d sustainment should be broadened to support.

her the ambition and the more complex the overall
system, the higher the risk.

The greatest level of national capability will come through

investing in highly technical information technology matched by
required changes to military culture, education and training.
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Notes
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Annex A

Annex A

Multi-domain integration —
specialisation

Ad.  The level of orchestration needed in multi-domain integration (MDI)

control, communications, computers, intelligence
acquisition and reconnaissance (C4ISTAR) net
integration needs of the moment. The main hub
planning, particularly linking with allies a government,
while spokes would support ‘forward’ ble to collapse and
deploy somewhere else in the net t instaritaneously to support
higher integration demands. Hubs w! maximum connectivity,
including through high capaci systems and support
principal operational and i mand and control nodes. Hubs

y an architecture of spoke teams,

einforced with hubs and spokes according
eeds of the situation. Standing headquarters

would opriately scaled set of multi-domain operator
speciali ~ie diverse demands of the domains: they would
either be emselves or connect to hubs. Headquarters will
identify opy, ortunities and potential vulnerabilities in the domains and be
capable of ¢ioss-domain manoeuvre and controlling battlespace across

domains. Major integration episodes will incur dynamic reinforcement of
MDI spokes.
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Multi-domain designers and coordinators

A.3. A specialisation of multi-domain designers and coordinators could
provide the expertise to integrate systems and networks. Multi-domain
designers would integrate capabilities through planning full spectrum
targeting (FSpecT), identifying windows and designing pathways, with

a specialisation of coordinators for managing execution. This specialist
function would augment or replace traditional J3/5 and J3 resnectively.

designers and coordinators would not necess
a forward-based tent, compartment or han
be able to gain near real time command inte
connect with higher levels of commal

analysis systems; and wo
for cross-domain syn
elements effectively
looking to ‘buy’ acti

ators would be skilled in connecting systems
~.uld apply the right levels of authority, delegation
omation and autonomy levels according to command
axity and resilience conditions to facilitate timely
nterventions. They would ensure connection of the right

o the best effecters under control of the best command and
control node with the requisite authorities and permissions. They could
act as the ‘human-in-the-loop’ where artificial intelligence and automation
is used and connect with command intent. This would be the J3
operations function of today. The issue of authorities and permissions is
crucial, as this way of war will necessitate the ability to task any effecter
agnostic of the domain from which it came.
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Section 1 — Acronyms and abbreviations

A2AD anti-access and area denial

A3E audiences, actors, adversaries and enemies

C4ISTAR command, control, communicatiozr’,
intelligence, surveillance, target acs
reconnaissance

CBRN chemical, biological, radigfogic

DPRK Democratic People’s Re aubli ea

FSpecT full spectrum el

FVEY Five Eyes

IOpC 25

JADC2

JCN

JCSSG

JEF

MDI multi-domain integration

MOD Ministry of Defence

NATO North Atlantic Treaty Organization

OMSE orchestration of military strategic effects

OODA observe, orient, decide and act

PED processing, exploitation and dissemination

SEFAB Strategic Effects Force Allocation Board

SEMP strategic effects management process
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UK United Kingdom
us United States
VCDS Vice Chief of the Defence Staff

Section 2 — Terms and definitions

This section is divided into three parts. First, we list wordng deiaitions
that are yet to be endorsed. We then list endorsed terii s and def| \itions
followed by other useful terms and descriptions ugfd in thiyoublid ation.

Working definitions

multi-domain integration

The posturing of military capabilitiedn coricist vi ith other instruments of
national power, allies and partnes: cor “gured t0 sense, understand and
orchestrate effects at the optimal t€ a0, ¢ sross the operational domains
and levels of warfare. (JCN +/20)

information advante je

The credible advant, ge gainec through the continuous, adaptive, decisive
and resilient esfiaynioat of ik ormation and information systems.

(JCN 2/18)

Endarsed ¢ finitions

opera ordl ar

The emi loyment of forces to attain strategic and/or operational objectives
through e design, organization, integration and conduct of strategies,
campaigns, major operations and battles. (NATOTerm)

operational domains

Discrete spheres of military activity within which operations are
undertaken to achieve objectives in support of the mission.

Note: The operational domains are maritime, land, air, space, and cyber
and electromagnetic. (JDP 0-01.1)
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tempo
The rate of military action relative to the enemy. (NATOTerm)

Other useful terms and descriptions

cross-domain
Imparting an effect from one domain into another.

cross-domain manoeuvre
The complementary employment of capabilities in one or I\ are dome s
in support of another to achieve cross-domain syneraf.

cross-domain synergy
Advantage in a single or combination of domains crea.d af.d exploited
by the use of cross-domain manoeuvre agd fires.

domain balance

Our own relative strength across the G, maindincorporating the
complementary provision of d€maind apca.ilities between own, partners
across government, allies.aad, pai iers.

environments

Environments praifin the setting’ for military activities. The environment
exists prior to4uuring and after military activity. They will be specific to
operations anc aeaugua s, except for the information environment,
within which all o arations will be conducted.3?

multi-dor 2, coniiguration

Readiness' or cross-domain synergy within operating environments
through integrating and synchronising joint functions and other allies and
partners across government.

33 This description differs from the endorsed definition where environments are
defined as: the surroundings in which an organization operates, including air, water,
land, natural resources, flora, fauna, humans, and their interrelations. NATOTerm.
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multi-domain operating area

A multi-domain operating area describes a higher-level battlespace; this
may be global, regional or joint and is likely to contain several operating
environments, linked by the aims of military and non-military activity.

multi-domain posturing

The strategic calibration and distribution of multi-domain capabilities
through force management, apportionment, readiness capasity,
permissions and authorities.

operating environment
Operating environments represent the composi ons and
circumstances in which military and non-mili iliti ust be
orchestrated to achieve influence.

window of opportunity

A moment of relative advantage<ienti across the environments for
cross-domain synergy.
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