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[bookmark: _Toc40784776]INTRODUCTION

The Assurance Guidance is a supportive document that sits alongside the National Security Framework (NSF) to provide guidance to establishments on how to ensure an effective process of assurance locally. All requirements included in the National Security Framework (NSF) are mandatory. The NSF incorporates these from specifications relevant to the specific policy areas.

Assurance provides establishments with confidence that procedures are consistent and in accordance with policy. 

Security procedures rely on sound processes and the production of credible information. Operational and reporting processes enable managers to make decisions, assess and manage risk. Confidence diminishes when there are uncertainties around the integrity of information or of underlying operational processes.

A good assurance process in an establishment will provide confidence that security procedures are compliant with legislation. 

[bookmark: outcomes]OUTCOMES

· Staff understand assurance and how to gain assurance
· Establishments have an ongoing assurance process 
· The assurance process is effectively managed with risks identified and mitigated 
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1. WHAT IS ASSURANCE?

The definition of assurance is an affirmation. It is a positive declaration on a procedure or process which gives confidence. It is certainty that a process works and works well without any problems. In Security this is applicable to almost every procedure that is carried out in prison establishments. A procedural failure leads to a breach of security which in the most serious of cases can mean escape or death.  

Assurance provides confidence and reduces doubt around the application of security procedures for example searching of the person.

Assurance can also refer to the assurance given by auditing professionals regarding the validity and accuracy of reviewed documents and information e.g. OSAG Security Audit. 
2. REQUIREMENT FOR ASSURANCE
The requirement to gain assurance could be the result of a recent regulatory requirement. EXAMPLE - SOCT request to provide National assurance around escape following a recent attempt or, 

It could also be a concern (or the anticipation of a concern) raised by someone either inside or outside the organisation. EXAMPLE - increase in conveyance via visits for example may raise questions around effective searching procedures

Whatever the reason, a risk has been identified that might be mitigated if a process was subject to greater scrutiny.

The need for assurance arises when one party wishes to be confident in a process carried out be a second party. The assurance is only provided when it is from an independent perspective. 
EXAMPLE - The Deputy Governor requests assurance in the searching of visitors. The security manager sets up a series of checks in this area and provides a report based on sufficient and appropriate evidence. If the quality check has not been undertaken and staff have simply been asked to verbally confirm their process then this is not sufficient evidence and is providing false assurance. 

3. HOW TO GAIN ASSURANCE
There are a range of different ways to gain assurance, but these predominantly incorporate the following four processes;
1. Confidence in the day-to-day management of risks during normal activity within an establishment (application of routine searching procedures or roll checks);
2. The strength of the broader control framework within the establishment (application and understanding of the LSS for processes e.g. Gate or Visits Function)
3. Internal, independent perspective from internal auditors, (Local Audit of Security)
4. External perspective from an external auditor (OSAG audit)
This document addresses the assurance processes in 1 and 2 above. This will provide Security Departments and the Senior Management Team with the confidence that requirements within the NSF have; and continue to be translated into effective working practices and procedures. 
There are several steps that establishments can take in addition to documented management checks to ensure that the day to day management of risk within an establishment is effective. A process of gaining assurance doesn't need to be complicated to improve processes
The section below provides further information and examples of how to gain assurance. 
	STEP
	ENSURE SECURITY PROCEDURES ARE COMMUNICATED 
	EXAMPLES 

	
1
	The process of assurance starts by defining how staff’s roles link to the Security of the establishment. Employees need to know that security is everyone’s responsibility and how their role within the establishment specifically relates to this. 
There should be a process for all new and existing employees where regular effective communication sets out this information. 
Knowledge of individual roles and processes to include how they link to the establishment objectives for example to prevent escape, reduce violence and/or prevent illicit items entering is the first step in the process of quality assurance.

	Staff undertaking AFDC’s or roll checks should be fully aware that this links to preventing escape
Staff in activity areas should understand the reasons for tool accountability and disposal in relation to violence & escape. 
All staff should be aware of the need to challenge and ID staff that they do not know to prevent escape.
All staff should understand the reasons for locking and securing gates and doors to prevent escape & disorder. 

	
	CRITICAL SUCCESS FACTORS
	EXAMPLES 

	
2
	
If staff are provided with the skills and knowledge of security procedures in relation to their role then this will reduce the capacity for error. 

All of these can be consistently managed locally to provide a foundation on which assurance can be built.

	Skills and knowledge can include; 
· A well-designed induction process communicated in a way that people understand. 
· Effective local OSG training, provision of mentors for example
· Regular training and reminders on searching 
· Ongoing support from the security department. 
· Visible security leadership 
· Covert testing used as a lesson’s learnt exercise


	
	IDENTIFY YOUR STAFF
	EXAMPLES 

	
3
	Identify the key groups of staff that help make security work. Knowing who these staff are and their needs can help to develop information and communication methods that are relevant to them. 
Alternative ways of engaging with all staff should be explored. 
	Non directly employed staff (Education, Healthcare, Resettlement etc) What access do they have to emails & Notices to staff. How do their needs differ?
Officers busy working on a wing may not routinely see security messages 
What role & accountability do first line managers take in ensuring security is factored into their staff’s work?
Different ways of engaging with these staff can include;
· Attendance at team meetings
· Notices and publications in key staff areas
· Regular visits, support and engagement by security staff in the areas where staff are working (visits search, workshops, Education, residential wings) 
· Undertaking a process of management checks in specific areas
· Observation of processes (movement to activity, Gate processes, Visits)
· Establishing a process for accountability with first line managers


	
	Feedback  

	EXAMPLES

	
4
	
Feedback from staff is essential in providing assurance. It allows you to identify problems and tackle them before it becomes a more serious security issue. 


	You can gain feedback via a number of routes; 

· Quick security quizzes to see who engages and what they know
· Speaking to staff carrying out their work to find out what they know in relation to their role in the security of the establishment. 
· Consider questioning staff following a recent notice or change in a process. Are they aware of the changes, how has it been communicated?
· Review intelligence and/or information around security breaches or concerns, is there a lack of staff knowledge?


	
	MAKE IMPROVEMENTS

	EXAMPLES

	
5
	
The results or information from the processes described above should be used to make changes to improve staff’s knowledge and skills around security. 
	· Staff development, 
· Further training 
· Review of staffing requirements
· Review of current processes to identify if changes are required
· Regular security briefings using alternative methods of communication to key staff
· Changes in communication methods
· Changes in a process of management checks
· Using security liaison staff in all areas to communicate key information


	
	SELECT THE BEST WAY OF GAINING ASSURANCE
	EXMAPLES

	
6
	
Some processes may work better in some establishments than others depending on the staffing group, layout of the establishment and size of the security department. 

An effective assurance process can gain engagement with staff and an over complicated process can create staff resistance. The key to delivering effective results is to focus on your staffing group, engaging them and commending on best practices.

It’s important to find the processes that not only provide assurance but that also support staff. 

	Some establishments may favour management checks and covert testing as an effective way of gaining assurance. 

Some establishments may prefer to set up regular engagement and visibility. 


	
	MEASURE RESULTS
	EXAMPLES

	
7
	This is likely to occur if you undergo a Security audit or initiate an internal audit however results can also be measured locally.

	· Reduction in key lock compromises
· Reductions in a conveyance route
· Improvement in the results from covert testing 
· Decrease in intelligence around security breaches











4. ONGOING ASSURANCE 

To ensure that security processes and procedures are operating effectively, further consideration must be given to the routine oversight and review required to provide assurance. 

The process of assurance should be ongoing and not simply a reaction to an area that is thought to be failing. 

Any significant change initiative in the workplace can create complication. When adopting an assurance process, simplicity is key 

For ongoing assurance, stick to ensuring the NSF Requirements are met and Best Practices embedded. This is not the right time to create a drastic change in working habits or expectations, such as designing a whole new procedure for visits
Stick to the key components:

· Meet NSF Requirements
· Adhere to HMPPS Best Practices


5. GOVERNANCE 

A governance structure will demonstrate how: aims, objectives, policies and processes are;

· Communicated; 
· Risks to delivery identified and reviewed; 
· Improvement actions implemented; 
· Risks are escalated 

At an operational level, this will be predominantly be led by first line management oversight utilising;

· Visual observations;
· Progress reporting;
· Dip testing; 
· Covert testing.

The Senior Management Team (SMT) sit above the delivery level and provide corporate oversight of systems. This includes setting direction through local policy and reviewing progress and compliance. 

Both structures are critical for effective oversight and assurance. There should be a formal process where risks are reviewed, mitigated and/or escalated when required. The monthly Security meeting should include a section on assurance for this purpose. 


6. ASSURANCE VERSUS PERFORMANCE OUCTOMES 

Assurance and risk management systems are distinct from the measurement of performance outcomes. The process of assurance is to provide live oversight of delivery and enable the identification of risks and opportunities to improve prior to any process failure. 
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