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Welcome 
The Healthcare and Medical Operational Capability (H&MOC) Functional Strategy 
places the pursuit of maximised medical deployability and excellence in 
operational patient care at the very centre of what the DMS does. These first two 
strategic aims are underpinned by a critical third: that of becoming an exemplar, 
data-driven learning organisation.  Our DMS Digital Framework will play a key 
part in helping us all deliver for Defence against each strategic aim.  
 
The world remains dynamic and complex.  To enable us to thrive and so deliver 
on our promises, we must be comfortable with embracing and exploiting constant 
change, whilst remaining focussed and indeed accelerating on our journey 
towards optimising our delivery of support to Defence Strategic Outcomes. We 
must transform the medical firm base; provide intelligence-led and data enabled 
force healthcare protection; deliver optimised Operational Patient Care Pathways 
(OPCP), provide capable and responsive strategic MEDEVAC and empower an 
occupationally focussed rehabilitation framework.  To achieve this, we must 
embrace all the benefits digital technologies can offer through strengthening our 
Functional authority over appropriate medical digital and non-digital capabilities. 
 
Data, information and knowledge represent our second most important assets 
after you, our people. Embracing digital change and unlocking the potential of 
Defenceôs emerging Digital Backbone is not something we can do without you. 
We must all strive to become digitally savvy, be willing to disrupt dogmatic ways 
of working and thinking, and so fully embrace modern digital capabilities to help 
deliver the best possible support to all those we serve. I know we are all ready to 
seize such an exciting set of opportunities and I look forward to joining you on our 
digital journey. 

 
 

 
 

AM Clare Walton 
 

Director General 
DMS 

  

Our world continues to change and rapidly evolve, I recognise our operating 

environment is constantly transforming and we are facing ever increasing national 

and international challenges.  To stay relevant and deliver excellent patient care 

and maximised medical deployability we need a strategy that will anticipate and 

respond to those changes.  

   

Digital and data opportunities needs to be at the heart of all our decision making 

within Defence Medical Services (DMS).  We need to be at the forefront of 

anticipating and rapidly evaluating new and existing technologies to improve the 

working lives of our staff through improved streamlined innovative digital services, 

giving them more time to care.  Through digital enabled technologies, designed 

and in collaboration with our staff and patients we will aim to improve every 

patient interaction with our services, however in order to do this we need to 

transform.     

 

I want to increase our collaboration with Defence Digital and industry partners, 

share our knowledge and expertise and draw on the learning from other health 

care systems to inform our development.  Only then can we provide the best 

possible experiences, across all parts of the DMS, helping our people make the 

right decisions at the right time through trusted insight, driven by improved digital 

solutions and high-quality data. 

 

 
 

Eileen Jessop 
 

HQ DMS   
Chief Digital 

Information Officer  
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Preface   

 
Purpose  
 

The world is increasingly complex and change is constant.  
Therefore, we require ódigital directionô or guidance (this 
document) throughout our journey from where we are today to 
where we want to be whilst safeguarding organisational 
resilience ï the ability to adapt (due to ócourse correctionsô 
caused by environmental and organisational changes) whilst 
still delivering value.  
 
This document creates a line-of-sight or ógolden threadô 
between the ENDS, defined in the H&MOC Functional Strategy 
and the pan-Defence strategies (Digital, Data, Cyber, AI, 
Technology and Information and Knowledge Exploitation) - and 
the enabling digital WAYS and MEANS. 
 
This document will steer and provide the governance structure 
over all digital projects aligned to Defence Medical Services 
(DMS) and the DMS Transformation Programme. 
 

 

 
The Strategic Journey 

The Digital Scop e 
 

 

Being óDigitalô means being customer focused, resilient to change and 
by ensuring we make the right decisions at the right time.  We believe 
we can only do this through a cohered strategy bringing together the 
Digital, Data and Technology (DDaT), knowledge and information 
management (KIM) and cyber security and information assurance 

(Cyber IA) disciplines. See JSP441 for further information. 
 
We recognise that people make decisions not just on information, fed 
from data, but also theirs and others knowledge. We also recognise, 
within any business, and even more so in Defence there is a security 
wrapper around everything we do.  Therefore, to achieve our Functional 
Vision and Goals, we will utilise a guiding, comprehensive digital 
approach (providing as sense of direction), supported by a managed, 
prioritised and performance measured digital portfolio, and this is what 
will be steered by this document. 

Audience  
 

This document provides guidance and a clear signal of intent to staff and decision-makers internally 
across the Defence Medical Services (DMS), which includes the Front Line Commands (FLCs) as well as 
external stakeholders within industry, the national health services and NATO partners.  

 

Linkages  
 

This document replaces any previous digital, data and/or information strategies within the Function and 
can be seen as the Functions direct response to the Digital Strategy for Defence, including its sub-
strategies for Data, Cyber and Technology. 

ñA vision of a future state should provide a sense of direction, but not a deterministic goal. Once we 
understand complexity, we know that starting a journey with a sense of direction leaves us more open 
to discovering novelty, opportunities and threats that we could not have imagined in advance.ò 

EU Field Guide: Managing complexity (and chaos) in times of crisis (5) 

Data

Knowledge Information

Security 

Being   
óDigitalô 

https://jsp441.r.mil.uk/index.php/JSP_441
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Document  Structure  

Strategy is about describing your path to a specific set 
of busines s outcomes  that deliver value . 

 
This document provides an overview of the DMS Function, 
its Drivers and desired ENDS. However, the primary 
purpose is to define a digital direction (strategy and line of 
sight or óGolden Threadô) between what digital changes are 
required (our digital WAYS and MEANS) to enable those 
ENDS.   
 

Document Chapters  
The following 3 chapters are the remit of the Functional Strategy, but they are represented within this 
document for completeness and to draw out their specific digital elements:  
 

01 
DRIVERS / 
CASE FOR 
CHANGE 

Internal  
The current and future needs from Defenceôs internal organisation 
including Front Line Commands 
 

External  
The external factors impacting DMS: Political, Economic, Social, 
Technological, Legal and Environmental 
 

 
02 

THE 
FUNCTION 

Scope  The scope of DMS and its unique role in Defence 
 

Vision  
The current Functional vision of the H&MOC to help steer the 
Digital Strategy 
 

Value Chain  How the DMS delivers value to Defence i.e. its Business Activities 

 
03 

ENDS 

Vision & 
Goals  

The Digital Vision and Goals in the journey  
 

Outcomes  The S.M.A.R.T. deliverable(s) achieved upon goal completion 
 

Capabilities  

The unique groupings of people, processes, and tools that that 
form DMSôs value chain, that will deliver the ENDS through the 
digital WAYS and MEANS  
 

The following 2 chapters represent the primary content of this document. 

 
 
 
 

04 
WAYS 

Steering our 
Digital 

Journey  

The 8 steps we will follow to ensure we continuously head in the 
right direction towards our Functional Vision and Goals 
 

Digital 
Governance  

The DMS CDIO governance model including digital projects 
portfolio management 
 

Digital Risks  Key digital risks influencing the Digital Strategy  
 

 
05 

MEANS 
Tactics  

The specific and unique digital projects and programmes that will 
deliver the Digital Approaches. Plus where possible details of the 
people, process, tools, and the data, information, knowledge 
infrastructure required to deliver them  

Projects, 
Programmes 

& Critical 
Themes  

Yearly prioritised Critical Themes that represent the projects and 
programmes that will deliver upon the Digital Approaches which in 
turn enable the Nudges. 
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The Function  

ENDS 

WAYS 

MEANS 

The case for change and the internal and 
external drivers impacting Defence 
Medical Services 

лм 5ǊƛǾŜǊǎ 
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Drivers 
 

Case for Change  
 

óDriversô are factors that apply pressure upon the DMS to change. The 

Drivers should be fully defined in the H&MOC Functional Strategy, but 

they are included here to indicate their digital implications.  Drivers can 

expose strengths, weaknesses, opportunities and threats. External 

drivers are: Political, Economic, Social, Technological, Legal and 

Environmental. Internal drivers originate from pan-Defence digital 

strategies and the key user requirements. Details are in Appendix 3. 
 

External Drivers  

  Example Drivers  Digital Impact s 

P
o

lit
ic

a
l

 

 
How government 
controls and influences 
the economy or 
organisation  

Scalability, collaborative 
healthcare and strategic flexibility 
are defined in NATOôs Capstone 
programme. Coupled with 
continuous military rotation of 
clinical staff inhibiting continuity. 

Removal of low value-added tasks, 
more efficient and effective working. 
Plus training and digital tools 
supporting knowledge loss prevention 
and global knowledge sharing. 

E
c
o

n
o

m
ic

 

 

How prices of products 
and services influence 
supply and demand  

Funding will continue to be an 
issue and level of spend scrutiny 
will remain. 

Reduce reliance on expensive locums 
to fill staffing gaps through more 
effective working, whilst ensuring 
solutions meet DMSôs unique needs. 

S
o

c
ia

l 

 

 

How demographics and 
culture impact the 
environment  

Competition for resource is 
increasing due to global shortage 
of medical staff. Plus mass 
migrations are increasing due to 
climate change and conflicts. 

The must be an improve flow of 
personnel between all the services 
and an improved efficiency of existing 
staff e.g. reduce clinicians time on 
admin tasks. 

T
e

c
h

n
o

lo
g

y
 

 

 
 
How innovation and 
technology changes 
impact ways of working  

Rapid technological change 
including human augmentation, 
energy weapons and the óInternet 
of Thingsô is increasing medical 
complexity as well as 
pervasiveness of information and 
the need to share live data 
globally. 

Solutions and common standards 
tackle interconnectivity issues with 
national partners and isolated forward 
locations and international partners. 
Plus we tackle the risk of information 
overload and ensure trusted data.   
The use of data and A.I. explored and 
bounded within ethical use cases.   

L
e

g
a

l 

How legal and 
regulatory environment 
affect s policies and 
control employment, 
safety, and regulation  

Support regulatory frameworks ï 
including but not limited to: delivery 
of multinational medical support, 
Freedom of Information, Data 
Protection, Clinical & Patient Safety, 
Medical Device Regulation  

Allow data sharing but handle 
complex redaction, retention and legal 
hold situations across all medical 
data. 

E
n
v
ir

o
n
m

e
n

ta
l

 

How the physical 
environment and 
general environmental 
protection requirements 
impact the organisation  

Climate change may lead to 
increasing incidences of natural 
disasters, as well as the growing 
complex, uncertain, unsafe, 
hostile environments. 

Increasing need to work remotely and 
use global communication solutions, 
as well as the need for staff to have a 
wider set of skills, increased use of 
tooling to fill skill gaps; lighter/smaller, 
more robust equipment. 

D
ri
v
e

rs
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Internal Drivers  

The current and future needs from Defenceôs internal organisation including front line commands 

  Drivers  

D
e

fe
n

c
e

 D
ig

it
a

l 
S

tr
a

te
g

ie
s

 

 
How to comply with 
the pan -Defence 
Digital Strateg ies and 
sub -strategies  as 
well as Defenceôs 
Information and 
Knowledge 
Management strategy  

See Appendix 3.2 for further details.  

The pan-Defence Digital, Data, Cyber and AI strategies clearly 
articulate the need to improve and the benefits an improved digital 
environment can provide. These are not restated in this document. This 
document focuses on the digital enablers in the Medical/Defence 
domain. 

 

Digital Strategy for Defence : 2025 and 2030 objectives:  

¶ People  ï Exploit the technology across the operational and 
business domains 

¶ Process  ï Drive right processes that enable and utilise the Digital 
Backbone 

¶ Data ï Interoperable, standardised, machine-ready exploitable data 

¶ Technology  ï Secure technology foundation 

 
Cyber Resilience Strategy for Defence  significantly hardened to 
cyber-attack by 2026, and resilient to known vulnerabilities and attack 
methods no later than 2030. 
 

Defence Artificial Intelligence Strategy  helping enhance the speed 
and efficiency of business processes and support functions; increasing 
quality of decision-making and tempo of operations; improving the 
security and resilience of inter-connected networks; enhancing the 
mass, persistence, reach and effectiveness of our military forces; and 
protecting our people from harm. 

 

JSP441 Information and Knowledge Exploitation (IKX) . Recognising 
that technology is not the only an enabler for better decision making, we 
also need to capture and share knowledge and learn from experience. 

D
M

S
  

R
e

s
e

a
rc

h
 

a
n

d
 I
n

n
o

v
a
ti
o

n
   

The principal 
óbranchesô of 
research activity  

 

 

See Appendix 3.3 for further details. 

¶ Current research themes/priorities:  

o Mental Health, Musculoskeletal Injury, Ready and Able, 
Endemic, Epidemic & Environmental, Closing the 
Sophistication Gap, Combat Casualty Care 

F
ro

n
t 

L
in

e
 C

o
m

m
a

n
d

 

C
a

p
a

b
ili

ty
 N

e
e

d
s

 

 

 
 
How to support the 
Front Line 
Commands  

See Appendix 3.4 for further details. 

¶ Further work is required to fully understand the needs of the Front 
Line Commands and this is recognised by DMS leadership.  

 

 

D
ri
v
e

rs
 

D
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v
e
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D
ri
v
e
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D
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v
e
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ENDS 

WAYS 

MEANS 

Drivers  

The scope of the Function and its unique 
role in Defence 

The current vision and mission of 
Healthcare & Medical Operational 
Capability Function to help steer the 
Digital Strategy 

лн ¢ƘŜ 
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The Function 
 

Scope  
 

H&MOC delivers and coheres Defence medical policy and medical operational capability. 
 
The Function places medical deployability and operational patient care excellence at the heart of what it 
delivers.  By doing so, the function optimises support to UK Armed Forces Healthcare Delivery in the 
Firm Base and on Operations, Overseas and on Exercise. 
 

Functional A ctivities  

(Appendix 7) 
 
The 10 Functional Activities (9) are 
defined in JSP950 are shown below. If 
we understand these activities, we can 
define what Business Capabilities and 
Digital Capabilities are required to 
enable them. 

 

Functional Strategy & Vision  

It is the remit of the Functional Strategy (22) to clearly 
articulate the need for change and the benefits the 
change will deliver.  This Digital Strategy states how we 
are going to digitally enable the Functional Strategy.  The 
Functional Vision is also defined in the Functional 
Strategy and it is as follows: 

 
 
 
 

Maximised medical 
deployability and 

excellence in operational 
patient care  

 
 
 
 
 

1.0 Maximum medical deployability 
and employability of the Defence 
population 
 
 
2.0 A capable, responsive and 
efficient suite of medical 
capabilities able to generate 
OPCPs; agile enough to support 
persistent engagement, while 
configurable and resilient enough 
to sustain the FIGHT 
 
 
3.0 An exemplar, data-driven 
learning organisation with an 
embedded culture of continuous 
improvement regarding both 
excellent patient care and 
operational outcomes 

 

T
h

e
 F

u
n

c
ti
o

n
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The Function  

 

WAYS 

MEANS 

Drivers  

The 
Strategic 
Roadmap  

Key milestones in the 
journey that lead towards 
the vision 
 

Digital 
Vision and 
Goals  

The specific Vision and 
Goals driving the Digital 
Strategy 

Business 
Capabilities  

The unique groupings of 
people, processes, and 
tools that that form DMSôs 
value chain 
 

  

 

ло 9b5{ 
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ENDS 
 

The Strategic Journey  
 

This document defines our óDigital Directionô i.e. we recognise we are on a journey; we know where we 
are today and we need to steer ourselves in the right direction towards the Functionôs high-level Vision 
and Goals.  Throughout the journey we will reassess the progress we have made and then define 
Nudges to ensure we continuously head in the right direction whilst working towards digitally enabling 
our Functional objectives. The H&MOC Functional Strategy and Transformation programme will define 
the priority order of the Goals, and the HQ DMS CDIO department shall, along with the Transformation 
programme, agree the prioritisation of the digital Nudges, Digital Approaches and ultimately the 
improvement projects and programmes.  The further into the Future the Goals are likely to be achievable 
the less is known about how they can be achieved ï this is why the picture below shows little detail on 
the map because we do not know what the future holds.  
 
We recognise that applying a Nudge requires effort and change. For example, some Nudges 
require very little effort but result in large changes and sometimes a large change require large amounts 
of effort. A Nudge should be a SMART (Specific, Measurable, Achievable, Relevant and Timely) action, 
that will be taken to ónudgeô or ósteerô the Function towards a Goal through a digital improvement.  It 
could be considered a smaller bite-sized Goal, but it incorporates complexity theory where the 
consequences of the action are not fully known, but we believe it will deliver business benefit. 
 
Multiple Nudges may be required to ultimately achieve a Goal or Sub-Goal, but each Nudge will require 
less effort and deliver a small change, than trying to reach a Goal in one go. Taking smaller steps allows 
the business to quickly bypass unexpected obstacles and take advantage of novel solutions it discovers 
along the way. Taking smaller steps also helps reduce the impact if Nudges fail, since we can quickly 
learn lessons, and try something new ï we may also want to run several Nudges in parallel where the 
situation is proving complex. 

 

Figure 1 Where the ENDS appear on the Digital journey 

E
N

D
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ENDS 
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The Functionôs Digital Vision 

The Digital Vision statement aims to clarify what embracing digital change and digital capabilities will 
mean to the Function i.e. key benefits we want to see during our digital journey.  Not only will we enable 
the Functional Goals but we will see additional benefits only becoming truly digital can deliver.  

Defence Medical Services Digital Vision  

We will enable the delivery of improved outcomes for our people both at home and overseas. It will 

underpin the delivery of improved insights to meet the needs of our patients.  
 

Key Digital Goals: 

 Improved Outcomes  

¶ Resilience  

o We can quickly and iteratively adapt and evolve our capabilities (people, processes and 
tools) based on inputs from the customer and changes in our environment 

o We are open to re-examining your entire way of operating and understanding where the 
new frontiers of value are ï through research and innovation 

o We fully exploit the Digital Backbone and cyber risks are robustly mitigated and managed 

¶ Customer Focused  

o We are closely attuned to our personnelôs decision journeys within our own patient care 
pathways and where they link to national health services 

o We design and deliver the best possible experience, across all parts of the business 
including continuous digital training and feedback processes 

¶ Empowered Users  

o Our culture reflects the understanding of digital benefits and the need for change   

o People can effectively use digital technologies to reinforce their ability to make decisions  

Á Those that receive care: Our service personnel (including working animals) and their 
families and dependants  

Á Those who provide care: Our clinicians and medical personnel 

o Those who enable care: Our infrastructure and management personnel 

 
Improved Insights  

¶ Trusted & Fully Informed  

o We make decisions on mastered, quality controlled and appropriately available secured 
data and information 

o We have access to knowledge (experience and theoretical understanding) held within 
people or captured in physical or digital form, irrespective of the situation and geographical 
location 

o We have confidence that our information is secure and cannot be influenced or interrupted 
due to cyber or electromagnetic attacks 

o We make the right decisions at the right time through proactive, contextual, real-time, 
trusted insight 

E
N

D
S
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Functional & Pan-Defence Goals  
 

The Goals 1-7 are derived from the Functional Strategy and relevant pan-Defence digital strategies. 
Those Goals indicated by a decimal place e.g. 1.1 are Sub-Goals created to help create digital Nudges. 

1.0 Tailored Workforce  

1.1 Maximum deployability and enhanced patient outcomes and rewarding and sustainable careers 

2.0 Agile Medical Capability  

2.1 A more coherent cross-DMS approach to managing the whole force will deliver better patient care, 
improved operational outcomes and a more predictable and sustainable demand signal  

2.2 Medical Support to Operate 

2.3 Medical operating advantage 

2.4 Medical Support to War fight 

2.5 Retire sunset capabilities.  Invest in modular, scalable and sustainable equipment, as well as 
modern training facilities and techniques 

3.0 Digitally Enabled and Data Driven  

3.1 Delivery improved Force Generation, Force Healthcare and Operational performance.  

3.2 Ability to gather, process, evaluate and transmit data at speed and empower our people to make 
faster, better decisions 

3.3 To protect the supply chain, facilities and personnel from disinformation and cyber tactics 

3.4 See adherence to Defenceôs digital strategies below  

4.0 Optimised Medical Firm Base  

4.1  Deliver higher levels of better prepared people and equipment capable of operating effectively 
within the environments envisaged by the Integrated Review and Defence Strategy 21 

4.2 An optimised firm base to allow injured/wounded personnel the best chance of recovery 

5.0 Connected and Resilient Clinical Expertise  

5.1 Build resilient capabilities and expertise to provide continuity of identity and care over time 

5.2 Empower deployed medical staff and maximise the commanders FoM 

6.0 Learning Organisation to Our Core  

6.1 Empower continuous innovation and education. 

7.0 Stakeholders Informed, Engaged and Supportive  

7.1 Improved awareness of DMS issues, roles and responsibilities 

 
3.4 Adherence to the Defence ôs Strategies  

3.4.1 Digital Strategy ï People  

3.4.1.1 The right tradecraft to deliver and exploit the Digital Backbone and foster a digital mindset  

3.4.2 Digital Strategy ï Process  

3.4.2.1 Common standards, governance and processes realising One Backbone for One Defence 

3.4.3 Digital Strategy ï Data  

3.4.3.1 A data-enabled organisation that leverages data as a strategic asset.  

3.4.4 Digital Strategy ï Technology  

3.4.4.1 DMS Digital Strategy to be updated upon the release of the technology strategy 

3.4.5 Digital Strategy ï Secure/ Cyber  

3.4.5.1 We deliver solutions that are secure by design 

3.4.5.2 We govern cyber risks and compliance 

3.4.5.3 We rapidly detect and respond to cyber issues 

3.4.5.4 We have secure foundations 

3.4.6 AI Strategy  

3.4.7 Information and Knowledge Management  ï (See JSP 441) 

E
N
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Business Capabilities  

Business Capabilities are the articulation of the capacity, materials and expertise an organisation needs 
in order to perform core functions. DDS delivers value to Defence through  multiple value streams, and 
these streams will utilise one or more Business Capability. Defining a Business Capability and its 
enabling Digital services (utilising data, information and knowledge), provides a great insight into what 
the organisation requires to deliver value.  An understanding of Business Capabilities also allows us to:   
  

¶ Have a common vocabulary and alignment between what the business does and its digital needs 

¶ Can relate projects to each other through mapping back to a common view of capabilities 

¶ Can ensure stakeholders agree on the capabilities to be delivered to the business before 
proposing potentially incorrect or incomplete solutions 
 

An understanding of the Business Capabilities is critical in defining our digital needs. If we understand 
what the business needs to do (Business Capabilities) and how it needs to change (Nudges responding 
to the Drivers) we can define changes to our Digital Capabilities and we can setup improvement projects 
accordingly. i.e. we have the Golden Thread between the ENDS, to the WAYS to the MEANS. 
 

 
 

Figure 2 Enhancing Business Capabilities through enhanced Digital Capabilities 
 

 

Digital Capability Building Blocks  

If Business Capabilities are the means to which a Function delivers value, then itôs these capabilities that 
require the Digital Capabilities to allow the Function to reach its Vision and Goals.  Ultimately Digital 
Capabilities deliver value by people making decisions (or in some instances intelligent automated 
systems), whilst following processes, that are fed by the right data, information and knowledge at the 
right time (JSP 441 (6)). The decision-making process is also supported by regulations, legislations and 
standards to ensure decisions are made in the right and lawful way. This Digital Strategy ensures a 
óGolden Threadô between the needs of the organisation and the creation, improvement or removal of its 
Digital Capabilities. Ultimately this is what our Digital projects and programmes defined in the MEANS 
represent.  

 

 

 

 

E
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D
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https://cio-wiki.org/wiki/Business_Capability#:~:text=In%20a%20more%20abstract%20way,the%20organization%27s%20fast%20moving%20parts
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Current Business Capability Model  
The DMS Business Capability Model is currently under development with expected completed in Q4 2023.  The draft model is shown below. 
Further details on each of the capabilities defined below can be requested by contacting the HQ DMS CDIO or the HQ DMS Strategy and Plans 
team.   

 

Figure 3 DRAFT DMS Business Capability Model
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WAYS 
ñStrategy is the bridge between policy or high-order goals on the one hand (our ENDs) and tactics or 
concrete actions (our MEANs) on the otheréStrategy is a somewhat fascinating mix between two 

seemingly opposite elements: Value Generation and Management of Uncertaintyéò  (4) 
 

Introduction   

The previous sections of this document have defined the Drivers, the 
Function and ENDS i.e. where we are now, what is causing us to 
change and where we want to go.  
 
The WAYS section is the point where we define how we are going to 
journey towards our Digital Vision. 
 
The method we will follow in steering us along our digital journey (our 8 
Steps) will be consistent in how we respond to our Functional Goals and 
those Goals defined in the relevant pan-Defence strategies ï Data, Cyber, 
Technology, AI, Information and Knowledge Exploitation.  
 
We will assess each of the Goals originating from a Functional or pan-Defence strategy and break them 
down achievable Nudges. Each of these Nudges will be assessed and high-level digital 
responses/enablers identified ï we have called these our Digital Approaches. The Digital Approaches 
will lead to digital projects and programmes which will be managed or tracked (performance metrics etc.) 
centrally through our digital portfolio process ï this is how we maintain a Golden Thread i.e. an 
uninterrupted line of sight between a need and a solution.  Our Digital Approaches we be assessed at 
least yearly to reflect any changes to the Goals and Nudges etc.  
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Steer ing  our Digital Journey  

This document balances what we know today verses the unknowns of tomorrow. Ideally it needs to be 
agile enough to cope with unexpected situations, yet clear enough to ensure we continuously steer 
towards our Functional Vision and Goals.  Our method in the definition, prioritisation and control over all 
digital projects and programmes impacting the DMS is through the following steps: 
 

Everyone must u nderstan d the starting point and the destination  
 

Step 1 

 

Understand the 
Business  

If we do not understand the business we cannot act 
accordingly within it. We must reduce the risk of trying to 
operate ill-fitting Digital Capabilities within unsuitable 
situations.  Appendix 4.1.   

Step 2  

 

Breakdown 
Goals into 
Nudges & Digital 
Approaches 

Nudges allow us to be agile and resilient during our 
journey towards the Vision. They are smaller and more 
achievable than the Goals. Goals and Nudges are set by 
the Functional Transformation Director and CDIO. 
Digital Approaches are how we can help enable the 
Nudges through digital means. Summary: Appendix 4.2 
Details: Appendix 5. 

Step 3 

 

Maintain the 
Golden Thread 

Improvement projects must maintain the Golden Thread 
i.e. the line of sight from the H&MOC Vision and Goals 
to the individual digital projects and programmes. We 
must know why we are making a change.  Appendix 4.4. 

We must make the right decisions within our Digital Projects and Programmes  
 

Step 4 

 

Follow the 
Guiding 
Principles 

Life is complex and we cannot predict the future with 
certainty. Principles will help us navigate during complex 
events during our journey ensuring we constantly steer 
in the right direction.  Appendix 4.5. 

Step 5 

 

Apply 
Appropriate 
Governance 

The HQ DMS CDIO will retain accountability and 
authority over all DMS Digital projects and programmes, 
in line with wider DMS Transformation governance. 
Gaining approval for a project, what support is available, 
providing feedback is all coordinated by the CDIO 
governance model. Appendix 4.6. 

Step 6 

 

Apply Enterprise 
Architecture 

The DMS shall ensure all projects and programmes are 
cohered under a common Enterprise Architecture that 
aligns Functional Processes with all Digital Enablers. 
Appendix 4.7. 

Step 7 

 

View the need 
holistically 

We must ensure all projects define the implications on 
People, Process, Tools; as well as data, information and 
knowledge.  Appendix 4.8.  

Step 8 

 

Define the 
MEANS: 
Improvement 
Projects & Create 
Critical Theme(s) 

Critical Themes represent common Digital Approaches 
that will deliver the Nudges. All projects and 
programmes should be aligned to a Critical Theme (if 
required) and Functional prioritisation. Appendix 4.3.  
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Explaining the Key Steps  

The following key steps require further explanation due to their novelty or complexity. For those who 
wish to know more, the details can be found in the appendix.   

The Golden Thread  
 
Being able to trace why we need to change  to how we are going to change . 
Itôs the approach that captures the pedigree i.e. lineage between the organisational 
needs and Drivers all the way to the digital improvement projects and programmes 
delivering solutions to meet those needs or tackle the Drivers.  
 

See Appendix 4.4 for further details on the Golden Thread. 
 

 

The Golden Thread: 

¶ Indicates the importance of maintaining the link between the Functional Strategy, Functional 
Transformation programme and Digital enablers to ensure the organisation has everything it 
needs to change. 

¶ Provides an easy-to-follow route to help identify the benefits a Digital Capability will provide, 
who it will impact and how the change will enable a Functional Goal. 

¶ Ensures we understand how the organisation operates and how it delivers value (the Business 
Capabilities) and what Digital Capabilities (Data, Information and Knowledge ï people, process 
and tools) those Business Capabilities require.  

¶ Provides a method of tracing a need (or requirement) through the Enterprise Architecture i.e. 
from Business need, into the systems, technology and data layers.  

¶ Prevents duplication of effort because we can see what projects and programmes are 
underway and what Digital Approach they are supporting. 

¶ Identifies Digital Approaches that have no associated projects or programmes and where we 
need to budget and plan for future work.  

 

 

Figure 4 Maintaining the Golden Thread 
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Guiding Principles  

Our foundational beliefs and behaviours we expect all to follow.    
Principles are general rules and guidelines that are intended to be enduring, that 
help us navigate complex events on our journey towards our vision.  

 
 

See Appendix 4.5 for further details on those Principles that may require further explanation. 

Principle 1 : 
When dealing with high uncertainty build strategic resilience and when dealing 
with low uncertainty build robustness  

High uncertainty where we canôt guarantee future needs or events, we must provide continuity of value 
and patient care over time whilst accommodating unexpected situations and unclear future needs. Our 
Digital Capabilities must be resilient and accommodate change ï think agile, modular, scalableé 
Low uncertainty where hindsight can lead to foresight, we should maximise effectiveness and 
efficiency of business processes through robust Digital Capabilities ï think waterfall, automationé 

Principle 2: We must be  ready before we seek to exploit AI capabilities  

For the DMS to become óAIô ready there are a number of critical enablers that must first be designed, 
developed and implemented before we can truly benefit from AI technologies.  We must first 
understand our data, ensure the correct governance is in place and provide the technical capability to 
be able to fully exploit our data. We must also build and develop our skills and understand the 
technology that we have and are bringing in as part of our major programmes (CORTISONE and HIP). 
Lastly, we must understand what ónewô data we will be generating and review our existing processes, 
looking for opportunities to automate and streamline wherever we can. Once we have done this then 
we will be ready to exploit AI capabilities.   

Principle 3: Digital Capability only deliver s value if used and used correctly  

The organisation shall resource, fund and train the end users of any Digital Capabilities developed by 
the HQ DMS CDIO department - The Digital Strategy provides the digital enablers and it does not fully 
cover the totality of business change required to embed those digital capabilities. We must seek and 
work with end users and the wider Transformation programme to ensure Digital Capabilities are used 
correctly and embedded into day to day operations.  
 
We also recognise that training and end user feedback is absolutely critical to the success of any 
digital capability. Therefore we will continuously capture end user feedback and we will implement 
multiple training opportunities upon new capability deployments and ensure there are methods to 
provide continuous training i.e. we will not implement a ófire and forgetô training strategy.    
 
Lastly, we know we have to provide the basic infrastructure to ensure new digital capabilities can be 
used. Therefore site readiness is vital for example providing WIFI connectivity and basic laptop/PC 
devices. 

Principle 4: We have a part to play in  cyber security but we must be secure by design   

Whilst HQ DMS CDIO will play a part in cyber security and assuring live digital capabilities, those who 
develop the digital capabilities must ensure they are secure by design. Therefore DMS has a reliance 
on Defence Digital and other Digital Capability Providers in providing safe and secure solutions for 
national and international use.   

Principle 5 : All IT systems are clinically safe by design  

All health digital services (both hardware and software) must be proven clinically safe and approved by 
those recognised to hold authority over clinical safety.   
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Digital Governance  

How our digital journey will be governed.    
The HQ DMS CDIO will retain accountability and authority over all DMS Digital 
projects and programmes. The CDIO will also manage all digital risks within the 
H&MOC Function. 

 
 

See Appendix 4.6 for further details on the Digital Governance. 
 

 

Governance Model   

 

The HQ DMS CDIO governance model interlinks with the wider Defence digital governance model. 
 

Key points: 

¶ All DMS digital demands shall flow into the CDIO department through the CDIO Front Door.  
These demands will then be triaged to determine prioritisation and next steps ï including 
delivery route. Demands may be escalated to the DMS Digital Board if required.  

¶ All digital projects will be monitored and tracked with appropriate metrics, KPIs etc. in place.  

¶ All new demands (request for support, services or digital capabilities) into Defence Digital (or 
other digital capability providers e.g. JHubMed) shall be cohered through the HQ DMS CDIO 
portfolio process. Once cohered, all demands shall feed into the Defence Digital portfolio. Note: 
Defence Digitalôs Digital Business Partner can support demand requests and provide internal 
sponsorship within Defence Digital.  

¶ The primary interface with the pan-Defence strategic and leadership boards is via the HQ DMS 
CDIO. The Digital Business Partner can also provide support as and when required. 

¶ Business Digital Risks: Managed by CDIO and escalated to DMS 3* risk process if required. 

¶ Cortisone risks goes through Transformation 2* risk process 

¶ Defence Digitalôs Customer Managers remain key touchpoints for pan-Defence live services 
and catalogue requests.  

¶ The governance model will continue to build strong ties with national health care providers and 
NATO partners to discuss digital/medical best practices. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 5 CDIO Governance 
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The Function  

ENDS 

WAYS 

 

Drivers  

Tactics  

The tactics in which the HQ DMS 
CDIO will deliver the projects and 
programmes (and Critical Themes) 
including a 12 month forward view of 
projects. 
Plus, what the CDIO does to deliver 
the tactics.  
 

Digital 
Capability 
Providers  

Those supporting the CDIO in the 
development of Digital Capabilities 

Digital 
Roadmap  

The Digital Capability deployment 
plan 
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MEANS 
Introduction to Tactics  

Tactics are: ñAn action carefully planned to achieve a specific endò 

 

Our Tactics are delivered through the following: 

¶ The projects and programmes that have been launched (or planned) to deliver one or more 
Digital Capabilities into one or more Business Capabilities, in response to the Digital Approaches. 
If there is a common theme running through multiple Digital Approaches then they are grouped 
together under a óCritical Themeô.  It is worth restating that change cannot occur without 
combined effort between the business teams (e.g. end users), the H&MOC Transformation 
programme and those providing the updated or new Digital Capabilities.  

¶ The capabilities of the DMS CDIO department i.e. the services it offers to the wider DMS 
community to enable all our digital needs ï or act as a conduit to those who can. 

¶ The Digital Capability Providers. Those in Defence who will design, build and deliver the digital 
services and solutions we need. 

 

A view of the Golden thread linking in the Tactics we will use to journey towards our Vision and Goals. 
 

 
Figure 6 Golden Thread: Flow from Need to Need Met 
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