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1. The enclosed Allied Joint Publication AJP-10, Edition A, Version 1, ALLIED
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approved by the nations in the Military Committee Joint Standardization Board,
is promulgated herewith. The agreement of nations to use this publication is
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2. AJP-10, Edition A, version 1, is effective upon receipt.

3. This NATO standardization document is issued by NATO. In case of
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Adopting NATO
doctrine

The UK places NATO at the heart of its defence. In doing so the UK
should strive to achieve maximum coherence and interoperability with, and
between, our closest allies and partners. Where possible the UK will adopt
NATO doctrine (Allied joint publications) rather than producing national
doctrine (joint doctrine publications). Where it cannot, the UK will ensure it
remains compatible. As a result the UK doctrine architecture comprises:

e NATO Allied joint publications distributed in the UK for use on
coalition operations as appropriate;

e NATO Allied joint publications promulgated as UK national joint
doctrine; and

e UK joint doctrine publications promulgated as UK national joint
doctrine.

Where an Allied joint publication is promulgated as UK national doctrine,
the cover will carry both the MOD and NATO emblems. These publications
may contain UK national element additions, which explain a particular UK
approach, clarify a UK definition, or aid understanding. These additions will
be clearly identified as boxes with the UK flag icon. All photos and captions
are also UK national additions. The original NATO text will not be modified.
The UK additions take precedence where terms and processes differ.
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Preface

Context

1. NATO military authorities operate in an international security environment
where both state and non-state actors pose conventional, unconventional
and hybrid threats against a backdrop of a constant contest across the
continuum of competition; a continuum that sees information activities directed
at the Alliance within a continuous global information confrontation cycle.!
NATO military strategic communications (StratCom) is critical to the strategic
relevance and mission success of NATO operations. StratCom contributes to
the implementation of political guidance through military-strategic direction
and Alliance joint operations. Coherent StratCom ensures NATO’s actions,
images and words are consistent with its narrative,2 across the continuum of
competition.

Scope

2. Allied Joint Publication (AJP)-10, Allied Joint Doctrine for Strategic
Communications is the keystone NATO doctrine for StratCom and all
information and communication related activities. AJP-10 introduces StratCom
as the primary function for ensuring all NATO activities are conceived, planned
and executed with a clear understanding of the critical importance of informing
and influencing the perception, attitudes and behaviours of audiences to
achieve objectives to attain the end state.

Purpose

3. AJP-10 provides guidance to NATO commanders and their staff at all
levels of command. It enables the staff to contribute to the understanding

and shaping of the information environment, in support of Alliance aims

and objectives. It explains the principles of StratCom and how they can be
integrated into planning, execution and assessment. AJP-10 outlines the roles
and responsibilities at all levels of command and details the relationship of
military StratCom with the information staff function (for information operations)
and the communication capabilities (for military public affairs and psychological
operations).

1 Military Committee (MC) 0628 FINAL, NATO Military Policy on Strategic Communications.
2 See Chapter 1, Section 10 and Annex A for further details on narratives.
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Application

4.  AJP-10is primarily for use by NATO commanders and their staff at

the military-strategic and operational levels, but has equal relevance at the
strategic and tactical levels. It is also an important reference for Alliance and
partner nations at all levels because it offers a useful framework for operations,
missions and tasks conducted by a coalition of NATO partners, non-NATO
nations and other organizations. It provides a reference for NATO and
non-NATO actors.

Linkages

5. The principal enabling document for AJP-10 is Military Committee

(MC) 0628 FINAL, NATO Military Policy on Strategic Communications.

MC 0628 is nested beneath PO(2009)0141, NATO Strategic Communications
Policy. AJP-10 builds on the principles described by AJP-01, Allied Joint
Doctrine; it is adjacent to AJP-5, Allied Joint Doctrine for the Planning of
Operations and AJP-3, Allied Joint Doctrine for the Conduct of Operations,
on the Allied Joint Doctrine Architecture.

Remarks

6. MC 0628 leaves commanders free to decide on the most appropriate
nomenclature for their communications directorate. In AJP-10, the
communications directorate is designated J10-Strategic Communications
directorate (J10-StratCom). StratCom is the staff function; communication is
the activity.

AN

Change 1 for UK national elements

UK 1. This UK Change 1 edition includes an updated description of the
UK's approach to componency to align with the changes made in AJP-3,
Allied Joint Doctrine for the Conduct of Operations, Edition C, Version 1
with UK national elements, Change 1. All changes can be found in UK
national element boxes in Chapter 3.
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Chapter 1 gives an overview of the strategic communications  Zla

(StratCom) function. It defines StratCom and describes its
contribution to understanding, integrated planning and narrative-led
execution. It examines the information environment as the context in
which the StratCom approach is necessary for successful operations.
Principles, processes and characteristics of StratCom are all laid
out in this chapter, and two fundamental features — audiences and
narratives — are introduced. Chapter 1 also introduces StratCom as
the new J10 function in NATO strategic headquarters.
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1

The two words 'information' and
‘communication’ are often used
interchangeably, but they signify
quite different things. Information
IS giving out; communication is
getting through.

Sydney J. Harris
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Chapter 1

NATO strategic
communications

Section 1 — Introduction

1.1 Strategic communications (StratCom) is the command group function
responsible for understanding the information environment across all

relevant audiences and, based on that understanding, using all means of
communication — comprising actions, images and words — to appropriately?
inform and influence an audience's attitudes and behaviours through a
narrative-led approach in pursuit of the desired end state. StratCom is used
by all levels of command. More practically, it provides the focused conception,
planning, execution and evaluation of information and communication activities
and support to wider activities to maintain or change attitudes and behaviours
of selected audiences to attain the Alliance’s end state. This is enabled by a
comprehensive understanding of audiences and how they exist in a contested
information environment. The StratCom function is defined in NATO as:

In the NATO military context, the integration of communication
capabilities and information staff function with other military activities,
in order to understand and shape the information environment,
in support of NATO strategic aims and objectives.

i
AN

Defence strategic communication — the UK context =

UK 11. Every Defence action, and inaction, has communicative effect.
Everything we do, or do not do, communicates a message that will be
perceived differently by a multitude of target audiences, be they friendly,
supportive, neutral, opposing or hostile — both at home and abroad.
Differing perceptions of our activities will influence the attitudes and
behaviours of those audiences. The military is one of the four instruments

3 This term corresponds to the complementary ‘'inappropriately’ in Military Committee
(MC) 0628, NATO Miilitary Policy on Strategic Communications, Section 21, and thus sets
the framework for the consideration.

3
Edition A Version 1 + UK national elements (Change 1)



AJP-10

of UK national power and its use, or non-use, is one of the most
powerful forms of messaging available to government.

/
/LN

UK 1.2.  Within Defence, the communicative effect of every action will not
necessarily be the prime motivation of that action. The primary purpose of
acquiring equipment is to meet capability requirements; the communicative
effects derived from acquisition may be useful but are unlikely to be

the primary driver of procurements. However, sub-threshold activities

are intended to change or maintain the attitudes and behaviours of key
target audiences. Therefore, they must be planned and executed with the
communicative effect as the main consideration.

UK 1.3. For the UK, Defence strategic communication (Defence StratCom)
is how we communicate about Defence activities. It should, however,

also be understood as an approach to planning and executing strategy
using all the assets at Defence’s disposal innovatively to communicate the
government’s strategic message. The UK uses ‘strategic communication’

in the singular, rather than the NATO form, ‘strategic communications’. The
UK defines Defence StratCom as: advancing national interests by using
Defence as a means of communication to influence the attitudes, beliefs
and behaviours of audiences. (Joint Doctrine Publication (JDP) 0-01.1, UK
Terminology Supplement to NATOTerm)

1.2 The StratCom function ensures that all NATO activities are conceived,
planned and executed with consideration of their desired outcome in the
cognitive dimension of the engagement space. Actions, images and words

are coordinated to carry a clear narrative in support of NATO's military and
political objectives. The narrative explains and supports Alliance objectives to
a range of audiences to achieve the desired political-military outcome. NATO
StratCom is committed to maintaining strategic relevance in all NATO activities
by keeping the NATO narrative (see paragraph 1.44) aligned within the force
throughout the continuum of competition. Figure 1.1 illustrates the concept and
essence of NATO StratCom.

4
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NATO Strategic Communications

WHAT HOW WHY

Maintaining strategic Aligning the force to To ensure all Alliance
relevance of all activity one common narrative, activity is coherent with
at all levels of command, using actions, images the narrative and
throughout the continuum and words supports the desired
of competition strategic outcomes

Figure 1.1 — The what, how and why of NATO strategic communications

Section 2 — The global security
environment

1.3 NATO is a political and military alliance of countries with a purpose

to safeguard its members and, as such, it is confronted with a constantly
evolving and changing strategic situation that presents a challenge to its
aims, objectives and end state. Constant exposure to foreign information and
communication activities, demonstrations of power, and military and foreign
policy is resulting in a wide spectrum of confrontational action, to which NATO
needs to respond. Potential adversaries may assume different identities and
operate outside the accepted sociocultural patterns (such as the legal, ethical
and moral norms), public opinion and media scrutiny that apply to Alliance
members. As an alliance of nations dedicated to the rules-based international
order (RBIO), NATO needs to protect its credibility and its strategic centre of
gravity, which is achieved through Alliance cohesion.*

1.4 Anincreasingly interconnected world, which is providing easy access

to technology, offers the ability to deliver real time, audience-tailored
communication to report, command, inform, persuade, confuse, coerce,
distract or deceive. The speed and scale by which the information environment
may be affected by anyone, on any level, are factors that create threats

and/or opportunities to exploit vulnerabilities. Critical issues such as climate
change, (irregular) mass migration, pandemic outbreaks, sexual violence
campaigns, major social unrest, expansion of authoritarian nationalism and

4 MC 040074 FINAL, NATO Miilitary Strategy.
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nuclear proliferation® create an environment within which it is easy to create
and foster hostile information and disinformation to manipulate public opinion.8
Additionally, the relative ease with which elements of cyberspace can be
manipulated (for example, blocking an Internet node, restricting access to a
specific network/platform or software manipulation) provides unprecedented
opportunities to influence behaviour (for example, by only having or giving
access to specific or misrepresented information).

1.5 All of NATO's actions, images and words are observed, interpreted,
packaged, redistributed and acted upon by different audiences, according
to their perspective and desired objectives. An organization like NATO must
amplify and contextualize its actions to audiences if there is a risk that others
will also do so in their own way for their own ends.

1.6 For the military instrument of power, political will and the military
capability to engage with and defeat an adversary on the battlefield is crucial,
but it is equally important to recognize that the military instrument is only

one part of a wider spectrum of efforts (see paragraph 1.10) necessary to
prevent, and if required prevail in, modern conflict. So, while it is critical for
the military to maintain its ability to conduct warfighting, it is equally vital to
understand that the military contribution is ultimately aimed at a behavioural
and attitude change of its audiences, which can be achieved in many different
ways besides lethal action options. The military contribution to the information
instrument of power is a cornerstone of NATO’s deterrence posture. It is
important to recognize how, where and which military activities are best
conducted to support NATO objectives.

1.7 The continuum of competition. NATO StratCom is not limited solely to
resolution of conflict. The Alliance is an entity of the international rules-based
system and is in a state of permanent strategic competition on behalf of

the collective will of its member states. Within this competition, the Allies’
democratic values and support for the RBIO is constantly challenged by actors
with alternate ideologies. Part of these alternate ideologies are portrayed via
hostile information, disinformation and misinformation activities. These activities
aim to undermine Alliance cohesion, legitimacy, stability and readiness, which
will ultimately adversely affect its reputation.

5 The list of critical issues can be endless, however, for readability and focus, only a
selection have been included here.

6 Disinformation can be created by different toolsets, of which 'deepfakes' (who have the
potential to confuse and deteriorate credibility) can be of a potentially destructive nature.

6
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1.8 The continuum of competition, as illustrated in Figure 1.2, is a model
depicting the attitude and behaviour of international relations. The continuum
depicts four types of relationships in which states/groups of people may
participate: cooperation, which represents a state of peace, through rivalry

to confrontation and, ultimately, to armed conflict. The boundaries between
cooperation, rivalry, crossing the RBIO to confrontation, and the threshold
between confrontation and armed conflict are complex and dynamic; the
progression between each is neither linear nor easily defined. The majority of
sub-threshold activity is covertly orchestrated by state and non-state, including
proxy, adversaries seeking to undermine NATO’s and its partners’ security,

the integrity of its democracies, its public safety, reputation or economic
prosperity. Sub-threshold activity is particularly prevalent in the information
environment where information and communication activities with hostile
intent are widely used along with malicious cyberspace activity and targeted
campaigns to sow distrust and potentially exacerbate turmoil amongst different
audience groups.

Threshold Armed conflict

Cooperation

+—— Responding nation’s stance

Stance

Figure 1.2 — The continuum of competition?

1.9 NATO uses the framework of peace, crisis and conflict to describe
NATQO’s situation, posture and activities. This framework correlates with the
continuum of competition through peace within the rivalry zone, crisis within
the confrontation zone and conflict within armed conflict zone. For the rest of
this document the term ‘continuum of competition” includes peace, crisis and
conflict.

7 Allied Joint Publication (AJP)-01, Allied Joint Doctrine.
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The Ministry of Defence works with other government departments to achieve —Z8m
operational objectives, for example, evacuating eligible Afghans during Operation Pitting

110 Comprehensive approach. A comprehensive approach guides the
commander on how to operationalize the whole-of-Alliance and partners
coalition. It enables the staff to orchestrate and integrate political, diplomatic,
military and civilian actions, through all levels of activities, to influence
audiences and achieve a unified outcome.® To be effective, a comprehensive
approach requires a well-defined, politically directed outcome supported

by clear objectives, a strategic narrative that explains and supports those
objectives, and coherent StratCom guidance and efforts across all instruments
of power. This enables the narrative to be communicated to a range of
audiences through coherent actions, images and words. Implemented
correctly, StratCom ensures that all NATO activity — irrespective of whether
conducted in peace, crisis or conflict — is planned and executed with
consideration for its effects (desired or undesired) across all domains of the
operating environment. Furthermore, it ensures that the broad narratives
and messages across these strategic areas and efforts are aligned and
complementary.

8 AJP-01, Allied Joint Doctrine.
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The integrated approach

UK 1.4. The UK equivalent of the comprehensive approach is the
integrated approach, which is where we seek to be more integrated across
the operational domains and the three levels of operations, nationally across
government and internationally with our allies and partners.

a. Integrated across the five operational domains and the
three levels of operations. Modern manoeuvre in any operational
domain is increasingly enabled by capabilities from all five
operational domains: maritime, land, air, space, and cyber and
electromagnetic. Operations must be increasingly integrated
through the strategic, operational and tactical levels of operations.

b. Integrated nationally. Integration across government to
create a national enterprise that harnesses all elements of our
society requires the military instrument to work cross-government
with a culture of collaboration and cooperation, and in partnership
with industry, academia and civil society.

c. Integrated internationally with allies and partners.

The UK is a European island and maritime trading nation, and

it is dependent on sea traffic, secure air space and unfettered
access to the global commons for its prosperity and survival.
The UK has global interests, an open economy and a large
overseas diaspora. These factors shape our strategy, policy and
doctrine. The UK builds alliances and partner capacity as well as
promoting prosperity to further increase our interoperability and
burden sharing across the world, in support of shared security
and prosperity objectives. NATO is the UK’s primary alliance.

111 Instruments of power. National strategy directs the coordinated use
of four instruments of power — diplomatic, information, military and economic
— to achieve national aims.® Nations use their instruments of power to gain
advantage and achieve their aims. The concept of advantage is not that a
nation has to excel in using an instrument of power, but just needs to be
slightly better than their competitor. At the political-strategic level, effective
StratCom requires that the information instrument informs the actions of

9 AJP-01, Allied Joint Doctrine.
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the military, diplomatic and economic instruments and then leverages those
activities for information effect.

a. The information instrument. The recognition of information as a
separate instrument of power recognizes that audience centrality, public
perception and information’s influence on decision-makers are central to
understanding and decision-making. It recognizes that the information
environment cannot be wholly controlled, and planned information

and communication activities must concentrate on what they intend to
communicate and to whom.

/
AN

UK 1.5. The information instrument of the UK’s national power <4
is the application of the UK’s strategic narrative using information
activities, including Defence StratCom, in support of national
interests. Defence StratCom generates the narratives that feed
information activities that are in turn channelled and delivered by the
following means.

Communication capabilities

e Media operations
e Psychological operations (also see Chapter 4)

Supporting capabilities and techniques

e Cyber operations

e Electromagnetic warfare

e Civil-military cooperation

e QOperations security

e Deception

e Qutreach and engagement

e Manoeuvre, presence, posture, profile
e Fires and other kinetic activities

b.  The military instrument. NATO StratCom harnesses military activity
to amplify the strategic narrative and contribute to the information
instrument of power.

10
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Section 3 — Operating environment

112 Environments and systems. An environment describes the system
surrounding an activity. A system is a functionally, physically or behaviourally
related group of regularly interacting or interdependent elements. A group of
systems is a network. There are multiple types of environment, both physical
and non-physical, and commanders use many terms to describe them.
Examples include (but are not restricted to): operating environment, information
environment, maritime environment, urban environment, political environment
and human environment.

113 Operating environment. The operating environment provides the
surroundings of a mission and combines all the conditions, circumstances and
influences of applicable factors that affect a commander’s decision-making in
accomplishing their mission. We can understand the operating environment as
a global set of complex, dynamic and interrelated political, military, economic,
social, infrastructure and information systems, each exerting pressure and
influence on the others. Understanding the operating environment aids the
commander and staff’s understanding of the mission and their force’s part of
the overall strategy.

114 Engagement space. The terms 'engagement space' and 'battlespace’
are synonyms. The engagement space is a global operations space that
combines multiple environments with their system of elements and the
electromagnetic spectrum and acoustic spectrum to provide the settings for
the planning and conduct of operations. The varying degrees of relevance
that geography has in space, cyberspace, information environments and the
electromagnetic spectrum means that a geographically bounded engagement
space is not always suitable.

115 Operational domains. Operational domains are specified spheres

of capabilities and activities that are applied in the engagement space. The
five operational domains that military and non-military actors integrate their
capabilities through are maritime, land, air, space and cyberspace. The term
‘operational’ does not reflect the operational level of operations, it reflects
operations and engagement space activity. Multi-domain operations combine
the domain actions in a manner that both amplifies and orchestrates the sum
of its parts.
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116 Effect dimensions. Effect dimensions are expressed in a framework
that arranges the engagement space into a network of physical, virtual and
cognitive systems to understand the purpose and consequences of actions.
Effect dimensions highlight the interdependencies of the engagement space.
The elements that constitute dimensions are as follows.

a. The physical dimension relates to consequences on the audiences,
the sub-surface, surface, airspace and space areas where all physical
activities take place, and where audiences live, including all physical
objects and infrastructure that support them.

b. The virtual dimension relates to the consequences of activity on
the storage, content and transmission of analogue and digital data and
information, and all supporting communication and information systems
and processes.

c. The cognitive dimension relates to the consequences on the
audiences’ perceptions, beliefs, interests, aims, decisions and
behaviours. It encompasses all forms of interaction between them (such
as economic and political).

1.17 The electromagnetic and acoustic spectrums are not considered
domains or dimensions in themselves. However, they are strongly connected
to both and activities in the electromagnetic and acoustic spectrums should be
considered when seeking effects in the cognitive dimension.

1.18 Effective orchestration of activity across the continuum of competition

to affect audiences’ perceptions, beliefs, interests, aims, decisions and
behaviours is supported by StratCom. This happens through operationalization
of the following tenets.

a. Audiences. Understanding the audiences is crucial. This includes
being able to identify the types of audiences — public, stakeholders and
actors — combined with an understanding of how they receive, filter and
process information. Understanding the affected audiences must include
understanding their diversity,*® their cultural and social expectations,
their ethical frameworks and their biases. This understanding will shape
the messaging to ensure it has the desired effect on the audiences'
perceptions and actions.

10 Diversity includes different nationality, race, ethnic origin, gender, age, religion or
belief, cultural background, sexual orientation or disability.
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b. Information itself and information flow. Understanding how
information enters the information environment of an audience and,
once within that information environment, how it circulates is essential.
It needs to be understood that the medium is part of the message;
the two are symbiotically linked. We need to understand what helps
the message gain or lose credibility and so impact its ability to alter or
reinforce the cognitive and behavioural norms of the audience.

c. Cognitive and behavioural changes. Understanding how to
monitor the relevant information environment to detect changes to the
information inputs, conversation and behaviour of an audience is crucial.
Cognitive effect is not directly observable but manifests in behavioural
changes in the physical and virtual dimensions by apparent changes
within the information (by messages people share) and the physical
environment (by the behaviours they exhibit). It is essential to be able
to interpret those changes and present them clearly and coherently
to inform decision-making and operational assessments. This is key
for commanders to change or amend their set objectives to attain the
desired end state.

— b -
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Understanding audiences is crucial, including being able to identify
the categories of audiences — public, stakeholders and actors
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Section 4 — Information environment

119 The way people interact with the world around them has changed
fundamentally. Information flows through formal and informal networks

at unprecedented speed. Digital platforms enable individuals and groups

to mobilize in a manner never seen before. For the majority of audiences,
traditional media is no longer the only source of mass communication. They
interact with and via social media, and their messages can be reflected upon
and criticized there. Concurrently, an information revolution has ushered

in an age of decision making assisted by information and communications
technology.

1.20 The information environment is a diverse global environment comprised
of the physical, virtual and the cognitive dimensions where humans and
automated systems observe, orient, decide and act on data, information,
knowledge and experience, both consciously and unconsciously. Effective
StratCom requires a detailed understanding of this information environment to
inform the conception, planning, execution and assessment of all operations,
missions, tasks and activities. In the context of NATO, the information
environment is defined as:

An environment comprised of the information itself, the individuals,
organizations and systems that receive, process and convey the information,
and the cognitive, virtual and physical space in which this occurs.

1.21  Activities in the engagement space create effects in the cognitive
dimension as audiences observe and interpret them. These changes in the
perceptions and attitudes of audiences will affect their decision-making and,
ultimately, behaviour. It is acknowledged that the speed at which information is
shared, made available, and is interpreted contributes to an unpredictability in
human behaviour. It is also acknowledged that the information environment is
not a static, stable structure, but is defined by constant movement and change.

1.22 Figure 1.3 illustrates the layers within the information environment

in relation to the effect dimensions. This understanding of the information
environment is central to NATO’s behaviour-centric approach and its use of
the effect dimensions to provide a framework for understanding the purpose,
conseqguence and measurement of military activities. In the information
environment, humans, partly automated systems and artificial intelligence
track, collect, disseminate, receive, interpret and process information to create
knowledge and beliefs, and the interrelationships between them.
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Figure 1.3 — The information environment

1.23 NATO needs to be consistent if it is to compete effectively in the
information environment — in everything it says or does not say, in any way

it acts or does not act, and everything it shows or does not show. All NATO
activities should take place having considered the public opinion and pluralistic
public debate and how the audiences' perceptions, attitudes and behaviours
could be affected by NATO's actions.

1.24  Agility and proactive action in the information environment is critical
to success. This success depends upon the synchronization of activities to
understand and create an effect (or effects) in the information environment
upon the intended audience (or audiences). The information environment
assessment (IEA)" is the process NATO uses to understand and respond
to threats in the information environment, and evaluate the effectiveness of

11 |EA is explained in more detail in Chapter 3, Section 3 and in AJP-10.1, Allied Joint
Doctrine for Information Operations.

15
Edition A Version 1 + UK national elements (Change 1)




AJP-10

NATO's own communications. The IEA identifies audiences and their cultural
narratives, existing perceptions and attitude, and the linguistic nuances they
use to communicate with each other. The Alliance endeavours to know how
they receive and process information, how that information circulates within
the audience, and what their ability is to impact the desired outcomes we
are seeking. StratCom’s IEA is fused with other assessments through the
comprehensive understanding of the operating environment (CUOE).*?

1.25 The CUOE is the primary and continuous process through which the
joint commander’s staff manages the analysis and development of products
that help the commander and key staff understand the operating environment.
The CUOE’s methodology fuses operational assessments from across

the functions, for example, joint intelligence preparation of the operating
environment and |EAs. It aims to give a comprehensive understanding of the
operating environment to the best extent in the time available.

Multi-domain operations

1.26 The comprehensive approach supports multi-domain operations by
combining political, military and civilian capabilities whose activities and actions
can be orchestrated and integrated across the five operational domains. This
approach also coordinates complementary actions by actors who are not part
of the force conducting multi-domain operations but who are working towards
a unified outcome or common narrative. Therefore, it is essential that NATO
understands its audiences and their perception of the operating environment.
Communications Division or J10-Strategic Communications directorate
(J10-StratCom) staff are constantly monitoring and analyzing the information
environment to identify relevant actors, systems, themes and media and their
interdependencies to support the decision-making process. This enables the
information environment to be scoped, visualized and operationalized. Allied
Joint Publication (AJP)-3, Allied Joint Doctrine for the Conduct of Operations
notes that actors’ perceptions are dependent upon the information available
to them and that agility and proactive action in the information environment is
critical to success.

12 More detail can be found in AJP-01, Allied Joint Doctrine and Allied Command
Operations (ACO) Comprehensive Operations Planning Directive (COPD) Version 3.
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Multi-domain integration

UK 1.6. Multi-domain integration (MDI) is a concept and a change
programme for how Defence will amplify and optimise integration across
the operational domains and levels of operations. MDI is about ensuring
Defence develops into a whole that is greater than the sum of its parts
across the continuum of competition. It provides our force development
philosophy: the need to join up policy, processes, people, information
and promote integrated capabilities across the five operational domains.
The greatest benefit will come from being able to understand and then
orchestrate combinations of activities across the operational domains

in concert with other instruments of national power, NATO and other
like-minded allies and partners.

UK 1.7.  Strategic Command, as Defence’s integrator, is responsible for
realising Defence’s ambition for MDI, with its MDI Change Programme
responsible for leading and catalysing the change. By integrating the

five operational domains, MDI moves us beyond joint and provides the
resources to draw upon and exploit as many capabilities as possible,
including non-military, to create multiple dilemmas that can unhinge a rival’s
understanding, decision-making and execution. By improving our ability to
sense, understand, decide and generate options and tempo across multiple
operational domains, and act with greater precision, MDI will improve our
ability to conduct integrated action and thereby achieve successful outcomes.

SN LS
1IN

Multi-domain integration improves our ability to sense, understand, decide
and generate options and tempo across multiple operational domains
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Section 5 — Audiences

1.27 As described in AJP-01, Allied Joint Doctrine, the behaviour-centric
approach, manoeuvrist approach, comprehensive approach and mission
command are the four key tenets of doctrine. They apply through all levels of
operations and any situation that the military instrument is used.

| /]

UK 1.8.  The successful employment of the UK’s military instrument  z
is guided by three tenets of doctrine: mission command, the

manoeuvrist approach and integrated action. Mission command remains
our empowering command philosophy, whilst the manoeuvrist approach
continues as an attitude of mind that seeks indirect approaches in applying
strength against vulnerability. However, in today’s complex and dynamic
environment, in which ease of access to information allows a much broader
audience to judge our actions, our third tenet has evolved to ensure the
continued successful planning and execution of operations — this is called
integrated action. Such activity has previously been termed ‘joint action’, but
this is now considered too narrow.

1.28 The behaviour-centric approach recognizes that people’s attitude and
behaviour are central to attaining the end state, and the Alliance has to take
account of a much broader audience than simply the ‘enemy or adversary’.
This approach uses narrative-led execution to converge effects from all levels
of operations and from across the coalition to preserve or change their attitude
and behaviour. Audiences are segmented into three general categories —
public, stakeholder and actor — depending on their ability to affect the end
state, as depicted in Figure 1.4.

UK 1.9. The UK uses the term 'audience-centric approach' rather
than behaviour-centric approach, but the meaning is the same.
Audience-centric approach is defined as: the understanding, planning,
execution and monitoring of activity to influence audiences’ attitudes, beliefs
or behaviours to achieve desired outcomes. (JDP 0-01.1, UK Terminology
Supplement to NATOTerm)

/N
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Audience

An individual, group or entity whose interpretation
of events and subsequent behaviour may affect
the attainment of the end state.

® An individual, group or

: entity who are aware of
Public activities that may affect
the attainment of the
end state.

Stakeholders ® An individual, group

or entity who can affect
or is affected by the
attainment of the

end state.

Actors

® An individual, group
or entity whose
actions are affecting
the attainment of the
end state.

Figure 1.4 — The three categories of audiences: public, stakeholders
and actors

1.29 NATO engages with audiences to inform, to generate understanding,
and to appropriately influence their perceptions, attitudes and behaviour

in support of Alliance objectives and desired outcomes. In the context of
NATO military, audience is defined as: 'an individual, group or entity whose
interpretation of events and subsequent behaviour may affect the attainment
of the end state.' Audiences range from global audiences to immediate
participants.

1.30 Stakeholder audiences form the base from which actors emerge.
There is a wide spectrum of actors® (alliance, partner, neutral, rival, adversary
and enemy) and they include NATO’s forces and allies, as well as others

who are friendly, supportive, neutral, unsupportive or hostile. Audiences are
not constrained geographically, but tactical actors are primarily concerned
with changing or maintaining the behaviour of actors within an operating

18  See AJP-01, Allied Joint Doctrine, Chapter 4 for a detailed description of the
‘spectrum of actors’.
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environment, while promoting wider audience consent. As individuals and
groups’ perceptions, attitudes and behaviours change, so will their audience
classification (note: individuals can be part of more than one audience).
Figure 1.5 illustrates the audiences in the operating environment.

Public — aware of activities that may affect the end state

Stakeholder — can affect or is affected by the attainment of the end state

Actor — actions are affecting the attainment of the end state

Auiigedeo pue |im

Enemy
Adversary

Neutral

Friendly Supportive

Attitude/behaviour
All audiences will have an attitude ranging from friendly to hostile

Figure 1.5 — Audiences in the operating environment*

Section 6 — NATO approach to strategic
communications

1.31  Everything NATO and its partners say and do, or omit to say and do,
has intended and unintended consequences. Every action, word and image
sends a message, and every member of the military is a messenger, from the
individual soldier in the field to the theatre commander.

1.32 At and above the operational level, military success is almost always
reliant on the creation of effects in the cognitive dimension. NATO understands
that audience perceptions are dependent upon the information available to
them, so agility and proactive action in the information environment is critical
to operational success.*® NATO StratCom supports the attainment of the end
state by providing the broad narratives, frameworks and messaging that frame

14 AJP-01, Allied Joint Doctrine.
15 AJP-08, Allied Joint Doctrine for the Conduct of Operations.
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operational- and tactical-level planning and operations. It directly guides the
tactical-level application of actions in the information environment for military
public affairs (Mil PA), psychological operations (PsyOps) and civil engagements
through integration and synchronization by the information staff function of
information operations (Info Ops). It also provides guidance to other tactical
operations (for example, manoeuvres, targeting and fires) to ensure their effects
are in line with the narratives and messages. It seeks to ensure harmonization of
cognitive effects in the engagement space to support NATO objectives.

=
UK 110. The UK Defence StratCom approach has two elements.

These are as follows.

1 1IN

a. Planning defence activities (actions, images and words),
whilst paying specific attention to what they will communicate
and to whom. Planning is focused on those audiences whose
behaviour is to be changed or maintained and how they will
interpret the activities undertaken.

b. Ensuring consistency of actions, images and words and
pre-empting the exploitation of any gap between what we do,
what we show and what we say. Defence’s activities must send
consistent messages to target audiences, irrespective of the
location of the activity or the audience.

UK 1.11. A Defence StratCom approach to strategic planning envisages
formulating and executing strategic military plans that are coherent with
each other and which focus activities on delivering the UK government’s
intent, rather than undertaking activities and then trying to explain them.
Success is achieved by influencing target audiences sufficiently to cause
them to change or maintain their behaviour. However, Defence StratCom
needs to be achieved as part of an integrated cross-government enterprise
and therefore Defence’s activity must be consistent with the activities

of other government departments. This consistency is achieved by the
National Security Strategy Implementation Group (NSSIG).
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The strategic communications mindset

1.33 In the context of this publication, the term ‘StratCom mindset’ is used to
describe an individual’s understanding of how military capabilities and activities
are an effective means of communication in themselves. It recognizes that all
military activities should be conceived, planned and executed being mindful

of their effect on diverse audiences; the logical conclusion of this mindset is
that cognitive effects are the primary outcome of military activities and that the
military activity is not an end in itself. In other words, combat operations, and
the threat of combat operations, may often be conducted to create cognitive
effect as the primary outcome, which aligns with the manoeuvrist approach.

1.34 When conceived, planned and executed with a StratCom mindset,

all military activity — from the strategic to the tactical — becomes aligned to
effective Alliance strategy. This is a strategy that places the creation of effects
in the cognitive dimension at its heart.

Main elements of strategic communications

1.35 Recognizing that, in the modern operating environment, success can
only be achieved as part of a comprehensive approach in which NATO’s
military activity is coherent with its political and diplomatic efforts — and those
of the member states — NATO’s approach to StratCom consists of three main
elements.

a. Understanding. Decisions and actions are based on a thorough
knowledge of audiences (public, stakeholders and actors) and

their perspective of the information environment. This requires a
developed understanding of the differing segments, cultural narratives,
existing perceptions, attitudes and the linguistic nuances used in
communication. This is achieved through continuous research, analysis
and assessment in the information environment. It is important to know
how information is perceived and processed, and how it circulates
within an audience. Understanding audience networks, communication
channels and behavioural drivers is also key to a comprehensive
understanding. Finally, it is vital to understand the audience’s ability to
impact the desired outcomes NATO is seeking.

b. Integrated planning. NATO's activities are planned being mindful of
the behaviour-centric approach. Understanding and awareness of what
will be communicated by our actions, images and words, and how this
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might be interpreted by the various audiences, is a leading element in

planning. It includes anticipating and mitigating second and third order
effects in the cognitive dimension and seeks to recognize how best to
engage audiences to support achieving the commander’s intent.

c. Narrative-led execution. Narrative-led execution uses the narrative
as an overarching expression of the whole-of-Alliance strategy to
influence audiences and gives context to the campaign, operation or
situation. It is conducted with the same behaviour-centric mindfulness
as our planning. NATO must demonstrate consistency in its actions,
images and words, ensuring they reflect the narrative at all times, and
so pre-empting any attempts to exploit gaps between what NATO does,
shows and says. The narrative-led execution places the responsibility
on all personnel to proactively empower the narrative, rather than act
and then manage the consequences.

1.36 To be effective, NATO’s approach to StratCom requires clear political
direction and guidance — consisting of a defined outcome, clear objectives
and a coherent strategic narrative — driven from the top and executed by
commanders at all levels through mission command. It also requires us to
have innovative working processes conducted at the speed of relevance and
responsive to a fluid and dynamic environment.

Section 7 — NATO strategic
communications process

1.37 NATO instils its StratCom mindset in the planning, execution and
assessment of all activities and has a StratCom process in place to provide
coherence in communicating and messaging actions, images and words. This
coherence-providing process is employed from top-level political direction to
tactical implementation.

1.38 Political and military StratCom policies are approved by the North
Atlantic Council (NAC) and, together with its subordinate committees, it is

also responsible for generating StratCom direction and guidance to support
specific areas of NATO policy and issues of political interest or implication. The
NATO StratCom process supports this by providing direction and guidance
from NATO political level all the way down to NATO tactical level. The StratCom
direction and guidance helps to foster vertical harmonization of narratives,
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frameworks and messages throughout all levels of command. It is an iterative
and circular process, where lower-level planning can/will inform higher-level
direction and guidance, and vice versa. The process is illustrated in Figure 1.6
and explained in more detail in Chapters 2 and 3.

Political direction & guidance

NAC, Secretary General and NATO Committees

Political communications NATO Communications Strategy; One NATO Brand
direction and guidance Strategy; Communication Campaign Guidance; NATO
g Tier 1 StratCom frameworks*; Integrated
NATO HQ Public Diplomacy Division & Communications Plans; NATO StratCom Policy Board;
Spokesperson Political-level liaison with NATO members and partners.

Military (communications)

direction and guidance Coordinate with NATO PDD; Military-level liaison with
NATO members and partners.

NATO Military Committee / IMS PASCAD

Specific military communications Tier 2 StratCom frameworks; Integrated
direction and guidance Communications Plans; StratCom Implementation
Guidance; Communications Campaigns; Strategic
OPLAN; StratCom Policy Board; Military-level liaison

NATO Strategic commands ~ ACO & ACT L WA ST RS,

Operational-level communications Tier 3 StratCom frameworks; StratCom

direction and guidance Implementation Guidance; Integrated
Communications Plans; Communications Campaigns;
Operational OPLAN.

NATO JFCs, JSEC and CCs

Tactical-level communications

direction and guidance StratCom Implementation Guidance; Integrated
Communications Plans; Communications Campaigns;
OPLAN.

NATO Corps, Division, Battlegroup

ACO Allied Command Operations JSEC Joint Support and Enabling Command
ACT Allied Command Transformation NAC North Atlantic Council

CC component command OPLAN operation plan

HQ headquarters PASCAD Public Affairs and StratCom Advisor
IMS International Military Staff PDD Public Diplomacy Division

JFC joint force command StratCom strategic communications

* See Annex B for further details on StratCom frameworks

Figure 1.6 — NATO strategic communications process
NATO audiences approval

1.39 Itis important to recognize that audiences are approved by the NAC
through a range of means. The term 'NAC approval' was originally focused
on audiences approved as part of an operation plan. However, as NATO

is adjusting to deal with persistent competition across the continuum of
competition, there are a number of documents that identify audiences
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for engagement, which include the NATO Communications Strategy,
Communications Campaign Guidance, StratCom frameworks, integrated
communications plans and others, in addition to operational staff work.

Section 8 — Strategic communications
principles

1.40 The principles of NATO StratCom are overarching and apply equally to
all military activities across the continuum of competition. They are:

e values-based — all activity is founded on NATO’s values;

* objective-driven — activity is driven by objectives that are derived
from policy, strategy and narrative, and issued within a framework
of political-military direction, and they must be measurable for

assessment;

e credible — credibility and trust are vital attributes and must be
protected,

e aligned — actions, images and words need to be aligned;
¢ informed - the information environment must be understood;

* integrated — communication is the collective and integrated effect of
our activities, images and words;

e empowered — communication is empowered at all levels of
command; and

e focused — the focus of activities is on desired effects and objectives.
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UK 1.12. There are five Defence StratCom principles. These are

o Nl
outlined below. = E~
a. Strategic military planning must be predicated on
appropriate analysis. An understanding of target audiences and
the information environment within which they exist are essential

prerequisites of strategic military planning.

b. Strategic military direction must focus on audiences and
desired attitudes and behaviours. Strategic military direction
must set out the target audiences whose behaviour the UK
government wishes to change or maintain. Success is changing
or maintaining behaviours as intended.

c. All Defence assets are a potential means of communication.
Activities should communicate by design using a planned and
synchronised combination of actions, images and words. They
should employ appropriate Defence assets, whether in their
primary role or not.

d. Strategic narratives must be fought for. Defence’s actions,
images and words must consistently align with the relevant
strategic narrative to build and maintain credibility. Maintaining
the initiative will require a proactive and innovative approach.
Hard-earned credibility with audiences must be protected.

e. A continual ‘influence cost/benefit analysis’ is

required. There will be an ongoing ‘influence cost/benefit
analysis’ to identify the most advantageous, or least
disadvantageous, combination of activities. Defence activities
that generate influence to the advantage of the UK government
within a given target audience may also generate influence to the
government’s disadvantage in respect of other target audiences.
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All Defence assets are a potential means of communication

Section 9 — Strategic communications
characteristics

1.41  When the principles of NATO StratCom are integrated into the
conception, planning and execution of Alliance military activities, those
activities should reflect the following characteristics.

a. The activity has a clearly defined strategic outcome supported by a
coherent strategic narrative.

b. StratCom direction and guidance is provided through a StratCom
framework developed at the highest level responsible for the activity.

c. Micro narratives to be used at the operational and tactical level are
nested beneath, and are coherent with, the strategic narrative.

d. Anunderstanding and baselining of the relevant information
environment underpins the direction, planning, execution and
assessment of all activities.

e. StratCom considerations apply continuously throughout the
continuum of competition.
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f. At every level, the commander’s direction and guidance is informed
by the desired strategic outcome, the strategic narrative and StratCom
framework.

g. The information environment will be continuously monitored and
assessed to enable refinement of plans and effects.

h. The information environment is contested and the Alliance has to
strive for gaining and maintaining information superiority and shaping
the information environment at all times by the coherence and credibility
of our actions, images and words.

Section 10 — Narratives

1.42 The narrative'® provides the framework to cohere all political, military
and civilian personnel’s activities, instruments of powers, levels of operations,
operational domains and joint operation areas. If the Alliance and its partners
are acting coherently, it provides repeating visual proof that deeds match the
narrative in the perception of audiences.

1.43 In the context of NATO StratCom, narratives explain the rationale

for conducting an activity and the outcome sought, in a short, memorable
manner, to build understanding, support and perceptions of legitimacy (see
Annex A for more information on narratives). A narrative is a basic depiction of
the situation, the purpose and the objective of an organization expressed in a
story arc (@ common thread communicated through individual stories, images
or actions). It contextualizes the strategic planning, furthers the cohesion within
the organization and is used to develop culturally acceptable communications
to address identified audiences to promote its objectives and aims.

1.44 Narratives stem from both the historical and contemporary context of
the situation that is unfolding and should be developed based on the values
and/or norms acceptable to the key stakeholders. NATO’s institutional and
long-term narrative is derived from the Alliance's historical (as stipulated in the
1949 North Atlantic Treaty) purpose and mission. This needs to be applied to
the contemporary context of a situation that is unfolding for strategic or micro
narratives. The core tenets of NATO’s narrative are embodied in the preamble
of the North Atlantic Treaty.

16 A narrative is defined as: 'a spoken or written account of events and information
arranged in a logical sequence to influence the behaviour of a target audience'.
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The Parties to this Treaty reaffirm their faith in the purposes and
principles of the Charter of the United Nations and their desire to live
in peace with all peoples and all governments. They are determined to
safeguard the freedom, commmon heritage and civilisation of their peoples,

founded on the principles of democracy, individual liberty and the rule of
law. They seek to promote stability and well-being in the North Atlantic
area. They are resolved to unite their efforts for collective defence and for
° the preservation of peace and security. P

Preamble of the North Atlantic Treaty, Washington 1949

1.45 There are three distinct types of narratives of relevance to NATO. These
are: institutional narrative, strategic narrative and micro narrative.

a. Institutional narrative. Every entity creates an institutional narrative
through the process of its establishment. Even though the narrative
may not be explicitly communicated, it can be derived from words,
actions and other forms of communication within the information
environment. NATO’s institutional ‘core’ narrative: 'a democratic,
multinational alliance uniting across borders to guard, with courage
and competence, against threats to our homes', is rooted in the North
Atlantic Treaty. It is propagated through all Alliance activity and focused
communications campaigns nested within a communications strategy.
Whilst an institutional narrative is generally enduring, it may evolve over
time according to changes in the organization and the environment in
which it operates.

b. Strategic narrative. The strategic narrative explains an
organization, institution or group’s rationale for conducting a set of
activities and the strategic outcome sought. It will be developed at the
highest level responsible for the activity as an essential input to the
planning process. In the context of NATO, it is important that Allies’
narratives for an activity cohere and resonate with the NATO narrative
and do not undermine it. It is also important that strategic narratives
align with the institutional narrative.

c. Micro narrative. Organizations develop micro narratives to support
mid-term operational, or short-term tactical objectives. They are highly
targeted to specific key stakeholders but must still align with the
institutional and strategic narratives of a higher organization. It is also
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important to ensure that they also align with other micro narratives from
the same organization to avoid the accusation of saying one thing to
one audience and something else to another.

\

N
UK 113. The strategic narrative might be the first public articulation 4+
of policy ends where actions, images and words are bound. It will,
therefore, provide a benchmark against which actions will be judged. While
the narrative may have to change, it must not give rise to empty rhetoric. A
strong narrative should promote authorities relevant to the target audience,
while undermining opposing narratives.

/

Section 11 — The relationship with
military strategy

1.46 Military activities strive to be coherent with StratCom direction and
guidance. They should reinforce the strategic narrative to support achieving
the commander’s intent.

1.47 Information and communication activities are integrated and coordinated
from the earliest stages of planning and throughout the operations planning
process to ensure synchronization, sequencing and deconfliction. Information
and communication activities take place within the engagement space and
may create effects within the physical and virtual dimensions to ultimately,

or directly, create effects within the cognitive dimension in support of the
commander’s intent, mission objectives and desired end state.

1.48 Political direction. The authority for initiating NATO operations, missions
and tasks is the NAC. The NAC provides political guidance and, through the
NATO Headquarters staff, defines the desired end state, agrees the strategic
narrative and identifies the audiences. StratCom direction and guidance is
compiled from written and verbal direction and guidance from the Secretary
General, the NAC and its subordinate committees. All subsequent NATO
activities are planned and conducted in accordance with that political direction
and are subject to oversight by the NAC and thus, ultimately, by Allies. The
NAC is advised by the Military Committee, which provides NATO military policy
governing the StratCom disciplines.

1.49 Assurance. The authority of the NATO military to act comes from Allies
and their public. Support of our home audiences is dependent on our ability to
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hold their trust and confidence. Not only must we assure them of our ability to
maintain a safe and secure environment within which they can live their lives,
we must also assure them that we will do so, and will continue to do so, in line
with their values and the standards they expect of us.

1.50 Deterrence. As a defensive alliance, NATO’s primary contribution to
peace and security lies in deterrence. The Alliance’s military posture, when
combined with political communications underlining the Allies" commitment to
collective defence, delivers a strong deterrence message. Embedding NATO
StratCom direction and guidance into the planning for activities carried out by
forces under Alliance command and control will ensure a coherent deterrent.
Effective deterrence is dependent on five essential principles:

e credibility — the will to act;

e cognition —awareness of own and hostile strengths, weaknesses
and limitations;

e capability — the ability to act;

e competition — degrading the will to compete via contesting
successfully; and

e communication — ensuring other actors are aware of our capability
and credibility.

1.51 Operations, missions and tasks. \When deterrence fails or is
challenged, or a crisis develops, the political decision for NATO to act is
addressed through the NAC. The output of the NAC represents the broad
consensus between all member states as to what can realistically be achieved,
by whom and in what time frame. The planning process should specify clearly
the desired behaviours and/or attitudes of audiences (of public, stakeholders
and actors). Initial strategic determinations are to be made to guide the military
planning process. The NAC's goals are then translated into a firm intent or end
state, by way of the operation plan.

1.562  Force structure. During crisis escalation, an I[EA will allow the planners
to understand how audiences are expected to respond to the use of the
instruments of power. This will enable the NATO Military Committee, in
consultation with Supreme Headquarters Allied Powers Europe (SHAPE), to
determine the most appropriate force structure and its presence, posture and
profile. The identified force structure should be the one that is most likely to
influence the key audience into adopting the desired behaviour. The identified
force structure will enable early coordination with member states to determine
the availability of such forces.
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Section 12 — The relationship with
command and control

1.53 Successful StratCom begins with clear intent and guidance that are
considered in the operations planning process. Military planners, and their
commanders, focus on cognitive effects of activities in the engagement space
during military operations, which is the essence of the manoeuvrist approach.
Commanders, exercising mission command, ensure that staff and subordinate
headquarters understand the overall intent and associated (micro) narrative,
and can manoeuvre within the information environment to achieve their
objectives.

1.54 Awareness of the strategic narrative justifying and guiding the mission,
and the resulting commander's intent is key to aligning actions, images and
words. The narrative and the commander's intent drive the planning of all
activities through the joint functions to ensure that there will be no 'say-do'
gap. StratCom can, therefore, provide a consistent link between strategy
and tactics, and establishes the first and last reference of mission command.
StratCom thus helps enable the operational art, through the information staff
function, by ensuring actions support strategic narratives and messages and
tactical actions support strategic objectives.

1.55 Having a StratCom mindset is a key aspect of command and control.
By acknowledging that every action has a communicative effect, commanders
are even more empowered when applying mission command. Decentralized
decision-making, reinforced by the practice of informed initiative from
subordinate commanders, is how NATO forces in multi-domain operations

will keep the balance of power tilted in their favour. This approach promotes
initiative, freedom and speed of action to generate agility and tempo.

1.56 Al NATO Command Structure and NATO force structure headquarters,
from the highest tactical level upwards, need to adopt a StratCom mindset
and should structurally organize communication and information staff functions
together in a communications directorate (or similar staff element), reporting
directly to the command group.? Figure 1.7 provides an example of such a
structure. As stated in the preface, for the purposes of this publication the
communications directorate is designated J10-StratCom.

17 MC 0628, NATO Military Policy on Strategic Communications.
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Chief of Staff

J1
(Personnel)
J2

(Intelligence)

J8 J10’
(StratCom) 9

StratCom
Info Ops

J4

(Finance)

J3
(Operations)

(Logistics)

1 DirCom, as StratCom advisor, retains direct access to the commander. Mil PA

2 CPAO, as leader of the Mil PA capability, retains direct access to the
commander in the independent advisory role for Mil PA issues.
CIMIC civil-military cooperation DirCom director of communications
CIs communication and information systems  Info Ops information operations
COM commander Mil PA military public affairs
CPAO Chief Public Affairs Officer PsyOps psychological operations
DCOM deputy commander StratCom strategic communications

Figure 1.7 — Example of a J10-Strategic Communications directorate
within a joint task force

1.57 J10-StratCom is custodian of the StratCom function on behalf of the
command group. It provides StratCom support to the other staff directorates
and functions. J10-StratCom is responsible for ensuring StratCom factors
and considerations are integral to the concept, planning and execution of

all operations, missions, tasks and activities. Further detail on the StratCom
directorate can be found in Chapter 4.

N4

UK 1.14. The UK has not yet adopted J10-StratCom as an
organisational structure. The functions of the StratCom directorate
are performed by Military Strategic Effects (MSE) in the Ministry of
Defence (MOD) at the strategic level and by Joint Effects and Info Ops at
the operational and tactical levels, as well as in joint and single-Service
headquarters. The organisation of MSE and the role it plays in Defence
StratCom is described in Chapter 3.

/L N

33
Edition A Version 1 + UK national elements (Change 1)




AJP-10

StratCom is instrumental in ensuring joint and multinational operations
address audiences effectively

Section 13 — Joint and multinational
operations

Operational art

1.58 Operational art is outcome-focused, influencing the right set of
audiences by making use of the full set of multi-domain capabilities at the
Alliance’s disposal. By being outcome-focused, the Alliance will be able to
orchestrate its activities more strategically, be increasingly comprehensive
in its approach and more effective across the continuum of competition. As
a conceptual framework, operational art integrates ends (strategic and/or
operational objectives), ways (design, organization, integration and conduct)
and means (strategies, campaigns, major operations and battles) and has
the creation of effects to achieve objectives as its focus. StratCom assists
in developing the broad vision required to support the development of the
operations design, course of action development, course of action selection,
development of the plan, and operations management processes.
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Principles of joint and multinational operations

1.59 NATO’s approach to joint and multinational operations is behaviour-centric
and recognizes the contest of wills between the Alliance and its public,
stakeholder and actor audiences. StratCom is instrumental in ensuring joint and
multinational operations address audiences effectively, to ensure the required
maintenance, or change, in perceptions, attitudes and behaviours.

1.60 The mutually supporting principles of joint and multinational operations
guide commanders and their staff in planning and conducting campaigns and
operations across the continuum of competition. Commanders should strive
to achieve these principles, and concurrently seek to deny or degrade the
ability of the adversary to do the same. The list of principles is not exhaustive,
and their application requires judgement, common sense and intelligent
interpretation. Underpinned by the tenets of doctrine, they represent enduring
principles; the relative importance of each may vary according to context and
the means available to commanders. The principles are:

e unity of effort;

e definition of objectives;
e maintenance of morale;
e initiative;

e freedom of action;

e offensive spirit;

e concentration;

e economy of effort;

e security;

e surprise;

e flexibility; and

e sustainability.

1.61 As the principles guide the commanders and staff, it is equally important
to recognize that StratCom planning and narrative formation is an effective
means of building cohesion across joint and multinational operations — not

just in aligning purpose across such operations, but by demonstrating that the
Alliance is mounting a coordinated and cohesive response to its adversaries.
Hence, all activities must be coherent with the NATO StratCom frameworks
and narratives.' This applies throughout the continuum of competition and

will enable NATO to maintain a freedom of manoeuvre within the information
environment.

18 AJP-3.9, Allied Joint Doctrine for Joint Targeting.
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Principles of war

UK 115. The UK’s principles of war reflect war’s enduring nature within the
context of the changing character of warfare and inform and guide the way
in which we apply the military instrument. They are not an exhaustive list,
nor are they rules to be rigidly followed, but they do provide comprehensive
considerations for planning and executing all campaigns and operations.

UK 1.16. Underpinned by understanding and the three tenets of doctrine
(mission command, the manoeuvrist approach and integrated action), their
expression, emphasis and application change in relation to the context.
Except for selection and maintenance of the aim, placed first as the
master principle, the relative importance of each of the principles will vary
according to context. Applying them requires judgement, common sense
and intelligent interpretation. The rapidly changing character of warfare,
driven by the pervasiveness of information and pace of technological
change, informs their contemporary relevance and, by extension, the
evolution of two of the principles: ‘concentration of effect’ replaces
‘concentration of force’; and ‘integration’ replaces ‘cooperation’. The UK’s
principles of war are explained in detail in JOP 0.01, UK Defence Doctrine
and are as follows:

e selection and maintenance of the aim;
e maintenance of moralg;

e offensive action;

e security;

e surprise;

e concentration of effect;

e ecconomy of effort;

e flexibility;

e integration; and

e sustainability.

Joint function framework

1.62 The joint function framework is a conceptual framework for force
integration and synchronization and assists commanders to integrate political,
military and civilian actions through the operational domains. The joint
functions describe the detailed capabilities of the force. In any operation,
these joint functions are to be considered, although the individual functions’
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contributions, significance and demands will vary. The framework uses a
combination of manoeuvre, fires, information and civil-military cooperation
(CIMIC) to affect the audience’s attitude and behaviour. It is 'informed and
directed' by the joint functions of command and control and intelligence, and
'supported' by the joint functions of sustainment and force protection, as
shown in Figure 1.8.1°

Command and control Intelligence } Informed and directed by

Manoevre

Influence
attitude and — Actions
behaviour

Civil-military
cooperation |

Information

Sustainment Force protection } Supported by

Figure 1.8 — The joint function framework

1.63 J10-StratCom supports the conceptual framework by providing the
information staff function and communications capabilities, and applying
the institutional, strategic and micro narratives to ensure a coordinated and
coherent joint forces effort that is focused on audiences and their behaviour.
The relationship of StratCom and the joint functions are described in more
detail below.

a. Manoeuvre. Gaining a positional advantage in respect to the
opponent can be done in many different ways. The effects of the
disposition of forces, as well as the force capability and posture in the

19 AJP-3, Allied Joint Doctrine for the Conduct of Operations contains further details.
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physical and virtual dimensions, are strong means to shape perceptions
and create the ultimate effect of breaking the adversary's will to fight.
Manoeuvre must therefore reflect the strategic narrative and, where
appropriate, be reinforced by effective information activities.

b. Fires. The StratCom process and commanders' (micro) narrative
drive the joint targeting process. This process will determine the
bearing and scale for planning, execution and evaluation of joint fires to
accomplish the commander’s intent.

c. Information. Holding responsibility for both the StratCom and
information staff functions, and the communication capabilities of

Mil PA and PsyOps, J10-StratCom is a key enabler of the information
joint function, ensuring information and communication activities are
integrated with the operations planning process and are coherent and
consistent with the information strategy that conveys the narrative.
This is an important relationship in generating coherence of joint force
activity. The joint operational planning group addresses StratCom and
its associated staff function and capabilities via the information joint
function.

d. Givil-military cooperation. CIMIC and civil-military interaction
supports StratCom. CIMIC contributes/enables a comprehensive
StratCom mindset, which takes into account desired and undesired
effects of the second or third order on audiences affected directly or
indirectly by joint force action.

e. Command and control. Command and control encompasses
leadership, decision-making and coordinating the activity that

enables execution of intent. Within the parameters of the StratCom
framework, and supported by J10-StratCom, the commander's intent
is complemented with a (micro) narrative and is coordinated and
integrated through the information staff function to create effects in the
cognitive dimension.

. Intelligence. NATO intelligence is primarily focused on the actor
audience category and specifically the adversary and enemy. The
process of understanding audiences is derived from the IEA and fused
in a headquarters with the joint intelligence preparation of the operating
environment and an assessment of the missions and tasks assigned as
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part of the CUOE.? It is at this point that a commander is able to fuse
the understanding with analysis of missions and tasks to determine the
effects required to attain the end state.

g. Sustainment. StratCom is both an enabler for, and is enabled by,
sustainment. The use of information activities reinforces sustainment by
projecting the credibility and capability of the force; the credibility and
capability of a sustained force reinforces the narrative.

h. Force protection. StratCom should guide the application of force
protection by considering audiences and their perceptions, and by
recognizing that information activities can be used to help preserve and
protect the force.

Integrated action

UK 117, Integrated action is one of the UK’s three tenets of doctrine and
is described as the audience-centric orchestration of military activities,
across all operational domains, synchronised with non-military activities to
influence the attitude and behaviour of selected audiences necessary to
achieve successful outcomes. An audience-centric approach recognises
that people are at the heart of competition; it is their decisions and
behaviours that determine how competition is conducted and resolved.

UK 1.18.  Successful integrated action begins with commanders being
clear about the outcome they seek; they need to study the audiences
relevant to achieving the identified outcome and analyse the effects they
wish to create on those target audiences. Only then should the mix of
capabilities be determined to create physical, cognitive and virtual effects
across the operational domains to affect the understanding, physical
capability, will and cohesion of the audiences to achieve a successful
outcome. These lethal and non-lethal capabilities may belong to the force
itself, or intergovernmental, inter-agency, non-governmental, private sector
or multinational actors involved in the operation. Activities can be conducted

AN

20 ACO's COPD, Version 3, states that the terms CUOE and comprehensive preparation
of the operating environment (CPOE) are often used synonymously. CPOE has traditionally
been used to describe the appreciation of an environment, however, CUOE with the use
of the word ‘understanding’ better implies the need to acquire the knowledge and then
interpret or comprehend its significance with regard to the crisis.
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by, with or through partners. What is important is for commanders S
and staff to work out how to orchestrate and, where capabilities lie

outside the force, synchronise all the relevant levers. Understanding the

audiences is the major consideration of integrated action.

Section 14 — National sovereignty

1.64 NATO is an intergovernmental organization in which member states
retain their full sovereignty and independence. As the Alliance operates by
consensus, Alliance strategy is bound by the extent of the collective will of
Alliance members.

1.65 NATO StratCom strives to ensure Alliance message cohesion; national
communications should reinforce NATO StratCom wherever possible. Nations
interpret political objectives to facilitate the development of military-strategic
objectives and to sustain operations. Political and military-strategic
coordination will take place among Allies to ensure that Alliance intent and
objectives are deconflicted with national communication activities. This will
occur at all joint force levels of command in coordination with respective senior
national military representatives.

1.66 Many NATO activities occur as activities of NATO member states. NATO
Headquarters acts upon consent with national governments and ministries

of defence on any communication or information activity focused on Allied
populations. Allies will, at all times, retain primacy with regards to NATO
information and communication activities directed specifically at all, or part, of
their population.

N ]
AN

Human security

UK 1.19. The UK uses the more expansive term ‘human security’

to describe several human security considerations that if ignored or
compromised can be drivers of instability. These considerations are a
blend of human security factors (personal/physical, political, economic,
cultural/community, information, health, food and environmental) and
cross-cutting themes. These themes include:

e protection of civilians;
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e the role of women in peace and security in resolving
conflict;

e the effect of modern slavery, human trafficking, and effect of
armed conflict on children, youths and adults;

e the criticality of building integrity and countering corruption in
affected areas;

e the imperative to protect cultural property; and

e the importance of preventing and countering violent
extremism.

UK 1.20. Addressing these considerations, through a coherent approach,
contributes toward more sustainable security outcomes and supports
mission success. A human security approach that seeks to address

these considerations within the constraints of the operation requires the
military to better understand how these human security factors affect
individuals, communities and other actors. This understanding allows

the military to plan operations that minimise harm to civilians, reduce
human rights violations and achieve conflict-sensitive outcomes. A human
security approach is essential to a compelling strategic narrative, thereby
maintaining the UK’s and its partners’ campaign authority and legitimacy.
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Key points

NATO StratCom is not limited solely to the resolution of conflict — it has
relevance and applicability throughout the continuum of competition.

The StratCom function ensures that all NATO activities are conceived,
planned and executed with the desired outcome in the cognitive
dimension of the engagement space in mind.

Information is an instrument of power in its own right. This makes
audience centricity, perceptions and influence on decision-makers key to
understanding and decision-making.

The information instrument of UK’s national power is the application of the
UK’s institutional narrative using information activities, including Defence
StratCom, in support of national interests.

Information activities are planned and conducted in the engagement
space using the two primary communication capabilities: media

operations and PsyOps.

Activities in the engagement space create effects in the cognitive
dimension as audiences observe and interpret them.

The IEA is the process NATO uses to understand and respond to threats
in the information environment, and to evaluate the effectiveness of
NATO's own communications.

There are five Defence StratCom principles:

o strategic military planning must be underpinned by analysis;

strategic military direction must focus on audiences and desired
attitudes/behaviours;

all Defence assets are a potential means of communication;
strategic narratives must be fought for — Defence’s actions, images

and words must consistently align with the relevant strategic narrative
to build and maintain credibility; and
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o a continual influence cost/benefit analysis is required to identify
the most advantageous combination of activities.

e There are three distinct types of narratives of relevance to NATO:
institutional narrative, strategic narrative and micro narrative.
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Chapter 2 looks in more detail at how strategic
communications (StratCom) integrates with other staff
functions in the hierarchy of NATO command levels, as well as
who is responsible for StratCom at each level. It explains how
NATQO'’s brand and communications strategy are derived and
disseminated and how StratCom direction and guidance is
issued. The organisation and function of the UK’s Directorate of
Defence Communications is described to indicate who develops
Defence communication strategy and policy, and how.

Section 1 — Political-strategic level. . . . . . . . . . . ... 47
Section 2 — Allied Command Operations . . . . . . .. .. 55
Section 3 — Allied Command Transformation. . . . . . . . . 58
Keypoints. . . . . . . . . . . 62
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The art of those who govern
consists above all in the science of
employing words.

Gustave Le Bon
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Chapter 2

Roles and responsibilities

Section 1 — Political-strategic level

2.1 The North Atlantic Council (NAC) provides overall guidance and
direction to NATO strategic communications (StratCom) efforts, as well
as mission-specific strategic and political guidance for NATO information
activities. The Secretary General provides specific direction and guidance
on StratCom to all NATO civilian and military bodies and commands. The
Secretary General is the principal spokesperson for the Alliance.

2.2 The specific direction and guidance on StratCom is issued by the private
office of the Secretary General for onward distribution to the International
Military Staff (IMS). The IMS will then pass on the direction and guidance

to Supreme Allied Commander Europe (SACEUR) and Supreme Allied
Commander Transformation (SACT).

2.3  The NATO Public Diplomacy Division (PDD) and IMS Public Affairs and
Strategic Communications Advisor (PASCAD) advise the private office of the
Secretary General as well as the IMS on StratCom direction and guidance.

It is important that commanders at all levels understand and incorporate this
strategic direction and guidance into their thinking and planning. It should be
manifest in the direction and guidance commanders provide to their staff and
subordinates.

NATO Public Diplomacy Division

2.4 NATO PDD supports the NAC and the Secretary General in setting
overarching Alliance communication objectives and helps to draft StratCom
direction and guidance, linked to clear policy objectives. This direction and
guidance is developed in close coordination and cooperation with Allies,
International Staff divisions, the IMS, Supreme Headquarters Allied Powers
Europe (SHAPE), and Headquarters Supreme Allied Command Transformation
(HQ SACT).

2.5 The key products through which the StratCom direction and guidance
is issued are the NATO Communications Strategy, One NATO Brand Strategy,
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Communications Campaign Guidance, NATO StratCom frameworks and
Integrated Communications Plans, which are compiled from direction and
guidance received primarily from the NAC and the Secretary General. This
enables commanders at every level to employ mission command to plan

and conduct activities that support the higher commander’s intent and help
achieve the desired outcomes. NATO PDD and IMS PASCAD ensure the
StratCom direction and guidance is shared with Allies to encourage a coherent
approach to national communications strategies.

a. NATO Communications Strategy. The NATO Communications
Strategy is the core guiding document outlining communications
priorities. The Strategy provides clear direction and guidance

for Alliance-wide communication activities that will contribute to

the achievement of Alliance objectives. The development of the

NATO Communications Strategy is led by the NATO PDD at NATO
Headquarters in close coordination with International Staff divisions, IMS
and both SHAPE and HQ SACT.

b. One NATO Brand Strategy. In a dispersed and crowded information
space, public awareness and understanding of NATO must be increased
by generating familiarity with, and trust in, the NATO brand. This can
help sustain high public support for the Alliance and build resilience
against hostile information and disinformation. Brand unity, coherence
and consistency are required. The One NATO Brand Strategy provides
strategic direction and guidance on how to achieve this across the
whole of NATO, including the NATO Command Structure, NATO force
structure (NFS), NATO agencies and other associated entities. All NATO
entities reporting to the Secretary General, SACEUR and SACT must
adhere to the One NATO Brand Strategy and NATO Brand Identity
Manual. NATO-affiliated entities, such as national delegations and
military representations, agencies, the NFS, and nationally led NATO
entities, such as NATO schools and NATO Centres of Excellences, are
encouraged to follow the guidance in the NATO Brand Identity Manual to
help reinforce brand coherence and consistency across the Alliance.

c.  Communications campaign guidance. Communications campaign
guidance is issued by NATO Headquarters PDD and it outlines channels,
themes and branding to be followed by staff within subordinate
headquarters for the execution of communications campaigns. The
guidance provides overarching parameters to engage with specific
audience subgroups outlined in the NATO Communications Strategy.
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Within this guidance, subordinate commands can develop their own
communication activity. Campaigns guidance informs issue-specific
StratCom frameworks and integrated communications plans that cover
specific themes and events.

d. Strategic communications frameworks. StratCom frameworks

are designed to be shared through all levels of command and should

be supported at each level by StratCom implementation guidance. This
guidance is developed by StratCom staff to assist the headquarters

and subordinate levels of command to identify roles and opportunities.
Frameworks will often support a dedicated communications campaign.
Frameworks are supported by an integrated communications plan on
certain themes, or to support specific events, to synchronize information
and communication activities and enable effective assessment. StratCom
frameworks may be created by subordinate headquarters, provided they
are consistent with and nested within NATO Headquarters' frameworks.
See Annex B for further information on the framework approach.

e. Integrated communications plans. Integrated communications
plans are developed in support of StratCom frameworks to specify
execution of the StratCom direction and guidance. The integrated
communications plans provide the J10 Strategic Communications
directorate (J10-StratCom) staff with a comprehensive communications
overview of all aspects of the planning, conduct and assessment of
information and communication activities. It should be developed as a
whole force process to identify significant activities that can support the
achievement of the aims, objectives and desired end state, and record
agreed responsibility for the amplification of those activities across the
command. It should also provide guidance on how the success, or
otherwise, of the activities will be measured. Integrated communications
plans are underpinned by an evolving information environment
assessment (IEA) function conducted within the J10 StratCom.

2.6 There are some actors within NATO PDD that have a key role in StratCom
direction and guidance. They are as follows.

a. Assistant Secretary General for Public Diplomacy. The Assistant
Secretary General for Public Diplomacy (ASG PDD) oversees the
coordination of all StratCom activities across all NATO civilian and military
bodies and commands. They also direct all public diplomacy activities
except for press and media.
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b. NATO Spokesperson. The NATO Spokesperson, on behalf of the
Secretary General, provides day-to-day direction of all headquarters
media activities, including messaging. They also offer guidance to military
public affairs (Mil PA) to ensure NATO messages and communications
are consistent with political direction and guidance.?

c. NATO Strategic Communications Policy Board. The NATO
Strategic Communications Policy Board, chaired by ASG PDD, is the
designated directing body for NATO StratCom.

L&
[\
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Government Communication Service

UK 21. The Government Communication Service (GCS) is the professional
body for public service communicators working in all government
departments, agencies and arm’s length bodies (enabling organisations);
communication is one of the four main levers of government alongside
legislation, regulation and taxation. The Chief Executive for Government
Communications is responsible for the government communication
strategy, managing the combined Prime Minister’s Office and Cabinet Office
communications team and serving as Head of Profession for the GSC.

The post holder is also responsible for the effectiveness and efficiency of
government communications through the approval of marketing spending
and the procurement of external contracts.

Military Committee

2.7 As NATO'’s highest military authority, the Military Committee, is the
primary source of consensus-based military advice to the NAC regarding
military policy and strategy. The Military Committee provides direction

and guidance to the two strategic commanders, SACEUR and SACT. The
Military Committee is supported by the IMS, within which the office of the
IMS PASCAD has the lead for StratCom-related matters. Within the IMS, the
following have specific StratCom responsibilities.

a. Chair of the Military Committee. The Chair of the Military Committee
(CMQ) is the principal military advisor to the Secretary General. CMC

is NATO’s most senior military officer and acts as the senior military
spokesperson for the Alliance. The CMC is the conduit through which

21 MC 0457/3, NATO Miilitary Policy on Public Affairs.
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advice from the nations’ chiefs of defence is presented to the political
and military decision-making bodies, and also through whom direction
and guidance is issued to SACEUR, SACT and the Director General of
the IMS.

b. Public Affairs and Strategic Communications Advisor. The IMS
PASCAD provides public affairs and StratCom support to the CMC, the
deputy CMC, and Director General of the IMS. IMS PASCAD is Chair

of the Strategic Communications Military Committee Working Group
(MCWG (StratCom)) and has responsibility for developing military policies
for StratCom, Mil PA, information operations (Info Ops) and psychological
operations (PsyOps). In addition, they advise and support PDD in the
development of StratCom direction and guidance and IEA development.
They are the IMS coordination point for military StratCom-related work.

/L N

Directorate of Defence Communications

UK 2.2. The Directorate of Defence Communications (DDC) provides
policy and guidance on Defence-wide media and communications. DDC
owns the Ministry of Defence (MOD) communications strategy and aims
to deliver a world class communications capability that will contribute to
national and international security through the promotion of UK Defence
activity at home and overseas.

UK 2.3. DDC ensures that communications are a key lever of strategic
effect by working collaboratively across government with ministers and
partners to optimise outcomes. Defence communications will contribute
to the achievement of national and international security and our defence
objectives by exploiting the positive social and economic value generated
by UK Defence. Through communications activity, DDC will also protect
and enhance the reputation of Defence, sustaining the confidence of
government, society and our own people, while increasing influence with
our allies, partners and adversaries alike. DDC is resourced as follows.

a. Strategy and planning. Develops insight-based,
audience-focused strategies in support of departmental policies.
The Head of Strategy takes the lead in engaging with around 150
Defence influencers and commentators on issues of interest to
the department. The team also includes an officer from each of
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the military commmands to actively engage with
stakeholders to maintain, protect and enhance the
reputation of their respective Services in line with Defence
strategic communications objectives.

FAaN

b. Insight, Data, Evaluation and Analysis team. The Insight,
Data, Evaluation and Analysis (IDEA) team oversees the full

range of research, analysis and insights to develop and establish
standardised key performance indicators for the evaluation of key
Defence communications activities.

c. News/media relations. The news team delivers a news
management and media handling service that projects and
enhances Defence’s reputation by responding to enquiries from
journalists and maximises positive announcements through digital
and traditional channels.

d. Campaigns and events. The DDC External Campaigns team
works collaboratively across Defence and with other government
departments to plan and deliver sequences of communications
that use a compelling narrative to lead the conversation on
specific subject matters important to Defence. The DDC Events
team undertakes a programme of campaigns centred on annual
events and anniversaries, which it delivers on behalf of the
department and the wider UK government.

e. Creative Hub/Defence Imagery/photographers. The DDC
Creative Hub is responsible for producing high-quality multimedia
content and providing digital content policy and subject matter
expert advice to DDC. The Defence Imagery team provides
internal and external customers with access to relevant, engaging
and authoritative Defence imagery, including still and video
content, through a single online system 24/7, 365 days a year.

f.  Speechwriters. The speechwriters produce high-quality
speaking notes for the Secretary of State, ministers and other
leaders across Defence.
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g. Digital. The Digital team champions the optimum

use of digital media in all its forms across all Defence
communications. It advises DDC on using tools such as
Brandwatch and Hootsuite and is responsible for publishing
content to GOV.UK.

/N

h. Internal Communications. The Internal Communications
team delivers communications to both military and civilian

staff. The team works closely with senior leaders to support

them in engaging with staff, as well as maintaining the internal
communications interface with various policy areas within the
MOD to ensure all internal messaging/strategies are in line with
departmental priorities. They own the Defence Intranet homepage
and provide direction to, and work closely with, their counterpart
internal communications teams within the top level budgets.

i. Brand. The Brand team is responsible for implementing
the Defence Brand Strategy and has oversight of the use and
protection of all Defence brand assets.

UK 2.4. Governance. Effective communications are a key pillar for the
creation of strategic effect. It sits at the heart of Defence activity and
should be regarded as a core part of our operational output. Defence
Communications has a hierarchy of stakeholders who inform, direct and
benefit from its activities. These stakeholders are as follows.

a. Defence Strategic Communications Board. The Defence
Strategic Communications Board (DSCB) is the primary
governing body for Defence communications. It includes
communications leaders from Head Office, military commands
and enabling organisations and provides direction, guidance

and coherence to communications across Defence as well as
approving and supporting the Defence Communications Strategy
and the annual Defence Communications Plan. The DSCB
directs and monitors continuous improvement initiatives, drives
innovation across the Defence Communications portfolio, and
gives guidance on doctrine, policy and training requirements. The
DSCB establishes, maintains and, when required, adjusts the
single, clear, Defence narrative based on ministerial direction and
in support of National Security Council objectives.
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b. Defence Communications Profession Group. The
Defence Communications Profession Group (DCPG)
sits under the DSCB and is the principal forum by which
Director DDC exercises functional authority over the Defence
Communications cohort. It acts as its primary source of advice
on public-facing media and communications matters.

P 1N

c. Defence Communications Planning Meeting. The

Defence Communications Planning Meeting (DCPM) is DDC’s
key mechanism for coordinating proactive communications
activity across Defence. It aims to provide up-to-date situational
awareness of future communications activity through the sharing
of information. The DCPM identifies key activities and priorities

in the communication space while enabling deconfliction and
amplification where necessary across all military commands and
enabling organisations.

— S Lz
Directorate of Defence Communications helps contribute to the achievement of 8w
national and international security and our defence objectives by exploiting the positive
social and economic value generated by Defence
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Section 2 — Allied Command
Operations

Supreme Headquarters Allied Powers Europe

2.8 SHAPE is responsible for the conduct of all NATO military operations and
has command of all forces assigned to Allied Command Operations (ACO).
SHAPE is structured with a Communications Division (ComDiv) reporting
directly to the command group. The SHAPE ComDiv groups together all
StratCom, Info Ops, Mil PA and PsyOps personnel, functions, capabilities

and assigned force elements in line with MC 0628, NATO Military Policy on
Strategic Communications. SHAPE ComDiv may develop Tier 2 StratCom
frameworks to support specific activities. Within SHAPE the following job
positions play a key role in StratCom.

a. Supreme Allied Commander Europe. SACEUR is responsible for
ensuring NATO StratCom direction and guidance is considered in all
ACO direction, planning, execution and assessment of operations and
activities.

b. Chief of Staff. Chief of Staff (COS) SHAPE is responsible for
ensuring NATO StratCom direction and guidance is considered in all
SHAPE direction, planning, execution and assessment.

c. Director of Communications. SHAPE's Director of Communications
(DirCom) is responsible to the command group for SHAPE ComDiv

and is a member of SACEUR'’s advisory group. DirCom is appointed

by SACEUR as the requirements authority for StratCom education and
training.

d. Chief Public Affairs Officer. The Chief Public Affairs Officer (CPAQO)
SHAPE is the branch head Mil PA within J10-StratCom. The CPAQO is a
member of SACEUR’s advisory group and has direct access to SACEUR
for Mil PA matters.
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Joint force commands and Joint Support and Enabling
Command

2.9 Joint force commands (JFCs) and the Joint Support and Enabling
Command (JSEC) are responsible for planning, conducting and sustaining
Alliance military activities across the continuum of competition. Within each
JFC headquarters and the JSEC headquarters, J10 StratCom (or a similar
structure) will advise the commander and provide planning expertise as well as
an |EA to support planning and targeting, ensure the integration of information
activities and conduct communication activities.

210 All Allied Command Operations JFC and JSEC headquarters must have
a J10-StratCom reporting directly to the command group. This directorate
groups together all StratCom, Info Ops, Mil PA and PsyOps personnel,
functions, capabilities and force elements, in line with MC 0628. JFC and
JSEC headquarters may develop Tier 3 StratCom frameworks?? to support
specific activities. Within the JFC and JSEC, the following job positions play a
key role in StratCom.

a. Commander. The commanders of JFC and JSEC are responsible
for ensuring NATO StratCom direction and guidance is considered in all
their direction, planning, execution and assessment of operations.

b. Director of Communications. Within JFC and JSEC, the DirCom (or
a similar position) is responsible to the command group for StratCom.
The DirCom is a principal advisor to the commander, as well as the
head of J10-StratCom. As a principal advisor, with direct access to the
commander, DirCom should be mindful of staff processes and planning
requirements outlined in AJP-3, Allied Joint Doctrine for the Conduct

of Operations and AJP-5, Allied Joint Doctrine for the Planning of
Operations.

c. Chief Public Affairs Officer. The CPAO is the Mil PA Branch Head
within J10 StratCom and is a member of the commander’s advisory
group. The CPAQ is a principal advisor and has direct access to the
commander for Mil PA matters. As a principal advisor, with direct access
to commander, CPAO should be mindful of staff processes and planning
requirements outlined in AJP-3, Allied Joint Doctrine for the Conduct

of Operations and AJP-5, Allied Joint Doctrine for the Planning of
Operations.

22 See Annex B for more information on StratCom frameworks.
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Component commands

211 Component commands are responsible for supporting the joint
commands in the planning, execution and assessment of activities.
Additionally, component commands will develop and execute
component-specific information and communication activities to support
Alliance StratCom objectives.

212 All ACO component command headquarters are to be structured with
a J10 StratCom (or a similar structure) reporting directly to the command
group, which groups together all StratCom, Info Ops, Mil PA and PsyOps
personnel, functions and force elements, in line with MC 0628. Additionally, all
ACO component commands should ensure that the J10-StratCom director (or
similar function) reports directly to the command group.

213 ACO component command headquarters may develop Tier 3 StratCom
frameworks to support specific activities. The job positions of the key actors
(Commander, DirCom and CPAQ) are similar in a component command
headquarters to that of their JFC and JSEC equivalents.

NATO force structure

214 Each headquarters is uniquely structured to meet the national direction
and guidance of their framework nation and the NATO role they are fulfilling.
However, when committed to NATO operations, each headquarters will adapt
its organization to operate in line with the doctrine set out in this publication
and efficiently embed themselves within the NFS headquarters staff functions
and processes.

UK 2.5. The UK’s NATO force structure contribution is headquarters
Allied Rapid Reaction Corps. This headquarters has not adopted the
J10-StratCom structure and the responsibility for StratCom is within the
Joint Fires and Influence branch.

[\ /]
/N
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Allied Command Transformation leads the development of StratCom e LN
structures, capabilities and doctrine, to ensure NATO StratCom supports the
Alliance’s operational requirements

Section 3 — Allied Command
Transformation

Headquarters Supreme Allied Command Transformation

215 HQ SACT provides military advice on StratCom-related education and
training, concept, capability and doctrine development. This is carried out in
consultation with ACO and the NATO Standardization Office (NSO). Within HQ
SACT, the following positions play a key role in StratCom.

a. Supreme Allied Commander Transformation. SACT is the authority
leading the development of StratCom structures, forces, capabilities and
military doctrine, to ensure the StratCom discipline is aligned with and
supports the Alliance’s operational requirements.

b. Chief of Staff. COS SACT is responsible for overseeing the
development of StratCom capabilities. Communications Branch Head
ACT reports directly to the COS, and also has direct access to SACT
and Deputy SACT as an advisor for communications requirements, in
line with SACT communications advisor.
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c. Deputy Chief of Staff Joint Force Development. Deputy Chief of
Staff (DCOS) Joint Force Development (JFD) directs and coordinates
all NATO education and training activities. DCOS JFD is functionally
responsible for:

o global programming;

o individual education and training requirements;

o supporting ACO with collective training and exercises;

o establishing the governance framework;

o maintaining the StratCom structure; and

o oversight of the StratCom Department Head function.

d. Deputy Chief of Staff Capability Development. DCOS Capability
Development (CapDev) directs and coordinates CapDeyv for the Alliance.
DCQOS CapDev provides the StratCom/IEA CapDev team within its

joint effects section. This section is supported by the operational
experimentation branch within the JFD directorate. This team is
responsible for liaising with the StratCom staff in NATO Headquarters
PDD, IMS PASCAD, SHAPE ComDiv and other StratCom key personnel
within NATO. To develop cutting-edge NATO capabilities, the CapDev
directorate collaborates with industry and the science and technology
community to infuse innovative ideas and transformative principles into
the StratCom developmental process.

e. Chief Communications Branch. The ACT Communications Branch,
led by Chief Communications Branch, is responsible for developing the
ACT strategic vision and messaging. A special organizational feature

of ACT is that the ACT Communications Branch also oversees Mil PA
and corporate communications sections.2 They have a focus on the
coordination of StratCom activities with NATO Headquarters, ACO,
subordinate commands and ACT teams, in accordance with the roles
and responsibilities stated in the MC 0628. They also need to liaise with
HQ SACT StratCom/IEA CapDev teams and key StratCom staff within
NATO Headquarters, PDD, IMS PASCAD, and SHAPE to synchronize
and coordinate StratCom efforts and activities.

23 This feature of ACT does not create a precedent for other organizations.
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f. Chief Public Affairs Officer. The CPAO for ACT directs, plans and
executes strategic-level Mil PA in support of NATO transformation
activities under SACT's direction and responsibility. CPAO ACT is
Deputy Chief Communications Branch and has direct access to SACT
and Deputy SACT as an advisor on Mil PA matters. CPAO guides the
communications work of the ACT sub-centres.

g. Capability Development, Joint Intelligence, Surveillance and
Reconnaissance and Joint Effects Branch. Joint Intelligence,
Surveillance and Reconnaissance and Joint Effects (JISR&JE) Branch
Head has the following responsibilities:

o NATO Enterprise and Alliance capability programme planning,
coordination, and monitoring, across all policy and doctrine,
organization, training, materiel, leadership development,
personnel, facilities and interoperability (DOTMLPFI) lines of
development throughout the life cycle for StratCom capabilities
and information staff function;

o leading node for safeguarding the topicality and timeliness of
principal documents;

o capabilities project coordination to plan, coordinate and monitor
CapDeyv; and

o operational subject matter experts in StratCom capabilities and
information staff functions.

Subordinate and external organizations

2.16  SACT is supported in their responsibilities for NATO StratCom by a
number of subordinate and external organizations. The primary organizations
are as follows.

a. The Joint Warfare Centre. The Joint Warfare Centre provides
NATO’s training delivery focal point for full-spectrum, joint,
operational-level warfare. They ensure that NATO collective training
exercises deliver SACT’s StratCom training requirements, as set out in
SACEUR’s guidance on exercises.
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b. The Joint Force Training Centre. The Joint Force Training
Centre supports SACT through training and capability building. They
ensure that NATO training activities meet the SACT StratCom training
requirements.

c. The Joint Analysis and Lessons Learned Centre. The Joint
Analysis and Lessons Learned Centre performs analysis of operations,
training, exercises and experiments. They facilitate the exchange

of StratCom lessons learned in support of the transformation and
modernization of NATO forces and capabilities.

d. The Strategic Communications Centre of Excellence. The
Strategic Communications Centre of Excellence (SCCOE) is the
nominated external Department Head for NATO StratCom education
and training development. SCCOE manages StratCom individual and
collective education and training requirements. SCCOE is supported by
the NATO School Oberammergau as part of the global programming
approach to NATO education and training.
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Key points

The NAC provides overall direction and guidance to NATO StratCom
efforts, as well as mission-specific strategic and political guidance for
NATO information activities.

The NATO PDD and IMS PASCAD advise the private office of the
Secretary General and IMS on StratCom.

The key products through which the StratCom direction and guidance
is issued are the NATO Communications Strategy, One NATO Brand
Strategy, Communications Campaign Guidance, NATO StratCom
frameworks and integrated communications plans.

The NATO Strategic Communications Policy Board is the designated
directing body for NATO StratCom.

The NATO Military Committee is supported by the IMS, within which the
office of the IMS PASCAD has the lead for StratCom-related matters.

The UK’s GCS is the professional body for public service communicators
working in all government departments. The Chief Executive for
Government Communications is responsible for the government
communication strategy and managing the combined Prime Minister’s
Office and Cabinet Office communications team.

The UK’s DDC provides policy and guidance on Defence-wide media and
communications. DDC owns the MOD’s Communications Strategy.

The SHAPE ComDiv groups together all StratCom, Info Ops, Mil PA and
PsyOps personnel, functions, capabilities and assigned force elements in
line with MC 0628, NATO Military Policy on Strategic Communications.

The NATO SCCOE is based in Riga and is the nominated external
Department Head for NATO StratCom education and training
development.

62
Edition A Version 1 + UK national elements (Change 1)




AJP-10

Notes
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communications (StratCom) processes at each level of
command and the StratCom contribution to the operations
planning process. StratCom’s involvement in the process of
understanding and assessment is explained by looking at the
information environment assessment. This chapter also lays out
UK-specific Defence strategic communication structures and
considerations at each command level.
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Falsehood flies, and truth
comes limping after it.

Jonathan Swift
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Chapter 3

Operationalizing strategic
communications

Section 1 — Setting the context

3.1  The hyper-connected global information environment has fundamentally
changed the way in which people communicate, share data and information,
and consume media. More than ever before, desired outcomes at and above
the operational level require the ability to influence the perception, attitudes
and behaviours of relevant actors.

3.2 NATO activity, as in demonstration of military capability or measured
power projection, contributes to deterrence and is the most powerful form

of sending a message. However, such action can also be perceived as
escalatory and provocative if not put in context. NATO must therefore clearly
communicate the rationale and context for any new action that is undertaken,
adjusting routine activities, and consequently the messages (visual and verbal),
as required. The latter is equally important for any action not undertaken.

3.3 Creating effects in the cognitive dimension is the primary consideration
for the planning and conduct of all activities. Synchronized messaging is
required to ensure that NATO objectives and NATO's actions are understood
by audiences as intended. To operationalize NATO strategic communications
(StratCom), the following considerations need to be kept in mind.

a. Mission success is attained by influencing the perception, attitudes
and behaviours of relevant actors to achieve objectives. Military activities,
including successful combat engagements, are only advantageous
insofar as they contribute to achieving those objectives.

b. All activities of NATO forces, both inside and outside of missions
and operations, shall remain coherent with the Alliance’s narrative, aims,
objectives and values.
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c. J10-Strategic Communications directorate (J10-StratCom) derives
the commander's (micro) narrative from higher headquarters StratCom
direction and guidance and provides advice to the commander on how
to align the actions, images, words and deeds of the forces under their
command to support the desired strategic outcome.

d. The commander’s direction, guidance and intent is informed by, and
is consistent with, the narrative and, if issued, by the respective higher
headquarters StratCom framework.

e. The design, planning, execution and assessment of activities need
to be based on a thorough understanding of all relevant audiences
and include possible limitations for their engagement. Prioritization of
stakeholders is a command responsibility.

f. The design, planning, execution and assessment of activities requires
an understanding of the information environment as it relates to the
relevant audiences; it encompasses how information enters, circulates
and affects the public, stakeholders or actors.

g. Possible second and third order effects on other audiences need
to be considered, identified and, if required, mitigated to prevent
undesirable outcomes.

h. Consideration needs to be given to how NATO’s actions, images
and words might be misrepresented by an adversary to undermine the
Alliance narrative or reinforce their own.

3.4 NATO’s StratCom framework hierarchy (see Annex B) provides standing
direction and guidance for the activities of forces under Alliance command
and control. In particular, the deterrence and security framework and military
posture framework govern how NATO military forces routinely conduct their
activities. These frameworks are regularly reviewed to ensure alignment with
North Atlantic Council (NAC) and Secretary General guidance. Changes

in military posture may be directed by the NAC as a political response to
significant geopolitical changes, or by Supreme Allied Commander Europe
(SACEUR) and subordinate commanders within current military posture
direction and guidance.
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Section 2 — Processes
Strategic communications processes at NATO Headquarters

3.5 Direction and guidance. The NATO Assistant Secretary General for
Public Diplomacy (ASG PDD) leads the NATO Strategic Communications Policy
Board, which is the primary body overseeing NATO StratCom direction and
guidance.

3.6 Planning. The NATO Communications Strategy is the primary means of
disseminating NATO StratCom direction and guidance. This is supported by
StratCom frameworks and integrated communications plans developed by
NATO Public Diplomacy Division (PDD) staff in consultation and coordination
with the International Military Staff (IMS) Public Affairs and Strategic
Communications Advisor (PASCAD). Allied Command Operations (ACO) and
Allied Command Transformation (ACT) will support NATO Headquarters in
developing such documents.

3.7 Coordination. NATO PDD liaises with nations to ensure coherence of
NATO and its Allies' messaging at the political level. IMS PASCAD liaises with
nations at the military strategic level.

3.8 Execution. NATO PDD plans and executes NATO StratCom at the
political level. IMS PASCAD ensures that the StratCom direction and guidance
documents are passed down to the military chain of command.

3.9 Assessment. NATO PDD, aided by IMS PASCAD, provides StratCom
assessments to the Secretary General and the NAC.

pg=
Strategic communication processes at the Ministry of M
Defence (strategic level)

UK 3.1. Military Strategic Effects. Military Strategic Effects (MSE) designs,
synchronises and orchestrates the full spectrum of military strategic effects
to support audience-centric campaigns that are primarily focused on

hostile state actors. It does so in collaboration with the Ministry of Defence's
(MOD’s) Directorate of Defence Communications (DDC) and across
Whitehall with the National Security Communications Team (NSCT). MSE is
task-organised into teams to address strategic issues.
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a. Effects. The Effects team conceives, develops and :
executes innovative, complex and sensitive strategic full
spectrum multi-domain influence operations to counter hostile
state actors globally. It is responsible for developing the Strategic
Communication Actions and Effects Framework (SCAEF) and
conducting full-spectrum effects planning, supporting delivery of

military strategic objectives.

/LN

b. Targeting. The Targeting team is responsible for: UK full
spectrum targeting policy; developing targeting directives and
rules of engagement profiles; and conducting strategic-level
targeting where there is no targeting directive.

c. Intelligence Support to Targeting and Effects. The
Intelligence Support to Targeting and Effects (ISTE) team enables
and supports the Targeting and Effects teams (and other
identified customers) in the delivery of full spectrum targeting
and audience-centric strategic effects planning by providing
prioritised, fused and integrated intelligence support.

d. Defence Information Operations Centre. The Defence
Information Operations Cell (DIOC) coheres and coordinates
information operations (Info Ops) across Defence; its functions are
to:

e provide the Defence single point of contact for
collaboration on Info Ops;

e act as the Defence approvals authority for psychological
operations and deception;

e streamline the permissions, concept generation, approval
and evaluation processes for Info Ops;

e provide Info Ops coherence across Defence, with wider
UK government, and with allies and partners;

e develop Targeting and Effects Directives and Information
Competition Directives to support audience-centric
planning in support of Defence aims;

e provide operational governance and assurance for Info
Ops; and

e provide a repository for departmental and strategic Info
Ops policy.
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e. International strategic communication. Provides
StratCom guidance on priority Defence issues such as
principal hostile states, sensitive strategic issues (for example,
continuous at sea deterrent) and activities having strategic impact.

/
/LN

Strategic communications processes at Allied Command
Operations

3.10 Direction and guidance. The SACEUR-led ACO Strategic
Communications Coordination Board is the primary body overseeing ACO
StratCom direction and guidance.

3.11  Planning. The ACO StratCom framework is the primary means for
disseminating SACEUR’s StratCom direction and guidance. This is supported
by ACO integrated communications plans and StratCom implementation
guidance. They are developed by Supreme Headquarters Allied Powers
Europe (SHAPE) Communications Division (ComDiv) in consultation and
coordination with NATO Headquarters IMS PASCAD and the J10 StratCom
directorates of the joint force commands (JFCs) and Joint Support and
Enabling Command (JSEC). SHAPE ComDiv plans ACO communication
activities.

3.12 Coordination. SHAPE ComDiv liaises with nations through the SHAPE
national military representatives to ensure dissemination of NATO and Allies’
messaging to military forces assigned, or likely to be assigned, to NATO
command and control.

3.13 Execution. SHAPE ComDiv executes ACO communication activities and
has oversight on the execution of ACO information activities.

3.14  Assessment. SHAPE ComDiv provides information environment
assessment (IEA) reports to SACEUR.

. L : g=>
Strategic communication processes at Strategic

Command (operational level)

1IN

UK 8.2. Strategic Command (UKStratCom) leads the development and
generation of an integrated joint force that is optimised for warfare in
the Information Age and, through it, delivers the UK’s joint and enabling
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strategic capabilities. These enable the UK to compete with and
confront adversaries, including on sub-threshold activity, anywhere

in the world. UKStratCom integrates these capabilities at strategic and
operational levels across the five operational domains.

UK 3.3.  Within UKStratCom, Chief of Joint Operations (CJO) is responsible
for: command and control of assigned forces on joint operations;

delivering military strategic objectives for UK operations overseas and
exercises directed by Chief of the Defence Staff (CDS) and the MOD;
providing policy-aware military advice to inform the strategic commitment

of UK forces overseas; and the agile command and control element of
UKStratCom'’s output.

UK 3.4. Permanent Joint Headquarters (PJHQ), commanded by CJO, is
a multidisciplinary headquarters that deploys, commands, sustains and
recovers personnel from current operations. It produces evidence-based,
policy-aware military advice for CDS, our ministers, the MOD and our
deployed commanders. The headquarters is organised along the standard
NATO J1-9 branch structure with Defence strategic communication
(Defence StratCom) and information activities being planned and
orchestrated through the Joint Effects team in the J3 branch.

UK 3.5. The Joint Information Activities Support Cell (JIASC) was
established by PJHQ as a short-term solution to support contemporary
operations. It conducts and requests audience analysis to support planning
and to monitor, analyse and assess the information environment. It also
reinforces the PJHQ psychological operations and media operations

staff effort. PJHQ is in the process of formalising the JIASC as part of the
headquarters structure.

Strategic communications processes at joint forces
command

3.15 Direction and guidance. The JFC commander approved StratCom
framework is the primary publication for providing StratCom direction and
guidance to the headquarters.

3.16 Planning. The annual JFC StratCom framework and implementation
guidance is the primary means for disseminating JFC commander StratCom
direction and guidance. This is supported by respective StratCom integrated
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communications plans. JFC J10-StratCom develops the aforementioned
documents in consultation and coordination with JFC headquarters staff,
SHAPE ComDiv, subordinate units’ and other NATO force structure (NFS) units’
headquarters J10-StratCom staff in a joint operations area. JFC J10-StratCom,
through the StratCom Working Group (SCWG) and Information Activities
Coordination Board (IACB),?* plans, coordinates and synchronizes JFC
information and communication activities in a joint operations area.

3.17 Coordination. JFC J10-StratCom liaises with SHAPE ComDiv,
subordinate units’ and other NFS units’ headquarters J10-StratCom staff, as
well as NATO entities (partners) in a joint operations area to ensure coherence
and dissemination of NATO messaging.

3.18 Execution. JFC J10-StratCom executes communication activities in its
joint operations area. The IACB ensures that information activities are coherent
and synchronized with other actions in the joint operations area.

319 Assessment. JFC J10-StratCom provides IEA reports to SHAPE
ComDiv.

ih
/LN

Strategic communications processes at Standing »‘
Joint Force Headquarters level

UK 3.6. The Standing Joint Force Headquarters (SJFHQ) Group supports
UKStratCom to shape how Defence will operate, innovate and fight in the
Information Age. The SUFHQ Group integrates all relevant expertise with
capabilities from across the UK government and international partners to
create the full range of effects in support of UK interests worldwide. This
integrated approach enables coherent narratives to be developed to shape
strategic communication at the headquarters level.

UK 3.7. The SJFHQ Group can generate headquarters for fixed tasks and
as part of a responsive force. It includes deployable headquarters which
collectively provide Defence’s joint operational-level, deployable command
and control capability; each is staffed to conduct Info Ops analysis,
planning, integration and assessment.

24 This can be an Information Activities Working Group (IAWG) as appropriate in some
headquarters.
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Strategic communications processes at component
command

3.20 Direction and guidance. The component command commander-led
Strategic Communications Coordination Board is the primary body for
providing StratCom direction and guidance to the headquarters.

3.21 Planning. The annual JFC StratCom framework and implementation
guidance is the primary means for disseminating component command
commander StratCom direction and guidance. This is supported by
respective StratCom integrated communications plans. Component command
J10-StratCom develops the aforementioned documents in consultation and
coordination with JFC J10-StratCom and subordinate units’ headquarters
J10-StratCom staff (and other NFS units’ headquarters J10-StratCom staff

if required) in an area of operations. Component command J10-StratCom,
through the SCWG and IACB, plans coordinates and synchronizes component
command information and communication activities in an area of operations.

3.22 Coordination. Component command J10-StratCom liaises with JFC
ComDiv and subordinate units’ headquarters J10-StratCom staff (and other
NFS units’ headquarters J10 StratCom staff and NATO entities/partners if
required) in an area of operations to ensure dissemination of NATO messaging.

3.23 Execution. Component command J10-StratCom executes
communication activities in its area of operations. The IACB ensures that
information activities are coherent and synchronized with other actions in the
area of operations.

3.24 Assessment. Component command J10-StratCom provides IEA
reports to JFC J10 StratCom and/or SHAPE ComDiv.
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Defence strategic communication processes for
componency

UK 3.8. The UK uses componency to describe a wider range of command
and control relationships than exists in NATO. Modern componency is

a model that acknowledges the expansion of operational domains, the
greater number of components over and above the three single Services,
and the adoption of an enduring threat-based campaign approach, which
drives persistent activity throughout the continuum of competition. Modern
componency is described more fully in Allied Joint Publication (AJP)-3,
Allied Joint Doctrine for the Conduct of Operations, Edition C, Version 1

with UK national elements, Change 1.

UK 3.9. As the principal global joint commander, CJO is charged to
command and oversee most deployed military activity. Additionally, with

a theatre-level approach to operations, CJO is to integrate and, where
appropriate, amplify all military activity. Such ampilification will be achieved
using StratCom planning to understand the information environment and
associated communications capabilities to create and measure desired
cognitive effects.

UK 3.10. As illustrated in UK Figure 3.1, the modern componency model

is designed around levels of delegation and lead-component constructs.

It recognises that complexity, risk and scale may require command and
integration at the joint command level. This model supports a mission
command approach to the creation of operational effects. At every level, the
StratCom function will be central to the understanding of audiences; Info
Ops staff will plan and assess information activities and associated effects.

/L N
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Level 3: ‘Crisis and/or conflict’

Permanent Joint Headquarters (PJHQ) PJHQ or JTF
or joint task force (JTF) directed/integrated = directed / integrated

e.g. Operation Scorpius, Operation Pitting

A Level 2: ‘Compete’

Supported component
(multiple components supporting
a CJO-designated lead) Empowered components
delivering the ‘operate’

programme either as
___________________________ single component
activity or as multiple
components under
Single component-led activity a designated lead.
but with routine integration with other
components (and Defence attachés/PJOBs,
noting they are not OPCOM CJO)

e.g. Operation Tosca, Operation Pitch Black

Level 0: Non-operational activity

e Sport/adventurous training/battlefield

studies/personal travel Single Service-led activity
® Business meetings
e Service personnel in routine assignment

overseas within the theatre

o
=
o
=
Q
O
a
(@]

e.g. Operation Cabrit, Operation Achillean

Scale and complexity

OPCOM sS

CJO Chief of Joint Operations
OPCOM operational command

PJOB permanent joint operating base
sS single Service

UK Figure 3.1 — UK componency models’

UK 3.11.  This new approach to componency remains entirely compatible
with existing NATO command and control constructs in the event of
responding to crisis operations under a NATO Command Structure. In
such a scenario, UK forces would still, where appropriate, transition to
command under a NATO joint task force headquarters appointed by
SACEUR. From a national perspective, CJO may continue to oversee

the use of specific nationally retained capabilities. NATO would have
responsibility for theatre-level StratCom direction and guidance; MSE would
retain responsibility for Defence’s contribution to national StratCom efforts,
including in designing and creating effects across global audiences, in
coordination with NATO.

1 Taken from AJP-3, Allied Joint Doctrine for the Conduct of Operations, Edition C,
Version 1 with UK national elements, Change 1.
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Operations planning process

3.25 An essential part of NATO StratCom is formulating StratCom
objectives? that support achieving desired end states. They should be clearly
defined and attainable goals. Derived from objectives, and in support of them,
respective desired effects should be created. When setting objectives and
planning effects, the following principles need to be observed. They should be:

* legitimate — they should respect the values of a pluralistic public
debate and intellectual self-determination of the audience and the
freedom of the media of democratic states;

e realistic — they should take into account the complexity and multiple
interdependencies of the information environment; and

e measurable — they should describe the attainment of a measurable
outcome within defined periods of time.

3.26 StratCom assessment criteria seek to evaluate whether and to what
extent its intended effects have been achieved. Indicators need to be identified
and quantified at the beginning of the operations planning process and
referenced throughout execution to show if and when success has been
achieved.

3.27 Effects in the physical and virtual dimensions can have cognitive effects,
either positively by closing the 'say-do' gap to our advantage, or negatively by
contradicting our own information and communication activities. Therefore,
StratCom objectives need to be considered at every stage of conception,
direction, planning and execution for an activity.

25 See Annex B, paragraph B.10.e for more details on StratCom objectives.
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StratCom objectives must be integrated into the planning process for operations =¥

across the continuum of competition

Battle rhythm

3.28 For all activities across the continuum of competition, appropriate
information and communication activities should be identified, planned,
executed and/or integrated with other activities to create, mitigate and/or avoid
certain effects in the three effect dimensions — physical, virtual and cognitive

— of the information environment. This requires pan headquarters integrated
planning. See Annex C for the StratCom contribution to the operations
planning process.

3.29 The pan-headquarters integrated planning requires synchronizing
strategic, operational, and tactical processes, to ensure mission planning,
preparation, and execution. This process, called battle rhythm, is a routine
cycle of command and staff activities intended to synchronize current and
future operations. This battle rhythm is created and outlined in individual
headquarters' standard operating procedures.

3.30 While there are some typical battle rhythm events like a commander’s
brief or Joint Coordination Board, the headquarters battle rhythm should
also facilitate NATO StratCom related working groups and boards to support
implementation and coordination vertically and horizontally. While individual
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headquarters adopt their own battle rhythm, boards and working groups,
Annex D outlines considerations for possible working groups and boards to be
facilitated or attended by J10-StratCom.

Joint effects and joint targeting

3.31 Joint effects is a developing function based on current joint targeting
practices; integration across disciplines is critical to success. The StratCom
function contributes by ensuring joint effects is conducted being cognisant of
extant StratCom direction and guidance. The joint effects function is further
explained in AJP-3.9, Allied Joint Doctrine for Joint Targeting.

3.32 Joint targeting is a component of the joint effects function that manages
the process of selecting and prioritizing adversary targets with a view to
creating desired effects in the physical, virtual or cognitive dimensions in
accordance with the commander’s objectives. Through the information staff
function, J10-StratCom is responsible for identifying and proposing information
activities as part of the joint targeting process. The joint targeting function

is further explained in AJP-3.9, Allied Joint Doctrine for Joint Targeting. The
information staff function is further explained in AJP-10.1, Allied Joint Doctrine
for Information Operations.

3.33 Recognizing that all actions and non-actions in the operational
domains will ultimately have effects in the physical, virtual and cognitive

effect dimensions, the alignment of our ‘actions, images and words’ with the
narrative is essential both for coherent StratCom and successful joint effects.
The result of all effects across the dimensions can be intended or unintended.
Intended refers to those effects for which the activity was primarily conducted
to achieve. Unintended refers to consequential effects that were not the
primary purpose of the activity.

Counter-hostile information and disinformation

3.34 Counter-hostile information and disinformation, also known as
countering propaganda, is a multi-discipline effort. It is guided and directed
by J10-StratCom and coordinated by the information operations (Info Ops)
staff to deliver agility and proactiveness within the information environment.
The continuous IEA conducted by J10-StratCom-led Info Ops IEA cell is
complemented by military public affairs (Mil PA) and psychological operations
(PsyOps) specialists. The latter has a leading role in the analysis of hostile
information and disinformation and support to counter-hostile information
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activities during operations. They focus specifically on analysis of adversary
information activities, their source, content, intended audience, media selection
and effectiveness.

3.35 The role of PsyOps specialists comprises analysis, advice, prevention
and crisis management across the continuum of competition to mitigate
and counteract the use of adversary hostile information activities and
develop Allied options and opportunities for employment of their own
PsyOps. Identified themes in adversary’s hostile information activities can be
countered by information and communication activities through coordination
by J10-StratCom, as required. It remains the responsibility of Allies and

their entitled bodies to decide how and if they counter/respond to hostile
information activities in their respective countries.

Section 3 — Understanding

3.36 Understanding the information environment is a vital prerequisite to
planning, conducting and assessing NATO activities. It comprises research,
analysis and assessment of the information environment as part of the IEA and
is fused, with the joint intelligence preparation of the operating environment
(JIPOE) and an assessment of the missions and tasks assigned, to form the
comprehensive understanding of the operational environment (CUOE). The
CUOE allows a commander and their staff to understand the physical, virtual
and cognitive elements of the system within the engagement space that can
be used or targeted to create effects in the effect dimensions.

N ]
AN

UK 8.12. Joint Doctrine Publication (JDP) 2-00, Intelligence,
Counter-Intelligence and Security Support to Joint Operations provides

the UK guidance on intelligence procedures. It reinforces the enduring
cross-governmental nature of intelligence and the need to inculcate a spirit
of collaboration, including with partners and allies, in an inter-departmental
and inter-agency context. This involves integration and cooperation
between government departments and the UK intelligence community. This
publication recognises the IEA as the Info Ops-led process to understand
audiences; unlike in the NATO context, the UK’s IEA and JIPOE are done
collaboratively and in tandem.

80
Edition A Version 1 + UK national elements (Change 1)



AJP-10

\ /]
/L N

UK 3.13. Audience analysis and target audience analysis are e
employed as defined in NATO terminology, but the UK has decided to
elaborate and introduce the additional terms of baseline audience analysis
and mission audience analysis to better reflect the specified outputs of the
process, as shown in UK Figure 3.2 below.

target audience analysis (TAA)

The focused examination of
targeted audiences to create
desired effects. (NATO Agreed)

mission audience
analysis (MAA)
The focused
understanding of target
audiences in support
of a mission or task to
create desired planning
effects. (UK Agreed)

baseline audience
analysis (BAA)

The foundational level
of audience analysis
to support planning
and inform mission
and target analysis.
(UK Agreed)

audience analysis

The understanding and segmentation of
——> audiences in support of the achievement
of objectives. (NATO Agreed)

UK Figure 3.2 — Audience analysis

Information environment assessment

3.37 The IEA pursues understanding of the information environment by
identifying the parameters that can be used to generate a realistic picture of
the relevant audiences and their respective communication processes and the
technological equipment used. Monitoring and assessment of the information
environment provides an indication of changes within the information
environment to inform future planning and execution. As the environment
evolves, the IEA needs to continue to be fully integrated into a headquarters’
wider understanding, encompassing all levels of the military command
structure. This will ensure commanders have a common understanding of the
information environment.
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Information environment assessment activity includes physical terrain analysis

3.38 The IEA provides the ability to analyze, assess, evaluate and visualize
the information environment and is comprised of people, processes and
technology to support understanding, decision-making and the application of
capability in the engagement space. It can be broken into two main elements:
analysis and assessment. IEA activity begins with identifying audiences —
benchmarking their attitudes, perceptions and behaviour — and the information
and communication processes, systems (including their characteristics and
components), and equipment that support and feed their understanding. This
is followed by monitoring and assessing the information environment to identify
changes that affect NATO missions, NATO operations or NATO as a whole,
positively or negatively, and inform future planning and execution of information
and communication activities. Within J10-StratCom, the information staff
function will be responsible for the IEA process, assisted by numerous
stakeholders who will provide specialist input and analysis.

3.39 The IEAis the foundation for the planning and execution of all
information and communication activities and can be broken down into several
analysis and assessment processes. This is illustrated in Figure 3.1.
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Information environment (analysis) Assessment
Baseline Human factor Communications Audience Behaviour Cognitive
analysis analysis analysis analysis analysis assessment
Country Cultural and Narrative Orientationand  Cognitive effect Monitors
briefs social analysis analysis link analysis analysis . w;rning
Framework Instituti Ivsi
briefs nstitution anaysis  ostile comms Audience Capabilt
G . analysis segmentation P W,
Historical ender analysis op_porTunlty, Behaviour
analysis motlvathn and driver assessment
Information Own comms Cognitive effect behalwqur
Cultural, social ~ systems analysis analysis determination analysis
+ gender baseline
. . Assessment and
B v Physical terrain Earned Potential target Monitors vElETen GHErE
sEseline analysis comms audiences and warning
Figure 3.1 — Information environment assessment 3

3.40 The IEA provides the ability to comprehensively understand the
dynamics of the information environment to better operate within it, assessing
the effects of own and hostile information and communication activities,

as well as assessing earned communications (as illustrated in Figure 3.1).

It supports StratCom decision-making seamlessly at the political strategic,
military-strategic and operational levels. IEA requires:

e people with technical and analytical skills;

e processes that are predictable, repeatable methods applicable and
relevant at multiple levels; and

e technology tools that provide a common digital environment — an
environment enabled by a range of data sources and services,
working with speed, aggregation of content and access to a
wide range of disaggregated advanced analytic packages and
visualization.

3.41  The introduction of IEA is designed to provide a holistic understanding
of the information environment to better support decision-making. However,
it is not intended to be a stand-alone function. It must be flexible to meet the
future cross-functional needs of other communities of interest. IEA is most
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effective when integrated into, and informed by, other functions and processes,
receiving and providing adapted products to support planning and conduct

of activities.?® Figure 3.2 illustrates the methods and some of the sources used
for IEA.

Methods for IEA

Cognitive

Baseline analysis

Human factor analysis

Communications analysis

Audience analysis

Physical Behaviour analysis

Cognitive assessment

t + 1

Sources for IEA

: NATO Cyber-

CIMIC civil-military cooperation Int intelligence
GENAD gender advisor Mil PA  military public affairs
IEA information environment assessment PsyOps psychological operations

Figure 3.2 — Methods and sources for information environment assessment

3.42 The IEA considers the information environment in terms of all sources
of data and publicly available information. There are occasions when analysis
or insights generated through the IEA process are required to contribute

to analysis conducted at more classified levels, normally conducted by
communities outside the StratCom disciplines, for example, J2-Intelligence
directorate.

26 See AJP-10.1, Allied Joint Doctrine for Information Operations for further information
on [EAs.
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Section 4 — Planning and execution

3.43 The planning and conduct of NATO activities across the continuum

of competition should be carried out in accordance with the commander’s
direction and guidance. The operation plan should specify the audiences to
be informed and influenced, the effects required/desired and the rationale.
J10-StratCom is responsible for supporting this planning by sharing and
integrating the expertise of its functions and capabilities through coordination,
meetings, working groups and boards.

3.44 Intent. The purpose of Alliance information activities is to maintain

or change perceptions, attitudes or behaviours to support the desired end
state through the coordinated, combined and synchronized use of a variety
of means. It is essential that commanders receive, and give, clear direction
and guidance; there should be a continual assessment of progress towards
the achievement of objectives. The commander's intent is complemented by
the commander's (micro) narrative. The intent and associated (micro) narrative
drive the planning and conduct of all activities. The head and director of
communications (DirCom) of J10-StratCom supports the development of the
commander's (micro) narrative and provides advice to the commander on
how to align the actions, images, words and deeds of the forces under their
command.

3.45 Ends, ways and means. An assessment of how (ways) and with what
(means) should only occur at the stage where the desired outcomes (ends)
are known, and the information environment is understood. Much can be
considered in advance, but the NFS need to be tailored to the mission to
meet the requirement. It can be a mistake to take available military formations
and then try to fit them to a problem they are not structured to resolve, purely
because they are available. Direction from the NATO Military Committee on
the composition of forces for operations forms only part of the NATO toolset
for sending a message. Direction on desired audience behaviour and attitude
will be wrapped into military strategic objectives, along with direction on the
broader messages to be delivered to a wider range of secondary audiences.

3.46 Direction. Capabilities and activities communicate; what they
communicate is shaped and amplified by communication activities and
information activities. Thus, presence, posture and profile and the disposition
of forces should be designed considering the intended effect in the
information environment. All capabilities contribute to the communication
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effort and StratCom helps the commander to maintain the strategic and
tactical relevance of this effort. StratCom attaches equal relevance to all
NATO capabilities regarding their respective contribution to the overall
communication effort.

3.47 Balancing desired and undesired effects. The use of military assets is
a powerful tool to send a message. However, it is extremely difficult to create
the intended perceptions in audiences to generate the required behaviour,
while simultaneously avoiding unintended and unhelpful effects. Negative
impacts to external stakeholders and the public should be considered

and mitigated during risk analysis. StratCom contributes to the successful
application of operations design by assessing the positive and negative
perceptions that might be generated by various courses of action and
determining which course of action might offer the most advantageous likely
outcome.

3.48 Strategic communications direction. Military action alone does

not resolve crises in the contemporary global security environment. It can,
however, enable support and set the conditions for resolution by other actors,
and other instruments of power provided by NATO member states and/or other
international organizations. Following the political direction of the NAC, NATO
Headquarters issues StratCom direction and guidance to the military-strategic
level through the NATO Headquarters PDD and IMS PASCAD. All military
activities are planned and executed in accordance with NATO Headquarters
political-strategic direction. PDD also provides the coordinating function for
the other instruments of power exercised by individual member states. NATO
StratCom direction and guidance includes the following.

a. Strategic narrative. This provides the activity-specific historical and
contemporary context for the operation and the desired end state. The
strategic narrative will guide planning and provide meaning to NATO'’s
actions.

b. StratCom framework. This provides the necessary StratCom
factors, considerations and approach for the conduct of the operation.
This supports commanders at all levels to use mission command

to contribute to achieving the desired end state. Within NATO there
are three tiers of StratCom framework. The direction and guidance
contained in each framework is consistent with the direction and
guidance provided in the framework issued from the higher level of
command. See Annex B for further detail on StratCom frameworks.
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c. Integrated communication plan. This provides the necessary
direction and guidance for the conduct of communication activities. This
ensures coherence of messaging across and through the multiple layers
of command.

/N

UK 3.14. The CDS directive provides the strategic direction and
guidance for every operation or framework. At the heart of the directive are
the military strategic objectives (MSQOs), which identify the key audiences
and desired effects to be created on those audiences. It provides a short
narrative to give the specific context for each selected audience set. The
SCAEF annex to the CDS directive provides a baseline understanding of
where key audiences’ attitudes and behaviours currently lie and in which
direction it would be desirable for them to move. For more information on
SCAEF, see Annex B.

3.49 Working groups and boards. Operations require strategic, operational
and tactical processes to be synchronized to ensure mission planning,
preparation and execution will be successful. This process is a routine cycle
of command and staff activities intended to synchronize current and future
operations planning in accordance with the headquarters' decision cycle.
J10-StratCom contribute their subject matter expertise in different working
groups and boards that are part of the routine cycle within the headquarters.
They should make sure that the cycle contains working group and board
meetings that support the StratCom efforts. See Annex D for more details on
StratCom-related working groups and boards.

Section 5 — Monitoring and assessment

3.50 There needs to be a continual assessment of progress towards
achieving the military-strategic objectives and understanding how military
activities are impacting audience perceptions, attitudes and behaviours.

This requires an effective assessment process that uses a combination of
assessment criteria to determine the effects of our actions on audiences’
perceptions, beliefs, interests, aims, decisions and behaviours.?” Since military
activities are not an end in themselves, they should only be undertaken where
they will support the attainment of the end state.

27 See AJP-10.1, Allied Joint Doctrine for Information Operations for further information.
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UK assessment frameworks and metrics

UK 3.15. The assessment framework for monitoring and evaluating
campaigns are part of the CDS directive. The assessment framework
articulates how the campaign’s progress will be monitored and assessed. It
will define the assessment criteria to be captured at each level.

UK 3.16. At the campaign level, metrics should be thematic and indicate
the multiple behaviours and attitudes that could be expected. This is
achieved through developing the theory of change and scrutinising how
activities contribute to outcomes and longer-term change in audiences.
Metrics will be used to monitor audiences based on the theory of change
and the expected consequences. The theory of change will indicate how
the outcome is planned as a result of the full sequence of activities and their
consequences. The stages for developing the assessment framework are
as follows.

e Use the MSOs to define the observable behaviours that will
be representative of the final outcome/desired end state.

e Depending on activity level, use the theory of change or
develop it further to identify all associated metrics.

e |dentify metrics for each outcome — consider the full range
of available sources, as well as sources identified within the
audience analysis and the broader understand function.

e Establish routes to access data for metrics — this could
include setting requests for information and audience analysis
tasking.

Attitudes and behaviour

3.51 If a NATO end state is to be attained and maintained over time, an
understanding of what will change attitudes — perceptions and beliefs — and
behaviour is essential. Equally, an understanding of what might maintain and
reinforce those traits is also necessary. It is important to understand that
changes may be long term as a result of persuasion, or short term as a result
of coercion.
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3.52 Similarly vital for this understanding is assessing the factors that impact
perception and beliefs (environment, motives and values), which may shape
behaviour. The formulation of measures of effectiveness (MOE)?® should focus
on two related questions.

a. What is the audience saying? This might indicate changes in
attitude or identify evolving conditions required for behaviour to change.

b. What is the audience doing? This will confirm the creation of
effects with regard to desired changes in behaviour and might indicate
changes in attitudes.

3.58 In addressing the questions of what the audience is saying and doing,
freedom of speech, or lack of it, should be taken into account. Additionally,
the overt expression of opinion can require much more commitment than
anonymously expressing an opinion. Equally, what people say anonymously
does not have to reflect their overt actions. People behave and speak
differently online and offline. When confirming the creation of desired effects,

28 The MOE should take into account the requirements of contemporary international
professional standards such as the Integrated Evaluation Framework of the International
Association for the Measurement and Evaluation of Communication (AMEC).

89
Edition A Version 1 + UK national elements (Change 1)



AJP-10

both short-term behaviour change and longer-term changes in behaviour
should be considered.

Information fusion

3.54 A true understanding of the information environment requires the fusion
of the results of overt and covert collection methods, which may be classified.
It is important for commanders and analysts to have access to any additional
classified information that may affect their decision-making. J10-StratCom
personnel involved in the understand function must work closely with
J2-Intelligence through an agreed information fusion process, including direct
access to the intelligence functional systems, to ensure the commander has
the best picture available.

3.55 While J2-Intelligence focuses on adversary-centric information
collection while conducting the JIPOE, J10-StratCom should focus on broader
audience-centric information analysis to provide cognitive orientation of public,
stakeholders and actors towards concerned themes, institutions, groups, key
influencers and communicators.

Process evaluation

3.56 The I[EAis an evolving functional area that operates within an evolving
environment. This makes capturing lessons identified and lessons learned
critical to its effective development. Where StratCom-enabled activities prove
to be ineffective at generating desired changes, an analysis of the situation,
supported by polling of the parties (perhaps years later) will help us to
understand why something did or did not work. The lessons identified should
be examined to determine whether they indicate that wider systemic issues
need to be addressed or point solely to errors in conducting the activities.

e \Was the audience analysis incomplete?
e \Was a vital factor missed?
e \Was the execution of the activity poor?

3.57 History has demonstrated that some almost insignificant actions or
decisions have had significant impacts on the course of events. Therefore,

a continuous process of learning from experience is essential to understand
what constitutes the most efficient way NATO can operate and communicate
with audiences.
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Section 6 — Education and training

3.58 Effective StratCom requires trained and experienced communication
practitioners. NATO Allied Strategic Communications Publication (ASCP)-01,
NATO Strategic Communications Training Standards defines the minimum
level of proficiency for all personnel assigned to NATO J10-StratCom positions.
This should ensure Allies, who are diverse in their national approaches to the
concepts of StratCom, Mil PA, Info Ops and PsyOps, understand and agree
the competency and experience standards required of individuals assigned to
serve in NATO StratCom positions. Its implementation will also support a more
effective overall Alliance response through individual Allies’ national responses
to an adversary strategy. ASCP-01 has five aims.

a. To establish a minimum standard of competency for individuals
assigned to NATO peacetime establishment and crisis establishment
StratCom positions.

b. To establish a minimum collective training standard for the
StratCom capabilities identified in the NATO capability codes and
capability statements.

c. Toenable NATO to better manage and deliver the education and
training needed to meet the NATO-specific requirements.

d. To define the responsibility for education and training between
nations and the Alliance.

e. To provide nations bidding for positions within NATO StratCom
disciplines with the detail needed to ensure that the individuals assigned
to the positions meet the minimum competency standards required.

3.59 ASCP-01 defines the cross-cutting core competency areas for the
StratCom disciplines and defines the minimum core competency requirements
for each area. It also sets out the key roles and responsibilities for NATO
StratCom education and training, enabling Allies to adapt and develop their
national training programmes to better support interoperability.
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UK 3.17.  The Joint Information Activities Group (JIAG) develops and
delivers the Info Ops and information activities training for Defence in
support of UK operations. The JIAG delivers the following courses.

/
/LN

e Joint Information Operations Course provides individuals
with the foundation knowledge required for employment in
Info Ops or related assignments focusing on the operational
level, but also applicable for the strategic and tactical levels.

e Military Psychological Operations Course provides
individuals with the foundation knowledge required for
employment in PsyOps roles or related assignments focusing
on the tactical level, but applicable to operational-level roles.

e Target Audience Analysis Practitioners Course provides
individuals with the foundation knowledge required
for employment in audience analysis roles and related
assignments.

e Defence Communicators Course provides individuals with
the foundation knowledge required for employment in media
and communication roles or related assignments up to the
strategic level.

Policy and governance

3.60 Military Committee (MC) 0458/4, NATO Military Policy on Education,
Training, Exercises and Evaluation 2° provides the framework for governance
and uses the global programming methodology to assess operational
requirements against training delivery. The key elements are:

e StratCom strategic training plan, which establishes StratCom as the
overarching authority on training for StratCom, Mil PA, Info Ops and
PsyOps;

e ASCP-01, NATO Strategic Communications Training Standards;

29 Bi-SC Directives 75-2, 75-3 and 75-7 are the principal documents that NATO
personnel should reference to illustrate how NATO policy should be applied within NATO
command and force structures.
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e training requirements analysis;

e training needs analysis;

e annual discipline conference; and

e StratCom discipline alignment plan.
Responsibilities

3.61 Allies. Allies are individually responsible for ensuring personnel assigned
to NATO J10-StratCom and DirCom positions meet the defined and agreed
pre-assignment education and training competency standards and the
required experience, as set out in ASCP-01.

3.62 NATO. The NATO requirements authority is responsible for defining
NATO competency standards for personnel assigned to NATO J10-StratCom
positions.

3.63 Director of communications. DirCom is responsible for ensuring all
J10-StratCom job descriptions accurately reflect the role and responsibilities of
the post holder.

3.64 ACT Joint Force Development. ACT Joint Force Development through
the StratCom discipline Department Head and ACT Officer of Primary
Responsibility and Education and Training Facilities, are responsible for
ensuring the quality of instruction, course content and speakers for all NATO
approved StratCom courses to meet the education and training competency
levels set by the Requirements Authority and as set out in the Annual Discipline
Alignment Plan.
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Key points

Creating effects in the cognitive dimension is the primary consideration
for the planning and conduct of all activities. Synchronised messaging
is required to ensure that NATO objectives and NATO's actions are
understood by audiences as intended.

In Defence, MSE designs, synchronises and orchestrates the full
spectrum of military strategic effects. MSE is organised into five teams:
Effects, Targeting, ISTE, DIOC and International strategic communication.

In PJHQ, Defence StratCom and information activities are planned

and orchestrated through Joint Effects in the J3 branch. The new
JIASC conducts audience analysis to support planning and assess the
information environment. It also reinforces the PJHQ PsyOps and media
operations staff effort.

In NATO JFCs, StratCom is the responsibility of the newly created
J10-StratCom staff branch. JFC J10-StratCom liaises with SHAPE
CombDiv, subordinate units” and other NFS units’ headquarters
J10-StratCom staff, as well as NATO entities (partners) in a joint
operations area to ensure coherence and dissemination of NATO
messaging.

Countering hostile information and disinformation is a J10-StratCom
responsibility, coordinated by the Info Ops staff.

The continuous IEA conducted by J10-StratCom-led Info Ops IEA cell is
complemented by Mil PA and PsyOps specialists.

Understanding the information environment is a vital prerequisite to
planning, conducting and assessing NATO activities. It comprises
research, analysis and assessment of the information environment as part
of the IEA and is fused with the JIPOE to form the CUOE.

The IEA provides the ability to analyse, assess, evaluate and visualise
the information environment. It can be broken into two main elements:
analysis and assessment.
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Chapter 4
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In this chapter, the structure of a J10-Strategic
Communications branch in a NATO headquarters

is considered in more detail. It describes how strategic
communications enables a commander to understand audiences
and shape the information environment in support of NATO’s aims
and objectives, across the continuum of competition. The key
steps are described as: understand and assess; plan and integrate;
and communicate. The relationship with information operations

as a staff function, and the principal communication capabilities,
military public affairs (media operations in UK terminology) and
psychological operations are also explained.
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Two monologues do not
make a dialogue.

Jeff Daly
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Chapter 4

The communications
directorate

Section 1 — Introduction

4.1  The introduction of MC 0628, NATO Military Policy on Strategic
Communications represented a fundamental shift in NATO’s direction and
guidance for strategic communications (StratCom). It was developed in
response to the demand from the Military Committee for a forward-leaning
policy that created a more integrated StratCom approach and reflected the
developments in the international security environment.

4.2 MC 0628 also recognizes the need for NATO to continuously adapt
and enhance the speed, connectivity and effectiveness of its information and
communication activities. It requires the Alliance to be agile and proactive
within the information environment and to be organized and active in a way
that is effective in peace, crisis and conflict.

4.3 Inline with MC 0628, each NATO military headquarters must

have a communications directorate (or similar title) led by a director of
communications (DirCom), reporting directly to the command group, for the
execution of the encompassing tasks. This directorate groups together, as

a minimum, the information staff function (information operations (Info Ops)),
communications capabilities (military public affairs (Mil PA) and psychological
operations (PsyOps)) to provide an organizational structure that coordinates
and synchronizes information and communication activities with other military
activities; this enables and maximizes their utility across the continuum of
competition. The particular requirements of each communication capability
and information staff function must still be met through retention of their
functional responsibilities and, where appropriate, dual-hatting.

4.4  MC 0628 provides commanders the freedom to decide on the most
appropriate nomenclature for their communications directorate. However,
to avoid confusion and as indicated in the preface, for the purposes of this
publication the communications directorate is designated J10-Strategic
Communications (J10-StratCom).
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Section 2 — J10-Strategic
Communications staff functions

4.5 J10-StratCom enables a commander to understand audiences and
shape the information environment continuously in support of NATO’s aims
and objectives. It is organized to fulfil three primary staff functions across the
continuum of competition, as illustrated in Figure 4.1.

a. Understand and assess. NATO'’s behaviour-centric approach to
operations uses the information environment assessment (IEA) to help
determine the effects required to achieve the desired behavioural and
attitudinal changes to support the Alliance’s objectives. J10-StratCom
needs to be able to conduct audience research to support
recommendations for the planning and conduct of activities. It should
also develop appropriate baselines to enable effective assessment of
all activities, which will track and measure behavioural and/or attitude
change to inform and guide a commander.

b. Plan and integrate. Planning and execution of activities must

be carried out mindful of the potential effects in the information
environment. J10-StratCom will plan and integrate information
activities to create the desired effects, and should inform and support
headquarters-wide activities to ensure it remains aligned with the
Alliance StratCom direction and guidance and is coherent with the
strategic and/or micro narrative.

c. Communicate. The planning and integration for communication
activities will be conducted within J10-StratCom and executed by the
J10-StratCom communications capabilities. It is primarily informed by
the integrated communications plans that ensure their activities are
coordinated and synchronized to support the wider StratCom intent,
whilst retaining the separation of functions required by their respective
Military Committee policies. The Chief Public Affairs Officer (CPAO),
who is the lead for internal and external communications, will maintain a
direct advisory function to the commander.
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Figure 4.1 — J10-Strategic Communications staff functions

Section 3 — Structure

4.6 All headquarters and formations under Allied Command Operations'
(ACO) command and control are required to have a J10-StratCom that groups
together all StratCom, Info Ops, Mil PA and PsyOps personnel, functions and
their assigned force elements in line with MC 0628. When placed under NATO
command, NATO force structure (NFS) headquarters should be structured
with the same J10-StratCom (or similar organization), reporting directly to the
command group. To minimize changes when an NFS headquarters comes
under ACO command, it is recommended that the NFS headquarters maintain
an MC 0628-compliant structure at all times.

4.7 Individual DirCom need to ensure their J10-StratCom structure enables
adaptation and enhances the speed, connectivity and effectiveness of its
information and communication activities. They are free to internally structure

101
Edition A Version 1 + UK national elements



AJP-10

and name their J10-StratCom to meet the specific requirements of their
commander and their headquarters. The following principles apply.

a. DirCom holds the commander’s delegated authority for
J10-StratCom.

b. DirCom reports directly to the command group and is not to be
further subordinated.

c. J10-StratCom groups together all StratCom, Info Ops, Mil PA and
PsyOps personnel and their assigned force elements.

d. Where a joint headquarters has been formed to specifically conduct
an operation, mission or task, that headquarters is to adopt the same
construct by establishing a J10-StratCom staff element.

e. DirCom is responsible for the direction, planning, execution and
integration of all information and communication activities.

f.  DirCom is responsible for the StratCom function, including assuring
all force activities are conceived, planned and conducted mindful of the
narratives and extant StratCom direction and guidance.

4.8 The structures outlined in Figures 4.2, 4.3 and 4.4 are offered as a guide
for evaluating the best structure for a headquarters and its J10-StratCom.
Figure 4.2 is a model that exemplifies the approach of cross-sectional
competences and does not touch on functional responsibilities as defined

in MC 0628, MC 0457/3, NATO Military Policy on Military Public Affairs,

MC 0422/6, NATO Military Policy for Information Operations and MC 0402/3,
NATO Military Policy on Psychological Operations. Figure 4.3 displays the
Supreme Headquarters Allied Powers Europe (SHAPE) Communications
Division and Figure 4.4 is showing an example of a communications directorate
structure at Joint Force Command level.
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Figure 4.2 — Example of a generic J10-Strategic Communications
directorate
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Figure 4.3 — Supreme Headquarters Allied Powers Europe
Communications Division
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Figure 4.4 — Joint Force Command — Communications Directorate
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Section 4 — Responsibilities
Director of communications

4.9 DirComs are responsible to their command group for the
communications directorate. They have the day-to-day oversight of the
StratCom function.

410 The DirCom is responsible for ensuring effective planning, coordination
and synchronizing of information and communication activities that are
designed to amplify Alliance activities. The DirCom is a member of the
commander’s advisory group and reports directly to the respective
command group. DirCom holds the commander’s delegated authority for the
J10-StratCom and, to ensure coherence of actions, images and words, they
act as advisor to the commander in all functional matters related to StratCom.

Chief Public Affairs Officer

411 The CPAO advises the commander and command group on public
affairs matters and accordingly has direct access to the commander in an
independent advisory role. Due to the dual characteristics of Mil PA, the
CPAO retains the combined designation of supervisor of the Mil PA staff within
J10-StratCom and the lead for all matters regarding the execution of public
affairs activities.

Strategic communications disciplines

412 For J10-StratCom to fulfil the three primary staff functions of understand
and assess, plan and integrate, and communicate, the following StratCom
disciplines will contribute.

a. Strategic communications. The StratCom staff provides the
central staff for J10-StratCom. They support DirCom by carrying

out the StratCom function, including developing StratCom direction
and guidance — narrative development, framework management and
implementation guidance — for the headquarters and its subordinates.
This direction includes, on behalf of the commander, drafting, releasing,
implementing and approving:

o StratCom frameworks;
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o StratCom implementation guidance;
o integrated communications plans;
o mission-specific strategic and micro narratives;

o StratCom annex, (including related disciplines appendices) to
the operation plan (OPLAN).

b. Information operations.® The Info Ops staff provides DirCom
and the commander with an analysis and assessment of the
information environment as part of the comprehensive understanding
of the operational environment (CUQE), and plans, synchronizes

and continuously integrates information activities to create effects

in support of NATO’s aims and objectives. The Info Ops staff within
J10 StratCom retains its functional responsibilities for developing and
updating planning products in support of J3-Operations and J5-Plans
staff branches. The Info Ops staff provides six distinct functions within
the J10-StratCom directorate.

(1) Information environment assessment. The Info Ops [EA staff
direct and lead the IEA process and provide audience research and
monitoring and analysis products. The Info Ops IEA staff can be
both stand alone or act as part of the J10-StratCom contribution to
the wider headquarters and Alliance understand function.

(2) Information operations planning. The Info Ops planning staff
plan, synchronize and coordinate information and communication
activities, and develop Info Ops appendices to the StratCom annex
within operational staff work. The Info Ops planning staff act as
part of the J10-StratCom contribution to the operations planning
process (OPP).

(8) Information activities synchronization and integration. The
Info Ops staff synchronizes and integrates information activities in
coordination with other headquarters staff elements through the
Information Activities Coordination Board (IACB) or Information
Activities Working Group (IAWG).

30 For further information, see: MC 0422/6, NATO Military Policy on Information
Operations; and AJP-10.1, Allied Joint Doctrine for Information Operations.
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(4) Strategic engagement. The Info Ops staff is the lead function
for strategic engagement, including liaising with the civil-military
interaction (CMI)/civil military cooperation (CIMIC) staff, and briefing
and preparing personnel for engagement activity.

(5) Contribution to joint targeting. The Info Ops targeting staff
produce and submit information activities as targets to the joint
targeting process. They make sure information activities are
synchronized and advise on anticipated second order effects on
the behaviour and/or attitude of audiences as a result of planned
targeting activity and subsequent conseguence management post
activity.

(6) Counter-hostile information and disinformation. This

is a multi discipline effort. Within J10-StratCom, it is led and
coordinated by the Info Ops staff, in collaboration with the Mil PA
and PsyOps staff, to deliver agility and proactiveness within the
information environment.

c. Military public affairs.?* The Mil PA staff within J10-StratCom
provide support to DirCom and CPAO and provide advice and
guidance on the media and public perception implications of activities,
both proactively and reactively. As a command responsibility, and a
lead function responsible for the external and internal communication,
Mil PA is key for understanding the information environment and
planning communication activities. It provides unique media
competence in planning, analysis and assessment and it develops the
Mil PA appendices to the StratCom annex within operational staff work.
The Mil PA staff provide six distinct functions within the J10-StratCom
directorate.

(1)  Media operations. The media operations staff plan and
conduct media relations activities, including briefing and preparing
non-StratCom directorate personnel for media engagements.

(2) Internal communications. The internal communications staff
plans and conducts communications focused on the staff of the
headquarters and subordinate formations/units.

31 For further information, see: MC 0457/3, NATO Military Policy on Public Affairs; AJP-X,
Allied Joint Doctrine for Military Public Affairs (under development); and ACO Directive
(AD) 095-002, ACO Strategic Communications.
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(3) Strategic engagement and outreach. The strategic
engagement and outreach staff, plans and supports engagement
activities with other stakeholders/influencers able to support
Alliance communications as subject matter experts and
advocates. They are the lead function for liaising with J9 CIMIC,
and briefing and preparing non-StratCom directorate personnel for
engagement activity.

(4) Digital engagement. The digital engagement staff plans and
conducts Mil PA communication activities and engagement with
audiences through digital platforms and channels.

(5) Media production. The media production staff plans, drafts
and generates audio, video and printed products.

(6) Media monitoring and analysis. The media monitoring and
analysis staff maintains situational awareness of the relevant
information environment and analyzes changes within it. They are
an integral part of the Info Ops IEA function but it is the decision of
the DirCom whether they are teamed with or subordinated to that
function.

N LS
UK 4.1. UK does not use the term Mil PA — it refers to this function e
as media operations (Media Ops). Media Ops is defined as: the

military information activity that offers accurate and timely information to
nominated audiences through the media, in order to create the desired
communications effect and build consent for UK national objectives, while
maintaining operations security and personal security.!

UK 4.2. The Directorate of Defence Communications (DDC) provides
policy and guidance on Defence-wide media and communications. DDC
owns the Ministry of Defence (MOD) communications strategy, and it
encompasses four disciplines:

e Media Ops;

e public relations;

e internal communications; and
e external communications.

1 Joint Doctrine Publication (JDP) 0-01.1, UK Terminology Supplement to NATOTerm.
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UK 4.3. UK Media Ops has a wider remit than NATO Mil PA and

forms an essential part of the commander’s information activities. Media
Ops activity will include tasks assigned by both DDC (in support of the UK
information campaign) and Info Ops (as part of full spectrum targeting).
Media Ops is also responsible for ensuring all communications conducted
in support of the mission objectives are aligned and coordinated with DDC.

d. Psychological operations.® NATO PsyOps are based on true and
factual information attributed to NATO or a concurring Ally, partner
nation or organization. The PsyOps staff within J10-StratCom exist only
at and below the operational level and contribute to the commander's
decision-making process. They advise on feasible PsyOps
communication activities, the psychological impact of planned actions,
and operations on audiences within the engagement space. The
PsyOps staff can recommend information and communication activities
to be performed by PsyOps and non-PsyOps personnel and units to
create effects in the information environment. Within J10-StratCom, the
PsyOps staff provides five distinct functions.

(1) Audience analysis. The PsyOps staff provides audience
research and target audience analysis to the IEA. They are an
integral part of the Info Ops IEA function, but it is the decision of
the DirCom whether they are teamed with or subordinated to that
function.

(2) Psychological operations planning. The PsyOps staff
provides specialist PsyOps advice to the planning process and
develops the PsyOps appendices to the StratCom annex within
operational staff work.

(3) Counter-hostile information and disinformation. The PsyOps
staff supports counter-hostile information and disinformation
activities through their contribution to the IEA function and
coordination with the Info Ops staff. They can also plan and
supervise the execution of counter-hostile information activities as
part of an operation or a coordinated communications campaign.

32 For further information, see: MC 0402/3, NATO Military Policy on Psychological
Operations; and AJP 3.10.1, Allied Joint Doctrine for Psychological Operations.
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Where activities to analyze counter-hostile information and
disinformation activities are conducted and recommendations
are given in peacetime, or with audiences approved outside of an
OPLAN, approval from DirCom is required and communications
must be clearly identified as NATO.

(4) Web operations. The PsyOps staff can plan and execute
focused digital engagement activities with approved audiences
as part of a coordinated communications campaign. When

web based analysis is conducted in peacetime, or with audiences
approved outside of an OPLAN, approval from DirCom is required
and communications must be clearly identified as NATO.

(5) Combined joint psychological operations task force
headquarters. At the operational level, the PsyOps staff should
be prepared to support the formation of a combined joint
psychological operations task force (CJPOTF) by augmenting it
with headquarters and/or PsyOps personal. Close engagement
between the CJPOTF and Info Ops staff is required to ensure that
PsyOps is considered at the onset of any planning activity.

i
AN

UK 4.4. The UK does not have dedicated PsyOps forces but can =
develop PsyOps products at the operational and tactical levels.

PsyOps activities can therefore be conducted and associated products
distributed through various channels in the engagement space.

Functional responsibilities

413  Within J10-StratCom, the particular requirements of each
communication capability and information staff function must still be met
through retention of their functional responsibilities and, where appropriate,
dual-hatting. J10-StratCom has to ensure that all StratCom disciplines are
coordinated and deconflicted on the one hand, but, on the other, Mil PA will
have no role in planning or executing PsyOps.
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Integration with partners and NATO Allies is a key feature of planning for all ~Z8w<
types and levels of operations and it is central to achieving coherent
strategic communications both nationally and through NATO

Section 5 — Information staff function
and communications capabilities

Information operations

414 Info Ops is the staff function that coordinates and integrates the
StratCom direction and guidance. It is comprised of four components,

which are: analyze, plan, integrate and assess. It leads in the understanding

of audiences, through the IEA, to identify effects within the different effect
dimensions — physical, virtual and cognitive — to target audiences, which will be
planned as information and communication activities (See Annex E for a list of
effect, task and action verbs that can be used during the planning, execution
and assessment phases.) Info Ops focuses on three interrelated areas.

a. Preserving and protecting the Alliance’s freedom of action

by defending the data and information that supports Alliance
decision-makers and decision-making processes and by detecting,
monitoring and mitigating an adversary’s hostile information activities.
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b. Understanding behaviours, perceptions and attitudes of audiences
as part of Alliance military operations to induce, reinforce, convince or
encourage them in support of NATO objectives.

c. The adversary’s command and control functions and capabilities
that support its opinion forming and decision-making processes, as
part of the Alliance’s military operations.

Military public affairs

415 Mil PAis a unique capability within the joint force that has the ability to
contribute to shaping the engagement space and consequently the information
environment. It is an organic headquarters capability that promotes NATO'’s
military aims and objectives by communicating accurate information in a timely
manner to various audiences. Mil PA is responsible for all media activities,
internal communication, outreach activities and community relations, and it
conducts digital media activities and media monitoring and analysis to create
its effect.

416 The Mil PA capability needs to be sufficiently staffed with trained and
experienced personnel and resourced to meet the operational and routine
tasking tempo of the headquarters and its activities. The minimum capability
requirement includes plans and policies, media operations, media monitoring
and analysis, and production (writing, imagery and digital media management).
They should benefit from the productions collected as part of the I[EA. Mil PA
has the following key capability characteristics.

a. ltis the only staff communication capability internal to all NATO
joint or component headquarters able to create effect in all phases
within the continuum of competition.

b. Itis a well-established function that is publicly recognizable as the
official voice of the organization.

c. It provides direct and unfiltered advice to the commander and
senior leaders on the public affairs implications of operations, activities
and issues.

d. ltis the primary means of public communication for the delivery of
factual and attributable information.
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Defence organisation and delivery of media operations

/L N

UK 4.5.  All UK government communications departments use the
Modern Communications Model (MCOM) and OASIS? as the operating
methodology. This enables unity of purpose when interacting with other
government departments to deliver a cross-government approach for
communicating on security issues. Overall, all security communications
flow from the National Security Council (NSC) and the National Security
Communications Committee (NSCC), which ensures the supporting/
supported relationship between departments.

UK 4.6. Management of media operations. Responsibility for
communication with the media rests with commanders. The commander

is supported by deployed Media Ops specialists to provide advice and
coordinate media releases with DDC and the other Info Ops disciplines.
The level of deployed support will vary based on the nature of the operation
and the anticipated level of media interest. DDC and Permanent Joint
Headquarters (PJHQ) J9 Media Ops identify the exact requirement during
the initial stages of the operations planning process. The Media Ops
element must include the following.

a. Chief Media Operations. Routinely an SO1, the Chief Media
Ops commands the Media Ops element and is responsible to
the commander for the conduct of all media engagement and
digital media output.

b. Media Operations Centre. The Media Operations Centre
(MOC) is headquarters facing, collocated with the headquarters
and integrated with Info Ops. As a minimum it includes a: plans
cell; current operations cell; and media monitoring and analysis
cell.

c. Media Information Centre. The Media Information Centre
(MIC) is public facing and provides the physical interface
between the military and the media. As a minimum it includes:
a spokesperson; a head of media relations; media escorts; a
combat camera team; media production facilities; and media
accreditation.

2 Objectives, audience/insight, strategy/ideas, implementation, scoring/evaluation.
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UK 4.7.  The empowerment of trained Media Ops personnel to

operate using mission command and with appropriate release authority

is critical to our ability to get our message out in a timely manner. By
enabling Media Ops staff to seize opportunities in a dynamic information
environment, the creation of cognitive effects in direct support of operations
is better supported.

Psychological operations

417 PsyOps is a joint force communication capability and, when provided
or assigned, conducts information activities using different methods of
communications and other means directed at approved target audiences. The
NATO PsyOps force elements that can be found as part of the NFS are a:

e Combined joint psychological operations task force (CJPOTF);
e PsyOps support element; and
e tactical PsyOps team.

418 The PsyOps capability needs to be sufficiently staffed with trained and
experienced personnel and resourced to meet the operational and routine
tasking tempo of the headquarters and its activities. PsyOps has the following
key capability characteristics.

a. It uses the full media spectrum to plan, prepare and conduct
communication activities aimed at conflict prevention and crisis
response.

b. Itis capable of providing support to other information and
communication activities.

c. ltis a scalable capability to create effects in the information
environment.

d. It contains military trained professional competence in influence
operations and campaigns.

e. ltis aforce multiplier and enabler to reinforce NATO military activities
and to enhance NATO military capabilities.
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f. It provides a means of delivering messages based on true and
factual information and generally attributable to NATO or a concurring
partner nation or organization.

g. It has a target audience analysis capability.

419 PsyOps units are not precluded from supporting and providing technical
assistance (for example, printing support, radio-broadcast equipment) to
non-PsyOps activities such as CMI/CIMIC, troop information or Mil PA, which
also have a responsibility to address audiences in the information environment.
Deconfliction will be achieved internally in J10 StratCom and through the
appropriate mechanisms (for example, IACB/IAWG), considering the effects to
be created in priority order.

Section 6 — Products

4.20 Strategic communications direction and guidance. J10-StratCom
supports DirCom by developing StratCom direction and guidance for the staff
and subordinate headquarters. This direction and guidance will be given by
some key products (see Annex B) and include the following.

a. Strategic communications frameworks. J10-StratCom staff will
develop StratCom frameworks to support the commander’s intent
where such frameworks have not been developed by a superior
headquarters. Where such a framework already exists, J10-StratCom
staff may develop a framework annex to provide more detailed direction
and guidance for staff and subordinate headquarters.3?

b. Strategic communications implementation guidance. NATO
military headquarters at every level should issue StratCom
implementation guidance to the staff and subordinate headquarters.
In essence, this is a written extraction of orders document to focus
the staff on StratCom factors; it supports planning and highlights

key aspects of the framework relevant to the headquarters and its
subordinates. The StratCom implementation guidance forms the basis
for the Annex SS (Strategic Communications) to the OPLAN.

33 See Annex B for further detail.
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c. Integrated communications plan. Every StratCom framework,
whatever the level of the issuing headquarters, should be supported by
an integrated communications plan. The plan provides the following.

(1) Direction and guidance to the J10-StratCom staff and
subordinate capabilities for the planning, conduct and assessment
of communication activities as part of the StratCom effort.

(2) Identifies significant activities that can support the achievement
of the objectives and attainment of the desired end state.

(8) Assigns responsibility to subordinate commands for required
support to highlight and amplify activities.

() Guidance on how the success, or otherwise, of the activities
will be measured.

d. Approval authorities. StratCom narratives and frameworks are
approved by the commander. For all other communication products,
the approval and release authority should be delegated to the lowest
level appropriate. Approval processes and the release authority are as
stated in the respective military policies, Allied joint publications or other
relevant guidance.

4.21 The operations planning process. The J10-StratCom staff needs

to actively participate in the OPP of the headquarters to ensure information
and communication activities are coordinated. The StratCom framework
and the narrative must be completed and endorsed prior to the conclusion
of phase three of the strategic-level planning process and phase two of

the operational-level planning process. The StratCom staff also needs to
coordinate the completion of the Info Ops, Mil PA, PsyOps and other related
information activities appendices of the OPLAN.

4.22 Annex C expands on the alignment of StratCom planning with the OPP
in the context of the Allied Command Operation’s Comprehensive Operations
Planning Directive. The J10-StratCom Info Ops planner is involved in the

OPP at all levels of command to ensure that StratCom plays a guiding role.
StratCom inputs should encompass the following.

a. Strategic considerations. Strategic considerations focus on
the longer-term effects needed to deliver the strategic intent of the
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commander, which are achieved across multiple lines of effort and
activities.

b. Operational considerations. Operational considerations focus on
the planning of medium-term activities that will contribute to strategic
intent.

c. Tactical considerations. These are the tactical activities conducted
by the communication capabilities designed to amplify the effects of
current activities.
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Key points

The introduction of NATO’s StratCom policy (MC 0628) represented a
fundamental shift in NATO’s direction and guidance for StratCom.

In line with MC 0628, each NATO military headquarters must have

a communications directorate (or similar title) led by a DirCom. This
directorate groups together, as a minimum, the information staff
function (Info Ops), communications capabilities (Mil PA) and PsyOps to
provide a structure that coordinates and synchronises information and
communication activities with other military activities.

MC 0628 provides commanders the freedom to decide on the most
appropriate nomenclature for their communications directorate. However,
the generic communications directorate designator is J10-StratCom.

J10-StratCom enables a commander to understand audiences and
shape the information environment continuously in support of NATO’s
aims and objectives. It is organised to fulfil three primary staff functions:
understand and assess; plan and integrate; and communicate.

There are four StratCom disciplines: StratCom, Info Ops, Mil PA and
PsyOps.

Info Ops is the staff function that coordinates and integrates the StratCom
direction and guidance. It is comprised of four components: analyse,
plan, integrate and assess.

Mil PA is a unique capability within the joint force that contributes to
shaping the engagement space and consequently the information
environment. The UK does not use the term Mil PA — it refers to this
function as Media Ops.

PsyOps is a joint force communication capability that conducts
information activities using different methods of communications and
other means directed at approved target audiences.
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Annex A

Understanding narratives

A1 For the purposes of NATO strategic communications (StratCom),
narratives seek to explain the rationale for conducting an activity and the
outcome sought. They are expressed as a story arc; a common thread
communicated through individual stories, images or actions. A narrative seeks
to explain how we arrived at the current situation, defines that situation and
expresses a desired end state acceptable in the context of the individual
narratives of the key stakeholders.

A.2 The strategic narrative is a central means for developing and
implementing a communications strategy for any activity or StratCom
framework. The strategic narrative needs to be able to stand on its own as the
principle context to planning. It is important that strategic narratives align with
the institutional narrative.

A.3 Below the strategic narrative, micro narratives are developed to adapt the
conversation for different audiences. Micro narratives need to be coherent with
the strategic narrative to avoid dissonance and prevent them undermining the
credibility of the Alliance; in other words, they say the same thing, just say it in
a different way. A narrative should address three main aspects.

a. Where we come from? An expression of the cultural and historical
perception of the audience in the context of the current issue and
desired outcome.

b.  Where we are? An expression of the current situation from the
perspective of the audience.

c. Where we want to be? An acceptable outcome to the current
situation based on the aspiration expressed in the first element.

Developing narratives
A.4  The narrative is developed using the narrative template; a structural

guideline for capturing the core aspects a narrative should address. It consists
of four strategic elements.
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a. The current state — a description of the wrong to be righted or the
desirable condition to be retained.

b. The justification — why the proposed change of state, or maintaining
the status quo, is better than the alternatives: validating the pathway. The
justification is usually woven into the other three elements.

c. The pathway — how to get there.

d. The future state — a description of the ends, be it maintaining the
status quo or a transition.

A.5 The narrative template incorporates these elements with the pathway
consisting of actions and objectives. Overall, the template resembles the
generic strategic-operational design of a campaign with the added element of
justification. Figure A.1 provides an example of a generic narrative template.

Actions and objectives to

Causes of the i .
problem Why we are here achieve the end state Desticd and sEe

[current state]

[justification] [pathway] [future state]

Actions Objectives

Figure A.1 — Example of a generic narrative template

A.6 The narrative template is to be used at the earliest stage of the planning
process and be an instrument for the commander’s initial planning. The
completed template can ultimately be used to state the narrative in a written
paragraph.
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Developing themes and messages

A.7 Narratives form a common thread through the stories we tell with
our actions, images and words. These stories will be based on the themes
and messages we identify as opportunities to form the base for those
communications.

A.8 Multiple themes may be identified to support a single narrative. Themes
such as host nation support, protection of civilians, humanitarian assistance
and legitimacy may all be derived from a narrative regarding a NATO-backed
deployment. Subsequently, each of these themes may be communicated to
different audiences through specifically tailored messages.

Narrative approval

A.9 Commanders at every level are to ensure the activities of the forces
under their command are consistent with the strategic narrative. The director
of communications at each level of the chain of command is responsible for
ensuring the implementation of, and compliance with, the strategic narrative
on behalf of their commander and keeping it aligned with the institutional
narrative, as discussed in paragraph 1.44.

A10 Strategic narrative. To strive for success, it is essential that the strategic
narrative is approved and endorsed at the highest level and that it is developed
in conjunction with the overall communications strategy and StratCom
framework. For NATO operations and missions, it is likely that the strategic
narrative will be approved by NATO Headquarters or Supreme Headquarters
Allied Powers Europe (SHAPE).

A.11  Micro narratives. Micro narratives should be developed at the level
requiring them, and be approved by the joint force command commander or
the joint task force commander, with support of their respective J10-Strategic
Communications directorates (J10-StratCom) using meetings, boards and
working group processes.

A strategic approach to narratives
A12 A flawed narrative may resonate with a large number of people, but it

may also provide the opportunity for unsupportive audiences and adversaries
to attack the credibility of the communicator. A strategic approach to narratives
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goes beyond merely crafting the narrative and it should meet the following
criteria.

a. The strategic narrative should be stand-alone as the principle
context to all planning and not be created to fit the perception of
specific audiences.

b. There should be no fundamental contradictions between the
actions of the forces and the strategic narrative. However, if this does
occur, the impact needs to be evaluated by J10-StratCom and, if
required, updated information and commmunication activities created to
avoid compromising the narrative and achieving objectives.

c. Theinformation and communication activities through which
the strategic narrative is communicated are tailored to the focused
audience.

d. All narratives address the historical and cultural perspective of
the audience, the current situation, desired outcome, pathway and
justification.

e. Allmicro narratives and related actions, images and words align
with the strategic narrative.
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Annex B

Strategic communications
direction and guidance

B.1 Strategic communications (StratCom) direction and guidance exists at
every level of command to support the planning and execution of activities

in line with the narrative. The primary direction and guidance document is

the StratCom framework, which can exist at many levels of command, and
this is reinforced by a StratCom implementation guidance document to
support planning and highlight the key aspects of the framework relevant to
the headquarters and its subordinates. As planning matures, an integrated
communications plan will be issued that identifies significant activities that can
support the achievement of the objectives and attainment of the desired end
state. The structure of these documents will be explained in this annex.

Strategic communications frameworks

B.2 StratCom frameworks are the primary tool used by NATO to provide
StratCom direction and guidance for the planning and execution of all
activities. They are intended to ensure a consistent approach to the topic of
the framework from all parts of the organization — diplomatic, military and
agencies.

B.3 The overriding principle for StratCom frameworks is that they are issued
at the highest level of the organization that declares an interest in the activity or
topic. Within NATO, there are three tiers of StratCom framework. The direction
and guidance contained in each framework must be consistent with the
direction and guidance provided from their higher level.

Tier 1 NATO strategic communications frameworks

B.4 Tier 1 frameworks are issued by NATO Headquarters under the authority
of the Secretary General. NATO Tier 1 frameworks are the primary tool used
by NATO to provide top-level political StratCom direction and guidance

for the planning and execution of all activities. They enable decentralized
planning and execution of activities in line with the strategic narrative and in
support of the StratCom objectives. NATO Tier 1 frameworks are intended to
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ensure a consistent approach to the topic of the framework by all parts of the
organization: diplomatic, military and agencies.

B.5 Supreme Headquarters Allied Powers Europe (SHAPE) disseminates
NATO Tier 1 frameworks to its subordinate headquarters and develops
StratCom implementation guidance to support the planning, execution and
assessment of StratCom activities and effects.

Tier 2 Allied Command Operations strategic communications
frameworks

B.6 If NATO Headquarters determines that no political- or strategic-level
framework is required for a particular issue, SHAPE can initiate a Tier 2 Allied
Command Operations (ACO) StratCom framework. Tier 2 frameworks are
issued by SHAPE under the authority of Supreme Allied Commander Allied
Powers Europe (SACEUR).

B.7 SACEUR will also issue an annual ACO Tier 2 StratCom framework to
provide direction and guidance on SHAPE's StratCom objectives and priorities
for the coming year. ACO StratCom frameworks may also be issued for
activities or issues where an ACO-wide consistent communication is required.

B.8 Where a Tier 1 framework exists, J10-Strategic Communications
directorate (J10 StratCom) staff may develop a Tier 2 framework annex to
provide more detailed direction and guidance. These need to be coordinated
with NATO Headquarters' Public Diplomacy Division.

Tier 3 strategic communications frameworks

B.9 NATO Command Structure and NATO force structure headquarters may
generate their own Tier 3 frameworks to support specific activities or issues
relevant only to their organization and its subordinates. A Tier 3 framework may
only be issued if no Tier 1 or Tier 2 framework covers or exists for the specific
activity that the command or force wants to conduct. Tier 3 frameworks need
to be coordinated with SHAPE's Communications Division.
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Framework structure

B.10 The structure and content of a StratCom framework is dependent
on the requirements of the operation or activity but it will routinely adopt the
following format.34

a. Introduction/situation. The introduction/situation provides a brief
background to the issue, outlining the political and operational context
in a couple of paragraphs. This section should also outline the future
challenges from a StratCom perspective.

b. Aim. The aim defines the purpose and duration of validity for the
StratCom framework. The duration of validity may be time or activity
bound, or simply until superseded by additional, or higher-level,
guidance.

c. Narrative and/or core message. A narrative or core message is to
be provided as a result of a systematic assessment of the information
environment. The narrative and/or core message and its themes and
topics are to be developed in support of the objectives to be achieved.

(1)  NATO Headquarters develops either a narrative or a core
message as part of the Tier 1 framework. When a core message is
provided it should underpin the StratCom approach.

(2) Whether a Tier 1 framework holds a narrative or core
message, the Tier 2 and Tier 3 frameworks, as part of military
direction and guidance, will provide a narrative or narrative
statement.

d. Audiences. Define the audiences (public, stakeholders, actors)
who may affect the desired objectives of the activity. These may include
(amongst others):

o audiences within the joint operations areg;
o Alliance publics; and
o the international community.

34 Also see Annex C to both MC 0628, NATO Military Policy on Strategic
Communications and ASCP-01, NATO Strategic Communications Training Standards.
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e. Strategic communications objectives. StratCom objectives

focus on communication outcomes that will be achieved through the
combination of actions, images and words. These objectives should
be linked to the audiences identified above and developed using the
‘SMART’?¢ methodology, as far as possible, to enable the development
of measures of performance and measures of effectiveness. There
should be no more than five StratCom objectives.

f. Strategic communications themes. Three to six key themes of

the narrative are to be identified and promoted in support of achieving
the StratCom objectives. Themes are overarching concepts or
intentions, designed for broad application. A theme should be brief and
expressible; a couple of words backed by an explanatory paragraph.
Themes differ from messages, which are a more narrowly focused
communication directed at specific audiences.

g. Focus topics. Focus topics provide further guidance on the scope
of communication activities, products and programmes. The focus
topic is typically activity orientated to combine images and words with
activities. They are designed to complement StratCom themes and to
identify specific activities and calendar events, around which focused
StratCom action could be considered.

h. Coordination. This provides an overview of the key roles and
responsibilities of the headquarters tasked with delivering the StratCom
framework-related communication activities. Coordination is to be
upward, lateral and downward to subordinate headquarters where
possible.

i. Additional annexes. Annexes can be attached as required to
cover issues or elements of the framework. They should cover specific
objectives, themes or topics.

(1) Audience and effects. This annex should identify the key public
and stakeholder audiences, why they can affect the activity and the
effects we desire to have on them.

35 Specific, measurable, attainable, relevant and timely and also legitimate in the sense
of paragraph 3.25.
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(2) Risk management. This annex should identify the key
StratCom-related risks and appropriate actions for their treatment.2¢

UK B.J1. The Chief of the Defence Staff (CDS) directive provides the = W
strategic direction and guidance for every operation or framework involving
UK forces. At the heart of the directive are the military strategic objectives
(MSOQOs), which identify the key audiences, desired effects on those
audiences and provide a short narrative to give the specific context for
specific audience sets. The Strategic Communication Actions and Effects
Framework (SCAEF) is included as an annex to the CDS directive. The
generic structure of a SCAEF is as follows.

a. National strategic aim. The UK’s strategic aims may be
articulated by ministers, determined from UK foreign policy
statements and official records, or through discussions between
politicians and officials. The national strategic aim provides the
unifying purpose and the basis of the strategic narrative for
military and non-military leaders and organisations.

b. National strategic objectives. National strategic objectives
are goals to be achieved through one or more instruments of
national power to meet the national strategic aim. They may be
explicit, or deduced from government policy, strategic direction,
or the decisions of the National Security Council. Strategic
objectives are likely to require significant coordination across
intergovernmental, international and departmental boundaries,
even if allocated to a particular department or a national security
implementation group to lead.

c. Military strategic objectives and effects. The extent of the
military contribution to the national strategic aim is expressed in
terms of MSOs. MSOs may be discrete, support or be supported
by other departments or agencies. MSOs both define and limit
the military commitment. They are developed from one or more
military response options. Within the resources and constraints
assigned to them, a joint task force commander is responsible for
achieving these MSOs.

36 See AJP-3, Allied Joint Doctrine for the Conduct of Operations, Annex D for more
information on risk management.
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d. Strategic narrative. The strategic narrative is linked
to the institutional narrative for the UK and is the starting
point for operational planning, which is developed as part
of the strategic planning process. Micro narratives may be
developed at lower levels of command to ensure relevance to
their activities, but they must ‘nest’ within the strategic narrative
as any divergence will create opportunities for exploitation by
competitors.

//
/L N

e. Audiences. In defining the audiences (public, stakeholders,
actors) it must be considered which elements can affect the
desired objectives of the activity and in what way. This is
sometimes articulated using a shade shift.

f.  Communication themes. Three to six key themes

of the strategic narrative are identified that link to the
Defence communication strategy and the Defence strategic
communications objectives. A theme should be brief and
expressible: a couple of words backed by an explanatory
paragraph.

g. Competing narratives. This will articulate the likely competing
narratives being used by our adversaries that will need to be
considered and countered where possible.

h. Additional information. Additional information can be
included depending on the complexity and maturity of the
framework to provide the following.

(1) Audiences to effects matrix. A matrix which articulates
audiences which are linked to MSOs, Defence strategic
communication objectives, effects, themes or tailored
messages, contributing activity and indicators of success.

(2) Schematics. Any schematics of operations design which
may assist understanding.

(3) Points of contact. Points of contact for further
information.

B-6
Edition A Version 1 + UK national elements



Annex B to
AJP-10

Strategic communications implementation guidance

B.11  NATO military headquarters at every level should issue StratCom
implementation guidance to the staff and subordinate headquarters. In
essence, this is a written extraction of orders document to focus the staff
on StratCom factors; it supports planning and highlights key aspects of the
framework relevant to the headquarters and its subordinates. The StratCom
implementation guidance forms the basis for the StratCom annex to the
operation plan (Annex SS).

Guidance structure

B.12 The guidance will normally be developed by SHAPE, but in partnership
with the primary headquarters responsible for delivering the communication
effects. An integrated communications plan can be produced as an annex.
The structure and content of a StratCom implementation guidance is
dependent on the requirements of the operation or activity. However, the
following format serves as a guide.

e |ntroduction

e Purpose and scope

e Context

e Narrative

e StratCom objectives

e Audiences and effects

e Effectors (key effectors are: Allied nation forces; partner nation
forces; and host nation authority)

e (Coordinating instructions

e Additional annexes (for example, the integrated communications
plan)

Integrated communications plans

B.13  Every StratCom framework, whatever the level of the issuing
headquarters, should be supported by an integrated communications plan.
As an annex to the StratCom implementation guidance, the plan provides
direction and guidance to the J10-StratCom staff and subordinate force
elements with a comprehensive communications overview of all aspects of
the planning, conduct and assessment of information and communication
activities, as part of the StratCom effort.
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B.14 The integrated communications plan should be developed as a whole
force process to identify significant activities that can support the achievement
of the objectives and attainment of the desired end state. It should record
agreed responsibility for the amplification of those activities across the
command and provide guidance on how the success, or otherwise, of the
activities will be measured.

Plan structure

B.15 The structure and content of the integrated communications plan is
dependent on the requirements but it will routinely adopt the following format.

a. Situation. The situation provides a background summary to the
issue, outlining the operational context in a couple of paragraphs.

b. Mission. The mission drafted from a StratCom point of view and
states what the contribution is to the overall mission of the commander.

c. Intent. This details three main sub-paragraphs focused on
objectives, audiences and execution. The objectives focus on
communication outcomes to be achieved through a combination

of military activities and communications that contextualize and
amplify those activities to selected audiences. These audiences are
highlighted in a separate paragraph. The execution paragraph details
the concept of operations, the campaign approach and the specific
tasks to, for example, NATO Command Structure and NATO force
structure elements, and requests to NATO Allies and NATO-affiliated
organizations and institutes.

d. Coordinating instructions. The instructions will focus on every
topic that needs to be coordinated and can hold items like: NATO
Headquarters direction, themes, focus topics, clusters, branding and
hashtags, and resources.

e. Timings. This paragraph can detail all timings considered
necessary but mostly has emphasis on reporting of activities and
monitoring and assessment.

f.  Command and control. This focuses on who is in the lead for the
plan, who supports it, who is the point of contact for the plan and,
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if appropriate, mentions the direct liaison authority procedures and
guidance.

B.16 When operational staff work has been published the StratCom plan is
articulated as Annex SS to the concept of operations or operation plan and
the narrative and StratCom concept of operations should be articulated in the
main body of the orders.

Annex SS - Strategic Communications

B.17 ACO’s Comprehensive Operations Planning Directive provides guidance
on operational staff work. The narrative and the StratCom concept of
operations is provided in the main body of the operation plan and Annex SS is
allocated to allow StratCom direction and guidance to be articulated in detail
including tasks for capabilities. Within Annex SS there are four appendices
which are as follows.

a. Appendix 1 — Information Environment Assessment. This
appendix will provide further detail on the audience analysis from the
IEA and its structure is covered in Allied Joint Publication (AJP)-10.1,
Allied Joint Publication for Information Operations.

b. Appendix 2 — Information Operations. This appendix will
provide specific detail on the integration of information activities,
the engagement plan and the assessment plan. The structure
and guidance for this appendix is covered in AJP 10.1, Allied Joint
Publication for Information Operations.

c. Appendix 3 — Military Public Affairs. This appendix provides the
military public affairs (Mil PA) plan and its structure will be covered in
AJP-X, Allied Joint Publication for Military Public Affairs.

d. Appendix 4 — Psychological Operations. This appendix provides
the psychological operations (PsyOps) plan and its structure is covered
in AJP-3.10.1, Allied Joint Publication for Psychological Operations.

B.18 Annex SS will evolve from the integrated communications plan as detalil
emerges from the operations planning process. The structure of this annex is

shown below.

e Background
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Situation
e Mission
Execution
o Concept of operations, which includes:
m information environment assessment;
m information and communication activities (for example, Mil PA,
PsyOps, strategic engagement); and
m StratCom posture.
e Specified tasks
e (Coordinating instructions (liaison, release authority, reporting)
e Synchronization
e Limitation
e Appendices
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Annex C

The operations planning
pProcess

C1  Within a headquarters, planning is conducted for different time
horizons. J5-Plans has a more strategic and longer-term planning horizon
while J3-Operations planners conduct planning for the next operation or
activity. However, J10-Strategic Communications directorate (J10-StratCom)
planners need to support both planning teams to ensure there is a common
understanding of the strategic situation, the impact short-term activities will
have in the long run, and of the headquarters' role in achieving the strategic
objectives.

C.2 The guidance for NATO planning is found in Allied Joint Publication-5,
Allied Joint Doctrine for the Planning of Operations and is referred to as

the operations planning process (OPP). It covers the detailed sequencing

of planning activities. The Allied Command Operations' Comprehensive
Operations Planning Directive (COPD) is an addition to the OPP and used by
many NATO organizations as the primary planning.

C.3 A summary of mission-relevant aspects of the information environment
should be developed, which is supported by the information environment
assessment, as part of the respective commander’s operational estimate.
Strategic communications (StratCom) considerations should shape the
commander’s advice to higher echelons.

C.4 Figure C.1 outlines an example of both planning processes, their
common outputs and the J10-StratCom planning inputs to them. With
reference to paragraph 4.22 of this publication, more detailed information on
the J10-StratCom information operations planners’ involvement in the OPP
can be found in the Allied Joint Publication-10.1, Allied Joint Doctrine for
Information Operations.
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Strategic communications inputs

StratCom framework, StratCom
implementation guidance

and integrated communications plans

analysis / Information environment
assessment (IEA)

Mapping the narrative landscape /

CoG analysis / audience segmentation

/ StratCom related objectives and
effects / Initial (micro) narrative

Develop cognitive effects / Decision,
support and assessment criteria /
Convene a CEWG and IAWG /
Propose targets to JTCB

Provide input to the COAs /
Provide cognitive impact
assessment to wargaming

Using IEA to support the
evaluation of the COAs

Provide likely cognitive impact and
StratCom CONOPS for each COA

Produce integrated communications
plans and/or Annex SS (Strategic
Communications) and contribute

to the OPLAN

Assessment from IEA of cognitive

Operations planning process (OPP)

COA development

COA analysis

COA validation and comparison

Commander’s COA decision

Comprehensive Operations
Planning Directive (COPD)

Phase 1 - Situational awareness

Phase 2 — Operational appreciation

Phase 3a -
Mission
analysis
Phase 3 -
Operational
estimate
Phase 3b -
COA
development
Phase 4a -
Phase 4 — CONOPS development
Operational
appreciation Phase 4b -

OPLAN development

Phase 5 - Execution

Planning output

Commander’s initial planning
guidance and warning order

Initial operations design, restated
mission, commander’s intent,
commander’s planning guidance,
warning order

A set of feasible COAs

COA CONOPS, subordinate
missions, tasks org.,
graphics and timelines

Prioritized and
recommended COAs

Commander’s decision,
guidance, refined intent and
operational planning directive

OPLAN, CONPLAN

effect from all activities Operations assessment N FRAGO
Phase 6 - Transition
CEWG Communication and Engagement Working Group CONOPS concept of operations IAWG Information Activities Working Group
COA course(s) of action CONPLAN contingency plan JTCB Joint Targeting Coordination Board
CoG centre of gravity FRAGO fragmentary order OPLAN operation plan

Figure C.1 — Example of J10-Strategic Communications directorate input to the planning process

@)
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Annex D

Boards and working
groups

D.1  Effective operations require synchronizing strategic, operational and
tactical processes to ensure mission planning, preparation and execution.
This process, called the battle rhythm, is a routine cycle of command and staff
activities intended to synchronize current and future operations in accordance
with the headquarters decision cycle.?

D.2 Directors of communications (DirComs) and their J10-Strategic
Communications directorate (J10 StratCom) staff contribute their subject
matter expertise in different working groups and boards that are part of the
routine cycle within the battle rhythm. They also make sure that the battle
rhythm contains meetings to support strategic communications (StratCom).

Working group and board examples that require director
of communications or J10 Strategic Communications staff
participation

D.3  Whilst in most headquarters the chief of staff is responsible for setting
up and maintaining the battle rhythm and incorporating the different meetings,
it is to be expected that the following meetings, which can have different titles
in different headquarters, will be part of a routine cycle of the commander and
their staff.

a. Joint Coordination Board. The Joint Coordination Board (JCB)

is the commander’s principal meeting. Its aim is to assist the macro
aspects of joint force command/joint task force activity and effects
synchronization, and it is specifically used to issue commander’s priority
guidance across the components and to resolve potential areas of
conflict. As part of the minimum composition of this board, it is attended
by both DirCom, as StratCom advisor, and Chief Public Affairs Officer,
as public affairs advisor.

37 For more information on battle rhythm, boards and working groups see AJP-3, Allied
Joint Doctrine for the Conduct of Operations.
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b. Joint Coordination Board Working Group. This working group
agrees options to be presented to the commander at the JCB. It is
attended by DirCom, who has an active role in ensuring that options
being discussed are coherent with the StratCom framework and they
take into account aspects regarding the creation of effects in the
cognitive dimension. They also provide recommendations on whether
actions should be taken forward or suspended.

c. Joint Targeting Coordination Board. The Joint Targeting
Coordination Board (JTCB) is a functional board that synchronizes

joint targeting activities to provide the optimum approach for creating
the desired effects in support of operational objectives. The JTCB
reviews the outputs from the Joint Targeting Working Group (JTWG) via
the Joint Fires and Effects Working Group (JFEWG). It gathers inputs
from the targeting community, effects subject matter experts and the
Information Activities Working Group (IAWG) to prepare the target list

for JCB review and the commander joint task force's approval. The
board will validate changes to the targeting database; issue direction
and guidance to coordinate target material production (including target
audience analysis); update targeting guidance; approve the draft joint
prioritized target list; and coordinate intelligence staff products to ensure
intelligence gain/loss are accounted for. A member of J10-StratCom

will represent and share the IAWG targeting outputs and consider the
predicted cognitive impact of targets as well as providing the behavioural
assessment of other activities.

d. Joint Fires and Effects Working Group. The JFEWG takes the
output of the JTWG, IAWG and any other targeting working groups and
ensures optimal effect capability selection and coordination to achieve
the commander’s objectives. Targeting staff will begin initial coordination
of effect integration and synchronization. The JFEWG represents the
final stage of target development prior to submission to the JTCB. Info
Ops staff will represent and share the IAWG outputs and then consider
proposals to achieve first order cognitive effects and assess second and
third order cognitive effects resulting from of other military activities.

e. Assessment board. The assessment board is a functional board
where the operations assessment is presented to the commander.
Its aim is to get endorsement of the assessment and to receive

the commander’s direction and guidance for subsequent planning.
Assessment provides a common understanding and enables the
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commander to refine direction and guidance for achieving objectives.
The assessment aspect of the information environment assessment
will be a primary feed into the operations assessment cell, who have
the lead on the assessment board. DirCom and/or J10-StratCom staff
members provide advice on effects in the information environment
and are focused on behavioural and attitudinal change in the audience
analysis.

Working group and board examples that are chaired/
conducted by director of communications or J10-Strategic
Communications

D.4 The following StratCom-related meetings should to take place as part of
the regular battle rhythm, however, they might be named differently in different
headquarters.3®

a. Strategic Communications Coordination Board. The Strategic
Communications Coordination Board (SCCB) is chaired by the chief of
staff, but most often delegated to Director Communications Division
(Dir ComDiv) or Chief Info Ops to direct the cognitive line of effort to
support the strategic and/or operational objectives. It provides StratCom
direction and guidance to the headquarters and specifically to the Info
Ops staff to prioritise understanding analysis, approve and guide the
planning, integration and assessment of information activities. It reviews
the outputs from the IAWG and Communications Engagement Working
Group (CEWG) and approves what can be submitted to the JTCB as
cognitive effect targets. It will also provide advice on possible effects

in the information environment created by other military actions. The
SCCB liaises with all functional areas (especially with J2, J3, J5, J9), the
legal advisor and subordinate commands, as well as coordinating with
outside agencies. The SCCB will prepare and approve the submissions
to the JTCB, assessment board and the JCB. It normally meets weekly
during operations and when required during peacetime to prepare
information for the JCB.

b. Strategic Information Activities Working Group. The Strategic
Information Activities Working Group (SIAWG) is a Supreme
Headquarters Allied Powers Europe level DirCom-led working group
with subordinate headquarters. It coordinates and synchronizes all

38 Details on draft agenda items and attendance are contained within the NATO Strategic
Communications Handbook.
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StratCom planning activities, assesses own and hostile narratives, and
provides further StratCom direction and guidance. It normally meets
weekly during operations and when required during peacetime to
prepare information for the SCCB.

c.  Communications and Engagement Working Group. The CEWG is
a working group within a headquarters. It coordinates and synchronizes
all information and communication activities, and engagements that use
communication capabilities, and feeds into the SCCB. It normally meets
daily during operations and when required during peacetime to prepare
information for the SCCB.

d. Information Activities Coordination Board. The IACB provides

a forum for approving, coordinating, deconflicting and monitoring all
information environment-related plans and activities for submission to
the commander for approval. It ensures that information activities are
coherent and synchronized with other activities. Within the scope of its
assigned functions, the IACB will initially coordinate target nominations
related to information and information systems to facilitate subsequent
harmonization at the JTCB. It will also provide advice on possible effects
in the information environment created by other military actions. The
meeting can be preceded or replaced, if a headquarters chooses not to
convene an IACB, by a similar named working group called the IAWG.

e. Information Activities Working Group. The IAWG is a DirCom-led
working group with other staff directorates and subordinate
headquarters. In line with direction and guidance from the SCCB, it
ensures that information activities are coherent and synchronized with
the cognitive line of effort and other activities in the engagement space.
The IAWG will approve the input from Info Ops staff to the planning
process and will coordinate target nominations related to information
and information systems to facilitate subsequent harmonization at the
JTCB. The IAWG liaises with all staff directorates, principal advisors and
with subordinate commands, as well as coordinating with non-military
organizations. It normally meets daily during operations and when
required during peacetime to prepare information for the SCCB. The
IAWG is explained further in Chapter 4.

D.5 Depending on the headquarters, type of mission or operation,
and individual commanders, other working groups and boards where
J10-StratCom subject matter expertise is important can be part of the battle
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rhythm. In such circumstances, DirCom and the J10 StratCom staff have to
assess the input to, and the output of, these meetings to understand their role,
whether that is being an advisor, or chairing and/or leading the meeting on
behalf of the commander or chief of staff.
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Annex E

Effect, task and action
verbs

E1  The following list of effect, tasks and action verbs should be used during
planning, execution and assessment of strategic communications. Effects
verbs are used to describe the desired effects of planned information and
communication activities on intended audiences.

advocate
A person who publicly supports or recommends a particular cause or policy.
(Concise Oxford English Dictionary (COED))

advocate
(verb) Publicly recommend or support. (COED)

/] \

amplify
Make (a statement) more detailed.
(COED)

assess
Evaluate or estimate the nature, value, or quality of.
(COED)

assure
Tell someone something positively in order to dispel potential doubts.
(COED)

broadcast
Transmit by radio or television.
(COED)

channel
Direct towards a particular end.
(COED)
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coerce
Persuade (an unwilling person) to do something by using force or threats.
(COED)

collect

Bring or gather together.

(COED)

In the context of this publication, this refers to the collection of information.

communicate
Share or exchange information or ideas.
(COED)

compel
Force or oblige to do something.
(COED)

confuse
Make (someone) bewildered or perplexed.
(COED)

contain

To restrict an entity's freedom of movement to within a specified area.
(NATO Agreed)

In the context of this publication, this refers to restraining the spread of
information, a message, or an effect in a media or audience, or on an
information system.

convince
Cause to believe firmly in the truth of something.
(COED)

co-opt

Divert to a role different from the usual or original one.

(COED)

In the context of this publication, this refers to convincing the target to agree to
a specific action and/or agreement of your choosing.

corrupt
Made unreliable by errors or alterations.
(COED)
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deceive

To mislead an entity by manipulating its perceptions in order to induce it to
react in a manner prejudicial to its interests.

(NATO Agreed)

In the context of this publication, this refers to the military activity of deception.

degrade

Cause to suffer a severe loss of dignity or respect; demean.

(COED)

In the context of this publication, this refers to adversary command and control
or communications systems, and information collection efforts or means. It
also refers to morale, worth or the effectiveness of adversary decisions and
actions. Damage is done to the entity, which still continues to operate but at a
reduced effectiveness or efficiency.

demonstrate
To dissuade a hostile entity by a show of force, without seeking contact.
(NATO Agreed)

deny

To prevent an entity from using specified people, space or infrastructure.
(NATO Agreed)

In the context of this publication, this means preventing someone from
accessing and using critical information, systems and services.

destroy

To damage a target to such an extent that it is unable to fulfill its intended
function without being reconstituted or entirely rebuilt.

(NATO Agreed)

In the context of this publication, this refers to physically damaging an enemy
system, or entity, so badly that it cannot perform its function to create a
psychological effect, or reducing adversary command and control capability.

detect

Discover or identify the presence or existence of.

(COED)

In the context of this publication, this includes adversary propaganda, entities
on social media or intrusions into information systems.
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deter

Discourage (someone) from doing something by instilling fear of the
consequences.

(COED)

diminish

Make or become less.

(COED)

In the context of this publication, this includes the will, understanding or
capability of an actor.

discourage
Cause (someone) to lose confidence or enthusiasm.
(COED)

discredit

Harm the good reputation of.

(COED)

In the context of this publication, this includes the reputation, credibility and
authority of an actor or argument.

dismay
Consternation and distress.
(COED)

dismiss
Treat as unworthy of serious consideration.
(COED)

disrupt

Disturb or interrupt.

(COED)

In the context of this publication, this applies to using lethal and non-lethal
capabilities to interrupt information flow (denial of service attacks, electronic
warfare, destruction of broadcast facilities and command and control
capability).

disseminate
Spread widely.
(COED)
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dissuade
Persuade someone not to take (a course of action).
(COED)

distort
Give a misleading or false account or impression of.
(COED)

distract
Prevent (someone) from concentrating on something.
(COED)

embolden
Give courage or confidence to.
(COED)

empower
Give authority or power to; authorize.

(COED)

In the context of this publication, this means using information to promote
confidence, authority, accountability and responsibility in an actor or group.

encourage
Give support, confidence or hope to.
(COED)

establish
Achieve permanent acceptance or recognition for.
(COED)

exploit

Make use of and derive benefit from (a resource).

(COED)

In the context of this publication, this means using information to take
advantage of, or create, a favourable situation for tactical, operational or
strategic purposes.
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expose

Make (something) visible by uncovering it.

(COED)

In the context of this publication, this means revealing information that offers
an advantage to the Alliance.

facilitate
Make easy or easier.
(COED)

impose

1. Force to be accepted, done, or complied with.
(COED)

2. Take advantage of someone.

(COED)

indicate

1. Point out; show.

(COED)

2. Suggest as a desirable or necessary course of action.
(COED)

influence

The capacity to have an effect on the character or behaviour of someone or
something, or the effect itself.

(COED)

In the context of this publication, influence is an outcome and refers to
effects on the perception, attitudes and behaviours of an audience. It may
be achieved deliberately by information and communication activities, or as a
second and third order effect of all activities.

inform
Give information to.
(COED)

isolate
Place apart or alone; cut off
(COED)
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manipulate

Control or influence cleverly or unscrupulously.

(COED)

In the context of this publication, this means managing an actor to create
friendly advantage often through persuasion, or deception.

mask

A disguise or pretence.

(COED)

In the context of this publication this means protecting information from
individuals or groups until an appropriate moment for its release. This applies
particularly to operations security and deception.

misinform
Give false or inaccurate information to.
(COED)

mislead
Cause to have a wrong impression about someone or something.
(COED)

negate

Nullify; make ineffective.

(COED)

In the context of this publication, this means countering the effects of
adversary information activities or the information itself. It is particularly
applicable to counter-propaganda and operational security.

neutralize

To render a hostile entity or materiel temporarily incapable of interfering with
friendly forces.

(NATO Agreed)

In the context of this publication, this means countering the source of
information rather than the effect; for example, by denial of service, electronic
warfare or physical action.

persuade
Cause someone to do something through reasoning or argument.
(COED)
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prevent

Keep from happening or arising.

(COED)

In the context of this publication, this means persuading an actor not to
undertake a particular course of action by convincing them that it will be
unsuccessful. It is less reliant on physical force than coercion.

probe

Enquire into closely.

(COED)

In the context of this publication, this means to closely examine, evaluate and
test a system or entity (human or technological) to gain an understanding of its
general layout or perception.

promote

Further the progress of; support or encourage.

(COED)

In the context of this publication, this means to advocate or advance positive
awareness of an actor, organization or courses of action.

protect

Keep safe from harm or injury.

(COED)

In the context of this publication, this means protecting the joint force
commander’s freedom to operate in the information environment.

publicize
Make widely known.
(COED)

reassure
Allay the doubts and fears of.

(COED)

In the context of this publication, this means restoring confidence and
dispelling fear through coordinated use of capabilities such as psychological
operations and techniques such as key leader engagement and presence,
posture and profile.
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reinforce

Strengthen or support; give added strength to.

(COED)

In the context of this publication, this means using information to maintain and
increase support for specific ideas, actors, organizations or activities.

reveal
Disclose (previously unknown or secret information).
(COED)

sever
Put an end to (a connection or relationship).
(COED)

shape

Develop in a particular way.

(COED)

In the context of this publication, this means preparatory work focused on
actors’ behaviours to cause them to conform to a particular pattern, prior to
subsequent activities conducted by NATO forces.

support
Give assistance, encouragement, or approval to.
(COED)

undermine

Make less powerful or effective, especially in a gradual or insidious way.
(COED)

In the context of this publication, this refers to an actor’s trust, credibility and
loyalty by damaging reputation.

unmask
Expose the true character of.
(COED)

usurp
Take (a position of power) illegally or by force.

(COED)

In the context of this publication, this means establishing a position of authority
within the information environment that means our ideas and arguments
supplant those of our adversaries.
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UK ET.

Note the utility of the following effects verbs in setting

objectives and describing outputs in respect of audience behaviours:

e decrease;
e increase; and
e maintain.

N4
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Part 1 — Acronyms and abbreviations

ACO
ACT
AJP
AMEC

ASCP
ASG PDD

CapDev
CDS
CEWG
CIMIC
CJEF
CJO
CJPOTF
CMC
CMI
COED
ComDiv
COPD
CPAO
CPOE

CUOE

DCPG

DCPM

DDC

Defence StratCom

Allied Command Operations

Allied Command Transformation

Allied joint publication

International Association for the Measurement and
Evaluation of Communication

Allied strategic communications publication
Assistant Secretary General for Public Diplomacy

capability development

Chief of the Defence Staff

Communication and Engagement Working Group
civil-military cooperation

combined joint expeditionary force

Chief of Joint Operations

Combined Joint Psychological Operations Task Force
Chair of the Military Committee

civil-military interaction

Concise Oxford English Dictionary
Communications Division

Comprehensive Operations Planning Directive
Chief Public Affairs Officer

comprehensive preparation of the operating
environment

comprehensive understanding of the operating
environment

Defence Communications Profession Group
Defence Communications Planning Meeting
Directorate of Defence Communications
Defence strategic communication
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DIOC
DirCom

Dir ComDiv
DOTMLPFI

DSCB
GCS

HQ SACT

IACB
IAWG
IDEA
IEA

IMS

Info Ops
ISTE

J10-StratCom

JCB
JDP
JEF
JFC
JFD
JIAG
JIASC
JFEWG
JIPOE

JISR&JE
JSEC
JTCB
JTWG

MC
MCOM

Defence Information Operations Centre

Director of Communications

Director Communications Division

doctrine, organization, training, materiel, leadership
development, personnel, facilities and interoperability
Defence Strategic Communications Board

Government Communication Service

Headquarters Supreme Allied Command
Transformation

Information Activities Coordination Board
Information Activities Working Group

Insight, Data, Evaluation and Analysis
information environment assessment
International Military Staff

information operations

Intelligence Support to Targeting and Effects

J10-Strategic Communications directorate

Joint Coordination Board

joint doctrine publication

joint expeditionary force

joint force command

Joint Force Development

Joint Information Activities Group

Joint Information Activities Support Cell

Joint Fires and Effects Working Group

joint intelligence preparation of the operational
environment

joint intelligence, surveillance and reconnaissance and
joint effects

Joint Support and Enabling Command
Joint Targeting Coordination Board
Joint Targeting Working Group

Military Committee
Modern Communications Model
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MDI

Media Ops
MIC

Mil PA
MOC
MOD

MOE

MSE

MSO

NAC
NATO
NFS
NSC
NSCC
NSCT
NSO
NSSIG

OPLAN
OPP

PASCAD
PDD
PJHQ
PsyOps

RBIO

SACEUR
SACT
SCAEF

SCCB
SCCOE
SCWG
SHAPE
SIAWG
SJFHQ

Military Committee Working Group Strategic
Communications
multi-domain integration
media operations

Media Information Centre
military public affairs
Media Operations Centre
Ministry of Defence
measure of effectiveness
Military Strategic Effects
military strategic objective

North Atlantic Council

North Atlantic Treaty Organization

NATO force structure

National Security Council

National Security Communications Committee
National Security Communications Team

NATO Standardization Office

National Security Strategy Implementation Group

operation plan
operations planning process

Public Affairs and Strategic Communications Advisor
Public Diplomacy Division

Permanent Joint Headquarters

psychological operations

rules-based international order

Supreme Allied Commander Europe

Supreme Allied Command Transformation
Strategic Communication Actions and Effects
Framework

Strategic Communications Coordination Board
Strategic Communications Centre of Excellence
Strategic Communications Working Group
Supreme Headquarters Allied Powers Europe
Strategic Information Activities Working Group
Standing Joint Force Headquarters
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SMART specific, measurable, achievable, relevant and timely
StratCom strategic communications
UK United Kingdom
UKStratCom Strategic Command
us United States
Lex-4
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Part 2 — Terms and definitions

actor
An individual, group or entity whose actions are affecting the attainment of the
end state. (NATO Agreed)

attitude
A settled way of thinking or feeling. (COED)

audience

An individual, group or entity whose interpretation of events and subsequent
behaviour may affect the attainment of the end state.

Note: The audience may consist of publics, stakeholders and actors.

(NATO Agreed)

audience analysis
The understanding and segmentation of audiences in support of the
achievement of objectives. (NATO Agreed)

audience-centric approach

The understanding, planning, execution and monitoring of activity to influence
audiences’ attitudes, beliefs or behaviours to achieve desired outcomes.
(JDP 0-01.1)

behaviour
The way in which someone behaves. (COED)

belief
An acceptance that something exists or is true, especially one without proof.
(COED)

civil-military cooperation
A military joint function that integrates the understanding of the civil factors
of the operating environment and that enables, facilitates and conducts

civil-military interaction to support the accomplishment of missions and military

strategic objectives in peacetime, crisis and conflict. (NATO Agreed)
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civil-military interaction

Activities between NATO military bodies and non-military actors to foster
mutual understanding that enhances effectiveness and efficiency in crisis
management and conflict prevention and resolution. (NATO Agreed)

communication activities

Information activities performed by military public affairs and psychological
operations capabilities.

(This term and definition only applies to this publication.)

cyberspace

The global domain consisting of all interconnected communication, information
technology and other electronic systems, networks and their data, including
those which are separated or independent, which process, store or transmit
data. (NATO Agreed)

disinformation
Information which is intended to mislead. (COED)

effect dimensions

An analytical construct that translates actions in the engagement space into
the physical, virtual and cognitive consequences that these actions may have.
(NATO Agreed)

end state

The political-strategic statement of conditions that defines an acceptable
concluding situation to be attained at the end of a strategic engagement.
(NATO Agreed)

engagement space / battlespace
The part of the operating environment where actions and activities are planned
and conducted. (NATO Agreed)

environment
The surroundings in which an organization operates, including air, water, land,
natural resources, flora, fauna, humans, and their interrelations. (NATO Agreed)
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gender

The social attributes associated with being male and female, learned through
socialisation, that determine a person's position and value in a given context,
including in the relationship between women and men and girls and boys, as
well as in the relations between women and those between men.

Note: Gender issues do not equate to an exclusive focus on women.

(NATO Agreed)

gender analysis

The systematic gathering and examination of information on gender differences
and on social relations between men and women in order to identify and
understand inequities based on gender. (NATO Agreed)

hybrid threat
A type of threat that combines conventional, irregular and asymmetric activities
in time and space. (NATO Agreed)

information activities
Activities performed by any capability or means, focused on creating cognitive
effects. (NATO Agreed)

information environment

An environment comprised of the information itself, the individuals,
organizations and systems that receive, process and convey the information,
and the cognitive, virtual and physical space in which this occurs.

(NATO Agreed)

information operations

A staff function to analyze, plan, assess and integrate information activities to
create desired effects on the will, understanding and capability of adversaries,
potential adversaries and audiences in support of mission objectives.

(NATO Agreed)

information system

An assembly of equipment, methods and procedures and, if necessary,
personnel, organized to accomplish information processing functions.
(NATO Agreed)
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joint operations area

A temporary area within a theatre of operations defined by the Supreme Allied
Commander Europe, in which a designated joint force commander plans and
executes a specific mission at the operational level. (NATO Agreed)

manoeuvre

Employment of forces on the battlefield through movement in combination with
fire, or fire potential, to achieve a position of advantage in respect to the enemy
in order to accomplish the mission. (NATO Agreed)

measure of effectiveness

A criterion used to assess changes in system behaviour, capability, or
operating environment, tied to measuring the attainment of an end state,
achievement of an objective, or creation of an effect. (NATO Agreed)

measure of performance
A criterion that is tied to measuring task accomplishment in order to assess
friendly actions. (NATO Agreed)

media operations

The military information activity that offers accurate and timely information
to nominated audiences through the media, in order to create the desired
communications effect and build consent for UK national objectives, while
maintaining operations security and personal security. (JDP 0-01.1)

message

Any thought or idea expressed briefly in plain, coded, or secret language,
prepared in a suitable form for transmission by any means of communication.
(NATO Agreed)

Note: It supports a specific theme and is tailored to a specific audience.

(MC 0422/6)

messaging
The transfer of any thought or idea from one person or device to another, by
using any medium of communication. (NATO Agreed)

military public affairs

The strategic communications capability responsible for promoting military
aims and objectives by communicating accurate and truthful information to
internal and external audiences in a timely manner. (NATO Agreed)
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misinform(ation)
Give false or inaccurate information to. (COED)

narrative
A spoken or written account of events and information arranged in a logical
sequence to influence the behaviour of a target audience. (NATO Agreed)

operating environment

A composite of the conditions, circumstances and influences that affect the
employment of capabilities and bear on the decisions of the commander.
(NATO Agreed)

operational domain

A specified sphere of capabilities and activities that can be applied within an
engagement space.

Note: There are five operational domains: maritime, land, air, space and
cyberspace, each conditioned by the characteristics of its operating
environment. (NATO Agreed)

UK note: The UK recognises the five operational domains to be: maritime, land,
air, space, and cyber and electromagnetic.

operations security

All measures taken to give a military operation or exercise appropriate security,
using passive or active means, to deny an adversary knowledge of essential
elements of friendly information or indicators thereof. (NATO Agreed)

perception
A way of regarding, understanding, or interpreting something.
(COED)

propaganda
Information, especially of a biased or misleading nature, used to promote a
political cause or point of view. (NATO Agreed)

psychological operation

Planned activities using methods of communication and other means
directed at approved audiences in order to influence perceptions, attitudes
and behaviours, affecting the achievement of political and military objectives.
(NATO Agreed)
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public
An individual, group or entity who is aware of activities that may affect the
attainment of the end state. (NATO Agreed)

stakeholder
An individual, group or entity who can affect or is affected by the attainment of
the end state. (NATO Agreed)

strategic communications

In the NATO military context, the integration of communication capabilities and
information staff function with other military activities, in order to understand
and shape the information environment, in support of NATO strategic aims and
objectives. (NATO Agreed)

target
An area, infrastructure, object, audience or organization against which
activities can be directed to create desired effects. (NATO Agreed)

target audience analysis
The focused examination of targeted audiences to create desired effects.
(NATO Agreed)

theme
The unifying subject or idea of a message or set of messages.
(NATO Agreed)

understanding

The interpretation and comprehension of a particular situation in order
to provide the context, insight and foresight required for effective
decision-making. (NATO Agreed)
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