	NATIONAL SECURITY FRAMEWORK
[image: Shape

Description automatically generated with medium confidence]THE MANAGEMENT AND HANDLING OF EVIDENCE POLICY FRAMEWORK 
	SUPPORTING TOOL ANNEX J


	USBs AND HARD DRIVES EVIDENCE PROCEDURE



	STEP
	EVIDENCE PROCESS

	Protective Clothing

	Before seizing evidence, staff are to wear disposable nitrile gloves. Should there be a risk of biohazard contamination staff should also wear a disposable apron to avoid cross contamination. 


	
Initial Seizure
	Staff are to activate their BWVC when possible.

Staff should handle the item with respect and care. To preserve the data and achieve best evidence, staff are not to plug the item into any work laptops or computers to view the evidence.


	Evidence Gathering
	Staff are to use an appropriately sized evidence bag and ensure that it is sealed, and the information boxes completed to ensure continuity.

Guidance can be found under the ‘Completion Details of the Evidence Bag’ section.

Where there is no requirement for police involvement and/or at the direction of the police, USBs and Hard drives may be sent to Digital Media Investigation Unit (DMIU) Forensics for further examination of the content unless it’s been contaminated with a biohazard.

	Health & Safety
	USBs and Hard drives should be handled carefully, bearing in mind that the item may have been held in unsanitary conditions, such as being secreted internally.  

Devices that are covered in faecal matter are not to be cleaned but to be placed in an appropriate biohazard container which should be secured within an evidence bag and clearly labelled with biohazard tape. 

Should there be a risk of biohazard contamination staff should wear disposable gloves and apron to avoid cross contamination.

Any PPE that has been contaminated with biohazard should be disposed of correctly via medical waste.

	Adjudications/Police Referral
	A sanction is to be considered for every prisoner.
Where a prisoner is found in possession of a USB or Hard drive either in property or on their person and placed on report, the adjudicating Governor is to decide if a police referral is required in line with The Crime in Prisons Referral Agreement 2019. Staff are to refer to PSI 05/2018 Prisoner Discipline Procedures (Adjudications) when placing prisoners on report.
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