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	STEP
	EVIDENCE PROCESS

	Protective Clothing

	Staff are to wear disposable nitrile gloves.

	Initial Seizure
	Staff are to activate their BWVC when possible.

Games consoles, mifis, laptops and hardware wallets that are associated with cryptocurrency are not to be tampered with by any means.

If staff suspect that an electronic device has been tampered with from its original state, they should not tamper with it and should handle the item with respect and care. To preserve the data on a authorised or unauthorised device and achieve best evidence, these items must be handled and seized appropriately by not switching on the device or looking through the contents stored on the device.

Staff can access security bulletins for additional information on games consoles and other devices on 

	Evidence Gathering
	Staff are to use an appropriately seized evidence bag and ensure that it is sealed, and the information boxes completed to ensure continuity.

Guidance can be found under the ‘Completion Details of the Evidence Bag’ section.

Where there is no requirement for police involvement and/or at the direction of the police, authorised and unauthorised IT devices may be sent to Digital Media Investigation Unit (DMIU) for further examination of the content.  Staff can contact Digital Media Investigation Unit: dmiuforensics@justice.gov.uk

	Health & Safety
	Staff are to ensure the item is safe enough to unplug from the mains. If staff are unsure then the works department are to be contacted to advise.

	Adjudication/Police Referral 
	A sanction is to be considered for every prisoner.
The adjudicating Governor is to decide if a police referral is required in line with The Crime in Prisons Referral Agreement 2019. Staff are to refer to PSI 05/2018 Prisoner Discipline Procedures (Adjudications) when placing prisoners on report.
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