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	STEP
	EVIDENCE PROCESS

	Protective Clothing
	Before seizing evidence, staff are to wear disposable nitrile gloves.

	Initial Seizure
	Staff are to activate their BWVC when possible.
When dealing with mobile phones, turn the phone off (if active), do not remove the SIM card, do not check the phone contents, do not switch the phone on. Doing so may result in:
· loss of valuable data
· commission of a criminal offence by unlawfully intercepting data
· allegations of tampering which could have a detrimental effect on any prosecution.

Encrypted Mobile Phones are to be left switched on and placed in an evidence bag.

Staff can access the security bulletin for further information on encrypted Mobile Phones at Security - HMPPS Intranet (gsi.gov.uk)   	

Mobile Phones must not be removed from any packaging in which they may have been found if it is likely a criminal investigation will be required by the police. This is vital when dealing with throw overs, where the packaging can be used to obtain forensics.

For further information on handling mobile phones staff are to contact Digital Media Investigation Unit: dmiuforensics@justice.gov.uk

	Evidence Gathering
	Place the mobile phone into an appropriately sized evidence bag. Staff are to utilize a faraday bag if they are available.

Guidance can be found under the ‘Completion Details of the Evidence Bag’ section.

Staff can order faraday bags from FaradayBags.com – RF Shielded Faraday Bags by Disklabs.

 Faraday bags block RF signals from both being sent and received to an electronic device such as a mobile phone. This can protect the integrity of the information held on the phone for further analysis to take place

Where there is potential police investigation, establishments should keep the evidence as it is and await further police instructions. 

Where there is no requirement for police involvement and/or at the direction of the police, mobile phones may be sent to Digital Media Investigation Unit (DMIU) for further examination of the content. The phone should be removed from any packaging and should be sent in the evidence bag with the correct paperwork completed and signed by an authorising manager. If staff believe the phone is encrypted this should be documented on the paperwork.

 Staff can contact Digital Media Investigation Unit: dmiuforensics@justice.gov.uk.

If passcodes are found/disclosed, they should be reported to DMIU.


Staff must also complete an Intelligence Report

	Health & Safety
	Extra care should be shown by staff when handling mobile phones that may be contaminated with bodily fluids or solids and present a biohazard. It is of paramount importance, in line with health and safety policies, that staff must wear disposable nitrile gloves and disposable apron when handling biohazard items.
 
Where possible to reduce contact and cross contamination tweezers/tongs or grabbers should be used to handle the item. Where this is not possible and/or there remains the potential for cross contamination a disposable apron should be worn in conjunction with the nitrile disposable glove.
 
Mobile phones should be handled carefully, bearing in mind that the phone may have been held in unsanitary conditions, such as being secreted internally.  

Phones that are covered in faecal matter are not to be cleaned but to be placed in an appropriate biohazard container which should be secured within an evidence bag and clearly labelled with biohazard tape. 
Any PPE that has been contaminated with biohazard should be disposed of correctly via medical waste.

	Adjudication/Police Referral 
	A sanction is to be considered for every prisoner.
Where a prisoner is found in possession of a mobile phone, either in property or on their person and placed on report the adjudicating Governor is to decide if a police referral is required in line with The Crime in Prisons Referral Agreement 2019. Staff are to refer to PSI 05/2018 Prisoner Discipline Procedures (Adjudications) when placing prisoners on report.
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