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	DRONES EVIDENCE PROCEDURE



	STEP
	EVIDENCE PROCESS

	Protective Clothing

	As part of the recovery staff should wear heavy duty cut resistant gloves and consider placing a blanket over the drone to protect contact against contact with the blade as the drone can be started remotely by the operator.

Before handling any items dropped by the drone, staff are to wear disposable nitrile gloves, where possible tweezer/tongs/grabbers should be used to recover and secure evidence.

	Initial Seizure
	Staff are to activate their BWVC when possible.

Drones are remotely controlled and can be activated from several miles away. 

Staff are recommended NOT to try to intercept a drone in flight by physically grabbing the drone or the package primarily due to the unknown effect such an intervention could have on the control of the drone and/or injury to the person.

However, if the drone has crashed or struggling to fly within the establishment due to a fault, staff can consider throwing a box or blanket over the drone. This can prevent the drone from flying around the establishment and its contents being dispersed around the establishment.

It should be noted drones can be used as a weapon if they are not permanently disabled (i.e., the pilot can restart the motors) or the contents of the package could be dangerous.

PACKAGES
If a package is dropped
· If safe to do so, deal with the package in the same way as other evidence under this policy framework
· Minimise handling for evidential purposes. 
· Use tweezers/tongs where possible and wear disposable nitrile gloves and place in an appropriate evidence bag (dependent on package). This should be done as soon as practicable to ensure continuity of evidence is maintained. 
· Use BWVC where possible to secure initial evidence.
· Do NOT to attempt to open the package.
· Alert other staff/Oscar 1 via radio to request support
· Keep prisoners away from the area. If dog teams are available, deploy them to the area to support staff.
· If prisoners are seen to retrieve the package, identify the prisoners involved and try to separate them from others.

DRONE
If the drone looks suspicious or there are concerns regarding the safety of any payload attached, immediately refer the incident to the police.
· If safe to do so recover the drone, 
· Minimise handling of the drone and preserve evidence.
· Tongs/grabbers should be used where possible to recover the drone. Staff are to wear heavy duty gloves should remain a need for hand contact during recovery and should be kept to a minimum 
· Do not take the drone into sensitive locations, e.g., control rooms, intelligence/ security departments. This is particularly important if the device has a camera and/or microphone fitted as it can transmit images and sound to the operator.
· Where possible power down the drone to minimise risk and to prevent it taking off. Only turn it off if you know how to do so, leaving the battery in situ.
· A heavy box or blanket can used to disable the drone, alternatively invert the drone onto its back
· Avoid removing batteries (unless this is the only method to remove power), memory cards, cameras, or payload.
· Ensure the drone is switched off where possible and appropriately packaged in a box and/or evidence bag. If the drone is too large to place in an evidence bag, seek advice from local police. 

	Evidence Gathering
	· Do not take the drone into sensitive areas e.g., control rooms, intelligence, or other secure departments. This is particularly important if the device is fitted with a camera and / or microphone.

· Power down as soon as practicable as operator could remotely delete data. 

· Where controllers are recovered these should be handled and managed in the same way as drone. Controllers can hold valuable forensic and digital intelligence. Unless the controller is a mobile phone, or a tablet then staff are to turn it off and place in an evidence bag.

The drone will comprise of a different component part which allows the drone to fly under control of the operator. These include:

· The drone unit itself which is capable of flight
· The control unit that may be remotely linked to a mobile device or tablet;
· The power supply – normally a removable battery;
· The storage media within the drone and control unit;
· In some cases, the unit may be linked to a web-based registration system.
· All legally flown drones should have an operator registration number on the drone. Check this and if an operator ID is on the drone the registered operator database is held by the CAA. https://register-drones.caa.co.uk/. The relevant information is to be passed on to the police.

Each component has the potential to provide information that may identify who has been in physical and / or digital contact with the drone and where it has been located both on the ground and in the air. If the location of the pilot is known, then the police should be contacted immediately. The location of the pilot, if known, should also be treated as a potential crime scene and the police notified.

All the components have the potential for conventional forensic recovery. If the unit is a non-commercial off the shelf design, the unit may have required assembly and there may be additional forensic opportunities on internal components. Consider;

· DNA;
· Fingerprints;
· Trace evidence, e.g., blood, chemicals or fibres;
· Physical fits, e.g., from tape that has been applied;
· Labelling, serial numbers, modifications, etc.

	Health & Safety
	There are hazards for staff and prisoner safety that need to be considered:

· Contact with drone
· Drone falling from height
· Impact from moving propeller / rotor blade

Staff are not to handle the drone when it is clear that the propellers are still in operation. When safe to do so, grabbers should be used to recover the drone where possible, should there remain a need for hand contact with the drone as part of recovery staff should wear heavy duty cut resistant gloves and consider placing a blanket over the drone to protect against contact with blades as the drone can be started remotely by the operator. 

Drone batteries carry a particular risk due to being ‘intelligent batteries’ with a built-in management system. Care should be taken when handling Lithium-Ion batteries; there is a limited possibility that if the battery / cells are damaged they may spontaneously combust. Place loose batteries in a fireproof storage bag, e.g., LiPo fire bag, and store in accordance with local policy and Fire Risk Assessment.

	Adjudications/Police Referral 
	Refer all recovered drones to the police for criminal investigation. Record crime number and request all information following an investigation is shared back with the prison’s security department and local Prison Intelligence Officer.

Reporting guidance
· Ensure an Incident Reporting System report has been completed and make note of its reference. Ensure police have been made aware of a drone recovery within the prison establishment.
· Ensure a Police incident report in accordance with local prison systems has been created detailing relevant circumstances of recovery.
· Drone ‘Sightings’ and ‘Recoveries’ should be reported on C-Nomis under incident type ‘DRONE SIGHTING 1609’, with as much detail as possible.
· Explore CCTV opportunities within the prison establishment and recover any relevant CCTV footage following authorisation of disclosure in accordance with the CCTV Policy Framework. This may include CCTV opportunities that cover the prison establishment perimeter if the direction and flightpath of the drone is known. This may also include any suspicious activity from cells which could indicate destination of package.
· Research local intelligence systems for similar recent or historical drone related events.
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