PREISKEL ¢:CO

Competition and Markets Authority
The Cabot

25 Cabot Square

London

E144QZ

For the attention of:
browsersandcloud@cma.gov.uk

By email only

20 January 2023

Dear Sirs,

Re: Response to Mobile Browsers and Cloud Gaming Issues Statement

This letter is on behalf of the Movement for an Open Web (“MOW?™), a not-for-profit organisation that
is seeking to secure an open and decentralised web.

We write in response to the Issues Statement. We aim to highlight ten key points:

1) Consistency with recent CMA precedent and ensuring interoperability.

The CMA found in its Privacy Sandbox case! that “transferring key functions” from the Open Web into
the browser centralises functions into the hands of the owners of those browsers. Many functions
currently exist in decentralised websites that could be centralised into the browser with an attendant
loss of competition and local functionality. Key functions that are currently enabled by the HTTP
standard and which are at risk of centralisation into the browser include:

- Sign-in (see further discussion on Sign-in and Authentication below).

- Access to data sources such as IP addresses, User Agent information, URLs and hyperlinks.

- Expansion of the definition of the browser to include authentication, password management,
digital wallets, payment functions, website blockers (overriding parental or bill-payer
agreements with internet service providers over such things such as parental controls), beyond
a browser’s core functions of page rendering, bookmark management, and download
management. An early step on the next stage of the investigation needs to be to define what is,
and what is not, the core functionality of a browser absent further abuse and additional bundling.

The investigation will look at browsers and app store bundling but also needs to carefully consider the
technical capability of web functions to be re-bundled and centralised in the browser. This is important

! Para 3.3(b) of the CMA Decision to accept commitments offered by Google in relation to its Privacy Sandbox Proposals.
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with reference to bypassing remedies contemplated for enabling the web apps and app payment
unbundling.

There is a need to assess what is or could be offered separately and not to make any assumption as to
the starting point of the inquiry, before examining any of the benefits of any current integration if it

exists at all.

2) Web compatibility

We are concerned that the assumption being made as a basis for current remedies is that web
interoperability will underpin the functionality of web apps with consumer devices and the browsers
therein. Since browser owners can define compatibility and many techniques are available to create
incompatibility, the risk is that they will make their browsers incompatible with web apps or limit
equivalent quality of experience or quality of service to end users.

If the potential solution is interoperability over the World Wide Web, with compatibility being based
on stable and impartial web standards, such as HTTP, then our view is that current web standards are
not stable, that web standards making is not impartial, and there is a lack of “unrestricted participation”
in their development. Indeed, there is considerable evidence of the dominance of Google and Apple in
the development of web standards to and for their own benefit. Any remedy relying on web
interoperability is thus at risk of being ineffective.

We see scope for Gecko engine and Webkit engine competition to improve functionality in competition
with the Blink engine (and others such as Goanna which are occasionally referred to, but which may
provide an important source of fringe competition?).

However, technical oversight may be needed to prevent “compatibility being used as a club” with which
to beat rivals and to ensure that updates improve interoperability between the browser and the Open
Web.

Importantly, Apple may decide not to compete with Google, as it has in relation to search. Instead of
competing in search, Apple has demanded that Google pay to place its search engine on Apple’s iPhones
and other devices. Google is reportedly paying over $1bn a month.? A similar commercial solution may
appeal to Apple. It could demand that Google’s placement of Chromium/Blink browsers on its iPhones
and other devices should be accompanied by a similar payment. Competition would suffer and Apple
would increase its profits.

Expecting Apple to improve Webkit and its compatibility with websites on the Open Web when faced
with competition from Google’s Chromium/Blink-based browsers ignores the economic symbiosis
between the two companies that currently exists. Given the considerable costs that would otherwise be
faced by Apple in upgrading and improving its own browser in ensuring browser/web compatibility,*
there is an appreciable risk that Apple could instead decide to close its Safari/Webkit engine and use
Google’s Chromium/Blink, either with a “Chrome UI” or its own new UL

2 As was found to be the case in Microsoft Corp v Commission of the European Communities, Case T-201/04.

3 See ACCC reports and US4 vs Google.

4 And bearing in mind that businesses as technologically sophisticated and as well-funded as Microsoft have given up on Trident. See
Microsoft Support, “Download the new Microsoft Edge based on Chromium”; Venture Beat, “Microsoft is embracing Chromium, bringing
Edge to Windows 7, Windows 8, and macOS”.




To avoid this poor outcome for competition, it is necessary to ensure that entrants and smaller players
can expand, decreasing the incentive for Apple to simply not offer the product.

It is vital when considering remedies to competition cases that existing business models provide
indicators of economic interest. Those interests can be amplified with remedies, but no remedy can

require supply and the offering of a product when a business decides not to offer one.

3) Simplifying switching between browsers and limiting default/preinstalled browsers

Provided the above risk of Apple not supplying its own browser and switching to Google’s browser,
we would support the CMA’s inclusion of requirements to make switching between browsers more
straightforward in the Issues Statement.> This was proposed in the Mobile Ecosystems Market Study
Final Report (“Final Report™) at para 8.139.

A further risk is reduced choice and increased friction.® We consider that all preinstallation and defaults
identified as creating anticompetitive effects must be subject to neutral user choice architecture and
choice screens. We understand the CMA’s inclusion of “choice screens to overcome distortive effects
of pre-installation™ as a remedial action, but one that needs to be tested and trialled for effectiveness
before being implemented.

4) Increasing competition between mobile browsers

We agree with the CMA’s proposed remedies for increasing competition between mobile browsers.®

This runs in parallel with the following remedy proposed by the CMA, namely the requirement of Apple
and Google to provide greater access to functionality for rival browsers by exploring the following
options:

(a) “requiring equality of APl/functionality access, whereby the controller of the operating system
is not allowed to withhold access to device functionality exclusively for their own browser, and

(b) requiring Apple and Google to open up access to specific operating system functionality, other
than the functionality they make available to their own browser and native apps.”

We consider it to be a necessity to require Apple and Google to allow other competing (i.e., non-Apple
or Google) Browser User Interfaces (“Browser Uls”) and browser engines to be used on each of Apple
and Google’s platforms to increase competition on privacy and security settings when browsing the
web.

5) The definition of browser functionality

We disagree with Apple and Google where they have stated that restricting access to APIs is justified
where these APIs govern access to privacy and security: those functions in the browser may override
choices that consumers may wish to make when accessing individual websites. Under GDPR and UK
law the issue of compliance is for each business owner and decisions concerning their business, how

% Issues Statement, paras 69-71.

® At para 8.141 of the Final Report, the CMA added that these changes would allow users to make effective choices by reducing friction.
Furthermore, the CMA acknowledged that the choice architecture within Apple’s and Google’s respective ecosystems may lead to self-
preferencing. This is particularly true through default browsers/preinstalled browsers.

7 Issues Statement, paras 72-74.

® Issues Statement, para 63.



data is processed and how compliance is ensured. It is not for Google and Apple to act as the world’s
privacy police, particularly when they have frequently been found to themselves breach privacy law
and stand to gain considerable commercial benefit from blocking rivals using privacy as an excuse.

Also, and importantly, privacy does not need to be only a browser function. Privacy can otherwise also
be addressed through independent systems or via authentication and personal identity management
systems such as referred to in the CMA’s July 2020 Online market Final Report in Annex Z.

Seeing privacy as solely being a browser function risks limiting competition by entrenching the internet
gatekeeper Browser Ul or the browser engine as the supplier for all. Instead, technical access and
interoperability to currently existing browser interfaces should be required, but narrowly defined, so
that interoperability is only related to core browser functionality and innovation can then take place in
other features, functions and apps, including on privacy compliance by rivals.

Steps need to be taken to prevent an increase in the incentive for the internet gatekeepers to expand the
functionality of their browsers to interfere with existing data and functions currently available on the
web to consumer’s detriment.

For example, enabling access to web apps and unbundling payments from in-App Store apps, would be
critically dependent on the open and seamless functioning of web apps. To guarantee such functionality
would require the open web apps to have access to current transport level data and depend on standards
being developed and applied on an unrestricted basis. The current system for developing web standards
is unlikely to be satisfactory, given that it has become captured by the main technology platforms.

Put another way, functionality that does not relate to rendering of web pages and input data used by the
Browser Ul or browser engine which can, and should, be available for use by business solutions to web
properties (i.e., third parties) can inadvertently or deliberately be bundled into the browser by browser
owners. For example, Apple’s ITP and Google’s Privacy Sandbox browser changes both embed, or
propose to embed, functionality into the browser that otherwise exists and is used by businesses on the
Open Web. The recent Web Payments API standard allows them to embed digital wallets into the
browser, centralising those functions for their own competitive benefit.

As browser owners, Apple and Google can use their browsers to interfere with existing contracts and
functions for sign-in to independent websites.” They control important architectural design points in
APIs, which should be designed to enable competition and not to foreclose it.

Any browser investigation and any applicable interoperability remedy thus both need to define the
boundary of the browser’s functions and enable third-party developments and innovation. The
obligations covering access and interoperability need to apply to all technical inputs, commercial inputs
and financial inputs; not outputs as determined by each of the internet gatekeeper browser owners. !

? See the DGMT vs Google litigation in the USA: Assoc. Newspapers Ltd. and Mail Media, Inc. v. Google LLC and Alphabet, Inc. Case
1:21-cv-03446 (S.D.N.Y., Apr. 20, 2021).

10 Or gatekeepers as defined in the Digital Markets Act (COM(2020)0842 — C9-0419/2020 — 2020/0374(COD)). See, in particular, Articles
5 and 6 for obligations relating to access and interoperability.
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6) Unbundling of Authentication (Sign-in)

The function of Sign-in is one of the main sources of market power for Google and Apple. As discussed
in Annex Z of the CMA’s Online Platforms and Digital Advertising Market Study Report, control over
end user data is central to the ability of both platforms to manage their ecosystems effectively. We
therefore consider that authentication and sign-in systems need to be available to competing offerings
(apps) and competing websites should be included in the MIR.

There is also a major, unstated assumption, that somehow an integrated privacy system is likely to be
more secure when operated by each platform supplier, whereas their incentives suggest precisely the
opposite. In Google’s case it has strong incentives to gather large-scale data in order to sell more
advertising and other services. Google benefits from infringing consumer privacy to use data for hyper-
targeted advertising to make more money on its own digital properties.'!

It is telling that the large browser manufacturers mention only the risks associated with other companies,
without specifying what these are, and do not mention the significant risks from large first-party data
handling (e.g., the incentive to adopt incomplete or misleading consent mechanisms as part of an
integrated solution). Apple has recently been fined in France for its breach of data protection laws in
relation to its ATT product and Google has been fined on multiple occasions for such breach. The
disincentive of data protection fines is insignificant and immaterial for Apple and Google limited as it
is to fines that are not based on stripping infringers of the profits gained from wrongdoing. As such they
are unlikely to change established and very profitable behaviour.

Both Apple and Google also ignore the fact that GDPR applies to all companies and the scheme of the
law is to place the obligation for compliance on each in relation to the data that they process. A “One
Size Fits All” solution is thus no solution at all.

A competitively neutral remedy would be to allow a competing third party to handle data, provided that
it does so responsibly, in accordance with GDPR. This access is crucial if there is to be an ad-funded
free web offering at the point of use by consumers. To achieve this, unbundling of authentication for
web use from signing into Google or Apple’s platforms is thus also likely to be needed. We outline the
current position in figure 1 below:
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The overview in figure 1 illustrates how Sign-in is used to take end user data, and the data flows that
then follow in the advertising supply chains. We outline in figure 2 the current user journey (logged in):
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And in figure 3 the user journey (not logged in):
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In figure 4 we illustrate the actions being taken by Google and Apple and how they impact third parties:
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In figure 5 we outline how a remedy to unbundle data from the Sign-in system at the browser level
would enable greater competition:

Remedy: access, interoperability and unbundling (incl Data & IDs)
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7) Revenue sharing agreements

We welcome the CMA’s commitment to address the impact of revenue sharing agreements between
Google and Apple:

“These remedies would aim to generate competition between mobile browsers on iOS devices by
addressing the possible impact of revenue sharing agreements to the extent that these dampen

competition between mobile browsers.”'?

As described above these agreements affect competitive incentives. We consider managed withdrawal
from such arrangements to be necessary if disruption and the provision of free internet services is not

also to be undermined.

Non-discrimination and prohibition of self-preference obligations can address some of the issues
identified if applied to Google as the search provider and policed carefully.

8) Apple and Google’s restrictions on cloud gaming providers

We support the CMA’s proposed remedy which requires Apple to remove its App Store restrictions on
cloud gaming services.!* We consider Apple’s practices and guidelines to be furthering its commercial
interests at the expense of creating a more competitive market.'* The most restrictive provision which
heavily impedes access for cloud gaming providers to the App Store is found at paragraph 4.9 on
streaming games. Subsection 4.9.1 states the following:

“Each streaming game must be submitted to the App Store as an individual app so that it has
an App Store product page, appears in charts and search, has user ratings and review, can be
managed with ScreenTime and other parental control apps, appears on the user’s device, etc.”

(emphasis added)

12 Issues Statement, para 79.
13 Issues Statement, paras 81-82.
14 See App Store Review Guidelines - Apple Developer.




And subsection 4.9.2 also states the following:

“Streaming game services may offer a catalog app on the App Store to help users sign up for the
service and find the games on the App Store, provided that the app adheres to all guidelines,
including offering users the option to pay for a subscription with in-app purchase and use Sign
in with Apple. All the games included in the catalog app must link to an individual App Store product
page.” (emphasis added)

This provision essentially requires that each game must be individually submitted to the App Store,
thus, must be individually downloaded to the user’s device which requires storage. This limits the
storage as well as the processing capacity benefits which are derived from cloud gaming by making
users more hardware dependent than is usually the case with cloud gaming,

Furthermore, paragraph 4.9. states the following:

“Streaming games are permitted so long as they adhere to all guidelines — for example, each
game must be submitted for review, developers must provide appropriate metadata for search,
games must use in-app purchase to unlock features or functionality, etc. Of course, there is
always the open Internet and web browser apps to reach all users outside of the App Store.”
(emphasis added)

It has been found that this can have a competitive impact by being: “problematic for cloud gaming
Services, since it means that games need to be coded separately to be accessible via a native app,
whereas the benefit of cloud gaming is the opposite: the game only needs to be coded once and is then
available across platforms.”"

Competitive advantages include technical preference. For example, higher latency which was raised by
Tim Sweeney, CEO of Epic Games, in Epic Games’ lawsuit against Apple, '° a position which the CMA
subsequently agreed with in its Final Report holding that web apps are not functionally equivalent to
native apps.!” The CMA has also raised a number of additional drawbacks to relying on web apps
instead of native apps including poorer discoverability and engagement, alongside inferior features and
functionality.'®

It is easy to decipher Apple’s rationale for restricting access to cloud gaming services. As was pointed
out by Geradin and Huijts, cloud gaming apps contain a catalogue of games akin to that of the App
Store, which could lessen users’ reliance on the App Store if cloud gaming continues to grow in
prominence. If the growth of cloud gaming is sustained, it could introduce greater price competition
and potentially erode Apple’s 30 percent commission on in-app purchases.

The CMA finds that Apple has a growing advertising business and has sought to interfere with and limit
apps from providing competing advertising services. This both helps to boost its own ads business and

'3 Geradin, Damien and Huijts, Stijn, Dark Clouds Gather — An Analysis of Apple and Google’s Restrictions on Cloud Gaming (September
15, 2022), htips://ssmn.com/abstract=4219715 at p. 12.

!® Testimony given at trial in Epic v. Apple, N.D. Cal., 3 May 2021, p. 138.

!7 Final Report, paras 4.129-4.132.

'® Final Report, Appendix I, para 22.



“encourages” apps to switch to subscription-based offerings where possible."
If the current restrictions are eradicated carefully, it may have the impact of incentivising Apple to
invest and innovate on the merits of its products and services rather than as a result of restrictive and

anti-competitive practices.

9) Google Play Store’s restrictions

At present, the Issues Document excludes any mention to the Google Play Store. While native cloud
gaming apps have been able to launch on Google Android, users on Google Play Store are not able to
complete in-game purchases in the app which effectively eliminates a significant source of revenue for
cloud gaming providers. We therefore ask the CMA to more closely scrutinise Google’s policies for
cloud gaming as part of this investigation.

10) Apple’s strategic ‘privacy fixing’

In 2018, Apple released SKAdNetwork (SKAN), a tool to replace mobile measurement platforms
(MNP), designed to enable apps to measure the effectiveness of their advertising. The reports offered
by SKAN, however, are far less useful than those offered by MNP and have undermined advertisers’
ability to determine the most effective allocation of advertising spend.

Apple’s SKAN attribution tracks events across apps controlled by different developers (i.e., third parties
to Apple, but first-parties to a consumer). So, if the user sees an ad on the Facebook app and on Apple’s
News+ app on an iPhone, Apple collects this user information, whilst preventing Meta from doing the
same, despite the fact that in this case Apple is a third-party to the Facebook app.

SKAN restricts multi-touch attribution, which previously allowed an advertiser who spent, for instance,
25% of their budget buying ad space on Facebook and Google and 50% on the Open Web, to see that
75% of their clicks and attribution came from the Open Web and the rest from Facebook and Google.
This disincentivises advertisers from attributing their advertising spend to ‘third-party’ advertising and
to use, instead, Apple Search Ads.

Furthermore, as was highlighted in a recent webinar on ‘Mobile Game Marketing with SKAN 4.0°,%
the marketing measurement mechanism employed by SKAN 4.0 has stark consequences for smaller
advertisers. SKAN 4.0 returns two types of conversion values - coarse-grained and fine-grained. The
fine-grained conversion value is returned when the privacy threshold is met. Apple basically argues
that to ensure anonymity, they limit trackable information being sent back to the advertiser when the
install count is low. When the install count increases, more data is returned to the advertisers. From
tests, large campaigns using SKAN 4.0 are much more effective. This gives larger advertisers an
advantage and encourages smaller ones to spend more money on their campaigns.

App Tracking Transparency (ATT), likewise, undermines the potential advertising revenue of third-
party apps. ATT requires app developers to secure user permission to track data across other apps or

19 See Harming Competition and Consumers under the Guise of Protecting Privacy: An Analysis of Apple’s iOS 14 Policy Updates by D.
Daniel Sokol, Feng Zhu :: SSRN.
20 See Mobile Game Marketing with SKAN 4.0: How to boost your iOS campaigns - Splash (splashthat.com).
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services, whilst Apple collects cross-site data for the purpose of personalised advertising by default.
This is both clearly anticompetitive and violates consent requirements under GDPR.

In short, Apple has reduced the capacity of app developers to advertise on iOS devices, increasing its
own access to multi-site data for attribution and interest-based advertising. MOW suggests that this
forms part of a deliberate strategy to not only increase Apple’s revenue from ads but to force more
developers into subscription models, where Apple can also extract their excessive rent. We would
similarly contend that Apple’s cuts to Safari’s budget, which has led to a sharp downgrade in the
browser’s quality, represents a concerted effort to substitute web applications for mobile applications
as the de facto user choice. By increasing user dependence on mobile apps, Apple increases the volume
of activity which carries its 30 percent tax.

We trust that the above is useful and we are at the CMA’s disposal should the CMA have any questions
regarding our comments.

Yours faithfully,

Preiskel & Co LLP
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