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Summary 

Overview of our findings 

1. The Competition and Markets Authority (CMA) has decided that the 
anticipated acquisition (the Merger) by NortonLifeLock inc (NortonLifeLock) 
of Avast plc (Avast) may not be expected to result in a substantial lessening 
of competition in the supply of consumer cyber safety (CCS) solutions in the 
UK.  

Background to these findings 

Scope of the inquiry 

2. The CMA’s primary duty is to seek to promote competition, both within and 
outside the UK, for the benefit of UK consumers.  

3. Following an initial ‘phase 1’ investigation, the Merger was referred for a more 
in-depth ‘phase 2’ investigation on 25 March 2022. The investigation 
considers the following: 

(a) whether arrangements are in progress or in contemplation which, if 
carried into effect, will result in the creation of a relevant merger situation; 
and 

(b) if so, whether the creation of that relevant merger situation may be 
expected to result in a substantial lessening of competition (SLC) within 
any market or markets in the United Kingdom (UK) for goods or services. 

4. In determining the answers to these statutory questions, we have gathered 
information from a wide variety of sources, using our statutory powers to 
ensure that we have as complete a picture as possible, within the constraints 
of the statutory timetable, to understand the implications of this Merger on 
competition. The evidence we have gathered has been tested rigorously, and 
the context in which the evidence was produced has been considered when 
deciding how much weight to give it. We have applied a ‘balance of 
probabilities’ standard when assessing the evidence before us. 

The Merger parties 

5. NortonLifeLock is a global provider of consumer cyber safety (CCS) solutions 
under the Norton, Avira, BullGuard and LifeLock brands across the following 
three categories: security (software to protect devices against malware, 
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viruses, etc); privacy (virtual private networks or ‘VPNs’, etc); identity 
protection (software to protect users against identity theft, etc). 

6. Avast is another global provider of CCS solutions which it supplies under the 
Avast, AVG, CCleaner and HMA brands and across the same three 
categories. 

The Merger 

7. NortonLifeLock, through a wholly owned subsidiary, has agreed to acquire the 
entire issued and to be issued ordinary share capital of Avast. The Merger 
was announced on 10 August 2021 and its completion is conditional on 
clearance by the CMA. 

8. The Parties have told us that the transaction rationale is to increase their 
scale and reach to a wider and geographically diversified global user base, to 
create a complementary product offering based on their respective strengths 
and to realise cost synergies. 

9. In addition, the Parties told us that the Merged Entity will be better placed than 
either Party on its own to advance the quality and range of its product 
offerings. They told us that the synergies created will enable the Merged 
Entity to deploy more resources on innovation and growth. 

Findings 

10. Our view is that the Merger constitutes a relevant merger situation, as it would 
result in NortonLifeLock and Avast ceasing to be distinct enterprises and 
because our share of supply test has been met.  

Market outcome if the Merger did not take place 

11. In order to determine the impact that the Merger may have on competition, we 
have considered what would have happened had the Merger not taken place: 
this is the counterfactual.  

12. For an anticipated merger such as this, we generally adopt the prevailing 
conditions of competition as the counterfactual against which to assess the 
impact of the Merger and, in this case, we have found no evidence to support 
a different counterfactual.  

13. Our conclusion is, therefore, that the counterfactual is the prevailing 
conditions of competition. 
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The market in which the Merger takes place 

14. We have assessed the relevant market which the Merger may affect and we 
have concluded that the relevant market is the supply of CCS solutions for 
consumers and small and medium sized businesses (SMEs) in the UK.  

How the market for CCS solutions works  

Types of CCS solutions and their providers 

15. The market for CCS solutions has developed from being focused on antivirus 
software for individual devices to including a broader range of software 
solutions which address the range of cyber threats faced by consumers and 
their growing need to manage online privacy and protect themselves against 
identity theft. 

16. Consumers can choose from bundled products offering a mix of security, 
privacy and identity tools and also individual products, such as antivirus 
software, VPNs and password managers from a range of providers.  

17. NortonLifeLock, Avast and some other suppliers of CCS solutions offer both 
standalone products and bundles of these. Some of these providers have 
expanded from the supply of security products into other areas, such as 
VPNs, while others have begun supplying products such as identity solutions 
and then expanded into the other areas. We have found a wide range of 
suppliers, operating in the UK and globally. 

18. Many CCS solutions are offered across all of the main computer and mobile 
operating systems (OS): for computers, these are Microsoft Windows, Apple 
MacOS and Google’s Chrome; for mobiles, they are Apple’s iOS and 
Google’s Android.  

19. We have also found that, increasingly, the OS for desktop or mobile devices 
have security, privacy or identity solutions built-in. Desktop and mobile OS 
have always had some built-in CCS solutions, such as antivirus protection, 
but increasingly they include other CCS solutions such as privacy and identity 
protection. These features may be marketed as part of the overall security of 
the platforms but they are not sold as separate CCS solutions. 

20. The supply of CCS solutions is primarily focused on computers, and in 
particular on the Microsoft Windows platform. In recent years, Microsoft has 
developed its security application, Microsoft Defender and the quality of 
Defender which comes as part of Windows 10 and Windows 11 is rated by 
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many consumer advice sources as equivalent in quality to the CCS solutions 
supplied by the Parties and other providers.  

21. During the course of our investigation, in June 2022, Microsoft launched a 
broader CCS solution, Microsoft Defender for Individuals, as part of its M365 
software package for consumers in the UK. Microsoft also now incorporates a 
VPN within its Edge browser. 

Availability of free, as well as paid-for, products and other approaches to customer 
acquisition 

22. CCS solutions are offered to consumers on both a free and paid-for basis. 
Some providers offer consumers a free product and then seek to sell them a 
more advanced or broader paid-for product. This ‘freemium’ business model 
relies on the provider’s success in converting a proportion of its free user base 
to paid-for products. Avast has primarily followed this model, while 
NortonLifeLock owns Avira which is also a ‘freemium’ provider.  

23. We have found that, once consumers have subscribed to a paid-for CCS 
solution and moved from any introductory low price to a full price product, they 
are likely to remain with the same supplier, renewing their subscription 
annually: retention rates are frequently as high as 80-90% amongst the 
leading providers. For this reason, competition amongst providers of CCS 
solutions is greatest at the point of customer acquisition. 

24. Another important method of customer acquisition by CCS providers is to 
have a contract with a computer equipment manufacturer to include the CCS 
solution into new devices, such as laptops, to encourage some consumers to 
move to a subscription with them when the free offer expires.  

Our competitive assessment 

25. We have looked at whether the Merger would lead to a significant reduction in 
competition between the Parties by removing an important competitor and, in 
doing so, whether the Merged Entity would be likely to worsen its offering 
compared to the situation if the Merger did not take place. This is a horizontal, 
unilateral effects theory of harm. 

Shares of supply 

26. We have found that the Parties, together with McAfee are, by some distance, 
the largest suppliers of paid-for CCS solutions in the UK, collectively 
accounting for around three quarters or more of all supply from 2018 to 2021. 
We found that other providers’ shares in the UK were much lower, with none 



 

7 

having more than a 5% share of revenue or paying customers. In this respect, 
the Parties both have a strong position in this market. 

27. However, while Microsoft Defender is not sold as a separate product and so 
does not feature in our shares of supply analysis, we have found that its UK 
user numbers are both very high and growing very fast. 

Closeness of competition between the Parties and other providers 

28. In order to assess how closely NortonLifeLock and Avast compete with each 
other and how closely they compete with other providers of CCS solutions, we 
have examined a range of evidence including the Parties’ internal documents, 
consumer surveys that the Parties have carried out in the past, and other 
relevant data, such as the Parties’ online advertising spend, as well as 
evidence from third parties. 

29. This evidence has shown us that the Parties compete closely with each other, 
albeit that there are differences in their business models and areas of focus.  

30. We have also found that they face competitive constraints from a range of 
other suppliers. 

(a) McAfee is a close competitor to the Parties and it is likely to be 
NortonLifeLock’s closest competitor. As such, it exerts a strong constraint 
on the Parties.  

(b) We have also found that there are a number of other providers of CCS 
solutions which, despite being substantially smaller than the Parties and 
McAfee in the supply of CCS solutions in the UK, provide a range of 
alternative options for consumers and in aggregate exert a competitive 
constraint on the Parties. Alongside the Parties, these providers have 
developed and improved their products over time to meet different and 
changing customer needs, with a range of alternatives, both free and 
paid-for, standalone and bundled, available to customers.  

(c) Microsoft has a unique position as the owner of the Windows operating 
system for which the Parties primarily supply CCS solutions to their 
customers. We have found that, through its established and new CCS 
applications, it exerts a material competitive constraint on the Parties. Our 
review of its broader strategy and plans relating to its new applications, 
particularly Microsoft Defender for Individuals, shows that this constraint is 
likely to strengthen further going forward.  
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Conclusion 

31. We have decided that the anticipated acquisition by NortonLifeLock of Avast 
may not be expected to result in a substantial lessening of competition as a 
result of horizontal unilateral effects in the supply of CCS solutions in the UK.  
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The reference 

1.1 On 25 March 2022, the Competition and Markets Authority (CMA), in exercise 
of its duty under section 33(1) of the Enterprise Act 2002 (the Act), referred 
the anticipated acquisition (the Merger) by NortonLifeLock Inc. 
(NortonLifeLock), through its wholly owned subsidiary, Nitro Bidco Limited, 
of Avast plc (Avast) (together, the Parties or, for statements referring to the 
future, the Merged Entity) for further investigation and report by a group of 
CMA panel members (the Inquiry Group). 

1.2 In exercise of its duty under section 36(1) of the Act, the CMA must decide: 

(a) whether arrangements are in progress or in contemplation which, if 
carried into effect, will result in the creation of a relevant merger situation 
(RMS); and 

(b) if so, whether the creation of that RMS may be expected to result in a 
substantial lessening of competition (SLC) within any market or markets 
in the United Kingdom (UK) for goods or services. 

1.3 We are required to publish a final report by 8 September 2022. 

1.4 Our terms of reference, along with information on the conduct of the inquiry, 
are set out in Appendix A and Appendix B respectively. 

1.5 This document, together with its appendices and glossary, constitutes the 
Inquiry Group’s final report, published and notified to NortonLifeLock Inc. and 
Avast plc in line with the CMA’s rules of procedure.1 Further information can 
be found on our webpage.2 

2. The Parties, transaction and rationale 

The Parties 

NortonLifeLock 

2.1 NortonLifeLock is a global provider of consumer cyber safety (CCS) solutions 
with approximately 80 million users worldwide and global revenue of £2 billion 

 
 
1 Rules of procedure for merger, market and special reference groups (CMA17), November 2015 (corrected) 
paragraphs 11.1–11.7. 
2 See: NortonLifeLock Inc./Avast plc merger inquiry. 

https://www.gov.uk/government/publications/cma-rules-of-procedure-for-merger-market-and-special-reference-groups
https://www.gov.uk/cma-cases/nortonlifelock-inc-slash-avast-plc-merger-inquiry#terms-of-reference
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in 2021.3 The group is listed on the NASDAQ exchange in the US with a 
market capitalisation of approximately $13.4 billion.4 

2.2 Until 2019, NortonLifeLock, operating at the time as Symantec Corporation, 
provided both Enterprise Security and CCS solutions. However, in 2019 the 
majority of the Enterprise Security business was sold to Broadcom for 
$10.7 billion.5 The remainder of the enterprise security business, ID Analytics 
LLC, was subsequently sold to LexisNexis in early 2021 for $375 million.6 

2.3 In January 2021, NortonLifeLock acquired Avira, a German-based provider of 
business and CCS solutions for approximately $360 million from Investcorp 
Technology Partners.7 In November 2020, Avira had acquired BullGuard, a 
UK based provider of business and CCS solutions. Avira and BullGuard are 
active in relation to endpoint security, privacy and identity protection. In 
September 2021, NortonLifeLock acquired Reputation Defender LLC,8 which 
provides online reputation and digital privacy solutions for businesses and 
consumers. 

2.4 NortonLifeLock provides CCS solutions under the Norton, Avira, BullGuard 
and LifeLock brands across the following three broad cyber safety 
categories.9 

(a) Security: NortonLifeLock offers software to provide real-time protection for 
computers and mobile devices against malware, viruses, adware, 
ransomware and other online threats. 

(b) Online privacy: NortonLifeLock supplies privacy solutions that provide 
enhanced security and online privacy through an encrypted data tunnel or 
VPN products. NortonLifeLock has recently launched an anti-track 
product in the UK.10 

(c) Identity protection: NortonLifeLock offers software to monitor, alert and 
restore services to protect users against, for example, identity theft. In the 
UK, NortonLifeLock provides dark web monitoring,11 social media 

 
 
3 Parties, Final Merger Notice, paragraph 63. Global Revenue figure for financial year to 2 April 2021. 
4 NortonLifeLock Inc. (NLOK) Stock Price, News, Quote & History - Yahoo Finance, last accessed on 13 July 
2022. 
5 Parties Final Merger Notice, paragraph 64. See also Broadcom to Acquire Symantec Enterprise Security 
Business for $10.7 Billion in Cash | Broadcom Inc. 
6 Parties, Final Merger Notice, paragraph 64. See also NortonLifeLock Inc. - NortonLifeLock Announces Sale of 
ID Analytics Business to LexisNexis Risk Solutions. 
7 Parties, Final Merger Notice, paragraph 105. See also NortonLifeLock Inc. - NortonLifeLock to Acquire Avira. 
8 Parties, Final Merger Notice, paragraph 108. See also NortonLifeLock Acquisition - ReputationDefender. 
9 Parties, Final Merger Notice, paragraphs 62 and 68–75. Avira and Bullguard focus on endpoint security and 
LifeLock focuses on identity protection. 
10 Parties, Final Merger Notice, paragraph 84. 
11 Dark web monitoring is a solution which seeks to detect personal information of the user on the dark web; 
Parties, Final Merger Notice, paragraph 72. 

https://finance.yahoo.com/quote/NLOK/?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuYmluZy5jb20v&guce_referrer_sig=AQAAAFmET3JMWmYtMMSzjkCBYkkX_FTqHVuK0mCGImsERmELaUBYdbxOvctJP2-0vgSW9JuD_PlXESIxkyuW5PSuIbeNyAwBTx3JG-GXT-72vtnIg8HCV9boGeMFBQMPCEVzkKO3b-s3uDFaZ-yHhsJykva43deb18C1qH9ZA6ovIApY
https://investors.broadcom.com/news-releases/news-release-details/broadcom-acquire-symantec-enterprise-security-business-107
https://investors.broadcom.com/news-releases/news-release-details/broadcom-acquire-symantec-enterprise-security-business-107
https://investor.nortonlifelock.com/news/news-details/2020/NortonLifeLock-Announces-Sale-of-ID-Analytics-Business-to-LexisNexis-Risk-Solutions/default.aspx
https://investor.nortonlifelock.com/news/news-details/2020/NortonLifeLock-Announces-Sale-of-ID-Analytics-Business-to-LexisNexis-Risk-Solutions/default.aspx
https://investor.nortonlifelock.com/news/news-details/2020/NortonLifeLock-to-Acquire-Avira/default.aspx
https://www.reputationdefender.com/nortonlifelock
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monitoring and restoration support as part of its Norton 360 Advanced 
package.12 

(d) NortonLifeLock is primarily a paid-for CCS solution provider although 
through its acquisition of Avira it also provides free solutions, including in 
the UK.13  

2.5 In the UK in 2021, NortonLifeLock under the Norton brand had approximately 
[] paid users, the Avira brand had approximately [] paid users and 
approximately [] ‘freemium’ users14 and the BullGuard brand had 
approximately [] paid users.15  

2.6 The turnover of NortonLifeLock in the last financial year was approximately £2 
billion worldwide and approximately £[] million in the UK.16  

Avast 

2.7 Avast is a global provider of CCS solutions. It was founded in the Czech 
Republic in 1991 and in 2016 acquired AVG, another provider of CCS 
solutions based in the Czech Republic.17 Avast plc is incorporated in the UK 
and has its headquarters in the Czech Republic with 15 offices globally and 
over 1,700 employees.18 Avast plc is listed on the FTSE 100 and had a 
market capitalisation of approximately £5.3 billion (as at 13 July 2022).19 

2.8 Avast supplies CCS solutions under the Avast, AVG, CCleaner and HMA 
brands.20 Broadly, Avast provides CCS solutions across the following three 
broad cyber safety categories:21 

 
 
12 Norton 360 Advanced | Advanced security and virus protection for 10 devices 
13 Parties, Final Merger Notice, paragraph 66. 
14 Freemium users are users which are offered a base product free of charge with the view to subsequently 
monetising such users through up-selling or cross-selling other products or services. 
15 Parties, Final Merger Notice, paragraph 66. 
16 Parties Final Merger Notice, paragraph 143; for the period 3 April 2020 to 2 April 2021. 
17 History | Avast. 
18 Parties, Final Merger Notice, paragraph 80 and see At a glance | Avast. 
19 As at 13 July 2022 see Avast plc (AVST.L) Stock Price, News, Quote & History - Yahoo Finance. 
20 AVG focusses on endpoint security, CCleaner focusses on device optimisation, HMA focusses on online 
privacy (VPN). 
21 Parties, Final Merger Notice, paragraphs 76 and 81 to 87. Avast’s CCS offering also comprises connected 
home security solutions and performance (PC optimisation) solutions. In particular, Avast supplies Avast Omni, 
an all-in-one protection product for smart homes and families in the US, and Avast supplies PC utility software 
tools which offer regular updating and clean up tasks to improve system performance.   

https://uk.norton.com/products/norton-360-advanced?inid=nortoncom-norton-360-advanced_compchart_norton-360-advanced
https://investors.avast.com/our-story/history/#page=1
https://investors.avast.com/our-story/at-a-glance/
https://finance.yahoo.com/quote/AVST.L/
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(a) Security: Avast supplies endpoint security software for computers and 
mobile devices, which seeks to protect consumers from malware, viruses, 
adware, ransomware and other online threats.22 

(b) Online privacy: Avast supplies a number of VPN and anti-track products, 
which allows users to avoid their unique online identifiers from being 
tracked online. 

(c) Identity protection: Avast supplies dark web monitoring solutions as part 
of its BreachGuard product. Avast also offers an identity theft protection 
service. Avast launched this service in North America and has rolled it out 
more widely, including in the UK, as of December 2021.23  

2.9 Avast’s business model is focussed on supplying freemium solutions to 
consumers and then aiming to sell its paid-for products to these. Avast has 
over 435 million global users, including approximately [] million users in the 
UK.24  

2.10 The turnover of Avast in the last financial year was approximately £684.3 
million worldwide and approximately £[] million in the UK.25 

The transaction 

2.11 NortonLifeLock, through its wholly owned subsidiary, Nitro Bidco Limited, has 
agreed to acquire the entire issued and to be issued ordinary share capital of 
Avast. The Merger was announced on 10 August 2021 and its completion is 
conditional on clearance by the CMA. 

2.12 The Merger is to be implemented by way of a scheme of arrangement 
pursuant to Part 26 of the UK Companies Act 2006 as amended.26 

2.13 Under the terms of the offer there are two payment options for Avast 
shareholders. 

 
 
22 Antivirus software refers to software which is designed to detect and remove computer viruses. Endpoint 
security refers to software which is designed to protect the endpoint (eg the customer device) from a wider range 
of security threats, including but not limited to computer viruses. 
23 Both its dark web monitoring solutions and its identity protection service rely on inputs licenced from third 
parties.  
24 Parties Final Merger Notice, paragraph 77.  
25 []. 
26 Public Information Final Rule 2.7 Announcement of 10 August 2021, page 1. 

https://s27.q4cdn.com/129646744/files/doc_downloads/recommended-offer-for-avast-PLC/2021/08/Rule-2.7-Announcement-FINAL.pdf
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(a) A Majority Cash Offer (MCO) through which Avast shareholders will 
receive consideration in the form of approximately 90% cash and 10% 
NortonLifeLock shares.27  

(b) A Majority Stock Offer (MSO) through which Avast shareholders will 
receive consideration in the form of approximately 31% cash and 69% 
NortonLifeLock shares.28 

2.14 Based on NortonLifeLock’s share price on 13 July 2021,29 the offer valued the 
ordinary share capital of Avast at between $8.1–8.6 billion (£5.8–
6.2 billion)30,31 depending on the extent to which the remaining shareholders 
elected for the MCO or MSO.32 The MCO and MSO represented 
approximately a 20.7% and 9.3% premium respectively on the unaffected 
price.33  

2.15 Should the transaction complete, then the Merged Entity would be between 
14% and 26% owned by Avast shareholders, depending on the extent to 
which the remaining shareholders elect for the MCO or the MSO.34 

Transaction rationale 

2.16 The Parties have stated that the rationale for the transaction is to:  

(a) Accelerate the transformation of consumer cyber safety, with the 
combined company having over 500 million users; 

(b) combine Avast’s strength in privacy and NortonLifeLock’s strength in 
identity to create a broad and complementary product portfolio beyond 
core security and towards adjacent trust-based solutions; 

(c) provide greater geographic diversification and access to a larger global 
user base, as well as facilitating expansion into the small office/home 
office and very small business segments, and the building of stronger 

 
 
27 Public Information Final Rule 2.7 Announcement of 10th August 2021, page 1. 
28 Public Information Final Rule 2.7 Announcement of 10th August 2021, page 2. 
29 This was the last share trading date immediately prior to the announcement by the Parties confirming 
discussions in relation to the transaction on 14 July following reports in the media the ‘unaffected price’ 
30 Per slide 4 of the NortonLifeLock Investor Presentation 10th August 2021 the £ values are calculated using the 
closing USD:GBP exchange rate of 1.38595 of the last day prior to the recommended offer (9th August 2021 and 
not the exchange rate on 13 July 2021 (pre-leak price date) 
31 Slide 1 of NortonLifeLock Investor Presentation 10 August 2021 the NortonLifeLock closing share price on 13 
July 2021 was $27.20. As of 13 July 2022 the NortonLifeLock closing share price was lower at $22.94 and 
therefore the transaction value at that date will also be lower (see NortonLifeLock Inc. (NLOK) stock price, news, 
quote & history – Yahoo Finance). 
32 Public Information NortonLifeLock Investor Presentation 10th August 2021, slide 3 
33 Public Information NortonLifeLock Investor Presentation 10th August 2021, slide 4 
34 Public Information Final Rule 2.7 Announcement of 10th August 2021, page 2 

https://s27.q4cdn.com/129646744/files/doc_downloads/recommended-offer-for-avast-PLC/2021/08/Rule-2.7-Announcement-FINAL.pdf
https://s27.q4cdn.com/129646744/files/doc_downloads/recommended-offer-for-avast-PLC/2021/08/Rule-2.7-Announcement-FINAL.pdf
https://s27.q4cdn.com/129646744/files/doc_downloads/recommended-offer-for-avast-PLC/2021/08/Combining-NortonLifeLock-and-Avast-IRDeck-FINAL.pdf
https://s27.q4cdn.com/129646744/files/doc_downloads/recommended-offer-for-avast-PLC/2021/08/Combining-NortonLifeLock-and-Avast-IRDeck-FINAL.pdf
https://uk.finance.yahoo.com/quote/NLOK?p=NLOK&.tsrc=fin-srch
https://uk.finance.yahoo.com/quote/NLOK?p=NLOK&.tsrc=fin-srch
https://s27.q4cdn.com/129646744/files/doc_downloads/recommended-offer-for-avast-PLC/2021/08/Combining-NortonLifeLock-and-Avast-IRDeck-FINAL.pdf
https://s27.q4cdn.com/129646744/files/doc_downloads/recommended-offer-for-avast-PLC/2021/08/Combining-NortonLifeLock-and-Avast-IRDeck-FINAL.pdf
https://s27.q4cdn.com/129646744/files/doc_downloads/recommended-offer-for-avast-PLC/2021/08/Rule-2.7-Announcement-FINAL.pdf
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business to business to consumer and original equipment manufacturer 
(OEM) partnerships; 

(d) unlock significant value creation through approximately $280 million of 
annual gross cost synergies, providing additional upside potential from 
new reinvestment capacity for innovation and growth; and 

(e) bring together two strong and highly experienced consumer-focused 
management teams with a common culture of excellence and 
innovation.35 

2.17 The Parties also stated the transaction will bring financial benefits including 
increased scale, strong cashflow generation and ‘double digit’ earnings per 
share growth in the first year of the transaction.36  

2.18 The Parties expect that the synergies set out in paragraph 2.16(d) will be 
achieved through: 

(a) The adoption of shared best practices and removal of duplicate roles; 

(b) moving to a common data and security platform, system integration and 
shared tech and analytics infrastructure; 

(c) site rationalisation, procurement and vendor consolidation and spend ‘de-
duplication’.37  

3. Relevant merger situation 

Introduction 

3.1 The Merger must meet the following two principal criteria to constitute a RMS 
for the purposes of the Act:38,39 

(a) First, either: 

(i) two or more enterprises must cease to be distinct; or 

(ii) there must be arrangements in progress or in contemplation which, if 
carried into effect, will lead to enterprises ceasing to be distinct; and 

 
 
35 Public Information Final Rule 2.7 Announcement of 10th August 2021, page 3 
36 Public Information Final Rule 2.7 Announcement of 10th August 2021 page 4 
37 Public Information NortonLifeLock Investor Presentation 10th August 2021, slide 13. 
38 Mergers: Guidance on the CMA’s jurisdiction and procedure (as amended on 4 January 2022), (CMA2revised), 
paragraph 4.3. 
39 Section 23 of the Act. 

https://s27.q4cdn.com/129646744/files/doc_downloads/recommended-offer-for-avast-PLC/2021/08/Rule-2.7-Announcement-FINAL.pdf
https://s27.q4cdn.com/129646744/files/doc_downloads/recommended-offer-for-avast-PLC/2021/08/Rule-2.7-Announcement-FINAL.pdf
https://s27.q4cdn.com/129646744/files/doc_downloads/recommended-offer-for-avast-PLC/2021/08/Combining-NortonLifeLock-and-Avast-IRDeck-FINAL.pdf
https://www.gov.uk/government/publications/mergers-guidance-on-the-cmas-jurisdiction-and-procedure


 

15 

(b) Second, either: 

(i) the UK turnover associated with the enterprise which is being 
acquired exceeds £70 million (‘the turnover test’); or 

(ii) the enterprises which cease to be distinct supply or acquire goods or 
services of any description and, after the merger, together supply or 
acquire at least 25% of all those particular goods or services of that 
kind supplied in the UK or in a substantial part of it. The merger must 
also result in an increment to the share of supply or acquisition (‘the 
share of supply test’).  

Enterprises ceasing to be distinct 

Enterprises 

3.2 The first element of the jurisdictional test considers whether two or more 
enterprises will cease to be distinct as a result of the Merger.  

3.3 The Act defines an ‘enterprise’ as ‘the activities or part of the activities of a 
business’. A ‘business’ is defined as including ‘a professional practice and 
includes any other undertaking which is carried on for gain or reward or which 
is an undertaking in the course of which goods or services are supplied 
otherwise than free of charge.’40  

3.4 NortonLifeLock and Avast are both active in the supply of CCS solutions in 
the UK and generate turnover in the UK (see Chapter 2 above). 

3.5 We are therefore satisfied that each of NortonLifeLock and Avast is a 
‘business’ within the meaning of the Act and that, accordingly, the activities of 
each of NortonLifeLock and Avast are an ‘enterprise’ for the purposes of the 
Act. 

Ceasing to be distinct 

3.6 Section 26 of the Act explains the concept of ‘ceasing to be distinct’. Two 
enterprises cease to be distinct once they are brought under common 
ownership or common control.  

3.7 The Merger concerns the proposed acquisition by NortonLifeLock, through 
Nitro Bidco Limited, of the entire issued and to be issued share capital of 
Avast. The Merger would result in Avast becoming wholly under the control of 

 
 
40 Section 129(1) of the Act. See also sections 129(3) and 130 of the Act. 
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NortonLifeLock, through Nitro Bidco Limited.  Accordingly, as a result of the 
Merger, NortonLifeLock, through Nitro Bidco Limited, would acquire a 
controlling interest in Avast within the meaning of section 26 of the Act.  

3.8 We therefore find that the first limb of the jurisdiction test is met. 

The turnover or share of supply test 

3.9 The second element of the jurisdictional test seeks to establish sufficient 
connection with the UK on a turnover or share of supply basis.  

Turnover test 

3.10 The turnover test is met where the value of the turnover in the UK of the 
‘enterprise being taken over’41 exceeds £70 million. Avast did not generate 
more than £70 million of turnover in the UK in its most recent financial year 
and so the turnover test in section 23(1) of the Act is not satisfied. 

Share of supply test 

3.11 Under section 23 of the Act, the share of supply test is satisfied if the merged 
enterprises both either supply or acquire goods or services of a particular 
description in the UK, and will, after the merger, supply or acquire at least 
25% or more of those goods or services in the UK as a whole, or in a 
substantial part of it. There must be an increment in the share of supply as a 
result of the merger. 

3.12 The CMA has a broad discretion to identify a specific category of goods or 
services supplied or acquired by the merger parties for the purposes of 
applying the share of supply test. The group of goods or services to which the 
jurisdictional test is applied need not amount to a relevant economic market, 
and can aggregate, for example, intra-group and third party sales even if 
these might be treated differently in the substantive assessment.42 

3.13 The Parties have overlapping activities in the UK, notably in respect of CCS 
solutions. On the basis of any of our approaches to estimating shares of 

 
 
41 Section 28 of the Act confirms that turnover for the purposes of section 23(1) is determined by taking the total 
value of the UK turnover of the enterprises which cease to be distinct. 
42 CMA2 revised, paragraph 4.59. 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1044649/Guidance_on_the_CMA_s_jurisdiction_and_procedure_2020.pdf
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supply the Parties would have a combined share of supply of more than 25% 
and the Merger would result in an increment in the share of supply.43 

3.14 In view of the foregoing, we have found that the share of supply test in 
section 23 of the Act is met. 

Conclusion on relevant merger situation 

3.15 In view of the above, our view is that the Merger would result in the creation of 
an RMS. 

4. Counterfactual 

Introduction 

4.1 The counterfactual is an analytical tool used to help answer the question of 
whether a merger gives rise to an SLC. It does this by providing the basis for 
a comparison of the prospects for competition with the merger against the 
competitive situation without the merger. The latter is called the 
‘counterfactual’.44 

4.2 The counterfactual is not intended to be a detailed description of the 
conditions of competition that would prevail absent the merger. The CMA’s 
assessment of those conditions is considered in the competitive 
assessment.45 The CMA also seeks to avoid predicting the precise details or 
circumstances that would have arisen absent the merger.46  

4.3 Furthermore, significant changes affecting competition from third parties 
which would occur with or without the merger (and therefore form a part of the 
counterfactual) are unlikely to be assessed in any depth as part of the CMA’s 
counterfactual assessment. This includes entry or expansion by a third party. 
Likewise, where there is evidence to indicate that entry and/or expansion may 
be likely in reaction to any adverse effects from the merger, this will be 
considered in the countervailing factors part of the CMA’s SLC assessment.47 

4.4 At Phase 2, the CMA has to make an overall judgement as to whether or not 
an SLC has occurred or is likely to occur. To help make this assessment the 

 
 
43 We have estimated shares of supply using three approaches: first, share of supply by revenue in the UK for 
paid CCS solutions (see Table 1, Chapter 7); second, share of supply by volume (paying customers) in the UK 
for consumer endpoint security products (see Table 2, Chapter 7); third shares of supply by revenue in the UK for 
consumer endpoint security products (see Table 2, Appendix D). 
44 MAGs, paragraph 3.1. 
45 MAGs, paragraph 3.7. 
46 MAGs, paragraph 3.11. 
47 MAGs, paragraph 3.10. 

https://www.gov.uk/government/publications/merger-assessment-guidelines
https://www.gov.uk/government/publications/merger-assessment-guidelines
https://www.gov.uk/government/publications/merger-assessment-guidelines
https://www.gov.uk/government/publications/merger-assessment-guidelines
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CMA will select the most likely conditions of competition as its counterfactual 
against which to assess the merger. In some instances, the CMA may need to 
consider multiple possible scenarios before identifying the relevant 
counterfactual. In doing this, the CMA will consider whether any of the 
possible scenarios make a significant difference to the conditions of 
competition and, if any do, the CMA will find the most likely conditions of 
competition absent the merger as the counterfactual.,48  

The Parties’ views 

4.5 The Parties have stated that the counterfactual in this case should be the pre-
merger conditions of competition where the Parties continue to operate 
independently of one another.49 

Our assessment 

4.6 We note that the cyber threats posed to consumers and the CCS solutions 
offered to protect against such threats, are evolving, and have taken this into 
account where relevant within our competitive assessment.  

4.7 We have not received any evidence to suggest that there could have been 
significant changes affecting competition between the Parties absent the 
Merger. We therefore consider that the prevailing conditions of competition 
form the relevant counterfactual.  

Conclusion 

4.8 We have concluded is that the prevailing conditions of competition are the 
relevant counterfactual against which to assess the Merger.  

5. Market definition 

Introduction and approach 

5.1 The assessment of the relevant market is an analytical tool that forms part of 
the analysis of the competitive effects of the Merger.50 It involves identifying 
the most significant competitive alternatives available to customers of the 

 
 
48 MAGs, paragraph 3.13. 
49 Parties, Final Merger Notice, paragraph 160. 
50 MAGs, paragraph 9.1. 

https://www.gov.uk/government/publications/merger-assessment-guidelines
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1051823/MAGs_for_publication_2021_--_.pdf


 

19 

Parties and includes the sources of competition to the Parties that are the 
immediate determinants of the effects of the Merger.51  

5.2 However, while market definition can be a useful tool, it is not an end in itself. 
The outcome of any market definition exercise does not determine the 
outcome of the CMA’s analysis of the competitive effects of the merger in any 
mechanistic way. In assessing whether a merger may give rise to an SLC, the 
CMA may take into account constraints outside the relevant market, 
segmentation within the relevant market, or other ways in which some 
constraints are more important than others. In many cases, especially those 
involving differentiated products, there is often no ‘bright line’ that can or 
should be drawn.52 In this context, we set out in this chapter the analysis of 
the relevant product and geographic markets for our assessment of the 
competitive effects of the Merger. 

Product market definition 

5.3 In line with our guidelines, we have started our assessment of the relevant 
product market with the relevant products of the Merger firms. We have then 
considered whether there are significant competitive constraints on the 
Merger firms’ products such that other products should be included in the 
relevant market, or any segmentations of the market are appropriate. In doing 
so, we have paid particular regard to demand side factors (the behaviour of 
customers).53   

5.4 The Parties overlap in the supply of CCS solutions to consumers and SMEs, 
by offering a broad range of products including endpoint security, VPNs and 
identity protection (either on a standalone basis or as bundles). As part of 
their range, the Parties both supply ‘total security’ solutions, which include 
their Norton 360 and Avast One bundles.54 Some cyber safety providers 
provide solutions to enterprises, however neither party currently has an 
enterprise offering, however they do both supply products to SMEs. Hereafter, 
we use the term ‘CCS’ to refer to solutions for both consumers and SMEs 
unless stated otherwise. 

5.5 We begin our assessment of the relevant product market by considering all 
CCS solutions and, in this section, we assess whether this market should be 
widened or segmented: 

 
 
51 MAGs, paragraph 9.2. 
52 MAGs, paragraph 9.4. 
53 MAGs, paragraph 9.6. 
54 Parties, Final Merger Notice, paragraphs 81-87.  

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1051823/MAGs_for_publication_2021_--_.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1051823/MAGs_for_publication_2021_--_.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1051823/MAGs_for_publication_2021_--_.pdf
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(a) To include enterprise customers; 

(b) by type of CCS solution;  

(c) by go-to-market model; or 

(d) by operating system. 

The Parties’ views 

5.6 The Parties submitted that the product frame of reference should be cyber 
safety solutions for consumers and SMEs, as distinct from cyber safety 
solutions for enterprise users, without sub-segmentation by reference to 
solution (eg endpoint security), go-to-market model (eg paid-for, freemium or 
free), or OS on which the CCS is available for use.55  

CCS solutions vs cyber safety solutions for enterprise users 

5.7 With regard to the distinction between cyber safety solutions for consumers 
and SMEs, and cyber safety solutions for enterprise customers, the Parties 
submitted that it is appropriate to distinguish between solutions that are used 
by consumers and SMEs (which typically have needs more similar to 
consumers) on the one hand and commercial (ie enterprise) users on the 
other. This is consistent with the analytical approach taken by the European 
Commission in its assessment of the Broadcom / Symantec merger, and the 
fact that enterprise solutions, for example, are typically characterised by a 
higher degree of sophistication, a broader range of functionalities and specific 
support services that only enterprise users demand.56  

Segmentation by type of CCS solution 

5.8 Considering sub-segmentation by reference to type of solution, the Parties 
submitted that the product frame of reference should include all CCS 
solutions, encompassing endpoint security, connected home security, 
parental controls, password management, cloud back-up, identity protection, 
consumer VPN and device care.57  

5.9 The Parties submitted that, while the origins of CCS solutions were in 
endpoint security, the area has evolved, in particular in response to the role 
that OS providers have played in driving increasing consumer use of 
technology (and corresponding demand for cyber safety solutions) and in 

 
 
55 Parties, Final Merger Notice, paragraphs 177-185.  
56 Parties, Final Merger Notice, paragraph 178.  
57 Parties, Final Merger Notice, paragraph 177. 
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developing 'built-in' cyber safety solutions for their OS which constrain CCS 
providers.58 As a consequence, the Parties explained that CCS solution 
providers are now focussing on developing and expanding their offering to 
include a suite of other solutions (such as connected home security, parental 
controls, password management, cloud backup, identity theft protection, 
consumer VPN services and device care) to address emerging consumer 
cyber safety needs. Such solutions may be provided on a standalone or 
'bundled' basis, with many providers offering combinations of solutions.59  

Segmentation by go-to-market model 

5.10 The Parties submitted that the relevant market should include all CCS solution 
providers, irrespective of their go-to-market model.60 The Parties submitted 
that consumers have multiple routes to access cyber safety solutions. In 
addition to the 'built-in' offerings of OS providers, independent CCS solution 
providers offer a variety of CCS solutions that can be downloaded and 
installed by consumers on a paid-for or free basis (and as individual products 
or combinations) depending on the business model of each supplier.61  

Segmentation by operating system 

5.11 Lastly, the Parties submitted that the frame of reference should not be 
segmented by reference to OS on which the CCS solution is available for use, 
given that the technology behind the products is similar and, with the 
exception of endpoint security, the solutions offered by CCS solution 
providers are offered across OS platforms.62 

Our assessment  

5.12 In assessing whether a product market for all CCS solutions should be 
widened or segmented, we have considered evidence from the Parties’ 
internal documents and third party submissions. Below, we outline how we 

 
 
58 Parties, Final Merger Notice, 17 January 2022, paragraphs 10 and 16.  
59 For example, McAfee's Total Protection, Trend Micro's Premium Security, Bitdefender's Total Security and 
Kaspersky's Total Security are examples of bundled products. Parties, Final Merger Notice, paragraphs 20 
and 179.  
60 Parties, Final Merger Notice, paragraph 181. 
61 Parties, Final Merger Notice, paragraph 16. 
62 The Parties submitted that Apple and Google OSs and mobile OSs (such as Android and iOS) are designed in 
a way such as not to require endpoint security, meaning that endpoint solutions offered are an overlay to the 
existing cyber safety elements inherent to selected OS (which is different from the position with Windows, where 
the third party endpoint security software is a direct replacement of Windows Defender). The Parties submitted 
that, given this dynamic, some endpoint software is only offered for Windows (Parties, Final Merger Notice, 
paragraph 185). 
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have assessed the evidence available to us in relation to each of the possible 
market delineations that were identified (as listed in paragraph 5.5).  

CCS solutions vs cyber safety solutions for enterprise users 

5.13 The evidence we have received supports the Parties’ submissions that the 
needs of consumers and SMEs are distinct from those of enterprises, with the 
latter requiring more complex cyber safety solutions and specific support 
services.  

5.14 On the supply-side, there are different suppliers for enterprise and 
consumer/SME cyber safety solutions, and where suppliers do offer both 
types of solutions, they typically offer distinct products to consumer/SME and 
enterprise customers.  

(a) For example, one competitor [] told us that it transfers functionalities 
between customer segments while meeting different customer 
requirements.63  

(b) Similarly, another competitor [] told us that it made a conscious choice 
to deprioritise CCS to focus on the sale of enterprise solutions.64  

5.15 In addition, we have not seen any evidence in internal documents that the 
Parties monitor suppliers of enterprise security solutions in the context of their 
CCS offerings.   

5.16 The evidence above indicates that there is limited demand-side and supply-
side substitution between CCS solutions and cyber safety solutions for 
enterprises. We therefore consider that the product market should be limited 
to the supply of CCS solutions and not include cyber safety solutions for 
enterprises.  

Segmentation by type of CCS solution 

5.17 The evidence we received supports the Parties’ submissions that the supply 
of CCS solutions has evolved, such that CCS solution providers generally 
supply a range of CCS solutions, including endpoint security, VPNs, identity 
protection, password managers, etc. These solutions can be offered as 
standalone products, or as part of bundled total security solutions.  

5.18 We have considered whether it is appropriate to analyse the impact of the 
merger on the supply of ‘total security’ CCS solutions, that is, bundled CCS 

 
 
63 [], call note. 
64 [], response to questionnaire. 
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solutions which have endpoint security included as a core part of the offering, 
separately from the assessment of its impact on the supply of standalone 
CCS solutions.  

5.19 Most competitors indicated that it was important for CCS solution providers to 
be able to offer a broad suite of features, such as total security products, to 
stay competitive in the market and meet consumer demand. In particular: 

(a) A competitor, Kaspersky submitted that consumers value comprehensive 
solutions which provide protection against different types of threats on 
different types of devices (‘total security/protection’ solutions);65 

(b) Another competitor, F-Secure submitted that ‘total security’ packages 
simplify consumers’ lives, help them to decide what to buy and how to use 
that protection. It further submitted that the industry is heading more 
towards ‘total security suites’ rather than standalone products;66 

(c) Another competitor, TrendMicro submitted that consumers are likely to 
desire as few security consoles as possible;67 

(d) Another competitor, Panda Security submitted that users demand a 
complete all-in-one solution to protect their digital lives;68  

(e) Another competitor, McAfee submitted that, while it is possible for 
providers of comprehensive CCS solutions to compete with providers of 
individual solutions, in its experience, consumers prefer being able to 
purchase a product which offers total protection, rather than purchase 
individual solutions from a range of suppliers;69 

(f) Another competitor, Aura told us that us that consumers are increasingly 
realising that a purchasing full suite of products is more cost-effective than 
having a few different products and that doing so provides them with a 
better experience overall;70 and 

(g) Another competitor, ESET told us that a small number of consumers will 
mix and match CCS solutions but in general consumers will consider 
whether they need an additional protection layer and what brand has what 
they need and want. It also told us that consumers prefer all in one 

 
 
65 Kaspersky, response to questionnaire. 
66 F-Secure, response to questionnaire. 
67 TrendMicro, response to questionnaire. 
68 Panda Security, response to questionnaire. 
69 McAfee, response to questionnaire. 
70 Aura, call note. 
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security suites, partly because the interoperability is better, and as such 
the market and providers are moving in that direction.71 

5.20 Two of these competitors also considered that standalone CCS solutions 
compete directly with bundles: 

(a) One competitor, Aura told us that it considers standalone solutions, or a 
combination of point solutions, to be competitive alternatives to suite 
products.72  

(b) Another competitor, Kaspersky told us that standalone solutions compete 
for consumer demand with comprehensive suites of cross-platform 
solutions.73 

5.21 The evidence we have reviewed suggests that the Parties offer similar CCS 
bundles. As such they face a strong competitive constraint from the largest 
providers of CCS solutions which offer endpoint security as part of ‘total 
security’ solutions bundles (see Chapter 7).  

5.22 However, the evidence also shows that the supply of CCS solutions has 
evolved significantly with a range of CCS solutions and features available to 
meet different customer needs, and that the Parties face competition, to 
varying degrees, from a range of CCS solution providers, including 
standalone providers and OS providers.   

5.23 Based on the evidence above and given the delineation between bundled and 
standalone CCS solutions is not clear-cut (for example, bundles can be built 
by combining different standalone solutions from the standalone products of 
the same provider or can be purchased as an all-in-one solution in the first 
place), we consider that the product market should include all types of CCS 
solutions. However, the competitive assessment will take into account the 
different extent to which suppliers across the spectrum of different CCS 
solutions exert competitive constraints on the Parties. 

Segmentation by go-to-market model 

5.24 With regard to a segmentation by go-to-market model (that is, paid-for, 
freemium, or in-built as part of an OS or pre-installed by an OEM), the Parties’ 

 
 
71 ESET, call note. 
72 Aura, call note. 
73 Kaspersky, response to RFI 1. 
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internal documents show that they assess and monitor providers with different 
go-to-market models when monitoring competitors.74  

5.25 In addition, despite differences in business models, third parties considered 
that a range of competitors compete to supply CCS solutions. 

5.26 As a result, we consider that it is not appropriate to segment the product 
market by reference to whether CCS solutions are offered on a ‘freemium’ or 
purely ‘paid-for’ basis, nor by reference to whether they are built-in solutions 
offered by an OS provider or offered as separate products by a CCS provider.  

Segmentation by operating system 

5.27 The evidence we have reviewed suggests that most CCS solution providers 
are active across different OS platforms,75 therefore we do not consider it 
appropriate to segment the product market by OS platform.  

Conclusion on product market  

5.28 Based on the evidence and assessment set out above, we have concluded 
that the relevant product market includes all CCS solutions (for consumers 
and SMEs), with no segmentation by type of solution (standalone or bundle), 
go-to-market model or operating system. Any differences in the nature of the 
constraint offered by these different types of product are taken into account, to 
the extent relevant, in our competitive assessment.  

Geographic market definition 

5.29 The Parties supply CCS solutions across various geographic regions, for 
example North America, Europe, and Asia. In line with our approach to 
defining the product market, we have considered evidence submitted by the 
Parties and third parties to determine whether it is appropriate to define a 
geographic market that is narrower than global.  

The Parties’ views  

5.30 The Parties submitted that the market for CCS solutions is global, because 
the CCS solutions offered by the Parties and their competitors (including 
providers of endpoint security solutions, standalone providers and OS 

 
 
74 See Chapter 7. 
75 G DATA, response to RFI 1, question 14. Malwarebytes, response to RFI 1, question 14. Kaspersky, response 
to RFI 1, question 14. McAfee, response to RFI 1, question 15. 
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providers) are the same globally and the software is not tailored to specific 
countries or regions (save for any language requirements).76  

5.31 In addition, the Parties submitted that they set several non-price aspects of 
their offering such as [] with only occasional local variations.77   

5.32 While the Parties acknowledged that share of supply data submitted to us 
shows some variations in shares between the UK and global levels, the 
Parties submitted that limited weight can be placed on this data given 
limitations in the dataset.78 The Parties further noted the data shows that the 
same competitors feature at a global, regional and national level.79  

5.33 The Parties pointed to other indicators that the market for CCS solutions is 
global:80 

(a) [] of their internal documents show that the Parties assess competition 
at a global level; 

(b) [] of the Parties’ internal documents assess regional competition, [];81  

(c) considering product development, even when a company launches a 
solution in a certain region initially, global coverage typically rolls out 
quickly;82 and  

(d) [].83 

 
 
76 Parties, response to the Issues Letter, paragraph 3.1; Parties, response to the Provisional Findings, 9 August 
2022, paragraph 3. 
77 Parties, response to the Annotated Issues Statement. 
78 Parties, response to the Issues Letter, paragraph 3.2. The Parties noted that the estimates of third party 
market shares based on Gartner and IDC data are limited in scope. Gartner data covers consumer security by 
revenue while IDC provides estimates for endpoint security (on a global basis only). The Parties understand that 
both Gartner and IDC estimate revenues among only endpoint security providers, but include non-endpoint 
security revenues of those providers, and therefore do not take into account, for example, the share of OS 
providers offering built-in CCS solutions and standalone providers (who do not offer endpoint security). Parties, 
Final Merger Notice, paragraph 200. 
79 Parties, response to the Issues Letter, paragraph 3.2. 
80 The Parties also submitted that identity protection is a nascent segment in the UK and that in identity 
protection, the software element (ie dark web monitoring) is a technology solution that can be rolled out globally; 
however, the non-software element (eg, the insurance and support services from any information breach) may be 
national in scope as it is involves local elements (Parties, Final Merger Notice, paragraph 189 and 190). 
81 Parties, response to the Issues Letter, paragraph 3.4. 
82 Parties, Final Merger Notice, paragraph 186. Parties, response to the phase 1 Issues Letter, paragraph 3.10. 
Parties, response to the Annotated Issues Statement. 
83 Parties, response to the Issues Letter, paragraphs 3.11-3.12. 

https://assets.publishing.service.gov.uk/media/62f9f067e90e076cf7a68d8d/A._NLOK_Avast_Response_to_Provisional_Findings.pdf
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Our assessment 

5.34 As with product markets, our primary focus in defining geographic markets is 
on demand-side factors and identifying the most important competitive 
alternatives to the merger firms.84 

5.35 First, we note that there is evidence of differences in the Parties’ and their 
competitors’ offerings (eg range of products, pricing) between geographic 
regions, including nationally. For example, NortonLifeLock’s LifeLock products 
are currently mostly focused on the US, and Avast Omni (a connected home 
security solution) is only available in the US. We also note that there is 
evidence that NortonLifeLock varies its pricing geographically.85 

5.36 Several competitors who responded to our requests for information also 
indicated that some competitive parameters are set regionally and/or 
nationally.86 For example, one competitor [] told us that the UK is a highly 
price competitive market, and so remaining competitive requires heavily 
discounting their products in the UK.87  

5.37 Further, there is evidence of geographic differences in consumer preferences. 
In this respect, we note that part of the rationale for the Merger includes 
enabling greater geographical diversification, combining regional expertise, 
and targeting new regions, each of which we consider to be consistent with 
consumer preferences varying geographically.88 

5.38 Consistent with the Parties’ submission that the market for CCS solutions is 
global, we note that many of the Parties’ internal documents contain an 
assessment of competition or financial performance at a global level. 
However, several of the Parties’ internal documents also assess competitive 
conditions or financial performance by geographic area, including for the UK, 
although this is [].89 We further note that in 2021 Avast commissioned a 
customer survey specifically for the UK.90 

 
 
84 MAGs, paragraph 9.13.  
85 NortonLifeLock Internal Documents. 
86 For example: [], response to RFI 1, question 6; [], response to RFI 1, question 6; [], response to RFI 1, 
question 6; and [], response to RFI 1, question 6. 
87 [], response to RFI 1, question 6.  
88 For example, Parties, Final Merger Notice, paragraph 43. 
89 For example: for NortonLifeLock: NortonLifeLock, Internal Documents. 
For Avast: Avast, Internal Documents. 
90 See Chapter 7.  

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1051823/MAGs_for_publication_2021_--_.pdf
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5.39 In relation to customer preferences and behaviour, third parties noted that 
there are differences between the UK and other geographic areas, linked to 
branding and historic investment in sales channels:91  

(a) A competitor [] noted that local brand awareness and trust is a key 
competitive differentiator;92 and  

(b) another competitor [] told us that it uses different customer acquisition 
channels depending on the product and the geographic region.93  

5.40 On the supply side, evidence we have reviewed suggests that, while the 
largest CCS solution providers are active across multiple geographic areas, 
there are material differences in the strength of some providers between the 
UK and elsewhere (including on a global basis).   

5.41 Estimates provided by the Parties, which the Parties submitted were based on 
limited information for the wider CCS market and should be treated with 
caution, indicate that NortonLifeLock and McAfee have higher shares of 
supply in the UK than worldwide and that these differences are even more 
significant for some of the smaller providers of endpoint security solutions. For 
example, based on this data, Trend Micro has a significantly smaller share of 
supply in the UK than worldwide.94  

5.42 Our analysis of supply data submitted to us by the Parties and third party 
competitors shows similar geographic differences in shares of supply. For 
example, we found that Trend Micro has a significantly larger share of supply 
globally than in the UK, and that several other competitors such as Kaspersky 
and Aura also have larger shares outside the UK than in the UK, although 
their differences are smaller.95  

5.43 While we acknowledge that there are certain limitations with the data 
submitted by the Parties (see footnote 78) and third parties (see Chapter 7 
and Appendix D), we consider that the data is nevertheless indicative of 
geographical variation in the competitive strength of CCS providers when 
considered on a UK and global basis, which in turn suggests different 
competitive conditions across geographic areas.  

 
 
91 [], call note; [] call note; and [], call note. 
92 [], call note. 
93 [], response to RFI 1, question 1. 
94 NortonLifeLock, Internal Documents. 
95 See Chapter 7 and Appendix D. 
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5.44 Many of the competitors who responded to the relevant questions in our 
questionnaires also indicated that competitive conditions typically vary by 
geographic area.96 

Conclusion on geographic market  

5.45 Based on the evidence and assessment set out above, we have concluded 
that the relevant geographic market is the UK. 

Conclusions on market definition 

5.46 For the reasons set out above, we have concluded that the relevant market is 
the supply of CCS solutions in the UK. 

6. How the market works and the nature of competition 

6.1 In this chapter, we provide an overview of the types of CCS solutions offered 
by CCS providers. We then outline our assessment of how competition 
among CCS providers works, including the parameters over which suppliers 
of CCS solutions compete.  

Types of CCS solutions 

The supply of CCS solutions  

6.2 Historically, the supply of CCS solutions principally concerned the supply of 
antivirus or endpoint security products. As the digital life of consumers and the 
related cyber threats have evolved, so has the range of CCS solutions 
available to protect against these threats.  

6.3 Today, there is a range of CCS solutions available to consumers, including 
endpoint security solutions, online privacy solutions (such as VPNs), identity 
theft protection and device care solutions.97  

 
 
96 [], response to questionnaire; [] response to questionnaire; [] response to questionnaire; and [], 
response to questionnaire. 
97 In addition to endpoint security solutions the market intelligence company IDC identifies the following solutions 
within the category of ‘consumer digital life protection’: (i) consumer VPNs, which establish an encrypted tunnel 
between the consumer’s online device and the VPN provider allowing for a secure and private communication 
channel; (ii) identity protection solutions, which include services which monitor for indicators of personal 
identifiable information misuse, alert consumers when relevant activity is detected and offer guidance on the 
steps to mitigate any damage; (iii) device care solutions, which use automated techniques to optimise device 
performance, battery life, assist with software/driver updates, and clean-up storage; (iv) connected home security 
solutions, which are security solutions that seek to protect home networks; (v) cloud back-up solutions, which use 
the cloud to store copies of files; (vi) parental controls, which allow parents to monitor and limit their children’s 
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6.4 However, the term ‘antivirus’ is still widely used by consumers and others: for 
example, Avast’s internal documents indicate that, []98 and ‘antivirus’ is an 
important keyword for search advertising.99 

6.5 There is some evidence that consumer understanding of CCS solutions is 
low: 

(a) The consumer body, Which told us that there is a widespread lack of 
understanding of CCS solutions and that consumer awareness and 
understanding of the cyber threat landscape is often ‘driven by fear and 
concern’.100  

(b) Which noted that consumers are making ‘slightly more’ informed 
decisions for endpoint security than they are in other areas such as VPN 
and identity protection.101  

6.6 The Parties’ internal documents are consistent with this position. For example:  

(a) Some Avast documents show that [].102  

(b) One document notes that [].103 

6.7 Regarding customer preferences, one NortonLifeLock document notes that 
[].104  

6.8 Avast’s documents also indicate that [].105106107   

Differentiation within CCS solutions 

6.9 There is a high degree of product differentiation among CCS solutions offered 
by different providers. In particular:  

(a) Different CCS solutions may serve similar purposes, for example both 
VPNs and ad/tracker blocking are designed to protect consumers’ privacy 
but do so in different ways. 

 
 
use of internet connected devices; and (vii) password managers, which allow users to store, generate and 
manage their passwords for local applications and online services. Parties, Final Merger Notice, paragraphs 163-
170.  
98 See Appendix F, paragraph 40. 
99 See Appendix G. 
100 Which, call note. 
101 Which, call note. 
102 Avast, Internal Documents. 
103 Avast, Internal Document. 
104 NortonLifeLock, Internal Documents. 
105 Avast, Internal Documents. 
106 Avast, Internal Documents. 
107 Avast, response to RFI 3, Avast, Internal Documents,  
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(b) Product quality can vary between products.108 

(c) Products can be offered as standalone solutions or within bundles (see 
chapter 6). 

(d) The precise composition and quality of CCS bundles varies over time. For 
example, NortonLifeLock submitted that CCS solution providers are 
adding more features to bundles to ‘[]’.109 

(e) The price of products varies, including that some products are offered free 
of charge (see below). 

(f) Some CCS solutions are offered on a limited number of operating 
systems, and some can be used on multiple operating systems and can 
cover multiple devices. For example, NortonLifeLock’s AntiVirus Plus 
product can only be used on one PC or Mac, while its Norton 360 
Advanced product can be used on up to ten devices including PCs, Macs, 
smartphones or tablets.110 

6.10 As we set out in chapter 2, NortonLifeLock software offerings fall into three 
CCS pillars: security, privacy and identity.111 The Parties’ submissions and 
NortonLifeLock’s internal documents often discuss CCS providers and CCS 
solutions within these pillars.  

6.11 While we recognise that these are helpful broad descriptions of different 
offerings, there are some differences in how providers classify products. For 
example, [][].112 

6.12 The Parties have submitted that their offerings are differentiated, that is, the 
Parties have limited overlap in product features. They also submitted that 
NortonLifeLock is more focused than Avast on the identity segment.113  

Standalone CCS solutions versus bundles  

6.13 Suppliers of CCS solutions told us that CCS solutions may be supplied on a 
standalone basis (eg an endpoint security solution) or as a bundle of two or 

 
 
108 For example, a freelance reviewer said that ‘standalone products are typically of a higher quality than those 
included in bundles of CCS solutions’, however perception of value and convenience meant that consumers 
choose bundles of CCS solutions over standalone CCS solutions. Freelance reviewer, call note. 
109 NortonLifeLock, Main Party Hearing transcript. 
110 Norton Software for 2022 | Norton Products and Services. 
111 Parties, Final Merger Notice, paragraphs 68 to 73. 
112 For example, see: NortonLifeLock, Internal Document; and Avast, Internal Document. 
113 Parties, response to the phase 2 Issues Statement, 24 May 2022, paragraph 4.4 [public document]. 

https://uk.norton.com/products?inid=nortoncom_nav_products_products-services:norton-360-legacy
https://assets.publishing.service.gov.uk/media/62a85a2de90e07039d294987/Response_to_Issues_Statement_-_Norton_Avast.pdf
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more CCS solutions (eg endpoint security solution bundled with a VPN).114 
Both Parties offer standalone and bundled solutions. 

6.14 Bundled CCS solutions which include endpoint security as a core element are 
sometimes referred to as ‘total security’ or ‘total protection’ solutions.115 The 
Parties both supply ‘total security’ solutions which incorporate security, 
privacy, identity, and performance features:  

(a) NortonLifeLock offers ‘Standard’, ‘Deluxe’ and ‘Premium’ tiers for its 
Norton 360 offering, all of which include endpoint security and other CCS 
features.  

(b) Avast launched Avast One in the second half of 2021 as a total security 
solution. Avast One has free and paid-for versions, both of which include 
endpoint security and other CCS features (with the paid-for version 
offering a wider range of features). Prior to the launch of Avast One, 
Avast’s most comprehensive bundled CCS solution was named ‘Avast 
Ultimate’ and included endpoint security, privacy, and performance 
features. 

6.15 CCS solution providers typically offer total security solutions to consumers in 
different tiers, which may include different product features, provide coverage 
for an increasing number of devices, including cross-platform, and include 
other security-related add-ons.  

6.16 There has been a trend towards providers supplying bundled CCS solutions. 
For example, a competitor [] said that consumers want a ‘one stop shop’ for 
their online protection and the industry is moving away from sole antivirus 
coverage to bundled packages.116  

6.17 Evidence from third parties shows that consumers often prefer total protection 
products because they are simpler, more convenient and interoperability is 
better.  

(a) A competitor, [] told us that customers are often unsure of the purpose 
and functionality of individual protection products and products that 
combine different elements therefore offer a convenient solution and more 
extensive protection.117  

 
 
114 [], call note; [] call note;  [] call note. 
115 Parties, Final Merger Notice, paragraph 20.  
116 [], call note. 
117 [], response to RFI 1. 
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(b) An independent testing lab AV-TEST told us that consumers are more 
likely to purchase a bundled product rather than purchase each product 
separately.118  

(c) Other third parties said that there are also advantages to products which 
cover multiple devices and/or are cross-platform.119 

6.18 The Parties have submitted that bundles are not a fixed and clearly defined 
segment in the market and there are a multitude of different product 
combinations – and providers offer both point solutions and bundles.120 

6.19 Some consumers buy standalone products because they better meet their 
needs: 

(a) A freelance reviewer said that standalone CCS solutions are ‘specialist’ 
but this should not be confused for ‘unknown’ as people who are savvy 
about these products will ‘go looking for them’. The reviewer also said that 
consumers are better off buying each protection product separately.121  

(b) An Avast internal document notes that [].122 

6.20 Several competitors told us that selling standalone products is a customer 
acquisition strategy by CCS solution providers and that they are a path to up-
selling or cross-selling bundled products or other add-on products for some 
providers.  

(a) For example, one competitor [] said that standalone products provide 
the opportunity to up-sell and cross-sell the all-in-one offering at a later 
date.123  

(b) Another [] told us that suite providers use point solutions as a gateway 
for customer acquisition and as a path to up-sell into suite products or 
other add-on point solutions.124 

6.21 We note that upselling and cross-selling products within the same brand gives 
customers some of the advantages of bundles, even if the products are not 

 
 
118 AV-TEST, call note. 
119 Which told us that in order for CCS providers to compete in the current CCS market, they need to offer 
enhanced security protection and packages that protect several devices. (Which, call note). A freelance reviewer 
said that, for users, it is useful to be subscribed to one CCS provider and have all of their devices protected. For 
example, cross-platform features are desirable for families that use parental controls. (Freelance reviewer, call 
note). 
120 Parties, response to the Annotated Issues Statement. 
121 Freelance reviewer, call note. 
122 Avast, Internal Document.  
123 [], response to RFI 1. 
124 [], response to RFI 1. 
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pre-packaged as a bundle. In particular, it is likely to overcome the 
interoperability issues which may occur with products from different brands. It 
may also overcome issues with convenience and product awareness. 
NortonLifeLock submitted that a bundle could be simply that, if you buy 
standalone products from the same company, it gives you a discount.125 

6.22 The Parties have submitted that while there is consumer demand for bundles, 
there is [] demand for standalone products. This has led, for example, to 
NortonLifeLock [].126 Avast has submitted that [].127  

Paid-for versus free CCS solutions 

6.23 Some CCS providers rely on a paid-for, model whereby consumers purchase 
(sometimes after an initial free trial) CCS solutions, typically on a subscription 
basis.128 

6.24 CCS solutions are also distributed under a freemium business model whereby 
providers offer consumers a base product, such as an endpoint security 
product, free of charge and then seek to sell other products or services, such 
as more advanced protection or other CCS solutions.129 The freemium 
business model relies on converting a proportion of free customers to paid.130  

6.25 There is some evidence that free CCS solutions and paid-for CCS solutions 
suit different customer groups: 

(a) One competitor said it believes that one group of customers are willing to 
pay for protection from the beginning, while another group of customers 
seek free protection and only would pay for additional functionalities. The 
freemium model caters to this latter group of customers as the customers 
get some features for free and, subsequently, they can pay for the add-
ons.131 

(b) A submission from Which described two types of CCS consumers: 

(i) ‘Those who will not pay for antivirus and believe it should be free.’ 

 
 
125 ‘“Bundle” is a big term: it could be simply that if you buy the same standalone product from the same company 
I will give you a discount, and that would be a price bundle, all the way to a full common architecture, that you 
have one single dashboard’. NortonLifeLock, Main Party Hearing transcript. 
126 Parties, response to the phase 2 Issues Statement, 24 May 2022, paragraph 1.7 [public document]. 
127 Avast, letter to the Inquiry Chair dated 15 July 2022, page 2. 
128 NortonLifeLock (excluding its Avira brand) and McAfee are examples of paid for or premium CCS solution 
providers.  
129 Parties, Final Merger Notice, footnote 9. See also chapter 2. 
130 CCS solutions can also be offered for free as part of an OS. This is discussed in more detail in paragraphs 
6.31-6.37. 
131 [], call note. 

https://assets.publishing.service.gov.uk/media/62a85a2de90e07039d294987/Response_to_Issues_Statement_-_Norton_Avast.pdf
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(ii) Those who have always paid for antivirus. It said that this group is 
likely to renew their paid-for antivirus automatically every year or get a 
deal from their telecom provider who signs them up to a paid-for 
product.132 

6.26 The evidence available to us shows that there is some competitive interaction 
between paid-for and free products, both because the supply of free products 
is a customer acquisition strategy with the view to up-selling or cross-selling a 
paid-for product, and because free products will constrain paid-for products to 
some extent (for example, in order to justify charging, suppliers of paid-for 
products need to demonstrate incremental value over and above free 
products).  

6.27 For example: 

(a) A competitor [] said that the pricing model of paid-for CCS solutions is 
affected by the presence of free providers;133 and  

(b) the Parties submitted that Avast [].134 

CCS solution providers 

6.28 There are a wide range of CCS solution providers.  

6.29 The Parties have submitted that they face strong competition from a broad 
array of competitors, including the CCS providers traditionally active in each 
individual CCS pillar, but also entrants from: (i) adjacent pillars in CCS, (ii) 
other adjacencies outside CCS, and (iii) start-ups.135 

6.30 Some CCS solution providers historically provided endpoint security solutions 
as their core offering. These vary in size, and include, among others, 
NortonLifeLock, Avast, McAfee, Bitdefender, ESET, Kaspersky, Malwarebytes 
and Trend Micro.  

6.31 A number of these (including, among others, Bitdefender, Kaspersky, McAfee 
and Trend Micro) provide bundled CCS solutions which are similar to those of 
the Parties.136  

 
 
132 For example, TalkTalk has a deal with F-Secure and Sky has a deal with McAfee. Which, call note. 
133 [], call note. 
134 Parties, response to the Annotated Issues Statement. 
135 Parties, response to the Annotated Issues Statement. 
136 The Parties have submitted that multiple competitors offer multi-product bundles, including Bitdefender, ESET, 
Kaspersky, K7, Malwarebytes, McAfee, Panda, Protected.net/TotalAV and Webroot. Parties, response to the 
Annotated Issues Statement. We note, however, that the composition of these bundles varies and some do not 
have such comprehensive offerings as the core bundles offered by the Parties.  
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6.32 Other providers have historically specialised in one or more specific CCS 
solutions. For example, Nord Security and Express VPN (now owned by 
Kape) specialise in the supply of VPN products, and Experian specialises in 
the supply of identity protection solutions.137  

6.33 The Parties have submitted that these providers are broadening, or have the 
capability to broaden, their offerings of CCS solutions.138 

CCS solutions built into operating systems 

6.34 CCS solutions are provided for all of the main operating systems for 
computers and mobile devices (such as Microsoft Windows, MacOS) and 
mobile OSs (such as Apple iOS and Google’s Android).139  

6.35 Consumers’ time spent online is increasingly on mobile platforms:  

(a) Mobile devices, and particularly smartphones, are the most commonly 
owned devices by UK consumers,140 and are the most widely used device 
for accessing the internet. In 2020, 91% of households had a smartphone 
with internet access, compared with 65% which had tablets and 47% 
which had desktop computers.141  

(b) This reliance on mobile devices is also true in terms of time spent online: 
UK adult internet users spent on average over three and a half hours a 
day online, with 68% of this time on smartphones, and just 18% and 13% 
on desktop and tablets respectively.142 

6.36 However, CCS solutions are still primarily focused on computers, and in 
particular on the Microsoft Windows platform. For this reason, the role of 
Microsoft, among OS providers, as a potential competitor to the Parties is a 
particularly important part of our assessment. 

 
 
137 Parties, Final Merger Notice, paragraph 429. 
138 For example, the Parties submitted that credit bureaux already compete with CCS providers in the important 
growth area of identity. Moreover, some credit bureaux may well expand their CCS offerings in the same way 
Aura and now ClearScore have done. Parties, response to the Annotated Issues Statement. The Parties also 
submitted that suppliers originating in one CCS pillar (eg Aura, Bitdefender, Kape, Lookout, Nord, Panda) can 
expand into the other CCS pillars often facilitated by white-labelling and licensing. Parties, response to the 
Annotated Issues Statement. 
139 For example, both NortonLifeLock and Avast offer their products on a number of OS platforms. Several third 
parties told us that they offer products on all operating systems. [], response to RFI 1, question 14. [], 
response to RFI 1, question 14. [], response to RFI 1, question 14. McAfee, response to RFI 1, question 15. 
140 CMA Mobile Ecosystems Market Study Final report, June 2022, paragraph 2.2. Data from Ipsos MORI report 
Attitudes Towards IoT Security: Summary Report 2020. 
141 CMA Mobile Ecosystems Market Study Final report, June 2022, paragraph 2.2. According to Online Nation 
2021 report. 
142 Ofcom, Online Nation 2021 report. 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1081885/Mobile_ecosystems_final_report_-_full_draft_-_FINAL_.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/978685/Consumer_Attitudes_Towards_IoT_Security_-_Research_Report.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/978685/Consumer_Attitudes_Towards_IoT_Security_-_Research_Report.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1081885/Mobile_ecosystems_final_report_-_full_draft_-_FINAL_.pdf
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(a) Evidence from the Parties and third parties shows that Microsoft Windows 
remains the most prominent platform on which CCS providers offer their 
products,143 because, historically, Microsoft's in-built protection was seen 
as very weak. For example, Microsoft told us that early versions of 
Windows [].144  

(b) The Parties have told us that they are still very focused on the supply of 
products for the Microsoft Windows platform. They submitted that [].145  

(c) Avast told us [] it focusses on products for laptops and desktops, where 
Microsoft Windows is the main system, representing around 90% of 
laptop and desktop devices in most countries including the UK.146 It has 
told us that over []% of its revenues come from Windows users.147 

6.37 The OSs provided by Google and Apple have always had built-in CCS 
solutions, initially endpoint security, but now including other CCS solutions, 
which are generally not marketed or sold as separate products or 
applications.  

6.38 The Parties submitted that: 

(a) OS providers are offering more CCS features and as such compete with 
the Parties; 

(b) Apple positions itself as a privacy-centric business and offers several 
privacy features;148  

(c) Google also has a VPN, a built-in ad blocker on Chrome and third party 
browser extensions for additional privacy;149 and  

(d) the OS providers offer dark web monitoring (available in Microsoft Edge 
and Google Chrome), as well as password management.150 

6.39 Microsoft has more recently begun to build-in CCS solutions into its operating 
system and browser. In particular, Microsoft offers consumers a CCS solution, 
called Microsoft Defender.  

 
 
143 Parties, Final Merger Notice, paragraphs 9 and 185; and Which, call note. 
144 Microsoft, call note. 
145 Parties, response to the phase 2 Issues Statement, 24 May 2022, paragraph 3.17. 
146 Avast, Main Party Hearing transcript. 
147 Avast, Main Party Hearing transcript.  
148 Including an ad blocker on its iOS, anti-track built into its Safari browser; and its Private Relay which provides 
similar functionality to a VPN. 
149 Parties, response to the phase 2 Issues Statement, 24 May 2022, paragraph 1.5 [public document]. 
150 Parties, response to the phase 2 Issues Statement, 24 May 2022, paragraph 1.6 [public document]. 

https://assets.publishing.service.gov.uk/media/62a85a2de90e07039d294987/Response_to_Issues_Statement_-_Norton_Avast.pdf
https://assets.publishing.service.gov.uk/media/62a85a2de90e07039d294987/Response_to_Issues_Statement_-_Norton_Avast.pdf
https://assets.publishing.service.gov.uk/media/62a85a2de90e07039d294987/Response_to_Issues_Statement_-_Norton_Avast.pdf
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(a) It is pre-installed on devices with Windows 10 and 11 operating 
systems.151 

(b) It includes core endpoint security as well as parental controls, cloud back-
up and password management.152  

(c) It continually scans for malware (malicious software), viruses, and security 
threats, and in addition to real-time protection, updates are downloaded 
automatically to help keep devices safe and protected from threats.153  

(d) It can be operating in active mode (used as the primary antivirus on the 
device) or passive mode (scanning files and reporting detected threats, 
but not remediating, when there is another primary antivirus solution on 
the device).154  

(e) Its technical capability, in terms of how well it performs on independent 
technical tests155 which assess protection, performance and usability has 
been high for the last few years.  

(f) Third party comparison and review sites usually include Microsoft 
Defender, although it is not always covered in ‘best buys’.  

6.40 Microsoft has told us that the primary reason for Microsoft seeking to develop 
its CCS offering is to compete with other OS providers. Microsoft submitted 
that it needs to provide a level of security to meet customer needs and that 
Windows needs to be secure in order to be a valuable and competitive 
operating system.156 

6.41 Microsoft has recently launched two new CCS solutions, both of which are 
supplied as part of other products:  

(a) In June 2022, Microsoft launched Microsoft Defender for Individuals as 
part of its M365 subscription157 in the UK and other countries. Microsoft 
plans to add additional features to Microsoft Defender for Individuals in 
response to consumer feedback.158  

 
 
151 CMA, phase 1 Decision, 16 May 2022, paragraph 35 (c) [public document].  
152 Parties, Final Merger Notice, paragraphs 283 and 301-311. We understand that ‘Windows Defender’, ‘Microsoft 
Defender’ and ‘Defender’ are sometimes used interchangeably to describe Microsoft’s built-in Windows endpoint 
security offering. We refer solely to Microsoft Defender for ease of reference; for enterprise customers Microsoft 
Defender is available on other OS platforms.  
153 Stay protected with Windows Security (microsoft.com). 
154 Microsoft Defender Antivirus in Windows | Microsoft Docs. Microsoft Defender also has a third mode: Disabled 
or uninstalled, and in this mode files are not scanned and threats are not reported or remediated.  
155 AV-TEST Seal of Approval | AV-TEST Institute and SE Labs. 
156 Microsoft, call note. 
157 M365 includes Word, Excel, PowerPoint, Outlook and OneDrive with cloud storage. 
158 Microsoft, Internal Document. 

https://assets.publishing.service.gov.uk/media/62825356e90e071f5c9b130a/Phase_1_Decision._A.pdf
https://support.microsoft.com/en-gb/windows/stay-protected-with-windows-security-2ae0363d-0ada-c064-8b56-6a39afb6a963
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft-defender-antivirus-windows?view=o365-worldwide
https://www.av-test.org/en/about-the-institute/certification/
https://selabs.uk/reports/home-endpoint-protection-2022-q1/
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(b) For its Edge browser, Microsoft launched a free preview159 version of 
Microsoft Edge Secure Network (‘Microsoft Edge VPN’) in the UK and 
other countries in April 2022.160 Microsoft Edge VPN only works on Edge 
(which is pre-installed on Windows devices), and cannot be used with 
other browsers.  

6.42 The launch of these applications brings Microsoft closer to the Parties’ CCS 
offerings: Microsoft is offering protection across multiple devices and across 
operating systems through Microsoft Defender for Individuals and has plans to 
add additional features.161  

6.43 In addition, Microsoft Edge’s VPN may be an alternative for some users of the 
Parties’ VPNs, albeit that it has limited functionality. 

Parameters of competition  

6.44 This section considers the competitive parameters that are most important to 
the process of competition in CCS solutions. On the basis of the evidence set 
out below, we consider that CCS providers compete over product 
development, quality, customer acquisition and price. 

Product development  

6.45 As noted above, the range of CCS solutions has evolved significantly in 
recent years. We have been told that CCS solution providers are expanding 
their product lines,162 in particular beyond endpoint security and providers are 
moving to offer comprehensive, all-in-one solutions that guard against the full 
range of online threats.163 For example, Avast launched Avast One in the 
second half of 2021 as a total security solution incorporating security, privacy, 
and performance elements. 

6.46 CCS solution providers have told us that they are developing new features 
and/or launching new bundles with expanded feature sets. This seems to be 
an important aspect of competition to attract and retain customers. For 
example:  

(a) NortonLifeLock has recently launched an anti-track product;164  

 
 
159 Preview features are services that are in development and are made available on a ‘preview’ basis so users 
can get early access and send feedback. 
160 Use the Microsoft Edge Secure Network to protect your browsing. 
161 Microsoft, Internal Document. 
162 [], call note. 
163 [], response to RFI 1. 
164 Parties, response to the phase 2 Issues Statement, 24 May 2022, paragraph 1.5(d) [public document] 

https://support.microsoft.com/en-GB/topic/use-the-microsoft-edge-secure-network-to-protect-your-browsing-885472e2-7847-4d89-befb-c80d3dda6318
https://assets.publishing.service.gov.uk/media/62a85a2de90e07039d294987/Response_to_Issues_Statement_-_Norton_Avast.pdf
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(b) Another provider [] said it is planning to launch a Password 
Management and ID Protection solution in 2022 which will be available 
bundled with other CCS solutions (as well as standalone);165  

(c) Another provider [] said that it constantly updates its products and 
launches new features;166 and  

(d) Another provider [].167  

6.47 Subscription licences for paid-for CCS solutions also now cover more 
devices.168  

6.48 The Parties have submitted evidence that there is competition to develop and 
launch new products and/or add new features to existing products and that 
CCS bundles have gone through significant changes recently:  

(a) Avast One (with a basic version offered as a freemium bundle, alongside 
a premium paid-for version) has been added to Avast’s product portfolio;  

(b) NortonLifeLock now offers products such as Dark Web Monitoring and 
Identity Advisor;  

(c) Nord now offers a security product;  

(d) Bitdefender now has an identity theft protection and restoration product; 
and  

(e) Microsoft Defender for Individuals has been launched (see above).169  

Quality 

6.49 We have seen some evidence that products, particularly endpoint security 
products, need to meet minimum technical standards in order for them to be 
attractive to customers.  

6.50 There are independent testing labs such as AV-Test and SE Labs who assess 
the quality of products. Products need to score highly in order to be 
recommended to consumers. For example: 

 
 
165 [], response to RFI 1. 
166 [], response to RFI 1. 
167 [], response to RFI 1. 
168 AV-TEST, call note. 
169 Parties, response to the Annotated Issues Statement. 
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(a) One competitor [] said that unless a firm has 95-99% virus detection 
levels then it has not ‘earned the right to be in the market’.170  

(b) An Avast internal document shows that Avast []171 and  

(c) NortonLifeLock’s internal documents indicate that [].172  

Customer acquisition 

6.51 There is evidence that initial customer acquisition is an important dimension of 
competition for CCS solution providers. This is because there are high 
customer retention rates for CCS solutions: 

(a) A third party told us that there are high customer retention rates for CCS 
solutions, particularly if customers are retained after the first (often 
discounted) year.  

(b) One competitor estimated that the general retention rate for customers 
who stay [].173  

(c) NortonLifeLock’s retention rate in 2020 and 2021 was 85%.174 175  

6.52 In terms of distribution channels, evidence from the Parties and third parties 
shows the main distribution channels for CCS solution providers in the UK are 
as follows: 

(a) Physical retail distribution (eg. the sale of physical CDs in electronics 
retailers) was an important route to market for consumer endpoint security 
solution providers, but is becoming less important for at least some 
providers.176  

(b) Agreements with OEMs, such as laptop manufacturers, to have their 
solutions pre-installed on devices.177  

 
 
170 [], call note. 
171 Avast, Internal Document. 
In addition, we note that one document states ‘[]’ (Avast, Internal Document).  
172 NortonLifeLock, Internal Document. 
173 [], call note. 
174 NortonLifeLock 2021 Annual Report [public]. 
175 This is consistent with evidence we have seen in NortonLifeLock’s and Avast’s internal documents.  For 
example, see: NortonLifeLock, Internal Document; and Avast, Internal Document.  
176 For example, Avast discontinued distributing its products via physical retail stores in September 2020 (Parties, 
Final Merger Notice, paragraph 422(a)). [] (Parties, Final Merger Notice, paragraph 44); ESET, call note. 
177 McAfee, call note; and Kaspersky, call note. 

https://s27.q4cdn.com/129646744/files/doc_financials/2021/ar/NLOK-2021-Annual-Report-(1).pdf
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(c) Online distribution, typically supported by branding and digital advertising 
efforts, has significantly increased in importance.178 CCS solutions may 
be sold online directly to consumers via their own websites, or indirectly 
via the online stores of others.179  

(d) In addition, some CCS solution providers distribute their solutions 
indirectly to consumers via agreements with telecommunications 
companies, or by white-labelling or licencing their technology to third 
parties.180  

6.53 The Parties have submitted that they have different customer acquisition 
models where Avast’s model is to attract free users and then seek to up-sell 
and cross-sell to them and whereas NortonLifeLock goes to market as a 
premium offering, with [] its users acquired directly as paid customers.181  

6.54 The freemium model typically depends on online distribution to build up the 
large base of free users and as such branding and digital advertising are 
important for providers using the freemium model. Once a provider has 
attracted free users, it can then take a more targeted approach to up-selling 
products to those users, for example Avast told us that it []182  

Price 

6.55 There is some evidence of price competition, albeit it appears to be less 
important than competition in respect of innovation, range and quality.183  

6.56 Price competition appears to be more important when consumers first 
purchase the product, rather than at renewal.  

6.57 The Parties have submitted that their survey evidence shows that price is an 
important parameter for customers choosing CCS solutions. For example, a 
NortonLifeLock document notes that [].184  

6.58 For paid-for products, many providers have an initial discounted price for the 
first year of a contract, followed by a substantially higher renewal price. The 
Parties submitted that [].185 

 
 
178 ESET, call note; Kaspersky, call note; Avast stated to the CMA that the ‘vast majority of [its] sales occur online’ 
(Parties, Final Merger Notice, paragraph 260). 
179 [], call note. 
180 For example, []; see Parties, Final Merger Notice, paragraph 422(c) and (d). 
181 Parties, response to the Annotated Issues Statement. 
182 Parties, Final Merger Notice, paragraph 91. 
183 In particular we note that the Parties appear to monitor the product features and product strategies of 
competitors more so than their prices (see Chapter 7).  
184 NortonLifeLock, Internal Document. 
185 RIS, Internal Document. Parties, response to the Annotated Issues Statement. 
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7. Competitive assessment 

7.1 We have looked at whether the Merger would lead to a significant reduction in 
competition between the Parties by removing an important competitor and, in 
doing so, whether the Merged Entity would be likely to worsen its offering 
compared to the situation if the Merger did not take place. This is a horizontal, 
unilateral effects theory of harm. 

7.2 This chapter covers our investigation of that theory of harm, in terms of:  

(a) The key evidence we have reviewed, including shares of supply and 
market trends; our assessment of the Parties’ internal documents; 
evidence from third parties; assessment of online search advertising; and 
an analysis of customer switching between the Parties. 

(b) The competitive assessment and our conclusions.  

Shares of supply and market trends  

7.3 As set out in Chapter 5, we have concluded that the relevant market is the 
supply of CCS solutions in the UK.  

7.4 As part of our assessment of the Merger giving rise to horizontal unilateral 
effects, we have calculated shares of supply by revenue and volume in the 
supply of CCS solutions in the UK using data submitted by the Parties and 
third party suppliers. 

7.5 However, since this is a market with a high degree of differentiation between 
products and suppliers, with new products developed at pace, and the market 
boundaries are not clear-cut, we have relied to a greater extent on other 
sources of evidence on closeness of competition between the Parties and 
their competitors, as set out in this chapter.186  

Our estimates of shares of supply and analysis of market trends 

7.6 Based on the available data, we have estimated shares of supply of paid-for 
CCS solutions offered by CCS providers with an endpoint security offering in 
the UK. Our estimates of shares of supply of paid-for CCS solutions show 
that: 

 
 
186 MAGs, paragraph 4.15. 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1051823/MAGs_for_publication_2021_--_.pdf
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(a) NortonLifeLock (including Avira and BullGuard) and Avast (including 
AVG) were the second and third largest suppliers, behind McAfee, of 
paid-for CCS solutions in the UK in each year from 2018 to 2021; and 

(b) The supply of paid-for CCS solutions in the UK is primarily concentrated 
among these three suppliers, with a combined share of between [60-70]% 
and [80-90]% across years and whether considered on a revenue or 
volume basis. Almost all remaining paid-for CCS providers have shares 
between [0-5]%, and the vast majority below []% by revenue and below 
[]% by volume. However, collectively their share grew between 2018 
and 2021 and accounted in 2021 for [10-20%] []% of paid-for CCS. 

7.7 In addition, we have found that: 

(a) the use of Microsoft Defender as a free, in-built CCS solution is very large 
and has increased substantially, by []%, in the past three years; and  

(b) the Parties have [] in recent years, in particular Avast and AVG’s free 
customer bases []. 

7.8 Due to various data limitations, we have estimated shares of supply of paid-
for CCS solutions only and have not been able to accurately estimate 
Microsoft Defender’s share of supply.187 However, we have used data 
submitted by Microsoft to infer how widespread the use of Microsoft Defender 
is, and also analysed trends in the Parties’ revenues, customer volumes, and 
new subscriptions to provide context for our shares of supply.  

7.9 Moreover, our share of supply analysis does not include CCS providers 
without an endpoint security offering, for example, providers of VPN and 
identity protection only. We recognise that the Parties face a varying degree 
of constraint from different types of CCS providers. The constraint from these 
providers is considered in the competitive assessment set out below. 

The Parties’ views  

7.10 The Parties submitted that the shares of supply we have calculated:188 

(a) Are based on CCS providers who have an endpoint security offering, and 
so do not account for the constraint imposed on the Parties by standalone 
providers of, for example, VPN or identity protection services;189 

 
 
187 See Appendix D for more detail. 
188 The Parties’ made several additional points regarding our estimates of shares of supply. See Appendix D for a 
more detailed description of our methodology and its limitations.  
189 Parties, response to the Working Papers; and Parties, response to the Annotated Issues Statement. 
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(b) do not capture the presence of Microsoft, or, because of the focus on 
paid-for products, the constraint of free products more generally;190 

(c) are backward looking and do not fully capture current competition 
because a large proportion of volumes and revenues are from historic 
customer acquisition, or future competition that the Parties submit will 
arise from Microsoft’s expansion in the CCS market;191 and 

(d) do not consider the Parties’ different routes to market for paid 
customers.192  

7.11 The Parties further submitted that Avast’s business model involves up-selling 
paid-for products to its free customers, and that approximately []% of its 
antivirus customers were up-sold in this way.193  

7.12 As a result, the Parties submitted that our analysis of shares of supply in paid-
for products does not capture the potentially large impact of Microsoft 
Defender on Avast’s paid customer base []194 [].195  

Our assessment  

7.13 We have considered the Parties’ submissions and note the following points. 

7.14 First, as outlined above, although we calculated shares of supply for paid-for 
products including only CCS providers with an endpoint security offering, we 
consider this subset of suppliers to exert a stronger competitive constraint on 
the Parties. Moreover, we expect that including revenues from, for example, 
VPN suppliers would not materially change the conclusions we draw from our 
analysis, given the revenues of these providers are significantly lower than the 
Parties’ (and McAfee’s) revenues.196  

7.15 Second, while we have not been able to estimate the present share of supply 
of Microsoft in the supply of CCS solutions, we have used the data available 
to us – both telemetry data on the usage of Microsoft Defender and the 
Parties’ customer volumes and revenues over time – to provide context for 
our estimates.  

 
 
190 Parties, response to the Annotated Issues Statement; and Parties, response to the Working Papers. 
191 Parties, response to the Annotated Issues Statement; and Parties, response to the Working Papers. 
192 Parties, response to the Annotated Issues Statement; and Parties, response to the Working Papers.  
193 Avast, response to RFI 4, question 1. 
194 Parties, response to the Issues Letter, paragraphs 5.1-5.5(a) (page 30); and Parties, response to the 
Annotated Issues Statement. 
195 Parties, response to the Annotated Issues Statement; and Parties, response to the Working Papers. 
196 CMA, phase 1 Decision, 16 May 2022, Annex A. Table 7 [public document]. 

https://assets.publishing.service.gov.uk/media/62825356e90e071f5c9b130a/Phase_1_Decision._A.pdf
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7.16 Finally, given the CCS market is characterised by a high degree of 
differentiation between products (free versus paid-for; bundles versus 
standalone solutions) and providers (including in terms of their routes-to-
market) and the market boundaries are not clear cut, we have interpreted our 
estimates of shares of supply alongside other evidence on closeness of 
competition, including the constraint from Microsoft and from providers of free 
products more generally. As part of our assessment, we have also considered 
recent product developments and how competitive constraints on the Parties 
may change in the future.   

Shares of supply for paid-for products by revenue  

7.17 We have estimated shares of supply for paid-for CCS solutions by revenue 
among CCS providers with an endpoint security offering in each year from 
2018 to 2021, see Table 1 below.197 The shares are calculated based on 
revenues generated from all CCS solutions. 

7.18 Our estimates show that McAfee (with a share of supply ranging from [30-
40]% to [30-40]%) remained the largest CCS provider from 2018 to 2021, and 
that NortonLifeLock ([20-40]% to [30-40]% including BullGuard and Avira198) 
and Avast ([20-30]% to [20-30]% including AVG) were the second and third 
largest suppliers in each year respectively. Combined, NortonLifeLock 
(including BullGuard and Avira) and Avast have accounted for between a [40-
50]% and [50-60]% share of supply between 2018 and 2021, however their 
shares, [] combined, decreased over the period.199 All the remaining paid-
for CCS providers have shares of supply below 5%, with the vast majority 
being below [0-5]%.  

7.19 During the period 2018 to 2021, almost all CCS providers’ revenues grew. 
However only one CCS provider [] saw a substantial increase in its share of 
supply. Its share grew from [0-5] []% in 2018 to [0-5] []% in 2021. 

 
 
197 Although we have data from the Parties for revenues in 2017, we did not have sufficient third party responses 
to calculate comparable shares for that year. 
198 We note that NortonLifeLock did not acquire the Avira and BullGuard brands until January 2021: Parties, Final 
Merger Notice, paragraph 66. 
199 We note that Avast’s share by revenue in Table 1 [].  
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Table 1: Estimated shares of supply by revenue in the UK for paid-for CCS solutions, 2018 to 
2021 

% 

Provider Calendar year Revenue Growth 

 2018 2019 2020 2021  

NortonLifeLock Total [30-40] [30-40] [20-30] [20-30] [] 

     Norton & LifeLock  [30-40] [20-30] [20-30] [20-30] [] 

     BullGuard [0-5] [0-5] [0-5] [0-5] [] 

     Avira - [0-5] [0-5] [0-5] [] 

Avast (inc. AVG) [10-20] [10-20] [10-20] [10-20] [] 

Parties Combined [50-60] [50-60] [40-50] [40-50] [] 

      

McAfee [30-40] [30-40] [30-40] [30-40] [] 

Aura - - [0-5] [0-5] [] 

Bitdefender [0-5] [0-5] [0-5] [0-5] [] 

ESET [0-5] [0-5] [0-5] [0-5] [] 

F-secure [0-5] [0-5] [0-5] [0-5] [] 

J2 Global [0-5] [0-5] [0-5] [0-5] [] 

Kape Technologies [0-5] [0-5] [0-5] [0-5] [] 

Kaspersky [0-5] [0-5] [0-5] [0-5] [] 

Malwarebytes [0-5] [0-5] [0-5] [0-5] [] 

OpenText [0-5] [0-5] [0-5] [0-5] [] 

Panda [0-5] [0-5] [0-5] [0-5] [] 

Sophos [0-5] [0-5] [0-5] [0-5] [] 

TotalAV [0-5] [0-5] [0-5] [0-5] [] 

TrendMicro [0-5] [0-5] [0-5] [0-5] [] 

      

Total supply by revenue (£000s) [] [] [] [] [] 
 
Source: CMA analysis of data submitted by the Parties’ and third parties’ (third parties: responses to the phase 2 RFI 1; 
NortonLifeLock: NortonLifeLock, Internal Document. BullGuard: NortonLifeLock, Internal Document. Avira: Internal Document; 
Avast: Avast, Internal Document). Aura did not provide data for 2018 or 2019 and []: NortonLifeLock, Internal Document. 
There were insufficient third party responses to estimate comparable shares of supply for 2017. We note that NortonLifeLock 
did not acquire the Avira and BullGuard brands until January 2021: Parties, Final Merger Notice, paragraph 66. 
 

Shares of supply for paid-for products by volume 

7.20 We have also estimated shares of supply of paid-for CCS solutions by volume 
among CCS providers with an endpoint security offering in each year from 
2018 to 2021, see Table 2 below. The shares are calculated based on sales 
of products with an endpoint security component, including products in which 
endpoint security is bundled with other CCS solutions (for example where an 
antivirus product is sold together with a VPN product). However, we do not 
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consider that estimating volume shares on this basis – as opposed to volume 
shares of all CCS solutions - materially affects our conclusions.200  

Table 2: CMA estimates of shares of supply by volume in the UK for paid-for consumer 
endpoint security products, 2017 to 2021 

(%) 

 
Calendar year Volume growth 

Provider 2017 2018 2019 2020 2021 2017-2021 2018-2021 

NortonLifeLock Total [20-30] [20-30] [20-30] [20-30] [20-30] [] [] 
     Norton & LifeLock  [20-30] [20-30] [20-30] [20-30] [20-30] [] [] 
     BullGuard [0-5] [0-5] [0-5] [0-5] [0-5] [] [] 
     Avira [0-5] [0-5] [0-5] [0-5] [0-5] [] [] 
Avast [10-20] [10-20] [10-20] [10-20] [10-20] [] [] 
Combined [30-40] [40-50] [40-50] [30-40] [30-40] [] [] 
        
McAfee [40-50] [40-50] [40-50] [40-50] [40-50] [] [] 
Kaspersky [10-20] [5-10] [5-10] [5-10] [5-10] [] [] 
Aura [0-5] [0-5] [0-5] [0-5] [0-5] [] [] 
Bitdefender [0-5] [0-5] [0-5] [0-5] [0-5] [] [] 
Eset [0-5] [0-5] [0-5] [0-5] [0-5] [] [] 
F-Secure [0-5] [0-5] [0-5] [0-5] [0-5] [] [] 
Kape [0-5] [0-5] [0-5] [0-5] [0-5] [] [] 
Panda [0-5] [0-5] [0-5] [0-5] [0-5] [] [] 
Sophos [0-5] [0-5] [0-5] [0-5] [0-5] [] [] 
TotalAV [0-5] [0-5] [0-5] [0-5] [0-5] [] [] 
TrendMicro [0-5] [0-5] [0-5] [0-5] [0-5] [] [] 
Total supply by volume [] [] [] [] [] [] [] 

 
Source: CMA analysis of data submitted by the Parties’ and third parties’ (third parties: responses to RFI 1; NortonLifeLock: 
Internal Documents. BullGuard: Internal Documents. Avira: Internal Documents; Avast: Avast, Internal Document. []. There 
were sufficient third party responses on customer volumes to estimate comparable shares of supply for 2017. We note that 
NortonLifeLock did not acquire the Avira and BullGuard brands until January 2021: Final Merger Notice, paragraph 66. There 
are fewer suppliers in Table 2 than Table 1 due to non-response. 
 
7.21 The estimates in Table 2 show that our findings on the Parties’ position in the 

supply of paid-for CCS solutions, individually and in combination, is similar 
when looking at volume shares and revenues (Table 1). The Parties are, 
again, the second and third largest suppliers after McAfee, and together 
accounted for [30-40] []% of the supply by volume in 2021. However, as 
was the case with revenues in Table 1, the Parties’ volume share has [] in 
recent years, [] in terms of volumes. Kaspersky ([5-10]%) has a larger 
share by volume than revenue, however all remaining competitors again have 
a share of [0-5]%, with the majority being below [0-5] []%. 

 
 
200 The shares are calculated based on products with an endpoint security component due to our data collection 
methodology. Comparing Table 1 and Appendix D Table 2 shows that our estimates of shares of supply are not 
materially different when considering shares of supply using revenue generated from endpoint security products 
(including those that bundle antivirus with other functionalities). We have no reason to suspect this would be 
different in the case for shares of supply based on customer volumes. Table 2 includes only eleven of the 
fourteen suppliers in Table 1 due to non-response to the relevant question. However, the group in Table 2 
includes suppliers of consumer endpoint security products who had a combined share of supply of []% by 
revenue in 2021. We also have sufficient data available to include comparable estimates of volume shares in 
2017. 
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Supply of Microsoft Defender and its potential effect on the Parties’ shares of supply 

7.22 We noted above that our estimates of shares of supply do not include 
Microsoft Defender or other free products. In order to understand how our 
estimates fit in the context of wider market trends, we have analysed the 
Parties’ product level customer volumes and, to the extent we consider it 
possible, the telemetry data submitted to us that measures the use of 
Microsoft Defender on Windows Devices.201 Table 2 above shows that 
between 2017 and 2021, NortonLifeLock (including BullGuard and Avira) and 
Avast (including AVG) [] in their endpoint security customer numbers of 
[]% and []% respectively.  

7.23 Focussing on standalone antivirus products, Avast (including AVG) []. [], 
we are not able to make a similar comparison (focussing on standalone 
antivirus) for NortonLifeLock.  

7.24 We found a similar trend when considering new customer volumes. [].202 
Again, [] was most pronounced for [], with new free subscriptions []% 
between 2018 and 2021.203 Over the same period, [], we found that the 
Parties’ revenues [] (see Table 1 and Appendix D). The Parties submitted 
that [].204 

7.25 At the same time, the telemetry data submitted to us shows that between 
March 2019 and March 2022 the monthly average number of devices for 
which Microsoft Defender was the sole CCS solution increased very sharply 
(by []%), from [] devices in the UK, showing Microsoft’s reach with 
Microsoft Defender is very large and growing strongly.205 However, based on 
the data available, it is not possible to estimate the extent to which the growth 
in usage of Microsoft Defender is the result of customers switching away from 
the Parties or other CCS providers, or an expansion of the CCS market.  

7.26 The Parties submitted that Avast One was launched in the last quarter of 
2021 [].206 We note that the introduction of this product [], with []% of 
Avast’s paid and []% of its free customers currently subscribing to Avast 
One.  

 
 
201 The data also contains information on third party antivirus software installed on Windows devices, however, 
for reasons outlined in Appendix D, we were not able to meaningfully interpret this data in the context of shares of 
supply.  
202 The Parties have submitted []: NortonLifeLock, Main Party Hearing transcript.  
203 Data on Avast’s []. Source: CMA analysis of Avast, Internal Document. 
204 Parties, response to the Annotated Issues Statement, 6 July 2022, footnote 12. 
205 See Appendix D for more detail on the telemetry data. 
206 Parties, response to the Annotated Issues Statement. 
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Parties’ internal documents 

7.27 We have assessed internal documents from each Party in order to see how 
they view competition with each other and with other suppliers of CCS 
solutions. This section sets out our analysis of what the Parties’ internal 
documents show in terms of the competition they face.  

7.28 We first summarise the Parties’ views on internal documents and then set out 
our assessment of what the Parties’ internal documents show about (a) 
competition between the Parties and (b) competition between the Parties and 
third parties.207  

The Parties’ views 

7.29 In relation to their internal documents the Parties submitted that:  

(a) As well as each other and McAfee, the Parties’ internal documents show 
that they monitor various other CCS providers, including close monitoring 
of [];208 

(b) ‘both Parties monitor McAfee and other CCS providers, []’;209 

(c) the documents reflect ‘[])’;210  

(d) the Parties rarely ‘[]’;211 

(e) ‘It is also notable that the internal documents of both NortonLifeLock and 
Avast that relate to their overall strategic direction []’.212 

 
 
207 Our review of the Parties’ documents is discussed in more detail in Appendix E – NortonLifeLock internal 
documents and Appendix F – Avast internal documents. 
208 Parties, response to the Annotated Issues Statement. 
209 Parties, response to the Annotated Issues Statement. 
210 Parties, response to the Annotated Issues Statement. 
211 Parties, response to the Annotated Issues Statement. 
212 Parties, response to the Annotated Issues Statement. 
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Our assessment 

Competition between the Parties 

Product strategy and development  

7.30 Our review of the Parties’ internal documents indicates that the Parties (and 
McAfee) are pursuing a similar product strategy to offer a comprehensive 
suite of CCS solutions, principally sold as part of a bundle:213 

(a) A number of NortonLifeLock’s documents refer to a [].214 

(b) A number of Avast’s documents discuss [] from endpoint security to 
‘total security’. Avast’s internal documents view [] as ‘total security’ and 
‘all in one’ products. The term ‘total security’ is used by Avast to refer to 
endpoint security offerings that are integrated and bundled with privacy, 
performance, identity, and other non-endpoint security CCS solutions. 
Avast’s documents indicate that it believes [], which it considers to be 
[].215 

7.31 In line with their product strategy, the Parties’ internal documents show that 
they are [].216 In particular, we found that Avast, which appears stronger in 
privacy, has recently expanded its range of identity products, while 
NortonLifeLock, which is stronger in identity due to its LifeLock product, has 
recently expanded its range of privacy products. In this respect, the Parties’ 
CCS offerings appear to be moving closer together.217 

7.32 The Parties submitted that Avast [] and that consequently documents that 
monitor other CCS bundles alongside Avast One are not informative of 
closeness of competition between Avast and other CCS providers.218  

7.33 While we recognise that Avast predominantly sells its products on a 
standalone basis and therefore has a more limited presence in respect of 
comprehensive CCS bundles, we found that:  

(a) Avast’s internal documents indicate that [].  

 
 
213 As discussed in chapter 6, the Parties have submitted that while there is consumer demand for bundles, there 
is [] demand for standalone products. In relation to this, a few NortonLifeLock documents [] (See Appendix 
E). In addition, an Avast internal document notes that [] (Avast Internal Document).  
214 See Appendix E. 
215 See Appendix F. 
216 See Appendix E and Appendix F.  
217 Namely, in 2021 NortonLifeLock launched an anti-track solution and Avast launched an identity theft 
protection service.  
218 Avast, response to the Working Papers.  
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(b) Avast’s internal documents include [].219 

(c) NortonLifeLock’s internal documents []).220 

(d) Avast’s business model includes cross-selling standalone CCS solutions 
to its free endpoint security user base.221 In this respect, it has enabled its 
customers to consume bundle-like products for some time.  

Monitoring and benchmarking 

7.34 The documents we reviewed show that the Parties monitor competitors 
across the entire CCS market, including suppliers of standalone security, 
privacy and identity products.222 This is consistent with the nature of the 
Parties’ offering, which comprises a wide range of CCS solutions sold on a 
standalone and a bundled basis. 

7.35 Notwithstanding this position, we found that []).223 [].  

7.36 In view of this, the Parties’ closest competitors (other than Microsoft which is 
discussed below) appear to be endpoint security suppliers that offer either a 
comprehensive suite or bundles of CCS solutions. 

7.37 In this context, the Parties closely monitor and assess each other's []. For 
example: 

(a) The Parties benchmark against []; 

(b) They also analyse the extent to which [];  

(c) They also closely monitor []).224 

7.38 The Parties’ monitoring and benchmarking documents show that the Parties 
have a similar core product offering (particularly in endpoint security and CCS 
bundles that include endpoint security) and that they compete closely in terms 
of their product portfolios and, to a lesser extent, on pricing.225 

7.39 Overall, the monitoring and benchmarking documents from the Parties that we 
reviewed indicate that the Parties are among each other’s closest 
competitors.  

 
 
219 Avast, Internal Document. 
220 See, for example: NortonLifeLock, Internal Documents. 
221 Chapter 6, See, for example: Avast, Internal Document. 
222 See Appendix E and Appendix F. 
223 See Appendix E and Appendix F.  
224 See Appendix E and Appendix F.  
225 See Appendix E and Appendix F.  
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7.40 In particular we have found that: 

(a) Aside from [], the Parties appear to monitor each other to a greater 
extent than other CCS providers.226  

(b) In a few of NortonLifeLock’s documents that monitor competitors, [] are 
described as [].227   

(c) In a few of Avast’s documents, [] are described as [].228 

Competitive pressure faced and competitive strategies  

7.41 A few of NortonLifeLock’s documents discuss [].229  

7.42 For example:  

(a) In the context of discussing [].230 

(b) A few of NortonLifeLock’s documents indicate that [].231  

7.43 Some of Avast’s documents indicate that the Avast One bundle is [].232 In 
particular, one document updating the Avast Board on Avast One notes that 
[].233 

Competition with other providers of CCS solutions 

McAfee 

7.44 The internal documents we reviewed show that the Parties [].234  

7.45 The Parties’ documents that monitor McAfee indicate that [].235 

7.46 The monitoring and benchmarking documents we reviewed indicate that 
McAfee is NortonLifeLock’s closest competitor: 

(a) In a number of [].236  

 
 
226 See Appendix E and Appendix F.  
227 See Appendix E.  
228 See Appendix F. 
229 See Appendix E. 
230 NortonLifeLock, Internal Document. 
231 See Appendix E. 
232 See Appendix F. 
233 Avast, Internal Document. 
234 See Appendix E and Appendix F.  
235 See Appendix E and Appendix F.  
236 [] (NortonLifeLock, Internal Document). Other NortonLifeLock documents that include []: NortonLifeLock, 
Internal Documents. 
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(b) One document [].237  

7.47 A few of NortonLifeLock’s documents [].  

7.48 The documents also show that the Parties []:  

(a) A few of NortonLifeLock’s documents [].238  

(b) Some of Avast’s documents indicate [].  

Other suppliers of CCS solutions (excluding McAfee) 

Other suppliers of endpoint security 

7.49 The documents we reviewed show that the Parties regularly monitor other 
suppliers of endpoint security, [].  

7.50 Many of Avast’s documents discuss []. Each is monitored as a competitor to 
the Avast One []. Other suppliers that are monitored, to a lesser extent than 
[] include (but are not limited to) [].239 

7.51 [] are regularly monitored in NortonLifeLock’s documents, []. Other 
suppliers that are mentioned, to a lesser extent than [] include (but are not 
limited to) [].240 

7.52 In the documents we reviewed that assess other suppliers of endpoint 
security, we found that:   

(a) Other suppliers of endpoint security, []. In addition, we found that 
[].241 

(b) NortonLifeLock extensively monitors []. NortonLifeLock monitors 
[].242 

(c) The Parties face competitive pressure to maintain the scores that they are 
awarded by antivirus testing labs. In particular, an Avast internal 

 
 
237 [] (NortonLifeLock, Internal Document).   
238 For example: NortonLifeLock, Internal Document. 
239 See Appendix F. 
240 See Appendix E. 
241 By way of example: NortonLifeLock, Internal Document; Avast, Internal Document; and Avast, Internal 
Document. 
242 For example: NortonLifeLock, Internal Document. 
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document shows that [].243 Notwithstanding this, NortonLifeLock’s 
internal documents indicate that there [].244  

Other suppliers of CCS solutions (excluding suppliers of endpoint security) 

7.53 The documents we reviewed show that the Parties regularly monitor suppliers 
of standalone, non-endpoint security CCS solutions []. This includes 
monitoring in respect of their [].245  

7.54 In particular, we have found that:  

(a) NortonLifeLock’s documents []. In addition, a number of 
NortonLifeLock’s documents include []. A few of NortonLifeLock’s 
monitor []. 246 

(b) A number of Avast’s documents monitor []. 247  

7.55 We found that the Parties’ monitoring of other non-endpoint security CCS 
providers is [].  

7.56 Notwithstanding this position, we have identified a small number of internal 
documents that evidence a competitive dynamic between the Parties’ CCS 
bundles and suppliers of standalone CCS solutions.248 For example, we found 
that: 

(a) A few of NortonLifeLock’s internal documents []. In particular, 
NortonLifeLock monitors [].249 

(b) [] NortonLifeLock document monitors [].250 

 
 
243 Avast, Internal Document. 
In addition, we note that one document states ‘[]’ (Avast, Internal Document).  
244 NortonLifeLock, Internal Document. 
245 See Appendix E and Appendix F.  
246 See Appendix E. 
247 See Appendix F. 
248 See Appendix E and Appendix F.  
249 See Appendix E. 
250 NortonLifeLock, Internal Document. 
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Microsoft 

Monitoring and benchmarking 

7.57 The Parties’ internal documents closely monitor [] Microsoft Defender and 
describe it as a [].251 In particular, we have found that: 

(a) Avast closely monitors Microsoft Defender and [].252   

(b) Across all of the monitoring and benchmarking documents that we 
reviewed, Microsoft Defender is typically monitored []. 

7.58 The Parties’ internal documents indicate that Microsoft Defender []. We 
note that most of the documents submitted by the Parties were produced 
before the launch of Microsoft Defender for Individuals.  

7.59 In particular, we have found that:   

(a) In NortonLifeLock’s documents that assess [].253  

(b) NortonLifeLock’s documents that [].254, 255 

(c) Several documents indicate that [].256 

(d) In Avast’s documents that assess [].257   

(e) Some of Avast’s documents indicate that the Avast One [].258 We infer 
from this that the Avast One paid-for product is materially differentiated 
from Microsoft Defender.259 

7.60 In relation to these documents, we note that any constraint posed by Microsoft 
Defender (or other free endpoint security suppliers) on Avast’s free offering is 
an indirect constraint in respect of Avast’s paid-for products because Avast’s 
customer acquisition primarily relies on up-selling and cross-selling to its free 
customer base. So, to the extent that Microsoft Defender is a constraint on 

 
 
251 These documents are from a period prior to Microsoft’s launch of Microsoft Defender for Individuals and 
Microsoft Edge VPN. See Appendix E and Appendix F.  
252 See Appendix F; Avast, Internal Document. 
253 See Appendix E. 
254 See Appendix E. 
255 We note that Microsoft’s privacy and identity offerings have expanded since the dates of these documents, 
namely in respect of its Edge browser offering a VPN and Microsoft 365 offering additional privacy and identity 
solutions (See Chapter 6). 
256 NortonLifeLock, Internal Document. 
257 See Appendix F. 
258 As above, we note that Microsoft’s privacy and identity offerings have expanded since the dates of these 
documents. (See Chapter 6). 
259 See Appendix F. 
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Avast’s free offering, it also affects Avast’s conversion of its free customers 
into paid customers.  

7.61 In this respect, the attractiveness of Avast’s paid-for proposition (whether 
standalone or bundled) is affected by the quality and range of its free offering. 
Therefore, to the extent that Avast improves its free products to compete with 
Microsoft Defender or other free endpoint security providers, it also has to 
improve its paid-for offering to maintain free users’ incentives to upgrade to its 
paid-for products.260 

7.62 As noted in Chapter 6, the role of Microsoft, among OS providers, as a 
potential competitor to the Parties is particularly important to our assessment. 
Notwithstanding this, []. These documents relate to Apple and Google []. 
We found that Apple and Google [].261 

Microsoft’s expansion and new products 

7.63 The monitoring and benchmarking documents we reviewed show that the 
Parties have monitored (and continue to monitor) Microsoft’s expansion into 
offering other CCS solutions over a prolonged period and consider it to be a 
[] competitive threat. 262  

7.64 In particular, we have found the following NortonLifeLock documents that 
monitor Microsoft’s CCS solution expansion plans: 

(a) A NortonLifeLock document [].263  

(b) A NortonLifeLock document [].264  

Competitive pressure faced and competitive strategies 

7.65 The internal documents we reviewed indicate that the Parties face competitive 
pressure from Microsoft and that []: 

(a) A few of Avast’s internal documents discuss [] Avast’s free customer 
base.265 One document, [].266  

 
 
260 We note that this reasoning also applies to Avira, Norton’s freemium offering.  
261 See Appendix E and Appendix F.  
262 See Appendix E and Appendix F.  
263 NortonLifeLock, Internal Document.  
264 NortonLifeLock, Internal Document.  
265 See Appendix F.  
266 Avast, Internal Document.    
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(b) In addition, we found that []NortonLifeLock’s documents discuss [].267 
Another NortonLifeLock document notes [].268 

(c) Avast’s internal documents show that []. In particular, the documents 
indicate that Avast [].269 Avast’s internal documents also show that: 

(i) [];270 and 

(ii) [].271 

7.66 The Parties submitted that, [].272  

7.67 In respect of this, we have found that a number of the Parties’ documents 
discuss [].273  

7.68 Additionally, some Avast documents indicate that [].  For example one 
document notes that [].274, 275 

Our assessment of the Parties’ internal documents 

7.69 The Parties’ internal documents show that the Parties compete closely with 
each other in the supply of CCS solutions and, in particular, in the supply of 
comprehensive suites or bundles of CCS solutions that include endpoint 
security.  

7.70 The Parties’ internal documents indicate that the Parties closely compete over 
the longer-term development, range and quality of their product offerings and, 
to a lesser extent, over shorter-term competitive variables, particularly price.  

7.71 The documents we reviewed show that the Parties face varying degrees of 
competition across their CCS offerings from other CCS solution suppliers.  

7.72 In particular we found that:  

(a) The Parties compete closely with McAfee in the supply of CCS solutions 
and in particular the supply of CCS bundles that include endpoint security. 
McAfee appears to be NortonLifeLock’s closest competitor, while Avast 

 
 
267 NortonLifeLock, Internal Documents. 
268 NortonLifeLock, Internal Document. 
269 See Appendix F.  
270 See paragraph 7.42 and Appendix F. 
271 See Appendix F. 
272 Parties, response to the phase 2 Issues Statement, 24 May 2022, paragraph 3.8 [public document]. 
273 []. See Appendix E and Appendix F.  
274 []. 
275 Avast, Internal Document.  

https://assets.publishing.service.gov.uk/media/62a85a2de90e07039d294987/Response_to_Issues_Statement_-_Norton_Avast.pdf
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appears to regard both McAfee and NortonLifeLock as its closest 
competitors.  

(b) The Parties compete with other CCS providers in the supply of CCS 
solutions to varying degrees. We have found that:  

(i) The Parties monitor a large number of endpoint security providers 
albeit to a lesser degree than they monitor each other and McAfee. 
The internal documents show that some of these providers are 
considered to have similar product portfolios and product strategies to 
the Parties, particularly in respect of offering comprehensive CCS 
bundles that include endpoint security. While the way in which these 
suppliers are monitored does not in all cases support the position that 
they are important competitors to the Parties in the UK, there appears 
to be a material degree of competitive pressure in the UK from at 
least some of these providers who are regularly monitored by both 
Parties and have similar product portfolios to the Parties.  

(ii) The Parties regularly monitor suppliers of standalone, non-endpoint 
security CCS solutions. The nature of this monitoring suggests that 
the Parties closely compete with these suppliers in respect of the 
Parties’ standalone privacy and identity solutions.  

(iii) While there might be an element of competition between suppliers of 
standalone CCS solutions and the Parties’ bundled CCS solutions, 
we have only seen limited evidence of such a competitive dynamic in 
the Parties’ internal documents. 

(c) The Parties perceive Microsoft’s established offering (Microsoft 
Defender), and the potential for it to expand its CCS offering, as a [] 
competitive threat []. In addition, we have found that: 

(i) the Parties’ internal documents discuss perceived competitive 
pressure from Microsoft. [].  

(ii) Microsoft Defender is monitored [].  

(d) We have not seen evidence in the Parties’ internal documents of a 
competitive response to the launches of Microsoft’s new applications, but 
these are recent developments (and they were announced after the 
Merger was in contemplation, which would limit the weight that could 
ordinarily be placed on any such internal documents in any case). 
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Avast’s surveys 

7.73 We have reviewed two consumer surveys conducted by Avast as these 
provide some evidence of customer behaviour, preferences and attitudes 
towards CCS solutions .276 

7.74 We consider that the Avast survey of UK CCS users277 is informative of 
consumer behaviour and preferences (although it cannot be used to estimate 
diversion). This survey contains evidence indicating that: 

(a) [].  

(b) [].  

(c) [].  

(d) [].  

7.75 The other (Avast One Uninstall) survey’s results are consistent with many 
Avast One free users considering using Microsoft Defender as a potential 
alternative.  

7.76 However, we place little weight on this survey’s results and do not consider 
them sufficiently robust to use as evidence of switching intentions in the 
ordinary course of business. This is mainly because the survey questions 
prompted users to consider Microsoft Defender (but not other alternatives).278  

Third party evidence 

7.77 In this section we summarise third party views and evidence from third party 
internal documents which we gathered, including by using our statutory 
powers. We cover evidence on competition between the Parties, then 
competition with other suppliers including Microsoft, and finally third party 
views on the Merger.  

Competition between the Parties 

7.78 Evidence from third parties generally shows that NortonLifeLock and Avast 
are close competitors. For example: 

 
 
276 Our assessment is described in more detail in Appendix F. 
277 Respondents were [], but some were people [].  
278 See Appendix F.  
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(a) One competitor [] said that NortonLifeLock is ‘in all likelihood Avast’s 
biggest competitor’ and Avast is ‘likely the biggest competitor’ of 
NortonLifeLock.279  

(b) Another competitor [] said that NortonLifeLock and Avast ‘exert the 
most pressure’ in endpoint security and identity protection categories.280  

(c) Another [] said that NortonLifeLock, Avast and McAfee are the only 
scale rivals in paid-for antivirus in the UK today.281  

(d) A freelance reviewer said that Avast, AVG and Avira had a good 
reputation for providing good defence at no cost. They all had strong word 
of mouth campaigns and if you searched ‘antivirus’, the result would have, 
for years, brought up one of those three providers.282 

7.79 However, some competitors considered that the Parties were less close 
competitors to one another than they were to other competitors. For example: 

(a) A competitor [] said that Avast was a competitor to NortonLifeLock ‘to a 
lesser extent’ than McAfee and Kaspersky were.283 It said it did not 
consider Avast to be a major competitor in the UK, given its more limited 
consumer offering.284  

(b) Which (a consumer body which tests CCS solutions) said that Avast’s 
closest competitor in the UK is Microsoft Defender.285 

7.80 In addition, some other third parties noted differences in the Parties’ business 
models, in particular between their customer acquisition channels. For 
example: 

(a) A competitor [] believed that the user bases of Avast and 
NortonLifeLock are quite different. It believed that Avast’s userbase 
consists of a large number of customers seeking a free antivirus product 
and want to pay as little as possible for protection.286  

 
 
279 [], response to questionnaire. 
280 [], response to questionnaire. 
281 [], call note. 
282 Freelance reviewer, phase 2 call note, 24 May 2022, paragraph 19. 
283 [], call note. 
284 It also noted that Avast does not sell to business customers.  
285 Which, call note. 
286 [], call note. 
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(b) AV-TEST noted that NortonLifeLock and Avast have different business 
strategies: NortonLifeLock has a paid-for business model and Avast has a 
freemium business model.287 

7.81 When asked where consumer customers would switch to if Avast or 
NortonLifeLock increased their prices, third parties frequently thought that 
‘many’ would switch to the other Party.288  

7.82 Internal documents from third parties show that they monitor a broad set of 
CCS providers in some way and a smaller number of providers (including 
NortonLifeLock and Avast) in more detail, including in comparisons of prices 
and product features, than providers outside this sub-set.289  

Competition with third parties 

7.83 There was evidence from third parties which shows that McAfee is a close 
competitor to the Parties and, in particular, NortonLifeLock.  

(a) As stated above, a competitor [] said that McAfee, NortonLifeLock and 
Avast are the only scale rivals in paid-for antivirus in the UK today.290  

(b) Another competitor [] said that McAfee is a very big competitor and one 
of the biggest competitors of both NortonLifeLock and Avast.291  

(c) Another competitor [] said that McAfee has a ‘strong position in the UK, 
a leading position globally with sizable marketing capabilities’ and its 
portfolio is ‘very close’ to that of NortonLifeLock.292  

(d) Another competitor [] said that McAfee (alongside NortonLifeLock) is 
one of the two big antivirus software companies with large market 
share.293  

(e) Another competitor [] said that customers that were unhappy with a 
service product by NortonLifeLock would most likely switch to McAfee 
because it is another well-known big brand.294  

 
 
287 AV-TEST, call note. 
288 See Appendix C. 
289 See Appendix C. 
290 [], call note. 
291 [], response to questionnaire. 
292 [], response to questionnaire. 
293 [], call note. 
294 [], call note.  
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7.84 Third parties identified a number of other CCS solution providers as 
competitors to one or both of the Parties.  

(a) For example, [] said that Kaspersky is a competitor to NortonLifeLock 
and other smaller CCS providers are also competitors to a lesser 
extent.295  

(b) [] said that other antivirus software providers, such as it, are competing 
with NortonLifeLock and McAfee to gain market share.296  

(c) A freelance reviewer said that ESET is starting to make more of a name 
for itself in the consumer antivirus space and K7 Security is an example of 
a less well-known brand that is also doing well, while also saying that they 
do not consider F-Secure to be a ‘small provider’.297 

7.85 Third parties noted the high quality of products provided by other providers of 
CCS solutions. For example: 

(a) With respect to Kaspersky’s free product, one competitor [] said that 
‘Reviewers often rate [it] high[ly] as “great protection results in 
independent tests”’.298  

(b) Another competitor [] said that Kaspersky and Bitdefender are 
‘technically strong’.299  

(c) A CCS solutions review website told us that Bitdefender has a good 
package.300 

7.86 Some competitors said that that they have plans for the UK, including new 
product launches and investment in sales and marketing.  

(a) For example, [] told us that it is planning to release a password 
management and ID protection solution in 2022 which will be available as 
a standalone product and as part of other bundles.301  

(b) ESET told us that it was investing in sales and marketing development.302 

7.87 In relation to competition from Microsoft, we note that most of our 
engagement with third parties was conducted before the launch of Microsoft 

 
 
295 [], call note. 
296 [], call note. 
297 Freelance reviewer, call note. 
298 [], response to questionnaire. 
299 [], response to questionnaire. 
300 Which, call note. 
301 [], response to RFI 1, question 5. 
302 ESET, response to RFI 1, question 5. 
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Defender for Individuals. Nevertheless, several third parties told us that 
Microsoft competes in the supply of CCS solutions, although some noted that 
the in-built Microsoft Defender product does not have all the features offered 
by other CCS providers or that it does not compete as strongly for paid-for 
products compared with free.303  

(a) One competitor [] told us that Microsoft Defender is a competitor that 
exerts pressure on the entire security industry through its control of the 
operating system.304 

(b) On the other hand, another competitor [] told us that []305  

(c) A freelance reviewer told us that Microsoft Defender provides everything 
important that anti-malware providers offer, with the exception of some 
‘bells and whistles’ such as webcam protection and system 
optimisation.306 They also said that, as awareness increases, there are no 
‘killer features’ that Microsoft Defender needs in order for it to pose a 
threat to other providers.  

7.88 Performance in independent technical tests which assess protection, 
performance and usability shows that Microsoft Defender’s technical 
capability has been high for the last few years.307 

7.89 Third party comparison and review sites usually include Microsoft Defender 
although it does not always feature in ‘best buys’. 

7.90 Microsoft submitted that it needs to provide a level of security to be 
competitive with other operating systems and that Windows needs to be 
secure in order to be a valuable and competitive operating system.308 The 
importance of security solutions to Microsoft’s broader commercial strategy is 
also highlighted in the company’s most recent annual report, in which it notes 
that it intends to invest a further $20bn in security solutions over the period 
from 2022 to 2027.309 

7.91 Prior to the launch of Microsoft Defender for Individuals, Microsoft told us that 
it did not consider Microsoft Defender to be a competitor of Norton and/or 
Avast on a day-to-day basis. It said that it wants Windows to have the best 

 
 
303 See Appendix C. 
304 [], response to RFI 1. 
305 [], response to RFI 1.  
306 Freelance reviewer, call note. 
307 AV-TEST Seal of Approval | AV-TEST Institute. 
308 Microsoft, call note. 
309 Microsoft 2021 Annual Report, page 5 [public document]. For context, per page 36 of Microsoft’s 2021 Annual 
Report, Microsoft’s total Research and Development expenses charged to the Profit and Loss account in the 
Financial Year 2021 was $20.7bn. 

https://www.av-test.org/en/about-the-institute/certification/
https://view.officeapps.live.com/op/view.aspx?src=https://c.s-microsoft.com/en-us/CMSFiles/2021_Annual_Report.docx?version=5290c17d-8858-c9ef-d16f-60e02f42214e
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built-in security possible, but ‘does not mind’ if the user choses an alternative 
antivirus provider.310   

7.92 As noted in chapter 6, Microsoft has recently launched two new CCS 
solutions as part of its other products:  

(a) Microsoft Defender for Individuals, which has additional features to 
Microsoft Defender and can be used on several devices and on different 
operating systems. Microsoft Defender for Individuals is included in 
Microsoft’s M365 subscription; and  

(b) Microsoft Edge VPN which is included in Microsoft’s browser Edge (and 
thus pre-installed on Windows devices). 

7.93 While, as noted above, the vast majority of third party evidence we have 
received does not reflect views on these new launches, we note that their 
launch brings Microsoft’s CCS offering closer to the Parties’ CCS offerings. 
Microsoft provided us with internal documents which show that it [].311  

7.94 When asked where consumer customers would switch to if Avast or 
NortonLifeLock increased their prices (see paragraph 7.81), we found that: 

(a) Third parties most frequently mentioned either NortonLifeLock or Avast, 
Kaspersky and McAfee.  

(b) Respondents more frequently considered that ‘many’ customers would 
divert to NortonLifeLock or Avast and McAfee than to Kaspersky.  

(c) Microsoft and Bitdefender were mentioned relatively frequently (albeit less 
than the other Party, Kaspersky and McAfee), with most respondents 
considering that ‘some’ customers would divert to them.  

(d) A further seven competitors were mentioned at least once.312  

7.95 We have received internal documents from four CCS solution providers which 
contain evidence of competitor monitoring, and which show that they monitor 
NortonLifeLock, Avast and, to a somewhat lesser degree, other CCS 
providers and Microsoft.313 

7.96 We have seen evidence that, while they have a smaller share of supply in the 
UK, some third party providers are businesses that have significant operations 

 
 
310 Microsoft, call note. 
311 Microsoft, Internal Document. 
312 See Appendix C. 
313 See Appendix C. 
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outside the UK (and, in some cases, a larger market presence in other 
countries).314 We note, on this basis, that the UK market position of these 
providers should not be taken to mean that they are ‘smaller’ suppliers that 
might lack certain capabilities or resources typically held by larger suppliers. 
Further, some third party providers have plans for the UK, including new 
product launches and investment in sales and marketing.315   

7.97 The Parties submitted that credit bureaux compete with CCS providers in the 
‘important growth area of Identity’ and some credit bureaux ‘may well expand 
their CCS offerings in the same way Aura and now ClearScore have done’.316  

7.98 However, the evidence we received from credit bureaux shows that they do 
not consider themselves to compete closely with the Parties to provide CCS 
solutions. For example: 

(a) One credit bureau [] said that it does not offer ‘typical’ consumer cyber 
safety products, such as device security (eg antivirus protection), privacy 
protection (eg VPN), or web browser plug-ins.317  

(b) Another credit bureau [] noted that activities relevant to CCS solutions 
are strictly limited and ancillary to its principal business.318 

Third parties’ views on the Merger 

7.99 Third parties had mixed views on the Merger: 

(a) Some third parties were unconcerned about the Merger due to the 
number of competitors in the market; 

(b) Some third parties were concerned about a loss of choice for consumers 
and/or a loss of innovation following the Merger;  

 
 
314 For example, Trend Micro had global revenue of approximately £1.2bn in 2021 (2021 Fiscal Report translated 
at the average exchange rate of 151 Yen to GBP for 1 January 2021 to 31 December 2021 see Bank of England 
| Database), Kaspersky had global revenue of approximately £555m in 2020 (See page 22 of Kaspersky Labs 
Limited 2021 Group Accounts available at KASPERSKY LABS LIMITED filing history - Find and update company 
information - GOV.UK (company-information.service.gov.uk) translated at the average USD to GBP exchange 
rate of USD1.28 to GBP for the period 1 January 2020 to 31 December 2020) and Aura had global revenues of 
approximately $220m (£172m) in 2020 (Aura Raises a $200 Million Series F at $2.5 Billion Valuation, Led by 
Madrone Capital Partners - Oct 19, 2021 translated at average USD to GBP exchange rate of USD1.28 to GBP 
for the period 1 January 2020 to 31 December 2020). 
315 See Appendix C. 
316 Parties, response to the Annotated Issues Statement. 
317 [], call note. 
318 [], response to RFI 1. 

http://www.trendmicro.com/en_us/about/investor-relations.html?modal=annual_report_fiscal_year_221pdf
https://www.bankofengland.co.uk/boeapps/database/fromshowcolumns.asp?Travel=NIxIRxRSxSUx&FromSeries=1&ToSeries=50&FD=1&FM=Jan&FY=2021&TD=31&TM=Dec&TY=2021&DAT=ALL&FNY=&CSVF=TT&html.x=161&html.y=43&C=C8N&Filter=N
https://www.bankofengland.co.uk/boeapps/database/fromshowcolumns.asp?Travel=NIxIRxRSxSUx&FromSeries=1&ToSeries=50&FD=1&FM=Jan&FY=2021&TD=31&TM=Dec&TY=2021&DAT=ALL&FNY=&CSVF=TT&html.x=161&html.y=43&C=C8N&Filter=N
https://find-and-update.company-information.service.gov.uk/company/04249748/filing-history
https://find-and-update.company-information.service.gov.uk/company/04249748/filing-history
https://press.aura.com/2021-10-19-Aura-Raises-a-200-Million-Series-F-at-2-5-Billion-Valuation,-Led-by-Madrone-Capital-Partners
https://press.aura.com/2021-10-19-Aura-Raises-a-200-Million-Series-F-at-2-5-Billion-Valuation,-Led-by-Madrone-Capital-Partners
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(c) Some competitors noted that the Merger would allow NortonLifeLock to 
increase its customer base or consolidate its position in the market.319 

(d) We received three submissions from investors in Avast which disagreed 
with the content and approach of our investigation as set out in our Issues 
Statement, as it suggested that we would underestimate the importance 
of OS providers, particularly Microsoft Defender, and that we would 
overestimate the importance of branding as a barrier to entry and 
expansion.320  

Our assessment of third party evidence 

7.100 Third party evidence generally shows that NortonLifeLock and Avast are close 
competitors. However, some competitors considered that the Parties were 
less close to one another than they are to other competitors, and some other 
third parties noted differences in the Parties’ business models, in particular 
between their customer acquisition channels. 

7.101 There was evidence from third parties which shows that McAfee is a close 
competitor to the Parties and, in particular, to NortonLifeLock.  

7.102 Third parties identified a number of other suppliers which compete with one or 
both of the Parties, and noted the high quality of products provided by other 
suppliers of CCS solutions.  

7.103 Several third parties told us that Microsoft competes in the supply of CCS 
solutions, although some noted that Microsoft Defender does not have all of 
the features offered by other CCS providers or that it does not compete as 
strongly for paid-for products compared with free. We note that this evidence 
refers to Microsoft’s established offer and does not reflect views on Microsoft 
Defender for Individuals and the Microsoft Edge VPN. 

Use of online search advertising by CCS solution providers 

7.104 Search engine advertising is an important means of customer acquisition for 
the Parties and third parties and we consider that it therefore provides some 
insight into the closeness of competition for new customers:321  

 
 
319 See Appendix C. 
320 Individual A, response to the Issues Statement, 19 May 2022 [public document]. Fund A, response to Issues 
Statement, 29 July 2022 [public document] and Fund B, response to Issues Statement, 29 July 2022 [public 
document]. 
321 Appendix G discusses the Parties and third parties’ usage of search advertising in more detail, including the 
Parties’ views on our analysis of search advertising keywords. 

https://assets.publishing.service.gov.uk/media/62ac50908fa8f53579842375/Third_party_response_to_Issues_Statement.pdf
https://assets.publishing.service.gov.uk/media/62e3db10d3bf7f75b7df2039/220728_AVST_LN_CMA_Submission_v_Fund_A_+_supplementary.pdf
https://assets.publishing.service.gov.uk/media/62e3db10d3bf7f75b7df2039/220728_AVST_LN_CMA_Submission_v_Fund_A_+_supplementary.pdf
https://assets.publishing.service.gov.uk/media/62e3db358fa8f503364a1e7d/Fund_B_-_CMA_submission__non_confidential_version_119271413.1_.pdf
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(a) NortonLifeLock’s spend on search advertising was []% of its UK 
marketing spend in FY22;322 and 

(b) Avast’s spend on search advertising was []% of its global marketing 
spend in 2021.323 

7.105 In our analysis, both Parties’ top 20 UK search advertising keywords by spend 
for each month for the period January 2020 to March 2022 included a brand 
owned by the other Party.324 However, their total spend on other keywords 
(such as their own brand names or generic terms like ‘antivirus’) was 
substantially higher. These other keywords also appeared more frequently 
and/or were ranked higher.325 

7.106 [] appeared in NortonLifeLock’s (but not Avast’s) top 20 UK search 
advertising keywords by spend for each month for the period and was ranked 
[] either Party’s top 20 UK search advertising keywords by spend for each 
month for the period.  

7.107 In the Parties’ analysis of a complete set of each Party’s advertising keywords 
for a shorter time period,326 []. In particular:  

(a) For NortonLifeLock, [].327 NortonLifeLock’s spend on keywords 
including []% of its spend on all keywords which included [].328 

(b) For Avast, []. Avast’s spend also implies that keywords including [] 
are important to Avast, because its spend on these keywords, as a 
percentage of total spend on search advertising, [] keywords.329 

7.108 We note that using other suppliers’ brand names as keywords does not seem 
to be central to the Parties’ advertising strategies. Nevertheless, our 
assessment of online search advertising expenditure supports a finding that 
the Parties are close competitors, albeit not necessarily each other’s closest 
competitor.  

 
 
322 Parties, response to the Working Papers. 
323 Parties, response to the Working Papers. 
324 The Parties noted that [] last appeared in NortonLifeLock’s top 20 keywords in June 2020 and that [] last 
appeared in Avast’s top 20 keywords in February 2021. Parties, response to the Working Papers. 
325 The Parties submitted that competitor keywords constitute only a small proportion of the Parties’ overall spend 
on search advertising. In particular that only []% of NortonLifeLock’s and []% of Avast’s UK advertising 
search spend was spent on competitor keywords. Parties, response to the Working Papers. 
326 Financial year 2022 for Norton and April 2021 to March 2022 for Avast.  
327 Parties, response to the Working Papers. 
328 Parties, response to the Working Papers. 
329 Parties, response to the Working Papers. 
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Analysis of customer switching between the Parties  

The Parties’ views 

7.109 The Parties submitted a large-scale analysis [] that aimed to identify 
customers switching between NortonLifeLock and Avast.330 [].  

7.110 The switching ratios estimated from this study were low – less than []% 
from NortonLifeLock to Avast and less than []% from Avast to 
NortonLifeLock, both globally and in the UK.331  

7.111 The Parties submitted that this shows that the Parties exert only a limited 
competitive constraint on one another, in particular because the switching 
ratios are robust to a wide variety of assumptions on how they are 
calculated.332  

7.112 To illustrate this, the Parties submitted an extension to the switching analysis 
that used bespoke survey questions to understand the number of customers 
leaving the Parties and exiting the market for CCS altogether – a key aspect 
of the switching analysis about which we raised concerns.333 This new 
analysis did not materially change the results of the study.334  

7.113 The Parties further submitted that: 

(a) switching between the Parties at the point of customer retention, as 
opposed to acquisition, is informative of the competitive constraint the 
Parties exert on one another, despite the Parties’ high retention rates;335  

(b) the omission of Avast’s free customers from the analysis does not 
materially limit the evidentiary value of the analysis because the main 
competitive constraint between the Parties is in the supply of paid-for 
products.336  

 
 
330 [], Internal Document. []. However, we do not consider that this is a substantial limitation. []. Compass 
Lexecon also analysed the extent of customer overlaps between the Parties by matching [], between the 
Parties’ paid subscribers over the entire time period of the data made available for this analysis ([]). 
331 NortonLifeLock, Internal Document. 
332 Parties, response to the Issues Letter, paragraphs 6.56-6.61 and Figure 6; Compass Lexecon, response to 
CMA questions; Parties, response to the Working Papers. 
333 Compass Lexecon, response to CMA questions.  
334 Compass Lexecon, response to CMA questions. 
335 Parties, response to the Working Papers. 
336 Parties, response to the Working Papers. 
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(c) it is a financially unattractive proposition to worsen NortonLifeLock’s paid-
for offering post-Merger in the hope they would capture diversion through 
Avast’s free product;337 and 

(d) other limitations of the study, for example not having a relative 
comparison for the switching ratios from third party competitors or the use 
of [], do not limit the conclusions that can be drawn about aggregate 
switching away from the Parties.338  

Our assessment 

7.114 Our view is that the Parties’ switching analysis has a number of limitations: 

(a) Evidence on switching between the Parties at the point of customer 
retention only provides a partial view of the competitive constraint the 
Parties exert on one another.  

(b) We note that the CCS market is characterised by high levels of customer 
retention. For example, NortonLifeLock’s retention rate in FY20 and FY21 
was 85%.339 In this context, we may expect that competition between 
suppliers primarily takes place at the first point of customer acquisition, 
while, once customers are acquired, switching rates are relatively low and 
competition is more limited.  

(c) We note that, while switching ratios in general measure the behaviour of a 
subset of existing customers (ie those who switch), this feature is more 
limiting in markets (such as the market for CCS solutions) in which 
competition primarily takes place at the point of acquisition, given the 
proportion of customers who eventually switch is particularly small.  

7.115 As a result, we currently consider switching ratios to have a limited relevance 
for understanding the overall constraint that the Parties impose on each other. 

7.116 The fact that the analysis does not capture Avast’s free customers also 
means it only provides a partial view of closeness of competition between the 
Parties.  

7.117 While it is primarily the Parties’ paid-for offerings that we consider to compete 
directly with each other, Avast’s free product is a significant part of its 
customer acquisition strategy and, as such, evidence of switching from/to 

 
 
337 Parties, response to the Working Papers. 
338  Parties, response to the Issues Letter and Parties, response to the Working Papers. 
339 NortonLifeLock 2021 Annual Report [public]. 

https://s27.q4cdn.com/129646744/files/doc_financials/2021/ar/NLOK-2021-Annual-Report-(1).pdf
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these products would be relevant to an assessment of closeness of 
competition between the Parties.340  

(a) In particular, any NortonLifeLock customers who did divert to Avast’s free 
products would be potential future paid Avast customers.   

(b) []).  

7.118 As such, we would expect some evidence of customers switching between 
NortonLifeLock paid-for products and Avast free products in response to 
changes in their relative paid-for and free offerings.    

7.119 The Parties’ [] which was used to calculate the switching ratios, and 
response rates to their additional bespoke survey questions (which were used 
to produce an extension of the analysis, as described above) were []% and 
[]% for NortonLifeLock and Avast respectively.341  

7.120 The Parties have submitted that it would require ‘implausibly large’ non-
response bias to materially change the switching ratios, and that uncertainty 
regarding the proportion of customers leaving the market ‘does not lead to a 
wide range of plausible values for the switching ratio’.342  

7.121 However, we consider there to be sufficient uncertainty around the 
representativeness of the Parties’ survey to limit the evidentiary weight we 
can place on the switching analysis.343  

7.122 Together, we consider the above limitations mean we can only place very 
limited weight on the Parties’ switching analysis in assessing closeness of 
competition between the Parties. Appendix H outlines our assessment of the 
analysis, including additional concerns to those listed above, in more detail. 

Our findings on the competitive assessment 

7.123 Our competitive assessment has considered the degree of competition 
between the Parties and with third parties. We have looked at a range of 
evidence, which we now consider in the round in order to reach a view on 
whether the Merger may be expected to result in an SLC in the market for the 
supply of CCS solutions in the UK. 

 
 
340 Avast, Main Party Hearing transcript. 
341 Compass Lexecon, response to CMA questions. 
342 Compass Lexecon, response to CMA questions; Parties, response to the Working Papers. 
343 Appendix H outlines our concerns around the survey methodology and potential response rates in more detail. 
The Parties submitted that they estimate the response rate to NortonLifeLock’s original cancellation survey to be 
around [] given the number of responses: Parties, response to the Working Papers.  
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Shares of supply and market trends 

7.124 The shares of supply we have estimated show that the Parties are two of the 
largest suppliers of paid-for products, in terms of both revenue and volume, 
and have a significant combined presence. 

7.125 As noted above, there are limitations to our shares of supply estimates, in 
particular:  

(a) There are high levels of product differentiation which means shares alone 
do not capture closeness of competition;  

(b) They do not include all CCS providers and particularly do not include 
suppliers who do not offer endpoint security solutions;  

(c) They do not include free products, which is particularly significant given 
the importance of Microsoft in the provision of CCS solutions; and  

(a) They are backward looking so do not fully capture [], or the impact (if 
any) of Microsoft’s recent product launches. 

Closeness of competition between the Parties 

The Parties’ views  

7.126 The Parties have submitted that:  

(a) The different business models of the Parties (premium vs freemium) 
mean that they do not compete head-to-head for the majority of their 
customers.344 In particular, [].345 Conversely [] of NortonLifeLock’s 
customers are acquired directly as paid customers and NortonLifeLock 
uses customer acquisition channels which Avast does not use.346 

(b) the Parties have limited overlap in product features and they have []. 
[].347 The identity products currently offered by NortonLifeLock and 
Avast in the UK only share two common features - dark web monitoring 
and identity theft restoration services.348  

 
 
344 Parties, response to the Annotated Issues Statement. 
345 Parties, response to the Annotated Issues Statement. 
346 In particular, for NortonLifeLock, the physical retail channel remains []: and is one in which Avast is not 
present at all. Avast is also not present in the OEM, affiliates or ISP channels, and is hardly present in e-tail - 
[]. Parties, response to the Annotated Issues Statement. 
347 Parties, response to the phase 2 Issues Statement, 24 May 2022, paragraph 4.4 [public document]. 
348 Parties, response to the phase 2 Issues Statement, 24 May 2022, paragraph 5.5 [public document]. 

https://assets.publishing.service.gov.uk/media/62a85a2de90e07039d294987/Response_to_Issues_Statement_-_Norton_Avast.pdf
https://assets.publishing.service.gov.uk/media/62a85a2de90e07039d294987/Response_to_Issues_Statement_-_Norton_Avast.pdf
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Our assessment  

7.127 The evidence we have seen shows that the Parties are close competitors to 
one another, albeit that there are differences in their business models and 
areas of focus.  

7.128 In particular we have found that:  

(a) The Parties both offer comprehensive suites and similar bundles of CCS 
solutions (that include endpoint security). We note that Avast One has 
been launched more recently than NortonLifeLock’s bundles and, to date, 
it is [] of Avast’s revenues. However, its model of cross-selling and 
upselling has enabled its customers to create bespoke bundle-like 
products for some time. Both Parties are regularly developing and 
launching new products and/or adding new features to their bundles. 

(b) The Parties’ internal documents show that the Parties compete closely 
with each other in the supply of CCS solutions. In particular, [], and 
they exert competitive pressure on each other. 

(c) Avast’s survey of CCS users shows that []). 

(d) Evidence from third parties shows that NortonLifeLock and Avast are 
close competitors. Third parties frequently thought that ‘many’ customers 
would switch to the other Party in the event of one Party increasing its 
prices. However, some competitors considered that the Parties were less 
close competitors to one another than they were to other competitors 
and/or noted differences in the Parties’ business models.  

(e) Our analysis of both Parties’ top 20 UK search advertising keywords by 
spend showed that each included a brand owned by the other Party, albeit 
that they accounted for a small proportion of the Parties’ spend on search 
advertising keywords. In the Parties’ analysis both Parties appeared in the 
other’s keywords, []. 

Closeness of competition between the Parties and McAfee  

The Parties’ views  

7.129 The Parties have submitted that McAfee offers []. McAfee is the top supplier 
in the OEM channel globally (including in the UK). McAfee [].349 

 
 
349 Parties, response to the phase 2 Issues Statement, 24 May 2022, paragraph 3.25 [public document] Parties, 
response to the Provisional Findings, 9 August 2022, paragraph 2 [public document]. 

https://assets.publishing.service.gov.uk/media/62a85a2de90e07039d294987/Response_to_Issues_Statement_-_Norton_Avast.pdf
https://assets.publishing.service.gov.uk/media/62f9f067e90e076cf7a68d8d/A._NLOK_Avast_Response_to_Provisional_Findings.pdf
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Our assessment 

7.130 We have found that McAfee is a close competitor to the Parties and, in 
particular, it is likely to be NortonLifeLock’s closest competitor. As such, we 
consider that McAfee provides a strong constraint on the Parties. In particular: 

(a) McAfee offers similar CCS bundles to those offered by Parties.  McAfee is 
regularly developing and launching new products and/or adding new 
features to its bundles. 

(b) The Parties’ internal documents show that the Parties compete closely 
with McAfee in the supply of CCS solutions. In particular, they []. 

(c) Avast’s survey of CCS users shows that []. 

(d) Evidence from third parties shows that McAfee is a close competitor to 
NortonLifeLock and Avast. Third parties frequently thought that ‘many’ 
customers would switch to McAfee in the event of one of the Parties 
increasing its prices.  

(e) []. []. 

Closeness of competition between the Parties and other providers of CCS 
solutions (excluding Microsoft) 

The Parties’ views  

7.131 The Parties have submitted that:  

(a) Other CCS suppliers, provide a wide range of standalone and bundled 
CCS offerings via a variety of different business models.350 

(b) The CCS market is ‘fast evolving’ and CCS providers who have focused 
on growth areas of the market (privacy and identity) are well placed to 
grow into ‘digital life protection’ providers.351 

(c) Some of the CCS providers with smaller shares within the UK are global 
competitors with CCS revenues in the hundreds of millions of dollars.352 

 
 
350 Parties, response to the Annotated Issues Statement; Parties, response to the Provisional Findings, 9 August 
2022, paragraphs 2 and 3. 
351 Parties, response to the Annotated Issues Statement. 
352 The Parties submitted that, for example Trend Micro reported 2020 global revenues of $1.7 billion, including 
$403m in CCS; Kape has recently announced 2021 revenue of c.$230m and with its acquisitions forecasts 2022 
revenue of over $600m; Bitdefender’s revenue is reported to be over $300 million and Kaspersky’s over $800m, 
with 400m users. Parties response to the Annotated Issues Statement. 

https://assets.publishing.service.gov.uk/media/62f9f067e90e076cf7a68d8d/A._NLOK_Avast_Response_to_Provisional_Findings.pdf
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Our assessment  

7.132 In the round, we consider that, in addition to McAfee, other providers of CCS 
solutions (such as Bitdefender, ESET, F-Secure, Kaspersky, Malwarebytes, 
Nord and Trend Micro), despite having small shares of supply in the UK, 
provide a range of alternative options for consumers and in aggregate exert a 
competitive constraint on the Parties. In particular: 

(a) Some of these providers of CCS solutions offer bundles which are similar 
to those of the Parties and McAfee. In addition, there are providers which 
offer standalone CCS solutions similar to the Parties’ standalone 
solutions. Some providers’ offerings have been identified by third parties 
as high quality and they are regularly developing and launching new 
products and/or are adding new features and/or have plans to do so in the 
UK. Some providers have plans to invest in sales and marketing in the 
UK. In some cases, products provided by other CCS providers are free.  

(b) The Parties’ internal documents show that the Parties []353 []. We 
consider that the nature and extent of this monitoring implies that a 
number of competitors exert some competitive pressure on the Parties in 
terms of price, developing new products and/or improving the quality of 
products.   

(c) Avast’s survey of CCS users shows that [].  

(d) Third parties identified a number of other competitors which were 
competitors to one or both of the Parties, in particular Kaspersky, ESET, 
Bitdefender, K7 Security and F-Secure. Third parties frequently thought 
that ‘many’ or ‘some’ customers would switch to Kaspersky in the event of 
one of the Parties increasing its prices. Third parties relatively frequently 
thought that ‘some’ customers would switch to Bitdefender. Several other 
competitors were mentioned at least once. Third parties also noted the 
high quality of products provided by other suppliers of CCS solutions. 

(e) The Parties’ analysis shows that advertising keywords relating to []were 
important for both Parties and that keywords relating to [] were also 
important for Avast.354 

 
 
353 We note that Kaspersky is a Russian provider which has impacted on its brand. For example, Which is 
currently not giving ‘Best Buys’ to Kaspersky due to it being a Russian provider (Which, call note). 
354 We note that, [] either Party’s top 20 UK search advertising keywords by spend for each month for the 
period January 2020 to March 2022. 
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Closeness of competition between the Parties and Microsoft 

The Parties’ views  

7.133 The Parties have submitted that Microsoft imposes a current and growing 
constraint in the CCS market, and the recent launch of Microsoft Defender for 
Individuals is evidence of its growth trajectory.355  

7.134 The Parties have told us that they have []. In particular:  

(a) Avast told us that it ‘[]’356 [],357 and  

(b) NortonLifeLock told us that it ‘[]358 and that it is expecting to announce 
a ‘[];359 

(c) the Parties [].360 In particular:  

(i) ‘[],361 and 

(ii) [];362 and 

(d) [].363 

7.135 The Parties have also submitted that [].364 

7.136 With regard to the new constraint from Microsoft Defender for Individuals, 
Avast told us that, in the UK around []% of its Premium Security customers 
and []% of its Antivirus Free users have M365 subscriptions.365  

Our assessment 

7.137 We have found that, in addition to McAfee and other providers of CCS 
solutions, Microsoft provides alternative options for consumers which are 
readily available to a large number of Windows and M365 users (including 

 
 
355 Parties, response to the Annotated Issues Statement; Parties, response to the Provisional Findings, 9 August 
2022, paragraph 2. 
356 Parties, response to the Annotated Issues Statement. 
357 Parties, response to the Annotated Issues Statement. 
358 Parties, response to the Annotated Issues Statement. 
359 Parties, response to the Annotated Issues Statement. 
360 Parties, response to the Annotated Issues Statement. 
361 Parties, response to the Annotated Issues Statement. 
362 Parties, response to the Annotated Issues Statement. 
363 Parties, response to the Annotated Issues Statement. 
364 Parties, response to the phase 2 Issues Statement, 24 May 2022, paragraph 3.8 [public document]. 
365 Avast, response to RFI 4, paragraph 22. 

https://assets.publishing.service.gov.uk/media/62f9f067e90e076cf7a68d8d/A._NLOK_Avast_Response_to_Provisional_Findings.pdf
https://assets.publishing.service.gov.uk/media/62a85a2de90e07039d294987/Response_to_Issues_Statement_-_Norton_Avast.pdf
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Microsoft Defender, Microsoft Defender for Individuals and Microsoft Edge 
VPN), and that it exerts a material competitive constraint on the Parties.  

7.138 Having reviewed a range of evidence in relation to Microsoft’s broader 
commercial strategy and its plans and projections in relation to its recently-
launched CCS applications, we have found that these products bring 
Microsoft’s offering closer to those of the Parties. As such, they are likely to 
further strengthen the competitive constraint from Microsoft on the Parties 
going forward, particularly as Microsoft Defender for Individuals develops 
further and becomes established in the market.  

7.139 We set out below our assessment of the evidence on the constraint from 
Microsoft. 

7.140 We have found that Microsoft holds a unique position, given that it is both a 
provider of CCS solutions and the OS on which the Parties’ CCS solutions are 
most used. As the OS operator, it has a broader, enduring incentive to 
‘protect’ the security of its OS in order to compete with other OS providers. 

7.141 We have found that Microsoft already provides an important alternative option 
for many consumers:  

(a) Microsoft has been present in the CCS market for many years with 
Microsoft Defender. Microsoft Defender’s technical capability, in terms of 
how well it performs on independent technical tests, has been high for the 
last few years, and in addition, third party comparison and review sites 
usually include Microsoft Defender in their reviews alongside other CCS 
providers.  

(b) Usage of Microsoft Defender has been increasing since 2017, as 
evidenced by the sharp growth in number of devices using it as the only 
antivirus solution.366  

(c) The Parties have told us that [],367 and their data shows that 
NortonLifeLock (including Avira and BullGuard) and Avast (including 
AVG) [] and [].368 Given Avast uses a freemium business model to 
acquire customers, we consider that [].    

(d) Avast’s survey of CCS users shows that [].  

 
 
366 Based on telemetry data submitted by Microsoft. We note that the growth is in the context of growing number 
of Windows devices 
367 Parties, response to the Annotated Issues Statement. 
368 [].   
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(e) The Parties’ internal documents show that both Parties consider Microsoft 
[]. 

(f) We have seen evidence of competitive responses [] to Microsoft 
Defender, in particular:  

(i) [];369 and 

(ii) Avast has undertaken an advertising campaign that specifically 
targets consumers that rely on their ‘default antivirus’ (ie Microsoft 
Defender) and explicitly advertises the free version of Avast One.370 

(g) We have seen evidence in NortonLifeLock’s documents that []. 

(h) While Microsoft told us that [], it has said that it wants Windows to have 
the best built in security. Its recent product launches, [], show that 
Microsoft is developing its CCS solutions to be more comprehensive and 
offer better protection to its users.  

(i) Several third parties told us that Microsoft competes in the supply of CCS 
solutions, although some noted that Microsoft Defender does not have all 
features offered by other CCS providers or that it does not compete as 
strongly for paid-for products compared with free.371 On the other hand, 
one third party [] told us that [].  

(j) Internal documents provided by third parties show that Microsoft 
(including Microsoft Defender) is monitored, though not to the same 
extent as NortonLifeLock, Avast and other providers of CCS solutions.372 
Documents monitor Microsoft Defender as well as Microsoft’s planned or 
expected developments.  

7.142 Regarding the constraint from Microsoft Defender for Individuals and 
Microsoft Edge VPN, we have found that: 

(a) These bring Microsoft’s offering closer to those of the Parties. 

(b) While there is uncertainty around the extent and speed of their take up, 
Microsoft has a particularly effective route to market, given that the 
applications are being added for free to established Microsoft products 
(M365 and the Edge browser).  

 
 
369 See Appendix F – Avast internal documents.  
370 Parties, response to the phase 2 Issues Statement, 24 May 2022, Figure 10 [public document]. 
371 See Appendix C.  
372 See Appendix .  

https://assets.publishing.service.gov.uk/media/62a85a2de90e07039d294987/Response_to_Issues_Statement_-_Norton_Avast.pdf


 

79 

(c) Given how recently these launches have taken place, we have not 
observed a competitive response from the Parties. However, the Parties 
[], so can be expected to respond to the launch of Microsoft Defender 
for Individuals and Microsoft Edge VPN. The Parties may have a greater 
incentive to respond given that these applications are closer to their 
products than Microsoft’s previous CCS offerings.  

(d) Microsoft has an existing and enduring incentive to continue its 
investment in security solutions, in particular to be able to provide a level 
of security to be competitive with other OS and to ensure that Windows is 
sufficiently secure in order to be a valuable and competitive OS.373 In this 
regard, Microsoft has stated that it intends to invest a further $20bn in 
security solutions over the period from 2022 to 2027 (which is an increase 
when compared to a total R&D spend of $5bn in 2021).374  

  Our conclusion  

7.143 In summary, the evidence we have assessed has led us to find that, while the 
Parties have a strong position among CCS solution providers and compete 
closely with each other, they also face competitive constraints, to varying 
degrees, on both their paid-for and free offerings from a range of suppliers, 
including McAfee, a number of other CCS solution providers and, 
increasingly, from Microsoft.  

7.144 These providers, alongside the Parties, have developed and improved their 
products over time to meet different and changing customer needs, with a 
range of alternatives, both free and paid-for, standalone and bundled, 
available to customers.  

7.145 As such, our view is that the Merger is unlikely to give rise to an SLC as a 
result of horizontal unilateral effects in the market for CCS solutions in the UK.  

8. Conclusion 

8.1 As a result of our inquiry and our assessment to date, we have concluded that 
the anticipated acquisition by NortonLifeLock of Avast would result in the 
creation of a relevant merger situation. 

 
 
373 Microsoft, call note. 
374 Microsoft 2021 Annual Report, page 5 [public document]. For context, per page 36 of Microsoft’s 2021 Annual 
Report, Microsoft’s total Research and Development expenses charged to the Profit and Loss account in the 
Financial Year 2021 was $20.7bn. 

https://view.officeapps.live.com/op/view.aspx?src=https://c.s-microsoft.com/en-us/CMSFiles/2021_Annual_Report.docx?version=5290c17d-8858-c9ef-d16f-60e02f42214e
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8.2 We have decided that the anticipated acquisition by NortonLifeLock of Avast 
may not be expected to result in a substantial lessening of competition as a 
result of horizontal unilateral effects in the supply of CCS solutions in the UK. 
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