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Ministerial foreword and
executive summary

Digital technology has transformed our

The UK starts with many advantages.
Critical building blocks of the digital
economy, from super-fast internet access
across the UK to cyber security capabilities
are already in place or being built. UK
universities lead the world in fundamental
and applied science.? We already have
comfortably more tech unicorns than any
other European country® - more than
France, and Germany combined - and in
2021, a new UK unicorn was minted every
11 and a half days based on data from
company tracking business Dealroom.* We
saw more private capital flow into UK tech
last year than any other European country

lives and will continue to do so. The

UK's economic future, jobs, wage levels,
prosperity, national security, cost of living,
productivity, ability to compete globally

and our geo-political standing in the world
are all reliant on continued and growing
success in digital technology. That is why the
UK must strengthen its position as a global
Science and Tech Superpower' - and why the
Government is taking steps to achieve it.

- £27.4 billion - around double the level of
second-placed Germany, and more than
triple the level of France in third place.

These are not just impressive figures;
they represent thousands of high-skilled,
high-paid new jobs right across the

UK. In emerging fields such as artificial
intelligence (Al), advanced semiconductor
design and quantum computing, the UK'is
a world leader. And our global network of
partners and allies provide the foundation
to act as a force for digital good on

the world stage.

T Gov.uk, Global Britain in a Competitive Age: the Integrated Review of Security, Defence, Development and Foreign Policy, (2021),

(https://www.gov.uk/government/publications/global-britain-in-a-competitive-age-the-integrated-review-of-security-defence-
development-and-foreign-policy/global-britain-in-a-competitive-age-the-integrated-review-of-security-defence-development-and-

foreign-policy)

2 Gov.uk, International comparison of the UK research base, 2019 (2019), (https://www.gov.uk/government/publications/

international-comparison-of-the-uk-research-base-2019)

3 Gov.uk, UK tech sector achieves best year ever as success feeds cities outside London (2021), (https://www.gov.uk/government/

news/uk-tech-sector-achieves-best-year-ever-as-success-feeds-cities-outside-london)

4 Dealroom (https://dealroom.co/)
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Ministerial foreword and executive summary

As the UK's Minister for Tech and the
Digital Economy | want us to go further
and to go faster.

The UK should always enthusiastically
celebrate the success of our digital
businesses and champion our global
leadership in areas such as fintech. The
success and wealth created by investors
and founders of digital business is a
national success, to be applauded,
encouraged and emulated - not criticised.

The UK will be the best place in the

world to start and grow a technology
business. The UK Digital Strategy sets out
this vision and the actions required to
deliver it. Estimates commissioned by the
Government suggest that our approach
to supporting and strengthening the
digital economy could grow the UK tech
sector's annual gross value added (GVA)
by an additional £41.5 billion by 2025, and
create a further 678,000 jobs.

Digital foundations

Our mission starts with strengthening
the foundations of our digital economy.
We are rolling out world-class digital
infrastructure across the UK, harnessing
the power of data and using the freedoms
conferred by Brexit to implement a light-
touch, pro-growth regulatory regime
that protects citizens while encouraging
both investment and innovation. This
will lead to regulatory competitive
advantages in areas such as Al, data, and
digital competition.

We are also determined to ensure
that the UK's tech and digital security
is defended from hostile state threats,
and that highly sensitive tech IP is
appropriately protected.

Ideas and intellectual
property (IP)

ldeas and intellectual property are at the
heart of innovation which feeds digital
businesses. Substantial and growing
government investment in research

and development (R&D) (up from

£15 billion to £20 billion a year between
2020/21 and 2024/25)°, combined with
enhanced R&D tax incentives to stimulate
private investment will deliver this. We
need to ensure that ideas can more
readily be commercialised from the
academic environment.

We must also actively seek to grow the
UK's existing expertise in the foundational
deep technologies of the future, such

as artificial intelligence, next generation
semiconductors, digital twins, autonomous
systems and quantum computing.

The NHS is globally unique as the largest
integrated health system in the world.
This provides substantial opportunities
to undertake research and development
based on rich data that reflects a

large population cared for in one
system, which leads to innovative new
healthcare products.

> Gov.uk, Government announces plans for largest ever R&D budget (2022), (https://www.gov.uk/government/news/government-

announces-plans-for-largest-ever-rd-budget)
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Skills and talent

This Government will ensure that UK
technology businesses have access to the
skills and funding they need to innovate,
develop and grow. We will work with
schools, universities, further education
providers, and businesses to deliver the
digital skills that the real economy actually
needs - including apprenticeships and
skills training throughout people’s careers
- in a framework that is understandable
and recognisable.

This Government is already funding
1,000 PhDs in artificial intelligence and
1,000 scholarships for master's degree
conversion courses in Al and data
science,® is backing apprenticeships and
has introduced T Levels.” Digital Skills
Partnerships are being rolled out around
England,® and the new Digital Skills
Council® brings together business and
government to make sure digital skills are
being enhanced. But more needs to be
done in all of these areas.

It is also vital that the best and brightest
from around the world can quickly and
easily come to the UK. In addition to

the comprehensive suite of visa routes
already available to digital businesses, we
are introducing the new High Potential
Individual and Scale-up visas, so that UK
digital businesses can easily recruit from
anywhere in the world.

Financing digital growth

The UK has fantastic venture capital
investment incentives through schemes
like the Enterprise Investment Scheme
(EIS), Seed Enterprise Investment Scheme
(SEIS) and Venture Capital Trusts (VCTs)
and many dynamic early-stage venture
capital funds (VCs) which have helped
embed a vibrant start-up sector. To
continue the sector’s growth, we need to
ensure market failures inhibiting growth
continue to be addressed.

The UK has a strong domestic investor
market for companies at seed and early
stage, as UK companies grow and raise
capital to scale up, but there is more that
can be done to facilitate the investment of
UK capital into the UK's digital economy.
There is an opportunity to enable UK
financial institutions, such as pension
funds, to allocate more capital to pre-
Initial Public Offering (IPO) technology, as
their US cousins do. This will stimulate
more productive innovation and offer
the potential of greater returns for
pension savers.

This Government will encourage UK
investors to increasingly take a long-

term view and understand that growth
investing does not often generate short-
term dividend flow. We are supporting this
through plans to remove well-designed
performance-based fees from the list

of charges which are subject to the
regulatory charge cap.

6 Gov.uk, £23 million to boost skills and diversity in Al jobs (2022), (https://www.gov.uk/government/news/23-million-to-boost-skills-

and-diversity-in-ai-jobs)

7 Gov.uk, Introduction of T Levels (2022), (https://www.gov.uk/government/publications/introduction-of-t-levels/introduction-of-t-

levels)

8 Gov.uk, Digital skills partnership (2018), (https://www.gov.uk/guidance/digital-skills-partnership)
9 Gov.uk, Digital skills councll, (https://www.gov.uk/government/groups/digital-skills-council)
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Ministerial foreword and executive summary

This Government will continue to directly
support innovation and growth financing
through InnovateUK and the British
Business Bank's initiatives, including
British Patient Capital, British Business
Investments and Enterprise Capital Funds,
and will seek to use these to maximise
investment by third-party financial
institutions in the UK and internationally.

We will also continue to promote the
London Stock Exchange (LSE) as the best
place for our digital technology firms to
list. There were 37 tech IPOs on the LSE
in 20217, including world-leading firms
such as Oxford Nanopore and Wise. With
the changes to the rules to allow dual
class shares, a reduction in the minimum
free float to 10%, and special purpose
acquisition company (SPAC) rules changes
combined with planned prospectus

rules changes to allow more forward-
looking statements, we are determined
that the LSE will be the go-to exchange
for tech IPOs.

The whole UK: spreading
prosperity and levelling up

We are enabling better access to the
benefits of digital technologies across the
whole of the UK, improving productivity
and inclusion by funding the adoption of

cutting-edge technologies by businesses
in every region to accelerate productivity
growth. This is supported by the Northern
Powerhouse Investment Fund™, which is
investing over £500 million to boost small
and medium businesses across the north
of England. No one, and no place, should
be left behind.

We recognise that some policy areas
relating to digital technology are devolved
and are subject to the digital strategies

of the Devolved Governments (Scotland'’s
digital strategy'?, the digital strategy for
Wales', and Northern Ireland’s digital
strategy'). We are committed to working
with the Devolved Governments to ensure
that the benefits of digital technologies are
felt across the UK. This Government has
invested in providing skills for the existing
workforce and for future generations to
ensure that all can share in the success of
our digital economy.

The Cabinet Office (CO) has introduced
wholesale reform to the UK's procurement
legislation, which will allow public bodies,
including the NHS, to take a more flexible
and innovative approach to the way

they procure technology solutions. This
will help drive innovation and provide
opportunities to break down barriers

for small businesses in bidding for

public contracts.

10 CityAM, UK tech IPOs raise record £6.6bn last year doubling 2020 figures (2022), (https://www.cityam.com/uk-tech-ipos-raise-

record-6-6bn-last-year-doubling-2020-figures/)

" Northern Powerhouse Investment Fund, Chancellor pledges £660m for next phase of the Northern Powerhouse Investment

Fund (2021), (https://www.npif.co.uk/chancellor-pledges-660m-for-next-phase-of-the-northern-powerhouse-investment-
fund/#:~:text=Chancellor%20pledges%20%C2%A3660m%20for%20next%20phase%200f%20the%20Northern%20Powerhouse%20
Investment%20Fund,-Tags&text=Chancellor%20Rishi%20Sunak%20has%20announced,Bank%20in%20today%275%20

Spending%20Review)

2 Gov.scot, A changing nation: how Scotland will thrive in a digital world (2021), (https://www.gov.scot/publications/a-changing-nation-

how-scotland-will-thrive-in-a-digital-world/)

3 Gov.wales, Digital strategy for Wales (2021) (https://gov.wales/digital-strategy-wales-html)
4 InvestNl, Digital Northern Ireland (2020) (https://www.investni.com/sites/default/files/documents/static/library/invest-ni/documents/

digital-northern-ireland-2020-report.pdf)
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Enhancing the UK'’s place in
the world

We will continue to work with our allies to
develop systems of trade and governance
that promote global digital trade and
enshrine freedom and openness. We will
work across the Government, particularly
through the Foreign, Commonwealth

& Development Office (FCDO) and the
Department for International Trade (DIT),
to promote digital exports, and seek to
ensure that new free trade agreements
have a digital chapter (including zero-tariff
digital trade, cross-border data flows with
trust, and IP and source code protection).

Building on our current efforts, there

will also be a cross-government effort to
promote inward investment into UK tech
and UK VC funds by focusing on key target
geographies, such as the Middle East, the
Asia-Pacific region and North America. We
are promoting the UK as a place for global
technology businesses to launch IPOs. The
forthcoming International Tech Strategy
will set a common set of democratic
principles to frame the UK's international
engagement on technologies.

The UK will play a leading role in
international fora - both multilateral

and multi-stakeholder - such as the
International Telecommunication Union
(ITU), Global Partnership on Artificial
Intelligence (GPAI), Organisation for
Economic Co-operation and Development

(OECD) and the UN Internet Governance
Forum (IGF), to ensure that openness,
freedom and a multi-stakeholder
approach underpin global tech
governance. The UK Government will also
seek to develop partnerships with like-
minded countries around the world on
issues that benefit from supranational
cooperation, such as highly complex
R&D projects and semiconductor supply-
chain resilience.

Successful innovative companies are
essential to achieving our aims. The
Innovation Strategy'®, published by the
Department for Business, Energy &
Industrial Strategy (BEIS) in July 2021, sets
out the Government's plan for supporting
innovation throughout the economy. The
UK Digital Strategy builds on that with a
focus on the role that digital, which sits
within one of the 7 technology families
identified in the Innovation Strategy'®, can
play in supporting innovation.

The UK Digital Strategy sits alongside
priority areas that are so important

they require a specific strategy of their
own. These include the Prime Minister's
National Science and Technology Council's
(NSTQ) priorities, such as Artificial
Intelligence' (published in September
2021), semiconductors (due to be
published later this year), and quantum
technologies' (due to be published later
this year). The Kalifa review into the UK's

5 Gov.uk, Innovation strategy (2021), (https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/

file/1009577/uk-innovation-strategy.pdf)

6 Gov.uk, Innovation strategy (2021), (https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/

file/1009577/uk-innovation-strategy.pdf)

7 Gov.uk, National Al strategy (2021), (https://www.gov.uk/government/publications/national-ai-strategy/national-ai-strategy-htmi-

version)

8 Gov.uk, UK quantum strategy: call for evidence (2022) (https://www.gov.uk/government/consultations/uk-quantum-strategy-call-for-

evidence)

UK Digital Strategy



https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1009577/uk-innovation-strategy.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1009577/uk-innovation-strategy.pdf
https://www.gov.uk/government/publications/national-ai-strategy/national-ai-strategy-html-version
https://www.gov.uk/government/consultations/uk-quantum-strategy-call-for-evidence

Ministerial foreword and executive summary

highly successful fintech sector and the
upcoming Creative Industries Sector
Vision address plans in these high-priority
areas for the UK.

This UK Digital Strategy is a wide-reaching
statement of this Government'’s vision and
ambitions. We will fulfil them with pace
and clarity of action. A summary of the
actions required to deliver this strategy is
set out at the end of this document. The
UK Digital Strategy is a roadmap we will
follow to strengthen our global position
as a Science and Tech Superpower. Our
future prosperity and place in the world
depends upon it.

Chris Philp MP

Minister for Tech and the Digital Economy
Department for Digital,
Culture, Media & Sport
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Where we are today

The UK is starting from a position of strength - our digital economy is flourishing. The
digital sector contributed nearly £151 billion to the economy in 2019'?, and accounted for
9% of the national workforce. This is on the back of strong growth in the sector in recent
years which, since 2015, has been almost three times stronger than that of the total UK
economy in real terms (when compared to 2018 prices).

This growth has been possible because of the UK's strengths in the following key areas:

* World-class digital infrastructure. We have made excellent progress in delivering
improved digital infrastructure, with superfast broadband coverage rising from
58% of UK premises in 2011 to over 97% today. Over 67% of UK premises can
now access gigabit-capable broadband: a huge leap forward from July 2019,
when coverage was just 8%. In addition, 92% of UK landmass is covered by a
good 4G signal.

Network coverage statistics (Source: ThinkBroadband)
100% Superfast

e Full fibre
/ e Gigabit
80% /
/

60% / /

40% /
20% //

9 Gov.uk, DCMS Economic Estimates 2019: Gross Value Added (2021), (https://www.gov.uk/government/statistics/dcms-economic-
estimates-2019-gross-value-added)
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Where we are today

* Data-driven economy. The UK is Europe’s largest data market®. Our data economy
grew twice as quickly as the rest of the economy during the 2010s, making up
about 4% of UK gross domestic product (GDP) in 2020. The UK data economy
has the biggest overall impact of any EU country in absolute terms, an estimated
near £125 billion in 2021. This is over double that of France, with only Germany
as our closest competitor. In our National Data Strategy?', we are already setting
our framework for action aimed at unlocking the value of data to create growth,
innovation and societal benefits, and to power the expanding ecosystem of data-
driven technologies.

Total impact of the data economy, selected EU countries, 2019 - 2021, £bns

140 —— United
Kingdom
120 — Netherlands
- Spain
100 Belgium
e Austria
80
— |taly
60 —— Sweden
= France
40 — (Germany
Ireland
20
0

T T T
2019 2020 2021

20 Data landscape, Final Study Report: The European Data Market Monitoring Tool Key Facts & Figures, First Policy Conclusions, Data
Landscape and Quantified Stories, (https://datalandscape.eu/study-reports/final-study-report-european-data-market-monitoring-
tool-key-facts-figures-first-policy)

2 Gov.uk, National Data Strategy (2019) (https://www.gov.uk/guidance/national-data-strategy)
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* Pool of UK and global talent. The UK had approximately 1.7 million filled jobs in
the digital sector in 202022 (a 31.5% increase since 2011).

Cumulative Unicorns amongst European Countries
120 = United

/ Kingdom
100 - Netherlands
Spain
80 Belgium
= Austria
60 Italy
/ — Sweden
40 - France
/ / — Germany

20

| 1 | | T |
2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

* Athriving start-up scene. A new tech business launched in the UK every half an
hour throughout 2020, according to analysis of business figures by Tech Nation?3.
The UK also outperforms its European peers in both the number of start-ups that
have achieved unicorn status (companies with valuations over $1 billion), and
potential future unicorns?* (ranking the highest in Europe in 2021). In 2021, the UK
had a total of 114 unicorns, more than France and Germany combined.

22 Gov.uk, DCMS Sector National Economic Estimates: 2011 to 2020 (2022), (https://www.gov.uk/government/statistics/dcms-sector-
national-economic-estimates-2011-to-2020)

23 Tech Nation, New tech business launched every half an hour in the UKin 2020 (2021), (https://technation.io/news/new-tech-
business-launched-every-half-an-hour-in-the-uk-in-2020/)

24 State of European Tech 21, From ideas to gamechangers (https://2021.stateofeuropeantech.com/chapter/better-ideas-better-
companies/article/ideas-gamechangers/1079/4647#c1079)
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Where we are today

VC investment (£Em) by European country (source: Dealroom.co)
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e Vibrant investment community. More money than ever is flowing into UK tech.
In 2021 venture capital investment into the UK's tech sector grew 2.3 times to
£27.4 billion from 2020's figures of £11.7 billion, (based on the annual average spot
exchange rate from the Bank of England).The £27.4 billion raised by UK start-ups
and scale-ups was almost double the figure raised in Germany (£13.8 billion), and
over three times that raised in France (£8.7 billion). UK tech investment accounted
for over a third of the total £79.3 billion that flowed into the European tech
ecosystem this year.

e Enduring spirit of innovation. UK businesses spent over £5 billion on digital R&D
in 20202°, comprising 18.7% of total UK business R&D. This includes computer
programming and information services, telecommunications, and software
development. The UK ranks fourth on the World Intellectual Property Organisation’s
Global Innovation Index?®. Data from data provider Pitchbook shows that the UK
also has the third-highest number of Al companies in the world after the US and
China. The UKis home to the likes of Graphcore, Darktrace, and BenevolentAl, and
is the second most likely global destination for Al researchers after the USA?’.

2 ONS, Business enterprise research and development, 2021 (https://www.ons.gov.uk/economy/governmentpublicsectorandtaxes/
researchanddevelopmentexpenditure/datasets/ukbusinessenterpriseresearchanddevelopment

26 WIPO, Global innovation index 2021, (2021), (https://www.wipo.int/edocs/pubdocs/en/wipo_pub_gii_ 2021_exec.pdf#page=6)
27 WIPO, Global innovation index 2021, (2021), (https://www.wipo.int/edocs/pubdocs/en/wipo_pub_gii 2021_exec.pdf#page=6)
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Global position as a great and safe place to grow a business. The UK has

the lowest corporation tax rate in the G7 and ranks ninth in the World Economic
Forum'’s Global Competitiveness Report?®. Our regulators are world class, and the
OECD's Review of International Regulatory Co-operation? describes the UK as ‘a
leader in regulatory policy'. The UK also ranked 3rd in the Harvard Cyber Power
Index?®, with the UK's cyber security sector now worth more than £10 billion®" and
growing, supported by exports of £4.2 billion.

28

29

30

31

World Economic Forum (Klaus Schwaub), The global competitiveness report 2019, (2019), (http://www3.weforum.org/docs/WEF_
TheGlobalCompetitivenessReport2019.pdf)

OECD, Review of International Regulatory Co-operation of the United Kingdom (2020), (https://www.
oecd-ilibrary.org/sites/09be52f0-en/1/1/1/index.html?itemid=/content/publication/09be52f0-en&_
csp_=35eda25a367be36bcd11390c6634fa34&itemIGO=0ecd&itemContentType=book)

Belfer Centre, Harvard Kennedy School, National Cyber Power Index 2020 (2020), (https://www.belfercenter.org/sites/default/
files/2020-09/NCPI_2020.pdf)

DCMS, UK Cyber Security Sectoral Analysis 2022 (2022), (https://assets.publishing.service.gov.uk/government/uploads/system/
uploads/attachment_data/file/1055565/Cyber_Sectoral_Analysis_2022_Report_V2.1.pdf)
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1. Digital foundations

To strengthen the UK's position as a Science and Tech Superpower, we
need to maintain the strong foundations of our digital economy.

There are 4 foundational pillars upon which a vibrant, resilient and
growing digital economy is built: (1) robust digital infrastructure; (2)
unlocking the power of data; (3) a light-touch pro-innovation regulatory
framework; and (4) a secure digital environment.

1.1 World class and secure digital infrastructure

Digital infrastructure plays a vital role in
our daily lives and is the foundation of

a thriving digital economy. Every part of
the UK needs world-class, secure digital
infrastructure that enables people to
access the connectivity and services they
need - where they live, work or travel.
This is why enhancing digital connectivity
is Mission Four of the Government's
Levelling Up White Paper®. Our goal is
to ensure that everyone, wherever they
live or work in the UK, can access the
connectivity and services they need for the
ever-digitising world.

The Department for Digital, Culture, Media
and Sport (DCMS) is leading an ambitious
programme of work to both accelerate the
commercial delivery of nationwide gigabit
broadband and ensure rural areas are

not left behind. Thanks to our policies to
encourage competition and investment,
and remove barriers to deployment,

industry is investing over £30 billion in
one of the fastest broadband rollouts in
Europe. Our aim is to achieve at least 85%
gigabit coverage by 2025 and at least

99% gigabit coverage by 2030.

The UK is also making significant progress
in rolling out wireless connectivity, with
92% of the UK landmass currently covered
by a good 4G signal from at least one
operator. The Shared Rural Network??

will further improve coverage for 280,000
premises and 16,000km of roads,

with the biggest anticipated coverage
improvements in rural Scotland, Northern
Ireland and Wales.

Beyond 4G, our ambition is that the
majority of the population will have access
to a 5G signal by 2027. DCMS has invested
almost £200 million in UK telecoms
innovation, through the 5G Testbeds

and Trials programme (5GTT), helping

to establish our global leadership in this

32 Gov.uk, Levelling Up White Paper (2022) (https://www.gov.uk/government/publications/levelling-up-the-united-kingdom)
3 Gov.uk, Shared Rural Network (2020) (https://www.gov.uk/government/news/shared-rural-network)
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area, and supporting industry, academic We know that wireless networks will evolve
institutions and local authorities to realise significantly over the next decade. DCMS's
the benefits of 5G. We are also investing upcoming Wireless Infrastructure Strategy
£250 million in R&D to deliver a diverse 5G  will set out a strategic framework for the
supply chain, to ensure the security and development, deployment and adoption
resilience of our networks and deliver the of wireless networks in the UK.

Government's 5G Diversification Strategy>*

Case study: West Midlands 5G

Operators face many challenges when rolling out 5G networks, including working
with councils and private organisations to identify suitable sites prior to installation.
This work is often hampered by navigating a complex legal framework, local planning
guidance and other council priorities.

West Midlands 5G (WM5G) was established by the 5GTT programme. It has had great
success, simplifying processes and accelerating 5G deployment in the region by more
than six months. The West Midlands has now been recognised®® as the number one
region in the UK for geographical 5G coverage.

3 Gov.uk, 5G Supply Chain Diversification Strategy (2020) (https://www.gov.uk/government/publications/5g-supply-chain-
diversification-strategy/5g-supply-chain-diversification-strategy)

3 Umlaut, Audit Report: 5G Coverage in UK, 2020 (2020) (https://www.wm5g.org.uk/wp-content/uploads/2020/09/20200831_UK_
AuditReport_Coverage-FINAL-1.pdf)
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1.2 Unlocking the power of data

Data is the driving force of modern
economies. Research®® shows that
businesses are more likely to be
productive in today's digital-driven
economy if they can use data effectively.
In 2017, the publication®” of Transport
for London live data led to reduced
commute times and less congestion on
public transport, by enabling the creation
of more customer-facing products. The
safe availability of data also enables
innovation and research.

DCMS set out this Government's
approach to taking advantage of the
data opportunity in the National Data
Strategy (NDS)*®. We expect to bring
forward primary legislation to reform the
UK's data protection laws, by simplifying
some parts of the UK General Data
Protection Regulation (GDPR) ensuring
high standards of data protection. This
Government's view is that our reform

of UK legislation on perso®nal data is
compatible with maintaining the free flow
of personal data from Europe.

We will adopt a more flexible, outcomes-
based approach for compliance, ensuring
the Information Commissioner’s Office
(ICO) accounts for the increasing
importance of its remit for competition,
innovation and economic growth. This

flexible approach will reduce burdens on
business and innovation, which impede
the responsible use of personal data. In
addition, these changes will also provide
scientists with the clarity and confidence
they need to get on with life-enhancing
and life -saving research.

We also outlined this Government's
priorities for unlocking the value of data
across the economy in the NDS Mission 1
Policy Framework®. We have already
made significant progress to ensure

the framework’s long-term trajectory by
developing a programme of work led

by the British Standards Institute (BSI),

the UK's National Standards Body, to
evaluate the current data standards
ecosystem and present recommendations
for government action. We have also
established a joint UK/US Prize Challenge®°
to accelerate the development of Privacy-
Enhancing Technologies (PETs), which can
enable data to be analysed and shared
without compromising on the privacy or
trust of data subjects.

The Government also committed to
legislating for Smart Data in the Queen’s
Speech. These changes will provide
consumers and small businesses with
the power to enable trusted third parties
to help them access, make sense of, and

3 Nesta, Skills of the Datavores: Talent and the data revolution (2015) (https://www.nesta.org.uk/report/skills-of-the-datavores-talent-

and-the-data-revolution/)

37 Deloitte, Assessing the value of TfL's open data and digital partnerships (2017) (https://content.tfl.gov.uk/deloitte-report-tfl-open-

data.pdf)

% Gov.uk, UK National Data Strategy (2020) (https://www.gov.uk/government/publications/uk-national-data-strategy)
3% Gov.uk, National Data Strategy Mission 1 Policy Framework: Unlocking the value of data across the economy (2021) (https://www.

gov.uk/government/publications/national-data-strategy-mission-1-policy-framework-unlocking-the-value-of-data-across-the-

economy)

40 Gov.uk, US and UK to partner on prize challenges to advance Privacy-Enhancing Technologies (2021) (https://www.gov.uk/

government/news/us-and-uk-to-partner-on-prize-challenges-to-advance-privacy-enhancing-technologies)
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use their data. Recently, the Business
Secretary set out a new programme

of investments in Smart Data to drive
industry and collaboration across sectors.

We are also running a call for views (Data
Storage and Processing Infrastructure,
Security & Resilience?") to further our
National Data Strategy commitment to
develop a stronger risk management
framework for the infrastructure upon
which data use relies.

We will also resist unreasonable attempts
at data localisation, and seek international
trade agreements to facilitate the free
flow of data with trust. You can find more
information in the section on shaping
international data governance.

Digital foundations

Enabling secure digital identities is also
critical to unlocking wider opportunities
across the data economy. Forthcoming
legislation will create a legal gateway that
will allow public bodies to share data
with organisations that follow the rules
of the UK digital identity and attributes
trust framework to validate a person’s
identity. The prototype trust framework
has already been adopted as the basis
for certifying digital right to work’, ‘right
to rent’ and criminal record checks.
Alongside the UK Digital Strategy, we

are also launching a revised version of
the trust framework* which has been
updated to reflect testing and stakeholder
feedback. Secure digital identities, while
not compulsory, will help make everyday
transactions safer and easier, improving
people’s experiences, privacy, access to
services, and reducing fraud.

1.3 A light-touch and pro-innovation

regulatory regime

Now that we are no longer part of the
European Union, we have the opportunity
to create an agile, light-touch and forward-
looking regulatory ecosystem for digital
tech. This will stimulate innovation and
allow our tech sector to thrive, while
protecting businesses and consumers.

We want to avoid unnecessary layers

of regulation or overly prescriptive
approaches - seeking instead to create

a competitive advantage through lighter-
touch and better regulation.

Last year the Government set out our
pro-innovation vision through the Plan for
Digital Regulation*®. The Plan for Digital
Regulation committed to ensuring a
forward-looking and coherent regulatory
approach for digital technologies. The
cross-cutting and fast-moving nature

of digital technologies means it is vital

4 Gov.uk, Data storage and processing infrastructure security and resilience - call for views (2022) (https://www.gov.uk/government/

publications/data-storage-and-processing-infrastructure-security-and-resilience-call-for-views)
42 Gov.uk, UK digital identity and attributes trust framework - beta version (2022) (https://www.gov.uk/government/publications/uk-

digital-identity-and-attributes-trust-framework-beta-version)

3 Gov.uk, Digital Regulation: Driving growth and unlocking innovation (2022) (https://www.gov.uk/government/publications/digital-

regulation-driving-growth-and-unlocking-innovation/digital-regulation-driving-growth-and-unlocking-innovation)
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our approach is both flexible and
well coordinated.

We are taking steps to improve the
evidence base that underpins our
regulatory approach. That is why we are
publishing an initial outcomes monitoring
framework for digital regulation*. We are
inviting stakeholder views on this initial
framework to help us understand how we
can further build the evidence base and
refine our measurement approach.

In line with the Plan for Digital Regulation,
we continue to make sure our digital
regulatory approach is streamlined,
coherent and pro-innovation. We will
work with a range of key stakeholders,
including TechUK and the CBI, to
examine this approach. We will invite
practical recommendations for further
opportunities to lighten our regulatory
approach to unleash the power of the
digital economy and support digital
businesses to thrive and grow.

In the Plan, we set out our intention

to explore innovative new approaches
to the design and implementation of
regulation. In response to our call for
views, stakeholders emphasised how
important it would be to take advantage
of new techniques and practices. We
will be undertaking further research
into regulatory innovation for digital

technologies, with the ambition of trialling
innovative regulatory approaches in
real-world cases. Through this, we will
continue to ensure our approach to
digital regulation is agile, streamlined

and fit for purpose in the context of

the broader objectives of the Plan for
Digital Regulation.

We are also taking steps to make sure
the regulatory landscape is fully coherent,
well-coordinated and that our regulators
have the capabilities they need. This
includes our ongoing work with the Digital
Regulation Cooperation Forum (DRCF),
the UK's ground-breaking partnership of
digital regulators. Through the DRCF's joint
programme of work®, it has a unique role
to play in developing our pro-innovation
approach to regulation. It has set a new
standard for regulatory coordination that
has inspired international equivalents in
countries such as Australia®® (the Digital
Platform Regulators Forum) and the
Netherlands® (the Digital Regulation
Cooperation Platform). The DCMS
Secretary of State recently wrote® to the
Digital Regulation Cooperation Forum,
reiterating her support for the Forum's
work and setting out her priorities for

the overall landscape for the year ahead.
We encourage the DRCF to engage
closely with industry.

4 Gov.uk, Plan for Digital Regulation: Developing an Outcomes Monitoring Framework (2022) (https://www.gov.uk/government/

publications/digital-regulation-driving-growth-and-unlocking-innovation/plan-for-digital-regulation-developing-an-outcomes-

monitoring-framework)

4 Gov.uk, Digital Regulation Cooperation Forum workplan 2022 to 2023 (2022) (https://www.gov.uk/government/publications/digital-

regulation-cooperation-forum-workplan-2022-to-2023)

4 Australian Communications and Media Authority, DP-REG joint public statement (https://www.acma.gov.au/dp-reg-joint-public-

statement)

47 Netherlands Authority for Consumers and Markets, The Digital Regulation Cooperation Platform (SDT) (https://www.acm.nl/en/

about-acm/cooperation/national-cooperation/digital-regulation-cooperation-platform-sdt)
% Gov.uk, Letter from DCMS Secretary of State to the Digital Regulation Cooperation Forum (2022) (https://www.gov.uk/government/

publications/letter-from-dcms-secretary-of-state-to-the-digital-regulation-cooperation-forum)
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The DRCF has been an important step
forward in creating a more coordinated
regulatory landscape but we recognise
that in some instances voluntary
arrangements alone will be insufficient.
That is why we have also consulted on
further statutory measures to support
coordination across specific regulatory
regimes and will set out our position

in our forthcoming response to the
consultation on data reform.

By laying the foundations for the UK's
regulatory framework for the digital
economy, we want to encourage
innovation and drive prosperity, while
also minimising the harms of digital
technology. As we look to the future

and new technological horizons, we

will ensure our regulatory approach is
nimble, coherent and places responsible
innovation at its core.

Promoting innovation and
competition

A competitive and innovative digital
economy will ensure the UK continues to
be considered one of the most innovative
countries® worldwide and a competitive
environment where technology
businesses of all sizes can thrive.

To better support innovation within the
UK's digital ecosystem, we are establishing
a groundbreaking pro-competition regime
for digital markets. The new regime

will deliver lower prices for UK families,
help entrepreneurs compete and grow,
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and give consumers more choice and
control over the services they use online.
Boosting competition and innovation in
digital markets will increase productivity
and encourage better-quality services

for consumers and businesses alike.

This will be done in a proportionate and
light-touch manner to maintain the UK's
attractiveness as an international tech
investment destination. We recently
published our response to the pro-
competition regime consultation®®, and
are preparing to establish the new regime
in statute when parliamentary time allows.
Legislation will be published in draft form
later in due course.

We are taking additional measures to
strengthen innovation across our digital
economy. We are planning to publish

a white paper on the governance of Al

by the end of the year, and will aim to
ensure that any regulation of Al is pro-
innovation and light touch. We will avoid
creating unnecessary bureaucracy and
ensure that research and innovation can
flourish. We saw some years ago how the
EU's heavy-handed approach to regulating
GMO stifled innovation in Europe. We
are determined to avoid repeating

those mistakes.

We continue to pursue innovation and
digital trade chapters in free trade
agreements (FTAs) with international
partners as appropriate.

49 Global Innovation Index (2021) (https://www.globalinnovationindex.org/analysis-indicator)
0 Gov.uk, A new pro-competition regime for digital markets - government response to consultation (2022) (https://www.gov.uk/

government/consultations/a-new-pro-competition-regime-for-digital-markets/outcome/a-new-pro-competition-regime-for-digital-

markets-government-response-to-consultation)
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Keeping the UK safe online and
fighting disinformation

The UK has long been home to a strong
and trusted digital economy, and this has
been fundamental in driving economic
growth. As digital technologies mature
and play a greater role in our daily lives,
we want to ensure that our rules and
regulations keep pace.

Our innovative digital economy and
widespread adoption of new technologies
have also revolutionised how people
interact with politics and democratic
processes. There has been a huge
increase in access to information, and
wider political engagement online (as

set out in research published by the
London School of Economics®') which
research® suggests has enhanced
valuable citizen engagement with the UK's
strong democratic institutions. The Digital
Inclusion Strategy®? sets out that trust is

a crucial element in encouraging more
people to access online services. Some
people are hesitant to go online because
of security concerns for example, fearing
a risk to the security of their personal
data. We must manage the new risks that
digital technologies can present to our
democratic rights in the digital age.

The Online Safety Bill**, now before
Parliament, is a piece of ground-
breaking legislation which will set a global
precedent and equip the UK with the

powerful regulatory and legal tools to keep
internet users, especially children and
vulnerable individuals, safe. Services that
allow users to post content online or to
interact with each other, as well as search
services, will need to remove and limit the
spread of illegal content and do more to
protect children from being exposed to
harmful content online. At the same time,
the Bill will defend freedom of expression
and the invaluable role of a free press. We
expect that other significant jurisdictions
around the world will seek to emulate

the Online Safety Bill, and social media
firms may then choose to adopt its
requirements on a global basis.

Disinformation can be incredibly harmful,
and the UK Government has a multi-
faceted approach to addressing it. The
Counter Disinformation Unit, led by DCMS,
brings together monitoring and analysis
capabilities to understand the scope, scale
and reach of disinformation. It also works
with social media firms to promote the
responsible dissemination of information
in the UK, and to take measures against
harmful content that breaches their

terms of service. Recently, the focus has
been on tackling disinformation related

to COVID-19 and Russia’s invasion of
Ukraine. The Online Safety Bill also
requires companies to take action against
misinformation and disinformation

within the scope of the Bill, giving Ofcom
the power to hold them to account for

> London School of Economics and Political Science, The Matter of Online Political Participation (2021) (https://www.lse.ac.uk/media-

and-communications/assets/documents/research/msc-dissertations/2020/254-Stegeman.pdf)
2 Nesta, Digital Democracy: The tools transforming political engagement (2017) (https://media.nesta.org.uk/documents/digital

democracy.pdf)

>3 Gov.uk, Government Digital Inclusion Strategy (2014) (https://www.gov.uk/government/publications/government-digital-inclusion-

strategy)

% Gov.uk, World-first online safety laws introduced in Parliament (2022) (https://www.gov.uk/government/news/world-first-online-

safety-laws-introduced-in-parliament)
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failing to deal with this damaging content
on their sites.

The Government has introduced
legislation to further counter state
threats through the National Security
Bill, which brings together vital new
measures to protect the British pubilic,
modernise counter-espionage laws
and address the evolving threat to our
national security from hostile activity by
foreign states. This includes the proposed
foreign interference offence, which will
capture a number of state-sponsored
disinformation efforts.

Through our Online Media Literacy
Strategy®®, we are working to build
audience resilience to misinformation and
disinformation and empower citizens to
feel more confident in safely navigating
the Internet. As part of the online media
literacy action plan®® which supports

the strategy, the Government has also
established the Media Literacy Taskforce
which focuses on improving the reach
of media literacy provision to citizens
who are disengaged or do not have
access to support.
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Through our Online Advertising
Programme (OAP), we will take steps to
increase transparency and build trust in
the online advertising sector, and develop
an agile and proportionate regulatory
system. In March 2022, DCMS launched a
consultation®’ seeking views on reviewing
the regulatory framework for paid-for
online advertising and tackling harmful,
offensive and misleading adverts.

The UK is supporting the growth of

the safety technology sector, one of

the fastest-growing areas of our digital
economy, which provides companies with
the products and services they need to
detect and address harmful and illegal
content online. We are taking action to
support sustained growth of this high-
potential sector. This includes: running the
Safety Tech Challenge Fund®®, establishing
the Safety Tech Innovation Network®?,
creating a world-first Safety Tech Expo®°,
and leading a programme?®’ to strengthen
online safety data infrastructure.

% Gov.uk, Online Media Literacy Strategy (2021) (https://www.gov.uk/government/publications/online-media-literacy-strategy)
% Gov.uk, Year 2 Online Media Literacy Action Plan (2022/23) (2022) (https://www.gov.uk/government/publications/year-2-online-
media-literacy-action-plan-202223/year-2-online-media-literacy-action-plan-202223)

> Gov.uk, Online Advertising Programme (2022) (https://www.gov.uk/government/consultations/online-advertising-programme-

consultation)

% Gov.uk, Government funds new tech in the fight against online child abuse (2021) (https://www.gov.uk/government/news/

government-funds-new-tech-in-the-fight-against-online-child-abuse)
% Safety Tech Innovation Network, (https://www.safetytechnetwork.org.uk/)
80 Gov.uk, World-first Safety Tech Expo to feature speakers from LEGO, Riot, EA and more (2021) (https://www.gov.uk/government/

news/world-first-safety-tech-expo-to-feature-speakers-from-lego-youtube-riot-ea-and-more)
61 Gov.uk, Online Safety Data Initiative (https://onlinesafetydata.blog.gov.uk/)
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1.4 Security and the digital economy

We are placing security at the heart of

our approach, because we know that a
digital economy whose security is assured
provides the necessary stability for
continued growth and further cements
the UK's position as a Science and Tech
Superpower. Without this core component
we risk undermining the progress

and innovation that sets our digital
economy apart.
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As our lives become increasingly reliant
on digital technology, the importance

of making sure that digital systems and
services are secure from threats or failure
is critical. From protecting our national
security to improving the safety standards
of everyday digital devices, we are taking
action to make sure that everyone can
continue to benefit from digital technology
in a safe and trusted way.




Security of our tech sector

The UK's tech sector is a valuable
economic asset, generating jobs, growth
and services which the nation relies

on. We are taking action to support

the resilience of our tech sector and
ensure the protection of the UK's
national security.

The UK's National Security and Investment
Act (‘the NSI Act’), which commenced in
January 2022, ensures that investment in
the UK can continue with predictability
and transparency while protecting
national security. It gives the Government
the powers to scrutinise and intervene

in acquisitions of control of entities and
assets that may pose risks to national
security. It is important to note, however,
that the vast majority of acquisitions are
unaffected by these powers, and will
neither be assessed by the Government
nor have any conditions attached.

The NSI Act is not the only way we can
mitigate risk to our tech sector from
economic transactions. Export controls
also allow us to control the transfer

of sensitive technologies overseas. In
December 2021, the Secretary of State

for International Trade announced® a
package of measures to update the export
controls regime for military, dual-use and
other sensitive goods and technologies,
which strengthens global security and
facilitates responsible exports. By
broadening the military end-use control

to capture a wider range of potential

risks, it helps to ensure that the UK's
vibrant tech sector can continue to benefit
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from international trade while managing
security risks.

We will keep export controls under
review to ensure they reflect our
obligations under international export
control regimes. We will additionally
continue to provide support to the
research community, including through
the Department for Business, Energy

and Industrial Strategy's (BEIS) Research
Collaboration Advice Team, to ensure that
university research is not being funded by,
or being conducted in collaboration with,
inappropriate entities with links to hostile
states, which may pose risks to the UK's
national security.

The NSI Act will be exercised carefully
and proportionately to avoid deterring
investment and, while use of these powers
will remain rare, where action is needed
we will not hesitate to take it in order to
protect highly sensitive technology and
maintain domestic capability in critical
areas. Export controls will be used to
prevent transfers of sensitive technology
that would be inconsistent with the
Strategic Export Licensing Criteria.

We have al