National
Cyber
Strategy 2022

Pioneering a cyber future with
the whole of the UK







National
Cyber
Strategy 2022

Pioneering a cyber future with
the whole of the UK



© Crown copyright 2021

O 2¢tE2 B= E&F Qo E& 2toldA 300 oA =& =H=0ICt

sl 2to|MAE 27| Q|8lA-=: nationalarchives.gov.uk/doc/open-government-license/version/3 S
SESIALE Ot FAZ ASISHH EICH

Policy Team, The National Archives, Kew, London TW94DU

Email: psi@nationalarchives.gov.uk

M 3R MEE EE '7(0 B0 thoi M= Y MAE AF/AH01A SEhs ¥ ArESH0{OF otot.
O] £7HE {&2: https;//www.gov.uk/government/publications/national-cyber-strategy-2022/national-

cyber-security-strategy-20220| A & == RACE.

O 0| HE LS B4 HOIB0| OfLin, BE Y80 HEHYL AL mELt
%=

4 National Cyber Strategy



=2

MNE 8
e 10
CIX|E AlThol 7|2|Qt Ttx 10
20| HIM: 7MY SEE 9F(5}7| ot Ato|H T 1
NUERSE RS EE 13

Part 1: 12} 16
e B 17
AW Aol 229 42 17
ALO|H =+A4 17
Ato|E T2 20
SiTH| ALO|H THY = Aol A= 20
Mool UEH 29
|2 =7t S 32
el S5 L A 32
2|2 Y Walo| Fa s 34
&= Fojo| ozt o MY 36

H2 %5 1: W ALO|H AEN 48
=2 AMO|H| HEfA L=t 49
S 1: ALO|H{O CH3H Af2| FRIQ M2 A2 X8 50
S5 2.0/ A0 YUS 1 PASHS CIYT 0| IoPAOIH 1 B4 AT 54
ST 3 K|% TH5 Sk HAI 0|0 AO|H I H ot 220 YES XX 58



64
65
68

=
=

CIXE =2 +

L

—

ALO[H
= #HE5}

~

2
2d Zt
=

E

=
=

70
74
78
79

PSP

10

X

b

10

£l

N
Ho

2: = 7|2 Ll AtolH
SH 3 AMO[H A0 tiH], S X =+

H
or

81

M =378 0|F

82

or

il

85
86
88

90

o1
92

x
(]

=
e

=]
=

4 BRYCNE I|E BE

SH2a "/t g2 7| 7| B2
H

2 H 1: 2H| THEL 9| AtO|H]

==}
=

94

160

95
98
99

HALOIH SZHO|A T2

o
APOIH S7t= Soll X BX|, &oll X X

S

ofl2f cH

4

e
[=]

25 3: AFO|H]

101

104

Mo

x| oF 3.

106
112

y

12
115
115
116

k2l E7t

23]0| Afo|tf T 20jl CHEH SR}
Cte £H

6 National Cyber Strategy



2H A ERO| ol S2| FE22 = A AtO[H 118
ZEBNIS 8 -=7H U 121
Fa Al Ml He 192
NISAIH 2H T 7|2 =25 124
EH C 80 A 125
X7} 2K}

AtO|H} SZ{0]| CHEH X2 At A7 26
=& AtO[H| 2ot MIE 40
=7t Atolb| 2 42
A Al 7| 2ke] =7t Atolb] BZ| I EQIR 44
Ato[Hy 7|2 52
Y= ALO|H Ot O[3 56

AHO|H} ZZ0f| 24 0| RUAHLEZHR! AFS AlZFSH= O] 24 0] LM L7} 60

Ato|H Z= 2 Qe 3N Tl 80
CIX|E 2ot M 84

AtO|Hf BIZ| BEX| = EESH CHE @0l HZ| QS WX|SHTh 103
T Y T 7|2 Ato|H] HE| A 108
HZ{0ll CH83t7| fIsl AtO|H B2t S8t RX| F517| 110



YT2 T sAlo| Zut= o XIS A
27t0] 432 AE Aol BFH

(El ) =8 2350
Z LIEfLE AT o|2{eh g & at = lof At
b = E2b XA LiEtL= Z0F7F AFO[H
= OFO| LY.

ALOIR 7} = 211} B |0 MSots H2 8
o|el2 R2|7t =7t2 A ot B A7
SEAI7I= AOIE, =7t 7HK[2E

k1 o
1o

FE 0
052

oF N
rir

AROIH SZH0f| 2H5H0] THE S1F =51,
THHQA MASH AMOIH S| S S
ASH= AO|E, B=2 AOJHIE 7|22

8 National Cyber Strategy

M=Z& 27} Aol Hate o] w27
BSIBHS CIXI S AIZI0f M RHAIZE ofzk o)

o
S22 QAR 4 YEE BP9

tol

r__?l'

A|Zl0|H, AFO|H Z7H0|M 22|12 0|2 &
B35t =TIAZ| 7| I6H 7(42-6'_1’ _CEHA_'-SI'D:I,

m
>
ot

PaXtshe A=ls B2 AL

t

2016 2| M Ql =7k ALO|H QFE =0
O[0], O|'H =7} AfO|H HH2= K S

EENo2 IS e+ A= 022 222

O|Z 11X} OICE B =4 FEH2EN, L=
T MK Sy SRS FUD| S} G
M, ArojH 2| o 7| &S Hotolof ot
A; =M, 2|2t 7HX2E SR B2 M
SHOf|A] 7H'ﬂ*EI NE SEXtL 7[=0f it
O|EE=E E0OF 2t= AO|Lh



UA| 2501 2|=| 7 2 0] &L 7|Ef ALO|H

42k
— 11

m]
ol

Z0[04, AOIH 7|=0| =7+ HX

=
=

ZREH AL AR 71l BO0[H

1740
o =

AHAFOl £l 2, R2|2] 7| & 0] 2ot ol 2l 4

of

O, K| = O FFOo| 27t R

[e]]
PN

UL

goz

| AFOJE] A CHA

A CHE2

0]

Off A AtO[H

Atz Xt
LT O] &

A7 70 Z 0l 2209

=
—

e AN S8

=
=]

AtEf=1t

ALOJH| SZte| 027t 2=

SR

ME HQn 5G2F 20| 7|=0|

Ho

mird
{0l

-
o

2|7} ol

OF
ol

A

H

=
K0

X

Elel=

ok

X5

Of 227t SaAtet

K=

Kd

N
Kl

KF

2 5folA

The Rt Hon Steve Barclay MP

Chancellor of the Duchy of Lancaster
and Minister for the Cabinet Office

A Z7FALO|H RO 22 22[2] AtO[H

= 2l0jgtct 2Lt

7|2 QI AtO[Hf H ot

ol



Atz

| —

—

=
Y

—
T

—

= [C
=

L

S
=

|30 M=

1 O
e

=

2. Of2{ct Hsto| 2ot
=]

e HE

A0 MR H HE5AD,

7| |2t

—

—

I3 MA

—

CIX[2 AlChel 7| =]t abx|

e

(¢]

oF AfOIH S 40|

oF 7| oi|

E|
ol

b

oF
4o

S
>

L}
C} I 2L} HO|Z

-
KO
o
1

3|

Ol

=22 0J22] o], 7HX| & 8|He| Z7Y0|

e

|

Al
e 22i7t

o

—

ol 2%

o

(COVID-19)
—

e

Ch AOIH] SZHo| M|A|

(o]
PN
Z¢
=

10
gl
)
ud
~d

F

Ho|

I.

M 22l Ofey eret #HEo

FAIZ| 22 AEE

104
Tl

HA, AHOIE

Jod
Ho

uj
jof
~

10 National Cyber Strategy



Qa|o| H|H: 27} SEE
A%1817| $I3t Afo|H TH)

3. 0|2 ZFHOA AlO|H &2 =&t
e O|FHo| ZRUCZENM Ol [ L}
SR =77 |0 7k UL Ato[H HE 2
Ato|H] ZZHof| M 2|0 AtojH SZhS Sal
oS H=dtu STAM7|= SHoIoh CIX[E
AlCHel 7|=|et IHM & 7+E & o™ LHE =
e =717t 0j2Hof & eHH st ol =5
Aen HAg 0|0t F=2 MA M 7+
CIX|Eetel dEl= & olLio|H = 8F=
TURM2= Ofy T H|3==X| OIS
7FX| 22 UL O] 2|7 53] AtoIH
SHel =0

HL

>
>
rlo

H
i
Lail
n

lo =2

O Hu %o

rr o
m el
nE
ot
X rr
e}
A
[

mo ot
Pt

-

ot WosN

uu 1o njo

e

N oJo T
oot ro
=

1o 10
i)

|0
=]
Ot
[

FOIEIS, CIXE 7]& &
ot= 7|8t A2 2 22| E=,
CH=2] o] fof 0] = Z{O|LCt.
tz[Of RA= AICHOY| AtO|H =S
W B=ol M22 gEs 501,
CHE =7t=S dkotl, Ol2l 7=

o

o &
0%
v g
VIS

rr i
Ol

ro

Al

0= %9 nE
Fot

%k ©
|0
Hu

e ot oX o2 N
=l o

1

mob SN ooN rE N ON oY ofn
o © of Ikt
mo 1 A 2 K
0 ot | Mn
n K _I'Iﬂé
-|>f|ﬂ m
e rxd
g
2 1o 12
N 40
R do
i
oz
s
X
it

=
1
A

-
=
um
oY
=
HU
ra
mn o
PN
el

5. 22[2| H|T2 20300 = B=0| ALl
M7t EEE o] MY A0 UFHQI
ALO|H ItY FEFOZ A ALO|H S7H0|A
2|3 Mol S7k2 Soll 22[2f 0]Y S

Ho3ta Z AM7| 2%} o= AojLt =,

ot= At Aol o & e

[
of
F

>
N
Ha
Hi
N
40
1%
|o
Hu
Sl
m
>
g
mjo

5k7| ?[9

0Q N oo fot
o ot ot
2
o N HT

> e

o Ho

L]

10

>

o

rot Tr rir

)
>t
o A
o
k1

AN
o
of

num
oy
e Y = oh

mo ox
n

Bt 1o MO rE A W ot BT opE A
T

oN ™=
=
ob H mpy

[ ]
_>':
o
X
=
Rt
o
Ofn
10
>
ali= 0]
2 i
4o
Ral
Of
=2

0

=
K

2
1
ro
=1

o

oy =
X T

RNCRN T e =

>t o2

o 0X
Ot
Bo
H
n
il
|0
Hu
ani
08
gl
o

$0

.
[
¥0
rir
_I-T-_|
|m
i

K
0
or 0
I
mjo
=
ne
OF

tO] AfO|H & OF

DO EM Xi2|of

O M2F2 2016-2021 =7} AtO|H

= HIE 22 0|F 0T SRt Tt
oF =, 7 & 2| HAof| oot

E M(Integrated Review)0i| A K|A| =l

N 7R SR23%t A2 2 7|H 2 oot KR,

CIX1E AlCHol| B=2| AtO|H It = f2[2

HL mo A Hr ©
o
x
A
|.|-|
it
>_
rS)
T
N

Jal
o I @ o

b

oy 1O e =2 4o

21 2EE SASE B 9of T o
ECHERs 947 E HO|Ch SR, 22]9]
Ao TkE SX817| YIBAME 220
AO|E{OI O] 2HOF 52 S BT 13{510]
HCF ZTE0| T S8E F2o| WR3iC,
AR, o] ke H AL Hag oz 0|20f
R{OF SHC— 7| QO|L} StmOfAf LofLts e

7| HE7 e SR AREL dSTUFO[Lt
|. =

ofm
2
|_|-
J
Ot
rir
P}
o
o
i
10
0x
OH [
2
Mk
>
1A
ne

Z0[Et,

11






3

S 2N AO|H S7H0f| A2

b

o
(=]

F =5 oteloff 2|7t |

=

E RSy

a
=

.|

7HX %

= AR F3}, ST 2= HRIQ
—

cL)
2025 ?2[e] =7 & Edot7| ?ldl o] BHA

5}
oo, Of CHA

H

o
AN

o] F2fof cf

HAl

—

—

o
=

EMN(IRA
A=l
7HX| MEF =2 2025'ENX]|

[}
F 5 1: G52 Aol WEjA Z=l,

St A
==

=

2
= 5, 710 LIX[E 7[&2 BMH

X

.I

Ato[H F=fo| 5o HEf =

7. 'S

oju

2rRlof A 2Lf

oHH ot 0|7t &
Aot =2 AtO[H| Itel S

=
=

e

. T2 %3; o]t THeJol E

Ho
ol
X0
okl
K

13



M2 51t 28

Afoltfol] chzt 2. XAITH RS0l B2 X% 7H55101, 27|
@ A1 22 Sl 7HE 4 QU Cista olny, 2R|Z o=
ZastHA, TELY M2l 20| Aol ZYHO| % Aol L
e = 1 UHEYIE YL, MRS EHHDE Y=ot 2opo| 43
33| Aol Lef woascc,  fee aan aeas
MERA| 248} s HE =0|1 oot cl)_t;l—o—l Ri‘ﬁ 3“—'T°|’Z
AFEO| ME1 ME|AE
AZ3ct,
Afoltf wor o 2. AtolH B2E ojwetn Afoltf ZZof ch
6 =iz of2 2o %X 7] $1o Q= 712 oS % 27617 2IsH
Bl ZXBFSl ol AtolH 2123 27190 22 73 AHele]
SR Slef Afo| 212 30f 2218 4 Motol 02 29023 Yuict
o olae s
. Cifst OJSHE 2L, B
WSt x|
CERES
AOIBI HBOI 7k 2. Afoju BZo| SR MR D ey
" sas e lEhge  7leo mollN SYX U S| aTAEE
01, B7E 9L S = EE-EER e S3610 7 Q53
ek =3 U 528 TpuBich Zekstn KA, xS0l 982 marelo]
XF3A QOIS XMAXHS
NUEEEL e s
"yaxol 7|& - 07_' o 5
e OO @Z ZlE X 4 f2lo| BFEN FNE ﬁééﬁzgﬂgl

olzZatE =tEoto]
=2 A 2IE0 2t
ALO|H E Ot 2|2 E 2tst
ota = ALE A}
AE[eh = AL Crfet

&80| 7tsoHA eiot.

14 National Cyber Strategy

X|7|3, Aol st
o Y Ite|eg So
YT 0| BN 29|
5712 9P, O EAIR}
72 LIE|9t 32 ol
N
golofH 22 CIx Y
7l 71Ee| et



LD | @3o| Fas ojEg
’ ERTEREE! 2 sfsim wrt

Zefota Ho| Zugleh olm M %

M =4 L HR[5H7] 2AeH % 0|92 STIAI7||
ZEo| xK|2
oo —| "=

a1o| 2z

8=l 324 #efoF hct.

2|ci A2t

CEERRY

g=, E=2 0| H 3. R2|2 =7t erEet

Al210)| EH5t= =71, SO gxlof ot

EESIN RIS BAIE XI5

ofo[X ol ALO|H ol AtoIH SZt

237t 59 SHHOIM =XIE
= MX[5t Feret

& &






H

Joil

ALO[H

2 8=

A% Alrjel 22

[

ctAy

AMAHA L
O 171

10. ALO|H| SZHO[ H|A|St=

= 10 2F MIAOf| A

=
—

EM(R)

IC}. AtO|H

SN

Moz

off 2fsf 7]=

A
~

Sk Al
=

2025 AKX

%30 &}

=t
=

1 A= MAI0 H

=

L MIAIOAM =

A
=

N
o

FAZIH, 1 Y2 ES

=
o

CHe[SH| #leiM & 22lel =71 #H St

HIF2] B, =2 702, A X -Z[AHS0f

ALOJH| S0

=
1y

2 dENMQ

Ol #Alets &

of 2

1

0Lt

tC

o
o

M| Alof| Chet #2 olsi7t 2R

_?éj
g O MA=tzl 2,

TE=2 =M FHoM Z2Z =T ALO[H
SU2 712 M SO0 MO St

S|
S|

qr

Off et X|

<r
10

3

O[&dt=

oju
R

joll
w

17



. o A
. AYz=y

o 280jC/of A
o 2% 3 BS

o HEZA A

oE XX Tom
e R FNIOZYE

o |YITAIZE
o G|OJEf H[O], Of:
Sz MLl EM 7=
o A SH AIAE
o 2AT2/0S
* OE, 0f: WhatsApp,

AZEQO] Facebook, TikTok
o AH

o go[mtol, o[yt
o 2tC|e oLt

. ADtE Wi

o HIEZ oY 7t 2|7
o MEE 2ZEQ

el 2171

717], B4
NIETE)

=1




AO|H SZH2 M 7l 5912 28 E + ALk

M 54

CHE-22| AL S0| BHdhs ALO|H S2He| HEHOILH 7Hy S9l= SR7E
7t SUOM 7he S S AR D 7| 2ol TR g2 = O|ROfH
QUCE 7ty tHE-S2 O|H| & 2, AFE AL ID, 22 D|E|0] A8 £= 7+
(|0l & == At 20 M= 7§ 210] E= ot =X 0] 22FRI0f A
ol2] 7Ho| MRS 7HE += AL, =, o2 ALE O|Lt Z=%{0] BtLt2)
SHE S dde 5 AUt

=2l 5%

LYK, ZRES, 88 T2 13 Yl 7|6t AT EY0f 20| A9}
=

HOIHZ O| RO MRUE= F=O0ICt =2 S
JTL

SIS e HA|
SBICL 22| 592
& UA=Z Bict

ga8 59
Atoltf B7te| 22|
CELRET=EPE

A|AEIFX| G|O|E{ 7 &
23|50l £9= 22X
HlO|E| 7} M5l A

d |
belHl =2lX S9l= 7k L-0] St HEe

S9l= A= 780 U= 2t H, T,

°'TEr HEH 712 A7 235t A0 S804
Sl 2= otEY 01 S Z ottt ALO|H St

A Al’éﬂi—"ﬂ OfL|2} 2to[mto|L} 2T et 22

7|8 AHEZE ZEsiC

k

~
Ho

o| AtO|H

e

19



1

ml
K

.I

ALO|H

g

i Xt=2f 0]els 2= 5}

10

o
ol
N

b

O A

F

HC
(e ]

N

Ch CESH ALO[H &2 7| &2

~
ot

Lp@e| 57kX| &2lo| A+

~
M ol
i Lo
= 4r
T
T B
ol <
W ~
ol my
k=
Il Ao
o &
H
<
o K
i)
lo &3
°
U
M|
=
=
Kir
mir
il
<0
3
o
ar
=l
o
ot .
un T
o Tl

ojn

« ALOIH] Iie|o| B0V &= O1F, X4, 7|5,

= 5E 3y

= X TEHYI 0| Tt

=8/

AtOIH M=o =7t &

o

)
oju o
ol g K
10 = NI
P R =
= U
ol T ol
KT H ny
DN
KO Jo T
o0 rr
o O R
K & o
T W @
o <F wp
00 T Er
Ho & %r
foF ™l KO
0T K
A
)
1of B3
H S
ol o3
< =)
K &
ol K
nl of
oF il
° ~N
o ]
ol =)
ar <
ofl @ <o
HroJo BT

=2
=

2] o]2lo] 5=

2

2 Q8D AL

i

-
[}

2| AtojtH el 2 A 2| B=

e

3

%

I.

APOIH SO 22[2] ZEX|2F O] <fof

A
(i)

o[0] ME=X el Ato[Hf Z=0[Ct

o
X|h10E 32

=

15.

{F= =2 MO|H 2ots

oF g

oF MA

1517] 9]

il

0
OH
oK

M

ol

b =CixS 2l 2

{10
o
ol
o
Mo

b

AHO[H

- 27} ot AR =X

k71 Slo AtO[H

s

N

=
—

R4 QI 271 1 2g Cief YTt 22

MA

<

164

s8.07]0=

a4
o3

Joll

KF

oju

= MHSt M K|

Lo
oill

!

AtOIH HEIXHE

' Ranked second in the International Telecommunication Union’s Global Cyber Security Index, third in

the Harvard Belfer Center’s Cyber Power Index and in the second tier of the International Institute of

Strategic Studies’ Cyber Power capability assessment.
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Regulation (GDPR) that was introduced into UK law in 2018 has now been replaced by the UK GDPR)

* DCMS/RSM, The impact of GDPR on cyber security outcomes (2020); The General Data Protection
"DCMS, Cyber Security Breaches Survey 2021 (2021)

* DCMS, Post-Implementation Review of the Network and Information Systems Regulations 2018

°*DCMS, ETSl industry standard based on the Code of Practice (2019)
(2020)

“DCMS, Code of Practice for Consumer loT Security (2018)

*NCSC, NCSC Annual Review 2021 (2021)
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Bristol and Bath Cyber
Cyber North

Cyber Wales

CyNam(Cyber Cheltenham)

East of England Cyber Security Cluster
Midlands Cyber

ScotlandIS Cyber

South West Cyber Security Cluster
Yorkshire Cyber Security Cluster

NI Cyber (Northern Ireland)

North West Cyber Security Cluster

West of England Cyber Cluster

‘ Academic Centre of Excellence GCHQ/ NCSC site
in Cyber Security Education
‘ Change Academic Centre of ‘ Devolved Authority Organisations

Excellence in Cyber Security Research*

*Red dot and black line denotes both CSE and CSR status

The Business Resilience
1 Centre for the North East 5

The Cyber Resilience The Cyber Resilience
Centre for the South East 9  Centre for London

The North West Cyber
2 Resilience Centre

The Cyber Resilience Centre
3 forthe East Midlands

The Cyber Resilience Centre
4  for the West Midlands

5

N

National Cyber Strategy

The South West Cyber
Resilience Centre

The Cyber Resilience
Centre for Wales

The Eastern Cyber
Resilience Centre
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* Microprocessors are the brains of many of the devices we use today. They are ubiquitous, including
in critical areas such as telecoms, defence, healthcare and across our major industries. Technological
advances in systems design are currently held back by security and safety concerns, which are

magnified by increasing system complexity.

*’ DCMS, 5G Supply Chain Diversification Strategy (2020)
* With a particular focus on those sectors identified in the National Security and Investment Act 2021:
advanced robotics, artificial intelligence, communications, computing hardware, cryptographic

authentication, and quantum technologies
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Phil Wilson, Director, Research &

Development at The Hut Group
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* Announced in the Innovation Strategy (2021)

*' The Connected and Automated Vehicles
Process for Assuring Safety and Security

MIlgo e HEEI=F AU S=
(CAVPASS)

* NCSC, Connected Places Cyber Security
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*The UK Defence & Security Exports (UKDSE) Export Faculty is an online learning and development
hub aimed at SMEs in the defence and security sector with specific modules for cyber security
companies. Registering for the Faculty provides access to a programme of curriculum based learning
modules and in addition, valuable information around UK Defence and Security Exports planned

events and activities.
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Sara Merchant, Cyber Officer at the
British Embassy, Thbilisi
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