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Chapter 1: Introduction

Definitions
1.1 In this code:

¢ 1998 Act” means the Data Protection Act 1998.

« 2000 Act” means the Regulation of Investigatory Powers Act 2000.

¢ “2012 Act” means the Protection of Freedoms Act2012.

* “"Overt surveillance™” means any use of surveillance for which authority does not fall under
the 2000 Act.

* "“Public place"” has the meaning given by Section 16(b) of the Public Order Act 1986 and
is taken to include any highway and any place to which at the material time the public or
any section of the public has access, on payment orotherwise; asofright or by virtue of
express or implied permission.

« “Relevant authority” has the meaning given by Section 33(5) of the 2012 Act.

 “Surveillance camera systems” hasthe meaning givenby Section 29(6) ofthe 2012 Act
andistakentoinclude: (a) closed circuit television (CCTV) or automatic number plate
recognition (ANPR) systems; (b) anyothersystems forrecording or viewing visualimages
forsurveillance purposes; (c)any systems for storing, receiving, fransmitting, processing
or checking the images or information obtained by (a) or (b); (d) any other systems
associated with, or otherwise connected with (a), (b) or (c).

« “System Operator” -person or persons that take a decision to deploy a surveillance
camera system, and/or are responsible for defining its purpose, and/or are responsible for
the control of the use or processing ofimages or otherinformation obtained by virtue of
such system.

« “System User" —person or persons who may be employed or contracted by the system
operator who have access to live or recorded images or other information obtained by
virtue of such system.

Background

1.2 This code of practice isissued by the Secretary of State under Section 30 of the 2012
Act. It provides guidance on the appropriate and effective use of surveillance camera
systems by relevant authorities (as defined by section 33 of the 2012 Act) in England
and Waleswho musthaveregard to the code when exercising any functionstowhich
the coderelates. Otheroperators and users of surveillance camerasystemsin England
and Wales are encouraged to adopt the code voluntarily. Itis asignificant stepinthe
ongoing process of delivering the government’'s commitment to the ‘further regulation of
CCTV'whichitbelievesisatask thatisbest managedin gradualandincremental stages.
As understanding and application of the code increases the government may consider
includingotherbodies asrelevant authoritieswho willhave tohaveregardto the code.

1 Excludes any camera system with relevant type approval of a prescribed device under Section 20 of the Road Traffic
Offenders Act 1988 used exclusively for enforcement purposes, which captures and retains an image only when the
relevant offence is detected and with no capability to be used for any surveillance purpose. For example, for the
enforcement of speeding offences.



Purpose of the code

1.3

1.4

1.5

1.6

1.7

1.8

Surveillance camera systems are deployed extensively within England and Wales, and
these systems form part of a complexlandscape of ownership and operation. Where
used appropriately, these systems are valuable tools which contribute to public safety and
security and in protecting both people and property.

The governmentis fully supportive of the use of overt surveillance camerasin a public
place wheneverthatuseis:in pursuit of alegitimate aim; necessary to meet a pressing
need? proportionate; effective, and; compliant with any relevant legal obligations.

The purpose of the code willbe to ensure thatindividuals and wider communitieshave
confidence that surveillance cameras are deployed to protect and support them, rather
than spy on them. The government considers that wherever overt surveillance in public
placesisin pursuit of alegitimate aim and meets apressingneed, any such surveillance
should be characterised as surveillance by consent, and such consent on the part of
the community must be informed consent and not assumed by a system operator.
Surveillance by consent should be regarded as analogous to policing by consent. In the
British model of policing, police officers are citizensin uniform. They exercise their powers
to police their fellow citizens with the implicit consent of their fellow citizens. Policing by
consentisthe phrase used to describe this. It denotes that the legitimacy of policingin
the eyes of the public is based upon a general consensus of support that follows from
transparency about their powers, demonstrating.integrity in exercising those powers and
their accountability for doing so.

Inorderto achieve this, the codesets out guiding principles that should apply to all
surveillance camera systemsinpublic places. These guiding principles are designed to
provide aframework foroperators and users of surveillance camerasystemsso that there
is proportionality and fransparency in their use of surveillance, and systems are capable of
providing good quality imagesand otherinformation which are fit for purpose.

To support the practical application of these guiding principles by a system operator, the
Surveillance Camera Commissioner will provide information and advice on appropriate
and approved operational.and technical standards for various aspects of surveillance
camera systems and on appropriate and approved occupational and competency
standards for persons using these systems or processingimages and information
obtained by these systems to supplement this code.

This code has been developed to address concerns over the potential for abuse or
misuse of surveillance by the state in public places, with the activities of local authorities
and the police the initial focus of regulation. However, the government fully recognises
that many surveillance camera systems within public places are operated by the
privatesector, by the third sectororby otherpublic authorities (forexample, shopsand
shopping centres, sports grounds and other sports venues, schools, transport systems
andhospitals).Informed by advice fromthe Surveillance Camera Commissioner, the
government will keep the code under review and may in due course consider adding
others to the list of relevant authorities pursuant to section 33(5) (k) of the 2012 Act.

2 A public authority will be bound by the Human Rights Act 1998 and will therefore be required to demonstrate a pressing
need when undertaking surveillance as this may interfere with the qualified right to respect for private and family life
provided under Article 8 of the European Charter of Human Rights. This is the case whether or not that public authority
is a relevant authority. A system operator who is not a public authority should nevertheless satisfy themselves that any
surveillance is necessary and proportionate.



Scope of surveillance activity to which this code applies

1.9

1.10

The code appliestothe use ofsurveillance camerasystemsasdefinedinparagraph 1.1
thatoperateinpublic placesinEngland and Wales, regardless of whetherornot thereis
any live viewing, or recording of images or information or associated data.

Covertsurveillance by public authorities (asdefinedinPartllof the 2000 Act) isnot
covered by this code butisregulated by the 2000 Act. Covert surveillance in public
places by those who do not fall within the 2000 Act (forexample, the private operator
of a surveillance camera system in a shopping centre) may be used as part of a specific
investigation in exceptional and justifiable circumstances. Any such covert use of private
systems by or on behalf of a public authority (with the authority’s knowledge) immediately
places such use within the bounds of the 2000 Act.

Effect of the Code

1.11

1.12

1.13

A relevant authority must follow a duty to have regard to the guidance in thiscode when,
in exercising any of its functions, it considers that the future deployment or continued
deployment of surveillance camera systems to observe publicplaces may be appropriate.
This caninclude the operation or use of any surveillance camera systems, or the use or
processing ofimages or otherinformation obtained by virtue of such systems. The duty
to haveregard to this code also applies when arelevant authority uses a third party to
dischargerelevant functions covered by thiscode andwhere it entersinto partnership
arrangements. Contractual provisions agreed after this code comes into effect with such
third party service providers or partners must ensure that contractors are obliged by the
terms of the contract tohave regard to the code when exercising functions to which
the coderelates.The dutytohaveregarddoesnotextendtosuchthird partyservice
providers or partners unless they themselves are arelevant authority.

When arelevant authority inEnglandhas civilparking enforcement functionsunderthe
Traffic Management Act 2004 or buslane enforcement functionsunderthe Transport Act
2000, and considers the use of surveillance camera systems in exercising those functions,
itmusthaveregardtothe guidanceinthiscode.The primary purpose of any surveillance
camerasystemused as part of civilenforcement arrangements must be the safe and
efficient operation of the road network by deterring motorists from contravening parking
or road traffic restrictions. Motorists may regard enforcement by cameras asover-zealous
and relevantauthorities should use them sparingly. Such systems should, therefore, only
be deployed where other means of enforcement are not practical and their effectiveness
inachieving this purposeissubjecttoregularreview. Where thereisany conflictbetween
this code and the secondary legislation made under the Traffic Management Act 2004 or
the Transport Act 2000 relevant to those functions orthe statutory guidanceissued under
section87 ofthe Traffic Management Act 2004, the provisionsmadein orunderthe
Traffic Management Act 2004 and the Transport Act 2000 shall apply.

When arelevant authority in England has civil enforcement functions for moving traffic
confraventionsunderthe LondonLocal Authorities Act 1996 Part 2, the London Locall
Authorities Act 2000 Schedule 2 and the London Local Authorities and Transport

for London Act 2003 Part 2, and considers the use of surveillance camera systems

in exercising those functions, it must have regard to the guidance in thiscode. The
primary purpose of any surveillance camera system used as part of civil enforcement
arrangements must be the safe and efficient operation of theroad network by deterring



1.14

1.15

1.16

1.17

motorists from contravening parking orroad traffic restrictions. Motorists may regard
enforcement by cameras asover-zealous andrelevant authorities should use them
sparingly. Such systems should , therefore, only be deployed where other means of
enforcement are not practical and their effectiveness in achieving this purpose is subject
toregularreview. Where there is any conflict between this code and London Local
Authorities Act 1996 Part 2, the London Local Authorities Act 2000 Schedule 2 and the
London Local Authorities and Transport for London Act 2003 Part 2 relevant to those
functions then that legislation shall apply.

When a relevant authority in Wales has civil parking, bus lane or moving traffic
enforcement functions under the Traffic Management Act 2004 and considers the use
of surveillance camera systems in exercising those functions, it musthave regard to
the guidance in this code. The primary purpose of any surveillance camera system
used as part of civil enforcement arrangements must be the safe and efficient. operation
of the road network by deterring motorists from contravening parking or road tfraffic
restrictions. Motorists may regard enforcement by cameras as over-zealous and
relevant authorities should use them sparingly. Such systemsshould', therefore, only be
deployed where other means of enforcement are not practical and their effectiveness in
achieving this purpose is subject toregularreview. Where thereis any.conflict between
thiscode and the secondary legislation made under the Traffic Management Act 2004
relevant to those functions or the Statutory Guidance documentsissued by the Welsh
Governmentundersection 87 ofthe Traffic Management Act 2004, then thatlegislation
and guidance shall apply.

When a relevant authority has licensing functions and considers the use of surveillance
camera systems as part of the conditions affached to a licence or certificate, it must in
particular have regard to guiding principle one in.this code. Any proposed imposition

of a blanketrequirement to attach surveillance camera conditions as part of the
conditionsattachedto alicence orcertificateislikely to giverise to concerns about the
proportionality of such an-approach and will require an appropriately strong justification
and must be kept under regular review. Applications in relation to licensed premises
must take into account the circumstances surrounding that application and whether a
requirement to.have a surveillance camera system is appropriate in that particular case.
Forexample;itis unlikely that a tfrouble-free community pub would present a pressing
need such that a surveillance camera condition would be justified. In such circumstances
where a licence or certificate is granted subject to surveillance camera system conditions,
the consideration of all other guiding principlesin this codeis a matter forthe licensee as
the system operator.

Afailure onthe partof any personto actinaccordance with any provision of thiscode
does not of itself make that person liable to criminal or civil proceedings. This code s,
however, admissible in evidence in criminal or civil proceedings, and a court or tribunal
may takeinto account afailure by arelevant authority tohaveregardtothe codein
determining a question in any such proceedings.

Other operators of surveillance camera systems who are not defined as relevant
authorities are encouraged to adopt this code and its guiding principles voluntarily and
make a public commitment to doing so. Such system operators are not, however, bound
by any duty to have regard to this code.



Relevant documents

1.18

1.19

1.20

The Information Commissioner’'s CCTV Code of Practice provides good practice guidance
forthoseinvolvedinoperating CCTV and othersurveillance camerasystemswhich view
orrecord images of individuals including information derived from those images that may
berelatedtothemsuch asavehicleregistration mark. Its primary purposeisto help
thoseinvolvedinsuch activitiesto comply withtheirlegal obligationsunderthe 1998 Act.

The covert surveillance and property interference code of practice published by the Home
Office provides statutory guidance on the use of covert surveillance by public authorities
underthe 2000 Act. Furtherguidance onthe application of the 2000 Actis available from
the Office of the Surveillance Commissioners.

Thiscode provides guidance onthe use of surveillance camerasystems butdoes not
replace orremove any statutory obligations on operators or users of such systems to
comply with the provisions of both the 1998 Act and the 2000 Act.



2.1

2.2

2.3

Chapter 2: Overview and
Guiding Principles

Modern and forever advancing surveillance camera technology provides increasing
potentialforthe gatheringanduse ofimagesand associatedinformation.These
advances vastly increase the ability and capacity to capture, store, share and analyse
images and information. This technology can be a valuable tool in the-management of
public safety and security, in the protection of people and property, in the prevention and
investigation of crime, and in bringing crimes to justice. Technological advances can also
provide greater opportunity to safeguard privacy. Used appropriately, current and future
technology can and will provide a proportionate and effective solution where surveillance
is in pursuit of a legitimate aim and meets a pressing need.

In general, any increase in the capability of surveillance camera system technology also
has the potentialtoincrease the likelihood of intrusion into an.individual’s privacy. The
Human Rights Act 1998 gives effect in UK law to the rights setoutin the European
Convention on Human Rights (ECHR). Some of these rights are absolute, whilst others
are qualified, meaning that it is permissible for the state to interfere with the right provided
that the interference is in pursuit of a legitimate aim and the interference is proportionate.
Amongst the qualified rightsis a person’sright fo respect for their private and family life,
home and correspondence, as provided for by Article 8 of the ECHRS.

Thatis notto say that all surveillance camera systems use technology which has a high
potentialtointfrude ontheright torespect for private and family life. Yet this code must
regulate that potential, now and in the future. In considering the potential to interfere with
the right to privacy, itisimportantio take account of the fact that expectations of privacy
are bothvaryingandsubjective.lngeneralterms, one of the variablesissituational, and
inapublic place thereisazone ofinteraction with others which may fallwithin the scope
of private life. Anindividual can expect to be the subject of surveillance in a public place
as CCIV, for example, is a familiar feature in places that the public frequent. An individual
can, however, rightly expect surveillance in public places to be both necessary and
proportionate, with appropriate safeguards in place.

3 Atrticle 8 of the European Charter on Human Rights reads as follows:

Right to respect for private and family life

1. Everyone has the right to respect for his private and family life, his home and his correspondence.

2. There shall be no interference by a public authority with the exercise of this right except such as is in accordance with
the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-
being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of
the rights and freedoms of others.



2.4

2.5

The decisiontouse anysurveillance cameratechnology must, therefore, be consistent
with alegitimate aim and a pressing need. Such alegitimate aim and pressing need
must be articulated clearly and documented as the stated purpose for any deployment.
The technical design solution forsuch a deployment should be proportionate to

the stated purpose rather than driven by the availability of funding or technological
innovation. Decisions over the most appropriate technology should always take into
account its potential to meet the stated purpose without unnecessary interference with
the right to privacy and family life. Furthermore, any deployment should not continue for
longer than necessary.

The starting point for a system operator in achieving the most appropriate balance
between public protection andindividualprivacy and thereby achievingovert surveillance
by consent is to adopt a single set of guiding principles that are applicable to all
surveillance camerasystemsin public places. Following these guiding principles allows

a system operator to establish a clear rationale for any overt surveillance camera
deployment in public places, to run any such system effectively, helps ensure compliance
with other legal duties and to maximise the likelihood of achieving surveillance by consent.

Guiding Principles

2.6 System operators should adopt the following 12 guiding principles:

1. Use of asurveillance camera system mustalwaysbe foraspecified purpose which
isin pursuit of alegitimate aim andnecessarytomeet anidentified pressingneed.

2.  Theuseofasurveillance camerasystemmust takeinto accountitseffecton

individuals and theirprivacy, withregularreviews to ensureits use remainsjustified.

3.  Theremustbe asmuchtransparencyinthe use of asurveillance camerasystem as

possible, including@ published contact point for access to information and complaints.

4.  There must be clear responsibility and accountability for all surveillance camera

system acfivities including images and information collected, held and used.

5.  Clearrules, policies and procedures must be in place before a surveillance camera

systemisused, andthese mustbe communicatedto allwhoneedto comply withthem.

6. Nomoreimagesandinformationshould be stored thanthatwhichis strictly required

forthe stated purpose of a surveillance camera system, and such images and
information should be deleted once their purposes have been discharged.

7.  Access to retained images and information should be restricted and there must be

clearly definedrulesonwho can gainaccess and forwhat purpose suchaccessis
granted; the disclosure of images and information should only take place when it is
necessary for such a purpose or for law enforcement purposes.

8.  Surveillance camera system operators should consider any approved operational,

technical and competency standards relevant to a system and its purpose and work
to meet and maintain those standards.

9. Surveillance camera system images and information should be subject to appropriate

security measures to safeguard against unauthorised access and use.

10



10.

1.

12.

There should be effectivereview and auditmechanismsto ensurelegal
requirements, policies and standards are complied with in practice, and regular
reports should be published.

Whenthe use of asurveillance camera systemisin pursuit of alegitimate aim, and

there is a pressing need forits use, it should then be used in the most effective way
to support public safety and law enforcement with the aim of processing images and
information of evidential value.

Any information used to support a surveillance camera system which compares

against areference database for matching purposes should be.accurate and kept up
to date.

11



Chapter 3: The development or use of
surveillance camera systems

Thischapterexpandson guiding principles 1-4which address the development or use of
surveillance camera systems

Principle 1 - Use of a surveillance camera system must always besfor aspecified
purpose which is in pursuit of a legitimate aim and necessary to meet an
identified pressing need.

3.1.1
3.1.2
3.1.3

Surveillance camera systems operating in public places must always have a clearly
defined purpose or purposes in pursuit of alegitimate dim andnecessary fo address a
pressing need (or needs). Such alegitimate aim and pressing need might include national
security, public safety, the economic well-being of the country, the prevention of disorder
orcrime, the protection of health ormorals, or the protectionoftherights and freedoms
of others.That purpose (orpurposes) shouldbe capable of franslationinto clearly
articulated objectives against which the ongoing requirement for operation or use of the
systems and any images or other information obtained can be assessed.

In assessing whether a system willmeetits objectives, andin designing the appropriate
technological solution to ' do so, a system operator should always consider the
requirements of the end userof the images, particularly where the objective can be
characterised as the prevention, detection and investigation of crime and the end user is
likely to the police and the criminal justice system.

Asurveillance ecamerasystem should only be used in a public place for the specific
purpose or purposesitwas established to address. It should not be used for other
purposes thatwould nothavejustifiedits establishmentin the first place. Any proposed
extension to the purposes for which a system was established and images and
information are collected should be subject to consultation before any decision is taken.

Principle 2 - The use ofia surveillance camera system must take into account
its effect ondndividuals and their privacy, with regular reviews to ensure its use
remains justified.

3.2.1

The right to respect for private and family life set out in Article 8 of the ECHR enshrines
inlaw along held freedom enjoyedin England and Wales. People do, however, have
varying and subjective expectations of privacy with one of the variables being situational.
Deployingsurveillance camerasystemsin public places where thereis a particularly
highexpectation of privacy, such astoiletsorchangingrooms, should only be doneto
address aparticularly serious problemthat cannot be addressed bylessintrusive means.
Such deployment should be subject to regular review, at least annually, to ensure it
remains necessary.

12



3.2.2

3.2.3

3.2.4

3.2.5

Any proposed deployment thatincludes audiorecording in a public place s likely to
require a strong justification of necessity to establish its proportionality. There is a strong
presumption that a surveillance camera system must not be used to record conversations
as this is highly intrusive and unlikely to be justified.

Any use of facial recognition or other biometric characteristic recognition systems needs
to be clearly justified and proportionate in meeting the stated purpose, and be suitably
validated?. It should always involve human intervention before decisions are taken that
affect an individual adversely.

This principle points to the need for a privacy impact assessment process to be
undertakenwheneverthe development orreview of asurveillonce camerasystemis
being considered to ensure that the purpose of the systemis and remainsjustifiable,
thereisconsultationwiththose mostlikely to be affected, and theimpacton their
privacy is assessed and any appropriate safeguards can be put in place. Where such an
assessment follows aformal and documented process, such processes help to ensure
that sound decisions are reached on implementation and on-any necessary measures
to safeguard against disproportionate interference with privacy. In the case of a public
authority, this also demonstrates that both the necessity and extent of any interference
with Article 8 rights has been considered.

Aprivacyimpact assessment also helps assure compliance withobligationsunderthe
1998 Act. Comprehensive guidance on undertaking a privacy impact assessment is
available from the Information Commissioner’s Office. This encourages organisations to
devise and implement an assessment process that is appropriate and proportionate to
their circumstances.

Principle 3 - There must be as.much transparency’in the use of a surveillance
camera system as possible, including a published contact point for access to
information and complaints.

3.3.1

3.3.2

Peopleinpublic placesshould normally be made aware whenever they are being monitored
by asurveillance camera system, who is undertaking the activity and the purpose for which
thatinformationis to be used. Thisis anintegral part of overt surveillance andis already a

legal obligation under the 1998 Act. Furthermore, such awareness on the part of the public
supports and informs the concept of surveillance by consent.

Surveillance by consentis dependent upon transparency and accountability on the part
of asystem operator. The provision of information is the first step in fransparency, and is
also akey mechanism of accountability. In the development or review of any surveillance
camera system, proportionate consultation and engagement with the public and partners
(including the police) willbe animportant part of assessing whetherthereis alegitimate
aimanda pressing need, and whetherthe systemitselfis a proportionate response.Such
consultation and engagement also provides an opportunity to identify any concerns and
modify the proposition to strike the most appropriate balance between public protection
and individual privacy.

4 The Surveillance Camera Commissioner will be a source of advice on validation of such systems.

13



3.3.3.

3.3.4

3.3.5

3.3.6

3.3.7

3.3.8

3.3.9

3.3.10

3.3.11

3.3.12

This means ensuring effective engagement with representatives of those affected and

in particular where the measure may have a disproportionate impact on a particular
community. It is important that consultation is meaningful and undertaken at a stage when
there is a realistic prospect of influencing developments.

System operators should be proactive in the provision of regularly published information
about the purpose, operation and effect of a system. This is consistent with the
government’'s commitment to greater fransparency on the part of public bodies.

In additionto the proactive publication ofinformation about the stated purpose of a
surveillance camera system, good practice includes considering the publication of
information on the procedures and safeguards in place, impact assessments undertaken,
performance statistics and othermanagementinformation and any reviews or audits
undertaken. Public authorities should considerincluding thisinformation as part of their
publication schemes under the Freedom of Information Act 2000.

Thisisnottoimply thatthe exactlocationofsurveillance camerasshouldalwaysbe disclosed
iftodosowouldbe contrary to the interests of law enforcement ornationalsecurity.

A system operator should have an effective procedure forhandling concerns and
complaints from individuals and organisations about the use of surveillance camera
systems. Information about complaints procedures should be made readily available to the
public. Where acomplaintismadeand thecomplainant notsatisfied withtheresponse
there should be aninternal review mechanismin place using a person notinvolved

in handling the initial complaint. Complaints must be handled in a timely fashion and
complainants given anindication of how long acomplaint may take to handle at the outset.

Once acomplaint has been concluded information should be provided to the complainant
about any regulatory bodies who may have jurisdiction in that case such as the
Information Commissioner-or the Investigatory Powers Tribunal.

Where a complaint or other information comes to the attention of arelevant authority
or other systemoperator that indicates criminal offences may have been committedin
relation to a surveillance camera system then these matters should be referred to the
appropriate body, such asthe police or the Information Commissioner for any offences
under the 1998 Act.

Inline withgovernment commitment towards greater fransparency on the part of public
authorities asystemoperatorshould publish statisticalinformation about the numberand
nature of complaintsreceived and how these have been resolved on an annual basis at least.

The government’s further commitment to ‘open data’ means that public authorities should
considermakinginformation available inreusable form so others can develop services
based on this data. This would extend to information about surveillance camera systems.

The Surveillance Camera Commissioner has no statutory role in relation to the
investigation and resolution of complaints. System operators should, however, be
prepared to share information about the nature of complaints with the Surveillance
Camera Commissioner on an ad hoc and where appropriate anonymised basis to assist
in any review of the operation of this code of practice.

14



Principle 4 - There must be clear responsibility and accountability for all
surveillance camera system activities including images and information collected,
held and used.

3.4.1

3.4.2

3.4.3

Persons considering the need to develop a surveillance camera system should give due
consideration to the establishment of proper governance arrangements. There must be
clearresponsibility and accountability forsuch asystem. Itis good practice tohave a
designated individual responsible for the development and operation of a surveillance
camera system, for ensuring there is appropriate consultation and transparency over its
purpose, deployment and for reviewing how effectively it meets it purpose.

Where a system s jointly owned or jointly operated, the governance and accountability
arrangements should be agreed between the partners and documented so that each
of the partner organisations has clear responsibilities, with clarity over obligations and
expectations and procedures for the resolution of any differences between the parties or
changes of circumstance.

Asurveillance camera system may be used for more than one purpose. Forexample,
one purpose might be crime prevention and detection, and another traffic management.
Accountability for each purpose may rest within different elements of a system operator’s
management structure. Should that be the case, then itis good practice for the
governance arrangements to include those accountable foreach purpose and facilitate
effective joint working, review and audit, decision making and public engagement.

15



Chapter 4: The use or processing of
Images or other information obtained by
virtue of such systems

This chapter expands on guiding principles 5-12 which address the use or processing ofimages
and information.

Principle 5 - Clear rules, policies and procedures must be in placesbefore a
surveillance camera system is used, and these must be communicated toall who
need to comply with them.

4.5.1 There are significant benefits in having clear policies and procedures for the-operation of
any surveillance. This can not only aid the effective management and use of a surveillance
camerasystembutalsohelp ensure that anylegal obligations affecting the use ofsuch a
system are addressed.

4.5.2 Asurveillance camera system operator is encouraged to follow a quality management
systemasamajorstep forwardin controlling andimproving theirkey processes. Where
this is done through certification against a quality management standard it can provide
arobust operating environment with the additional benefit of reassurance for the public
that the system is operated responsibly and effectively, and the likelihood of any breach of
individual privacy is greatly reduced.

4.5.3 Itisgood practice thatthecommunication ofrules, policies and procedures should be
done as part of the induction and ongoing professional training and development of alll
systemusers. Thisshould maximise the likelihood of compliance by ensuring system
users are competent, have relevant skills and training on the operational, technical and
privacy considerations and fully understand the policies and procedures. It is requirement
ofthe 1998 Actthat organisations ensure the reliability of staffhaving accessto personal
datqg, includingimages andinformation obtained by surveillance camera systems.

4.5.4 Whereverthere are occupational standards available which are relevant to the roles and
responsibilities of their system users, a systems operator should consider the benefits and
any statutory requirements associated with such occupational standards.

4.5.5 The Surveillance Camera Commissioner will provide advice and guidance onrelevant
quality management and occupational competency standards.

4.5.6 Wherever asurveillance camera system covers public space a system operator should
be aware of the statutory licensing requirements of the Private Security Industry Act
2001. Under these requirements, the Security Industry Authority (SIA) is charged with
licensingindividuals workinginspecific sectors of the private security industry. A public
spacesurveillance (CCTV) licenceisrequired when operatives are supplied undera
contract forservices. Itis a criminal offence for staff to carry out licensable activities
without an SIA licence.

16



4.5.7

4.5.8

SIAlicensingisdependent upon evidence that anindividualis fit and proper to fulfil the
role, and evidence of their ability to fulfil a role effectively and safely with the right skills and
knowledge. There are various relevant qualifications available, and training to attain these
is delivered by arange of different accredited providers.

Evenwhere there is no statutory licensing requirement, itis good practice for asystem
operator to ensure that all staff who either manage or use a surveillance camera system,
oruse orprocess the images and information obtained by virtue of such systems have
the necessary skills and knowledge.

Principle 6 - No more images and information should be storedéhan that which
is strictly required for the stated purpose of a surveillance cameraysystem,
and such images and information should be deleted once their purposes have
been discharged.

4.6.1

4.6.2

4.6.3

Images and information obtained from a surveillance camera system should not be kept
forlongerthan necessary to fulfil the purpose for which they were obtained.in the first
place. This period should be decided in advance and be the minimum period necessary.
Thisis also arequirement of the 1998 Act and further guidance on thisis contained in the
ICO CCTV code of practice.

The retention period for different surveillance.camera systems will vary due to the purpose
forthe system and how longimages and otherinformation need to be retained so as
toserveitsintended purpose.ltisnot, therefore, possible to be prescriptive about
maximum or minimum periods. Initial retention periods should be reviewed by a system
operator and reset in the'light of experience. A proportionate approach should always
be used toinformretention periods and these should not be based uponinfrequent
exceptional cases.

Althoughimages andotherinformation should not be kept forlongerthan necessary
tomeetthe purposes forrecording them, on occasions, asystem operatormay need
toretainimagesforalonger period, forexample where alaw enforcement body is
investigating a crime to give them the opportunity to view the images as part of an
active investigation.

Principle 7 =Access toretained images and information should be restricted and
there must be clearly defined rules on who can gain access and for what purpose
such access is‘granted;ithe disclosure of images and information should only take
place wheniit Is necessary for such a purpose or for law enforcement purposes.

4.7.1

The disclosure ofimages and otherinformation obtained from asurveillance camera
system must be controlled and consistent with the stated purpose for which the system
was established. Disclosure of images or information may be appropriate where the 1998
Actmakesexemptionswhich allowit provided that the applicablerequirements ofthe
1998 Act are met, orwhere permitted by otherlegislation such as the Counter Terrorism
Act2008. These exemptionsinclude where non-disclosure would be likely to prejudice
the prevention and detection of crime, and for national security purposes. Where a
system operator declines a request for disclosure from a law enforcement agency there
is provision under Section ? of and Schedule 1 to the Police and Criminal Evidence Act
1984 to seek a production order from a magistrate.
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4.7.2

4.7.3

4.7 .4

4.7.5

4.7.6

There may be otherlimited occasions when disclosure ofimagesto anotherthird party,
such as a person whose property has been damaged, may be appropriate. Such
requests forimages or information should be approached with care and in accordance
withthe 1998 Act, as awide disclosure may be anunfairintrusioninto the privacy of the
individuals concerned.

A system operator should have clear polices and guidelines in place to deal with any
requests that are received. In particular:

Arrangementsshould bein place torestrict disclosure ofimagesin away consistent with
the purpose for establishing the system.

Where images are disclosed consideration should be given to whetherimages of
individuals need to be obscured to prevent unwarranted identification.

Those that may handle requests for disclosure should have clear guidance on the
circumstances in which disclosure is appropriate.

The method of disclosingimages should be secure to ensure they are only seen by the
infended recipient.

Appropriate records should be maintained.

Judgements about disclosure should be made by assystem operator. They have discretion
torefuse anyrequest forinformation unless there isan overriding legal obligationsuch as
a court order or information access rights. Once they have disclosed an image to another
body, such asthe police, then the recipientbecomesresponsible for their copy of that
image.lIftherecipientisarelevant authority, itisthen therecipient’sresponsibility o have
regardtothiscode of practice andto comply withany otherlegal obligationssuch asthe
1998 Act and the Human Rights Act 1998 inrelation to any further disclosures.

Individuals canrequestimages and information about themselves through asubject
accessrequest under the 1998 Act. Detailed guidance on this and matters such as
when to withholdimagesof third parties caughtinimagesisincluded inthe ICO CCTV
code of practice.

Requestsforinformation from public bodies may be made underthe Freedom of
Information Act 2000. Detailed guidance on these obligations is included in the ICOCCTV
code of practice.

Principle 8= Surveillaneexcamera system operators should consider any
approved operational, technical and competency standards relevant to a system
and its purpose and wark to meet and maintain those standards.

4.8.1

Approved standards may apply to the system functionality, the installation and the
operation and maintenance of a surveillance camera system. These are usually focused
ontypical CCTVinstallations, howeverthere may be additionalstandards applicable
where the system has specific advanced capability such as ANPR, video analytics or
facial recognition systems, or where there is a specific deployment scenario, for example
the use of body-worn video recorders.
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4.8.2 Approvedstandards are available to inform good practice for the operation of surveillance
camera systems, including those developed domestically by the British Standards
Institute, at a European level by the Comité Européen de Normalisation Electrotechnique?,
or at a global level by the International Electrotechnical Commission. A system operator
should consider any approved standards which appear relevant to the effective
application of technology to meet the purpose of their system, and taking steps to secure
certification against those standards.

4.8.3 Suchcertfificationislikely foinvolve assessment by anindependent certificationbody. This
has benefits for asystem operatorin that the effectiveness of asystemislikely to be assured
and in demonstrating to the public that suitable standards are in placeand being followed.

4.8.4 Acurrentlistofrecommended standards for consideration by asystem operatorwillbe
maintained and made available by the Surveillance Camera Commissioner. Such a list will
provide detailed guidance on suitable standards and the bodies that are able to accredit
performance against such standards.

Principle 9 Surveillance camera system images and informatiomshouldbe
subject to appropriate security measures to safeguard against unauthorised
access and use.

4.9.1 Putting effective security safeguardsin place helps ensure the integrity of images and
information should they be necessary foruse asevidence inlegal proceedings. This
also helps to foster public confidence insystem operators and how they approach the
handling of images and information.

4.9.2 Underthe 1998 Act, those operating surveillance camera systems or who use or process
images and information obtained by such systems must have a clearly defined policy
to controlhowimages andinformation are stored and who has access to them. The
use orprocessing ofimages and information should be consistent with the purpose for
deployment, andimagesshould onlybe usedforthe stated purpose forwhich collected.

4.9.3 Security extends to technical, organisational and physical security and there need to be
measures inplace to ensure that this is the case and guard against unauthorised use,
access or disclosure. The ICO CCTV code of practice gives helpful guidance on achieving
this in.practice.

Principle 10 - There should be effective review and audit mechanisms to ensure
legal requirements, poliCies and standards are complied with in practice, and
regular reports should be published.

4.10.1 Good practice dictates that a system operator should review the continued use of a
surveillance camerasystemon aregularbasis, atleast annually, to ensure itremains
necessary, proportionate and effective in meeting its stated purpose for deployment.

4.10.2 As partof the regularreview of the proportionality and effectiveness of a surveillance camera
system a system operator should assess whether the location of cameras remainsjustified
inmeetingthestatedpurpose andwhetherthereisacase forremovalorrelocation.

5 CENELEC is also known as the European Committee for Electrotechnical Standardization
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4.10.3

4.10.4

In reviewing the continued use of a surveillance camera system a system operator should
consider undertaking an evaluation to enable comparison with alternative interventions
with less risk of invading individual privacy, and different models of operation (to establish
for example any requirement for 24 hour monitoring). In doing so, there should be
consideration of anassessment ofthe futureresourcerequirements formeetingrunning
costs, including staffing, maintenance and repair.

Asystemoperatorshould make asummary of such areview available publicly as part of
the transparency and accountability forthe use and consequences of its operation.

Principle 11 - When the use of a surveillance camera system is inypursuit of a
legitimate aim, and there is a pressing need for its use, it should then be used in
the most effective way to support public safety and law enforcement with the aim
of processing images and information of evidential value.

4.11.1

4.11.2

4.11.3

4.11.4

The effectiveness of a surveillance camera system will be dependentupon its capability to
capture, process, analyse and store images and information at a quality which'is suitable
foritsinfended purpose. Wherever the purpose of asystemincludes crime prevention,
detectionandinvestigation, it should be capable through processes, procedures and
training ofsystemusers, of deliveringimages andinformationthatis ofevidential value to
the criminaljustice system. Otherwise, the end userof the images, who are likely to be
the police and the criminaljustice system, willnot be able to play their part effectivelyin
meeting the intended purpose of the system:.

Itisimportantthatthere are effective safeguardsin placeto ensure the forensic integrity
ofrecordedimagesandinformationanditsusefulnessforthe purpose forwhichitis
infended to be used. Recorded material should be stored in a way that maintains the
integrity of the image and information, with particular importance attached to ensuring
that meta data (e.g. time, date and location)isrecorded reliably, and compression of data
does not reduce its quality. This is fo ensure that the rights of individuals recorded by a
surveillance camerasystem are protected and that the material can be used as evidence
in court. Todo this the medium onwhich the images and information are stored will be
important, and access must be restricted. Arecord should be kept as an audit trail of
howimagesand information-are handled if they are likely to be used as exhibits for the
purpose of criminal proceedingsin court. Once thereis nolonger a clearly justifiable
reasontoretaintherecordedimagesandinformation, theyshould be deleted.

Itisimportantthatdigitalimages and otherrelated information cansimilarly be shared
with ease with appropriate law enforcement agencies if this is envisaged when
establishing a system. If this interoperability cannot be readily achieved it may undermine
the purpose for deploying the system.

It is therefore essential that any digital images and information likely to be shared with

law enforcement agencies and the criminal justice system are in a data format that is
interoperable and can be readily exported, and then stored and analysed without any loss
of forensic integrity. In particular:
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Asystemusershould be able to exportimages andinformationfrom asurveillance
camera system when requested by a law enforcement agency.

The export of images and information should be possible without interrupting the
operation of the system.

The exported images and information should be in a format which is interoperable and
can be readily accessed and replayed by a law enforcement agency.

The exported images and information must preserve the quality of the original recording
and any associated meta data (e.g. time, date and location).

Principle 12 - Any information used to support a surveillance camera system
which compares against a reference database for matching purposes should be
accurate and kept up to date.

4.12.1

4.12.2

4.12.3

Any use of technologies such as ANPR or facial recognition systems which may rely on
the accuracy of information generated elsewhere such as databases provided by others
should notbeintroduced withoutregularassessmentto ensure the underlying dataris fit
for purpose.

A system operator should have a clear policy to determinethe inclusion of a vehicle
registration number or a known individual's details on the reference database associated
with such technology. A system operator should ensure that reference data is not
retained for longer than necessary to fulfil the purpose for which it was originally added to
a database.

There may be occasions when the inclusion of information about anindividualin a
reference database withithe intention of undertaking surveillance can be considered
ascovertsurveillance and thusfall withthe bounds of the 2000 Act. Further guidance
onthe application of the 2000 Act is available in the Home Office statutory covert
surveillance and property interference code of practice and from the Office ofthe
Surveillance Commissioners.
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Chapter 5:Surveillance
Camera Commissioner

5.1 The Surveillance Camera Commissioner, (the commissioner), is a statutory appointment
made by the Home Secretary under Section 34 of the 2012 Act. The commissioner’s
statutory functions are:

a) encouraging compliance with this code;

b) reviewing the operation of this code; and

c) providing advice about this code (including changes to it or breaches of it).

5.2 In order to fulfil these functions effectively, the commissioner must work closely with

otherregulatorsincluding the Information Commissionerand the ChiefSurveillance
Commissioner. Itis forthe commissioner and otherregulators fo determine how best

to maintain and formalise these relationships, to agree gateways through whichissues
flow between the public and the commissioners and how best to publicise and report on
arrangements to support these relationshipswhich willbe criticalin ensuring the success
of the code in meeting its purpose.

Ways of working

5.3 The commissioner has no enforcement or inspection powers. In encouraging compliance
withthe code he should considerhow bestto ensure thatrelevant authorities are
aware of their duty to-have regard forthe code and how best to encourage its voluntary
adoption by other operators of surveillance camera systems.

5.4 The commissioneris expected to provide advice about the relevant operational, technical,
qualitymanagement and occupational competency standards which are available fora
system operator. A system operator can then consider these standards in determining
how best to meetthe purpose of their surveillance camera system whilst meeting legal
obligations, making effective use ofit, and safeguarding privacy considerations. Such
advice can be updated to reflect developments in both the available technology and
professional practice.

5.5 In reviewing the operation of the code, the commissioner should consider the impact
ofthissystem ofregulation against published success criteria and the opportunities to
improve compliance in line with better regulation principles.

5.6 The commissioner should provide advice and information to the public and system
operators about the effective, appropriate, proportionate and transparent use of
surveillance camera systems and should consider how best to make thatinformation
available. Such advice should complement the content of this code, and may for example
provide additional detail on good practice, advice on the effectiveness of surveillance
cameras and how this might be assessed, or on the proportionate application of any
new technological developments in surveillance camera systems. Such advice could,
forexample, include the preparation of a manual of regulation that sets out how the
commissioner will fulfil his functions.
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5.7

The commissioner may establish a non statutory advisory council with specialist sub-
groups to support him in fulfilling his functions. Any advisory council or specialist sub-
group must have representation from such persons appearing fo the commissioner to be
representative of the views of relevant authorities and from the Home Office.

The commissionermust prepare areport about the exercise of his functions during the
reporting period, and:

give a copy of the report to the Secretary of State;
the Secretary of State must lay a copy of the report before Parliament; and
the commissioner must publish the report.

The reporting periods are set out in Section 35 of the 2012 Act.
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