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Appendix G: pre-installation, default settings and choice architecture for
mobile browsers

Introduction

1.

As discussed in Chapter5, Apple and Google influence userbehaviourin
terms of the mobile browser they use through choice architecture, including
in particular pre-installation and default settings (defaultin this regard means
that the browser automatically opens and renders a webpage upon a user
clickingalink to a website, for example, in an email, withoutthe user needing
to select the browser manually).

In this appendix, we provide additional details on the following topics that are
discussedin Chapter5, namely:

e the current agreements for pre-installation and default settings on mobile
devices;

e the impact of pre-installation and default settings on user behaviour; and

e the impact of the choice architecture of the different routes available to
users for switching their default browsers.

Current agreements

i0S devices

3.

Since the launch of the iPhone in 2007 Safari is the only browser pre-installed
on iOS devices. Apple submitted that the pre-installation and integration of
Safarion its devices gives users a ‘premium out-of-the-box experience’.

Safariis also set as the defaultbrowser on iOS devices. Since September
2020 users can change the defaultbrowserin their device’s settings. To
change the defaulta user needs to first download the browser they wish to set
as the defaultas there are no other browsers pre-installed on iOS devices.

Apple has agreements with search engine providers, underwhich itreceives a
share of search advertising revenue where thatsearch engineis set as the

" Choice architecture describes the contexts in which users make decisions and how choices are presented to
them.In online ordigital settings, choice architecture refers to the environmentin which users make choices,
including the presentation and placementof choices, and the design of user interfaces. Examples of choice
architecture are the ordering of options available to users, the userinterface design forchanging defaultsettings,
presentation of search results etc. See Thaler, R. H., Sunstein, C. R., & Balz, J. P. (2013). Choice Architecture. In
E. Shafir(Ed.), The Behavioral Foundations of Public Policy (pp.428-439). Princeton University Press for details
on choice architecture.
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defaulton Safari.2 Under Apple’s agreement with Google, Google Search is
set as the primary defaulton iOS devices. Bing and DuckDuckGo hold
agreements regarding their inclusion as a secondary option that users can
select from a menu in the device settings.3

Android devices

6. Google has a network of agreements with device manufacturers to pre-install
its apps —including Chrome and Google Search — and set them as the
default.*

7. In 2018, the European Commission found in its Google Android investigation

that Google had engaged in practices that aimed at cementing its dominant
position in general internet search.® Prior to the Google Android case, Google
licenced Chrome to device manufacturers free of charge as part of a suite of
11 applications and services named Google Mobile Services (GMS). It was
not possible for device manufacturers to pre-install only a subset of apps. In
particular, that meant that if a device manufacturer wanted to pre-install
Google Play, Chrome (and Google Search) also had to be pre-installed.

8. As a result of the Google Android case, Google reduced the number of
applicationsin GMS by removing Chrome and Google Search. Device
manufacturers thatlicense GMS can now license Chrome (and Google
Search) separately at no cost with no placementor defaultrequirements.6.”
However, Google also adopted a paid licensing structure for GMS, which
previously had been free.

9. Licensing of GMS is governed by the European Mobile Application
Distribution Agreement (EMADA). Google generates revenue from

2 For further detail see, CMA (2020), Online Platforms and Digital Advertising Market Study, Final Report,
Appendix H, paragraph 28.

3 Browsers and devices generally allow consumers to change the initial default search engine through a settings
menu. Within these settings, consumers may be presented with several alternative options. Unless otherwise
stated, we use the term ‘default’ to referto the initial or primary defaulton a browser or device and the term
'secondary option'to describe the set of alternative search engines that are offered to consumers within the
settings menu of a device or browser.

4 See Appendix E for detail on the agreements Google enters with device manufacturers.

5 Case AT.40099 — Google Android, European Commission, Decisions of 18 July 2018 relating to proceedings
under Article 102 of the Treaty of the Functioning of the European Union and Article 54 of the EEA Agreement,
C(2018)4761 final. The European Commission found that Google had been (i) tying Google Search with the Play
Store; (ii) tying Chrome, with the Play Store and Google Search ; (iii) making the licensing of the Play Store and
Google Search conditional on agreements that contain anti-fragmentation obligations; and (iv) granting revenue
share payments to device manufacturers and mobile network operators on condition thatthey pre-install no
competing general search service on any device within an agreed portfolio.

6 As a resultof the Google Android case, Google also no longer sets Google Search as the defaultsearch engine
in Chrome.

”We note that it is still a prerequisite for device manufacturers to have licensed GMS to enter into the separate
Chrome and Google Search agreements. However, device manufacturers now have the option to license GMS
without Chrome and/or Google Search.
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10.

11.

manufacturers entering the EMADA, which pay Google a license fee per
activated device, depending on device type, certain device characteristics and
activation location [5<].8

Device manufacturers have the option to compensate for the cost of the
EMADA by entering into a Placement Agreement (PA) and/or a Revenue
Share Agreement (RSA) with Google.

e Underthe PAs, device manufacturers receive a per device activation
payment when they pre-install Chrome and satisfy specific placement
obligations. The PA is non-exclusive and does not prevent other browsers
being displayed prominently.

e Underits RSAs, Google pays a proportion of advertising revenue
generated from specific Google Search and Google Assistant access
points to device manufacturers in return for placement and promotion.®
RSAs typically apply to all devices in a territory, though variations are
possible. The placement obligations include obligations for Chrome and
require Google Search be set as defaultin any pre-installed manufacturer
browser. 10

Google provided aggregate figures for payments it made as part of its PAs
and RSAs to the top five third-party Android manufacturers shipping devices
into the UK, according to Statcounter. Google paid these manufacturers
approximately $[1-1.5] billion in Search and Search/Chrome Activation
Payments under PAs covering the UK, EEA and Turkey in 2020. Most of that
figure was paid to Samsung, [5<]. Google paid these top five third-party
Android manufacturers approximately $[1.5-2] billion in ad and Play
transactions revenue from their devices under worldwide Revenue Share
Agreements in 2020. Most of that figure was paid to Samsung, [5<].

Impact of pre-installation and default settings on consumer behaviour

12.

We consider below evidence regarding the impact that pre-installation and
default settings have on consumerbehaviour with respect to browser choice.

8 For further detail on the EMADA, see AppendixE.

9 Google Assistant is Google's voice assistant. For further detail, see https://assistant.google.com/

0 Google told us that third-party browsers (as opposed to manufacturer browsers) can have non-Google search
services set as defaultinstead, provided thatthey are not placed on the defaulthome screen (unlessin a folder)
or the minus one screen. Google also told is that afterthe European Commission’s Google Android decision, the
defaultsearch service in Chrome is set according to the Android choice screen mechanism thatappliesin the UK
and EEA.
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Stakeholder submissions

13.

14.

15.

Apple and Google both submitted that pre-installed and pre-set default
browser apps on mobile devices can be beneficial as they provide users with
a seamless and superior out-of-the-box experience.

However, we heard views from a number of parties which indicated that pre-
installation and default settings also significantly influence which browser
users use. For example:

Microsoft submitted that pre-installation and default settings drive mobile
browsers’ usage shares, while Samsung submitted that pre-installation
and default settings may provide an advantage in competition for users
because of user inertia and their willingness to use the option provided to
them out-of-the box.

[One browser vendor] submitted that users are more likely to find and use
a browser if it is available on the home screen (which we understand is
where the main pre-installed browser is typically located).

Moonchild Productions submitted that users would only switch if there
were significant issues with the pre-installed or default browser.

Browser vendors further highlighted the importance of ease of switching. For
example:

Mozilla submitted that design choices with respect to user experience and
the user interface (Ul) make it difficult or impossible to delete pre-installed
software or to pin alternative software and make it the default.

Yandex submitted that the effects of pre-installation and default settings
could depend on how time consuming it is to install or set another browser
as the default.

Brave submitted that a lack of awareness of existing defaults and/or an
inability to set an alternative third-party browser as a default browser
restricts user choice. Brave further submitted that competition may be
encouraged if users were to receive a notice advising that they can
change their default browser.

Correlation between pre-installed browsers and shares of supply

16.

There is a strong correlation between the browsers that are pre-installed
and/or set as defaults on mobile devices and their usage (as measured by
their share of supply). In particular, as Figure G.1 shows:

G4



e Safariis the pre-installed default browser on all iOS mobile devices and
its share of supply in iOS mobile browsers amounts to 93%;

e Chrome is pre-installed on most (and set as default on around 44% of)
Android mobile devices and has a share of supply in Android mobile
browsers of 75%;1" and

e Samsung Internet is pre-installed (alongside Chrome) and set as default
on 56% of Android mobile devices and has a share of supply in Android
mobile browsers of 15%.

Figure G.1: Pre-installation and share of supply of browsers on mobile devices in the UK, 2020
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Source: CMA analysis usingApp Annie data (provided by a browser vendor) and Statcounter GlobalStats (Mobile operating

system shareof supply UK 2020, Mobile vendor share of supply United Kingdom UK 2020).

Note: Mobile devices refers to both smartfphones and tablets. For this analysis, given that Chrome is pre-installed on most

Android devices, we assumed, forsimplicity, thatitis pre-installed on all Android mobile devices. Samsung Intemetis currently

pre-installed on all Samsung mobile devices. Share ofpre-installed Samsung Internetis calculated based on Samsung’s share

as a mobile device vendor. Samsung pre-installs both Samsung Internetand Chrome and sets Samsung Internet as the
default. Share of supply are based on page views.

17.  An even starker pattern can be observed when comparing Samsung Internet
browser usage on Samsung devices (where itis the pre-installed browser
alongside Chrome and set as the default) vs. non-Samsung devices (where it
is not). In particular, Samsung submitted that while it cannot state with exact
accuracy, [a very low proportion] of Samsung Internet’'s usage is generated
from non-Samsung devices, implying that[most of] the usage of its browser is

from devices where it is the pre-installed default browser.

18.  Moreover, the position of Edge on desktop compared to mobile devices
indicates that default settings impact user choice. In 2020, Edge had a 5%

' We understand that Chrome is the defaultbrowser on mostof the non-Samsung Android mobile devices.
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share of desktop (where it is the pre-installed default browser) but no material
share of mobile (where it is not).'?

Data on actual user switching

19.

20.

21.

We have asked Apple and Google for data on the proportion of users that
have downloaded additional browsers or changed their default browseron
iOS and Android devices, respectively.

With respect to installing additional browsers:

data received from Apple suggests that, since 2015, [20-30%] of users in
the UK installed additional browsers or search-enabled apps on their
iPhone and iPad devices, although Apple submitted that it anticipates this
number to likely be even higher, as the percentage is based on
downloads from only twenty popular browser and search apps available
on the UK App Store; '3 and

Google submitted that it does not hold data on the proportion of users that
have installed an additional browser on their Android mobile device.

With respect to changing the defaultbrowser:

Apple submitted that it does not maintain data on the proportion of current
iOS users that have changed their default browser on their current iOS
device; and

Google submitted that it does not hold data on the proportion of users that
changed their default browser. Google submitted data on the proportion of
Chrome user sessions on Android mobile devices where the user’s
default browser is different from the pre-installed default. There are
certain limitations associated with this data which we will need to
understand further before drawing conclusions on what this data indicates
with respect to the impact of default settings.

21n 2020, Edge Legacy had a 6% share of supply on desktop devices and 0.2% share of supply on mobile
devices. Microsoftended its support for Edge Legacy on 9 March 2021. Statcounter, Desktop browser share of
supply UK 2020, Mobile browser share of supply UK 2020. Microsoft, New Microsoft Edge to replace Microsoft
Edge Legacy with April’s Windows 10 Update Tuesday release

13 Apple submitted that it anticipates this numberto likely be even higher, as the percentage is based on
downloads from only twenty popular browser and search apps available on the UK App Store.
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User research

22.  As part of ourinvestigation, we considered consumer surveys as well as
evidence submitted to us by stakeholders on user behaviourregarding
browser usage in the context of pre-installation and default settings.

Consumer surveys received

23.  While we asked all main browser vendors to submitany userresearch they
hold on this topic, we only received a relatively small number of consumer
surveys. The key ones we received are:

e aconsumer survey commissioned by the Australian Competition and
Consumer Commission in May 2021 (the ACCC 2021 consumer
survey); 4

e anonline user survey conducted by [party] in November 2020 (the 2020
user survey); and

e a brand tracking online survey conducted by [party] in November 2020
(the 2020 brand tracking survey).

24. The ACCC 2021 consumersurvey is an online consumer survey comprising
of 2,647 Australian adultconsumers.

25. The 2020 user survey is an online survey which included 1,001 UK adult(18+)
iPhone users (although italsoincluded respondents from the US and Japan),
while the 2020 brand tracking survey is an online survey conducted in the US
with 1,082 respondents (including a boost of n=80 of 25-34 year olds).

26. We have certain concerns around the representativeness of the received
survey evidence, and the results of the surveys should be seen in this context:

e Both the 2020 user survey and the 2020 brand tracking survey focused on
iOS users and their response to Apple providing iOS users with the option
to switch their default browser away from Safari (following the introduction
of iOS 14 in September 2020).1°

e The 2020 user survey sample upweighted younger users (18-34 year olds
formed 57% of the sample) and was limited to users with knowledge of

4 Roy Morgan (2021), Consumer Views and Use of Web Browsers and Search Engines.
5 How to change youriPhone's defaultbrowser (mashable.com).
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mobile internet browsers, potentially biasing the sample towards more
digitally confident users and those who were more likely to switch.

e The 2020 brand tracking survey had a possible sample bias towards
users more confident with digital technology (as respondents were likely
members of an online panel and hence likely to be more confident with
digital technology and more comfortable with switching default browser
settings).

e Both the ACCC 2021 consumer survey and the 2020 brand tracking
survey were based on a non-UK panel.

Evidence on consumers adhering to pre-installed and/or default browsers

27. The ACCC 2021 consumer survey found that55% of users only used pre-
installed browser(s) on their currentsmartphone.'® It also found thatthe main
browser used on smartphones had been pre-installed in 70% of cases, as
shown in Figure G.2 below.'”

28.  Figure G.2 further shows that iPhone users reported being more likely to
choose a pre-installed browser (75%) compared to 63% for Samsung users
and 66% for other Android device users. In contrast (and notshown in Figure
G.2), for computers, the main browser used was pre-installed in only 44% of
cases.'8

6 Roy Morgan (2021), Consumer Views and Use of Web Browsers and Search Engines,p 12.
7 Roy Morgan (2021), Consumer Views and Use of Web Browsers and Search Engines, p 46.
8 Roy Morgan (2021), Consumer Views and Use of Web Browsers and Search Engines, p 46.
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Figure G.2: Participant response to survey question about how the primary browser on their
phone was installed by device type
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Source: Roy Morgan (2021), Consumer Views and Use of Web Browsers and Search Engines, p 46 (redrawn).

29.

30.

The ACCC 2021 consumer survey further found thatonly around one in three
(36%) of respondents said that they had ever changed the default browser on
their smartphone.®

The 2020 user survey, which included 1,001 UK adult (18+) iPhone users,
found that43% of UK iPhone users were likely to update their settings to a
differentdefaultbrowser, whilst 28% of users were unlikely to update their
defaultbrowser settings in this way (with 18% stating that they were
‘somewhatunlikely’ and 10% stating they were ‘very unlikely’ to do so). A
further 29% stated they were neitherlikely nor unlikely to do so (see Figure
G.3). Youngerusers (between 18-34 years) were more likely to update their
defaultbrowser. As noted above, these survey results were collected in the
context of iOS users’ response to Apple providing iOS users with the option to
switch their defaultbrowser away from Safari (following the introduction of iOS
14 in September 2020).

¥ Roy Morgan (2021), Consumer Views and Use of Web Browsers and Search Engines, p 54.
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Figure G.3: Participant response to survey question 'How likely are you to update your
settings to a different default browser?’
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31.  The 2020 brand tracking survey, which included 1,082 US iPhone users,
found that, following the release of iOS 14, around fourin ten iPhone users
reported having updated their defaultbrowser settings, with less tech savvy
users lagging behind. This implies that around 60% of users did notupdate
their defaultbrowser setting, a percentage which may be even higherfor
users who are less technically confident.

32. This evidence on consumers sticking to pre-installed and/or defaultbrowsers
is consistentwith the final report of the CMA’s market study into online
platforms and digital advertising, which noted that mobile defaults can be
more powerful than desktop defaults, in part because consumers are less
likely to change default settings on a smaller screen.?0

Reasons for consumers sticking to pre-installed and default browsers

33. Aswe set outin furtherdetail below, there appear to be a number of reasons
why consumers do not switch to a differentbrowser: while the survey
evidence indicates thatusers have a preference for maintaining the status
quo with respect to browser choice (ie despite being able to switch, they are
biased towards continuing to use the browser that is pre-installed and/or set
as default), it also shows that some users do not know how to change their
defaultbrowser. Additionally, however, the survey evidence also indicates that
users stick with the pre-installed and/or defaultbrowser becauseitis their
preferred browser.

20 CMA (2020), Online Platforms and Digital Advertising Market Study, Final Report, AppendixV, p V7.
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34.

35.

Status quo bias?’

The 2020 user survey, which included 1,001 UK adult (18+) iPhone users,
found that,amongiPhone users, keeping Safari as the default browser is
driven by a preference for maintaining the status quo. In particular, and as
shown in Figure G.4, among users who were asked why they are planning to
keep Safari as theirdefault browser, 38% cited familiarity with Safari as the
reason for the choice while 34% said it was because it was already installed
on their device. For completeness, we note that the overall most popular
reason cited by respondents was ‘works best with my iPhone’. As noted
above, these survey results were collected in the context of iOS users’
response to Apple providing iOS users with the option to switch their default
browser away from Safari (following the introduction of iOS 14 in September
2020).

As also noted above, we have concerns that the survey sample upweighted
younger users, potentially biasing the sample towards more digitally savvy
users. In a more representative sample, which would proportionately account
for the preferences of older and perhaps less tech savvy users, the proportion
of users choosing Safari due to status quo factors (familiarity and pre-installed
on device) could potentially be even higher.

Figure G.4: Participant response to survey question 'Why are you planning to keep Safari as
your default browser? (Select all that apply)'
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Source: 2020 user survey

36.

Consumers not knowing how to switch

The ACCC 2021 consumer survey found that 35% of users did notknow how
to change the defaultbrowser or were unsure aboutit. In particular, when
users were asked explicitly whetherthey know how to change the default
browser, aboutone in four users (24%) said that they did notknow how to
change the default browser on their smartphone, while aboutonein ten (11%)

2! Status quo biasrefersto anindividual’s tendency to do nothing orto maintain their currentor previous
decision. See Samuelson, W., & Zeckhauser,R. (1988). Status quo biasin decision making. Journal of Risk and
Uncertainty, 1, 7-59.
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reported being unsure, as illustrated in Figure G.5.22 Moreover, older
consumers were more likely to report that they did notknow how to change
the defaultbrowser on their smartphone (42% among 65-79 year olds and
55% among those aged over 80 years) or on their computer (31% among 65-
79 year olds and 46% among those aged over 80 years).

Figure G.5: Participant response to survey question about whether they know how to change
the default browser on their device
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Source: Australian Competition and Consumer Commission (2021), Digital platform services inquiry, Interim report No. 3 —
Search defaults and choice screens, p 47.

37. The 2020 user survey, which included 1,001 UK adult (18+) iPhone users,
found that, following the release of iOS 14 and Apple’s decision to allow users
the option to switch theirdefault browser from Safari, only 46% of UK
respondents reported being aware of the default browser update. Further, as
discussed in the final report of the CMA’s market study into online platforms
and digital advertising, users can be deterred from changing defaults due to
limited technical proficiency and the complexity involved in changing default
settings.?3

2 Roy Morgan (2021), Consumer Views and Use of Web Browsers and Search Engines, p 53.
23 CMA (2020), Online Platforms and Digital Advertising Market Study, Final Report, AppendixH, p H29.
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Pre-installed and/or default browsers coinciding with preferred browser

38. The ACCC 2021 consumer survey found that42% of users said the main
reason for using their primary (or only) browser was that it was their preferred
product.2* 25 This proportion is even higherfor Chrome, at 57%.26

Why pre-installation and defaults impact user behaviour — evidence from the
behavioural literature

39. Alongwith reasons that users can self-identify when asked in surveys, the
behavioural literature also identifies underlying factors consumers may be
less aware of influencing their choices.

40. Defaults have had a powerful impactin influencing decision-making across a
wide range of behaviours including enrolmentinto pension savings,?” organ
donation28 and selecting features in smartphone apps.2? A meta-analysis of
default studies observed a strong impact of defaults on behaviourwith the
majority of the studies finding a positive effect of default choices on decision-
making.3® These effects are underpinned by status quo bias, ie an individual’s
tendency to do nothing orto maintain their currentor previous decision .3’
Thus,when it comes to the choice of browsers, users are likely to display a
propensity for sticking with the default browser.

41.  Otherrelevant behavioural mechanisms underpinning the impact of defaults
on user choice include:32

¢ Inertia: due to userinertia and a tendency to procrastinate, users may
prefer maintaining the status quo by retaining the default browser in order
to reduce the cognitive effort of having to explore other browsers and

% Roy Morgan (2021), Consumer Views and Use of Web Browsers and Search Engines, p 40.

% Further, we note that 52% of users said that the reason behind their choice of primary browser was that it was
already installed on their smartphone and they had no reason to use another browser. The survey report notes
that it is unclearhow this should be interpreted. On the one hand, this mayindicate that users have not feltthe
need to actively choose their browser. On the other hand, it mayimply a genuine choice from user to stick with
the installed browser. See Roy Morgan (2021), Consumer Views and Use of Web Browsers and Search Engines,
p11.

% Roy Morgan (2021), Consumer Views and Use of Web Browsers and Search Engines, p 42.

27 Madrian,B. C., & Shea, D. F. (2001). The Power of Suggestion: Inertia in 401(k) Participation and Savings
Behavior. The Quarterly Journal of Economics, 116(4), 1149-1187.

% Johnson, E. J., & Goldstein, D. (2003). Do Defaults Save Lives? Science, 302(5649), 1338-1339.

2 Joeckel, S., & Dogruel, L. (2020). Defaulteffects in app selection: German adolescents’ tendency to adhere to
privacy or social relatedness features in smartphone apps. Mobile Media & Communication, 8(1),22-41.

30 Jachimowicz, J., Duncan, S., Weber, E., & Johnson, E. (2019). When and why defaults influence decisions: A
meta-analysis of defaulteffects. Behavioural Public Policy, 3(2), 159-186.

31 Samuelson, W., & Zeckhauser, R. (1988). Status quo biasin decision making. Journal of Risk and Uncertainty,
1,7-59.

%2 Sunstein, C. R. (2013). Deciding by Default. University of Pennsylvania Law Review, 162(1).
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change the default browser settings. As noted above, Samsung
mentioned this in its submission.

e Implicit endorsement: users may choose the default browser perceiving
it to be an implicitendorsement or recommendation from the device
manufacturer. The value of this recommended option can be especially
high when users lack adequate information about alternative browser
choices.

e Reference point and loss aversion: the default browser can serve as
the users’ reference point for decisions related to browsers. This can
result in other browsers being evaluated against this reference. Since
people dislike losses more than they like corresponding gains (loss
aversion), users might be less inclined to shift away from the default
browser and risk loss of browser features.

Routes for users to switch their browser

42.

43.

44,

45.

The ease of switching was highlighted by several browser vendors as playing
an important role in how important pre-installation and default settings are.

Additionally, the userresearch discussed above indicates that, for some
users, the reason for not switching away from their defaultbrowser is not
knowing how to change their default browser.

In line with this, the final report of CMA'’s market study into online platforms
and digital advertising notes that users can be dissuaded from changing
defaults due to limited technical proficiency and the complexity involved in
changing default settings (we note that these findings were made in the
context of changing the defaultsearch engine ratherthan the default
browser).33

Below, we consider evidence regarding the routes available to users for
switching their browsers.

User journey for changing the default browser

46.

47.

Several browser vendors have highlighted thatit is difficultfor users to switch
browsers.

The user journey for changing default browser on both iOS and Android
devices involves a number of potentially complex steps. Additionally, the

33 CMA (2020), Online Platforms and Digital Advertising Market Study, Final Report, AppendixH, p H29.
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48.

relevant option in device settings for switching defaults may not always have
intuitive text labels, making it harder for users to search for them. Figure G.6
and Figure G.7 provide an illustration for changing default browser settings on
an iPhone and an Android smartphone, respectively. Both userjourneys
involve downloading an additional browser from the App Store or Play Store
and navigating to the relevantoption on device settings to choose the
preferred browser. Changing default browser settings can take around six
steps on iPhones and around seven steps on Android devices, including
scrolling (depending on device type/ manufacturer). With respect to iOS,
Yandex submitted that it takes fouradditional steps to unpin Safari fromthe
quick access panel and pin another browser.

The multiple steps and additional effortinvolved in this process could possibly
dissuade users from changing default browser via device settings. Further,
limited technical abilities can be another deterrent to users changing their
defaultbrowser using device settings.
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Figure G.7: User journey for changing default browser setting on Samsung Galaxy smartphone
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Choice screens for browsers and other prompts

49. At present, neither Apple nor Google have implemented choice screens that
prompt users to make an empowered and effective choice on changing their
browser default.

50. OniOS, we are not aware of any choice screens that Apple shows to ask
users to download additional browsers or change their default browser away
from Safari. On Android, Google told us that it implemented the following two
choice screens which, in combination, could allow users to change their
defaultbrowser:
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e aPlay choice screen for browsers that prompts new users to consider
downloading additional browsers, but which does not allow users to
change their default browser; and

e a‘disambiguation box’ that asks users to a set a default browser.

51. In addition, on both iOS and Android, browser vendors and websites are, at
least in certain circumstances, able to display prompts asking users if they
wantto switch their default browser.

52. We welcome Google’s proactive introduction of the choice screens. However,
Google has removed the disambiguation box thatasks users to set a default
browser from the latest Android version (ie Android 12). Additionally, we have
concerns that:

e the Playchoice screen for browsers is only shown to a subset of users
setting up a new device;

e the choice architecture of the Play choice screens for browsers and the
disambiguation box may be suboptimal and not sufficiently effective in
empowering consumers to make choices about defaults; and

e while browser vendors can display prompts asking the user if they want to
switch their default browser, browser vendors are only able to show such
prompts to a limited population of users (namely those that already have
the respective browser installed on their device) and they also may not
have access to the relevant API that allows them to launch shortcuts for
changing the default browser settings.

53. Overall, and as discussed in further detail below, we do not consider that
Google’s choice screens, as currentlyimplemented, adequately empower
users to make a choice about their browser default

Play choice screen for browsers (Android only)

54.  Google told us that, in April 2019, it implemented a choice screen which is
displayed the first time a user opens the Play Store on EMADA devices that
preload the Google Search app and/or Chrome. 3435

3 For further details on EMADA, see Appendix E.

35 Google told us that when introduced in April 2019, the Play choice screen displayed choice screens for both
browsers and search apps, see Presenting search app and browser options to Android users in Europe
(blog.google). However, as agreed with the European Commission, Google introduced a separate choice screen
forsearch servicesin March 2020, to be displayed during the set-up process of newly activated EMADA devices
that preload Google Search app. Hence, users of newly activated EMADA devices since March 2020 only see
the choice screen for browsers when the Play Store is opened for the first time.
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55.

56.

57.

58.

59.

This choice screen gives users the option to install additional browser apps.
However, the choice screen does not remove any of the browsers already
installed on the device andinstalling an additional browser does notresultin
this browser automatically being set as the default (although, as discussed in
the section on browser disambiguation boxes below, on Android devices
running Android 11 or earlier versions, installing a new browser removes the
defaultbrowser choice).

Google furthertold us that the introduction of choice screens was
implemented in response to the European Commission’s request.

Design and choice architecture of the Play choice screen for browsers

An illustration of the Play choice screen for browsers displayed on Android
devices is presented in Figure G.8.

Google told us that the Play choice screen for browsers shows a list of up to
five browser apps, including any which are already installed on the device.
Other than the installed browser(s), the remaining browsers included in the list
are the most popular browsers in the user’s country, displayedin a random
order. In the UK, the Play choice screen for browsers currently shows
Chrome, Firefox, Edge, Opera and Brave.3¢

Google told us that to be included in the choice screen list, the browser apps
need to meet certain eligibility criteria, such as the app must be available on
Statcounterand also the app should be available for download on the Play
Store to UK/ EEA users and support an EEA language.

% Not all of these browsers will be shown in the choice screen if more than one browseris pre-installed on the

device.
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Figure G.8: An illustration of Play choice screen for browsers displayed on Android devices in
the UK and EEA
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Note: Apps displayed may vary by country, see Presenting search app and browser options to Android usersin Europe
(blog.googdle)

60. The choice flow shown to users when they launch Play store for the first time
is illustrated in Figure G.9.

Figure G.9: Choice flow for the Play choice screen, introduced in April 2019
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Note: We note that the choice flow shown is the choice flow when the Play choice screen was launched in 2019 and might have
undergone changes since then. Google told us that the Play choice screen forsearch appsis not shown to users of newly
activated EMADA devices since March 2020 upon launching Play store. Instead, they see a separate choice screen for search
apps during device setup.
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61. Google suggested that the principles used for designing effective userchoice
or Ul can include proportionality, comprehension and context,3” and that
defaults are an inherent part of Ul design. [3<]. Further, Google told us that, in
this instance, atypically, the choice screens introduced in response to the
European Commission’s request were largely determined by discussions with
the European Commission and others ratherthan through iterative testing.

62. The choice architecture of the current version of the Play choice screen for
browsers has some features we have identified thatcould have implications
for user behaviour:

e Positioning of installed browsers:

— The choice screen consists of a vertical list of browsers, where
browsers already installed on the device are presented first, followed
by other browsers ordered in a randomised fashion. Thus, the greater
the number of browsers already installed on the device, the lowerthe
number of available slots for additional browsers to be displayed to
users. Therefore, where, for example, a device manufacturer has pre-
installed a browser, there is less space to display alternative browsers
and users will see fewer new browsers to download. With regard to
displaying the browsers already installed on the device at the top of
the Play choice screen for browsers, Google told us that it did not
wantto reduce the visibility of any browsers which have, forexample,
paid to be pre-installed on the device. In addition, Google told us that
it would also be confusing to show installed and non-installed appsin
a mixed list.

— Pre-installed browsers are presented first at the top of the screen, and
there is a possibility of users’ attention therefore being drawn away
from the list of additional browsers to download which is displayed
below.38

e Choice placement, timing and frequency: the choice screen is shown only
once per account when the user opens the Play Store for the first time:

— The placementof the choice screen on first use of the Play Store may
be suboptimal. DuckDuckGo told us that users are less likely to

37 Proportionality means that the friction from implementing any choice should be proportionate to how relevant
the choice is to maximising user welfare. Comprehension means choice options should be designed to maximise
user comprehension by being ‘well-structured, clearly described, and notoverwhelming’. Contextmeans that
choices should be relevantto the user’s current task and goals.

3 This is owing to primacy effects, ie, user'stendencyto pay more attention to information presented first. See
Feenberg,D., Ganguli, l., Gaulé, P., & Gruber, J. (2017).It's Good to Be First: Order Bias in Reading and Citing
NBER Working Papers. The Review of Economics and Statistics, 99(1), 32-39 for details on primacy effects.
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63.

64.

65.

engage with choice screens during the device set up process as they
are focused on getting through the process quickly. According to
DuckDuckGo, users are more likely to explore alternative search
services or browsers at a later stage, when they are using the device.

— Asdiscussedin Chapter7, we are seeking views on potential choice
architecture principles for browser default choice screens which could
empower consumers to make effective choices.

Effectiveness of the Play choice screen for browsers

The Play choice screen for browsers is only shown to a subset of users
setting up a new device: Google submitted that the Play choice screen (for
both browsers and search engines)is displayed once per Google account, the
first time a user opens Google Play store. Google further explained thatusers
who have encountered the choice screen on a previous device will notbe
shown the screen again if they change their device (while continuing to use
the same Google account).3?

Based on Google’s recent data in the UK, around [3<] Android mobile devices
were activated per month, while the Play choice screen for browsers was
shown on around [3<] Android mobile devices per month.#? This implies that
the Play choice screen for browsers was shown on approximately [a relatively
large proportion] of recently activated Android mobile devices. In addition,
Google said that, after its introduction in 2019, the Play choice screen for
browsers was displayed to active users the first time a user opened Google
Play after receiving an update.*’

While Google told us that it does not record the number of devices on which
the Play choice screen for browsers is used to download additional browsers,
Google does record the number of browser downloads from the use of the
Play choice screen for browsers (ie if a user chooses to download three
browsers from the choice screen on a device, this would be counted as three
downloads even though they came from a single device). Google submitted
thatin the UK from 1 September 2021 to 21 October 2021, the Play choice
screen for browsers was shown on [3<] Android mobile devices and there
were [$<] browser downloads from the use of the Play choice screen for

3 Google told us that the reason behind showing the Play choice screen (for both browsers and search engines)
just once per account, and not when the users say buy a new device, is because of backup and restore. When
users transferto a new device all installed browser apps on the old device will automatically getinstalled on the
new one, limiting the need to remind users aboutinstalling additional browsers.

40 Google submitted that in the UK from 1 September 2020 to 31 August 2021 [3<] Android mobile devices were
activated. It said thatin the UK from 1 September2021 to 21 October 2021 the Play choice screen for browsers
was shown on [3<] Android mobile devices.

41 Google, 2019, Presenting search app and browser options to Android users in Europe (blog.google)
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browsers. This implies that in at most [a very low proportion] of cases in which
the Play choice screen for browsers is shown, the userdownloads an
additional browser.

Disambiguation boxes (Android only)

66.

67.

68.

69.

70.

As discussed above, the Play choice screen for browsers does not prompt
users to choose a browser default. However, Google described a
disambiguation box as the feature prompting users to choose a default
browser.

In particular, on Android 11 and earlier versions, disambiguation boxes can
appear in certain circumstances when users open links to websites or ‘deep
links’ to native apps (ie links to contentwithin specific apps). The box provides
a list of the installed browsers (and in some instances certain non-browser
apps) and prompts the userto choose one to open the link. The users have
the option of making a one-off choice by selecting ‘Justonce’ or they can
select ‘Always’ to make their choice the defaultfor opening similarlinks.

On Android 12, Google removed the disambiguation box from showing when
the usertries to open a web link.4243

Android 11 and earlier versions

In ouranalysis, we have observed two types of disambiguation boxes which
involve browsers. The first type (the browser disambiguation box) displays a
list of all browser apps installed on the device and the second type shows a
list of both browser and non-browser apps, installed on the device, the link
can be opened with.

e Design of the browser disambiguation box

On Android devices running Android 11 or earlier versions, installing a new
browser removes the defaultbrowser choice. Thus, the next time a userclicks
on a link to a website (which cannotalso be opened by a native non-browser

42 For verified web links (ie deep links specified by developers as being associated with their apps), the link will
opendirectly in the specified app and no disambiguation box will surface for devices running Android 6.0 and
above (Google told us that users can override this behaviourin Android Settings though).

43 Google noted that disambiguation boxes are notlimited to the context of web links and thus, in certain
instances, do not include browser apps (or include a combination of browserand non-browser apps) and can
continue to surface on devices running Android 12. For example,when an app declares an implicitintent, such as
opening a PDF documentwithoutspecifying a particularapp to openit, if there are multiple appsinstalled on the
device which can open the PDF, then a disambiguation box will be shown containing a choice of those apps
(which can include browsers).
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7.

app) after having installed a new browser, the user gets shown a browser
disambiguation box (or ‘intent picker’).44

As noted above, the box provides two choice buttons at the bottom of the
browser list, ‘Justonce’ and ‘Always’. Choosing the ‘Always’ option will stop
the device from displaying the disambiguation box when the usertries to open
a link after that, unless the userdownloads an additional browseron their
device (which will again remove the defaultbrowser choice).

Figure G.10: Iterations of the browser disambiguation box on Android devices

Always Just once

Open with
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@  Firefox G l‘, Y 0
@009
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Source: Google

73.

e Design of the disambiguation box showing both browser and native (non-
browser) apps

Disambiguation boxes can also be displayed in other contexts. In particular, a
disambiguation box showing both browser and native (non-browser) apps is
displayed on devices running Android 11 or earlier versions when the user
clicks on a deep link to a native app (unless the developer has verified the link
as being associated with theirapp or the user has previously set that app as

4 We discuss the disambiguation box for links to websites which can also be opened by a native non-browser
app in the next section.
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the default preference for this type of link). In such cases, the box will appear
even if the user is attempting to access the link from an app capable of
opening the link itself, for instance a browser app.*® Figure G.11 provides a
few examples of disambiguation boxes showing both browser and non-
browser apps. Similarto the browser disambiguation box, the users can then
either make a one-off choice by selecting ‘Justonce’ or set the defaultfor
similar links by choosing ‘Always’.

(ie if it has verified that its app is associated with the
deep web linkthatthe useris opening). In particular, it told us that, when a
web link related to a native app is clicked on, it should open in the native app
and a disambiguation box should notbe shown, unless the developer has not
verified that its app is associated with the link, the device is running Android
11 or earlier versions, and there is no prior system or user defaultforthe
intentbeing opened.

Figure G.11: Examples of disambiguation boxes showing both browser and non-browser apps
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Note: Screenshats taken on Samsung Galaxy S20 running Android version 11in November 2021.

4 In addition, on all versions of Android (including Android 12), browsers can appear in disambiguation boxes
alongside non-browser native apps whenever the app developer has registered that their app is capable of
handling the same intent(eg opening a PDF).
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75.

76.

77.

e Choice architecture considerations regarding disambiguation boxes

While the disambiguation box provides users with an opportunity to change
their defaultbrowser withoutaccessing device settings, the choice
architecture of the box could have the following implications for user
behaviour:

e Ordering of apps: The disambiguation box generally presents a horizontal
list of apps which can be split over multiple lines to incorporate all the
browser and other relevant apps installed on the Android device. The
order of presentation could impact users’ behaviour by drawing their
attention to the options presented first due to primacy effects.

e Choice buttons: Users are provided with two choice buttons at the bottom
of the disambiguation box, ‘Just once’ followed by ‘Always’, placed side-
by-side. We are concerned that users might be discouraged from
choosing ‘Always’ if they are unaware or unsure of the process to reverse
this decision in device settings. This risk would be magnified if native app
disambiguation boxes are also being shown to them frequently.

e Highlighted or pre-selected app: As shown in Figure G.10, illustrating the
different iterations of the disambiguation box, Chrome appears to be pre-
selected or highlighted in certain scenarios. Pre-selecting or highlighting
Chrome (or any other app) could enhance the likelihood of users selecting
it, as it might appear to be the recommended choice and also because it
looks like the more salient.

Android 12

Google removed the disambiguation box from showing when the usertries to
open a web linkin Android 12 (which was released in October 2021).46 Thisis
because installing a new browser does not remove the defaultbrowser setting
on Android 12. Accordingly, if a user installs a new browser, links will still
open in the user's default browser and the disambiguation box will not
surface.*’ Table G.1 summarises the changes to the disambiguation box
comparing Android 12 with previous releases.

[><]

4 We note that the change only applies to devices where Android 12 is the operating system; on devices where
Android 11 or earlier versions are the operating system, the disambiguation box still surfaces.
4" However, the disambiguation boxis still shown, and can include browsers, for other intents (eg opening a

PDF).
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78.

We are concerned thatremoving the browser disambiguation boxis notin line
with Google’s design principles referenced above. Specifically, unless there is
evidence from research or data to support the change, we believeitis
proportionate to ask whetherthe user wishes to change their browser default.
Displaying the disambiguation box while the useris trying to open a web link
also appears to be within the contextof the task the user is performing and
thus, users are likely to be able to comprehend the choice.

Scenario

Android 11 or older

Android 12

User opens a URL for a website
that is not associated with an

app

Disambiguation box shows if the
user has not set a default app for
handling URLs

Link opens in user's default
browser

User opens an unverified web
link

Disambiguation box shows if the
user has not set a default app for
handling the deep link

Link opens in user’s default
browser - apps can request
user’s permission to open
certain links in the future

User opens a verified web link
(i.e. Android App Link)

Disambiguation screen does not
show. User is automatically
directed to the developer’s app

No change

Source: Google

Prompts displayed by browser vendors and websites

79.

80.

81.

82.

There are prompts that can be displayed either by browsers or by browser
vendors’ websites which ask users if they wantto change their default
browser. We welcome this as a useful feature buthave concernsincluding
that these are shown to a limited population of users (namely those that
already have the respective browser installed on their device).

Prompts displayed by browsers

Both Apple and Google told us that third-party browsers can display shortcuts
prompting users to switch their default browser. Figure G.12 and Figure G.13
show several examples of such prompts displayed by browsers on Apple and
Android devices, respectively.

The prompts can differin terms of when they are displayed. For example, we
understand prompts are shown when the respective browser is in use, but
some browsers appear to also be able to send notifications when their
browseris notin use.

The prompts can also differin terms of the information they display. For
example, they may include information on how to change the defaultbrowser,
they may outline the benefits of switching the defaultbrowserand, at least in
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83.

11:33

Set Microsoft Edge as your
default browser?

Open settings
No Thank

C .0

certain instances, they may display shortcuts for changing the default
browser.

Some of the choice architecture features of prompts displayed by non-default
browsers are outlined below:

Some browsers, for instance Edge, include information on how to change
the default browser within the prompt.

Some prompts that ask users if they want to change their default browser
highlightthe choice button to change default settings, thereby making it
more salient. For example, Edge highlights ‘Open Settings’ and
DuckDuckGo highlights ‘Set as Default Browser’, as shown in Figure
G.12.

The prompts can also mention the benefits of switching default browser.
Forinstance, as shown in Figure G.13, Samsung Internet includes the
purpose string ‘Get a fast, secure browser designed specifically for your
phone every time you go online.’

If the user chooses the option to change the default browser, the browser
can display shortcuts for doing so, such as opening the settings to change
the default browser, as shownin Figure G.14, for an iPhone. On Android,
it appears to be possible for browsers to directly display the list of installed
browsers and ask if the user wants to change their default browser to the
one they are currently using (eg DuckDuckGo browser prompt, as shown
in Figure G.13).

1:35 cm

Make DuckDuckGo your
default browser.

Note: Screenshots taken on iPhone XR runningiOS 15.1 in November 2021.
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84. Google told us that it considers newly installed browsers displaying the list of
all browser apps on the device and asking users if they want to change the
default (eg DuckDuckGo)to be a relevantchoice. This is because the useris
already engaged in the context of installing the new browser and thus,
browser vendors are able to show a prompt for users to change theirdefault
browser when they first launch the browser or subsequently.

Set Microsoft Edge as your default

browser?

Set DuckDuckGo as your default
browser app?

€ chrome ﬂe

Set Samsung Internet as default @ Dbuckbuckso
browser?
Firefox @
Get a fast, secure browser designed o Current default @
specifically for your phone every time you
goonline Samsung Internet Yes, let's do it
Not now Continue Cancel No, thanks
09:25 Tl 94%
@ Firefox Browser ©0

Set links from web sites, emails, and

messages to open automatically in Firefox.
& & blog.com
Always browse with

Microsoft Bing

Set Bing as your default browser to
find things quickly and safety

Open all links with Brave to

- Sign up | Disney+
protect your privacy
Brave Shields blocks trackers & ads, g roen e
saves data and saves you time on
Maybe later every site you visit,

Recent searches Show all
Set Brave as default "

—  tha auardian ik

Set as default browser

G O w @

*Google % Top Articles & Wikipedia Sign up | Disn.

Jump back in Show all

NOT NOw
G Search or enter address m

I O < 1} @] <

Source: CMA
Note: Screenshats taken on Samsung Galaxy S20 runningAndroid version 11 in November 2021.
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Figure G.14: User journey for changing default browser using browser prompt on iPhone

Default browser app

Click on Open Settings Click on Default Browser Choose the preferred
‘ ‘ » changed

option on the browser App browser app i.e. Edge
prompt for Edge

11:34 =m 11:34 o= 11:34 =m
<Edge <Edge < Edge

< Setting Edge < Edge Default Browser App < Edge Default Browser App

& Brave & Brave
B sria search
N O Opera QO opera
[Z) Background App Refresh [ IJ
© Edge © Edge v
Default Browser App @ saferi @ safari
DuckDuckGo DuckDuckGo
« € o
Allow Cross-Website Tracking @ Chrome € Chrome
m Firefox v m Firefox
Set Microsoft Edge as your
default browser?
Links will automatically open in Mi it Edge
1
2
")
No Thanks
Source: CMA

Note: Screenshats taken oniPhone XR runningiOS 15.1in November2021.

85. Prompts displayed by browsers can be beneficial as they make it easier for
users to switch their default browser, by raising awareness, by telling users
how to switch and, in some cases by, making the switch easier. Making
switching easier would decrease the importance of the initial default settings.

86. However, there are also a number of limitations with respect to the
effectiveness of the prompts that can be displayed by browsers.

e First, these prompts can only be effective for browsers that are already
installed on a user’s device. In many cases, this means that these
prompts can only be effective for those users that went through the
process of installing an additional browser.

e Second, we understand that browser vendors may not have visibility over
whether their browser is already the default or not and are hence not able
to target their prompts only at users for which the browser is not set as the
default. Both Mozilla and Yandex for example told us that on iOS, browser
vendors do not have visibility on whether their browser is set as the
default because Apple does not provide any APIs or analytics.

e Third, the choice architecture may be suboptimal. For example:

— launching a shortcutfor changing the defaultsetting is a more
powerful tool than displaying information on how to change the default
and the benefits of it, butitis unclearto whatextent browser vendors
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have access to the respective API that lets them launch such a
shortcut; and

— users that do not actually wantto change their default are (potentially
repeatedly) shown these prompts. This could increase the burden on
them, reduce theirengagementwith the prompts and resultin the
degradation of their browsing experience.

Prompts displayed by websites

87. Several respondents raised concerns with respect to Google websites
prompting users to download Chrome and/or change theirdefaultto Chrome.

¢ One of the Statement of Scope responses noted that Google advertises
Chrome to users that visit Google’s homepage and encourages them to
switch.#® According to a linked blogpost, the notification appears every
single time the user visits Google’s home page in a browser that is not
Chrome.*°

e Microsoft submitted that YouTube, Google.com and other Google web
properties prompt users to switch to Chrome.

88.  Similarto prompts displayed by browsers, these prompts can, in principle,
facilitate switching. However, given that Google has a much wider web
presence than other browser vendors (most notably through its position in
Google Search), these prompts primarily benefit Google. As such, these
prompts do notreduce barriers for smaller browser vendors, butinstead raise
them — as even those users that decided to switch to an alternative browser
are prompted to switch back to Chrome.

89. In addition, Google’s prompts could increase the burden on users and
possibly reduce theirengagementwith the prompts. We also note that there is
a question as to whether continual prompts across the Google eco-system fit
with Google’s stated design principles described above, including
proportionality.

4 Statementof Scope response from Dr Greig Paul and Dr James Irvine.
4 How to block the "Switch to Chrome" notification on Google.com : AdBlock Help (getadblock.com).
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