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ODR Approval Guidelines: compRting
the ODR data request form (A@x A)

The ODR data request form v5 is presented in Adobe and uses &dj%al logic to

help you understand what information to submit in support of plication for
ODR Approval. If you do not have an Adobe Reader, you (@nload it for free.

These guidelines should be read in conjunction with t @t Approval Guidelines:
applying for PHE data and its associated annexv

Q;\



https://get.adobe.com/uk/reader/
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Section A: Chief investigator, organisation information and primary point

of contact
Al: Chief investigator (primary applicant information)

Provide details of the individual who is leading on the proposed project and has overall
responsibility for the intellectual, administrative, and ethical aspects of a project
(including day-to-day management and dissemination of results). \

This individual will typically be the main point of contact for the ODR and
named in the ODR data sharing contract. The chief investigator shoul ontract of
employment or honorary contract at the organisation named in A2.1.

Where an application is made for education purposes, such as completion of
a master's thesis, it is advised that the student’s supervisor i ed as a chief
investigator and the student is named in A3.1.

All formal correspondence, including outcome lette Q)ntracts will be addressed to
the chief investigator.

Al.l Title s%t from the drop down the title prefixing a
ghief
investigator's name.
Al.2 First name Provide the chief investigator’s first name.
Al.3 Surname Provide the chief investigator’s surname.

Al4 Role/job ti Provide the chief investigator’s role or job title.

Al5 Email ad Provide a corporate email address for the chief
investigator.

Al.6 ephone/mobile | Provide a direct contact number for the chief

investigator. Where applicable, include the
extension code.

A2: Chief investigator’s organisation

Provide details of the requesting organisation.

A2.1 Organisation name Provide the organisation name. This must be
the name of the legal entity which employs the
chief investigator.
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A2.2

Organisation department

Provide the chief investigator’s department
name.

A2.3

Registered address

Provide the official address of the organisation
named in A2.1. This address may differ from
the business address of the chief investigator,
which would typically be used for
correspondence.

A2.4

Organisation type

Select from the drop down the organisation
type which best describes the organisation
named in A2.1.

The options provided are: &
e Academic msﬂtut@

e Commercial — itg mmended that
this categor be selected by
industry mercial research

c ovider — it is recommended that
this'category should be selected by
‘b HS organisations that deliver care to
patients (such as NHS Trusts or GP
practices)
CQC approved national contractor
Local Authority
Government agency (health and social
care)
Government agency outside of health
and social care
Independent sector — it is recommended
that this category should be selected by
charitable organisations and the royal
colleges
e Other

organ
. CQCétered health and/or social

Should these options not be descriptive of the
organisation type, select ‘other’ and provide an
alternative description.
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A3: Point of contact for day-to-day correspondence about your application

Where the main point of contact for the application is not the chief investigator, provide
the full name and contact details of the person designated to serve as the primary
contact for the ODR to liaise with.

A3.1 Primary contact name Provide the full name of the primary
contact for the application.
A3.2 Primary contact email Provide a corporate email address fogthe
address primary point of contact named in 0&

Section B: Project sponsor (LQ

All research carried out within the NHS or social care, involving I@&tients, their
tissue or data requires a research sponsor in accordance wit“ Policy Framework
for Health and Social Care Research (2017). Q

responsibility for the initiation, management and/or ing of the research. On this
basis, any contract issued by the ODR to sup d aring will be executed with the
sponsor.

The sponsor is the individual, company, institution ‘o sation that takes on legal
ata sh

To learn more about the responsibiliti ’Iaced on sponsors, refer to the Health

Research Authority ‘Roles and Res IBilities’.
B1.1 If the project’ sor is the same as the organisation named
in sectio indicate this using the ‘tick’ function.
B1.2 Spo me Provide the organisation name of the research
. sponsor.
s\ Due to the collaborative nature of research, it
may be appropriate for sponsorship

responsibilities to be managed in partnership
with another, or a small number of other
organisation(s). This arrangement is called co-
sponsorship. If your project involves co-
sponsorship, it is important to clearly document
the organisation(s), their roles and
responsibilities in (1) the scientific

protocol (see ODR Approval Guidelines:
scientific protocol (Annex B) for further
information) and (2) Section K of this form.



https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/uk-policy-framework-health-social-care-research/
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/uk-policy-framework-health-social-care-research/
https://www.hra.nhs.uk/planning-and-improving-research/research-planning/roles-and-responsibilities/
https://www.hra.nhs.uk/planning-and-improving-research/research-planning/roles-and-responsibilities/
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It is also strongly recommended that you seek
advice from your information governance team,
Data Protection Officer or legal counsel about
the implications of co-sponsorship on your
responsibilities and liabilities as a data
controller.

You can also seek advice from the ODR Pre-
application Support Service (PaSS) out how
co-sponsorship will affect:

e the scope of your ap

e the mandatory and q@d evidence
requirements for application

e the service % assomated with the

request; a
e the stanc‘}:aonditions of ODR
apprc@ ding the data sharing

c

B1.3 Sponsor’s address % the business address of the sponsor.

*

Section C: Funding arrang

The administrative, operation echnical services directly attributed to your project
will be charged by the O economic cost. All fixed and variable charges are
described in the ODR A al Guidelines: cost recovery. The ODR reserves the
right to, from time- & update its service rate and specific charges.

Charges m& d in a limited number of scenarios and advice should be sought to
understand cale of costs associated with your project prior to submission to ensure
adequate funding arrangements are in place. It is strongly advised to not submit your
application for ODR Approval if adequate funding is not immediately available.

Where funding has been secured from outside the applicant’s organisation, indicate the
name and address details of the organisation(s) providing funding. This information will
be published in the Data Release Register should your application be successful.

Should your application be successful, the ODR will invoice the organisation named in
section A2.1. Invoices will be sent following all conditions of approval being

met (including contract execution and a purchase order being shared with

ODR). Payment of all service charges must be made within 30 days of the invoice date,

6
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unless an alternative deadline is explicitly expressed in the contract (ie in circumstances
where there is a staggered payment schedule).

If your organisation has not sought access to data through ODR before, you

are advised to contact the ODR to your organisation holds a customer credit

account with PHE; if not, this will need to be set up. It is recommended that this process
iIs commenced during pre-application to avoid delays.

Advice on the indicative costs of your project and suggestions about the tolerances you
should build into a grant proposal can be obtained through the ODR Pre-application
Support Service (PaSS). Actual costs will be confirmed at the end of the ap tio
process in the ODR conditional approval letter and formally agreed beforw

commences. w

Cl1 If the project’s funder is the same as the organisa@%med in section
A2.1, indicate this using the ‘tick’ function.

Cl.2 Name of awarding Provide the na y organisations or
institution persons wh@ancially supported this

project.

C1.3 Address of awarding Provide t siness address of any
institution organisations or persons named in C1.1.

Cl4 Reference(s) assigned Il references assigned by the

by the awarding organisations or person providing financial
institution &Qupport as named above. If you have multiple

references, separate them with a comma.

<

$\
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Section D: Project summary

The project summary provides the ODR with an overview of the project, as well as the
broader anticipated impact(s) and beneficiaries of the project. The summary must:

e describe a medical purpose,;

e provide a high-level and consistent overview of the accompanying scientific protocol;

e ensure this description aligns with the dataset(s) requested;

e present and justify the need to access PHE data; and

e be written in non-technical language (reading age 13-14 years) and in line Nhe
editorial requirements outlined in the ODR Approval Guidelines: lay s r
(Annex E).

In addition to completing Section D, you must share with the ODR cfekic

protocol which clearly states the purpose(s) for the processing of; ta and is
descriptive of the type and scale of data necessary to fulfil th se(s). This includes
a detailed analytical and data management plan. See OD oval Guidelines:
scientific protocol (Annex B) for recommendations o imum set of scientific,
ethical, and administrative elements that should b ed in the protocol.

Together, the summary and scientific protocol&ble the ODR to determine:

e the data requested will only be proce‘ss&)r a specific, explicit and legitimate

medical purpose(s); *

e the processing will be lawful, fai Qtransparent;

e the scope of the mandator alified application requirements you submit to the
ODR are both suitable a @xsistent with ODR Approval Guidelines: application
requirements; {

e the data reques
accessed on

absolute minimum needed for the purpose(s) and will be
-to-know basis; and
e the appro for processing the data, so the data is not held for any longer

than n

Note that the summary provided in this form does not bypass the requirement for a
clear, specific and unambiguous scientific protocol to accompany your

application. Per ODR Approval Guidelines: scientific protocol (Annex

B), the protocol must also be version-controlled and correspond with that submitted to
other approval bodies, where applicable (eg for review by an NHS Research Ethics
Committee).

Where non-substantial amendments have been made to the scientific protocaol, it is
recommended that the current and a tracked changed copy of the superseded version
are shared with ODR, so that changes can clearly be identified.

8
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D1: Overview

D1.1 ODR reference Provide the reference assigned by the ODR for
this project. Leave blank if you are yet to be
assigned a reference number.

D1.2 Data sharing contract Provide the reference number of any pre-

reference existing data sharing contracts or data re-use
agreements (executed pre-April 2015) that
relate to this application. Leave blank if this is
a new project.
D1.3 Project title

Specify the title that has been giv me
project. This should be the sa %at has
been used on any associat sts or
applications (eg the NHS Resedarch Ethics
Committee application % same project)
and should meanin escribe the project.
Any abbreviation é\d be spelled out in full.

D2: Lay summary

O

D2.1

Describe in plain
English the overall
project aims(s) and
objectives (limit to 2-3
sentences)

D2.2

addres
pr‘o@y this project
i d and how the

&t ng evidence
pports the need

for this work (limit to
200-300 words)

D2.3

Describe in plain English
the project methods,
explaining how PHE
data will be processed.
This should include
information on (but not
limited to) the type or
source of the data

For&l-ZA, you must write your

onses to these questions according to the
(%rial requirements found in ODR Approval
&uidelines: lay summary (Annex E).
Applications will be deferred where these
requirements are not met.

If your application for PHE data is successful,
the responses provided to questions D2.1-2.4
will be published in the PHE Data Release
Register.

You can read examples of published lay
summaries by downloading the Register or in
the ODR Approval Guidelines: lay
summary (Annex E).



https://www.gov.uk/government/publications/phe-data-release-register
https://www.gov.uk/government/publications/phe-data-release-register
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required for the study,
data collection, sampling
and analysis methods.
Where the project
involves data linkage or
use of Data Processors,
this must be described
(limit to 200-300 words)

D2.4

Describe in plain English
the anticipated public
health benefits

and/or impact of
conducting this project.
This should include the
potential beneficiaries,
how your project may
impact them, and how
you will facilitate

this (limit to 200-

300 words)

w&:\
o

O
O

D3: Project type

"
o

D3.1

Indicate if the project i

research, service
evaluation, cIinic@it
or surveillance@
public he ice). If
these br finitions

to %ribe your
ﬁ% elect 'other' and
@v e an alternative

scription.

Select from the tick boxes whether the
project’s end use can be best described as:

e research

e service evaluation

e clinical audit; or

e surveillance (usual public health
practice).

Should these options not be descriptive of the
project, select ‘other’ and provide an
alternative description.

Where more than one option applies, the form
will allow you to select multiple options.

Brief definitions of each category are
described in Table 1 below; however, the ODR
understands that it can sometimes be difficult
to decide which end use is appropriate.

10
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As the form uses conditional logic, it is
important that if you are not clear on how to
categorise your project that you seek advice
through the ODR Pre-application Support
Service (PaSS) to discuss the categories and
how the selections will impact on the qualified
application requirements detailed in ODR
Approval Guidelines: application
requirements.

The ODR further recommends gui %
produced by the Health Rese ority:

e Defining Researc@

Table 1: Project type definitions 02

Research

For the purpose of the UK Polic ork for Health and Social
Care Research, “research is{deii as the attempt to derive
generalisable or transferable Rew knowledge to answer or refine

This excludes audit actice and service evaluations.

Service evaluation

relevant questions Wia; ntifically sound methods”.

Service evaluations are designed to answer the question “What

standard doe %rvice achieve?”. They measure how current
service is a g its intended aims, without reference to a
standar

Clinical audit Cligi

Surveillance

x Its are designed and conducted to inform delivery of
and judge if the quality of a service meets a defined

ard. They are designed to answer: “Does this service reach a
edetermined standard?”.

Surveillance or usual practice in public health is designed to
investigate the health issues in a population to improve population
health and/or understand an outbreak or incident to help in disease
control and prevention.

Other

Select if your project is not defined by one of the categories above
and provide a definition of your project type.

D4: Patient and/or professional contact

D4.1 Does this project involve | Select from the drop down menu your

processing PHE datato | response. Where ‘yes’ is indicated, describe
contact: all instances where the data will be processed

during the course of the project to contact a

11



http://www.google.com/url?q=http%3A%2F%2Fwww.hra-decisiontools.org.uk%2Fresearch%2Fdocs%2FDefiningResearchTable_Oct2017-1.pdf&sa=D&sntz=1&usg=AFQjCNG2stp-h7X1AFSz9MrDlQq8eVf0mw
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e patients
e service users
e health

care professionals

If yes, provide details of
how the data will be used
and share copies of the
materials (such as draft
letters or emails)

data subject, relative of the data subject, their
representative, or any health professionals.

You must accompany your application with
any copies of letter templates and other
materials proposed to be used in the contact
exercise.

D5: Project timeline

the planned duration project.

D5.1 Estimated project start
date

D5.2 Project duration
(months)

Provide an overview #tart date and

All data sharin acts issued by the ODR
will stipulatea and end date (‘the term’).

In detegmi e appropriate term, the ODR
will tak%consideration the information
ted in your project timeline and

prﬁq}
‘%n ic protocol.

¢ Requirements for retention (including
publication plans) and archiving, such as
those required by funding bodies, should be
included as part of the project timeline. This
should also be reflected in the scientific
protocol.

At the end of the contract term, the data you
access through ODR approval must be
destroyed, unless an amendment request is
approved to extend the agreed term. Failure
to comply with this contractual requirement
may affect ODR’s issuing its support to other
requests from your organisation.

12
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D6: Research databases and access procedures

The ODR welcomes applications to form new research databases or for PHE data to be
curated as part of a pre-existing research database. Should the data be requested for
this purpose, the ODR must review the governance, access policy and/or procedures
and the sub-licensing agreement(s) that will be used to support the sharing of data with
third parties.

Note that the default terms of the ODR data sharing contract expressly prohibit any sub-
licensing or onward sharing of PHE data, except in circumstances where: K

the information requested in D6.1; or
e the data is rendered anonymous to ISB1523: Anonymisation S@
Health and Social Care Data. 0

e the contract is specifically drafted to include permissive clauses foll %ew of
ah

for Publishing

If you intend to use PHE data as part of a research datab would like to release
data to third parties that does not comply with the ISB , you must clearly state
how the research database will operate, so this ca sidered. If positively
reviewed, permissive clauses will be embedded in the contract. Details of the
requirements are set out below and in ODR &val Guidelines: application
requirements. ‘s

L 2
Due to the interest in the curation of r research databases, the ODR will develop
further detailed guidance during 2

Should you be instructin @rocessor to process the data on your behalf, this must
also be made clear and % J must be completed.

D6.1 data requested | Select your response from the drop down

curated for a menu. Where ‘yes’, provide a summary

search database? of the arrangements and accompany your
application any documentation (such as a
If yes, give details standard operating procedure) that is

descriptive of:

¢ the data management plan of the
research database

e how the suitability of a request to
access data through the research
database will be determined and details
of who will conduct this assessment

13
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the scope of the risk assessment
conducted for the onward sharing of the
data, including template checklist or
privacy impact assessment; and

the controls placed on the data to
comply with data protection legislation
and the Information Commissioner’s
Office (ICO) Data Sharing Code of
Practice, including a copy of the sub-
licence that will be putin placNJse
the data.

14



https://ico.org.uk/for-organisations/data-sharing-a-code-of-practice/
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https://ico.org.uk/for-organisations/data-sharing-a-code-of-practice/
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Section E: Data requirements

The data requirements section of this form provides the ODR with an overview of data
that is relevant and necessary for the conduct of the project, its level of identifiability and
its source. It also provides the ODR with:

¢ information regarding the linkage of PHE data to other datasets controlled by the
organisation named in A2, its processor(s) or a national data intermediary, such as
the Office for National Statistics or NHS Digital; and

e information about whether any non-PHE data that is or will come into the po&sion
of the applicant for this project may have a material effect on the ODR’s
assessment and the safeguards necessary to minimise risks to indivi
potential adverse effects of sharing.

In addition to this information, all applications for ODR Approval @e accompanied
by a detailed data specification in line with the requirements % in the ODR
Approval Guidelines: data specification (Annex C). Thi fication must be
carefully drafted in accordance with the specific criteria in Annex C to ensure

that the application for ODR Approval demonstrate a to be processed is:

e adequate — sufficient to properly fulfil your Ned purpose (the aims, objectives and
methodologies presented in your scientifie®protocol)

e relevant — has a rational link to that pgrpo

e limited to what is necessary — no G?han you need for that purpose

The ODR continues to build a i of data specification workbooks that can be used to
identify the data required. ODR to identify if a workbook is available for the data

required for your applicaé

It is advised thatd@rd is given to the content of Annex C when drafting the
scientific prot & at there is a clear definition of the population or sample; and that
the protoco iguously justifies the scope and scale of the data requested.

E1: Data specification summary

E1.1 Classification of the Select using the tick boxes the appropriate
level of identifiability of | classification of the level of identifiability of the
data requested data requested. The definitions are outlined

below.

e De-personalised: Data is considered
de-personalised if it is stripped of direct

15
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identifiers but contains fields which
could be used to indirectly identify an
individual through combinations of
information, either by the people
handling the data or by those who see
the published results (eg ethnicity, sex,
month and year of birth, admission
dates, geographies or other personal
characteristics).

De-personalised data may othe
referred to as: de-identified, p
key-coded, masked, anony

effectively anonymised, pon-d
identifiable, de-identifi %
access. ?
PHE data tha '%sified as de-personalised
is not co sié e rendered anonymous in
line with ormation Standards Board (ISB)
Anogymisation Standard for Publishing Health
%ial Care Data and therefore is not

sujtable for release as Open Data.

context,
osive, non-
for limited

considered personally identifiable if it
includes direct identifiers (eg name,
address, NHS number, date of birth) or
would be directly identifiable in the
hands of the data recipient (such as by
hospital number or a cohort-specific
identifier). In a health context, this level
of identifiability is also referred to as
‘confidential information’ or ‘confidential
patient information’.

L 4
E6 e Personally identifiable: Data is

If your data request is for both personally
identifiable data and de-personalised data (for
example data related to a consented cohort
recruited from a small number of GP practice
and aggregated denominator data on all
patients within the wider CCGs the practice
belong to), select ‘personally identifiable’ as

16



https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/isb1523-anonymisation-standard-for-publishing-health-and-social-care-data
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this will prompt additional questions to be
flagged for completion.

For more information on these classifications
and the ‘spectrum of identifiability’, see
Understanding Patient Data.

E1.2 List the dataset(s) List the PHE data source(s) applicable to the
requested from PHE in | request (ie the particular dataset(s) you are
this application which requesting). This should be a top level
are necessary for the description of the dataset name or s m the
conduct of your project | datais held in. w
(for example ‘Health Q
Care Acquired w
Infections’ or ‘National
Cancer Registration and 6&

Analysis Service’)
E1.3 Where PHE data will be | Provide a summ ny data linkages

s\

linked to other data
sources, provide an
outline of how the
linkage will be
conducted. This should
include all organisations

that will be involved a
their respective ro@

&
N

required usin ata (either by PHE, the
organisation ed in A2 or any other body)
as part zﬁproject.

@st share with the ODR a diagram to
illustrate the proposed data flows between
£&ach data controller and any Data Processors
acting under instruction. Ensure the diagram
illustrates:

e incoming and outgoing data

e organisations and/or people
sending/receiving information

e storage system for the ‘Data at Rest’

e methods of transfer

Each organisational boundary must be clearly
identified and where personally identifiable
data is moving between organisations, the
fields to be shared must be listed (eg NHS
number, DOB and StudyID). This should not
be limited to linkages with PHE data, so that
the ODR has a complete understanding of the
scope and scale of the data involved in the
project. Details of upholding national opt-out
should be outlined at each stage.

17
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During 2021, the ODR will develop an example
data flow diagram and make this available.

E2: Other (non-PHE) data processed for this project

For projects where you are currently processing or intend to process any other
personally identifiable or de-personalised that does not fall under the custodianship of
PHE, provide details of the data that is/will be processed.

This information enables the ODR to have a rounded and complete view of ope

and scale of the data you are, or will be, processing so that all risks asso ith

sharing PHE data can be identified and if necessary, appropriate actiofs e putin

place to mitigate such risk. &

E2.1 Will any other personally | Select from the d n menu your
identifiable or de- response. Wh ’, provide the dataset

is not controlled by PHE, | identifia e legal basis for
be processed for this progessin@ (under common law and data
project? Qb;&m)’ and the dataset period.

personalised data, which | name, clis icatioft of the data (ie personally

Example 1:
E “We received personally identifiable Hospital

Episode Statistics (Admitted Care) under
0 explicit informed consent from NHS Digital.
e& This includes all episodes from 2000-2020 that

mention breast cancer (C50x). A copy of the

Q consent form and PIS is included with my
‘\& application. We will process under UK GDPR
@ Article 6(1)(a) and 9(2)(J).”
Example 2:

“‘De-personalised data from the National Pupil
Database (NPD) on all pupils aged under 10
and (2) for linkage to the NPD for the cohort of
children with cancer requested in this
application. We are seeking S251 support for
the linkage to be conducted by NHS Digital as
a trusted third-party linkage service. Both
datasets will be for the school years 2018-
2020. We will process the identifiable data
under UK GDPR Article 6(1)(a) and 9(2)(J).”

18
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Section F: Programme-level support

Access to certain PHE data is dependent on the positive review of the scientific value,
integrity and feasibility of the proposed project by a programme-specific Research
Advisory Committee (RAC) or Programme Lead.

Datasets requiring programme-level support include:

e NHS Abdominal Aortic Aneurysm (AAA) Screening Programme
e NHS Bowel Cancer Screening (BCSP) Programme

e NHS Breast Screening (BSP) Programme %

e NHS Cervical Screening (CSP) Programme NHS Diabetic Eye Scree
Programme

e NHS Fetal Anomaly Screening Programme (FASP)

e NHS Infectious Diseases in Pregnancy Screening (IDPS) Pro e

e NHS Newborn And Infant Physical Examination (NIPE) Sc Programme

e NHS Newborn Blood Spot (NBS) Screening Programm

e NHS Newborn Hearing Screening Programme (NHS

e NHS Sickle Cell and Thalassaemia (SCT) Screeni gramme

e Sloane Project (Audit of Non-invasive Carcinom d Atypical Hyperplasias)
e NHS BSP & ABS Audit of Screen Detecte%as Cancer

You must approach the relevant RAC orf’&mme Lead for approval before
completing an ODR application. A co the letter of support from the Research
Advisory Committee or Program & must accompany your application.

Contact details for the NHS ing Programme RACs and information on how to
apply can be found in th population screening data requests and research
guidance.
® c
F1.1 pport been If yes, provide the name of the RAC or
nted? Programme Lead that has provided
programme-level support.

F1.2 Programme- Indicate any reference(s) assigned to your
level reference project by the RAC or Programme Lead.

F1.3 Date of programme Indicate the date of approval of your project by
support the RAC or Programme Lead.

F1.4 Identify any contacts Provide the names of PHE staff you have
within the programme worked with on the development of your
that your request has project.
been discussed with
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Section G: Lawful basis to process personally identifiable data

Where the project purpose(s) cannot be met with either open data or de-personalised
data, it may be appropriate to request access to personally identifiable data.

To process all personally identifiable data, the ODR must be assured that the data will
be processed lawfully, fairly and in a transparent manner throughout its lifecycle. To do
this you must evidence to the ODR:

e avalid exception to the common law duty of confidentially; and \
e that the data controller or joint data controller(s) comply with UK GDPR. e
information about the requirements for this are set out under Section 2.

Service (PaSS) prior to confirmation of relevant approvals being r. d, all approvals,
including (where applicable) NHS REC favourable opinion and n 251 of the NHS
Health and Social Care Act 2006 (S251), must be sought a itted as part of a
consolidation and complete application before ODR will nce its formal review.

Whilst applications for data can be discussed with the ODR Pre-apg%écgtbSupport

G1: Legal gateway (common law duty of confidenti%

A duty of confidentiality arises when information is obtained in circumstances where it is
reasonable for a person providing infornﬁt‘on to expect that it will be held in confidence
by the recipient (such as the relatio @Jetween a patient and the health professionals
who care for them). $

@d is distinct from obligations under data protection
wever, this duty is not absolute and confidential
information or confi tient information (collectively referred to as personally
identifiable data.i rm) can be lawfully disclosed, to or from, PHE when there are
grounds to s ty aside.

The duty extends beyon
legislation (see Section

If your application includes the processing of personally identifiable data, you must
demonstrate how the duty of confidentiality has been set aside (see ‘valid exceptions
below’) and demonstrate to the ODR:

¢ the organisation(s), including PHE, transferring personally identifiable data have a
legal basis to share the data for the specific purpose(s) in the scientific protocol

¢ the organisation(s), including PHE, receiving the data have a legal basis to receive
and process the data for the specific purpose(s) described in the scientific protocol;
and

e the organisation(s) which will act upon or link personal data have a legal basis to do
So.
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Valid exceptions include:

e Direct care: the individual care of patients by one or more registered and regulated
health or social care professionals and their team, with whom the individual has a
legitimate relationship for their care. The types of processing and projects that would
be acceptable under this exception are provided in G1.1. This exception must
be supported by the organisation’s Caldicott Guardian.

e Informed consent: the individual has capacity and has explicitly consented to the
processing described. This means the individual knows and understands how their
data is to be used and shared (there should be ‘no surprises’) and they %
understand the implications of their decision. n

e Statutory exemption: the disclosure is required by law, or the dis Qs
permitted under a statutory process that sets aside the duty of n%ality for a
limited purpose, such as Section 251 of the National Health S Act 2006 and its
current regulations, the Health Service (Control of Patient | tion) Regulations

2002.
Where more than one of these exceptions applies, iro&ence of each.

In addition, there may be other situations whiclh, mea® sharing confidential information is
necessary; to safeguard the individual, or uSe of significant public

interest, or because of a contractual relatio with the individual. As the ODR is
responsible for supporting access to dat& for direct care or

secondary (medical) purposes only tions cited on the form are limited to

those relevant to the application @ss.

< ! The Caldicott Review (2013) defined ‘direct

from your | care’ as a “clinical, social or public health
ation’s Caldicott | activity concerned with the prevention,
investigation and treatment of illness and the
alleviation of suffering of individuals by one or
more registered and regulated health or
social care professionals and their team, with
whom the individual has a legitimate
relationship for their care”.

Gl1

Note that research cannot be conducted
under the auspices of ‘direct care’.

Where direct care is identified to be the valid
exception to set aside the common law duty
of confidentiality, the ODR expects that the
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RN

&\

O

&

4

organisation’s Caldicott Guardian (who

is responsible for safeguarding the
confidentiality of patient information) is cited
and agrees:

e the processing of the data will be legal,
ethical and strictly for direct care
purposes;

¢ the data will be accessed on a need to
know basis; and

e the applicant named in A1¢v\

registered and regulate

social care professm% their
team, with whom dual has a
legitimate relati for their care
and (b) appr to disclose data

st@hglr agreement of the above,

To dem
you mu%e the Caldicott Guardian and
accman your application with a signed

m your Caldicott Guardian using your
ﬁisation’s letterhead. This letter must be
gated within three months of the application
date and it must clearly reference the project
title and that they are satisfied patient
confidential data will be processed for direct
care purposes only.

The ODR will confirm that the Caldicott
Guardian named in G1.1 is associated with
the applicant’s organisation and is recognised
by the UK Caldicott Guardian Council.

G1l.2

Informed consent

Where informed consent is identified to be the
valid exception to set aside the common law
duty of confidentiality, you must enclose blank
copies of the consent form(s), associated
participant information sheet(s) and any other
supporting materials for the consent process
for the duration of the project.

Where there has been iterate versioning of
any of these documents, each version should
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be submitted and a summary explaining the
changes shared with ODR. All the consent
materials relevant to the application must
have received a favourable ethical opinion
from an NHS Research Ethics Committee.

For consent to be valid, the individual must be
informed, must have the capacity to make the
decision in question and must give consent
voluntarily. In practice, this means individuals
should know and understand ho ir
information is to be used and ere
should be ‘no surprises’) a Sghould
understand the implicati n%eir decision,
so they can provide an biguous
indication of agree

The ODR will e%the information shared
to ensur thé nsent is compatible with

the prop@processing.

% il always be situations where some

duals cannot give consent, for example,

young children or adults who lack capacity. In
many of these cases, particularly in the case
of small children, a responsible adult, usually
their parent or guardian (or other person
authorised to carry out this role) who is legally
entitled to speak on their behalf will be asked
to give their consent. In such circumstances,
the PHE Caldicott Guardian and ODR will
take into consideration key considerations
such as Foster competency and the age of
consent.

It should be noted that over time and as case
law has developed, the standard of consent
expected has been superseded by modern
best practice. Therefore it must be recognised
that consent is an ongoing process and the
law is developed by decided cases, with the
consequence that even if a particular consent
statement is deemed adequate today, it may
later be found to be insufficient due to
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G1.3

changes in the fact of what is being done with
the data, or in light of subsequent legal
decisions.

Consequently, applications with amended or

additional data flows or substantive changes

to the purposes of a study that could not have

been foreseen by the data subject at the time

of original consent will need to consider the

duty of confidentiality. It is recommer&that
nt

d
as part of these considerations, p d
public involvement advocates ﬁ ged to

strengthen your understandi hether
any processing would be with eir
‘reasonable expectatioé%

Where the Iawfuli;j@(o process the data

under UK GD entified as consent (ie

Article 6(1)( rticle 9(2)(a)), then the
approac nsenting participants will also
[

be rgviewed in line with published detailed
i from the ICO to ensure the
tions under Article 7 are met.

L
Where the applicant is relying on consent as

the basis in data protection legislation for
processing and has met the requirements for
consent for lawful processing under UK
GDPR, it will be taken that the consent
material also meets the standard required in
respect of the duty of confidentiality.

atatory exemption

der the Health
Services (Control of
Patient Information)
Regulations 2002 —
exemption obtained for
this project

In England and Wales, Section 251 of the
NHS Act 2006 (originally Section 60 of the
Health and Social Care Act 2001) provides
the statutory power to permit the use of
patients’ medical information without their
consent.

Where a statutory exemption under the
Health Services (Control of Patient
Information) 2002) regulations has been
sought to set aside the common law duty of
confidentiality, select from the drop
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down the specific exemption obtained for your
project.

A description of the Health Service (Control of
Patient Information) Regulations 2, 3 and 5
are outlined below:

e Regulation 2 makes provisions
relating to processing patient
information by bodies who construct

and maintain cancer regist %
surveillance on diagnos@
treatment of neoplasié’

e Regulation 3 maﬁ%sion for the

processing of p@ information for
the recogniti trol and prevention

of commugpi disease and other

risks t health. Note that

R ' is administered by PHE,

n%Confidentiaﬁty Advisory Group
).

(C
‘Bxegulation 5 can be used to permit

processing for a range of medical

diagnosis, medical research, the
provision of care and treatment and
the management of health and adult
social care services.

¢ purposes, broadly defined to include
s ‘preventative medicine, medical

In addition, you must share with the ODR
copies of:

e all section 251 approval letter(s); and

e confirmation of extant section 251
support (eg presence on CAG register,
the applicant’s latest annual review
submission).

Where these documents alone do not provide
ODR with sufficient detail about the scope of
the exemption in regard to the population,
data flows or permitted processing, the
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ODR may also request a copy of your IRAS
application.

Before applying for a statutory exemption
under Regulation 2 or 5 to process personally
identifiable data controlled by PHE, you must
approach the ODR. The Confidentiality
Advisory Group expects that its applicants
can demonstrate that they have explored with
the data controller(s) why gaining ind@als
consent is impossible or impracti e, and
the use of de-personalised or %a
would not achieve the proje “se(s). In
circumstances where there Is a@ reasonable
alternative to the proce of personally
identifiable data and aring of the data is
considered justifi ODR will write a
letter of supp Chief Investigator. In

e this request is not

circumstan
pursued,@may create delays in both the
CAG,and ODR providing a final outcome.

%b/ing patients or members of the public in

£esearch design is also longstanding good

practice; so, the ODR strongly recommends
public and patient involvement in the design
of your project, including circumstances
where you are proposing that personally
identifiable data should be processed without
informed consent. This approach will
strengthen your application to the
Confidentiality Advisory Group.

Where a statutory exemption is obtained and
ODR Approval is successful, the ODR will
uphold the national opt-out unless evidence is
provided that the Secretary of State has set
aside this responsibility for the specific
processing in your scientific protocol. For
further details, read ODR Approval
Guidelines: applying the national data opt
out (Annex G).

Gl4.1

Reference

Provide the unique reference assigned by the
Confidentiality Advisory Group or PHE
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to your statutory exemption under Regulation
2, 3 or 5 of the Health Services (Control of
Patient Information) Regulations 2002.

G1.4.2

Date of next renewal

4
. ‘06

$\

s“’

It is a requirement under the Health
Services (Control of Patient Information)
Regulations 2002, where statutory support is
provided under Regulations 2, 3 or 5, that
such support is subject to review at intervals
not exceeding 12 months.

This expectation is also captured i e\
standard conditions of support % at the
back of the final approval le both the
Confidentiality Advisory

The ODR will onIy S requests where
there is clear e hat such reviews

have beenf Ifi I instructed.

Provide ?te this review must be
Iet as indicated by the
tlallty Advisory Group (Regulation 2
) or PHE (Regulation 3 support only).

A register of active Regulation 2 and 5
approvals is published and maintained by the
Health Research Authority on behalf of the
Confidentiality Advisory Group. Should you
be unclear of whether you have met this
expectation or need to check the date of your
new annual review, you can do so by
checking the Confidentiality Advisory Group
register, which is updated monthly.

G1.4.3

| have attached all
letters, including
evidence of positive
annual review, from the
Secretary of State or
Confidentiality Advisory
Group documenting that
an exemption to set
aside the common law
duty confidentiality has

Select the drop down to prompt the summary
of evidence to update.

You must accompany your application with all
letters, including evidence of positive annual
review, from the Secretary of State or
Confidentiality Advisory Group documenting
that an exemption to set aside the common
law duty confidentiality has been granted and
is extant.
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been granted and is

extant. Where an Where the statutory exemption is in place for
exemption is in place for | a contact exercise, alongside evidence of the
a contact exercise, exemption, all copies of materials (letters
alongside evidence of etc) to be used to contact individuals are also
the exemption, all attached.

copies of materials
(letters etc) to be used
to contact individuals
are also attached.

G2: Legal gateway and transparency (data protection) &

Article 5(1) of the UK General Data Protection Regulation (UK GD re&uires
that personal data shall be:

subject (‘lawfulness, fairness, transparency’)”

“(a) processed lawfully, fairly and in a transparent w@é.n relation to the data

If your application includes the processing of perso%dentifiable data, you must
demonstrate:

e that there are valid grounds under thgl&DPR (known as a ‘lawful basis’) for the
processing of personal data by th tacontroller(s). The six acceptable lawful

bases are described in Article etailed in G2.1
e as personal data concernin is special category personal data, the application
must also demonstrate t or more specific additional condition(s) for

processing in Article a et (see Section G2.2); and
e you must also d e that you have made available to the data subject

accessible priy rmation (also called a privacy notice or transparency
information ow their data will be processed to comply with the Right to be
Informe e 12) and allow them to exercise their right to the protection of
personal d

The specific obligations that must be met in regard to transparency are established
under Articles 13 and 14 of UK GDPR (which differentiate between circumstances where
personal data is directly obtained from the data subject and where it is obtained from a
secondary source). This obligation of transparency is also echoed in the Caldicott
Guardian Principle 8: Inform patients and service users about how their confidential
information is used.

For more information about the expected content of a privacy notice read ODR
Approval Guidelines: privacy notice (Annex D).
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In order to ensure compliance with the UK GDPR, it is important to work with your
information governance team, Data Protection Officer or legal counsel to identify and
record the lawful ground(s) you are relying on in order to justify the processing of
personal data. This is also necessary to understand the extent of the obligations, as
some data subject’s rights are contingent upon the controller’s reliance on particular
grounds.

In detailing to the ODR, the legal basis under data protection legislation, you should
consider:

e Have you been clear with an individual about how you will use their data?
this documented, including evidence of what an individual was told, a
processing condition you intend to rely upon for processing their d

e Does your Privacy Notice (also known as a Privacy Policy or Informa Notice) and
any other data subject facing materials consistently reflect the&basis and

specific condition(s) identified to the ODR?

e Are you confident you can defend the decisions you hav: @e to an individual or a
regulator? 9

e Where relying on consent (ie Article 6(1)(a) &/or Ar , does the quality of the

consent model used meet UK GDPR requweme?
e Where relying on legitimate interest (ie Arti&i(l f) &/or Article 9(2)(d)) has a
legitimate interest assessment (LIA) be@ led out?

The ICO have published guidance on o comply with the legal requirements laid out
in UK GDPR and have also publish nteractlve tool to help determine the legal
basis and specific condition for sing special category personal data.

Should you not be clear to comply with your responsibilities under UK
GDPR, the ODR strongl| mends that you seek advice from your organisation’s
information governa , Data Protection Officer or legal counsel. The ODR is

rticle 6 lawful basis for | The lawful grounds for processing are set out
processing personal in Article 6 of the UK GDPR. Select from the
data list below. At least one of these must apply
whenever you process personal data:

(a) Consent: the individual has given explicit,
informed consent for you to process their
personal data for a specific purpose

(b) Contract: the processing is necessary for
a contract you have with the individual, or
because they have asked you to take
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§
&

G2.2

specific steps before entering into a
contract

(c) Legal obligation: the processing is
necessary for you to comply with the law

(d) Vital interests: the processing is
necessary to protect someone’s life

(e) Public task: the processing is necessary
for you to perform a task in the public
interest or for your official functions, and
the task or function has a clear basis in

law

() Legitimate interests: the p %g IS
necessary for your legi erests or
the legitimate intere ts%—urd party,
unless thereisag ason to protect
the individual’'s al data which
overrides th éltimate interests

You are tr@ouraged to work

with youymation governance

department, Data Protection Officer or legal

Q$P|& to identify which legal basis you

d use.

4
Technical guidance on UK GDPR intended

for Data Protection Officers, research
managers, information governance or
equivalent roles has been made available by
the Health Research Authority to support the
research community.

condition for
ssing special
egories of personal
data

Special category data is personal data that
needs more protection because it is sensitive.
It includes data that reveals a data subject’s
racial or ethnic origin, political opinions,
religious or philosophical beliefs, trade union
membership, genetic data, biometric data for
the purpose of uniquely identifying a natural
person, data concerning health or data
concerning a person's sex life or sexual
orientation.

In addition to the Article 6 lawful basis, at
least one condition listed in UK GDPR Article
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O
R
N

&\

9(2) must be met to process special
categories of data.

Select the condition(s) for processing. More
than one condition can be selected where
applicable:

(a) Explicit consent

(b) Obligations/rights of the controller/data
subject \

(c) Vital interests

(d) Legitimate activities w

(e) Made public by the Qect

() Legal claims %

(9) Substantial publi
(h) Preventative

rest
upational medicine

(i) Public int the area of public
health
() Architi poses in the public

in , scientific or historical research
&)u oses

%are strongly encouraged to work with
our information governance department,

Data Protection Officer or legal counsel to
identify which conditions you should use.

Technical guidance on UK GDPR intended
for Data Protection Officers, research
managers, information governance or
equivalent roles has been made available by
the Health Research Authority to support the
research community.

G2.3

Privacy notice

The individual’s right to be informed is set
out under Articles 12, 13 and 14 of UK
GDPR.

If you are requesting personally identifiable
data, you must demonstrate that you have in
place a UK GDPR compliant privacy notice
that informs the subjects of the processing of
their personal data.
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Applications from health and social care
providers to process personally identifiable,
where ‘direct care’ is cited in G1, must
evidence their corporate privacy notice. The
ODR recommends that a hyperlink to the
published notice is included in Section K.

Applications to process personally identifiable
data for purposes other than direct care must
be project-specific and provide due r&rence
to the role of PHE as a source of .
Detailed guidance to support y; cueting
this legal responsibility is a rom

the ICO and summarised in Approval
Guidelines: privacy (Annex D).

example wor t describes the role of
PHEasas source of data.
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Section H: Ethics approval for research

If you are requesting data from PHE that relates to NHS patients’ or their care, you must
demonstrate that your project has NHS Research Ethics Committee (REC) Favourable
Opinion from the Health Research Authority.

Applicants must demonstrate this approval by providing:

e the name of the research ethics committee,

e reference assigned by the committee and; %

e your application must also be accompanied by copies of the approval let ) Trom
the committee and/or acknowledgement of amendments to an existin mal,
where either a substantial amendment has been sought or the co t as been
informed of a non-substantial amendment. 'T%

Applications for NHS Research Ethics Committee review can &ed using the
Integrated Research Application System (IRAS).

If you are requesting data that does not relate to N @1 or their care, institutional
REC approval is sufficient (ethical oversight and ap | from your own organisation).
Where applicable, evidence of this approval mfist als® be sent with the details listed
above (committee name, project reference g8videfnce of approval and/or
acknowledgement of any amendments).‘ %

Applicants should note that the OD W/iew the concordance of document versions
submitted for REC approval, aga@wose submitted to the ODR as part of their data
request. Applications will be d where version control does not align. For more
information on best practi cument management, read Section 9.5 of the UK
Policy Framework for H nd Social Care Research (2017).

Whilst applicati % ta can be discussed with the ODR Pre-application Support
Service (PaS iokto confirmation of relevant approvals being received, all approvals,
including ( plicable) NHS REC favourable opinion and Section 251 of the NHS
Health and Social Care Act 2006 (S251), must be sought and submitted as part of a
consolidation and complete application before ODR will commence its formal review.

H1.1 Research Ethics Provide the name of the REC who reviewed
Committee (REC) name | your application.

H1.2 Reference(s) assigned Provide the REC reference(s) assigned to your
by the REC project.

H1.3 | have attached all REC | You must accompany your application with all
approval letter(s), the REC approval letters, including
including amendments amendments.

33


https://www.myresearchproject.org.uk/
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/uk-policy-framework-health-social-care-research/
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/uk-policy-framework-health-social-care-research/

ODR Approval Guidelines: completing the ODR data request form

Section I: Information governance, data management and security

assurances of the applicant’s organisation

For all requests to access personally identifiable or de-personalised data (see Section
E1l), the ODR will check that the organisation requesting the data has in place
appropriate organisational and technical safeguards to process the data safely and

securely.

I1: Information governance declaration

1.1

met

[, the applicant, certify by
ticking this box that the
above organisational
information governance
requirements have been

You must certify that the follow é?ees are
in place to ensure that the d% afe from
unforeseen, unintended wﬂ olent use:

e | certify thatt idual(s) who will
process t Is a/are bona fide

worker(a applicant’s organisation

(Segti :
o | c%hat the individual(s) (including
xﬁr anent, temporary and locums) who
Il process the data has/have been
subject to personnel background

* checks and their employment contracts
s include compliance with organisational

information governance standards.

e | certify that information governance
awareness and mandatory training
procedures are in place and the
individual(s) who will process the data
is/are appropriately trained.

e | certify that the data can be entrusted
to the organisation, in the knowledge
that the individual(s) processing the
data will conscientiously discharge
his/her/their obligations, including with
regard to confidentiality of the data.

Indicate, using the tick function that you can
comply with the statements outlined above.

Should you not be clear about how to comply
with these responsibilities or are unable to
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provide such assurances, the ODR strongly
recommends that you seek advice from your
organisation’s information governance team,
Data Protection Officer or legal counsel.

I2: Territory of processing

2.1 Territory of processing Select from the drop down the region the data
will be processed. Where the data will be
processed in more than one region or&&ide

of the EEA, select ‘other’ and spec%

The territory of processing i ot only
where the data will be acgess nd worked
upon, but also where it | d and where
those servers are ph located.

For the avoidag oubt, this includes the

server locati oud hosting
arrangem@
I3: Data protection registration (UK organis%%nly)

L 2
The Data Protection (Charges and | dtion) Regulations 2018 requires that every

organisation in the UK that proce rsonal information to pay a fee to the ICO,
unless they are exempt.

If your organisation is ba the UK, you must provide details of their organisation’s
registered name, regi number and the expiration date of the data protection
register, as detai@& Data Protection Public Register.

Details of e@anisaﬁon registered on the Data Protection Public Register are
publically available at www.ico.org.uk/esdwebpages/search. Should your organisation
not appear on this Register, it is advised that you liaise with your information governance
team or Data Protection Officer, so that this evidence can be provided to the ODR as
part of your application.

If you are requesting to access personally identifiable data and citing that the lawful
basis for the processing under Article 6 is Article 6(1)(e) Public Task, the ODR will also
validate this is correct using the Register.
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13.1 Data Protection Public Insert the unique registration number for the
Registration number organisation named in Section A2 as recorded
in the Data Protection Public Register.

If your organisation is exempt from completing
the register or situated outside of the UK, state
‘Exempt’ and leave your responses to 13.2 and

13.3 blank.
13.2 Registered organisation | Insert the official name of the organisation as
name recorded in the Data Protection Publi
Register. (\
13.3 Registration expiration Insert the expiry date for the
date organisation’s data protectio
register record (a registration i ually valid

for 12 months).

14: Security assurance :0

A key principle of the UK GDPR is the 'security primgi (UK GDPR Article
5(1)(f)). This principle requires that data is:

”"processed in a manner that ensure%}priate security of the personal data,
including protection against unautpori or unlawful processing and against
accidental loss, destruction or dge, using appropriate technical or
organisational measures (‘i y and confidentiality’)”.

Article 32 of the UK GDPR @s more specifics on the security, stating:

nature, scg[x ext and purposes of processing as well as the risk of varying
likeliho & verity for the rights and freedoms of natural persons, the

cont d the processor shall implement appropriate technical and
organisatfonal measures to ensure a level of security appropriate to the risk”.

"taking into a%be state of the art, the costs of implementation and the

In this section you must demonstrate that you have in place suitable policies, procedures
and practices that ensure the data are safe from unforeseen, unintended or malevolent
use.

These include:

e technical measures, such as encryption, anti-virus, anti-malware and firewalls
e physical measures, such as ensuring servers are in a separate room with secure
lockable doors using access codes or entry combination/cards
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organisational measures, such as appointing a Data Protection Officer, policies
and staff training to recognise system threats, such as phishing emails, malware and
unauthorised use; breach reporting procedures or restricting access to the data to a

need-to-know basis

The ODR will review the assurances you provide to make sure that your

organisation’s information security measures provide sufficient guarantees equivalent to,
or better than, the Department of Health and Social Care’s data security and information
governance requirements — as set out in the Data Security and Protection Toolkit.

14.1

Security assurance

Select using the tick boxes one of three
security assurances that demo that
the organisation named in A In

place appropriate organiﬂn, hysical and
technical measures to the
confidentiality, securi grity and availability
of the data. you ertify to the ODR that
d in A2 can provide
sufficient ees that they will implement
appropriateftechnical and organisational

me es, and that you will continue ensure

t}%o pliance on an ongoing basis.

A description of the possible choices is outlined
below, alongside an explanation of the qualified
application requirements that must be shared
with the ODR to confirm these measures are
valid:

« Data Security and Protection Toolkit
(DSPT) (previously called ‘Information
Governance Toolkit’) is the gold standard
and a requirement for all health and care
services operating under an NHS
contract from April 2018. Where the
DSPT is indicated and the reference
provided, the ODR will
assess your organisation has in place
‘Standard Met’ or ‘Standard Exceeded’
for the most recent version of the
toolkit. Where partial or non-compliance
is revealed, the ODR will require you to
update the toolkit record to address the
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>

shortcomings before we can progress or
provide alternative evidence (either
1ISO27001:2013 certification or a project-
specific SLSP). You can search for your
organisation’s DSP toolkit code

and score on the toolkit website.

ISO 27001:2013 certification with
alignment of policies, procedures and
controls to ISO 27002:2013 and, if
utilising third party services IS%
27017:2015, ISO 27018:201(where the
third party has a multi-te w
location). Where ISO ion is

indicated, you must sub@it a copy of a
valid 1ISO certific part of the
application. T ificate must clearly

indicate th and address of
the org identified in A2.

A pro cific System Level
Sev;/ Policy (SLSP) - you must

&J}b it to the ODR a report that is

scriptive of how your organisation will
administer, secure, handle and use the
requested data with due regard to the
organisational, technical and physical
controls employed to enforce your
organisation's information governance,
security policies and procedures. The
SLSP must consider the complete
lifecycle of the data, including deletion
and due reference should be given to
corporate policies. A template is
available on request from the ODR that
will assist in the formatting of an SLSP.
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Section J: Data processor(s) acting under instruction

All fields in this section are mandatory where a third party (a person, public authority,
agency or other body) will act on the documented instructions of the controller to
process the data in circumstances where the data cannot be rendered anonymous to
the ISB1523: Anonymisation Standard for Publishing Health and Social Care Data.

The formal definition of the ‘Data Processor’ and ‘Processing’ as set out in
the UK GDPR Atrticle 4: \

Article 4(8) ‘Data Processor’ means a natural or legal person, public auth ency or
other body which processes personal data on behalf of the controller. w

Article 4(2) ‘Processing’ means any operation or set of operation %‘u is performed on
personal data or on sets of personal data, whether or not by a %ed means, such as
collection, recording, organisation, structuring, storage, ad i@n or alteration, retrieval,
consultation, use, disclosure by transmission, disseminaii therwise making

available, alignment or combination, restriction, era$ estruction.

In circumstances where the data cannot b ectively rendered anonymous to the
ISB1523 Anonymisation Standard, you must plete the information in Section J.
Where there are multiple processors % processor has instructed a sub-processor),
repeat the content of Section J for es. These assurances can be included in
Section K: Any additional inform

agreement must also ac ny your application. The data processing

agreement must c the obligations prescribed in Articles 28 — 36 of UK
GDPR and ter y mirror controls that will be placed on the applicant by PHE;
specifically:

For each processor or tha’ § ctive sub-processor(s), a fully data processing
ith

e there are documented instructions to process the data for a specific, time-
limited purpose

e there is evidence of due diligence over the suitability of the processor in respect of
the types of personal data being processed

e there are suitable confidentiality clauses in the agreement

e the processor has adequate information security in place

e the contract manages the downline use of sub-processors

e the contract puts in place measures for the processor to help the controller comply
with data subject rights
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e there are mechanisms to assist in cooperation with the controller and the relevant
data protection authorities

e there are processes in place to deal with data incidents and data breach notifications;
and

e there are processes in place to deal with destruction or return of personal data at the
end of the agreement.

These expectations are set out in ODR Approval Guidelines: data processors
(Annex H) and an example copy of the ODR contract is available on request.

You are strongly encouraged to consult with your organisation’s information @ance

team, Data Protection Officer or legal counsel to make sure that all obli toutin

Articles 28-36 can be met and that all necessary due diligence has be ucted

before formally procuring the services of the Data Processor. &

J1.1 Are you instructing a Select from the dr n and if yes, complete
Data Processor to J1.2 and J1.3.

process the PHE data on

your behalf? v
J1.2 Data Processor name Provide the name of the Data Processor that
Y instruct to act on behalf of the
rganisation named in A2.
J1.3 Data Processor address 4 Provide the business address of the Data

rocessor named in J1.1.

J2: Information governance aw es - data processor declaration and data

processing agreement e&

When instructing ’t Processor, you must execute a written data processing
contract. The ¢ ust bind the Data Processor to the controller in respect of its
processing itles, as specified in your application.

In addition, you must certify to the ODR that the processor has provided you with
sufficient guarantees that they will implement appropriate technical and

organisational measures, and that you will continue ensure their compliance with these
measures on an ongoing basis.

In J2.1, you are asked to declare the following:

e | certify that a data processing agreement has been executed that:
— provides an explicit, written directive to the Data Processor to process the data
for a specific, time-limited purpose(s) as presented to ODR in this
application; and
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— complies with and enforces the legal obligations under Articles 28 — 36.

o | certify that appropriate due diligence has been conducted to demonstrate that:
— the Data Processor can provide “sufficient guarantees” (in particular,
terms of its expert knowledge, resources and reliability) to implement appropriate
technical and organisational measures; and
— the Data Processor will conscientiously discharge their obligations, including
confidentiality of the data and understands their direct obligations under the UK
GDPR.

e | certify that the Data Processor’s compliance will be reviewed on an ongoing basis,

in order to satisfy the accountability principle.

A copy of the fully executed data processing agreement must accompan;&
application. w

J2.1 I, the applicant, certify by | Indicate, using the tic on that you can
ticking this box that the comply with the de n statements as
above responsibilities outlined above.

executed data

have been addressed 0
and a copy of the v

processing agreement \
accompanies this ‘b

application

¢
N
J3: Confidentiality and data protecg surance(s) - data processor

Per the declaration in Se @,you must show that the Data Processor(s) can provide
“sufficient guarantees” ement appropriate technical and organisational measures
to ensure that the &a safe from unforeseen, unintended or malevolent use; and
can uphold and o

e

an % the rights of the data subject. As part of your assessment of
sufficient g

, you should have in place a number of due diligence activities.
These may include activities that assess:

¢ information securities policies and procedures

e cyber risk assessment and compliance

e incident reporting and if they have a history of breaches (notified or not);

e evidence of staff training and awareness of confidentiality and data protection
e procedures for vetting staff

e audits or investigated by the ICO

e contractual management of sub-processors
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This list is not exhaustive. You are reminded that should your application for ODR
Approval be successful, your organisation will be wholly liable for the conduct of the
Data Processor acting under your instruction.

The ODR does not ask that all of this due diligence is presented to the ODR in your
application, however, the ODR reserves the right to audit the ongoing due diligence in
respect of the instruction of the processor and broader compliance with the terms of an
ODR contract.

In this Section J3, you must evidence that:

all processing will be conducted within the UK or EEA — this includes &
hosting arrangements (including backup servers)

the Data Processor has information security measures in place h&ovide
sufficient guarantees equivalent to, or better than, the DHSC
and Social Care)’s data security and information governanc
out in the Data Security and Protection Toolkit; and
the Data Processor is registered on the Data Protecti lic Register.

ment of Health
irements — as set

J3.1 Territory of processing Select from the drop down the region(s) the

e the data will be processed in more
one region or outside of the EEA, select

6ﬁther’ and specify as applicable.

This includes not only where the data will be
0 accessed and worked upon, but also where it
& is stored and where those servers are

& Cb physically located. For the avoidance of
X

d tN be processed by the Data Processor.
thk

doubt, this includes the server locations for
cloud hosting arrangements.

J3.2 Protection Public Provide the Data Processor’s Data Protection
egister Registration Public Register registration number.
number

If your Data Processor is exempt from
completing the register or situated outside of
the UK, state ‘Exempt’ and leave your
responses to Sections J3.3 and 13.4 blank.

J3.3 Registered organisation | Provide the name of Data Processor
name as recorded in the Data Protection Public
Register.
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Where this name is substantially different to
the response provided in J1.2 it is
recommended that you provide an
explanation as to why in Section K (eg the
trading name and registered name are
different for branding purposes).

If the Data Processor has a
number of records reported in the
register and they are unsure which to\
em on

report, the ICO recommends calli
0303 123 1113 to establish whij dto

rely on.
Provide the expiry date for thefgrganisation’s

J3.4 Registration expiration
date Data Protection Public ister record (a
registration is usuall for 12 months).
J3.5 Security assurance Select using the ti es one of the three

&
&

O

security assur hat demonstrates that

the Data Pr asin
place ap tate organisation, physical and
I

tect& asures to ensure the
i

idéntiality, security, integrity and
&bility of the data.

4
Descriptions of the possible

choices are outlined below,

alongside an explanation of the qualified
application requirements that must be
shared with the ODR to confirm these
measures are valid:

o Data Security and Protection Toolkit
(DSPT) (previously called ‘Information
Governance Toolkit’) is the gold
standard and a requirement for
all health and care services operating
under an NHS Contract from April
2018. Where the DSPT is indicated
and the reference provided, the ODR
will assess the Data Processor has in
place ‘Standard Met’ or ‘Standard
Exceeded’ for the most recent version
of the toolkit at the time of review.
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>

Where partial or non-compliance is
revealed, the ODR will require you to
demonstrate alternative evidence
(either 1ISO27001:2013 certification or a
project-specific SLSP). You can search
for the Data Processor’s

organisation’s DSP toolkit code

and score on the toolkit website.

ISO 27001:2013 certification with

alignment of policies, procedu&md
controls to ISO 27002:201 d,
utilising third party servi %
27017:2015, ISO 27 (where

the third party has,a mulit-tenanted
lemit a copy of a

location). You
valid, in date rTﬁate as part of the
applicatio certificate must

clearly i the name and address

of the rocessor.
A ct-specific System Level
\S:lac rity Policy (SLSP) - you must

bmit to the ODR a report on how the
Data Processor will administer, secure,
handle and use the requested data
with the technical and physical controls
employed to enforce organisation's
information governance, security
policies and procedures for the
lifecycle of the data, including deletion.
Due reference should be given to
corporate policies. A template is
available on request from the ODR that
will assist in the formatting of an SLSP.
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Section K: Any additional information

K1.1 Any additional Stipulate any other information relevant to
information this project you think the ODR should be
aware of.

Section L: Declaration

The declaration statement outlined in Section L requires the chief investig&

acknowledge their responsibilities in applying for ODR Approval and t ormation
shared with ODR in the application is true, complete and accurate.

It states: é

By submitting this application form to the ODR I, the chief gator, certify:

e the information contained in this application for , correct and complete. |
understand that any misrepresentations may invalidate my application or lead to a
delay in access to data x

e | have read the ODR Approval Guidelin%nd where applicable,
sought assistance from the ODR/subject specific experts in the development of my
application ?’

e | have consolidated all accom INg evidence as prompted by this form and the
ODR Approval Guideline lication requirements; and

« lunderstand that whe % mployees make intellectual, scientific and professional
contributions to this , their input will be acknowledged through co-authorship
or by recognitio -author contributor on all publications produced from the
data. )

In agreeing&tatements, the date of declaration must be completed.

L1.1 Date of declaration You must sign the declaration by adding the
date of declaration. This should be within three
calendar months of application submission.

Should your application be found to be invalid,
this declaration will need to be completed
again.
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Section M: Summary of evidence

The summary of evidence provides you with an indicative list of documents that will
need to be submitted to the ODR based on the responses you have provided.

This Section M is populated automatically based on conditional logic that is built into the
form’s design. However, the ODR strongly recommends that

you review the ODR Approval Guidelines: application requirements to ensure that
you compile all the requisite mandatory or qualified application requirements before
submitting your application for ODR Approval.
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ODR Approval Guidelines — publication list

Applying for data
Application requirements
Annex A: completing the ODR data request form
Annex B: scientific protocol
Annex C: data specification
Annex D: privacy notice
Annex E: lay summary
Annex F: data linkage (pending publication)

Annex G: applying the national data opt out w\

Annex H: data processors

Cost recovery w
Feedback e\t

The ODR welcomes your feedback on the content and form is document. Please
contact ODR@phe.gov.uk. : q
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