DATA STRATEGY

For information provided in statutory reports
under the Defence Reform Act 2014
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1. The SSRO

1.1 The Single Source Regulations Office or SSRO is an

executive non-departmental public body, sponsored
by the Ministry of Defence (MOD). We play a key role

in the regulation of single source, or non-competitive
defence contracts. It is vital that single source contracts
efficiently deliver the goods, works and services the UK
government needs for defence purposes.

1.2 The Defence Reform Act 2014 (the Act) created a

regulatory framework for single source defence
contracts. The framework places controls on the prices
of qualifying defence contracts (QDCs) and qualifying
sub-contracts (QSCs) and requires greater transparency
on the part of defence contractors. These contracts are
worth a significant amount, with a total estimated price
of over £20 billion for contracts that became QDCs or
QSCs since April 2015.

1.3

1.4

The SSRO is at the heart of the regulatory framework,
supporting its operation. We keep the framework
under review, monitoring reporting compliance,
giving guidance and answering questions about its
operation. We analyse data and provide reports and
recommendations to the Secretary of State.

When undertaking our statutory functions, we aim to
ensure:

« Good value for money is obtained in government
expenditure on qualifying defence contracts.

+ Persons who are parties to qualifying defence
contracts are paid a fair and reasonable price under
those contracts.




2. Data reported on qualifying contracts

2.1 Defence contractors are required to provide reports to 2.2 The reported data provides a significant, growing
the SSRO and the MOD if they hold qualifying contracts resource. As at 30 April 2018, 667 contract reports and
under the regulatory framework. The Single Source 199 supplier reports had been submitted.

Contract Regulations 2014 prescribe the types of
reports, their contents and the circumstances in which
they must be provided. The reports fall into two broad
categories, as summarised in the table below.

2.3 The data may be used to help ensure the government
obtains good value for money from its expenditure on
qualifying defence contracts and that contractors are
paid fair and reasonable prices. This strategy sets out the
SSRO’s approach to reported data and how we intend
to work with stakeholders to deliver our associated
functions.

Figure 1: Reports required under the regulatory framework*

Overhead Strategic reports

Report category Reports
- _

*In this table, and in the Regulations, “QBU" refers to a qualifying business unit.




3. Our approach so far

3.1

3.2

The SSRO has sought to facilitate reporting, use of
reported data and improved data quality. We have
established the Defence Contracts Analysis and
Reporting System (DefCARS) as a secure, online system
that is easy to use and which:

« Enables contractors to submit statutory reports and
access their data.

- Facilitates monitoring of compliance with reporting
requirements by the SSRO.

« Holds reported data and makes it accessible.

+ Produces reports and supports analysis of reported
data.

We have aligned our statutory guidance on preparing
reports with user guidance for DefCARS and associated
system developments. In doing so we have supported
contractors to provide data required by the framework
in a useable format. We have also sought to improve
submissions by:

+ Responding to queries through our helpdesk, backed
up with face to face support.

+ Training people on how to use DefCARS and having
onboarding meetings with contractors new to the
regulatory framework.

3.3 We monitor compliance with reporting requirements

in accordance with our published methodology,
engaging with contractors and the MOD to improve the
quality of submissions. DefCARS has been designed to
automatically validate elements of submitted reports
and to enable queries to be raised and answered in-
system.

3.4 The reported data is yet to be fully utilised, although

we have used reported data in our work, for example
our study of risk and incentives in single source defence
contracts, and we have produced reports in DefCARS
to meet requests for analysis from the MOD. We publish
a series of bulletins containing key statistics relating to
QDCs and QSCs.

3.5 The SSRO’s work has been informed throughout by

engagement with stakeholders. We established a
Reporting and IT working group with representatives
from the MOD and the defence industry which provides
important feedback on reporting issues, guidance and
use of DefCARS.




4, Our vision

The data submitted by contractors in statutory
reports is fully utilised in procurement
decisions, contract management and the
development of the regulatory framework

to deliver value for money and fair and
reasonable prices.

4.1 To achieve the vision, reported data must be relevant,
comparable and reliable. References in the strategy
to high-quality data are to data that satisfy these
requirements.

4.2 Data will be relevant if what is prescribed by the
Regulations and submitted by contractors is that

which is needed for the regulatory framework and no
more. The data must also be submitted on time. To be
usable, data must be comparable over time and will be
standardised to aid comparability. Data will be reliable if
it is accurate when submitted, complete and within valid

ranges.

4.3

44

4.5

Data collection must be efficient, with data collected
only once if possible and providing a single version of
the truth. The burden on contractors making reports
must be minimised, making it as easy as possible to
submit reports.

The data must be accessible. It will be available for
those who need to access it and have a legitimate right
to do so. Data will be supported by sufficient material
to enable it to be interpreted, such as definitions and
information on quality.

Data will be submitted and held securely. We will ensure
appropriate confidentiality and integrity of the data we
handle and manage.




5. Our strategy

Support

We will continue to support contractors to provide
high-quality data by helping them to understand their
reporting obligations, our guidance and DefCARS. The
support we provide will include our reporting helpdesk,
on-boarding meetings and training. We will listen to
the views of stakeholders and look for ways to keep
improving our support offering.

Guidance

Our guidance on the preparation of reports will support
the efficient collection of high-quality data, minimising
the burden on contractors. To be effective our guidance
must be clear, applicable, and useful and producing
guidance that meets these standards will remain a
priority. With this in mind we will continue to make
appropriate links between our reporting guidance

and DefCARS user guidance. We will take an evidence-
based approach to preparing guidance, consulting with
stakeholders on priorities and content, and ensuring we
consider the available information, including the findings
from our reviews of reporting requirements, compliance
monitoring, support arrangements and analysis of
reported data.

Review

We will review reporting requirements in consultation with
stakeholders and take action, where necessary, to promote
the efficient collection of high-quality data and minimise
the burden on contractors. We will continue to build an
understanding of how the data submitted in reports is
being used and can be used to achieve value for money
and fair and reasonable prices.

Our reviews will consider learning from across our work,
including compliance monitoring, analysis and feedback
from DefCARS users. The action we may take to improve
reporting includes:

+ changing how the data is standardised within DefCARS
to increase comparability;

+ producing revised reporting guidance; and

- recommending that the Secretary of State changes
the reporting requirements in the Regulations, if
that would improve data quality, or if there are data
requirements that can be deleted.

We will ensure that our wider work is informed by review
findings. For example, we will develop reports in DefCARS,
based on analysis carried out for a review, that use the data
and support better procurement.




Security

We remain committed to ensuring that information
entrusted to us is only available to those with a legitimate
right to access it and is not open more widely. There will
continue to be an Information Asset Owner for DefCARS,
responsible to the SSRO’s Senior Information Risk Owner.
We will maintain our implementation of relevant guidance
and standards on design, architecture and operation of
information systems, technology, risk and security. We
will make appropriate use of external service providers
who can contribute relevant expertise and meet quality
and service standards, which currently include 1SO27001
and Cyber Essentials Plus certification. We will continue
formal risk management and treatment for DefCARS

and maintain the security accreditation for the system,

at present from the MOD's Defence Assurance and
Information Security service and maintain the SSRO’s own
Cyber Essentials Plus certification.

Figure 2: Elements of the data strategy
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6. Implementation

6.1 The data strategy will be delivered by the SSRO as part
of its Corporate Plan, which prioritises our work over
a three-year period. The Corporate Plan is reviewed
annually in consultation with key stakeholders.
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