HMG Department for Culture Media & Sport: Consultation on the General Data Protection Regulation derogations 
Thomson Reuters’ Response          
 
Thomson Reuters welcomes the initiative of DCMS to solicit views on the derogations contained in the specified Articles of the EU’s General Data Protection Regulation and to update the Data Protection Act 1998 in response to the increased level of data processing/exchange of personal data in the digital age.  We appreciate the opportunity to provide feedback to ensure that the legitimate use of data is balanced by the need for greater protection of personal data. Rather than respond question by question, we will address specific sections where we feel we can contribute, including Theme 7, Theme 8 and Theme 11.  
 
Theme 11 (Freedom of Expression in the Media)

 Article 85 of the GDPR requires member states to reconcile the right to the protection of personal data with the right to freedom of expression including processing for journalistic processes.  Although the Data Protection Act of 1998 exempts journalistic activity under Section 32, thereby safeguarding Article 10 of the European Convention on Human Rights, it is necessary, but not sufficient, to adopt Section 32 protections in response to the GDPR.  

The GDPR confers greater rights on data subjects and obligations on data controllers and processors, and claimants increasingly invoke the DPA to circumvent the Defamation Act of 2013.  As a result, proportionate and expanded protections for journalistic activity are critical to maintain the careful balance between privacy and freedom of expression.  

Article 10 of the ECHR requires those protections to apply not only to traditional media, but equally to search engines and archives that disseminate related content.  Those protections should: exempt data processing undertaken in connection with journalistic purposes; provide for international data transfers; make clear that consent of or disclosure to the subject, or the compelled disclosure of source identities, are not required; allow data processing related to criminal convictions and similar offences; and introduce a threshold of seriousness for bringing claims.  The foregoing protections work in tandem with the obligation of accuracy that continues to bind all publishers and distributors of journalistic content.  Indeed, they are absolutely necessary to ensure the responsible and meaningful investigation and publication of news and information in the public interest.

 
Theme 7 & Theme 8 (Sensitive Personal Data and Exceptions/Criminal Convictions) 

The fight against crime including money laundering, terrorist financing, bribery, corruption and fraud is a priority for the UK government and clearly in the public interest.  Plainly private sector actors can and do play a hugely important role in that fight, not least by processing/sharing data for the purposes of combating criminality. 
 
Thomson Reuters itself operates various screening and due diligence products, including a centralised risk identification database, World-Check. Thomson Reuters offers access to that database, on a commercial basis, to certain accredited clients, including Governments, banks, corporates and other major financial institutions, for the specific and sole purpose of assisting those clients in combating criminality (e.g. by assisting them in meeting their Know Your Customer regulatory obligations). The provision of this service is of vital importance when it comes to safeguarding key institutions against criminality, including but not limited to fraud, money-laundering and terrorism. In effect, the service offered by Thomson Reuters is a very valuable and important public interest service which contributes not least to maintaining the integrity of the international banking system.  
 
The GDPR explicitly recognizes in article 9.2g that it may be necessary to allow the processing of sensitive personal data for reasons of substantial public interest on the basis of union or member state law.  Article 10 otherwise affords Member States the right to enact legislation concerning the processing of data relating to criminal convictions and offences. In addition, Article 23 affords Member States the right to enact exemptions designed to aid  'the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, including the safeguarding against and the prevention of threats to public security' (Art 23(1)(d)) and 'other important objectives of general public interest of the Union or of a Member State, in particular an important economic or financial interest of the Union or of a Member State, including monetary, budgetary and taxation a matters, public health and social security' (Art 23(1)(e)).

        
We specifically invite the Government to ensure that, pursuant to these provisions, it enacts legislation which clearly safeguards data processing/sharing activities of the kind being undertaken by Thomson Reuters in connection with World-Check. We would be more than happy to meet to discuss these matters in more detail. 
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