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Theme 1 - Supervisory Authority

	Article 51 - Supervisory Authority

	This is a request for member states to notify the commission of the provisions it adopts by 25 May 2018 – no comments

	Article 53 - General conditions for the members of the supervisory authority

	No comments

	Article 54 - Rules on the establishment of the supervisory authority

	No comments

	Article 58 - Powers

	This is where the power to charge data controllers could be added (currently the notification fee) – not sure if we want to comment on that?

	Article 59 - Activity reports

	No comments

	Article 62 - Joint operations of supervisory authorities

	No comments

	Article 90 - Obligations of secrecy

	The Regulation/Act should define obligation of secrecy should this not state “professional secrecy” – how does this differ from confidentiality also included within the regulation?



Theme 2 – Sanctions
Feel the consultation should have also taken into account recital 148 “In order to strengthen the enforcement of the rules of this Regulation, penalties including administrative fines should be imposed for any infringement of this Regulation, in addition to, or instead of appropriate measures imposed by the supervisory authority pursuant to this Regulation. In a case of a minor infringement or if the fine likely to be imposed would constitute a disproportionate burden to a natural person, a reprimand may be issued instead of a fine. Due regard should however be given to the nature, gravity and duration of the infringement, the intentional character of the infringement, actions taken to mitigate the damage suffered, degree of responsibility or any relevant previous infringements, the manner in which the infringement became known to the supervisory authority, compliance with measures ordered against the controller or processor, adherence to a code of conduct and any other aggravating or mitigating factor. The imposition of penalties including administrative fines should be subject to appropriate procedural safeguards in accordance with the general principles of Union law and the Charter, including effective judicial protection and due process.”

	Article 36 - Prior consultation

	Paragraph 5 of this article states that Member state law may require controllers to consult with and obtain prior authorisation from the supervisory authority in relation to processing by a controller for the performance of a task carried out by the controller in the public interest, including processing in relation to social protection and public health.

What is the definition of ‘high risk’?

I would strongly request that any such law would be drafted only in consultation with relevant stakeholders. Seeking authorisation from the supervisory authority for such processing may be time-consuming for all parties and careful thought must be afforded to this.
Would each instance require authorisation or would an overarching authorisation be considered appropriate?


	Article 58 - Powers

	3(a) shall have the power to advise regarding Article 36 – does this preclude the authorities right for sanctions or right to investigate if misconduct found in this process – for example does this place a duty upon the supervisory authority to provide advice / guidance to correct issues found at this point

	Article 83 - General conditions for imposing administrative fines

	Paragraph 7 states that each Member State may lay down the rules on whether and to what extent administrative fines may be imposed on public authorities and bodies established in that Member State.

I would suggest this must be given careful consideration in terms of the effect that fines have on the behaviour on public authorities when processing personal data and who will assume responsibility for paying the fine.

	Article 84 - Penalties
	Paragraph 1 states that Member States shall lay down rules on other penalties applicable to infringements of the Regulation. 

Difficult to comment without details of the penalties under consideration. Article 58 provides the supervisory authority with the power to issue warnings; reprimands; order a controller to comply with the Regulation or impose a ban on processing. Not sure what else there is?

What is the definition of penalties with regard to UK law, would we define what is and is not an administrative fine?



Theme 3 – Demonstrating Compliance 

	Article 40 - Codes of conduct

	Would welcome codes of conduct on the areas listed here in 40(2).

	Article 42 – Certification

	Would welcome the establishment of data protection certification and data protection seals and marks as proposed. 
Feel that the administrative costs for set up will offset by the ease of finding compliant processors, for example, via screening for those adhering to a code or displaying a certification seal.   However; there is an importance to establishing what certifications will be acceptable and for which articles ie ISO 27001 for Technical Security would not cover all aspects of a code of conduct.

	Article 43 - Certification bodies
	No comments




Theme 4 – Data Protection Officers

	Article 4 - Definitions

	Important to note the recommendations of the Article 29 working party on Core Activities; Regular and Systematic Monitoring.
Ensure that there is a consistent definition of a “public authority” for which a DPO is a mandatory requirement i.e. is a University a public authority?
Define the criteria for the appointment of a mandatory DPO and the requirement to document why a voluntary DPO has not been appointed.
Would welcome clarity on the interpretation of pseudonymisation and the interpretation of recitals 26 and 29.

	Article 37 - Designation of the data protection officer

	No comments

	Article 38 - Position of the data protection officer

	No comments



Theme 5 - Archiving and Research

	Article 89 - Safeguards and derogations relating to processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes
	Where processed for scientific, historical research or statistical purposes, Member State law may provide for derogations from the rights referred to in Articles 15 (right of access), 16 (right to rectification), 18 (right to restrict processing) and 21 (right to object)

Unsure what impact this has on retaining data for health research purposes – would pseudonymisation have to apply after a certain period of time for example when records are archived at the end of a research study – records can be required to be kept up to 15 years?
Would welcome clear national position and guidance on dealing with historical consent for existing health research studies, in particular cohort studies where the consent from the past may not be deemed best practice within the Regulation. Consideration of a formal continuation order for such research studies would be welcomed.




Theme 6 – Third Country Transfers

	Article 49 – Derogations for specific situations
	GDPR does not specifically mention USA privacy shield; 
Will need to ensure that the key criteria for adequacy for data transfer are established/updated.




Theme 7 – Sensitive Personal data and exceptions

	Article 9 - Processing of special categories of personal data
	Paragraph 4 states that Member States may maintain or introduce further conditions, including limitations, with regard to the processing of genetic data, biometric data or data concerning health.

Paragraph 2 list of exceptions states that data concerning health may be processed for the provision of health or social care treatment or the management of health or social care systems and services (h) or is necessary for reasons of public health (i).
I would consider that the exceptions are appropriate to cover the purposes that NHS Digital processes data relating to health. I would strongly call for consultation should we be considering introducing limitations to this.

9(2)(h) and 9(2)(i) there is a need to consider the impact on the Health and Social Care Act, and NHS Acts for England, Wales and Scotland – would this result in additional limitations or powers for the transfer for health and social care data; for example this does not mention for direct care purposes or the purposes of research in health and social care which is a key element for improving health services in England and Wales.   
9 (4) as above for any limitations posed of biometric or health data 




Theme 8 – Criminal Convictions

	Article 10 - Processing of personal data relating to criminal convictions and offences
	No comments



Theme 9 – Rights and Remedies

	Article 17 - Right to erasure ('right to be forgotten')

	What are the limitations and exemptions upon the data controller, what is the “reasonable” action a controller must take to ensure other Data Controllers have erased data?
 What are the grounds for which data erasure can take place – for example if an element of the consent procedure/fair processing notice was inaccurate would that be a ground for requiring erasure.

	Article 22 - Automated individual decision-making, including profiling

	No comments

	Article 26 - Joint controllers

	There is no definition of “data controller in common” in GDPR will this be deemed to mean the same of joint data controller?


	Article 80 - representation of data subjects
	Need to understand what will not be and will be exempt from damages – either by the DC the DP or both will the definition of damage be similar to current English law cases ie Google Inc. v Vidal-Hall & Others
[2015] EWCA Civ 311



Theme 10 - Processing of Children’s Personal Data by Online Services

	Article 8 - Conditions applicable to child's consent in relation to information society services.
	There is no definition of a “child” in GDPR
What is the definition “reasonable”  with regard to obtaining consent – given the additional requirements for evidencing consent within GDPR – for example clear descriptions of what data is collected and how it will be used, a clear statement of acceptance etc
Article 6(1)(f) – need to consider the situations where the rights and freedoms of the child will override the Data Controllers rights in relation to processing
Recital (38) what specific protections will be established with regard to use of a child’s data for marketing.  What rights will be established regarding overriding the need for parental consent to offer preventative/counselling advice and at what age will this apply?
Article 57(1) (b) – what will be the specific duties of the supervisory authority with regard - promote public awareness and understanding of the risks, rules, safeguards and rights in relation to processing. Activities addressed specifically to children



Theme 11 – Freedom of Expression in the Media

	Article 85 - Processing and freedom of expression and information
	No comments



Theme 12 – Processing of Personal Data

	Article 6 - Lawfulness of processing

	Very close to existing Schedule 2 conditions

Article 6 – (1)(f) cannot be relied upon for data processing by public authorities therefore the legitimate interests cannot be relied upon by Public Authorities for processing of data.  Would recitals 47-50 on be sufficient to enable the processing of health and social care data for administrative or research purposes? Important to highlight the gaps that may impact on health and social care public authorities.


	Article 18 - Right to restriction of processing

	No comments

	Article 28 – Processor

	Given the greater duty of care applied to DC in the selection of DPs will there will be a need for standard service provider contract clauses for processors and sub processors given?

	Article 29 - Processing under the authority of the controller or processor

	Given the greater duty of care applied to DC in the selection of DPs will there will be a need for standard service provider contract clauses for processors and sub processors given?

	Article 32 - Security of processing

	No comments

	Article 35 - Data protection impact assessment

	No comments

	Article 37 - Designation of the data protection officer
	No comments

	Article 86 - Processing and public access to official documents

	No comments

	Article 87 - Processing of the national identification number

	Need to consider the impact of any additional safeguards put in place on Health and Social Care (quality and safety) Act which established the need for an identifier for sharing information in health and social care – in England and Wales – this is established as the NHS number.

	Article 88 - Processing in the context of employment
	No comments



Theme 13 – Restrictions

	Article 23 – Restrictions
	No comments



Theme 14 - Rules surrounding Churches and Religious Associations

	Article 91 - Existing data protection rules of churches and religious associations
	No comments



Additional Question

	In the context of the derogations above, what steps should the Government take to minimise the cost or burden to business of the GDPR?
	Build on existing DPA foundation

Consult appropriately prior to implementation of any derogations

Would welcome clear national position and guidance on dealing with historical consent for existing health research studies, in particular cohort studies where the consent from the past may not be deemed best practice within the Regulation. Consideration of a formal continuation order for such research studies would be welcomed.







