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Dear Colleague,
General Data Protection Regulation  - Call for Views
Thank you for providing us with an opportunity to submit our views on the GDPR.
Theme 1 – Supervisory Authority
Article 58: Powers – The Government should consider including powers for the Supervisory Authority to bring criminal proceedings against individuals in cases equivalent to the current offence under section 55 of the Data Protection Act 1998.
Theme 2 – Sanctions
Article 36: Prior Consultation – If the Government introduces a requirement for consultation with and prior authorisation from the Supervisory Authority in respect of processing for tasks carried out in the public interest, we would suggest that it is subject to a threshold so that it is not a routine requirement in all processing scenarios. The timescales involved in prior consultation as set out in Article 36(2) would be likely to have a significant operational impact on processing for tasks carried out in the public interest.
Article 83: General conditions for imposing administrative fines – Pursuant to Article 83(7) the Government should lay down rules on whether and to what extent administrative fines may be imposed on public authorities and bodies. We would suggest that it is appropriate for public authorities delivering essential services to be subject to a lower level of fines, perhaps capped at the current maximum level of £500,000 which is still a significant sum for most public authorities, including the GMC. In the GMC’s case, our funding is derived directly from the doctors we regulate, through payment of an annual retention fee in respect of registration and licence to practise.  The GMC’s functions of registering doctors, setting educational standards, and investigating and taking action against doctors where concerns are raised, would be at risk were the GMC to receive fines at the GDPR maximum levels. Significant fines of up to €20 million would have a real and significant impact on the GMC’s ability to perform its functions in support of patient safety. The GMC is also a registered charity.
Article 84: Penalties – The Government should consider including powers for the Supervisory Authority to bring criminal proceedings against individuals in cases equivalent to the current offence under section 55 of the Data Protection Act 1998. 
We do not think that imposing personal liability or penalties for Data Protection Officers for GDPR breaches is desirable, and that the Data Controller should remain liable for any such breaches.
Theme 3 – Demonstrating Compliance
No comments 
Theme 4 – Data Protection Officers
Article 38: Position of the data protection officer – There should be an exemption from the secrecy/confidentiality obligations of the data protection officer to allow disclosure of information in the public interest to the Supervisory Authority or others as required e.g. Information Tribunal, courts, insurers etc. and for public interest disclosures. 
Theme 5 – Archiving and research
Article 89: Safeguards and derogations relating to processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes – 
Article 89(2) Research – Much of the GMC’s research relies on having a complete cohort in the dataset – if individuals could opt out in significant numbers or prevent the processing, this would reduce the value of the data or make it unusable. The GDPR exemption should certainly replicate s33 of the Data Protection Act 1998 in allowing research as a compatible purpose and exempting subject access rights in specific circumstances. The exemption should be extended to the other GDPR rights, as long as the existing s33 criteria are met (i.e. not published in identifiable format or used to make decisions about an individual).
Articles 18 & 21 could seriously affect research. Research activity might be based on the Article 6(e) condition for processing. In order to avoid any ambiguity as to how this applies in the research context where “compelling legitimate grounds for the processing which override the interests, rights and freedoms of the data subject” are required,  a derogation could make clear that research is a legitimate ground (similar to the existing s33 exemption from the second principle). It would be very difficult to pause processing for research every time one individual in a dataset wants to exercise their Art18/21 right. 
It would be useful if the derogation used similar wording to that in Article 17(3) which exempts research from the right to be forgotten.  
89(3) Archiving in public interest – An exemption mirroring section 33 of the Data Protection Act 1998 should be introduced. 
Theme 6 – Third Country Transfers
Article 49: Derogations for specific situations - The GMC actively shares, and receives, doctor-related Fitness to Practise data with overseas regulators (using the Internal Market Information system for EU regulators) and we would want this to continue for patient safety reasons. A specific derogation for sharing for regulatory functions and/or patient safety may be useful to facilitate this.
Theme 7 – Sensitive personal data and exceptions
Article 9: Processing of special categories of personal data – The Government should introduce further conditions for the processing of sensitive personal data, for example, in similar terms to those found in the Schedule to The Data Protection (Processing of Sensitive Personal Data) Order 2000. Paragraph 2 of that Order allows processing for example in the context of fitness to practise of regulated professions, but only in cases where such processing must necessarily be carried out without the explicit consent of the data subject. However, it should be noted that the Information Commissioner’s preliminary view (as articulated in their draft guidance on Consent published in March 2017) regarding consent is that public authorities will find it difficult to rely on consent as a basis for processing. The Government should be mindful of this when introducing conditions for the processing of sensitive personal data by public authorities.
There should be a provision which allows professional regulators particularly in the health sector to process sensitive personal data for the purposes of professional regulation and fitness to practise in order to safeguard patient safety.
Theme 8 – Criminal convictions
Article 10: Processing of personal data relating to criminal convictions and offences - The GMC does not have powers to prosecute, but it is crucial that we are able to process information relating to criminal convictions and offences, for example because this may form a head of impairment in relation to an individual doctor’s fitness to practise. It would also be relevant to the decision on whether an applicant should be granted registration. The Government should ensure that criminal conviction and offence information can be processed by medical and professional regulators as it is clearly relevant to fitness to practise and patient protection.
The GMC also wishes to be able to process information relating to criminal records checks in respect of employees where appropriate.
Theme 9 – Rights and remedies
Article 17: Right to erasure (‘right to be forgotten’) – Where personal data is processed to fulfil the GMC’s functions under the Medical Act, and that processing is necessary, we consider that Article 17(3)(b) is sufficient to restrict the right to be forgotten and therefore no additional measure is required.
Article 22: Automated decision making (including profiling) – No comments 
Article 26: Joint controllers – It is important to bear in mind the outsourcing of services by the public sector in this context. The Government should introduce a provision similar to section 1(4) of the Data Protection Act 1998 which confirms the position regarding the data controller where the processing relates to purposes which are required by or under any enactment. 
Theme 10 – Processing of Children’s Personal Data by Online Services
No comments 
Theme 11 – Freedom of Expression in the Media
No comments 
Theme 12 – Processing of data
Article 6 - No comments 
Article 18: Right to restriction of processing – There should be an exemption from this right to the extent that it would prejudice the GMC’s functions e.g. we would not wish to be restricted from processing where a doctor objects to accuracy in the context of a fitness to practise investigation because this could cause a delay in our investigatory activity. This in turn could have an impact on patient safety.
Article 86: Processing and public access to official documents 
No comments
Article 88: Processing in the context of employment – The Government should retain or introduce similar provisions to those set out in the Data Protection Act 1998, Schedule 7:
(1) References
(5)    Management forecasts
(7)    Negotiations
Theme 13 – Restrictions
Articles 12-22 – The GMC would welcome an exemption from data subject rights in Articles 12-22 similar to the current regulatory activity exemption in section 31 of the Data Protection Act 1998 – so that data subject rights do not have to be complied with by the GMC to the extent that the application of the particular right would be likely to prejudice the proper discharge of the GMC’s functions.
We have more specific comments in respect of particular articles below.
Article 14: Information to be provided where personal data have not been obtained from the data subject – In some cases the GMC receives complaints about doctors which, even if proven, would not raise any concerns about their fitness to practise. Where such a complaint could raise concerns if it formed part of a wider pattern, the doctor is informed so that they can reflect on it as part of their revalidation and appraisal processes. We know that being reported to and investigated by the GMC is a worrying and stressful process for doctors, and so we don’t feel it is helpful in all cases to inform doctors of concerns we have received where we have considered that concern does not require any further action. We would therefore request that the Government consider introducing an exemption from Article 14 in circumstances such as these. 
Article 15: Right of access by the data subject – As well as an exemption equivalent to section 31 of the Data Protection Act 1998, the Government should also include an exemption from the requirement to disclose personal data that also identifies another individual should be introduced which could include similar provisions to those under ss.7(4)-7(6) of the Data Protection Act 1998. The Government should also consider an exemption in respect of public authority unstructured data, such as the provisions under the current Freedom of Information and Data Protection (Appropriate Limit and Fees) Regulations 2004. 
Article 17: Right to erasure (‘right to be forgotten’) – see our previous comments on Article 17 under Theme 9
Article 18: Right to restriction of processing – see our previous comments on Article 18 under Theme 12
Article 20: Right to data portability – No comments
Theme 14 – Rules surrounding Churches and Religious Associations
No comments 
Additional question – Cost impact - In the context of the derogations above, what steps should the Government take to minimise the cost or burden to business of the GDPR?
The Government should address transfers of personal data post-Brexit as a priority. It will be much more burdensome for business to deal with transfers in the absence of an adequacy finding, or something akin to the EU/US Privacy Shield.
Should you require any clarification on any of these points, please do not hesitate to contact me.
Yours sincerely,

	


