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1. Introduction

The concept of being an e-bulk e-Broker is best described as a process by which one organisation offers their e-Bulk platform for use by other potential e-RBs that would otherwise be required to design and build their own e-Bulk interface.

In order for an organisation to offer their e-Bulk interface to other potential e-RBs there are criteria and processes that must be adhered to in order to be approved as an e-Broker.  It is expected that e-Brokers will be prepared to provide assurances, above and beyond those already given for e-Bulk, that their IT platform and associated procedures are secure and fit for purpose taking into consideration the concentration of risk to the Disclosure and Barring Service’s (DBS) electronic application and result data an e-Broker service presents.

It is important that all e-Brokers are mindful of the fact that DBS is currently only accepting applications to become an e-RB from those that meet the current 

e-bulk criteria of having submitted 1500 or more DBS applications in any 12 month period over the last 18 months and they have payment on account with the DBS.  

2. Purpose of the Document

This document provides the criteria and processes required to become an e-Broker. This document assumes that all the e-Bulk documentation set available on https://www.gov.uk/e-bulk-submitting-multiple-applications-for-dbs-checking-formerly-crb has been read and understood by the reader.  

3. Abbreviations & Terminology

This section provides definitions of abbreviations and terminology used in this document.

	Abbreviation
	Terminology

	3rd Party 
	An organisation who is not Registered with the DBS 

	Atos
	Digital services provider; provider of the CDC MFTS solution.

	BAG
	Business Assurance Gate questionnaire – This assures the DBS that the e-RBs businesses processes are compliant with relevant documentation including DBS’s Code of Practice and the e-bulk Interchange Agreement  

	BRT
	Business Readiness Testing

	CDC
	Canopy Digital Connect, a configurable ‘Software as a Service’ (SaaS) messaging solution provided by Atos that enables the secure exchange of messages and data between disparate government and non- government IT systems connected via the internet and the Public Services Network (PSN).

	CDC CoCo
	CDC Code of Connection - provides the minimum security standards for connected networks and hosted applications. It also defines the constraints on code provided by customers. For the purpose of e-Bulk DBS is the customer.

	DBS
	Disclosure and Barring Service 

	e-Broker
	Any organisation (RB, e-RB, potential e-RB or 3rd party) who has been or is applying to become approved by the DBS to offer their e-Bulk platform for use by other potential e-RBs


	E-bulk
	E-Bulk is a service that enables Registered Bodies to submit multiple applications and to receive the results of the DBS checks via the internet or via a PSN connection to the DBS.  

	e-RB
	An RB that has met the relevant e-bulk criteria, developed an e-bulk system and been approved by the DBS to use the e-bulk service 

	IAA
	Information Assurance Agreement - The purpose of this agreement is to ensure that DBS technical and process specifications, systems, and other information of or with respect to security and technical measures is protected from inappropriate access and unauthorised disclosure

	MFTS
	Managed File Transfer Service, MFT refers to software or a service that manages the secure transfer of data from one computer to another through a network (e.g., the Internet).

	Potential e-RB
	An RB that meets the relevant e-bulk criteria but has not developed an e-bulk system 

	PQQ 
	Pre Qualification Questionnaire - The process by which DBS assures e-brokers that DBS electronic application data is being securely and appropriately managed  

	PSN
	Public Services Network is the UK government's high-performance network, which helps public sector organisations work together, reduce duplication and share resources.

	RB
	A Registered Body is an organisation that is listed with the DBS and which is entitled to ask exempted questions under the Exceptions Order to the Rehabilitation of Offenders Act (ROA) 1974 Exceptions Order 1975 or will countersign applications on behalf of people or organisations who themselves are entitled to ask exempted questions. 


4. Out of Scope

· DBS will not assist in devising technical or business processes between the e-Broker and the potential e-RB in order to enable use of the e-bulk service  
· Neither DBS nor Atos will assist in dispute resolution between the e-Broker and the potential e-RB
· No financial contribution will be made by DBS or Atos
· Any financial framework or charging process put in place between an e-Broker and the potential e-RB are outside of the control of DBS and Atos
· DBS will not be liable for any costs incurred by the e-Broker if they are not approved 

· DBS will not be liable for any costs incurred by the e-RB as a result of any changes to the e-bulk system 

· DBS will assume that the e-Broker will have service management capabilities, procedures and processes. It is the e-Brokers’ and e-RBs’ responsibility to agree theses elements of the service between each other which as a minimum should include:

i. Service Desk for logging and progressing reported incidents from potential e-RBs
ii. Hours of service which ideally should mirror DBS e-Bulk First Line Support Helpdesk i.e. 09:00 to 17:00 Monday to Thursday and 09:00 to 16:30 Friday

iii. Incidents and Major Incidents resolution

iv. Request fulfilment e.g. password resets

5. E-Broker High Level Criteria 

5.1 Who Can Become an E-Broker

There are 4 types of organisation that can apply to become an e-broker:

· RB

· Potential e-RB

· E-RB

· 3rd party 

As well as adhering to the e-Bulk documentation set an e-broker must also:

· Assess their capabilities on passing the PQQ process. This is essential to avoid unnecessary time and costs that could be incurred if the PQQ is not approved by the DBS
· Comply with relevant sections of the DBS Code of Practice – This document places responsibilities on all RBs / organisations to correctly handle and safeguard information. These responsibilities extend to the use of the e-Bulk service and the IT systems that interface with it including e-Brokers
· Comply with the Data Protection Act 1998
· Assist potential e-RBs in completing any necessary documentation such as the BAG Questionnaire.
· Take the lead in completing test activities with DBS and Atos for each potential e-RB prior to being enabled on the live system

· Produce a detailed design document that demonstrates in detail the network and application design and what security controls are in place and this document must be made available to DBS upon request.

· Own or manage the physical and IT environment 

· Must be a Registered company at Company House
5.2 The e-bulk Deed / MoU is completed by the potential e-RB and it specifically requests details of the nominated contacts responsible for receiving Integrity Keys therefore the details of the e-Broker can be inserted into the relevant fields within the Deed / MoU so that the Integrity Keys are sent direct to them.    
6. On-Site Assurance Visits

DBS reserve the right to carry out an on-site assurance visit. The primary reason for this additional measure is to obtain further validation of the e-broker’s systems and processes due to the greater potential risk posed by a system hosting information from multiple e-RBs.  
6.1 The DBS Security Accreditor’s visit if required will follow the submission of the e-brokers PQQ and will ratify the responses received within this document and the practical implementation of all security measures in the relevant premises

7. The Testing Process 

The Testing Process covers a number of steps which involve the e-Broker, Atos, TCS and the DBS Testing Team.

7.1 Before testing can start, the e-Broker must have their PQQ approved by DBS.

7.2 Once the PQQ has been approved by DBS the RB/e-Broker will be invited to onboard to CDC. The e-Broker will be asked to provide contact details of their designated Organisation Administrator and it will be made clear what activities they are expected to carry out ahead of on-boarding. At a minimum they must ensure that any firewall and/or network changes required to connect to CDC environments have been made, and suitable Client Authentication Certificates have been procured, if necessary, and installed on user machines.  
7.3 Following approval of the PQQ the DBS Testing Team will also provide the e-broker with Integrity Keys required for Business Readiness Testing (BRT) and live submissions. 

7.4 Testing of the connection to the DBS MFTS will be conducted by Atos. 
7.5 Once the e-Broker has installed the Digital Certificate and it has been authorised by Atos, BRT can be arranged. DBS will coordinate the BRT testing, it is expected that this will be via a teleconference, with representatives from the e-Broker, DBS Testing Team, TCS and Atos present

7.6 Pre-production test:

· Test to be undertaken in the end to end test environment; RB test environment, Atos pre-production environment and TCS test environment) All connections are in place for an integrated test to take place (Note, as this is a new RB, they should be able to test in their production environment because, in effect, it is not a production environment yet as the RB has yet to go live). Therefore all RBs should be able to test.

· TCS issue integrity key to RB, RB sends a test CRB01 xml file (including the integrity key) to Atos. Atos processes CRB01  and TCS pulls the file through. TCS validates the content of the file (ensuring the file structures are correct) and if OK then processes and generates a CRB02 or CRB03. TCS push the CRB02 or CRB03 to Atos. Atos processes the CRB02 or CRB03 and then the RB pulls the file from the Atos ‘out’ folder and validates the CRB02 or CRB03 to ensure the messages are valid.

· A CRB 04 will be issued by TCS some time later and follow the same process as the CRB02/03.

· If successful, this will prove the connections work, and the file structures are accurate.
7.7 Business Readiness Testing (BRT):

· Following success in the test environment, the BRT test will take place in the production environment. This will mirror the tests in the pre-production environment but it will be a ‘live’ CRB01 that is sent, and a ‘live’ CRB02/03/04 that will be returned to the RB.

· Following success the RB will remain on the production environment and continue sending/receiving live files 
7.8 Within the next 1 - 2 days, DBS check to ensure that the Standard Disclosure has been processed correctly and that the e-Broker has received receipt of a DBS03 or DBS02 file.

7.9 DBS Testing Team will then confirm with the RB Account Management Team that e-Broker has passed BRT testing and is ready to go live.

8.
High Level Process Flow Diagram
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9.
Process Table


This table details the sequential stages and required actions for each relevant body / person within the process.

	Stage
	Action
	Action Owner
	Approved By

	1
	E-mail / written request to RB Account Management Team to register an interest and gain access to e-bulk documentation including e-bulk system specification and PQQ process.

The e-broker must have at least one potential e-RB who has agreed to utilise their e-service once approved. Confirmation of this agreement must be provided by the Lead signatory of that potential e-RB and included in the e-mail or letter.

E-mail address: 

RBManagement@dbs.gsi.gov.uk
or

Letter address:

RB Account Management Team

Disclosure and Barring Service 
10 Princes Parade 

Shannon Court 

1st Floor South

L3 1QY
	E-Broker

· For an RB, potential e-RB or an e-RB this the Lead signatory

· For a 3rd Party it is an employee of the 3rd party who is of an appropriate level of responsibility within that organisation i.e. CEO or Director  
	RB Account Management Team

	2
	Check if Information Assurance Agreement (IAA) has already been completed by e-broker and / or potential e-RB. 
Issue to e-broker and / or potential e-RB if not completed
	RB Account Management Team
	Not applicable

	3
	Read and complete IAA and return to:

E-RBs who are applying to become a broker can go straight to stage 6


E-mail address: 

RBManagement@dbs.gsi.gov.uk
or

Letter address:

RB Account Management Team

Disclosure and Barring Service 
10 Princes Parade 

Shannon Court 

1st Floor South

L3 1QY


	E-broker and / or potential e-RB 
	Not applicable

	4
	Provide e-broker with website link to e-bulk documentation including e-Broker process
	RB Account Management Team
	Not Applicable

	5
	Read and understand all e-bulk documentation contained at the website link

	E-Broker and potential e-RB 

	Not Applicable

	6
	Assess capabilities on passing the PQQ. This action is essential to avoid unnecessary time and costs that could be incurred if the PQQ is not approved


	E-Broker
	Not Applicable


	Stage
	Action
	Action Owner
	Approved By

	7
	Inform RB Account Management Team at address below that after reading e-bulk documentation and assessing your capability of passing the PQQ process that you wish to proceed and have a planned system development date. And if you do not wish to proceed you must also inform the RB Account Management Team.


E-mail address: 

RBManagement@dbs.gsi.gov.uk

	E-broker
	Not applicable

	8
	Set up secure e-mail accounts if not already in existence by 
e-mailing contact name requesting details (as per below) of 2 individuals:

· Full name

· Full name of company

· Role within company

· Email address

· Telephone number

· Full postal address

The two individuals should be the lead contacts for e-Bulk purposes and these contacts do not need to include the Lead Signatory i.e. Project Manager, Technical contact. Two secure e-mail accounts each can be set up for both the e-broker and potential e-RB.
	RB Account Management Team
	Not Applicable

	8a
	Inform DBS Test Team of e-brokers intention with planned completion date for system development 
	RB Account Management Team 
	Not Applicable

	9
	Provide details of 2 individuals to set up secure e-mail accounts if not already in existence and send to:

E-mail address: 

RBManagement@dbs.gsi.gov.uk
E-RBs who are applying to become a broker can go straight to stage 12

	E-broker and potential e-RB
	Not Applicable

	10
	Develop e-bulk system and business processes using e-bulk documentation contained within the document library part of website link 


	E-broker



	Not Applicable

	11
	Submit in-house test evidence to named contact within the DBS Testing Team. This can be submitted periodically once the system is partly developed or all evidence can be submitted once the system has been fully developed


	E-broker
	DBS Test Team

	12
	Initiate BAG questionnaire. Issue questionnaire to Lead signatory of potential e-RB (Do not issue to e-RBs as they have already completed this stage of the process)

	RB Account Management Team


	RB Account Management Team



	12a
	Complete BAG questionnaire and send to: 

E-mail address: RBManagement@dbs.gsi.gov.uk
	Potential e-RB  


	DBS Quality Management Team

	13
	In-house test evidence approved complete PQQ and e-mail to:

RBManagement@dbs.gsi.gov.uk
PQQ is initially assessed via e-mail before the e-broker will be asked to sign and complete hard copies 
Part of the PQQ is an IT Health Check and this must be performed by an independent organisation with appropriately qualified staff to e.g. CHECK, CREST or TIGER level. The IT Health Check report must be sent with the completed PQQ for assessment and if relevant an appropriate treatment plan.
	E-broker
	RB Account Management Team, DBS Commercial Team and DBS Security Accreditor 


	14
	Inform e-broker that PQQ has been approved and invite e-Broker to onboard to DBS MFTS. 


	RB Account Management Team

	Not Applicable

	15
	Install Digital Certificates 

	e-Broker

	Not Applicable

	16
	Digital Certificates approved


	Atos
	Atos

	17
	Initiate e-brokers e-bulk system for Business Readiness Testing (BRT)
	RB Account Management Team

	Not Applicable

	18
	Conduct and approve BRT  

	 DBS Test Team and e-broker
	DBS Test Team

	19
	Inform e-broker and potential e-RB that DBS e-bulk service has been enabled for use

	RB Account Management Team

	Not Applicable


10. Ongoing Provisioning 
Once an e-broker has been approved by the DBS if / when other potential e-RBs wish to use their broker service the process begins again at stage 12 within the Process Table. 

END OF DOCUMENT

E-Broker e-mails DBS RB Account Management to register their interest








E-Broker reads and understands all e-bulk documentation contained on 


� HYPERLINK "https://www.gov.uk/guidance/e-bulk-submitting-multiple-applications-for-dbs-checking-formerly-crb" �https://www.gov.uk/guidance/e-bulk-submitting-multiple-applications-for-dbs-checking-formerly-crb�





E-Broker assesses their capabilities on passing the PQQ process. This is essential to avoid unnecessary time and costs that could be incurred if the PQQ is not approved.








E-Broker develops an e-bulk system using the documentation contained on � HYPERLINK "https://www.gov.uk/guidance/e-bulk-submitting-multiple-applications-for-dbs-checking-formerly-crb" �https://www.gov.uk/guidance/e-bulk-submitting-multiple-applications-for-dbs-checking-formerly-crb�





E-Broker / Potential E-RB respectively completes Deed and MoU and sends to RB Account Management Team





BRT completed and signed off DBS inform E-Broker and potential e-RB that they are now enabled to use the e-bulk service





PQQ approved. E-Broker invited to onboard to CDC 





Once E-Broker installs digital certificate and it has been approved by Atos Business Readiness Testing (BRT) is arranged 





E-Broker submits in- house test evidence to DBS Test Team for review and approval





E-Broker completes PQQ and sends to RB Account Management for relevant departments within DBS for review and approval 
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