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SWOTfkstrengthsCfweaknessesCfopportunitiesCfthreatspfanalysisftofconsiderf
thefadvantagesfandfdisadvantagesfoffthefthreefmostfcommonfmodels0ff
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• In1housexresourcesxunderstandxthexbusinessxandxthex
environment7 andxcanxmakexmorexbusinessxfocusedxriskx
managementxdecisionsE
• Organisationxhasxcompletexcontrolxofxallxrelevantxsecurityx

policies7xproceduresxandxprocessesE
• Sensitivexoperationalxactivitiesxandxinformationxretainedx

withinxthexorganisationE

• Supplierxisxresponsiblexforxrecruiting7xtrainingxandxretainingx
securityxspecialistsE
• Asxaxdedicatedxsecurityxorganisation7xthexsupplierxisx

favourablyxpositionedxtoxhirexandxretainxskilledxresources7
shouldxhavexhighxsecurityxstandardsxandxbexregularlyxauditedE
• Thexsupplierxoffersxexpertxandxspecialistxservicesxasxaxcorex

businessE

• Thexsupplierxoffersxexpertxandx
specialistxsecurityxanalystxservicesxasx
axcorexbusinessE
• Supplierxcanxprovidexcriticalxfriendx

andxknowledgextoxhelpxestablishxin1
housexserviceE

• Visibilityxofxthexriskxlandscapexbeyondxthexboundariesxofx
thexorganisationxcanxbexlimitedE
• RecruitingxandxretainingxsecurityxspecialistsE
• OngoingxxsecurityxspecialistxtrainingxcommitmentE
• Withxlittlexorxnoxexperiencexofxoperatingxthisxtypexofx

service7xitxwillxtakexlongerxtoxestablishxaxservicexandxexposex
thexorganisationxtoxincreasedxriskE

• Businessxinformationxandxmonitoringxdataxwillxbexheldx
off1sitexandxmanagedxbyxthexsupplier7xraisingxadditionalx
risksE
• Maintainingxthexcontinuityxofxarchivedxrecordsxtoxmeetx

legalxorxregulatoryxrequirementsxwhenxaxcontractxisx
terminatedE

• ThexneedxtoxrecruitxandxretainxsomexspecialistsE
• ThexneedxforxsomexongoingxspecialistxtrainingE
• Maintainingxthexcontinuityxofxarchivedxrecordsxtoxmeetxlegalx

orxregulatoryxrequirementsxwhenxaxcontractxisxterminatedE
• Somexbusinessxinformationxandxmonitoringxdataxwillxbexheldx

off1sitexandxmanagedxbyxthexsupplier7xraisingxadditionalxrisksE

• MaximisexinvestmentxinxexistingxsecurityxproductsE
• Reductionxorxredeploymentxofxsecurityxresourcesxforx

greaterxeffectE
• Developmentxofxin1housexspecialistxsecurityxskillsE
• Flexibilityxtoxchangexthexsecurityxoperationsxservicesxasx

required7xencouragingxaxmorexpro1activexandxdynamicxriskx
managementxapproachE

• Morexinformedxriskxmanagementxcapabilityxasxthexsupplierxisx
developingxanalyticxsolutionsxtoxprotectxallxitsxcustomersEx
• Thexsupplierxshouldxseexpatternsxdevelopingxacrossxtheirx

customerxset7xandxprovidexadvancexwarningsxofxattacksx
allowingxdefencesxtoxbexputxinxplaceE
• Thexsupplierxmayxhavexexistingx’)j7xcapability7xifxrequiredE
• ThexsupplierxmayxprovidexmaturexincidentxresponsexprocessesE
• Anyxdedicatedxsecurityxresearchxcapabilitiesxwithinxthexsupplierx

couldxbenefitxthexorganisationE

• Retentionxofxsensitivexoperationalxactivitiesxandxinformationx
withinxthexbusinessE
• Flexibilityxtoxtailorxaspectsxofxthexservicextoxmeetxspecificxriskx

managementxneedsE
• Nst levelxresponsexcouldxbexretainedxlocallyxwithxthexoptionx

toxrequestxsupportxfromxexternalxservicexprovidersE
• Thexsupplierxshouldxseexpatternsxdevelopingxacrossxtheirx

customersxthatxcouldxprovidexadvancexwarningsxofxanxattackx
andxallowxdefencesxtoxbexputxinxplaceE
• Developmentxofxsomexin1housexspecialistxsecurityxskillsE

• In1housexsecurity analystsxmayxnotxseexwidexscalexattacksx
developingE
• Easierxforxmaliciousxinsiderxtoxcolludexwithxin1housex

analystE
• In1housexservicexcouldxbexswampedxbyxaxmajorxincidentE
• LackxofxskilledxanalystxresourcesxinxthexmarketE
• Thexamountxofxinformationxgeneratedxbyxthexmonitoringx

capabilityxcouldxfloodxthexorganisationE

• Thexsupplierxmayxbexresponsible forxnumerousxcustomersxandx
mayxtimexslicexresourcesE
• Thexfullxbusinessxrelevancexofxsecurityxeventsxmayxnotxbex

understoodE
• Notxhavingxanxin1housexcapabilityxmayxgivexaxfalsexsensexofx

security7xandxaffectxthexorganisation’sxIAxcultureE
• Thexsupplierxmayxonlyxofferxaxstandardisedxservicexwhichxmayx

notxdirectlyxsupportxthexorganisation’sxriskxmanagementx
objectivesE
• Reducedxflexibilityxandxincreasedxrisk7xduextoxlongxleadxtimesx

toxdeliverxchangesxrequestedxbyxthexorganisationE

• Blurringxofxin1housexandxsupplierxresponsibilities7x
possiblyxleadingxtoxservicexdeliveryxconfusionx
Fespeciallyxinxthexareasxofxincidentxresponsexandx
handling2E
• Thexsupplierxmayxbexresponsiblexforxaxnumberxofx

customersxandxmayxtimexslicexanalyticalxandx
specialistxresourcesE


