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1. Introduction

Definitions

In this code:
e “1989 Act” means the Security Service Act 1989;
e “1994 Act” means the Intelligence Services Act 1994;
e “1998 Act” means the Human Rights Act 1998;

e “2000 Act” means the Regulation of Investigatory Pow,

e terms in italics (at first use) are defined in the Glossa nd@f this code.

Background

1.1  This code of practice provides guida on
section 5 of the Intelligence Services Act 19 equipment interference to
which the code applies. It provides guid res that should be followed
before equipment interference can take pla ovision, and on the
processing, retention, destsuction i
of the interference.

Intelligence Services of

1.2  This code is issued pursuant t [ 2000 Act, which provides that the
Secretary of State shalld ore codes of practice in relation to the powers and
duties in section 5 of e extent that the guidance provided by this code
with respect to equip der section 5 of the 1994 Act overlaps with the
guidance provi rveillance and Property Interference Revised Code of
Practice issu

Code in all other respects.

1.3 igence Services are also under a duty to ensure that arrangements

closed except so far as is necessary for those functions, for the purpose
oceedings, and, in the case of the Secret Intelligence Service (“SIS”)

include provision with respect to the disclosure of information obtained by virtue of
sections 5 and 7, and any information so obtained must be subject to the arrangements3.

1 See paragraph 1.9.
2 See section 2(2)(a) of the 1989 Act and sections 2(2)(a) and 4(2)(a) of the 1994 Act.
8 See sections 5(2)(c) and 7(3)(c) of the 1994 Act.
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1.4  There is no power for the Secretary of State to issue codes of practice in relation to the
powers and duties in section 7 of the 1994 Act. However, SIS and the Government
Communications Headquarters (“GCHQ”) should as a matter of policy (and without
prejudice as to whether section 6 of the 1998 Act applies) comply with the provisions of
this code in any case where equipment interference is to be, or has been, authorised
pursuant to section 7 of the 1994 Act in relation to equipment located gutside the British

Islands®.
1.5 This code is publicly available and should be readily accessible by me f any of the
Intelligence Services seeking to use the 1994 Act to authorise equipMe ence to

which this code applies.

Equipment interference to which this code apg

1.6  This code applies to (i) any interference® (whether remotg
Intelligence Services, or persons acting on their behalf o
equipment® producing electromagnetic, acoustic an AISSi and (ii) information
derived from any such interference, which is to be a [ ection 5 of the 1994
Act, in order to do any or all of the foll@ewing:

in elligence requirements;

a) obtain information from the equipm

b)  obtain information concerning the o hip, naturéfand use of the equipment in

pursuit of intelligence,require

c) locate and examine, subStifute equipment hardware or software
which is capable of yie the type described in a) and b);

d) enable and facilita [ activity by means of the equipment.

“Information” may in ' s content, and communications data as defined
in section 21 of t

1.7  The section uld be complied with in order to properly and

effectlvely de [ civil or criminal liability arising from the interferences with

~ t sub-paragraphs (a) to (d) of paragraph 1.6 above. A section 5

ligence Services with specific legal authorisation removing
arising from any such interferences. For the purposes of this
the Intelligence Services or persons acting on their behalf or in their
hin paragraph 1.6 which is (or is to be) authorised under section 5 of
be referred to as equipment interference.

4 Applications for authorisations under section 7 may only be made by SIS and GCHQ.

5 “Interference” for these purposes excludes any interference which takes place with the consent of a person
having the right to control the operation or the use of the equipment.

6 “Equipment” may include, but is not limited to, computers, servers, routers, laptops, mobile phones and other
devices.
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Effect of the code

1.8

Basis for lawful equipment interference activity

1.9

1.10

The 2000 Act provides that all codes of practice in force under section 71 of the 2000 Act
are admissible as evidence in criminal and civil proceedings. If any provision of this code
appears relevant to any court or tribunal considering any such proceedings, or to the
Investigatory Powers Tribunal established under the 2000 Act, or to one of the
Commissioners carrying out any of their functions under the 2000 A ust be taken
into account. The Intelligence Services may also be required to justify, egard to this
code, the use of section 5 warrants in general or the failure to apply f
warrants where appropriate.

Equipment interference is conducted in accordance with t f each
Intelligence Service:

¢ In the case of the Security Service, the 1989 Ac rvice’s functions
are the protection of national security, the safeg mic well-being of
the United Kingdom against threats posed by the agti ions of persons
outside the British Islands and thefpsovisi to the police and other law
enforcement authorities in the prevention a of serious crime;

e For SIS, the 1994 Act provides that its btain and provide information
relating to the actions o intenti outside the British Islands and to
perform other tasks r tions of such persons in the
interests of national sec rence to the defence and foreign
policies of Her Majesty’s G United Kingdom, or in the interests of the
economic well-bein Kingdom or in support of the prevention or
detection of serio ;

ct provides, as relevant, that its functions are to
agnetic, acoustic and other emissions and any
sions and to obtain and provide information derived
sions or equipment and from encrypted material in the

al security, with particular reference to the defence and foreign

ty’s Government in the United Kingdom, or in the interests of the
of the United Kingdom in relation to the actions or intentions of
he British Islands, or in support of the prevention or detection of

e In the case of

The Hume Ights Act 1998 gives effect in UK law to the rights set out in the European
Convention on Human Rights (ECHR). Some of these rights are absolute, such as the
prohibition on torture, while others are qualified, which means that it is permissible for
public authorities to interfere with those rights if certain conditions are satisfied.
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1.11 Amongst the qualified rights is a person’s right to respect for their private and family life,
home and correspondence, as provided for by Article 8 of the ECHR. It is Article 8 that is
most likely to be engaged when the Intelligence Services seek to obtain personal
information about a person by means of equipment interference. Such conduct may also
engage Article 1 of the First Protocol (right to peaceful enjoyment of possessions’).

1.12 By section 6(1) of the 1998 Act, it is unlawful for a public authority to &
incompatible with a Convention right. Each of the Intelligence Services
authority for this purpose. When undertaking any activity that interfereg
the Intelligence Services must therefore (among other things) act pr¢
5 of the 1994 Act provides a statutory framework under which equip
can be authorised and conducted compatibly with ECHR rights.

a way which is
apublic

warrant is

re that there are
espect of the

e warrant will be

1.13 So far as any information obtained by means of an equip
concerned, the heads of each of the Intelligence Services

disclosure of that information, and that any informati
subject to those arrangements. Compliance with thes
Intelligence Services remain within th‘w a 1 charge thelr functions.

Application of section 5 of the 1
1.14 The 1994 Act applies to each of t i ervices in a slightly different way:

e SIS and GCHQ may no
prevention or detection o

e The Security Servic |ssued with a section 5 warrant for action in support
of the prevention [ us crime which relates to equipment in the
British Islands if satisfied®.

1.15 The procedure iSi pment interference under section 5 (and any
associated i ained further in chapter 4.

7 For example, hardware or software.
8 See section 5(3) of the 1994 Act.
9 See section 5(3B) of the 1994 Act.
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2. General rules on warrants

Overview
2.1 A warrant under section 5 of the 1994 Act will, providing the statutory t€

2.2 Responsibility for issuing warrants under section 5 rests with the S¢

2.3 In any case where an equipment interference operation alg
separate covert surveillance likely to result in the obtaini ormation about a
person, a directed or intrusive surveillance authorisation ma d under Part 2 of
the 2000 Act (see the Covert Surveillance and Pro de of Practice).

Necessity and proportionality

2.4  The 1994 Act provides that the Secretar ingthe warrant must believe that

2.5 If the activities are deem
State must also believe th
carrying them out.

2.6  Any assessment of prg [ lves balancing the seriousness of the intrusion into
the privacy or proper e operation (or any other person who may be
affected) against the in investigative, operational or capability terms.

[ if it is excessive in the overall circumstances of the

operation an roportionate or arbitrary. The fact that there is a
tional security (for example) may not alone render the most intrusive
o interference should be considered proportionate if the
ght could reasonably be obtained by other less intrusive means.

2.7 ments of proportionality should therefore be considered:

e explaining how and why the methods to be adopted will cause the least possible
intrusion on the subject and others;

e considering whether the activity is an appropriate use of the legislation and a
reasonable way, having considered all reasonable alternatives, of obtaining the
necessary result;

10 These statutory purposes are specified in section 5 of the 1994 Act. They are detailed in Chapter 4.
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e evidencing, as far as reasonably practicable, what other methods have been
considered and why they were not implemented.

2.8 Itis important that all those involved in undertaking equipment interference operations
under the 1994 Act are fully aware of the extent and limits of the action that may be taken
under the warrant in question.

Collateral intrusion

2.9  Any application for a section 5 warrant should also take into accoun
private information about persons who are not subjects of the equip
activity (collateral intrusion).

2.10 Measures should be taken, wherever practicable, to avoid
intrusion into the privacy of those who are not the intendg
interference activity. Where such collateral intrusion j g e activities may still
be authorised, provided this intrusion is considered
achieved.

the risk of collateral intrusion

2.11 All applications should therefore inle an
i e Secretary of State fully to

and details of any measures taken to li
consider the proportionality of the propos

2.12 Where itis proposed to ¢
individuals who are not inte wn right, interference with the
equipment of such individuals sidered as collateral intrusion but rather
as intended intrusion. A jpment inte€rference activity should be carefully

Reviewing warr

2.13 Regular revi uld be undertaken to assess the need for the

2.14
d by the member of the Intelligence Services who made the application.
This should be as frequently as is considered necessary and practicable.

2.15 In the event that there are any significant and substantive changes to the nature of the
interference and/or the identity of the equipment during the currency of the warrant, the
Intelligence Services should consider whether it is necessary to apply for a fresh section
5 warrant.

8 | Equipment Interference DRAFT Code of Practice
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General best practices

2.16

2.17

The following guidelines should be considered as best working practices by the
Intelligence Services with regard to all applications for warrants covered by this code:

e applications should avoid any repetition of information;

¢ information contained in applications should be limited to that req®
Act;

d by the 1994

e where warrants are issued under urgency procedures (see Chapte
detailing the actions authorised and the reasons why the urgenc
used should be recorded by the applicant and authorising office
is then no requirement subsequently to submit a full writtep_appli

e where it is foreseen that other agencies will be involve ‘ operation,

e warrants should not generally be sought for acti sed following an

Furthermore, it is considered good p’tice
a designated senior official should be re

Equipment Interference DRAFT Code of Practice | 9
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3. Legally privileged and confidential
Information

Overview

3.1 The 1994 Act does not provide any special protection for ‘confidentiz
Nevertheless, particular consideration should be given in cases whe
operation might reasonably assume a high degree of privacy, or wh

information is involved. Confidential information includes com to legal
privilege, communications between a Member of Parliame on
constituency business, confidential personal information, 2ntidl journalistic
material. So, for example, particular consideration should e, through

2ly that knowledge
will be acquired of communications between a minist ) i

relating to the latter's spiritual welfarefler be ber of Parliament and a
constituent relating to constituency bu atters of medical or
journalistic confidentiality or legal privile References to a Member of

member of the European

Information subject to |

3.2  Section 98 of the Pol scribes those matters that are subject to legal
privilege in En elation to Scotland, those matters subject to legal
privilege conjai the Criminal Law (Consolidation) (Scotland) Act 1995

3.3 apply to communications or items held with the intention of

al purpose (whether the lawyer is acting unwittingly or culpably).

or a crlmlnal purpose. But privilege is not lost if a professional legal adviser
is properly advising a person who is suspected of having committed a criminal offence.
The concept of legal privilege applies to the provision of professional legal advice by any
individual, agency or organisation qualified to do so.

3.4  For the purposes of this Code, any communication between lawyer and client, or
between a lawyer and another person for the purpose of actual or contemplated litigation
(whether civil or criminal), should be presumed to be privileged unless the contrary is
established: for example, where it is plain that the communication does not form part of a
professional consultation of the lawyer, or there is clear and compelling evidence that the
“furthering a criminal purpose’ exemption applies. Where there is doubt as to whether the

10 | Equipment Interference DRAFT Code of Practice
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3.5

Tests to be applied when authorising equipment interference I|ker or
in the acquisition of knowledge of matters subject to legal pri

3.6

3.7

3.8

communications are subject to legal privilege or over whether communications are not
subject to legal privilege due to the “in furtherance of a criminal purpose” exception,
advice should be sought from a legal adviser within the relevant agency.

Although the 1994 Act does not provide any special protection for legally privileged

material, the acquisition of knowledge of matters subject to legal privilgge is particularly
sensitive and may give rise to issues under Article 6 (right to a fair tri the ECHR as
well as engaging Article 8. The acquisition of knowledge of matters subje
privilege (whether deliberate or otherwise) is therefore subject to additi
under this code.

Any application for equipment interference that is likely tq cquisition of

ph 3.2) should
2 equipment
nications which
tate whether the

ence is to obtain knowledge of

interference to take place, an assessment of how lik
are subject to legal privilege will be a uwed In add|t|
purpose (or one of the purposes) of
matters subject to legal privilege.

If the equipment mterference is not | sult in the acquisition of knowledge of
matters subject to legal p such knowledge will nevertheless be
acquired during the operat made’clear in the warrant application and
the application should identif ill be taken to mitigate the risk of
acquiring it. If the risk ca ly, the application should explain what
steps will be taken to owledge of matters subject to legal privilege
which is obtained is cement investigations or criminal prosecutions.
The application that any inadvertently obtained communications that
are subject to | ' treated in accordance with the safeguards set out in

e equipment interference is to acquire knowledge of matters
, the application should explain what steps will be taken to
wledge of matters subject to legal privilege which is obtained is not

with the guards set out in this chapter and that reasonable and appropriate steps will
be taken to minimise access to the communications subject to legal privilege. The
Secretary of State will only issue the warrant if satisfied that there are exceptional and
compelling circumstances that make the authorisation necessary. Such circumstances
will arise only in a very restricted range of cases, such as where there is a threat to life or
limb, or to national security, and the equipment interference is reasonably regarded as
likely to yield intelligence necessary to counter the threat.

Equipment Interference DRAFT Code of Practice | 11
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3.9

3.10

Lawyers’ communications

3.11

3.12

Handling, retention, disse

3.13

3.14

3.15

Further, in considering any equipment interference likely or intended to result in the
acquisition of knowledge of matters subject to legal privilege, the Secretary of State must
be satisfied that the proposed equipment interference is proportionate to what is sought
to be achieved. In particular, the Secretary of State should consider whether the purpose
of the proposed equipment interference could be served by obtaining non-privileged
information. In such circumstances the Secretary of State will be able 40 impose

Where there is a renewal application in respect of a warrant which
obtaining of legally privileged material that fact ought to be highlight
application.

Where a lawyer is the subject of an investigation or oper ble that a
substantial proportion of the communications which@ai i be between the
lawyer and his or her client(s) and will be subject to
avoidance of doubt, in any case wherg a lawyer is th
the application should be made on't itis i
communications subject to legal privileg
as relevant.

uipment interference,
ded to acquire
s in paragraph 3.8 will apply,

dth

t interference should also be notified
or her next inspection and any
de available to the Commissioner on

Any case where a lawyerd
to the Intelligence Services
material which has been retal
request.

Caseworkers w ion obtained by equipment interference should be
ubject to legal privilege. Where there is doubt as to

to legal privilege, or as to the handling of such

should also be sought where there is doubt over whether
t to legal privilege due to the "in furtherance of a criminal

of the Inte gence Services or where otherwise required by law. It should be securely
destroyed when its retention is no longer needed for those purposes. If such information
is retained, there should be adequate information management systems in place to
ensure that continued retention remains necessary and proportionate for the authorised
statutory purposes.

Material subject to legal privilege should not be acted on or further disseminated unless a
legal adviser has been consulted on the lawfulness (including the necessity and
proportionality) of such action or dissemination.
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3.16 The retention of legally privileged material, or its dissemination to an outside body,
should be accompanied by a clear warning that it is subject to legal privilege. It should be
safeguarded by taking reasonable steps to remove the risk of it becoming available, or its
contents becoming known, to any person whose possession of it might prejudice any
criminal or civil proceedings to which the information relates. Neither the Crown
Prosecution Service lawyer nor any other prosecuting authority lawyegwith conduct of a
prosecution should have sight of any legally privileged material, held Bythe relevant
Intelligence Service, with any possible connection to the proceedings. | pect of civil
proceedings, there can be no circumstances under which it is proper j
Intelligence Services to seek to rely on legally privileged material in
litigation advantage over another party in legal proceedings.

3.17 In order to safeguard against any risk of prejudice or accus . ess, the
Intelligence Services should also take all reasonable step
practicable) lawyers or policy officials with conduct of leg [ should not see

legally privileged material relating to those proceedi
the other party to those proceedings or that of a thir
arise, the relevant Intelligence Service should seek i
and, if there is assessed to be a risk¢hat su
the direction of the Court.

ilege is that of
umstances do
fWice from Counsel
uld yield a litigation advantage,

3.18 In those cases where legally privileged ma has been“acquired and retained, the
ices Commissioner as soon as
ioner. Any material that is still being

retained should be made av [ r if requested, including detail of whether

3.19 For the avoidance of
over any contrary co

in paragraphs 3.1 to 3.18 takes precedence
internal advice or guidance.

formation is information held in confidence concerning an
iving or dead) who can be identified from it, and the material in

o his physical or mental health or to spiritual counsellingt. Such
include both oral and written communications. Such information as
described @above is held in confidence if it is held subject to an express or implied
undertaking to hold it in confidence or is subject to a restriction on disclosure or an
obligation of confidentiality contained in existing legislation. For example, confidential
personal information might include consultations between a health professional and a
patient, or information from a patient's medical records.

11 Spiritual counselling means conversations between an individual and a Minister of Religion acting in his or her
official capacity, and where the individual being counselled is seeking or the Minister is imparting forgiveness,
absolution or the resolution of conscience with the authority of the Divine Beings(s) of their faith.

Equipment Interference DRAFT Code of Practice | 13
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3.22

3.23

3.24

3.25

3.26

3.27

3.28

Confidential constituent information is information relating to communications between a
Member of Parliament and a constituent in respect of constituency business. Again, such
information is held in confidence if it is held subject to an express or implied undertaking
to hold it in confidence or it is subject to a restriction on disclosure or an obligation of
confidentiality contained in existing legislation.

Confidential journalistic material includes material acquired or create@
journalism and held subject to an undertaking to hold it in confidence, at
communications resulting in information being acquired for the purpose
and held subject to such an undertaking.

the purposes of

Where the intention is to acquire confidential information, the reaso
documented and the specific necessity and proportionality of
considered. If the acquisition of confidential information i 1, any
possible mitigation steps should be considered and, if noné consideration
should be given to adopting special handling arran
Intelligence Service.

Material which has been identified agggonfidemtial i tion should be retained only
where it is necessary and proportionate tq do nce with the statutory
functions of each of the Intelligence Ser rwise required by law. It
should be securely destroyed when its rete is no longer needed for those purposes.

If such information is retai guate information management
systems in place to ensur i emains necessary and proportionate
for the authorised statutory

Where confidential info isseminated to an outside body,
reasonable steps sho k the information as confidential. Where there is
' Ination of confidential information, advice should
the relevant Intelligence Service before any further
place.

be sought from
disseminatio

er must be consulted in any case where a Member of Parliament is
estigation or operation utilising equipment interference techniques.
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4. Procedures for authorising equipment
Interference under section 5

General basis for lawful activity
4.1  Subject to paragraph 4.4, a warrant under section 5 of the 1994 Act

their support, conduct equipment interference in relation to equipme
British Islands that would be otherwise unlawful.

elnce would be
action 5 of the
7 may be

4.2  If the equipment is located outside the British Islands, an
otherwise unlawful, the Security Service should see
1994 Act. In the case of SIS and GCHQ, an authori
obtained instead of a warrant under section 5'? (see

ade by a member of the
lation to that Intelligence

4.3  An application for a section 5 Warran&oul
Security Service, SIS or GCHQ for the t
Service. In addition, the Security Service
behalf of SIS and GCHQ.

of a

4.4 SIS and GCHQ may not be [ nt fOr action in support of the prevention or
detection of serious crime whi ent in the British Islands. The Security
Service may only be iss [ rant for action in support of the prevention or

sults in substantial financial gain or is conduct by a
large nu ' uit of a common purpose; or

enty-one or over with no previous convictions could reasonably be
tenced to three years’ imprisonment or more.

45 Ing
veillance likely to result in the obtaining of private information about a
2d or intrusive surveillance authorisation may need to be obtained under

Interference Revised Code of Practice). Operations involving covert surveillance and
equipment interference may be authorised as a combined warrant, although the criteria
for authorisation of each activity should be considered separately.

12 This includes cases where the act is done in the British Islands, but is intended to be done in relation to
apparatus that is or is believed to be outside the British Islands, or in relation to anything appearing to originate
from such apparatus: section 7(9). See also section 7(10) to (12).

13 Where two Intelligence Services are conducting equipment interference as part of a joint operation only one
authorisation is required.
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Application for an equipment interference warrant

4.6  An application for the issue or renewal of a section 5 warrant is made to the Secretary of
State!4. Each application should contain the following information:

4.7 Before

the identity or identities, where known, of those who possess or use the equipment
that is to be subject to the interference;

sufficient information to identify the equipment which will be affected
interference;

the nature and extent of the proposed interference, including an
information derived from or related to the equipment;

what the operation is expected to deliver and why it cou
less intrusive means;

details of any collateral intrusion, including the identit and/or categories
of people, where known, who are likely to be aff

whether confidential or legally privileged material . If the equipment

interference is not intended to res%in t of knowledge of matters subject
to legal privilege or confidential pefso ut it is likely that such
knowledge will nevertheless be acqu [ ation, the application should
identify all steps which will be taken to iring i

details of any offence i here relevant;
how the authorisation cri aragraph 4.7 below) are met;

what measures will b ' to ensure proportionality is maintained (e.g.

pporting justification;

ary to install, modify or remove software on the

warrants
warrant, the Secretary of State must:

think essary for the action to be taken for the purpose of assisting the relevant
Intelligence Service in carrying out its functions;

be satisfied that the taking of the action is proportionate to what the action seeks to
achieve;

14 Warrants may be issued under section 5 by Scottish ministers in certain circumstances, by virtue of arrangements under the Scotland Act

1998. In this code references to the “Secretary of State” should be read as including Scottish ministers where appropriate. The functions of the
Scottish ministers also cover renewal and cancellation arrangements.
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e take into account, in deciding whether a warrant is necessary and proportionate,
whether the information which it is thought necessary to obtain by the conduct
authorised by the warrant could reasonably be obtained by other means; and

e Dbe satisfied that there are satisfactory arrangements in force under the 1994 Act or
the 1989 Act in respect of disclosure of any information obtained by means of the
warrant, and that information obtained will be subject to those arre

Urgent authorisation of a section 5 warrant

4.8  Section 6 of the 1994 Act makes provision for cases in which a war
urgently, yet the Secretary of State is not available to issue the war
the Secretary of State will still personally authorise the equip [
warrant is signed by a senior official, following discussion ; e senior
official and the Secretary of State.

4.9 The 1994 Act restricts issue of warrants in this way
of State has expressly authorised the issue of the w.
contain a statement to that effect. ‘

re the Secretary
the warrant to

Renewals of warrants

4.10 A warrant, unless renewed, ceases to hav d of the period of six months
beginning with the day onahich i e warrant was issued under the hand
of the Secretary of State) ending with the fifth working day
following the day on which it

4.11 If at any time before th a warrant would cease to have effect the Secretary
of State considers it rrant to continue to have effect for the purpose
for which it was issu ry of State may by an instrument under his hand
renew it forap ' eginning with the day it would otherwise cease to

have effect.

Cancellati

made the application to the Secretary of State should apply for its
ey are satisfied that the warrant no longer meets the criteria upon which

Retrieval of equipment

4.14 Because of the time it can take to remove the means of interference it may also be
necessary to renew an equipment interference warrant in order to complete the removal.
Applications to the Secretary of State for renewal should state why the operation is being
or has been closed down, why it has not been possible to remove the means of
interference and any relevant timescales for removal.
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5. Keeping of records

Centrally retrievable records of warrants

5.1  The following information relating to all section 5 warrants for equipme erference

should be centrally retrievable for at least three years:

all applications made for warrants and for renewals of warrants;
the date when a warrant is given;
whether a warrant is approved under urgency procedurg

where any application is refused, the grounds for refu
State;

the details of what equipment interference has o
the result of periodic reviews of tIUvarr
the date of every renewal; and

the Secretary of

the date when any instruction was give
equipment interferenc

ry of State to cease the
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6. Handling of information and safeguards

Overview

6.1 This chapter provides further guidance on the processing, retention, dis
and destruction of any information obtained by the Intelligence Service
equipment interference warrant. This information may include com
and communications data as defined in section 21 of the 2000 Act.

sure deletion

6.2 The Intelligence Services should ensure that their actions whegsh
obtained by means of equipment interference comply wit
the 1989 and 1994 Acts (including the arrangements in fg

e set out in
ase Acts?®), the

obtained by equipment interference j and strictly controlled,
and is subject to robust and effective ‘Safe i

Use of information as evidence

6.3  Subiject to the provisions i
equipment interference ma
admissibility of evidence is g
Rules, section 78 of the Poli

information obtained through
criminal proceedings. The

y the common law, the Civil Procedure
idence Act 198416 and the 1998 Act.

equipment interference

ance as to the safeguards which should be applied

rocessing, retention, disclosure and destruction of all
nt interference!’. Each of the Intelligence Services must
internal arrangements in force, approved by the Secretary of State,
equirements are satisfied in relation to all information obtained by

6.4

6.5 s should be made available to the Intelligence Services

he arrangements should ensure that the disclosure, copying and

to the minimum necessary for the proper discharge of the Intelligence Services’ functions
or for the additional limited purposes set out in section 2(2)(a) of the 1989 Act and

15 All information obtained by equipment interference should be handled in accordance with arrangements made
under section 2(2)(a) of the 1989 Act and sections 2(2)(a) and 4(2)(a) of the 1994 Act (and pursuant to sections
5(2)(c) and 7(3)(c) of the 1994 Act).

16 And section 76 of the Police and Criminal Evidence (Northern Ireland) Order 1989.

17 The application of these safeguards to all information obtained by equipment interference is without prejudice as
to whether section 6 of the 1998 Act requires the application of these safeguards to information other than
communications content and associated communications data.
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sections 2(2)(a) and 4(2)(a) of the 1994 Act. Breaches of these handling arrangements
should be reported to the Intelligence Services Commissioner as agreed with him.

Dissemination of information

6.6  The number of persons to whom any of the information is disclosed, and the extent of
disclosure, should be limited to the minimum necessary for the propet @i charge of the
Intelligence Services’ functions or for the additional limited purposes de
paragraph 6.5. This obligation applies equally to disclosure to additiong
an Intelligence Service, and to disclosure outside the service. Itis e
disclosure to persons who do not hold the required security clearan
need-to-know principle: information obtained by equipment interfere
disclosed to any person unless that person’s duties are such
about the information to carry out those duties. In the sa
information may be disclosed as the recipient needs; for
information will suffice, no more than that should be

6.7 The obligations apply not just to the Intelligence Ser
but also to anyone to whom the inforgaation i tly disclosed. In some cases
this may be achieved by requiring theYatter i riginator’'s permission before
disclosing the information further. In oth i rds may be applied to

secondary recipients.

Copying

6.8 Information obtained by eqU|p [ may only be copied to the extent
necessary for the proper f the Intelligence Services’ functions or for the

copies of the whole
themselves as t ipment interference operation. The restrictions

the making, distribution and destruction of any such

; S requirement to store such information securely applies to all those who
are responsible for the handling of the information.

Destruction

6.10 Communications content, communications data and other information obtained by
equipment interference, and all copies, extracts and summaries thereof, should be marked
for deletion and securely destroyed as soon as they are no longer needed for the functions
or purposes set out in paragraph 6.5. If such information is retained, it should be reviewed
at appropriate intervals to confirm that the justification for its retention is still valid.
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Personnel security

6.11

In accordance with the need-to-know principle, each of the Intelligence Services should
ensure that information obtained by equipment interference is only disclosed to persons
as necessary for the proper performance of the Intelligence Services’ statutory functions.
Persons viewing such product will usually require the relevant level of security clearance.
Where it is necessary for an officer to disclose information outside th vice, it is that
officer's responsibility to ensure that the recipient has the necessary le clearance.

N
\
™
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7.

Application of the code to other equipment interferefiCce

7.1

7.2

General basis for lawf

7.3

7.4

Application of the code to equipment
Interference pursuant to section 7 of the
1994 Act

authorising equipment interference pursuant to sect
specified below, GCHQ and SIS should comply with
relation to equipment interference urg se 7.1n
apply all the same procedures and safeg

authorised pursuant to section 7 as they
authorised under section 5.

icular, GCHQ and SIS should
cting equipment interference
uipment interference

An authorisation under sectlo
SIS or GCHQ, or perso eir behalf or in their support, conduct equipment
interference in relatio ted outside the British Islands that would

otherwise be unlawf
but is intended
British Island

to apparatus that is or is believed to be outside the
ing appearing to originate from such apparatus?®.

authorised by a warrant under section 5, the interference is covered by a 'grace period' of
5 working days (see section 7(10) to 7(14)). This period should be used either to obtain a
warrant under section 5 or to cease the interference (unless the equipment is removed
from the British Islands before the end of the period).

18 And without prejudice as to arguments regarding the applicability of the ECHR.
19 See section 7(9).
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7.5 An application for a section 7 authorisation should usually?® be made by a member of SIS
or GCHQ for the taking of action in relation to that service. Responsibility for issuing
authorisations under section 7 rests with the Secretary of State.

7.6  An authorisation under section 7 may be specific to a particular operation or user, or may
relate to a broader class of operations. Where an authorisation relating to a broader class
of operations has been given by the Secretary of State under sectionSGiinternal approval
to conduct operations under that authorisation in respect of equipment |
should be sought from a designated senior official (see paragraphs 7

7.7  An application for the giving or renewal of a section 7 author]
Secretary of State. Each application should contain the sg ati ar as is

interference warrant.

7.8  Before giving the authorisation, the Secretary of Stat C Sfied that:

rse of which the equipment

e the equipment interference, or th‘)er i ! ! f
per discharge of a function o

interference will take place, will be negessa
SIS or GCHQ;

e there are satisfactory arrange secure that nothing will be done
beyond what is neces S or GCHQ's functions and that the
nature and likely conse s dofe in reliance on the authorisation will

e there are satisfact in force under the 1994 Act in respect of
disclosure of any j by means of the authorisation, and that any
information so_ob [ ubject to those arrangements.

7.9 i 994 Act makes provision for cases in which an authorisation is
' > e Secretary of State is not available to give the authorisation. In
y of State will still personally authorise the equipment

7.10
Secretary of State has expressly authorised the giving of the authorisation, and requires
the authorisation to contain a statement to that effect.

20 Where two Intelligence Services are conducting equipment interference as part of a joint operation only one
authorisation is required.

Equipment Interference DRAFT Code of Practice | 23



This document was withdrawn on 5 April 2016.

Other authorisations and internal approvals

7.11 An authorisation under section 7 may relate to a broad class of operations.
Authorisations of this nature are referred to specifically in section 7(4)(a) of the 1994 Act
which provides that the Secretary of State may give an authorisation which inter alia
relates to "acts of a description specified in the authorisation”. The legal threshold for
giving such an authorisation is the same as for a specific authorisatio

7.12 Where an authorisation relating to a broader class of operations has begiagt
senior official. In any case where the equipment interference is likely @
in the acquisition of confidential information, authorisation shg

paragraph 3.4 to
er” for these

acquired, the Annex A approving officer should apply the
3.7 (and "Secretary of State" should be read as "Ann
purposes).

7.13 The application for approval should justification, proportionality and
risks of the particular operation, and sfould me information, as and where
appropriate, as an application for a secti rference warrant. Before

granting the internal approval, the deS|gna i or Annex A approving officer
should be satisfied that the, opera for the proper discharge of the
functions of the Intelligen ing of the action is proportionate to
what the action seeks to ac ted Senior official or Annex A approving

7.14 All internal approval
to ensure the o i

0 periodic review at least once every 6 months
be necessary and proportionate. The approvals for
uld be reviewed more frequently, depending on the

7.16 If at any time before the day on which an authorisation would cease to have effect the
Secretary of State considers it necessary for the authorisation to continue to have effect
for the purpose for which it was given, the Secretary of State may by an instrument under
his hand renew it for a period of six months beginning with the day it would otherwise
cease to have effect.
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Cancellations of authorisations

7.17 The Secretary of State must cancel an authorisation if he or she is satisfied that any act
authorised by it is no longer necessary?L.

N
\
™

21 See section 7(8).
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8.

8.1

8.2

Oversight by Intelligence Services
Commissioner

The Intelligence Services Commissioner provides independent oversig he use by
the Intelligence Services of the powers contained within the 1994 Act gde does not
cover the exercise of any of the Commissioner’s functions.

ons. Such
persons should also report any action that is believed to he provisions of

the 1994 Act to the Commissioner.
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9.

9.1

9.2

Complaints

The 2000 Act establishes an independent Tribunal (the Investigatory Powers Tribunal).

This Tribunal will be made up of designated senior members of the | iary and the legal
profession and is independent of the Government. The Tribunal has fu
investigate and decide any case within its jurisdiction. This Code doe
exercise of the Tribunal’'s functions.

Details of the relevant complaints procedure are available on the Trik
http://www.ipt-uk.com or can be obtained from the followin :

Investigatory Powers Tribunal

PO Box 33220

London

SW1H 9ZQ

020 7035 3711 ‘
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10. Glossary

Confidential information Confidential personal information (such as medical records
or spiritual counselling), confidential journali
confidential discussions between Members of F
and their constituents, or matters subject to |e

See Chapter 3 for a full explanation.

Designated senior official ~ “Designated senior official” means a perso
the grade of Deputy Director with
has been designated for the purg
relevant) the Chief of the SIS or
their nominated deputies.

Equipment interference Any interference (whether r ise) by the
Intelligenceq [ acting on their behalf of in
their support,”with e ucing electromagnetic,

formation derived from
ipment, which is to be authorised
4 Act, in order to do any or all of

acoustic and ot

and examine, remove, modify or substitute
uipment hardware or software which is capable of
yielding information of the type described in a) and b);

d) enable and facilitate surveillance activity by means of
the equipment;

“Information” may include communications content, and
communications data as defined in section 21 of the 2000

Act.
Intelligence Services The Security Service, SIS and GCHQ.
Internal approval Internal approval given by a designated senior official to

conduct operations under an authorisation relating to a
broader class of operations given by the Secretary of State
under section 7 of the 1994 Act.
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Legal privilege Matters subject to legal privilege are defined (as relevant) in
section 98 of the Police Act 1997, section 33 of the Criminal
Law (Consolidation) (Scotland) Act 1995 and Article 12 of
the Police and Criminal Evidence (Northern Ireland) Order
1989. This includes certain communications between
professional legal advisers and their clients g
representing the client.

Public authority Any public organisation, including the Intellig

Secretary of State Any Secretary of State (in practice this will
Home Secretary in the case of the Security
Foreign Secretary in the case of

Q
\
™

4
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11. Annex A

Authorisation levels when knowledge of confidential information is likely to be acquired

Intelligence Service Authorisation level
The Security Service Deputy Director General
The Secret Intelligence Service A Director of the Secret

The Government Communications A Director of the Go

Headquarters Communicatonje rs
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