Q3.

Annex A to:
FOI12015/11425

Description of breach and website

Details of information disclosed and why it was considered a security breach

Date Reported

1. Unauthorised publication of SECRET

A photo with supporting commentary showing damage sustained by an Aircraft was published on

information on Instagram. Instagram. 12-Jan-15
2. Unauthorised publication of SECRET

information on Facebook. Possible compromise of Ship's tasking details posted on Facebook. 12-Jan-15
3. Unauthorised publication of SECRET

information on Facebook. SECRET information regarding Theatre posted on Facebook. 03-Nov-14
4 .Inadvertent Disclosure of SECRET

UKEO information published on

Youtube. Permission was received to publish flight footage on youtube, however it was not redacted correctly 29-Oct-14
5. Unauthorised publication of OFFICIAL

SENSITIVE information on Facebook. Information regarding ammunition loaded on a ship was posted on Facebook. 18-Sep-14
6. Disclosure of OFFICIAL SENSITIVE Information warning of a threat to service personnel and their families was published on Facebook

information published on Facebook. without realising that it had been classified as OFFCIAL SENSITIVE. 29-Jul-14
7. Unauthorised publication of OFFICAL

information on Facebook. An OFFICIAL SERVICE ID card was published on Facebook. 10-Jun-14
8. Disclosure of SECRET information on

Facebook. SECRET door and cabinet pass codes were disclosed through Facebook. 15-May-14
9. Unauthorised publication of OFFICIAL

SENSITIVE information on Facebook. Operational Imagery was uploaded to Facebook in breach of policy. 01-May-14
10. Unauthorised publication of

CONFIDENTIAL information published

on Facebook. CONFIDENTIAL imagery and flight information was published on Facebook. 01-May-14




