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Freedom of Information Request
You asked for the following information from the Ministry of Justice (MoJ):
 
Under the Freedom of Information Act I would like to request information on the incidents of drone use in and around prisons. For the purpose of the request take drone to mean any remote control aircraft.

I require data on each time a drone was reported being used in or around a UK prison in the last three years.

Please include the date its use was reported, at which prison and a brief summary of what happened during the incident.

If the drone - or anything the drone was carrying - was recovered please provide an list of its cargo.

Please state if any action was taken by the prison as a result of the reported use of a drone.
Your request has been handled under the Freedom of Information Act 2000 (FOIA).

You have asked for information relating to drone incidents that have occurred in the UK.  The Ministry of Justice is responsible for prisons in England and Wales. Information on prisons and prisoners in Scotland and Northern Ireland are matters for the Scottish Government and Northern Ireland Executive respectively. You may wish to contact them directly at: 

Scottish Prison Service Headquarters

Communications Branch, Room 338 Calton House, 5 Redheughs Rigg, Edinburgh EH12 9HW

Email: gaolinfo@sps.pnn.gov.uk
The Northern Ireland Prison Service

Request for Information Desk, Dundonald House, Upper Newtownards Road, Belfast BT4 3SU

Email:  info@niprisonservice.gov.uk
In this reply I am therefore referring only to data on prisons in England and Wales. This data is provided in table 1 below. This data is provided with the month, year and location of drone incidents reported by prison establishments through our Incident Reporting System (IRS) from 1 January 2012 until 31 October 2015.
Table 1: Drone Incidents – In and around Public and Private Prisons (1st January 2012 to 31st   October 2015).
[image: image2.emf]Month Year Establishment Items recovered

April 2014 Ranby (HMP) Mobile Phones

June 2014 Ranby (HMP) Drone, Mobile Phones

February 2015 Onley (HMP) Unknown package

March 2015 Onley (HMP) Unknown package

March 2015 Bedford (HMP) Drone, Unknown package

March 2015 Onley (HMP) Miscellaneous

April 2015 Ranby (HMP) Drone, Drugs, Mobile phones

April 2015 Leicester (HMP) Miscellaneous

May 2015 Lindholme (HMP) Miscellaneous

June 2015 The Mount (HMP) Drone, Drugs

June 2015 Swansea (HMP) Drone, Mobile Phones

July 2015 Whatton (HMP) Drone

July 2015 Leeds (HMP) Drone

August 2015 Eastwood Park (HMP) Miscellaneous

August 2015 Liverpool (HMP) Drone

August 2015 Norwich (HMP & YOI) Drone

September 2015 Onley (HMP) Drone, Drugs

September 2015 Glen Parva (HMPYOI & RC) Miscellaneous

September 2015 Lindholme (HMP) Miscellaneous

October 2015 Lindholme (HMP) Drone

October 2015 Wandsworth (HMP) Drone, Unknown package

October 2015 Wandsworth (HMP) Miscellaneous

October 2015 Swansea (HMP) Miscellaneous

October 2015 Bedford (HMP) Drone, Unknown package

October 2015 Huntercombe (HMP) Miscellaneous

October 2015 Manchester (HMP) Miscellaneous

October 2015 Wormwood Scrubs (HMP) Drone, Drugs, Mobile phones

October 2015 Full Sutton (HMP) Miscellaneous

(1) These figures were produced by looking at the incident text mentioning either the words 

"drone", "uav" or "unmanned aerial vehicle" and making a decision on whether they are drone 

related.

Drone incidents1 reported on Incident Reporting System, England and Wales, 1st 

January 2012 to 31st October 2015


The IRS is a national database of incidents, and is used to record events that undermine the safety of those within an establishment (staff, prisoners, visitors), and/ or subvert the authority or effectiveness of the establishment’s regimes or facilities.
There is no incident type for ‘drone’ and no mandatory or legal requirement to record details of drone incidents. The data was extracted from IRS by a free text search of the word “drone,” "uav" and "unmanned aerial vehicle". No recorded incidents from 2012 or 2013 have been identified on the IRS using this search process.
The items recovered have been generalised (where only a drone was recovered, or where there were drugs, mobile phones, etc., along with the drone). “Unknown package” refers to a package which has been recovered with a drone, but IRS data has not specified the contents. There is no requirement on staff to update IRS data after an investigation has been completed on the contents of the package. “Miscellaneous” refers to a reported drone sighting in or around a prison. Where the item recovered is “drone” only, or “miscellaneous,” we cannot know if the intended use of the drone was for illegal purposes.
You asked for information on action taken by the prisons as a result of a reported drone incident. In this case, we believe this information to be exempt from the duty to disclose by virtue of Section 31 (1) (a) of the FOIA. Information is exempt if its disclosure under the FOIA would, or would be likely to, prejudice the prevention and detection of crime. We also believe that information is exempt under section 31(1)(f) of the FOIA, which provides that information is exempt if its disclosure would, or would be likely to prejudice the maintenance of security and good order in prisons.
In line with the terms of this exemption in the FOIA, we have also considered whether it would be in the public interest for us to provide you with all the information requested, despite the exemption being applicable. In this case, we have concluded that the public interest favours withholding the information requested.
When assessing whether or not it was in the public interest to disclose all the information requested to you, we took into account the following factors:
Public interest considerations favouring disclosure

· It is accepted that full disclosure of actions taken by the prisons as a result of a reported drone incident would improve transparency in relation to the public’s knowledge of good order and security in prisons. 
· It is important that the public have confidence in the operation of the prison system and there is a public interest in ensuring that drone incidents are being actioned in an efficient and in an effective manner in compliance with formal standards and procedures.
· The public interest in maintaining public confidence in the high standards of security and good order of prisons is a key concern and one that is recognised by NOMS. It is acknowledged that this might be furthered by the release of the requested information insofar as this would broadly further interests of transparency and accountability.
Public interest considerations favouring withholding the information
· It is considered that on balance, the likely threat to the good order and security of prisons and the implications of this for prisoners and staff, favours non-disclosure of prison actions as a result of a reported drone incident.
· The operational detail requested would be likely to be used to subvert the effectiveness of prison contingency plans and the information would likely prove invaluable to those engaged in criminality within prisons.
· If detail on prison contingency plans is released, criminals may alter their criminal behaviour to avoid detection with the result that investigations would be likely to be frustrated and our ability to counter criminality in prisons reduced. Any information that presents information to criminals about investigative techniques would be likely to mean that NOMS will not easily be able to recover the initiative.
· Disclosure of this information could prejudice any ongoing investigation and risk alerting possible suspects and weaken the possibilities of future arrests. 
· The consequences of sharing operational information are unlikely to be limited to crime in prisons, but would also be likely to affect communities as prisoners will not have been rehabilitated upon their release from prison, meaning a greater risk to the public.
You can find out more about section 31 by reading the extract from the FOIA and some guidance points we consider when applying this exemption, attached at the end of this letter. You can also find more information by reading the full text of the FOIA, available at http://www.legislation.gov.uk/ukpga/2000/36/section/31 and further guidance http://www.justice.gov.uk/guidance/foi-exemptions-guidance.htm.
Incidents involving drones are rare, but we remain constantly vigilant to all new threats to prison security. Prisons have local contingency plans to respond to incidents, including drones. We have introduced new legislation to further strengthen our powers, making it illegal to land a drone in prison or to use a drone to drop in psychoactive substances. Anyone found using drones in an attempt to get contraband into prisons can be punished with a sentence of up to two years. We take a zero tolerance approach to illicit material in prisons and work closely with the police and CPS to ensure those caught are prosecuted and face extra time behind bar

EXPLANATION OF FOIA – SECTION 31 - LAW ENFORCEMENT

We have provided below additional information about Section 31 of the Freedom of Information Act. We have included some extracts from the legislation, as well as some of the guidance we use when applying it. We hope you find this information useful.

The legislation

Section 1: Right of Access to information held by public authorities

 (1) Any person making a request for information to a public authority is entitled— 

(a)
to be informed in writing by the public authority whether it holds information of the description specified in the request, and 

(b) 
if that is the case, to have that information communicated to him. 

Section 31: Law Enforcement 

(1) Information which is not exempt information by virtue of section 30 is exempt information if its disclosure under this Act would, or would be likely to, prejudice—
(a)
the prevention or detection of crime,
(b)
the apprehension or prosecution of offenders,
(c)
the administration of justice,
(d)
the assessment or collection of any tax or duty or of any imposition of a similar nature,
(e)
the operation of the immigration controls,
(f)
the maintenance of security and good order in prisons or in other institutions where persons are lawfully detained,
(g)
the exercise by any public authority of its functions for any of the purposes specified in subsection (2),
(h)
any civil proceedings which are brought by or on behalf of a public authority and arise out of an investigation conducted, for any of the purposes specified in subsection (2), by or on behalf of the authority by virtue of Her Majesty’s prerogative or by virtue of powers conferred by or under an enactment, or
(i)
any inquiry held under the Fatal Accidents and Sudden Deaths Inquiries (Scotland) Act 1976 to the extent that the inquiry arises out of an investigation conducted, for any of the purposes specified in subsection (2), by or on behalf of the authority by virtue of Her Majesty’s prerogative or by virtue of powers conferred by or under an enactment.
(2) The purposes referred to in subsection (1)(g) to (i) are—
(a)
the purpose of ascertaining whether any person has failed to comply with the law,
(b)
the purpose of ascertaining whether any person is responsible for any conduct which is improper,
(c)
the purpose of ascertaining whether circumstances which would justify regulatory action in pursuance of any enactment exist or may arise,
(d)
the purpose of ascertaining a person’s fitness or competence in relation o the management of bodies corporate or in relation to any profession or other activity which he is, or seeks to become, authorised to carry on,
(e)
the purpose of ascertaining the cause of an accident,
(f)
the purpose of protecting charities against misconduct or mismanagement (whether by trustees or other persons) in their administration,
(g)
the purpose of protecting the property of charities from loss or misapplication,
(h)
the purpose of recovering the property of charities,
(i)
the purpose of securing the health, safety and welfare of persons at work, and
(j)
the purpose of protecting persons other than persons at work against risk to health or safety arising out of or in connection with the actions of persons at work.
(3) The duty to confirm or deny does not arise if, or to the extent that, compliance with section 1(1)(a) would, or would be likely to, prejudice any of the matters mentioned in subsection (1).
Guidance

A 'neither confirm nor deny' response may be required in circumstances where to confirm or deny the existence of information would itself communicate sensitive and potentially damaging information, to the detriment of the public good. Its use is particularly relevant in the areas of law enforcement, intelligence and national security. The work of the security and intelligence agencies being necessarily secret, it is a well-established matter of public policy that they do not normally disclose their operational capabilities or limits, what they are investigating, or what information they hold (or do not hold). 

However, a 'neither confirm nor deny' response can be used - in appropriate circumstances - for all but one of the exemptions (section 21 - information accessible to applicant by other means).

A decision to neither confirm nor deny whether information is held needs to be taken in a similar manner to a decision to refuse to disclose information. That is to say, you must be certain that one of the Act's exemptions is engaged and (where relevant) that the public interest favours 'neither confirming nor denying' that the information is held. The decision to neither confirm nor deny is separate from a decision not to disclose the information and needs to be taken entirely in its own terms. If you determine that it is appropriate to 'neither confirm nor deny', you should respond saying so and cite the relevant exemption(s) (unless doing so would itself reveal exempt information). 

Section 31 is concerned with protecting a wide range of law enforcement interests and its application turns on whether disclosure would be likely to prejudice those interests. 

Some interests that are protected by section 31 are drawn quite widely, for example: the administration of justice, the prevention or detection of crime and the operation of immigration controls. But section 31 also applies where the exercise by any public authority of certain specified functions would be prejudiced by disclosure. Those functions include: ascertaining whether a person is responsible for improper conduct, determining the cause of an accident and ascertaining a person's fitness to carry on a profession.

This section is not restricted to information of any particular description; it turns on consideration of the likely effects of any disclosure. Examples of circumstances in which the prejudicial effects referred to in this part of this exemption are most likely to be relevant could include the following disclosures:

· intelligence about anticipated criminal activities 

· information relating to planned police operations, including specific planned operations, and policies and procedures relating to operational activity;

· information relating to the identity and role of police informers 

· information relating to police strategies and tactics in seeking to prevent crime 

· information whose disclosure would facilitate the commission of any offence; and 

· information whose disclosure would prejudice the fair trial of any person against whom proceedings have been or may be instituted.


