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Procurement training module 13 - Fraud
	Slide Number
	Presenter notes
Agree at your meeting if you prefer to share delivery of the module 
	Approx. Time allocated

	1
	Open with a welcome. 
If new people are within the cluster it may be worth while spending some time introducing yourself and discussing what your role in school is. As the presenter you will read through the majority of the slides and where indicated use the accompanying notes.

This session is designed to make colleagues in school aware of the fraud, bribery and corruption threats facing the public sector, the important role all school staff play in tackling these threats and how to report them as crimes.
	2 mins

	2
	Contents
Read though the topics you will cover in this module.
We will learn why we need to tackle Fraud. We've all heard of 'fraud' and 'bribery', but do we really know what these crimes are and how to stop them?
	1 min

	3
	Procurement cycle.
Explain to your audience if this is the first module you are doing and haven’t seen the procurement cycle before here is the explanation. 
The procurement cycle has been broken  down into 5 distinct phases: -
Specify; Buy; Order; Pay; Manage. 
Historically procurement (or purchasing as it was previously known) concentrated on the Buy and Order phases. Procurement has a much broader scope than traditional purchasing – Procurement has a part to play in how we negotiate, select and ultimately pay our suppliers - particularly as we move into the e commerce arena and electronic orders and invoices become more commonplace.

Presenter reads: Fraud affects us all - either directly or indirectly - and we often see in the news the different types of fraud affecting the public sector and how much they cost every year. In this module we will also see some real cases of people who were caught defrauding public sector organisations.

	1 min

	4
	What is fraud?
Presenter reads: The term 'fraud' refers to a wide range of criminal activities where deception is employed to steal money, physical assets or data.
The criminal offence of fraud is defined in the Fraud Act 2006 (England, Wales and Northern Ireland) as involving:
· dishonesty
· an intention to make a gain for oneself or another, or to cause a loss to another, or to expose them to a risk of loss.

A person does not have to benefit from the fraud to be guilty of the offence - as soon as they have made a dishonest/false representation, they have committed fraud.

Dishonesty is the central element of fraud - where someone has made a genuine mistake, there is no fraud.

	1 min

	5
	Fraud is a big problem
Presenter reads: In 2013, the National Fraud Authority estimated the cost of fraud to the public sector to be £20.6bn.

This is a huge amount of money to lose - money that is needed to deliver important services, such as policing our streets, educating our children and caring for the sick and elderly.

As an example, this sum would pay to build 300 new secondary schools and protect the jobs of more than 250,000 public sector workers.



	2 mins

	6
	The impact of fraud
Presenter reads: In schools, fraud reduces the amount that we can spend on frontline services; it causes reputational damage and can lead to distrust and poor morale. This is not something any of us want to see where we work.

Fraud is used by organised criminals to fund other crimes, such as terrorism, drug dealing and child exploitation. We are all affected by fraud, either directly or indirectly. For example, fraud inflates the taxes we pay and the cost of services. Fraud also increases in an economic downturn, as unscrupulous people turn to crime to pay their bills and exploit any weaknesses in processes or systems.

We are all being asked to deliver better services with fewer resources and, as a result, we need to be more vigilant to fraud. Every one of us has a responsibility to safeguard public finances.

The most important resource in preventing fraud is you by adopting a zero tolerance approach.

	1 min

	7
	How is fraud committed?
Presenter reads:
In 3 ways:
1. Making a statement that is, or might be, untrue or misleading - either to make a gain or to cause loss to another person or organisation. An example would be making a dishonest statement in a claim for benefit, grant or expenses. – This is Fraud by false representation

2. Fraud by failing to disclose information - This is failure to disclose information where there is a duty to do so. An example would be someone failing to report an overpayment of benefit or salary to which they were not entitled.

3. Fraud by abuse of position. This is abuse of a position by a person who is expected to safeguard another's financial interest. Someone can be guilty of abusing a position by 'not doing something' or by acting inappropriately. An example would be a public official providing insider information on a tendering process to a friend whose company is participating in the tender

	2 mins

	8
	Supplier fraud
Presenter reads: Fraud can be committed by suppliers. Let's take a look at some of the more common types of fraud that affect the public sector. – Issue Handout 1

Frauds committed by external parties such as contractors and suppliers include:
· Procurement fraud, such as double invoicing, colluding in the tender process or requesting payment for goods or services that are not delivered and fraudulent applications for Government grants.

Ask the group to question when and who could raise the alarm with this case study and what type of fraud is it?  Give some time but the answer is an example of supplier fraud as a result of false invoicing.

Ask the group what 2 main actions should be in place to prevent this type of fraud?
If the group are unsure assist with the answer:
· Ensure that a senior manager and a finance manager are both responsible for signing off the expenditure and processing payment
· Ensure that someone with authority within school is responsible for checking work once it is completed before signing off payment

Just because we trust a supplier it does not prevent fraud.

	5 mins

	9
	Insider fraud
Presenter reads: Insider fraud is fraud committed by someone working in an organisation from the most senior manager to the most junior team member. Frauds committed by employees include:
· false claims for travel, subsistence and other allowances, such as overstating mileage claims, claiming for journeys that were not made, or claiming accommodation expenses when not entitled
· misuse or unauthorised use of the Procurement Card
· working elsewhere while on sick leave
· falsely creating or diverting payments from school accounts
· unauthorised use of public assets or information for non-official purposes and/or personal gain - such as providing staff payroll details to an unauthorised person.

Sometimes colleagues may appear to be coping badly or acting out of character. Occasionally, for personal reasons, people are tempted to do something that they would not otherwise do.
Indicators of potential insider fraud include:
· reluctance to take holiday or a promotion
· being scornful of, or failing to follow, system procedures and controls
· appearing withdrawn at work
· a sudden change of lifestyle or unexplained wealth
· an unauthorised change in work practices.

More often than not, there is a simple explanation for each of these things. However, it is important to be aware that these can indicate potential fraud.

Be aware of fictitious suppliers who may contact finance staff over a period of time so that they begin to appear on your contract lists and complex frauds where a member of staff could have access to transfer a number of small transactions that over a short time creates a substantial sum of money.


	3 mins

	10
	Quiz
Presenter reads: A member of the cleaning staff has recently joined a privately owned gym. During her first week at the gym, she bumps into a work colleague who she knows is currently on long-term sick leave due to severe back problems.

He tells her that he has just entered a weightlifting competition and advises that he's been doing lots of training with very heavy weights in preparation. She notices that he is not wearing any back support and is surprised that he is able to attend the gym, never mind lift heavy weights.

By a show of hands, do you think he may be committing fraud?
Answer – Those who say yes are right. He is likely to be committing fraud, as he is on sick leave due to severe back problems, but doesn't appear to be suffering from them.


	3 mins

	11
	How to spot fraud
The next section will indicate how colleagues can spot the warning signs that someone might be tempted to commit fraud.

Inform your group that there will be 3 factors that are always present in any fraud.
Opportunity, motive and justification known as the ‘Fraud Triangle’. The key to stopping fraud is to break this 'fraud triangle'.

Presenter continues: the most effective way is by introducing good internal controls and making sure that the controls are followed.

Equally important is creating a culture where fraud is not tolerated by the honest majority. This can help reduce the fraudster's belief that fraud is justified. Whether it is greed or need, people who commit fraud do so because they think they are justified in stealing money and that they can get away with it.

	1 min

	12
	Fraud Triangle
Rationalisation or Justification
Ask the group for a few suggestions as to why some people think it’s ok to commit fraud?
No one is in trouble for suggesting things such as:
A belief the organisation they are targeting is fair game;
Committing fraud as a way of righting a perceived wrong by their employer;
Committing fraud is no big deal or - mistakenly - that 'everyone's at it' – Interestingly of the people caught committing fraud, 40% did not consider their actions were fraudulent - Obviously, they were wrong!

Opportunity
Most fraudsters believe that they are unlikely to get caught, due to a lack of internal checks and approval processes.
Some exploit weaknesses in processes or a lack of appropriate levels of supervision which made the fraud easier to commit.

Pressure or Motive
Why do some people commit fraud?
It could be greed for money or status or need to pay debts or to fund an addiction. For others, it can be the challenge of 'beating the system'.

	2 mins

	13
	Behaviours
Presenter reads: Some behaviour can facilitate fraud and can create opportunities for fraud to go undetected.
Examples include:
•failing to follow procedures or make checks designed to minimise fraud risks, such as managers failing to scrutinise expense claims or invoices before signing these off
•paying for goods or services without confirming they were properly ordered, received or signed off
•failing to separate duties, such as only having one person responsible for tasks relating to making payments or setting up new supplier accounts

	1 min

	14
	Contractors and suppliers
Presenter reads: Schools must always monitor the behaviour of their contractors and suppliers and ensure that there are suitable procedures and checks in place when making payments or when tendering for services.

Indicators of potential fraud include:
•	invoices being submitted on non-headed paper
•	requests for payment of goods that have not yet been delivered or authorised
•	notification of an organisation's bank details changing
•	tender submissions which are priced much higher or lower than the other submissions.

The DfE has further information in its’ guidance Buying for Schools on GOV.UK 

	2 mins

	15
	Issue Handout 2
Ask the group what could the department have done to prevent the situation?
Answers could include
· ensured that all changes to payments, or authorisation of new payments, were approved by two members of staff rather than just one
· brief all staff on the importance of keeping passwords safe
· Old contracts should be removed from finance systems and archived
· When a member of staff leaves remove their permissions immediately
· Ensure your asset register is up to date.

The best way to reduce fraud is to remove the opportunity, have procedures in place and followed.

	3 mins

	16
	Bribery and corruption.
Explain that you are going to talk through what the Bribery Act means for the group and provides examples of different types of bribery and corruption. That you will cover guidance on gifts and hospitality and what someone should do if they are offered a bribe, or if one is requested from you.

	1min

	17
	Bribery
Presenter reads: The Bribery Act 2010 focuses on business dealings within the UK and internationally.

Under the Bribery Act, organisations including schools are expected to implement anti-bribery measures, and can face significant penalties for failing to observe these measures. All staff in school must all understand what constitutes bribery. You may be guilty of bribery whether or not you're aware that you have actually committed an offence.

The Bribery Act 2010 imposes heavy penalties on individuals found guilty of bribery offences, including fines and imprisonment. Schools need to ensure there are adequate checks and policies in place to prevent bribery. 

Bribery is defined as the offering, giving, receiving or soliciting of any item of value to influence the actions of an official or other person in charge of a public or legal duty. Source: Blacks Law Dictionary

	1 min

	18
	What is a bribe?
Presenter reads: The bribe is the gift bestowed to influence the recipient's conduct. It may be money, goods, an object of value, advantage or merely a promise or undertaking to induce or influence the action, vote, or influence of a person in an official or public capacity.

The Bribery Act sets out four types of criminal offence:
Bribing a person - This is active bribery and involves offering, promising, or giving an advantage to induce, or as a reward for, improper performance. The advantage may be financial, or it could be some other advantage

Accepting a bribe - This is passive bribery, and it occurs when a person requests, agrees to accept, or accepts a bribe in return for acting improperly. It also occurs when receiving advantages which are not appropriate because a person's role means they should act and make decisions in a fair and impartial manner.

Bribing a foreign official – may be rare in the sector but it is an offence for anyone to attempt to influence a person acting in their capacity as a foreign public official.

Failure of a commercial company to prevent bribery. A failure to have a bribery policy in place can lead to a fine.

Ask the group what they would do if offered a bribe? Answers may include:
· report it in accordance with your bribery policy.
· Offers of gifts should be reported to your immediate manager and declared in a hospitality register, even if you do not accept the gift.
· If you suspect a bribery offence is being committed by someone in your work place, you must raise your concerns as soon as possible.
· Any concerns regarding bribery should be reported in line with your bribery policy.
· You have a responsibility to help detect, prevent and report instances of bribery.
· If you have a concern regarding a suspected instance of bribery, the sooner you act, the sooner it can be resolved.
We should not:
· Accept offers, discounts or other services or products by the client, customer or contractor such as tablets or other IT.
· Accept hospitality, gifts etc., you yourself wouldn’t pay for from your own pocket. This includes gifts at conferences. 
· Do anything that makes you feel uncomfortable, obligated or might be open to misinterpretation or might be difficult to explain to your manager.
	3 mins

	19
	Corruption
Presenter reads: The legal definition of corruption is: 'An act done with intent to give some advantage which is inconsistent with official duty (of the public servant) and the rights of others'.

This includes bribery but also covers bias. Within the school sector a recruitment panel may show bias toward an interview candidate because they are friends, or they may believe a bribe is acceptable to provide an organisation with a lucrative contract because they need the money. It is never acceptable.

In the public sector, corruption can be defined as 'the abuse of power by a public official for private gain'

	1 min

	20
	Quiz
By a show of hands who would agree with this statement? 'Lack of knowledge of the law can be used as a defence.'
It is false. Lack of knowledge of the law cannot be used as a defence. This is also covered in Module  9, What is a Contract ?
	1 min

	21
	Corporate hospitality
Presenter reads: Corporate hospitality or gifts are common in the private sector. They promote cordial relationships and are allowed between companies and the public sector. However, these practices should be reasonable and proportionate.

For example, accepting a lavish gift from a company currently tendering for a contract with a school or trust could be judged to have the intent of influencing the outcome of the bid. To be prosecuted as bribery, it has to be reasonable to believe that the hospitality or gift is intended to encourage improper performance of duties.

Anyone working in a school is required to avoid activity that breaches the Bribery Act. All staff should read, understand and comply with your schools bribery policy.
	1 min

	22
	7 Principles of public life
Presenter reads: Everyone working in school sector has a responsibility to ensure their behaviour is in line with:
Selflessness School staff should act solely in terms of the public interest. They should not do so in order to gain financial or other material benefits for themselves, their family, or their friends

Integrity School staff should not place themselves under any financial or other obligation to outside individuals or organisations that might seek to influence them in the performance of their official duties.

Objectivity. In carrying out public business, including making appointments, awarding contracts, or recommending individuals for rewards and benefits, school staff should make choices on merit

Accountability. School staff are accountable for their decisions and actions to the public. They must submit themselves to whatever scrutiny is appropriate to their office.

Openness. School staff should be as open as possible about all the decisions and actions that they take. They should give reasons for their decisions and restrict information only when the wider public interest clearly demands it.

Honesty. School staff have a duty to declare any private interests relating to their public duties and to take steps to resolve any conflicts arising in a way that protects the public interest.

Leadership. Public sector workers should promote and support these principles by leadership and example.


	2 mins 

	23
	Cybercrime
Presenter reads: Phishing
Many frauds start with a phishing email. Remember that banks and financial institutions will not send you an email asking you to click on a link and confirm your bank details. Do not trust such emails, even if they look genuine. You can always call your bank using the phone number on a genuine piece of correspondence, website (typed directly into the address bar) or the phone book to check if you’re not sure

Emails look authentic with all the corporate logos and similar format to official emails but they ask for verification of personal information such as the account number, password, and date of birth. Unsuspecting victims who respond may suffer stolen accounts, financial loss and identity theft.

We have heard of information being obtained from social media and then relevant personal information being used in an email, which looks exactly as if it has come from the Head teacher, to ask finance staff to authorise an urgent payment.  If an email looks exactly as if it has come from the Executive Head of a school but you have your suspicions give the school a call. Report it if fraudulent.  


Malvertising
This is compromising your computer, by downloading a malicious code on to it, when you click on an advertisement or even when you just hover over the advert. Some adverts can download malicious code to your computer, while the website is still loading in the background. Cybercriminals are increasingly using advertisements as a means to hack in to your computers. 

	1 min

	24
	Fraud in schools.
Presenter reads:
If you suspect fraud, bribery or corruption, you should: 
· act quickly to ascertain what has occurred or is suspected
· document the details as clearly and as factually as possible, e.g. names, dates, times, transactions and invoice numbers
report it to your immediate manager, the internal fraud hotline, the responsible fraud/audit member of staff or in accordance with your school’s anti-fraud and corruption policy.

And you should not: 
· ignore your concerns
· approach or accuse any individuals directly, as this may warn the person you think may be committing fraud
· try to investigate the matter yourself
· remove documentation
· discuss your concerns with friends or colleagues
· delay reporting the matter

Tips:
• When dealing with financial firms authorised by the Financial Services Authority (FSA). You can check if a firm is authorised by calling the FSA register on 0845 606 1234.
•  Be wary if you are asked to pay money upfront or are put under pressure to act quickly and not tell anyone.
	1 min

	25
	Fraud alerts 
Issue Handout 3 PBX fraud
Presenter reads:
The handout is an example of the fraud alerts posted by Action Fraud who work with the Police and National Fraud Intelligence Bureau. Action Fraud positively welcomes the reporting of all fraud and cybercrime. They have specialist advisors to help with all enquiries and practical advice to protect your school against fraud.  All schools may register to receive alerts by following the link on screen. 

	2 mins

	26
	Procurement fraud – prevention
Presenter reads: Although fraud comes in many forms, here are some simple steps you can take to protect your school from procurement fraud.
A CIPFA survey found that during 2015-16 there were 353 reported cases of UK councils, health services and emergency services being cheated out of goods and services they were paying for.


	1 min

	27
	Procurement fraud – data

Talk through the slide of simple steps to prevent data falling into the wrong hands.

You may mention that Lloyds bank also produces useful guidance on fraud:

http://www.lloydsbank.com/assets-business-banking/pdfs/Lloyds_Bank_Fraud_Guidance.pdf

	1 min

	28
	Procurement fraud – risks
Presenter reads:
Procurement fraud can take many forms from suppliers colluding on a competitive tender to suppliers submitting invoices for goods never received. Apparent authority is detailed in Module 9, what is a contract. A supplier will take advantage of the fact that they do not need to know your internal approval processes. Good contract monitoring is key to protecting against procurement fraud.

More information may be found in the CIPFA counter fraud centre

	1 min

	29
	 Whistleblowing
Presenter reads: The DfE provides guidance on whistle blowing whistleblowing procedure for maintained schools which schools should make available on your website. The policy should take account of the Whistleblowing Arrangements Code of Practice issued by the British Standards Institute and Public Concern at Work.

Ask the group if they are aware of their schools policy?

The policy does not form part of an employee’s contract of employment and should not have contractual effect.

The policy will reflect the school’s current practices and applies to all individuals working at all levels of the organisation, including the Governors, Head teacher, members of the Senior Leadership Team, employees, consultants, contractors, trainees, part-time and fixed-term workers, casual and agency staff who should all familiarise themselves with its content.

External alerts
In most cases Staff should not find it necessary to alert anyone externally. The law recognises that in some circumstances it may be appropriate for Staff to report their concerns to an external body such as a regulator. It will very rarely if ever be appropriate to alert the media. We strongly encourage you to seek advice before reporting a concern to anyone external. The independent whistleblowing charity, Public Concern at Work, operates a confidential helpline. They also have a list of prescribed regulators for reporting certain types of concern.
It is recognised that whistle blowing can be difficult and stressful. Advice and support is available from your line manager, HR department and/or your professional trade union.
	2 mins 

	30
	Support and advice
Presenter reads: If you are in any doubt you can seek advice from Public Concern at Work, the independent whistleblowing charity, who offer a confidential helpline. Their contact details are:
Public Concern at Work (Independent whistle blowing charity)
	
Helpline: 020 7404 6609   E-mail: whistle@pcaw.co.uk   Website: Public Concern At Work

.

	2 mins 

	31
	How to raise a concern
Presenter reads: If a concern against a Governor is received then this will be treated in the same way as any other concern. It will receive the same serious consideration. The concern should be raised by the Head teacher with the Chairman of Governors who will decide how it should be dealt with.

If the concern is against the Chairman of Governors then clearly this process cannot be followed. In such circumstances, the concern should be taken directly to the Head teacher who should decide in consultation and the Governor with responsibility for Whistleblowing matters how it should be dealt with.  In normal circumstances such a concern would be referred to the Department for Education for action.
	1 min

	32
	What happens next?
Read though the slide and give the group time to make any notes.
	1 min

	33
	[bookmark: _GoBack]The procurement cycle bite size modules. Would the group like to explore further modules? 
	1 min

	34
	Any questions
	

	35
	DfE contacts and website address
	


Approx. 54 minute session 
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