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1 Introduction 31	  
The Identity Assurance Hub Service SAML v2.0 Profile describes how service providers offering online 32	  
government services can use any number of Hub Services for the brokering of a citizen authentication 33	  
and enrichment of citizen attributes.  34	  

This document describes the authentication contexts to be used in conjunction with the Hub Service 35	  
SAML 2.0 Profile.  36	  

1.1 Notation 37	  
The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD 38	  
NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted as 39	  
described in IETF RFC 2119 [RFC 2119]. 40	  

 41	  
Schema listings appear like this. 

 42	  
Example code listings appear like this. 

 43	  
 44	  
  45	  
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2 Authentication Contexts 46	  
This document describes the authentication contexts specified for use with the IDA hub service profile. 	  47	  

When requesting authentication for an individual or responding to that request the level of assurance 48	  
requested (or attained) must be specified. The IDA hub service profile conforms to the definitions of level 49	  
of assurance as described in GPG 45 – Identity Proofing and Verification of an Individual.  50	  

This document describes how level of assurance is specified and recorded in interactions between the 51	  
hub services, identity providers and service providers. An additional authentication context is included for 52	  
the purpose of reporting fraud as detected by an identity provider, Level X. 53	  

2.1 Specifying Level of Assurance in <AuthnRequest> 54	  

Service providers and the hub service will construct a <RequestedAuthnContext> within the 55	  
<AuthnRequest> that describes the level of assurance required to enable the principal to transact with 56	  
the service. 57	  

An example <RequestedAuthnContext> can be seen below (in this case a request for a LoA of 1 as a 58	  
minimum, LoA2 preferred). 	  59	  

<saml2p:RequestedAuthnContext  60	  
        Comparison="minimum" 61	  
        xsi:type="saml2p:ActionType"> 62	  
        <saml2:AuthnContextClassRef            63	  
xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"> 64	  
            urn:uk:gov:cabinet-office:tc:saml:authn-context:level2  65	  
        </saml2:AuthnContextClassRef> 66	  
        <saml2:AuthnContextClassRef 67	  
xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"> 68	  
            urn:uk:gov:cabinet-office:tc:saml:authn-context:level1 69	  
        </saml2:AuthnContextClassRef> 70	  
</saml2p:RequestedAuthnContext> 71	  
 72	  

 73	  

2.2 Returning Level of Assurance in <Response> 74	  

The <Assertion> returned in the <Response> to the hub service MUST include an 75	  
<AuthnStatement> which includes the level of assurance to which the principal has been 76	  
authenticated. 	  77	  

An example <AuthnStatement> can be seen below (in this case level of assurance is LoA2).	  78	  
	  79	  

<saml2:AuthnStatement  80	  
    SessionIndex="post-office" 81	  
    xsi:type="saml2:AuthnStatementType"> 82	  
 83	  
    <saml:AuthnContext> 84	  
        <saml:AuthnContextClassRef> 85	  
            urn:uk:gov:cabinet-office:tc:saml:authn-context:level2 86	  
        </saml:AuthnContextClassRef> 87	  
    </saml:AuthnContext> 88	  
</saml2:AuthnStatement> 89	  
 90	  

 91	  
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2.3 Authentication Context values for Level of Assurance 92	  

The schemas defined in section 2.3.1 onwards denote authentication contexts matching the levels of 93	  
assurance described in GPG 45 – Identity Proofing and Verification of an Individual. These authentication 94	  
contexts are to be used by service providers and the hub service when requesting authentication at a 95	  
specific level of assurance, and by identity providers when responding to an authentication request. 96	  

2.3.1 Level 1 Authentication Context 97	  

<?xml version="1.0" encoding="UTF-8"?> 98	  
<xs:schema 99	  
  targetNamespace="urn:uk:gov:cabinet-office:tc:saml:authn-context:level1" 100	  
  xmlns:xs="http://www.w3.org/2001/XMLSchema" 101	  
  xmlns="urn:uk:gov:cabinet-office:tc:saml:authn-context:level1" 102	  
  finalDefault="extension" 103	  
  blockDefault="substitution" 104	  
  version="2.0"> 105	  
     106	  
    <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 107	  
         108	  
    <xs:annotation> 109	  
        <xs:documentation> 110	  
        Class identifier: urn:uk:gov:cabinet-office:tc:saml:authn-context:level1 111	  
        Document identifier: saml-schema-authn-context-ip-2.0 112	  
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 113	  
        Revision history: 114	  
        V1.2 (Sept, 2014): 115	  
          New authentication context class schema for SAML V2.0 - denotes 116	  
authentication at LoA1 117	  
        </xs:documentation> 118	  
        </xs:annotation> 119	  
    </xs:redefine> 120	  
</xs:schema> 121	  
	  122	  

 123	  

2.3.2 Level 2 Authentication Context 124	  

<?xml version="1.0" encoding="UTF-8"?> 125	  
<xs:schema 126	  
  targetNamespace="urn:uk:gov:cabinet-office:tc:saml:authn-context:level2" 127	  
  xmlns:xs="http://www.w3.org/2001/XMLSchema" 128	  
  xmlns="urn:uk:gov:cabinet-office:tc:saml:authn-context:level2" 129	  
  finalDefault="extension" 130	  
  blockDefault="substitution" 131	  
  version="2.0"> 132	  
     133	  
    <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 134	  
         135	  
    <xs:annotation> 136	  
        <xs:documentation> 137	  
        Class identifier: urn:uk:gov:cabinet-office:tc:saml:authn-context:level2 138	  
        Document identifier: saml-schema-authn-context-ip-2.0 139	  
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 140	  
        Revision history: 141	  
        V1.2 (Sept, 2014): 142	  
          New authentication context class schema for SAML V2.0 - denotes 143	  
authentication at LoA2 144	  
        </xs:documentation> 145	  
        </xs:annotation> 146	  
    </xs:redefine> 147	  
</xs:schema> 148	  
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	  149	  

2.3.3 Level 3 Authentication Context 150	  

<?xml version="1.0" encoding="UTF-8"?> 151	  
<xs:schema 152	  
  targetNamespace="urn:uk:gov:cabinet-office:tc:saml:authn-context:level3" 153	  
  xmlns:xs="http://www.w3.org/2001/XMLSchema" 154	  
  xmlns="urn:uk:gov:cabinet-office:tc:saml:authn-context:level3" 155	  
  finalDefault="extension" 156	  
  blockDefault="substitution" 157	  
  version="2.0"> 158	  
     159	  
    <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 160	  
         161	  
    <xs:annotation> 162	  
        <xs:documentation> 163	  
        Class identifier: urn:uk:gov:cabinet-office:tc:saml:authn-context:level3 164	  
        Document identifier: saml-schema-authn-context-ip-2.0 165	  
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 166	  
        Revision history: 167	  
        V1.2 (Sept, 2014): 168	  
          New authentication context class schema for SAML V2.0 - denotes 169	  
authentication at LoA3 170	  
        </xs:documentation> 171	  
        </xs:annotation> 172	  
    </xs:redefine> 173	  
</xs:schema> 174	  
	  175	  

	  176	  

	  177	  

2.3.4 Level 4 Authentication Context 178	  

<?xml version="1.0" encoding="UTF-8"?> 179	  
<xs:schema 180	  
  targetNamespace="urn:uk:gov:cabinet-office:tc:saml:authn-context:level4" 181	  
  xmlns:xs="http://www.w3.org/2001/XMLSchema" 182	  
  xmlns="urn:uk:gov:cabinet-office:tc:saml:authn-context:level4" 183	  
  finalDefault="extension" 184	  
  blockDefault="substitution" 185	  
  version="2.0"> 186	  
     187	  
    <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 188	  
         189	  
    <xs:annotation> 190	  
        <xs:documentation> 191	  
        Class identifier: urn:uk:gov:cabinet-office:tc:saml:authn-context:level4 192	  
        Document identifier: saml-schema-authn-context-ip-2.0 193	  
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 194	  
        Revision history: 195	  
        V1.2 (Sept, 2014): 196	  
          New authentication context class schema for SAML V2.0 - denotes 197	  
authentication at LoA4 198	  
        </xs:documentation> 199	  
        </xs:annotation> 200	  
    </xs:redefine> 201	  
</xs:schema> 202	  
	  203	  

	  204	  
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2.3.5 Level X Authentication Context (Fraud Event) 205	  

<?xml version="1.0" encoding="UTF-8"?> 206	  
<xs:schema 207	  
  targetNamespace="urn:uk:gov:cabinet-office:tc:saml:authn-context:levelX" 208	  
  xmlns:xs="http://www.w3.org/2001/XMLSchema" 209	  
  xmlns="urn:uk:gov:cabinet-office:tc:saml:authn-context:levelX" 210	  
  finalDefault="extension" 211	  
  blockDefault="substitution" 212	  
  version="2.0"> 213	  
     214	  
    <xs:redefine schemaLocation="saml-schema-authn-context-types-2.0.xsd"> 215	  
         216	  
    <xs:annotation> 217	  
        <xs:documentation> 218	  
        Class identifier: urn:uk:gov:cabinet-office:tc:saml:authn-context:levelX 219	  
        Document identifier: saml-schema-authn-context-ip-2.0 220	  
        Location: http://docs.oasis-open.org/security/saml/v2.0/ 221	  
        Revision history: 222	  
        V1.2 (Sept, 2014): 223	  
          New authentication context class schema for SAML V2.0 - denotes fraud 224	  
event at unspecified level of assurance 225	  
        </xs:documentation> 226	  
        </xs:annotation> 227	  
    </xs:redefine> 228	  
</xs:schema> 229	  
	  230	  

	  231	  

	  232	  


