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We hauve all got a lot to learn and we have all gnt something which, out of our own expericnce and study, we can teach. This
magazine is to enable us fo share the resulls of that experience and that study.

From the Foreword to the first issue {as The British Army Journal), January 1949

by Field Marshal the Viscount Slim, Chief of the Imperial General Staff

Contents

COMMENTARY Editorial 2
The Bertrand Stewart Competition 4
OPLERATIONS, DOC- The 2015 Battlefield 5
TRINE AND DEVEL - Brigadier C $ Grant OBE
OPMENT
Army ¥or 2025+ 14

axr

A New Approach To Security Engincering ' : 18

Urban Warfare in the Future: Balancing Gur Approach 25

FIBUA — The Tactics of Mistake? 33

e

DOCITRINE (WILDER Non-Combat Mission Command 34
SHORES) e

Navy Submarine Operations 43

ANNIVERSARY Century of Rg

MILITARY LAW (111E

4h
LIGHTFR SIDE)
MORAL Threats to the British Army's Ethos 50
COMPONENT =
HISTORY The Chindits aud Special Forces Manpower 53
Keen As Mustard N 62
The British Descent on St Malo, June 1758 82
THI TICI-YARD Andrew Gordon’s Rules of the Game ~ Spartacus; Gongs - m 93
CORRESIPONDENCE Command and Control - Dress — Jary and Carbuncle, a Postscript — 96
Advennirous Training
REVIEWS _ 99
INDICES, ISSULS Tille Index 114
101125 Author Index 119




Eon et ol i L

THE BRITISH ARMY REVIEW NUMBER 128

Editorial

THIS FUCIORIAL 18 INEVITABLY DOMINATED BY TIE
events of 11 September 9001 and their alter-
math. The enduring guality of the special relation-
ship between the United States Armned Forces and
our own has brought a pm‘ticular poignancy 1o our
view of the images of human suffering and devasta-
tiorn in New York and Washington. Shared experi-
cice with Americans on opcrations, training,
exchanges and liaison, has developed s0 many per-
sonal links, with individuals as much as institutions,
that the British military community can only fec] that
the violation extends to our own family.

1n the military sense, the rules have changed. The
form of the attacks on the United States brings 4 new
dimension to warfare. There is a boundary, albeit ill-
defined, hetween acts of terrorisim and acls of war
Seide has a part in this; traclitionally, terrorist organi-
sations have operated within fimits in order to limit
the degree of outrage and response. Until now, this
limit has been defined by Lockerbie, the Beirut har-
rarks bombing, and the two US Embassy attucks
attributed to al Qu'ida — with European terrorist
organisations being morce restrained.

Targetting is as important as scale. One feels that
those who planned the 11 September attack were
familiar with the Warden analysis of stale Largess, and
Lad read their Clausewitz. This was an atiack, nat
only on people or even institutions, but on the centre
of gravity ol a state,

The result is that the capacity to make war, reat®”

war, has moved down to sipall group level,  The
attackers have also given the lie to the theory that a
ruass effect artack needs to employ the traditiohal
weapons of mass effect — chemical, biolagical, radio-
logical or naclear — which would have inyolved sub-
stantial investment both in acguisition anél means of
delivery. And one man’s terrosist is another’s asym-
metric warrior, ‘-‘
The possibility of an attack of this nature has been
2 given for inany years. The implications of a strate-
giclevel strike by a no-target encmy, however, have
been relegated to the oo-difficuli tray. Tt has been
casier to develop theories for warfighting as under-

stood in warfighting theory developing circles, while g

dealing with any real enemies by technical over-
match, as for Omdurman. Unfortunately we are now
looking at the situation we predicted in the Editorial
16 Lssue $16 of this magarine; a hundred years on, we
may have found our new Boers — and if the current
opposilion is climinated or neutralised, the exam ple
is still there.

WRITING TEN WEEKS AFTER THE ATTACKS ON THE WORLD
Trade Centre and the Pentagon for distribution in

January, one is forced to stay with generalities as to

the progress of operations. There have been so many
nwists and turns of events since oOperatons over, inside
and around Afghanistan began that any prognastica-
tion is likely to make the prognosticator look stupid
less thian a week later. Tlowever, itis notatall impos-
sible that by the time this edition is in the hands of
troops, (sama bin Laden will be in custody — or no
longer extant Whether or not this has been
achicved, it appears likely that the Afghan end of the
al Qu'ida organisation will have eliminated as an
elfective force. ;

‘This does not, of course, mean that al Qu’ida as a
whole will have been rendered ineffective — in fact,
the quasi-state organisation existing in Afghanistan
was nrelevant, or cvenl detrimental, to the function-
ing of an international terrorist network.  The
September 11 operation was apparently mounted
from a Western European base, and Western cities
provide [ar more cover and better command and
control facilities than do Central Asian caves. Defeal
therefore, with or without the death or capture . of
Osaing, might well be followed by a surge ol terrorist
aclivity, based on contingency plans already in place,

and executed by a decentralised operational organi-

sation. However, if there is no such surge, no spec-
tacular, in fact nothing, or at most a Real TRAscale
bombing campaign, does the ‘waron terrorism’, with its
associated emergency provisions, continue?

If there was any good feature of the September 11
attacks, it was that there was a visible and accessible
target for retaliation. A future large-scale attack,
probably exploiting another unanticipated asymine-
Lry, might not offer the same oppnrtunily. LEqually, a
kowelevel but extended bombing campaign would be
even more difficult to counter than those of the IRA
and associated groups, given the difficuities of pene-
{rating an organisation having al Qu'ida’s character-
istics. In these circumstances, the opposition will be
dictating how much or how litile of the war we will
have W take — the very opposite of the ‘optional wars’'
to which we have become accustomed over the Jast
ten years, Christopher Bellamy pointed out some
years back (in Knighis in White Armour), that our soci-
ety is already attuned to @ certain level of endemic
violence from criminal activity as well as Lerrovist
action. If the scope of terrorist action in the future
does not greatly exceed that which has atready been
experienced over the past thirty years, the population
as 2 whole may accept a higher level of violence in
day to day living in preference Lo an excessive level of
doubtfully effective preventive security.

Mecanwhile, in Afghanistan the classic pattern of
tribal groupings at loggerheads is cmerging. While
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hoping lor a workable solulion to emerge, we hape
even more that no one will attempt. to impose a settle-
ment. We have been here befure — ofien: ‘a man lies
here, who tried to hurry the East’.

L

TURNING TO MORE PAROCHIAL MAUTERS, THE PERIOD
since our last issue has seen the MOD going public
on the rewark of the SA80 systemn. The good news is
that the A2 versions of the IW und LSW will be reli-
able, trustworthy weapons. The bad news is the
extent of the rework which has proved necessary.
Whatever spin may be put on the public face of the
programmne, it is apparent that the problems were
not anly dawn to manufacturing and quality control
but to [undamenial desigu defeets.

However, the worst fealure of the story has been the
long-term denial by higher tnanagement that there
hus been anything seriously wrong with the system, in
thie face of user experience and dissatistaction, In BAR
127, we published SEREEIES 's critique ol e easy
speeches thut comfort cruel men’ The fighting power of
British forces depends heavily on the moral compo-
nent, which in turn derives fromn trust between the sol-
dier on the ground and his leaders - and one of the
responsibilities of command is w ensure that the com-
manded have the right tools for the jub. Issuing mis-
leading assurances to soldiers who are awaue that their
equipment is inadequate is a good way of eroding trust
between leaders and led. The Fditor has heen down
this road, beiuyg once upon a time armed with a Sten, .,

¥ ok &

TIIIS SSUE 18 MORE BISTORY-HEAVY THAN MOST, MORE OF
this in & moment, but we begin with two papers from
the DGD&D stable setting out the Directorate-
General view on the shape of warfare in 2015 and
2025 tespectively. We stress that these are not pre-
sented as policy, ‘thesethings-shall-be’ muterial. The
reason for publishing them here is to give readers
their chance to have a go, 1o comment, and to devel-
op and share their own ideas about this futurology.
~ERHERTE then demonstrates that the busi-
ness of security engineering has developed (rom a
somewhat hit und miss approach into an empirically-
based structured planuing process. "This article is fol-
lowed by two on the subject of urhan warfare, both of
which in their turn challenge current thinking., U8
Air Force Coloncel 8 b ‘Uhban Warfure:
Buluncing Our Approach’ first calls in question the
received wisdom which has it that luture conflict will
take place lurgely in the cities, and goes on to chal-
lenge the accepted approach to the mechanics of
urban warfare. This he assesses as a process involving

large numbers of infantry soldiers fighting the ‘three
block war' in a conflict whose whaole shapce is deter-
mined by low-level tactics. - 4 argues that
the operational and even the strategic levels of war
should receive greater consideration in the context
of urban warfare — in particular  in determining
whether involvement is indeerd necessary. At the tac-
tical level he argues for a more allanus and joint
mravoach to the problems.

B3 TTBUA: the Tactics of Mistake’is a
e pllnt ol an dl'l.l(.l(‘ published in ADTN in 1994,
Based on exercise expericnce in Berlin and else
where as well as a study of Russian methods and
British Second Warld War experience, it advocates a
more manoeuvre-based approach to both oftence
ard defence in urban warfare, Exercise data indi-
cales that this results in fewer casualtics 1o the attack-
¢ A lurther interesting statistic emerging is that the
defence sulfers many more casualtics than does the
attacker. The content remains entirely relevant to
today’s conditions; we hope that it may provoke more
af a response than it did last time round.

Our final doctrine-based article is 4 :
e plication of mission conunand priuciples
to the day (o day problems of military life. Actually,
the article is more about the application of the est-
mate process o everyday problems than of mission
comimand per se. There is an aimosphere of panaceu
abour this piece ~ and although he includes bud-
getary maoers as a factor, he does not provide the
incthodology for making them go away.

The year 2001 marked the 100th anniversary of
the Ruyal Navy's Submarine Service, and given that
we were provided with a pithy article by Comunander
Qit would have been downright churlish not
to have iucluded a reference (o the event.

Military Law is a scrious business, but going back
to W 8 Gilbert and beyond, the Law in gencral has
had its exploitable soft spots. Professor - .
charts the career of one Theodore Ende, who can
properly be classed as the grearest barrack-room
lawyer of all dine. Not only did Ende frequenily tuke
on the War Olfice {und win) in several cases arising
onl of mistakes in courl-martial procedures, bnt also
took Arsenal Foothall Club eventually to the House of
Lords over a matter of rateable values - and won,

It is encouraging 1o find junior officers with the
time to write articles for BAR, and even better when
they are of the quality of iece on the moral
componeut (all right, it was an essay compeltition
winner biit none the worse for that).

As meutioned above, we have more than a fow
pages devoted to historical articles in this issue. The
lirst is g F:tudy of the manpower sucked
nto prn«a[(‘ annies of one sort or another in the
Second World War, with particudar reference to the
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Chindits. The criticism is a fair one; the main prob-
lemns with lavgescale special forees in a major on-going
war are the dilution of quality they produce in the
main force, the fact that their time in acdon is vsually
limited, and that if misemployed in a general duties
role they tend to have less combat power than their
orthodox equivalents, The them and us’ syndrome is
even more of a factor in operations in peace, when
only people with funny-coloured hats are invited to do
the shooting — Special Boat Seivice in Kabul?

Lientenant Colonel M ongoing saga
of the 193940 BEF puts on another chapter with
Keen as Mustard’, his characteristically full and mighit-
ily researched study of the Force’s offensive chemical
capability. Present-day gassers are invited to note the
massive levels of contamination which were routinely
planned. Those hoys did not incss about!

Finally, RS xplores one of the hyways of

history from the Seven Years’ War.  British amphihi-
ous operations have a mostly descrvedly bad press
down the years, usually for casual planning and slap-
happy preparation {and that inchides Suez 1956).
The Descent on St Malo in 1758 was an ¢xception as
far as the preparation was concerned, although the

operational  planning was, wedl, pebulous.  As it
turned out, a well-found force was successfully
cmbarked and ransported to the French coast, put
ashore with few problems, aud a secure fortified
camp established. The difficulty came in bringing
the siege train to St Malo — the land route was unsuit-
able and it proved impossible to land the wain close
to the objective, As a result, foliowing the destruction
of the local shipping, the force retired without laying
siege to St Malo iwself, and re-embarked  having
achieved litile. As a study in planning and command,
this minor operation descrves intercst.

A small Tilt-Yard this time; Spartacus commends
the Syndromes from The Rules of
the Game to all with an interest in command and con-
trol. Be:, resting from their labours
on matters doctrmal and developable, have a go at
the medals business, and that’s it. In the correspon-
dence section we would highlight a response from
FM Lord Carver to -2 ‘A Year Observing
Command and Control, sappurtive of the principle of
‘keep it small and simple’.

And finally - the Fditor has at last done some
indexing.

The Bertrand Stewart
Trust — Changes to the
Essay Competition

The Bertrand Stewart Trust was established in 1922
to administer a bequest by the late Captain Bertrand
Stewart, which was to fund a prize tor

‘the best article, paper v fecture on some military sub-

ject, the study or discussion of which will fend lo
increase the efficiency of the British Avmy as a fight-
ing Foree.’

The format of a tradilional essay was cstablished as
the vehicle for the Competition. As a result of the
increasing emphasis on joint operations during and
since the Second World War, the Trustlees extended
the scope of the Competition Lo include set questions
op joint subjects. The imarking panel includes rep-
resentatives of all three Services.

Yor some time and for the last two years in partic-
ular, the future of the Competidon has been causing

concern to the Trustees. The quality of the 2000

essay entry was such that the judges were unable 10
agree collectively to recommend any individual as a
prizewinner.  The 2001 Competition has produced

just wo entries (one of which arrived three woeeks
after the closing date). These are particular
instances of a general phenomenon — which is that
the essay is a dying art form. It is also apparent that
the form of the Competition, involving as it does set
subjects, is an inhibiting factor.

The Trustees have therefore decided that [rom
2002 they will make a single cash award, the Bertrand
Stewarl Prize, for the article published in the British
Army Review in each calendar year which best meets
the criteria sel ont above, joint-related subject matter
remaining eligible. The 2002 Competition will run
from the Spring issue (BAR 129). To take account of
the present volatile financial climaie, the amount of
the Prize will not be fixed for the time being, but it
will be in the range £250 - £500, the inlention being
10 keep it at the upper end of the range.

It is intended that the requirements governing the
eligibility of articles for the Prize should be kept to a
minimumn, so as not to inhibit authors in approach-
ing their chosen subjects, and 1o produce the largest
possible pool of entries. Marking will continue to be
carried out by a panel of judges following preselec-
tion of a short list of finalists by the Sccretary to the
Trustecs. Detuit will he published in the Winter 2001-
092 edilion (No 16) of Army Doctrine and Training
News), in the next issuc of BAR, on the DGD&D web-
site, or dircel from the Editor BAR/ADTN.
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OPERATIONS AND
DOCTRINE

The 2015 Battlefield

By Drigadier CC S Grant OBE
Director Land Warfare

Intraduction

MUCGHT HAS BEEN WRITTEN ARGUT THE NATURE OF
FUTURE warlare. The authors range from academics
and scientists through o journalists and fiction
writers. The product provides many valuable
insights and alternatives into the Muure operating
covironment. However, in many cases Lhicy stop
short of actually describing how we will fight on that
batdeficld. In order for the Directorate General
Development and Doctrine to develop work an the
Emerging and Future Army we nced 1o take thesc
many strands of work and distil and exirapolate
them intn a view of what they will mean for us. This
article is drawn from the Directorate's work on the
2015 Banlelield,

Chne thing we can predict with some certainly (and
there is not much certainty in prediction!) is that the
Battlefield of 2015 will be different from that of
toduy. However there will also be some clements that
remain constit, The constants are as imporrtant as
the changes and so this picce will not auly illustrare
what will be different it what we think will remain
unchangerd.

This article sets out a description of the fulure hat-
tlehield in 2015 from an Army perspective but it is set
firmly in a joint context, To do this T will examines
the future bawleficld of 2015 under the follawing
headings sununarising the constants aud changes at
the end of each parL.:

The Setting
The Future Battlespace
The Doctrine
The Battlespace — an analysis
Deep Operations
Close Operations
Rear Operations
Command on the 2015 Baiileficld

The Setting

THE GEOPOLITICAL ENVIRONMENT ANDY TLE BATTLEFIELD
ih which the Army will operate in 2015 will be diffler-
ent from that of 1oday. However, warfighting will
remain the benehmark against which 1o train and
prepare but Orher Operatious witl be the most com-
men fon of commitment, and the Avmy will he
structured for botlh. The requirement to engender
fighting spirit and ethos will be cnduring, ‘These are
the realites that we loose sight ol at our peril.

In 2015, from the /K perspective, wars will
increasingly be fought as a member of an alliance or
ad hoc coalition. More will be done mniti-uational-
ly and the Ariny will have improved its technical

P et
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conneclivity with our allies as well as developing a
common doctrinal undersianding 1o improve intesop-
erability. Despite the trend to use armed lorces in a far
wider range of operations, wartighting will remain the
lfimate test for military forces. We know all too well
that some operations, initally non warfighting, may
slide into warfighting as circumstances change. Indeed,
warfighting and Other Opcrations may he conducted
concurrently in the same theatre. Despite technologi-
cal advances and new weapons the brutal nanwe of con-
flict will remain, It is likely that the desire to cormmil
armed forces to conflicts, which wmay escalate to
warfighting, will decrcase. The decision to commit
could be delayed, However, unce committed there can
be no allernative to victory. Equally, operations that.
start of as those of choice may become operations of

- national interest,

Adversaries

Future adversarics will be more diverse and unpre-
dictable. They will mix conventional armoured capa-
pilitics with hybrid variations incorporaling more
sophisticated weapons upgrades such as defensive aides
suites {DAS), surveillance and target acquisilion capa-
bilities. However they may equally incinde irregular
forces, terrorists and militia. There can be no assump-
ton that they will think as we do or be constrained by
casualties, media pcrceptinns‘ moral issues or interna-
tonal law. They will attempt to exploit as vulnerabili-
tivs our publicly espoused values. Thuey may not respuct
the moral constrainis placed by us upon the usc of mil-
itury force; for example lapd mines, lasers and chemi-
cal attack. We will need technological and doctrinal
counters to protect our own forces against such attacks

and retain the understanding and ability to use some of

these means, for example mincs, should circumstances
change and success and the containment of casualty
levels depend on it

The Impact of Asymmeiry
The. reach of war in 2015 will go way beyond the
clearly defined limits of the theatre of operations,

as it is undersiood today. Asymmetric autack will
hecome an increasing feature of warfighting.
Asymmetry is of course not new and is about far
more than terrorist attack. Encmics will make
every attempt, unconstrained by the geographic
limits of Juint Operational Area, and throughout
the whaole coalition or alliance, 10 inflict a wide
range of attacks. They will focus on the strategic
cohesion of the alliance or coalition and the opera-
tional centre of gravity. We must develop our own
asymmelric capabilities to attack the enemy; be it in
terms of information aperations, command and
control warfare or the use of special forces to attack
enemy vuincrabilities and disrupt key clements of
the their infrasuructure,

The Joint Campaign

Operations in 2015 will be set within a joint cam-
paign. The Land, Air and Maritime components
will still exist but they will operate more closely
wgcether under the direction of the Joint Task
Force Commander, according Lo a fully integrated
campaign plan which synchronises all the lines of
operations, including the non-military ones, as part
of the campaign plan. This will only be made much
easier by exploiting digital communicatiens, bring-
ing improved integrated operations and sitwational
awareness. The Army Commander will increasing-
ly draw on joint capabilities in designing his scheme
of manocuvre. Technology will be a key driver, and
ihe availability and use of information will change
the way the Army operates. The joint battlespace
will be an increasing reality, where control by pro-
cedures has been changed to exploitation of oppor-
tunities. This will assist the Commander at each
level to shape the battlefield and to take on the
enemy on his terms. We must expect the more
sophisticated enemy to Jaunch similar challenges
against our infrastructure, our G31 und high valuc
assets. The enemy will mount information opera-
tions 10 disrupt our own.

THE CONSTANTS

. Warfighting remains the benchmark
. Asymmetric attack
- Fighting Spirit and Ethos

THE SETTING

THE CHANGES

. Increasingly multinational

. Future Adversaries with more diverse
capabilities

. increasing maral and legal constraints

. Joint and increasingly integrated

. Availability and use of information will
change the way the Army operates,
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The ¥uture Batilespace

THE FUTURE BATTLESPACE WILL BE MOKE COMPLEX AND
diverse than it is today. There could be many more
players, from disparate organisations, many of whomn
will have a part to play, Connectivity with all of these

be a premiwn on remaining dispersed and being able
to mass etfect rather than massing force. When forces
are massed they will do so on teir terms and with suit-
able foree prowection. o this end, air superiority will
conlinue to be the key factor in enabling dominant
and decisive Iind manocuvre.

THE CONSTANTS

. Air superiority will be key to enabling deci-
sive land manoeuvre
» Non-linear battlespace

THE FUTURE BATTLESPACE

THE CHANGES

. A more complex and diverse battlespace
. More players
. increased volume of the battlespace

will be more challenging. Closer liaison at the joint
level, inoving towards integration, where long range
ground based and maritime systems,
unmanned aerial vehicles and conventional air will
compete with each other for use of the battlespace.
This is also true of muliinationality where such links
must be established with other armies and compo-
nents Lo ensure greater interoperahility, This will be
particularly difticult when ad hoc coalitions of the
willing are brought together.

A combination of improved communication sys-
tems, hetter strategic and operational intelligence and
the desire to decisively project ones own forces over
greater distances, will increase the volinne of the bat-
tlespace significautly.  The less cdense baulelield,
describing an area ol operations which is relatively less

More

densely populated with military forces, will be a pare of

the future battlespace. However, it will not be charac-
terised by isolated force elements with large gaps
between them: but rather the ability 1o disperse forces
more widely while still massing effect. Where there are
gaps lo fili, they will be covered by manned and
unmanned surveillance, reconuaissance capabilitics
and screening forces. While the [uiure battlefield witl
not be the non linear chaos that some imagine: it will
certainly be less-lincar.  However the importance of
secure {lanks, linking furmations, logistic lines of sup-
ply and rear area security, will be as important milicary
tactors as they have always heen, There will however

The Daocirine

YOU WOULD EXPECT ME TO $AY SOMETHING ABOUT DOC-
trine, and Ewill not disappoint. Manoeuvre and the
Manoeuvrist Approach, rather than atirition and
reaction, will remain the hallmacks of success.
Although, as so eloquently expressed hy Chris-
topher Bellamy, operations will inevitably be a mix
of bath atwition and manoeuvre.! Digitiseql com-
munications aud integrated [STAR will be the key
influences in delivering high tempe. However, by
2015, while communications should conable a much
clearer picuwe of ane's own forces, full interoper-
ability with allics, at least on the technical level, is
most unlikely, especially in a diverse coalition. The
more coalition parwners involved the loss likety this
will be. Common doctrine and understanding will
form the basis for interoperability,

Of course our Doctrine will have evolved; to
remain relevant and to cover the natore of current
and future conflicts it must do. The terminology used
to describe operations in the hattlespace may well
also have changed. However, irrespective of future
changes in terminoelogy, the basic framework of deep
operations, close operations and rear eperations pro-
vides a relevant and  well understood {framework to
describe the 2015 battespace today, The doctrine {or
Alr Manoeuvre will have developed and the capabili-
w to deliver it should be in place,

THE CONSTANTS

. The Manoeuvrist Approach
. Tempo as the key to success

THE DOCTRINE

THE CHANGES

. Terminclogy

. More emphasis on Capabilities that
enhance Tempo

- Greater interoperability through common
doctrine
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The Battlespace — An Analysis

USING THE CURRENTLY UNDERSTOOD TERMINOLOGY OF
deep, close and rear operations T will deseribe the
raiature of each of these elements of the batlespace in
2015. However, the scparation between the three will
be less clear as each impacts and overlaps on the oth-
ers. This may lead to changes in the description of the
framework. However, within this consuruct, there will
be an increased premium on the ability 1o defeat the
enemy at arm'’s length. As technoloyy delivers a new
ability to manoeuwe simultaneously and decisively
against an enemy, throughout the total battlespace, it
will deliver an improved balance hetween operations
in the factical deep, close and rear. This will be
achieved by focussing investment in deep attack sys-
lems with a consequent reduction in the relative
resources cormmiited to the close battle. This will be
explained further as each clement is developed.

Deep Operations

In this time frame the current hicrarchical structure of
Corps, Division, Brigade and Battlegroup will remain
valid although the potency at each levelwill increase.
Today in warfighting the lowest level at which deep
operations are concurrently prosecuted with close and
rcar operations is division, but by 2015 this may be pos-
sible at brigade level. In 2015 the desire to achieve deci-
sivee effects with deep operaiions rather than simply
using them to shape the badlefield for decisive close
operataons, will become the key objective. Deep oper-
ations will begin at the strategic and operational level,
before the commitial ol the main forces. Deep apera-
tions will be the principal means to attack the enemy's
will, cohesion and ability to sustain and regenerate his
cftorts. They will attack an enemy’s centre of gravity -
physically or psychologically. To do this they will use a
mix of capabilitics including madia operations, infor-
mation warfare, economic sanctions, diplomacy and
the surgical use of special forces, At the operational
level belore and during the military campaign, deep
(:pémtirms will embrace all facets including psycholog-
ical and information operations, offensive and defen-
sive FW and thie whole range of military activity. In the
carly stages of any warfighting campaign, there are like-
Iy to be serious legal and political constraints on the ab-
ility to apply the full spectrum of attucks 10 deep targets.

The campaign plan must he sensitive 1o these but eqg-
ually must be prepared tobe robustwhen the payoff may
involve asignilicaut potential to reduce owr casualties,

Once the forces are commitied at the tactical level,
deep operations, which are by no means synonymaotls
with distance, will be delivered at significantly greater
ranges and over 4 wider operational battle space and
planned further out in time than previously, Long
range precision artillery, Air Manoeuvre, EW and the
contribution of both maritime and air, fixed wing
and long range missiles, will deliver synchronised fire
at ranges well beyond those expected today and out
to perhaps 300 kilomeures and more. These effects
will be enabled by digitisation, TSTAR and situational
awareness. The links from Sensor to shooler’, the latter
perhaps more accurately described as ‘exploiter’
(embracing capabilities other than lire), will contin-
ue (o challenge the commanders who will strive to
engage moving and fleeting targets,

Indirect attack is only one clement of deep opera-
tions and is unlikely, on its own, 10 be decisive. The
need 10 commit ground forces in deep manoecuvre in
conjunction with indirvect fire will remain. These may
be committed to deep operations by the use of air
manoeivre supported by ground manoeuwre forces
linking up with them o deliver decisive atfect. Special
forces will play a key part in these operations. The Air
Manoeuvre elemeid, usually operating al Corps or
Land component leve]l will be a key capability in
enabling the Army to deliver operational impact. In
order to deliver successful air manocuvre operations at
greater distances across the volume of batticspace, air
manocuvre formations will need to be increasingly self
sufficient and have move of their own organic capabil-
ities. These will include limited ground based maobili-
ty, indirect fire, SEAD and reconnaissance assets. A
complex mix of ISTAR asscts will be employed in
informing and sequencing the operation. The ability
to launch A and support helicopters and sustain
them at a distance will mean that some logistics will
have to be tailored 10 meet the specific demands of air
manoenvre. Yor deep operations to be fully cffective
battic damage assessment will be a critical priority. All
of this will make great demands on the various head-
quarters, planning these complex and integrated oper-
atiotss. There will be a balance 1o be struck hetween
detailed planning tme and retaining tempo.

THE CONSTANTS

. Corps, division, brigade and battlegroup
hierarchy

. Attacking the enemy Centre of Gravity

* Need to commit ground forces in deep
manoeuvre

» Difficulty in the indirect engagement of

moving targets

DEEP OPERATIONS

THE CHANGES

. Increasingly Joint and integrated deep
attack

. Increasingly decisive deep operations

. Greater reach

. Air Manoeuvre will deliver greater opera-
tional impact

. More complex planning
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The Close Operations

Despite the desire to defeat the eneny at arm’s length
close combat will be inevitable. Oun 1he one hand
there will be close bartle for those air manoeuvre and
ground units deployed in deep operations. On the
other hand, whiere decisive results are not achieved by
deep operations, close operations will continue o play
their part in decisive action. By 2015, close operations,
particularly at the lower levels of brigade and battle-
group, are likely o retain many of the saine constants
we understand today. Suecessful manoeuvre will he
achieved by finding and fixing the enemy and hen
applying dccisive advantage both by 4 mix of indirect
and direct fire. However, fixing may increasin gly be a
precursor to contsining, isolating and neutralising
rather than conumitting ground troops to an immedi-
ate assault. Forces must he structured to enable the
commander to manocuvre successlully in contact, pro-
vide a rescrve and the capacity to explait rapidly, thus
achueving and retining a tempo of operations superi-
or to that of the enemy. At the lower tactical levels,
where combat is conducted predominantly at line of
sight distunces, mutually supporting direct fire will
remain a key requirement for success in hoth aitack
and defence,

Close operations will remain the maost dentanding
of tasks, Fhey arc likely to bocome increasingly hay-
ardous as technology dclivers more lethal systewns
against the soldicr and his platform and il wili become
more difficult for Shooter’ sysiems and cuers to remain
undetected. Within closc operations it will irequently
be the act of Tast resort to deploy Lirge numbers of sol-
diers to close combat, But 1he requireiment for close
combat will not disappear just because of e harards
of conducting it, Close combat will remain a vital capa-
bility with which 1o take on the battle, particularly in
complex tercain,? air assaull and in an asymmeltric
envirommen(, once other capabilitics have exhansred
what they can contribute. It will also be key for deliv-
ering specialist reconnaissance. It will continue to
make the greatest demands on the individual and the
team. The brutal nawmire of close combat will be endr-
ing but the trend will be to make close combat less
close. While developments will never completely
negate the need o close with the cnemy, the aim will
increasingly be to locate the cuemy, ncuralise his
capabilitics and hreak his morale and courage to fight,
while at a distance. Tn this way he will give up aud can
be isolated, fixed and bypassed. To reduce the inhier-
cnt risks in close combat both soldiers and (heir plat-
(orms will fight in a more dispersed manner and those
in the close combat zone will be increasingly individu-
ally mare capable.

So what does this mean at the shirp end? Well, to
mect these diverse necds, the character of the combat
and combat support arms will evolve in warfighting:

The infuntry will be characterised by moic capa-
ble, FIST? cuipped soldiers, more highly
trained and more capable of independent
acdon than roday. The individual weapon will
increasingly be a weapon of {ast resort rather
than furst choice.  They will sifll fight in and
from Warrtor, albeit more capable, but in u
much more focused way as situational aware-
ness, digital communications and their integra-
tion with other arms improves, They will be
capable of not only fine of sight (1.OS) but non
line of sight (NLOS) engagement in an extend-
ing zane of close hattle. Once distnounted they
will continue to have crew served Wedpon sys-
fems capable of reaching out heyond line of
sight, inaximising the battlefield awareness pro-
vided by digitisalion. In urban combat the
infantry will need new capabilities? o prevent
loss of tempes and high casualties.

Armoured platforms will aperate in a more dis-
persed manner and will deliver shock action
through precision direct fire, particularly
against plaiforms and static targets, rather than
massing for intimate support. Despite the pro-
lifcration of unmanned sensors and UAVS,
manned reconnaissance will contuue to be one
of the most important and demanding aspects
of the close baule.

Close: suppeort artillery will continne to provide
a range of versatile indirect fire systems with
unproved precision, effects and reach. Th ey will
still provide massed effect, but from increasing-
ly greater ranges and with hetter reach enabling
cngagement from dispersed locadous. There
will be less requirement for dedicated indirect
fire obscrvers as digitisation will increasingly
cnable cvery soldier in the close battle 1o call
tor and bring down lire, However, artillery spe-
cialists will still provide the fire support co-ordi-
nation cells providing guidance and co-ordina-
tinn of single service and joint and multination-
al capabilitics to the commander, They will
detertnine and task the dppropriale means, not
only ground based but air and maritime, o
deliver synchronised engugement. irom  dis-
persed locations.

Provision for mobility and connter mability, still
resting with the Sappers, will also require
greater degree of autonomy for the reduced
number of uther arms pladorms in the close
combat zone, Their support te battlefield
mahility will remiain an imperative; the ability to
have a clearer view ol the bautleficld and to he
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able 1o wotk around, rather than through,
obstacles may enable some clements of battle-
field engineering to be devoted to other rasks.
Increasingly ‘clever’ ways will be sought to
enhance mobility and provide counter-mobility.

. The use of the attack helicopter must not be
overlooked in the close bautle, While the use of
air assault formations will primarily be for air
manocuvre the capability of AH in cose sup-
port will make an important contributios.

All deployed forces who [ind themselves in the
contact battle —~ not just infantry — will require
increased training in both defence and limited often-
sive action as part of their core skills,

Alr Manoceuvre forces will have ta combine all the
ahave characteristics in order to capiralise on their
reach and ability 1o act decisively once deployed. Tn

Batilegronp will be tailored 1o the predicted nature
of Uie batile using the principle of mission sustain-
ment. It will be more agile with improved survivabil-
ity as a result of betrer protection and situational
awareness, Medical and cquipment support will be
carried out as close to the point of injury or damage
as possible. GS$ will be modular, equipped and capa-
ble of providing support across the formation. That
which is not critical to the immediate battle will be
grouped at formation level. CH will provide global
visibility of material and situational awareness. The
increasing use of embedded diagnostics will enable
the development of prognostic systems und the move
towards pre-emptive maintenauce. These will allow
asscts w be directed and focused to meet the forma-
tion commander’s priorities.

None of these changes must mitigate the ultimate
need to retain ability for close quarter fighting — but
it will be un our terms rather than our enemies’.

. Forces structured to achieve tempo will
need elements to Fix, Strike {or contain}
exploit and with a reserve,

. Mutual support with direct fire elements

CLOSE OPERATIONS
THE CONSTANTS THE CHANGES
. Close combat will be inevitable . Increasing alternatives to Striking includ-
. The most demanding task ing isolation and neutralisation. ;
. Find, Fix and Strike. » Inereasing range and volume of the close

combat zone
. More difficult to conceal both sensor and
shooter
. Changes in the way the Combat Arms
fight:
+ More capable infantry
s Armoured effect from more dispersed
locations
« Artillery ~ less requirernent for dedi-
cated indirect fire observers but
increasing joint effects
e« Engineers — greater degree of auton-

omy
a  Greater Aviation contribution to close
battle
. More emphasis on Air Manoeuvre Close
Battle

addition w information from higher levels, they will
synchrounise the cueing skills of specialist reece, the
capabilitics of the attack helicopter and UAV 10 pro-
vide real time information to fight the close baule.
The mobility of the ground based elements ouce
inserted will e a critical factor in achicving tempo.
Timely indirect fire, particularly given their own
limited firepower, will be an integral part of their
operation.

The logistic footprint will be optimised Lo enable
the tempo of the close haitle. €58 organic to the

10

Rear Operations

The importance of rear operations will increase
rather than diminish. By 2015 rear operations will
be a fundamental part of the campaign, integrated
in every way into the planning of all operations.
The need for the commander to maintain his free-
dom lo manoeuvre and to support and susiain
operations while preserving his force will be
increasingly important. Tt will require increasing
numbers of forces, some specifically designed for
rear operations. The core of these forces will come
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from the forces that have the widest udlity through-
out the spectrum of conflict, increasingly becoming
known as medium forces. They will conduct a wide
range of tasks providing a framework of security.
There will be insufficient troops to cover all (he
likely tasks and the approach must be flexible,
mobile and intelligence focussed rather than static
There will be e requirement for
olher capabilities.

and reactive.
Rear operations will require
ittegrated air delcnce, both ground-based and
from the air, Lo defend against cruise missiles and
UAVs, The threat from theatre hallistic nissiles
must he countercd.  NBC, particularly given an
encmy who is likely to use chemical and biological
warfare in asymmetric attacks, will be of ncreasing
importance and proper NBC recce detection and
decontamination will be essential. Fngineers will
be in greater demand to create and maintain
routes, clear obstacles, improve defences, carry out
EOL) tasks and maintain the infrastructnre. Rear
operations will have to co-ordinate and conlend
with a host of distractions, even while warfighting,
such as relugecs, aid agencies and the Media. IHere
the realities of contraclor support to opcrations
may become a liability ¢o the commander,

Sustaining the force, already described in close
opcrations, will be significantly enabled by digital
technology. A mare focussed logistic support sys-
temn, which can menitor and predict requircments
will bring logistics to where they are needed, rather
than when they are asked for. S8uch a precise logis-
tic system brings its own vulierabilities and will sdll
necessitate a degree of redundancy. The require-
ment o minimise the logistic foolprin will mean
that supplies will through run from their in-theatre
point of arrival, through the rear areas to the
manceuvre formations. There will be a greater
degree of muliinational logistic support than is the
casc Loday. While this essay deals principally with
the in-theatre battlespace, his vulnerability will
have implications all the way back to the national
supply line,

Cuommand On The 2015 Battlefield

FINALLY, LET ME TURN TO THE BUSINESS OF COMMAND, By
205 the improvements in C2 and ISTAR will have
delivered sccure commumications, siluational aware-
ness and a range of applications to transmit orders, co-
ordiuated fircpower and changes of plan are in place.
There will be a better understanding of the comman-
der’s intent throughont the foree. Taken together all
the developments will cnable the rapid development
ol plans, their speedy translation inw action, and their
adaptation Lo changing circuunstances.

What will not have changed is the historical roles
of the commander. The need for lcadership, clear
decision-making and decisiveness will he nndimin-
ished, However, some of the necessary attributes will
have changed. The enormous inflow of information
will mean that the commander will no longer be able
to know and have visibility of all the available infor-
mation (if indeed he currently does} on the baule-
ficld. He will have 1o make clear his key inflormation
requirements and have the discipline to fight the bar-
Ue at his level withoitt succumbing to the teniptation
1o directly control his subordinates. Intellectually, the
commander’s biggest personal challenge will be o
operale at a tempo (absorbing infornmation, divining
the enemy’s inteny, deciding und issuing orders) that
will deliver success while not completely exhausting
himself and his staff.

A hierarchical command struciure will still be
needed to deliver unity of etfort across the force, bin
a great ability 1w transmit the commander's intent
should allow Mission Command to {lourish at all lev-
els. Commanders will need o resist the tempiation to
overdirect their subordinates or become involved in
tecision making that properly belongs to lower levels
of comnzand. Technology will enable the vapid infor
matien fow throughout the chain of command. In
order to achieve the high wcmpo of the flat informa-
tion structure, and nat be swamped by deil, com-
manders will be ruthless in setting out their critical
information requirements and their stalf will have to

THE CONSTANTS

REAR OPERATIONS

THE CHANGES

. A fundamental part of the campaign . A greater need for more capable medium
Wide range of tasks providing a frame- forces
work of security . Better defence against theatre ballistic
. Maintain freedom to manoeuvrs, support missiles and UAVs,
and sustain operations while preserving Increased NBC requirements
force . Smaller logistic footprint
11




THE BRITISH ARMY REVIEW NUMBER 128

apply a rigorous information management discipline.
The clectromagnetic spectrum will have to bhe
exploited on a joint basis.

At the highest level, the synthesis of strategic and
operational level ISTAR will enable the commander of
the future to plan further ahead and with greater clar-
ity. Transmission of his orders and intent and the
updating and changing of plans will be delivered far
more rapidly than is currently the case. However good
the alliance or coalivion sitwatonal awareness of its
own forees, the integration of all ISTAR assets to pro-
duce a near real time picture of the enemy will still be
an aspiration. A considerable amount of physical
ISTAR processing and interpretation will still need to
be done in cach headquarters not only to determine
the who and where, but also the what; that is the
enemy intent. This will be geared to supporting the
commander’s need w get inside the enemies’ deci-
sion/action cycle and set the tempo of operatons,
The battlespace will, in a sense become increasingly
rransparent with commanders having much greater
visibility of their own and enemy forees. Nevertheless,
there will be a premium on commanders exercising

Judgemnent anud decision making based on both.inflot-

mation and experience,’

There is no indication at present that the head-
quarters of 2015 will be significantly smaller than i is
teday, Indeed with the need to conduct 24 hour /7

duy operations without detriment to rempo, the staff

ahility to access a wide range ol powerful additional,
home-based capabilities, {or ex-ample, courses of
action analysis.  Secondly, the commander himself
may be increasingly able to remove himself from the
tnass of his headquarters, to move forward and
directly influence the baule as technology will deliver
to him the information he requires to make decisions
wherever he is. The headquarters and the command
structure will be more focused on the needs of the
cormnander and traditional staff structures may have
been replaced by un effecis-based or functional
approach more attuned to delivering integratedoper-
ations throughout the battlespace, The headquarters
itsclf may be more modular in structure with some
core warfighting elements and other additional mod-
ules® to meet specific operational requirements.

It is likely that from the Division upwards the
commandcr will be dealing with components from
other nations. These will bring their own problems
in terms of interoperability, varying standards, doc-
wine and political  direction. While Mission
Command will remain fundamental to the British
way of command there will be other coalition part-
ners with quite different. command philosaphies.
Nor will the commander be able to concentrate
exclusively on operations as increasing real time
pational and political  pressures, enabted by
improved communications, will inevitably cause him
to look hackwards as well as forwards,

THE CONSTANTS

. Historical roles of the commander will not
have changed
. Hierarchical command structure

COMMAND

THE CHANGES

New Secure communications, better situ-

ational awareness and a range of applica-

tions to transmit orders, co-ordinated fire-

power and changes of plan

- More Focus on critical information

. Different HG and staff structures

. Non essential elements of HQ remoted
back to the rear area or the home base

. Increased personal challenge to operate at
a tempo that will deliver success while not
completely exhausting the commander
and his staff.

. Battlespace will be increasingly transpai-

ent

may increase in nwnbers, There are however two
aspects that may have come into play. The first is the
inereasing ability of the commander to remove non-
essential clements of his headquarters and remote
thermn back to the rear area or perhaps further to the
home base without prejudice to the supply of infor-
mation or other functions that they provide,
‘Reachback’ also provides the commander with the

Endpiece

WELL, 15 'I¥11S A REASONABLE VIEW OF THE 2015 BATTLE-
field? Only time will tell; but DGD&D does not have
a monopoly vn the view ol {uture warfare and if you
have a view, complementary or counter to what has
appeared above let us hear bout it — either by writing
direct or through the pages of this journal.
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NOTES

1 Chdstopher Bellamy, [n Praise of Aurition, inangural lecture
as Professor of Military Science and Doctrine, Cranficld
University, 14 June 2001.

Lirban, jungle and forest and mounmain,

FIST - Future Integrated Soldicr Technology.

Bunker busters, fuel-air missiles and micro-UAVs,

This can be likened 1o the analogy of a poker player and a
chess player. The Farmer {the current commander), wuh

WMok DD RO

limnited information based on a knowtedpe of his owu torces
anl some deductions on the others must rely on a degree of
chance, The chess player (lomorrow’s commander) sees all
his own forces and {(most ol ibhose o his enemy, but not the
fntcat. This will not guarantee suceess. He must deduce
intent and use his skilt and expericnee to defear the enemy.

[ For exampte Air Manocuvre, CTIMIC, Rear Operations
Command and humanitarian tasks.

One of the privileges of being the Fditor is to have Jirst bite
at the cherry when it comes to comumenting, as DLW inwites
us all 1o do.

We don't find owrselves in dispute with DLW over the
pictwre of the 2015 baullefield, being very taken with the
implication that wars may well be ‘more intense View 2' in
natwre. We do differ on one fundamental concern, affecting
our whole approach to warfighting.

There is a dichotomy at the oot of the doctrinal thinking
embodied in this article. On the one hand, mission com-
mand emphasises the principle that to overcome the chaos of
the battlefield, commanders al all levels must be repered to
operale autonomously, frequently out of touch with their
superiors. On the other, the Sighting methods desevibed here
aie lotally dependent on the availability of communications
— not just voice rudio but high capacity data networks. The
mare the principles of the current sevnfution in militery
affairs me applied, the more critical this dependency.
Regular yeaders of BAR will by now be familiar with
Carbuncle’s Eleventh Princifile of War: ‘every dependency
brings with it a related vulnerability’. It may fairly be
agued that the centre of gravity of fuluse forces operating
according (o the Western puradigm will be ther reliance on
high-grade conmunications. A comparison of the articles
Digutal Storm’ in BAR 116 and ‘Digital Dardanelles’, in
BAR 117 illustrates the up- and downsides of this depen-
dency. Chur CIS will be a high priority, high Payoff target,
particularly vulnerable to an adversary less dependent on
kigh-end systems (ke will, however; be likely to safeguard the
tocal mobile phane network; this offers a posxible reversion-
ary mode for otrselves).

I am concerned that in striving tn maximise the perfor
mance of CIS, survivability may be considered a secondary
requirement. Users accustomed to the performance offered by
COTS equipment in a benign envéronmen! may not be sol-
ified with what can be achirved with hardened systems.
And dependency on data streams places a high prrice on error
foperator/system induced or enemy tnserted) detection and
correction — as anyone who has ever typed a wrong charae-

ter in an email address will know. If w's an artillery fire
mission. ..

If vulnerability of communications is taken into account
s major factor in force design, some very different param-
eters coine into effect. Such principles as unity of command,
decentralisation of support weapons, and a greater reliance
on divect five, come into their own.  This tends to proditce
organisations and command structires similay o those in
the WWII German Army - with a heavy emphasis on anton-
omy and capability at the BG level of commeand (we don't
seen bo hear smuch about unily of command these Auys, but
it was a significant factor in the tempo of German apera-
tions in both World Wars). It also tends to run against the
whole thrust of DLW article. This mismatch sugpests that
the future shape of the Army ought to be determined by the
extent to wliich the next genevation of CIS can be trusted to
perforin its missions in a threat environment.

We would challengge DLW's assumption that the curent
structure of the commeand chain should yvemain unchanged
in 2015. Fven if every level vemains in place, we think that
there is mileage in the idea that some levels of command are
miore ‘imprirtant’ than others; that some showld provide a full
batile management and service support capability while oth-
ers ave there only for the Leadership, as ofposed to the man
agement, uspects of command. As an ifbustration, confrs HQ
in the WWIT US Avmy did not have a logistic function, the
link was army  diviston (this is nol to advocate that this was
necessarily a good thing). Hawever, Icannot escape the feel-
ing that thewe is one level of command too many belween
Sieteam and corps - particularly if the I'T can be velied wupon
to work. 1l has been pointed out that to diminate o level of
command would play hell with the MS system, so the ide iy
prodably a non-starter - for the worst of teasons.

Nevertheless, we believe that theve is a clear and present
need for a how we fight’ review going from bottom — the
individual vifleman - to top.  The reviews of the last 15
years have oll been top-dawn in theiy approcch — probably
because senior civil servants find it difficult fo comprefiend
anything that happens below brigade level. .

i3
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An Army For 2025+

“Predicting the future cowrse of military events s « rishy

bresiness. ™

Ouver the last two years several key papers that determine the
wy in which the Avmy should develof have been written
and endorsed by ECAB.  The Future Army Concept Paper
defined the Ends — those concepls and capabilities required
of an Army in the 2025 timeframe. The Foree Develapment
Options Paper and Strategy for the Avmy then defined the
Ways — the options for atlaining those Fnds in the long
(2010-2020) and the mediwm term (2005-2012) respective-
ly. This article puils all tivree papers together, within the
context of Defence thinking, in mrder to describe the charac-
teristics of an Avmy for 20254,

While any look at the future — particularly one based a
quarter of o century ahead — is fraught with dungers and
warst be speculative, this article has drawn heavily on cur
vent endorsed work and has sought to defiiie an end-Slale for
the Army. It has tried to explain, in broad terms, what the
Army cndd look like in 2025+ should all those irleqs
espoused in the present set of strategic Army papers be devel
oped. Clearly things will change as the strategic and domes-
tic environwment shift and Defence moves o slay in step.
Nonetheless, it is important thal we have a view of where we
are going and this article provides that outlook.

14

Assumptions

Any discussion of the future has 10 be based on a set
of assumptions — tenets that we think will endure and
will continue to play a key role in the shaping of the
Army. If these assumptions change, then we shall
probably have to address Question 4 and this may
result in a shift in the way that the Army will conduct
its husiness, The Key assumptions (or our Army of
2025+ are:

s Prowmotion of UK security interests within the
framework of NATO/EU Defence, as both
evolve, will remain the bedrock of UK po]iq,f.“a
The US, however, will be the only nation capa-
ble of providing the framework for major, high
intensity coalition warfighting operations,®
although UK and France could provide a
Europcan framework for warfighting opera-
tions that are more limited in scope and scale.d

. The Army will remain a mix of volunteer full-
time and part-time professionals.’

¢ The intent for the UK to play a lcading role in
promoting internationa) stability through ithe
provision of forces with a high degree of mili-
tary effectiveness in multi-national expedi-
tionary operations will remain extant.% For
warfighting operations, the UK would be acting
as a leader or member of a coalition or alliance
force.”

s Joint thinking, and the cssentials of the
Manoeuvrist Approach (o operations (inchid-
ing Mission Commund) will remain the founda-
tion of British Defence/land component doc-
trine.®

. The Army is increasingly based in UK, except
for operations and garrisons.

. The main Defence Planning Assumptions will
be broadly similar, and a form of harmony
guidelines will remain in place.’

. A formation readiness cycle, underpinned by
the principle of gradnated readiness, will
remain the mechanism for delivering the
required fand component of the Joint Rapid
Reaction Force,'” and for other deployed oper-
ations.

. The continued importance of UK retaining
Iramework nation status of the ARRC.!1
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For as long as the prospect of substantial public
order policing demands on the scale seen at
Drumceree in recent years, the Anny should
retain the capacity to provide support for the
police [in Northern Irelund] in meeting thasc
demaruds. 12 13

Resources

In developing the Army for 2025+, it is prudeut 1o
plan on the basis that resources will remain broadly
at current levels. Where resource constraints force a
choice, it is endorsed Army guidance!? that the
emplasis should be on delivering a coherent, sus-
tainable and balancerd capahility (generate, deploy,
operate), rather than absolite numbers of WCApOon
plattorms.  Furthermore, that investing in ability
should be valued above investment in numbers of
platforms, people or stocks, and that any shortfalls in
manpower which are necessary should be taken in
the area most easily and quickly replaced.  Finaily,
that it will be important Lo inaintain an appropriate
level of investment. in physical infrastruciure, in par-
ticular  Married  Quarters and  Single Living
Accomtmodation.  However, if Defence Planning
Assumptions change or othier circumstances dictate,
this puidance would have 1o be reviewed.

The Strategic Environment

There is no ideatifiable threat to the [undmnental
security of the UK within this tineframe, It is, how-
ever, difficult o predict potential future opponenis
with any degree of certainty. They are likely o differ
widely not only in size, capability and sophistication,
but alse in perceptions, vahies and motivation,
Potential adversaries will, 1o a varying degree, trans-
form from indusurial-age to information-age forces,
and many information-age techuologies (particularly
commercially available off-theshelf) will be available
to all. Whilst the UK will aspire o achieve techno-
logical superiority or at least parity, this will not
always be possible: in certain areas, potential oppo-
nents may be able to achieve technological aver
match either on a local basis or more widely.
Opponents will also altempt to exploil asymmetric
opportunities 1o undermine technological superiori-
ty. Asyrmmetric threals may focus, inter alia, on
alliance/coalition cohesion, sensitivity to casuallics,
cultural issues, legitimacy, and riles of engagement.
These threats will apply throughont the battlespace,
The use of complex or urban terrain to negate tech-
nological advantage is also likely to increase. There
remains, in addition, the longerterm possibility of a
major discantinuity — a fundamenial change in the
sccurity environnient — that muy require the Army 1o
expand or adapt in size or capability beyond that cur
rently envisaged by Defence Planning Assumptions
{DPAs). The difficulty in forecasting potential future

opponcuts or discontinuity re-cmphasises the need
lo retain a resilient and flexible force strucwure to
deal with the unexpected.

Operations

In 2025+, the Futwre Army will be capable of
Alliance/coalition warfighting, with an emphasis on
rapid expeditionary force projection for high intensi-
ty opcrations.  Using those forees/capabilities
desigmed for the above, the Funure Army will ulso be
capable of national-only warfighting and Other
Operations.!® It will be more strategically deployable,
maore taclicully mobile, and designed to nse the same
force: pool to deliver rapid effect, warfighting, and
Other Operations!?  All of our planned key equip-
ments will he inservice: TRACER, UAVs, ASTOR,
LIMAWS, COBRA, Apache ALl-] ete, all linked togeth-
er by BOWMAN and its associated infortnation sys-
lems. Some of the above will be approaching midife
update or replacement - providing the opportunity to
harness the technological advanees that should be
availahle by then. Digitization will be broadly com-
plete, allowing significant councclivity with other

Juint and mulii-national headquarters and  forces.

Digitization will support the philosophy of Mission
Comtand. - Weapon plattorms will be smaller and
lighter, and the legacy systems ol 2000 (Warrior, ASG0
and CR2) will no longer be inservice. While it will
have hroad utility and versatility to undertake all oper-
ations required of it by the Government,!® the first
task for the land component will remain the ability to
contribute fo success at warfighting at up to what is
currently 1ermed, Large Scale.!

The need 10 achieve tempo will drive the require-
ment for sinaller, lcaner, more lethal warfighting
forces in which advances in logistics, C2, 1ISTAR and
long range precision engagement will be highly sig-
nificant,?? A combination of stnaller forces, increas-
ingly capable sensors and louy range precision attack
arc likely to further increase the trend towards dis-
persion; this will be exploited in order 1o avoid detec-
tivn and hence increase protection. The balance of
eltort allocated to Close operations is likely to
become less, as technology should allow for fighting
mare remately and over longer ranges. However, the
need 10 conduct aggressive close combat is enduring,
especially in the most demanding, yet prohable, envi-
romnent for conflict — urban arcas
quently, ground forces will be of sufficient suass 10
provide both the endurance and presence required
for such tasks.?! Deployability will become a key cri-
terion for equipment design,

- and conse-

Force Structure

The Awnny in 2025+ will be based around Ground
Manocuvee, Air Manoeuvre, Firepower, Find,
Command Capabilitics inchuling the requirements
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for Sustainability, Force Preparation, Protection, and
Deployment and Rccovery.22 ‘lechnology may allow
an evolution of our light and heavy forces toward
comnen equipment with a wide range of skills?? and
at least as capable as our current heavy lorces. FEvery
individual TA soldicr {and where possible formed TA
units) will have a clear and defined mobitised role
within the Army orbat:2? some discrete capabilitics
will still, however, be supplied by the TA,  Directed
mobilisation would allow their wide utility, especially
for Other Operations. The Principle of Four still
applies, although rechinology, once in-service and
proven, is likely to enable brigades and divisions to be
structured  differently with a shift in the balance
hetween direct fire, and firepower and enablers; this
should improve tempo. ISTAR assets and loup range
precision firepower could be grouped to create syn-
ergy and improve responsiveness. The structure of
the deployable Army?” will be based on pools of
capability: ground and air manoeuvre formations
with the latter, along with corps treops, providing the
deep operativns capability for 11() ARRC, as well as
contributing to theatre entry. All fonnations will be
able to conduct operations throughout the spéctrum
of conilict, and may need o be able to tlake
NATO/EU forces under command.2® Modularity in
the structurc and its ability to adapt to the differing
demands of NATO, EU, ad hoc coalitions and nation-
al operations will be important.

Force Preparation

Peaple. People will remain fundamental to the Army's
operational effectivenesy; the Army will remain heayv-
ily people-focused, and will continue to place a very
high priority on full manning. High quality individ-
wals, all of whem have long term potential, will man
the ﬁu‘my.mr ‘The Army will be mostly UK-bascd with
more units and training establishments located close
te areas in the Midlands and in the North, from
which 1l Army recruits significant numbers, but will
also build on the investment and strong community
links that exist in other g:u‘riscn‘ns.28 This would pro-
vide a stable [amily base for married and long term
partnered soldiers and should also allow similar sta-
hility for single soldiers who choose this option.
Some overseas garrisons will still exist. This garrison
commitment is likely to be managed by a combina-
tion of ‘wulement’ (both individual and unit) and by
longer-term based personncl, some zllzcompanicd.29
A degree of personal choice will be available - includ-
ing tour length,  Although there will be specialists,
soldiers will become more multiskilled?®® to reflect
the complex expertise required lor the 2025+ bal-
tlespace.  The warlighting cthos must be retained
and there will have been heavy investment in Yfighting
clever’ through decper education of leaders at alt lev-

¢ls: aud the culture of individnalism in leadership,
initiative and self-confidence within the philosophy
of Mission Command will siill be (*.1‘lct:|11rag{:d.3

Training

Combined Arms training will remain the main driver
in the preparation for r)pel'ati(1ns.32 made easier by
the weight reduction of new weapon platforms. WFM
is likely 10 achieve increased availability of the opera-
tional fleet. Fleet rationalisation will become key: the
imperatives of economies of scale together with con-
tinued pressure on the equipment budget will drive
us o rationalisc cquipment holdings and vehicle
fleets, and equipment and vchicles gencrally will
become more multitole with uiility throughout the
Spectram of Conflict.  Simulation, used for mission
rehearsal and low level training, will improve readi-
ness, and all barracks should have computer-based
tactical trainers.

Sustainability

Directed logistics will result in a leaner system, therchy
reducing the deployed footprint of our forces. This
will be achieved by commonality of components, total
assel visibility, priorilisation, and a flexible and a
responsive transport sysu:m.aa Vehicle System Integ-
ration and embedded diagnostics will lead 10
improved system health monitoring. When combined
with prognostic systems, they will enable pre-emptive
maintenance and lead to better mission sustainment.
Improvements to logistic G410 should result in a more
modular approach, based on easily interchangeable
units and sub-units that can readily be re-grouped with
mimimal disruption.>* Contractor support and com-
mercial selutions could be in place to relieve scarce
Army resources in the more benign environments.??

Summary

This article has placed a stake tirmly in the sand at
2025+ and described what our Army of the future
might look like. It is a necessarily speculative view, it
has to be - nobody can predict the futire (and if they
could, would they please let me have the six numbers
for next Saturday’s draw) — but informed speculation
has to be an important part of both Delence’s and
the Army’s planning process, Our equipment is
designed Lo last for 30+ years in most cases, and our
estate is certainly planned in similar chunks, and
therefore we have to try and identify the types of cnvi-
ronment and operation in which we may become
involved in a similar timelrame. Designing future
equipment to ight the Jast war is not a credible
option. The secret of success is not predicting the
fiture; it is in creating an organisation that will thrive
in a future that cannot be predicted, and that is the
ubtimate goat 1o which we should all he warking.

16
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this is, of cowrse, not the entire picture. The article has not,

Jor example, outlined the possible structires Jor the Avmy of
2025y, This work is ongoing. The lopic was discussed at
(OGS Futwe Avmy Study Peviod held at Warminster Jusi
hefore Laster, and will vesult in o paper that provides strue-
tural aptions for 2025 to KCAB later in the year.  Phese
structural ofitions will be explained in a subsequent article
Jor s journal,
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A1 TEA, para 24b
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(Editortal comment on the previous ariicle largety epplies to
this as well,

What concerns us is that neither Pirce takes ity account
the ‘tacticisation of stralegy’ — the fact that what Yyou' can
achieve at the highest level is delermined by ‘the sordid
delails of the actued man-to man struggles which so often
made manvewvre possible’ (Kivke Report, BAR Special
Eidition Aprit 2001, P 82). Putting i more potitely, opera-
tional and higher level doctvine stands on the shoulders af
tactical, not the other wry about. Ht is significant that the
new hey systewss quoted above (paragraph Cperations', p
11), as fully in service in 2025 are all cither Pind yelated or
stand-off. The lagacy sysioms for the close battle will have
passed away — bul there is no mention of what will 1eplace
them. Son of FRES?

There is a very veal problem heve — that the TRqUIEIANLS
of high-end warfighting on the “Western paradigm, in
decreasing the emphasis on close ofierations, aie dyawing
resowres away from the ind of forces which ave of the most

use in Other Operations. And the likelihood is that Other
Operations will still be providing the bulk of the Army’s veal
commitments in either the 2015 o1 2025 timeframes.

What we are seeing here is a smaller seale reflection within
the Army of the current tri-Service situation, where a large
Proporiion of the spending on the Royal Nawvy wud the RAI is
welevent to the demands of today’s real operations - which
actually call for more RFAs and trash headers!

We appland the sentiments expressed at the foot of the lnf?
hend colunen on p 11 — that there may be some discontinuity
wsulling in a major change to the theat piciiore. We suspect
that 2020-30 is the leading candidale decade [for such an
acerrvence, and thet it is likely to be climeterelated.  Which,
of conase, points wp the pitfalls of prognaostication.

{This note was written prior to 11 September 2001, Whether
the events of thut day and their consequences will bring abund
a veal paradign shift vemains « matter for empivical cbseroa-
tion rather than speculation. ]
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A New Approach To
Security
Engineering

B T A i il

- ————— o gt

Introduction

Sccurily Engineering is not a new concepl or prac-
tice. Traditionally, it was subsumed within the subject
of fortifications and defences. It reflected that aspect,
which provided the balance between the position, the
delenders and the equipment they used. It has
evolved and today addresses a discrete partt of Force
Protection,’ though perceptions of what it actually is
and how to do it are often confused. Much of this
confusion arises from the terminology used during
the planning stage and the usual security classifica-
tion of the cnd product. The language used by the
intelligence analyst, engineer and financier are dit-
ferent and their respeclive prioritics are different
whether conducted in industry, for government agen-
cies or within the military environment. There is also
confusion between nations to complicate multina-
tioual deployed operations. Consequently, as it is
something that appears so confused and peripheral,
iL is regularly disregarded as a requirement,

The problem is that the requirement to protect
resources? remains irrespective of location or colour
of uniform. For the reasons given above, the realisa-
tion of the requirement usually follows an attack in |
which resources huve been Jost with significant col-
lateral damage. With time, different artacks heighten
different aspeets of security until the whole installa-
tion/camp is 2 confusion of unrelated protection
measures built in response to successful attacks.
‘There are many industrial und military installations
around the world that demonstrate this most effec-
tively, It is often difficult to determine the trae cost
of an installation security plan that has evolved in this
reactive way. However, rough order comparisons
quickly show that a consideration of sccurity cogi-
neering at the start of construction and the co-ordi-
nation of the security engineering plan would
achieve significant financial savings — at least 40%
over 12 years in one case history recently studied.
This argument is always more powerful with the ben-
cfit of hindsight, though it is only onc additional fac-
tor to consider at the start of project planning for any
installation constructionlayout.

JsP 4403 provides a checklist approach to security
planning, but can misdirect the user into inappropri-
ate and sometimes counterpreductive plannipg. A
workable result can be achieved if used by a multi-dis-
ciplinary team with the freedom to actively interprei
the findings. However, it is often used by inexperi-
enced personnel without sufficient knowledge of the
associated factors, The oft-heard complaint that JSP
440 is good for protecting documents and little clse is
unfair if the manual is used as it should be. However,
the protection levels and requirements are otientat-
ed towards protecting resources that can be locked
away and there still remains an inherent lack of syn-
crgy. It is specifically a misunderstanding of the exist-
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ing procedures [or securily planning and reactive,
rather than planned, enginecring.

This article suggests a delinition of seeurity engl-
neering in the UK and offer an integrated approach
to s practice that can he used in both civiliun wnd
wmilitary infrastructure,

Definition

There is no standard definition of security engineer-
ing. It is often helpful to remember what the com-
ponent meaning is first.  The Gollins English
Dictionary defines security as Protection of assels to pre-
vent unauthorised access” and enginceriug as ‘the profes-
ston of applying scientific principles to the design, construe-
tion end maintenance of equipment and instullutions’
Given the definitions used by PJ11Q 10 deline iis
actions, the following definition is suggested:

The design and provision of frvtection for enitical
resources against altack, saboluge and theft in new
and existing infrastructure.’

Concept

Principles The underlying principles ol security
engineering are balance, co-ordination and flexibili-
ty. It must above all be threat driven and risk bal-
anced with the ultimate goal of providing a fully inte-
grated system that is sufficiently flexible to respond to
evolutions in the threat.

Threat. The identification and definition of the
threat is the cornerstone to costeffective sceurity
engineering. However, it is rarely encugh to simply
identify a weapon’s effect against a structure.
Hardening is not always the most eflicient solution
and understanding how the weapon is delivered will
identity allernative methods of protection.  For
cxample, wire-guided missiles are vulnerable to cross
wires such as clectricity pylons and electric fences and
cven some vegetation.  Similarly, if the target is
obscured so that the missile cannot acquire, the
opporwnity and so the chances of attack are
reduced. Fifective landscaping is used to great cffect
in many parts of the world to deter intruders and/or

[rustrate attack. ‘There are three key descriptors of

the threat that should he kirown.

Type. Identify what type of aggressor is a threat
to the resvurce. There are basically three types
of agmressor: Opportunist, Professional and
Fundamentalist.  Each applics cqually when
considering terrorist, criminal or military
aggression.  The opportunist is not necessarily
focused on the resource in question, but will
attack if an epportunity is presenied. The pro-
fessional will be well trained and motivated and
be focused on attacking Lhe resource in qucs-

ton. However, he intends o escape or at least
swrvive, The last type is the funcdamentalist who
will atluck to achieve an aim a1 all costs. The
siicide boinber is the most publicisec variety of
fundamentalist, but the defining characteristic
is that the eud justilics the means and collateral
damage is largely irrelevant

Flgure 1. The thrat can take all forms.

Capabilities. The threal capability will define
the speed, technical skill, support of the aggres-
sor and his recovery period to the next atltack.
This dirccily transtaces into response periods
and suwrveillance systems used. The more tech-
nically able the aggressor and the better his
intelligence, the greater the cmphasis on oper-
ational security, centralised controt and decen-
traliscd response. This in tuwn increases the
requirement for increascd manpower and more
specific and well rehearsed procedures.

Method of Operation (MO). The MO will identi-
fy how the aggressor is likely 10 attack, his intel-
ligence methods, how well trained he is and
what level of independeunt action he is permit-
ted. This allows the commander to consider
stand-off methods of frustrating the attack
before baving to look at immnediale physical
protection 1o the resource.

Profection Philusuphy. There are five factors to cotisid-
er on protection philosophy. These are often dictat-

Figura 2. The bridge ambush/bomb MO includes Line of
Sight to target.
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ed at the tine by the current threat, operational
tempo or political enviconment. However, they can
change aned at very short notice so the security plan as
a whole and the secwrity engincering plan must
remain [lexible,

. Active and Passive.  An active approach is to
dominate the immediate surrounding area and
to restrict the aggressor’s frecdom of action.
When accompanied by a well-considered psy-
chological operations campaign, it is highly
cffective against insurgents and terrorists or in
rear areas. Conversely, the passive approach is
to provide immediate physical protection to the
vesource,  Often thought of as a Fortress’
approach, it may be the most appropriate {or
embassies or installations in friendly countries.
Both requirc effective intelligence and local
police liaison to be successful.

. Containment and Shielding. The question of con-

tainment or shiclding is essentially whether the
capture of the attacker is move important than
the limited success that he may achieve.
Jontainment seeks 1o prevent an attacker’s
escape and is mast effective against profession-
al soldiers or terrorists. Conversely, shielding
seeks to keep the attacker away from the
resource being protected.  In practice, there
will often be a combination ol the two where
the inner cordon/perimeter will shield and the
outer covdon/ periteler will contain.

. Threat Delivery Spectrum. 'L'he threat delivery
spectrum is a simple range of attack media and
these are listed below, For each one, the threat
is analysed to produce an individual threat spec-
trum to reflect that particular capability.
Consider the threar and atacker’s means and
ability te deliver it. Often the true capabitity
will be in excess of the usual attacks 1o allow a
reasonable recovery period. For cach delivery
nieaus, consider the pariicular threat as a spec-
trutn of capability and sub-divide by recovery
time where appropriate, For examnple, one ol a
hypothetical attacker’s human-delivered threats
is a car bomb capubility up to a maximum of
500kg TN'T in one attack, However, anything
over 200kg TNT would increase his recovery
tine significantly because of the difficulties in
moving large quantities of explosive from dil-
ferent supply dumps to the operations arca.
Thercfore the spectra become (—-200kg TNT
three days, and 200-500kg TNT twelve days.
Intelligence will be able to say which wype of
attack is more likely over a given period, but the
engineer knows that the groundwork will have

to support protection for 500kg TNT even if
only 200kg TNT protection s built at the outset.
The threat delivery spectrum is:

»  Electro-Magnetic Spectrum (EMS). All forms
of surveillance and target acquisition.

¢  Human. All forms of human delivered
threat from car bombs to mail bombs to
sidearms.

Figure 3. Car Bomb.

s  Small Arms. Anything that can be used by
oue person at a stand-off with no immedi-
ate support.

¢ Crew-Served Weapons, Any weapon that
can be used from a stand-off position and
requires immediate support for the firer —
from the General Purpose Machine Gun to
artillery pieces.

s Ab-Delivered Weapons.  Anything that is
dropped from height onto the target, This
can be inert objects dropped from a struc-
ture to bombs dropped from an aircraft.

3-D. 3-D) stands for Deception, Dispersion and
Duplication.® These arc assumed to be familiar
concepts to all readers and are not discussed
any further. Ie is useful to consider this against
nodal rn;:q)pinf__);rI to determine the best layout.

Coordinated Planning. Co-ordinated planning is
an allinformed logical estimate process that
begins with the threat assessment to develop a
vulnerability assessment and a statement of
requirement and so the plan.  The principal
planning comrmittee comprises the Commander,
Provost, Intelligence, Operations and Fagineer
These reflect the key stakeholders in the plarn,
which must be a synergy between infrastructure,
manpower/procedures and equipment that
allows the main [unction/mission of the installa-
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tion tu continue with the minimum of disrup-
tion. The ather stakeholders will include the
local commander, logistics, linance and commu-
nications. The key decisions must be made by
the commander hased upon the available infor-
mation and never by consensus, as (the plan must
tic in intimately with the commander’s mission
and concept of operations,

Praclice

Outline. The final security plan will be based upon a
clear philosophy that supports the Commander's mis-
sion. The halance of manpower to equipment to
hard infrastructure will vary according to the innne-
diate and emcrging threats and the prevailing enwi-
renment.”  However, 1o achieve the right balaunce
with the correct flexibility will depend upon a careful
security estirnate,

Threat Assessment. 'I'he threat assessment is the single
most important part of the estimate process and must
be carefully considered. It should inctude as com-
plete a profile of the aggressor as the intelligence pic-
ture will allow, coveriug training, intelligence, sup-
port, goals, capabilitics and case histories. 11 is under-
stood that a [l intelligence pictare is not always
available and value judgement will be required. Each
attack capability must be scrutinised to provide the
threat spectrum analysis discussed above, which will
allow an accurate vilnerability assessment and
informed risk balancing.

Vulnerability Assessment. 'I'he vulnerabilily assessment
is haserl upon he threat assessment and the com-

mander’s identified critical resources in priority. The
priorities are based upun the consequences of ioss
and must include the political, mission and financial
consequences.  The vulnerability assesstment product
is the identification of which resources are to be pro-
lected in priority and from what threat. This pro-
viles the starting poinr for the securily estimale and
is often presented as Operational Requirements for
Security Measures,®

Estimute and Plan. The cstimate process” is common 1o
most. military organisations!® and is increasingly nsed
by other agencies and industry. The estimate allows
the effective selution of problems rather than instine
tively opting for a limited threat solution that may not
be appropriate to the synergy of the combined securi-
ly measurcs.  The result is the security plan and the
provision of clear guidance to all stakeholders.

Protection Matrix

The maost commonly used method of dclermining
protection measures is to use a standard matrix where
cach incremental increasc in prolection cerresponds
W« given Protection Level, The Protwetion Tevel is
the reaction to the assessed Threat Level, Typically,
the Threat Levels are graduatecd: Negligible, Low,
Medium, High and lmminent. The Protection Levels
correspond 1o the familiar scale of alert states from
Zulu, throngh Alpha, Bruvo and Charlie to Delia; Zuln
means no threat, The Bikini systemn of alert states fol-
lows a sinilar sirucmire. The precise definition of
Threal Level and Protection Level is decided by the
local theatre command. This is a quick and simmple
process suited to the carly stages of an operation where

Ser Protection Measure

{a) (b)

1 COLPRG inside camp for all persanna|
2 Hardened sentry post at main gate
Search bay and chicane at main gate

Blast walls and bunds

Extend perimetar fence ground clearance
beyond existing 20m

Security lighting for entry and parking areas

Alarm system for impending attacks

Parking areas and additional hard-standing fenced off

Area lighting for vulnerable points within compound

Alpha Bravo Charlie Delta
(c (d) {e) ifl
X
X X X X
X X X X
X X
X X
X X X
X X X X
X X X X
X X X X

Table 1. Extract from a Typical Pratection Matrix
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infelligence and logistic systems will not have achieved
the robustness associated with mature operations. For
cxample, a theatre or district is currently at Protection
Level Alpha and so has a standard package of basic
protection measures. There is an increase in threat
and all camps are directed W move to protection level
Brave, which involves a range of mandated improve-
ments. There is little if any site-specific analysis or eval-
nation conducled, or expected.  This system is idcal
for expeditionary initial (0—6 months) and temporary
(up 10 two years) camps as il provides clear and co-
ordinated direction and shnplicity of logistic and
[inancial planning. More importantly, these measures
will generally be easily recoverable and not representa
major sunk cost when applied to temporary canps.
Once semi-permanent and permanent installations
are planned, the scale of infrastructure and investment
is that much greater and the standard matrix
approach is incfficient.  Permanent installations will
need their own proteciion plan based on worst case, as
described above, with the stage implementation of
protective measures risk balanced to realise efficien-
cies in cost, manpowet und time. For example, a stan-
dard profection measure may be to_constrict.a blast
proofed access control point when for a particular site
the stand-off [rom (he control puint o the protected
resource may well negate this requirement altogether.
Hewever, the matrix systemn is often abused at the out-
set by making no provision Lo escalate to higher Jevels
of protection when  initially  establishing  the
camp/ base/compound.

Risk Balancing

Conceptual. Risk balancing is a tool that can be used
either during the estimate process 1o qualify possible
courses of action or later to determine the progres-
sive implementation of complex capital security pro-

jects,  As with all risk assessment technigues it bal-

ances the prohability of an event against the conse-

quences of that event accurring. However, as it seeks
1o balance an intelligence analysis against financial
certainty, a common reference system is required that
is statistically modelled. Similarly, evaluation of the
consequences often includes the commander’s own
subjective opinion,  The system suggested here is
spectrim risk analysis of security engineering invest-
ment,'! though more simply called Security
Investment Appraisal (SIA), and provides the com-
mander with a decision making tool that can be sup-
ported by all his stakeliolders.

Probability. The threat assessiment will sirive 1o pro-
vide a rough probability that will indicale, relatively,
whether there is an increased likelihood of an atrack
occurring or not. To attach a statistical probability to
this is impractical and therefore it is sufficient to sim-
ply begin with 25% increments. For each specified
threat spectrum there will be a maximum capability
and the probability required here is the likelihood of
the full threat capability being realised. For exam-
ple, if a terrorist’s maximum capability is to assemble
and deliver a 4 tonne TNT car bomb, the probabili-
ty is the likelihood that he will do so. Following an
event, the probability of the full threat being realised
will briefly drop and then rise according to the reac-
tion time identified for that size of event. {Sce
Figure 4) The residual probability is therefore the
probability of the full threat being realised given the
latest event. As this statistical modelling must estab-
lish a trend, Bayesian M(Jdellingl"’: is used. ¥requent-
ist models are ineffective,

The threat probability is on the left-hand vertical
axis. The consequence is shown on the right-hand
vertical axis. The horizontal scale shows time with
cach event and residual probability ploued, The
overlaid consequence line refers to a prolection pro-

ject that results in eflective consequence reduction as

each stage of the project is completed. The purpose

& F 3
P/% C/%
C(X1,) |_..-- i
PX) o) | i P(X1,e2}
P(X1,je1)
CXLE
| GOl
€ t:; iy 3 time x

Figure 4. Risk Assessment Chart.

22




THE BRITISH ARMY REVIEW NUMBER 128

of the chart is to determine the point where the
investment in security measures is no longer cost
cficetive for a given threat probability.

Consequence. The overall consequence of a givun
event is the aggregate of the specific political, mis-
sion and finandiak consequences. Fach can be debil-
itating and have an immediate impact on the others.
For example, the social response to a dramatic bt
otherwise ineffectual cvent can directly effect the
political will and continued purswance of the mis-
sion. The political consequences are determined hy
the ‘political adwisor’ and taken from a sliding scale of
negligible, low, medium, high and very high, Each
carries a uotional 20% inerement, which can be
locally adjnsted ;lccofdillg to the peculiarities of the
socio-political ¢nvironment.
quence ol an event is the commander’s assessmenl
of his residual nission cffectiveness and is simnilarly
rated. The financial consequence is a pereentage
value of the loss aguinst the whole cost of the insial-
lation/resource, The aggregate of these is the fore-
seeable overall consequence,

The mission conse.

Risk Assessment. The risk assessment is hest done
graphically and plots the probability and conse-
quence over thine, as shown in Figure 4. Note that
the initial probability of the threat being realised is P
(X1,} and following event e; there is the sudden

drop wud exponential rise in probability to its residu-
al level given the event, P (X1 be;), and so on. At the
start of the security installation project, the conse-
quence of an attack is C (X1 ) and this rises steadily
as money is invested unltil the first stuge in protection
is achicved. There is a drop in the consequence since
the potential damage is reduced and the [urther
investment of money is again reflected in the steady
rise in conseqguence until the next elfective stage of
secuwrity enhancemnent,  The decision of halance
comes where the consequence is at an acceptable
level for the curvent threat and any further enhance-
ment represents a diminishing return on continued
capital investment. When comparing different instal-
lations for enhanced security incasures, the risk
assessment can be comnpared divectly by muliiplyiug
the probability by the consequence 10 determine the
risk fuctor. The location with the highest risk factor
should be the tighest priority for enbancement.

Summary

Security engineering is olten w reactive measure that
addresses only the immediate experience/event with-
owt consideration for the wider threat spectrun. 1tis
rarcly conducted within the operational concept and
ahnost never as a complete synergistic process from
inception 1 completion. A concept of security plan-
ning and specifically securily engineering has beeu
suggested, which meets ie requirements of today

FOR EXAMPLE, CONSIDER AN LSTABLISHED PATROL BASE ON THE MAIN APPROACH TO A PROVINCIAL TUWN, THE BASE HAS NOM-
inal intruder protection and surveillance. Due to a largely affective campaign, the military infrastructure is
being rationalised in line with the reduction in attacks and this patrol base is identified as an ideal location
for a communications node and expansion to include the company headquarters. This changes the value of
the resources and so the consequences of loss or attack. In addition, the concentration of these resources
makes the base a more attractive larget to the ramaining threat, The favoured attack method for the existing
threat is a car-bomb up to 500 kg TNT and intelligence reports suggest that thers has been an increase in the
probability of an attack to 42%. However, such an aftack would expend the threat's capability for at least 12
days. The brigade headquarters directs that protection must be enhanced as part of this rationalisation pro-
cess, whilst seeking to minimise cost. They calculate the consequences of a successful altack once the new
elements have taken up residence and this comes to an aggregate of 35%. A full survey and estimate pro-
cess is conducted and the stage protactive enhancements identified and costed, The first stage will cost
£250,000 and results in the consequence of a successful attack falling to 28%. The next stage costs £115,000
and the consequence drops further to 21%. The third stage will cost £175,000 and cause the consequence to
fall to just 12%. The initial cost of the base is £1,200,000. The decision is made to proceed with the first stage
as the new elements are moving in. Two weeks into the first stage 5-week project, the base is attacked by a
100 kg TNT car bomb. Of the first stage costs, £190,008¢ have been invesied, but without a reduction in the
consequence. in fact the consequence has increased because the value of the installation has increased by
the £190,000 plus the value of the impleamentation resources. The attack was small enocugh to be effective
with, say, a 10% loss, but without a significant recovery time. Therefore the residual probability reduced
immediately after the attack increases slightly 46% within a few days. |f the project had been risk balanced
at the outset, it would have been clear that the significant rise in vulnerable resources would have increased
the consequences beyond an acceptable level, even in the short term and other mitigating measures would
ba necessary during the implementation stage. When the whole cost of a successful 500 kg TNT attack is cal-
culated during the construction phase, it would have heen realised that the consequence had increased lo
aver 70% because of the brigade combat support resources concentrated in that one location for the imple-
mentalion stages. Though apparently obvious, this is rarely considered. Assuming the first and second
stages of the proteciive works are completed and the consequenca of a successful attack is now down to 21%.
The brigade commander must decide whether to continue with the protection pian and reduce 1the conse-
quence to 12% or spend that money on another site. The key concern now becomes the residual threat, as
this will quantify the risk that the commander is willing to take. When this system is applied to all the patrol
bases and installations in the brigade area, it allows prioritisation of funds for protective works,
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and functions within the force protection doctrine
directed by PJHQ. The conceptis simple anclogical,
relying on effective commuication between stake-
holders and informed decision making.

Security engineering is the design and provision ol

a protective system that is balanced against the iden-
tified threat and flexible enough to respond 1o
changes in that rthreat. The principles of security
engincering — balance, co-ordination and flexihility -
are reflected in cach stage of the design and planning
process from the threat and vulnerability assessiments
to the estimate process and formulation of the plan.
The primary stakcholders are involved throughaout
the process with occasional input from other sup-
porting stakeholders, THowever, the decisions are
vested in the commander, as the security plan must
suppern! the mission and be integrated into the over-
all concept of vperations, The net result should be a
protective system that allows a functioual synergy
between infrasuucture, equipment and manpower,
which is enshrined in the procedures.

The decision on investment in protection sys-
tems will depend upon the quality of the assess-
ments provided. In the early stages of an opera-
tion, the standard matrix system is most appropri-
ate for common response to changes in threat.
However, as the theatre /operation matures and the
infrastructure becomes more permancnt, the asso-
ciated investment becomes more signilicant and
the implementation of’ proteciion measures must
be balanced against the cost and potential benefit
{(risk balancing).

Conclusion

Sceurity engineering should be an integral part of
the design and planning process for all new con-
struction where there is a current or emerging threat.
It must be based upon thorough threat assessments
and be relevant, whilst remaining (lexible 1o changes
in the threat level. This can only be achieved by con-
sidering the infrastrocture, equipment and manpow-
er together against the defined spectrum of threat.

I Permanent Juint Headquarters {(PJIIQ} Joint Doctrine
Pamphiler (JDP) 1/99 Foree Diotection in joint Operalions.

2 The tevm 'Resonrces' s used within iis NATO delinition and
encompisses nanpower, infrastructure and equipieent. “Asset’
van be userd in its place, though as the protection of humar lite
typically remains the primary objective, whether divectly or indi-
rectly, it must he incladed hu the definition of the term used.

5 Joim Service Publicadon (JSP} 440 The Defence Manual of
Secunty, 1996,

4 The concept cutlined here is based upon the security engi-

neering model for deployed aperations developed Tor the

Canadian Forces in 2000 by the author,

Deception: measures dlesigned @ mislead the eneny by manip-

ulation, distortion ovr Ealsification of evidenece o induce him o

react in a manner prejudicial to his interests. Flectronic decep

Gon is i desiable component of any deception plan. (AAT 6)

Dispersion: the provision of sullicient space heaveen objects to

minimise collateral damage whilst retaining  operational.

Duplication: intoduction of redundancy in key resources by

providing aliernate operating facilitics.

6 Nodal mapping is a Jorm of behavioural analysis wsed in town
planning where the key toncrional arcas of a person’s day are o
erstated 1o allow divect moveinent hetween them thronglout the
eay. Vhis reduces the “fire dom’ response where security and
protecive measwies are ignored because they are inconvenienl.

7 The environmental factors will include the political, ecao-
nomic and social factors as well as the physical, geographical
and climartic constraints,

B The Commiliee for he Faaluation & Develapment T Cinmier
Terrorise & Sabomge (EDICTS) have produced a guide to
Opraaiivmal Requirements for Security Measures {ORSM) [or
wse by UK Government Depariments. The process s also
expluined in a paper by W TT T Spaight and published in the
Proceedings of The Instimton of Electiical aned Flectronics
Engineers 34th Aonuval 2000 lniernmional  Carmaban
Conference on Scewity Teebnology. The ORSM is produced at
two levels, The 1Level One (ORSM is a general description of the
threat and the general reqnirements identilied by the valnera-
hility assessinent. The Level Tivo (JRSM is specilic to a partiewlar

h
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form of attack or pratection system and discusses the require-
ment identifleal in the vulnerability assessment in detail.  The
Level Two ORSM sometitnes follows the factors paragraph of ithe -
estimate process on complex projects or where the plan amd
implementation is contracted ont.

0 Alogical process of reasoning by whicli a ¢ nmnmander consid-
ers all the ciromustances leciug the mililary siation and
wrives aL a decision as o the course of action to be wken in
order 1o accomplish his mission.

1#  Kuown as an apprecimion in the RAF and RN,

11 This approach has been lested against intelligence and incident
repotts for a particular arca in Northern [reland and found to
very closcly resemble the actuul flow of events. Whillse not con-
clusive proof that it can be applied universally, it does suggest
thiat the model is conect and wilt require careful calibratdon for
each theatre and situation.

19 Rev Bayes developed a statistical model that would allow the
user o track chunges in probability adising from ach successive
result. This is ypically usedd hy the pharmaceutical industrics
when condncting trials of new medicines to spped up the recog-
nition of wends and so reduce development and field ial
cosis. Each cvent is understood 10 have an cffect upon the
residual probability. The Bayes model allows this effect 1o be
immediately considered. By comimst, the frequentist method
of statistical analysis will consider a mimber af events over a dis-
crete puriod of e, This iethod will always provide an aver-
age value fou that period of time and consequently always be
out of date by up 1o 3/2 of that period. 'The frequentist mode!]
is theretore inappropriate for tracking changes.

The Bayesian cquation is:

P{AIRY = P{A).P(BIA)
P{AYP(BIA)Y + PI-ALP(BI-A)
where:
P{A) = The probability of the full threat capabiliy being
realised.

P{BlA) = The percentage of the full threat capability experi-
enced in the Fvent B,

P{1-A) - The probability of the threat not being realised.
P{BI1-A) = The percentage of the Tull threal capability nit
experienced in the Freut B,
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Urban Warfare in
the Future:
Balancing Our
Approach

1 USAF
Air Mobility Command

‘Urban myth’ is a lerm frequently met with inday. Urban
warfare is o subject which has come 1o develop its own
mythology. This mey come to be regarded as a military sub-
set of the penae.

This aviicle, und the one that Sollows it, set out to chal-
lenge aspects of received opinion on this subject,  There is
more than a hint thai both the tmpartance, and the diffi-
cullies, of urban operations mny have been over emphasised,
particulurly when viewed fiom the operational and higher
levels of wan.
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HE CURRENT STATE OF AMERICAN THOUGHT ON

Urban Warfare is out of halance. During the past
several years of rencwed interest and experimenta-
tion in this realm of conflict, scholars and the mili-
tary community have expended most of their efforts
on exploring its tactical level of operations. Until
recently, they  have devoted only a tiny fraction of
their thinking, writing and experimentation 1o
cxploring its operational and slrategric aspects.
Recent Joint Doctrine publicatiens and other writ-
ings have expanded the bady of thought sbout the
operational and strategic levels of Urban Warfare,
but anly harely. Conscquently, the operational con-
cepts and resonrce allocation preseriptions emerging
Irom this unbalanced exploration remain over-
whelmingly focused on cracking the sccrets of con-
ducting direct surface assault tu clear streets and
buildings. Litde guidance is available o comman-
ders {or their political leaders, for that matier) trying
lo determine how and when to engage in wban bat-
Ues. or on how to determing their overall military and
grand strategic iImporance.

"This skewed body of guidance is not mercly an aca-
demic issue — it presents at least two concrete dan-
gers. It can Jead military and civitian leaders o make
inappropriate resource decisions and it can predis-
pose Joint and Component commanders to nnder-
take inappropriate or uunecessary batles for urban
objectives. 'Thaose leaders and commanders, there-
tore, should be demanding u broader and more bal-
anced urban warfare ‘discourse’. Tactics ate a crucial
part of the equation, of course.  Effective land, sea,
and air tactical capabilities make tle operational and
strategic levels of wrban conflict meaningful rather
than merely academie, But operational ane slualegic
thought, in turn, give tactical capibilities and
achicvements their meaning and value. So it is rea-
sonable to echo Army Muajor General Rabert H
Scales” opinion that we have mude ‘oo quich a leap)
beyond the more conceptual aspects of war in wrban terrain
and inte the weapons and tactics necessary fo fyrhit siveet-to-
street and door-to-deor’) The time has come to beyin o
bring our operational and strategic understanding of
urban warfare abreast of our growing ractical grasp of
that pacticularly daunling realm of warfare — not by
siowing down tactical development, but by lighting a
firc under owr efforts to understaud the other twa
levels of thoughut.

The Current $tate of Urban Warfare Thought:
Swategy, Operations, TACTICS

There is un imbalance. As most individuals interest
edin the developmem of urban warfare thought like-
ly would agree, strategic and to a soimewhat greater
¢xtent, operational issues have been clements of the
discowrse over the past several years. But their treat-
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ment has received nowhere near rhe volume and
detail of interest as have tactical issues. A review of
just the articles cited in this essay will bear cut that
perception. Many begin with short sections declaring
the looming prevalence and likely horrors of urban
battle. and then spend the bulk of (heir text laying
out tactical prescriptions and shopping lists.? Except.
for the shopping lists, the keystone Service doctrine
pubs follow the same pattern. Feld Manual (FM) 90-
16 and Marine Corps Warfighting Publication
(MCWP} 3-535.9, both of which are titlegd  Militery
Operations on Urbanized Tervain, expend only o few
paragraphs on the place of cities campaign plan-
ning and then spend hundreds of pages on unit tac-
tics, weapons cffects, mine warfare and the like.?
Iikewisc, the major service experiments such as the
US Marine Corps’ URBAN WARRIOR and aspects of
the US Army’s Army Afier Next programs, predomi-
nantly focus on the tactical issues of Military
Operations in/on Urban Terrain, or MOUT
Fven the Joint Staff’s recently published fandbook for
Joint Urban Operations has significant limitations as a
guide for operational-level resource and opurational
planning. Writien expressly to illuminate the opera-
tionallevel of urban operations, this Handbook is a
rich source of assertions about the theoretical and
historical nature of urban terrain and combat, and of
a useful categorization of Joint urban operations, as
those aimed at isolating, retaining, containing, deny-
ing, or reducing arban areas.” Bug, as in the litera-
ture in general, a reading of this document provides
little guidance o commancders seeking to blend a
particular urban battle in their campaign plans or to
best employ their particular mixes of acrospace,
naval, and Jand forces to accomplish specific objec-
tives. Consequently, there is virtually nothing in the
document that helps long-range resource planners,
such as Service Chiefs and Secretaries, to determine
the likely trequency, scale, and relative importance of
urban operations in the overall defense environment
of the Uiited States.

What passes currently for the ‘strategic’ discussion of
urban warfare generally amounts to little more than an
uncritical proposition that glebal demographics and soci-
ology will mahe cities the predominant battlefields of the
fitture.

As Third World wban populations bloom and
come to consist increasingly, of young, dissarisfied
barbarians’, numerous anthors presume that rebel-
lions, insurgencies, fuctional arnuies and warrior
bands will thrive In the rubble of failed states, cities,
and megzllopolists.ﬁ Unavoidably, therefore, most of
these authors assert. or at least implicitly presume,
that the United States will be drawn into the mac)-
siroms of these urban battles, with considerable dis-
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advantages in its cultural technological. and informa-
tional readiness 1o ﬁghl.7 So certain are these writers
of the patent truth of this notion that urban battles
will define future warfare most of them jump past
strategy as quickly as possible to get at what they scem
1o perceive as the more important and pressing Issucs
of tactics and resource advocacy. Ralph Peters, cur-
renily one of the more influential and outspoken
urban warfare thinkers expressed this notion clearly,
when he wrote that

Uhe future of warfare lies in the streets, sewers, high-
rise buildings... shacks and shelters that form the bro-
kem cities of the world, We will fight elsewhere, but not
s0 often, rarely as veluctantly, nd never so brutally. ..
stop preparing for [a] dream war and. get down fo the
reality of the fractwred and ugly world in which we
live — & world that lives in cities... seize the future
hefore the futwre seizes us. b

The operativnal level discussion of urban warfare in the
current literature is rvicher than the strategic discussion,
barely.

FM 90-10 and MCWP 3-35.3 for example, discuss
the pros and cons of factoring cities into campaign
plans, but only in a few paragraphs and in the form
of rudimentary advice to avoid them, if terrain and
the Jocation of main lines of communication allow.®
The Handbook for foint Urban Operations docs give
more treatment to this area, but just barcly, and as an
exception in the realm of official literature,  For
example, perhaps the only tdme the Handbook dis-
cusses an alternative to direct urban assault is e its
encapsulation of the 1995 Operation DFLIBERATE
FORCE air campaign against the Serb Republic.
Implicitly, at least, the publication shows that the UN
relieved the city of Sargjevo through air attacks main-
ly apainst targets outside its hounduries.!? Otherwise,
only a few writers have examined operational level
issues in much depth, most notably General Scales
and Marine Licutenant General Paul Van Riper
Scales has discussed sieges as alternatives to direct
conquests of some citics under certain chown-
stances.!! Van Riper, drawing on conceptual work by
the Marine Corps Warfighting Laboratory, has
explored what can be considered as the intra-urban,
operalional level of MOUT, by advancing a concept
of swarming’ tactics by infantry units moving through
urban sectors in loose coordination, and then con-
verging from all directions to support fellow nnits
actually making contact with an enemy.!? These two
senior leaders also have colluborated te discuss the
gencral problem of wrban contlict, and the relative
values of technology and doctrine i its conduct.!?
In broader treatments, 2 Massachusetts Instituie of
Technology Swdy Group, the RAND Corporation,
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and others have explored the circumstances under
which cities belong or will not belong in wellcrafted
campaign plans.!* Additionally, several air thinkers
have considered the the possibility of cmploying
aerospace power in ways that obviate or a1 lest reduce
the need to go into cities or to mitigate the costs of
wrban fighting.15 A pending RAND swidy will signifi-
cantly ,expand on these and other acrospace urban

warfare concepts.'® So thiere is a4 growing body of

operational level discussion ol urban warfare, But it

remains shallow and often derided as inelevant or of

low priority, some, including again Ralph Peters, who
declared that Slogancering ebout sieges and techmology
and nonsense aboul being loo wise to enler an urban fight
reduces our Army fo satire’ 17
The urban warfure discourse comes alive at the tactical
level, where the overwhelming presumption is that ‘com-
bat in urban areas is primarily a small unit infantry inten-
sive operation’. 15

Urban terrain, according to FM 90-10, favers the
employment of infantry, supported by other arms’ 1) In
support of this view, most tactical writers presume
that the vertical walls and close confines of urban ter-
rain will relegate machine-intensive arms such as
acrospace and naval forces, artillery, annor, engi
neers, and advanced command systems to providing
support to ‘huge numbers of soldiers’? Morcover, they
expect that in the midst of the large nuinbers of non-
combatants likely to be present in city battles, only
infany forces will have the ‘precision’ required o
operate within the restrictive rules ol engagement
(ROE) likely 10 be imposed on ‘civilized’ combat-
ants.?l Under such physically and  politically
restrained circumstances, many argue that such com-
hatants will find their advanced techuology difficult
or perhaps even counterproductive to apply in whan
baltles.22 Indeed, sugpeests one analysk,

the ability of US forces to overcome any opponent may
be move Iimited by political guidance translated into
oferational and tactivcal ROK than wilitarycapability 23

I ather words, the weight of current opiuion is that
commanders wanting to achieve objectives in cities
mist plan on doing su primarily with infanuy.
Consequently, the discourse is loaded with discus-
sions of infanuwy ‘penetration’, ‘thrust’, and ‘swarm'
tactics.24 But onc will scarch at least the apen liter-
ature in vain to find coucepts snclh as ‘fleeting Lavget
working growps in urban combat’, or ‘naval operations an
urban shores'

Not surprisingly, given their wctical focus, most
urban warfare writers enthusiastically build shopping
lists 10 complernent their particular visions of urban
fighting, These tend to come in ow technology” and
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‘high technology’ versions. Low technology lists usually
inchude existing systems or systetns requiring relative-
ly minor investments to develop, such us sniper
weapons, rockel propetled grenades, flamethirowers,
uned cell phones. High technology lists include such
things us sevolutionary new man-machine fighting sys-
tems’, ‘nextgeperation  individuel assandl weapons’,
‘wlvanced wiban combat vehicles', Vertical Assaudt [vban
Light Transporiers, and a host of other sysiems that
particular writers think justify their high costs. 20
Importantly, both sets of lists veflect the prevailing
notion that infanwy will dominate in whan war-
fare.27 "The difference is that fow end’ lists reflect the
notion that ordinary units can conduct urban opera-
tions, prefevably with enhanced stocks of certain oth-
erwise conventional weapons, while ‘high end’ lists
usutally support calls for the ereation of forces specif-
ically for urban combat. %

An Alternative View: Strategy, Operations, Taetics
The argument here for balancing the urban warfare
discourse is simple: some of the toundational pre-
sumplions of the cwrrent state of thought and policy
development are uusubstantiated and perhaps out-
right wrong. Pul concisely, the combined body of lit-
erature and experimentativn is overstaung the strate-
gic importance of urban warfare and (he likelitwod
that the United States will engage in frequent, sus-
ained, and large scale urban combal, even as it
understates the operational alternatives available to
achicve objectives and desired clfeets. The impor-
tance al’ these misstatemnents, of course, is that rhey
may lead defense planners w invest in urban wartare
capabhilities inappropriately and they inay constrain
the operational options of commanders.

‘To hegin with strategic impovtance, the cese has ot
heen made that cities will be the predominant battlegrownds
anel mililery prizes of the futwre, at least not for the United
States. That their deinographics, cultural, social, and
economic characleristics will make citics the arenas
of frequent and sowectimes lurge-scale coullicts prab-
ably requires little proof other thau common sense,
bt to argue that the United States or other countries
will take or be trapped hy these opportunities to
cugage in urban combat frequently and/or on a
large scale requires more proof than simple argu-
ments about population growth and street thugs, As
& minimum, that arguwment requires caretud place-
ment of wrban fighting in such disciplines us military
and urban history, straregic theory, the sociological
and psychological make up of likely enemies and
cuemy organizations, national policy,  and opera-
tional concepts. These disciplines offer numerous
insights iuto the strategic cealities of urban warfare,
some of which suggest that:
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Urban warlare is a well-established and accom-
modated aspect of military and urban history;
as reflceted at least in military science and
nrban ('l('.sign.29

The wealth and power af cities simultaneously
make them attractive to conquerors and insur-
rectionists, while simullancmls]y concentrating
the power of states 1o resist them.,

The characteristics of urban terrain tend o
offer countervailing advantages and disadvan-
tages to both attackers and defenders.3? Urban
terrain may offer defenders cover and plentiful
supply of fortificd positions, for cxample, but it
also may cover the approaches of their attackers
until they ure very close,  Accordingly, the
advantage in urban combat tends to go to the
stde maintaining the clearest view of the battle-
field and the greatest freedom Lo expleit that
view through tacticul and operational manew-
ver, shock and/or {ire, just as it does in other
realms of war,

Usrban fighting usually only makes sense in con-

Junction with either control of the surrounding

terrdin or an inadequate ability to wraverse that
terrain, - Attackers with the option of going
around urban areas often arce well advised 1o dao
so. Delenders unable to draw support from or
retreut into surrounding raral areas usually are
committing their lorces to certain destruction
in the lace ol a [orce that controls the outside,
particudarly it it also retains mancuver advan-
tage withiu the city.

Consistently, US Marine Corps analysis indi-
cates that ‘no single factor is more important to the
atlacker’s suecess than isolation of the uwrban aren’ 31

Most urban battles have been fought and won
by ‘standard’ forces and standard weapons
pressed into the task, perhaps with seme pre-
liminary training or realignment of unit. tables
of equipment®? The exceptions, of course
could include defensive victories by pre-indus-
trial city gareisons, which often stemmed from
the external and sometimes distant maneuvers
of field arinies or aither forces,

Cities offer ferdile ground for the development
and sustenance of terrorism, organized crime,
civil disubedienes, extended rioting, and other
forins of rebellion. But, ultimately, purely
wrban-based insurgencics have had few success-
¢s, probalily because of their inability to provide

28

secure base aveus for large-scale forces and their
inability, to draw support from surrounding
rural areas.”™

. Under many circutnstances $t will be imperative

tn get ciuilians ot of a city before fighting starts’>*
Civilian non-combatants hinder operations,
may provide support to enemy combatants, and
constitute a major obstacle to achieving politi-
cal and military objectives where ROE are
restrictive and/or restoring or gaining popular
support is imporiant.  In most cases of large
scale, intense city fighting, there will at least be
a significant portion of the noncombatant (or
at least those that would like to be noncombat-
ant) who will simply want to get off the urban
battlelield.  Preparation for successful urban
operations, therelore, may also include prepa-
rations to evacuate and care for polentially tens
of thousaixds of friendly, unfriendly, or just
plain scared people from urban areas and dis-
tricts in short order.

Taken 1ogether. this list of insights (which is hard-
ly definitive) may explain the conclusion of General
Scales that

‘only a desperate enemy, defending at great disadvan-
tage, willing to sacrifice initiatives, his cities, and a
large portion of his military force, has taken to defend-
ing cities. A casual glance at the last 500 years of
major war history shows that as move af the world
blankets itself in urban .-ﬁfnuwi the incidents of actual
street fighting have declined,”>?

Cities are as much Lraps as they are bastons for con-
ventional armies, and then, potentially are just as
risky for nonstate forces as well.  Of course, the
propositions abhove bear fuller investigation, hefore
their true implications for urban warfare theory or
resource priorities can be understood confidently,
particularly in the context of warlords, barbarians,
and street thugs — but, that is the point of this paper,
Leuaders and their motivations raise another signifi-
cant weakness in the notion that urban warfare
should assiine a dominant role in defense policy.

The open literature so far has not offered convincing evi-
dence for the emergence of enemies simultancously willing
and able to conduct urban warfare on a large scale.

On the one hand, there is ample evidence that the
new warriors’and barbarians’ emerging in cities every-
where eschew the humanitarian values, sense of pro-
portionality, and rules of engagement that many states
impose on their armies. Consequently they are morc
than willing to conduct their operations in the cities
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