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Foreword 
 

Risk is part of everything we do. We all manage risk – often without realising it – every 

day. We live in an ever-changing world and the pace of change is increasing. This carries 

with it uncertainty and that uncertainty brings new opportunities and risks. How we 

manage those has never been more important in helping us meet our objectives, improve 

service delivery, achieve value for money and reduce unwelcome surprises.  

 

We believe in the value of effectively managing risk: it informs business decisions; 

enables a more effective use of precious resources; enhances strategic and business 

planning; and strengthens contingency planning. 

 

None of this is possible without a supportive risk culture. A positive risk culture, one which 

encourages openness and discusses real business issues in a realistic manner, is 

absolutely essential to the effective management of risk. Everyone, from the board down, 

has a clear role to play in establishing and maintaining that risk culture. 

 

Last year, we set out to use the non-executive network to try and break down 

departmental silos, encourage the elevation of best practice and strive for continuous 

improvement. Ian Barlow (Lead Non-Executive, HMRC) has led the collective efforts of 

non-executives to improve risk management across government. A key part of that work 

has sought to identify examples of risk management that work in practice and support 

government bodies in sharing and adopting this. This has been achieved through an on-

going series of peer reviews between departments alongside support and advice from 

the Audit and Risk Assurance Committee Chairs Network and other government risk 

experts. 

 

We have found that many principles and concepts for risk management, such as those 

laid out in HM Treasury’s Orange Book, are now very well established. Whilst the 

principles and concepts have been implemented, the wide variety of approaches adopted 

by government bodies provides a clear opportunity for them to learn from one another.  

 

This document does not aim to bring about a one-size-fits-all approach to managing risks, 

or to centralise risk management in government. This approach would be highly unlikely 

to work for departments, agencies and public bodies of different sizes, structures and 

needs. However, it does aim to provide a broad and high-level framework of good practice 

that can help organisations ensure their arrangements for managing risk are structured 

and comprehensive. It includes a high-level checklist of questions for both board 
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members and risk practitioners to test and challenge the risk management arrangements 

for their organisation. 

 

The rest of this document builds on, and extends, the risk management principles and 

concepts that have come before – see Annex D – to provide a simple yet structured 

framework to implement them in practice. This is further supplemented by some of the 

best examples of tools and techniques that have been used successfully in parts of 

government. 

 

This guidance is intended to be useful to: 

 Executive and non-executive members of the board 

 Senior staff whose leadership is vital 

 Managers 

 Audit and Risk Assurance Committees 

 All those involved in risk management 

 

Each government department, agency and public body should now consider with their 

board how to implement the framework to suit their specific needs before 30th June 2017. 

Page 10 gives guidance on how to put together an implementation plan and we are sure 

the whole document can be used in support of this process.  

 

Once in use, we expect this document to be a highly valuable source of ideas to 

continually refresh and improve the management of risk in government. By doing so, we 

will be better placed to innovate and deliver better results for the public. 

 

John Manzoni 

Chief Executive of the Civil Service 

and Permanent Secretary for the Cabinet Office 

 

 

Sir Ian Cheshire 

Government Lead Non-Executive  

and Non-Executive Board Member 

 

 



Management of Risk in Government 
 

 

 

Page | 5 

Part 1 – The Framework 
 

The framework includes: 

 Four different types of (or lenses for looking at) risk, reporting to the board 

on each 

 Three main elements of risk management, working together 

 A model set of roles/responsibilities for the organisation to use or adjust to 

meet its needs - ensuring there is clarity over who does what without gaps 

 

The relationship between the types of risk – internal, external, strategic and major project 

- and the elements of risk management – building blocks, routine processes and periodic 

activities - are shown in the diagram below. All elements are needed across all risk types 

to allow effective risk management to flourish. 

 

More detail on the four types of risk can be found on pages 6 and 7, the elements of risk 

management are covered on page 8, and roles and responsibilities discussed further on 

page 9.  

An approach to implementing this framework is given on page 10. Note that 

implementation of this framework is not intended to replace, and should not stop, any 

good practices that the organisation has found to work well – these can and should 

continue.  
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Types of risk 
 
Every organisation will face different types of risk - internal, external, strategic, and those 

arising from major projects. This framework asks that the board receive regular reports 

on the organisation’s general approach to managing each type of risk, as well as 

highlighting the organisation’s most significant risks and what is being done to address 

them. The types of risk in this framework, as outlined below, are not mutually exclusive: 

they can be used as four different lenses to ensure all major risks and all types of 

response are considered at board level. This approach builds upon the successful new 

framework championed by the Financial Reporting Council (FRC)1 for the private sector 

and can lead to a comprehensive management of an organisation’s risks.  

 
Understanding the type of risk being faced can also help determine what action is best to 

take. The table below provides examples. 

 

Type of risk Features and approaches Examples 

 

These are risks over which the 
organisation has some control, for 
example risks that can be managed 
through internal controls and, where 
necessary, additional mitigating 
actions. This often involves traditional 
risk management, such as risk 
registers, controls and assurance.  
 

 Fraud 

 Health & safety 

 Capacity & 
capability 

 Data security 

 Delivery partners 
 

 This focuses on big external 
events/perils and then considers how 
to make the organisation more resilient 
to such events, in part because of 
difficulties on assessing likelihood2. A 
tried and tested approach to managing 
external risks is through considering 
the impact those external events could 
have on infrastructure, finance, people, 
operations and reputation. A common 
example of a resilience framework for 
infrastructure is a business continuity 
plan. 
 

 Economic downturn  

 Terrorist attack  

 Extreme weather 

 Cyber attacks 

                                                             
1 See C2.1, C2.2 and C2.3 in the FRC 2014 Corporate Governance Code. FRC code relates to public reporting so 
goes further than this framework is requesting. 
2 The rationale for managing and mitigating external events like this is that there can be hundreds of such events, 
of which most have a very low likelihood. Yet the chance of one such event among the hundreds occurring in any 
one year is not low. The problem is that nobody can predict which one it will be. 
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This third element concerns the 
organisation’s raison d'être and key 
objectives (such as the organisation’s 
enduring purpose and the objectives 
set out in the Single Departmental 
Plan), identifying the principal risks to 
the achievement of those within a set 
timeframe. For some this could be the 
lifetime of a parliament. Risks in this 
area would be accompanied by 
regularly monitoring and adjusting 
interventions, as necessary. Forward-
looking charts are often helpful here. 
 

Can be: 

 immediate impact 
risks to the 
organisation’s 
ability to continue 
operating, e.g. loss 
of customer data; or 

 slow-burning risks 
that grow and 
eventually prevent 
delivery of 
objectives, e.g. staff 
turnover or 
leadership 
capability. 

 Major projects form such a critical part 
of the plans for many government 
bodies. Experience suggests that one 
or two critical projects for that 
organisation should be considered at 
board level in their own right. The key 
is to only report to board level on the 
two or three that really matter This 
should be via whatever tools, 
techniques and reporting are 
appropriate for each. 
 

These risks will be 
specific to the major 
project in question, and 
could involve: 

 shifting 
requirements 

 slippage in delivery 
timeframes 

 failure to deliver 
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Managing risks 
 

The framework comprises three main elements. These elements – building blocks, 

routine processes and periodic activities – are regularly found in effective risk 

management arrangements and encompass the three lines of defence. 
 

The table below provides examples of activities that make up the three main elements. 

Whilst this list aims to be reasonably comprehensive, the framework only requires each 

department to consider which activities it will adopt and prioritise under each heading. 

The list is provided to help risk practitioners decide what action to take. There is no 

requirement to use every item below. The list can also be used as a tool for the board to 

challenge the risk practitioner at the appropriate time. 
 

 

 
 
Essential building blocks include: 

 Creating positive risk management behaviours and 
culture 

 Establishing roles and responsibility  

 Communicating risk information 

 Building risk capability, including training for risk 
practitioners 
 

 

 

Essential routine processes include: 

 Identifying risks, including those responsible for 
managing them 

 Assessing risks and establishing tolerance 

 Addressing risks, including contingency 
arrangements 

 Reviewing and monitoring risks, including ‘deep 
dives’ 

 Reporting on risk 
 

  

Recommended periodic activities include: 

 Assuring the board that risk is being properly 
managed 

 Assuring risks from arm’s length bodies 

 Scanning the horizon/ environment, including 
National Risk Register risks 

 Building risk maturity 

 Peer reviews 

 Learning lessons 

 Exploiting data and data analytics 

 Building and testing resilience frameworks 
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Roles 
 

The management of risk must not be left exclusively to the specialists. If consideration of 

risk is integral to all our work, we will be better placed to innovate and to deliver better 

results for the public. Ministers, the board, Accounting Officers, the Audit & Risk 

Assurance Committee and the organisation’s sources of risk assurance (often referred to 

as the three lines of defence) all have a part to play in creating an environment where the 

effective management of risk can flourish. The table below highlights those key roles. 

 

 

Post Role (with regard to risk) 

Ministers Set the direction against political imperatives and articulate a 
high-level appetite for the risks to those imperatives. 
 

Accounting Officers Should set an appropriate tone from the top, for example by 
articulating risk appetite, championing and driving the 
effective management of risk and ensuring the risk function is 
supported in carrying out its role. 
 

The Board / Senior 
Executive Team 

Should support the Accounting Officer in articulating risk 
appetite and by leading the assessment and management of 
risk. 
 

The Audit & Risk 
Assurance 
Committee 

Should support the board and Accounting Officer by 
reviewing the comprehensiveness and reliability of 
assurances on risk management. 
 

Managers (part of the 
1st line of defence) 

Should actively identify and manage risks as part of their 
everyday business, escalating them promptly as and when 
necessary. 
 

The Risk 
Management 

function (part of the 
2nd line of defence) 

Should support and facilitate the organisation’s management 
and oversight of risk. For example by building the 
organisation’s risk capability and defining the organisation’s 
risk management practices and framework. 
 

Internal Audit (part of 
the 3rd line of 

defence) 

Should provide independent and objective assurance on the 
effectiveness of the organisation’s risk management 
arrangements, and share good practice through comparative 
assessment. 
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Implementation 
 

The board should decide how it intends to implement this framework, as set out in the 

preceding pages.  

 

Whilst there is no prescribed approach to implementing this framework, government 

bodies may wish to consider the following when preparing their implementation plan: 

1 An articulation of the key issues – ‘the difficult questions’ – for the organisation 
 

2 The role of the Minister(s) in the management of key risks 
 

3 Who, at board level, will sponsor the implementation of the framework 
 

4 How to report to the board on the organisation’s key internal, external, strategic 

and project risks 
 

5 Of the activities in the three main elements: 

a. which should be applied in that organisation; 

b. how will they be operated; and 

c. how and when they will be reviewed by the board. 
 

6 How the key risks for the organisation’s arm’s length bodies will fit into 4 and 5 

above 
 

7 The respective roles of, and interrelationship between, the Audit and Risk 

Assurance Committee, any executive bodies and main board, in terms of who 

does what and when 
 

8 The role of Internal Audit in assuring the effectiveness of risk management 

arrangements 
 

9 Other risk intelligence from other parts of government, such as horizon scanning 

and the National Risk Register 
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Part 2 – Example questions, tools, techniques & 
templates 
 

The board and risk practitioners, in particular, have an essential role to play in making 

the framework, discussed in Part 1, a reality.  

 

In the annexes that follow: 

 Annex A suggests some questions that board members may wish to ask to help test 

and challenge their organisation’s risk management arrangements 

 Annex B highlights the areas risk practitioners can consider in implementing the 

common elements. 

 Annex C provides risk practitioners with tools, techniques or templates that have been 

used successfully in parts of government. 

 

These tools, techniques, templates and questions are provided here to help risk 

practitioners learn from approaches that have worked in the past. Neither the tools, 

processes or templates nor the example questions form an exhaustive list, and not all 

items or questions will be relevant to every department. 

 
  



Management of Risk in Government 

 

 

Page | 12 
 

Annex A – Suggested questions for the board to consider3 
 

Members of the board have a critical role in establishing the environment that will allow 

the effective management of risk to flourish. The following table provides example 

questions that board members may wish to ask to test and challenge the risk 

management arrangements in their organisation. These questions are simply provided 

as suggestions, they are not a requirement, nor are they comprehensive. 
 

Activity 
 

Example Questions. 
 

Frequency 

Creating 
positive risk 

management 
behaviours and 

culture 

1. How has the organisation set its desired 

values towards the effective management 

of risk? 

2. How have you assured yourself that these 

have been communicated by management? 

3. How have you assured yourself that desired 

behaviours are encouraged and 

inappropriate risk behaviours are 

discouraged? 

Every year 

 

 

Every year 

 

Continuous 

consideration 
 

Communicating 
risk information 

1. How have you assured yourself that the 

board has clear and easy processes for 

bringing significant issues to its attention 

more rapidly when required? 

2. How does the organisation’s management 

of risk capture and learn lessons from past 

events? 

Every year 

 

 

 

Ad hoc 

Building risk 
capability 

 

1. What suitable training, skills, knowledge 

and experience do the organisation’s risk 

practitioners have? 

2. How does the organisation periodically 

assesses its risk maturity to identify areas 

for improvement? 

3. How has risk management been integrated 

into business as usual management? 

Every year 

 

 

Every year 

 

Continuous 

consideration 

Identifying risks 
to objectives 

1. What events could derail the achievement 

of the organisation’s business priorities? 

2. How have you assured yourself that the 

National Risk Register risks, which are 

particularly pertinent to your organisation, 

are recognised in risk discussions? 

Twice a year 

 

Every year 

  

                                                             
3 This list of questions is based on Section 3 of the FRC’s Guidance on Risk Management, Internal Control and 
Related Financial and Business Reporting. For the purposes of this document, the list has been shortened and 
made applicable to the public sector  
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Activity 
 

Example Questions. 
 

Frequency 

Assessing risks 
and establishing 

tolerance 

1. To what extent does the organisation’s 

assessment of its top risks resonate with 

your knowledge of the organisation? 

2. How comfortable are you with the amount 

of risk the organisation is carrying? 

Continuous 

consideration 

 

Continuous 

consideration 

Addressing risks 1. What possible combinations of events 

might make a "domino" risk, where one big 

event causes other big events, much more 

likely? 

2. What contingency arrangements are in 

place for high impact risks, and are they 

sufficient? 

Twice a year 

 

 

 

Twice a year 

Reviewing and 

monitoring risks 

1. How have you assured yourself there is 

clear accountability for each of the 

organisation’s top risks? 

2. How have you assured yourself that the 

quality of risk information is sufficient to 

support decision-making? 

3. How have you assured yourself that there is 

an active management of risks, i.e. the risk 

picture is dynamic and mitigating actions 

are delivered? 

4. How have you assured yourself that the 

organisation is sufficiently aware of the top 

risks faced by any arm’s length bodies 

(ALBs)? 

Continuous 

consideration 

 

Continuous 

consideration 

 

Quarterly 

 

 

Frequency will be 

relative to the 

number of ALBs 

Reporting risks 1. How has the board laid out its requirements 

for risk information, in terms of the nature of 

that information, its source and its format 

and frequency? 

2. How have you assured yourself that those 

reports help the board focus on what really 

matters - in a clear, succinct and accessible 

manner - that enables the Board’s decision-

making? 

Every year 

 

 

 

Continuous 

consideration 

Assuring the 

board that risk is 

being properly 

managed 

1. How do you periodically check that the 
organisation’s risks are being properly 
managed? 

2. How do you periodically check whether the 
organisation’s processes for risk 
management are effective?  

3. How have the respective roles of the board, 
executive and Audit & Risk Assurance 
Committee been established with regard to 
risk? 

Twice a year 

 

 

Every year 

 
 

Every 2 years 
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Annex B – Suggested questions for risk practitioners 
 

The following table provides example questions that risk practitioners in various 

organisations have found helpful in improving the effectiveness of risk management in 

their organisation. Asking these questions is not a requirement nor does asking these 

questions guarantee to address all risks properly. That said, they have proved useful in 

the past and can significantly help risk practitioners in future. 

 

Element Activity 
 

Example Questions. 
 

Building 
Blocks 

Creating 
positive risk 
management 
behaviours and 
culture 

1. How have you gauged your organisation’s risk 

culture and people’s attitude to risk management? 

2. How have you made your organisation’s risk 

management strategy and/or policy widely available 

to all staff? 

3. How have you made explicit, in those documents, 

the importance of a positive risk management 

culture, where the active management of risk is 

considered integral to good business management? 

4. How have you obtained your executive team’s 

explicit commitment to positive risk management?  

5. And how have you make that commitment widely 

available to all staff? 

6. How have you ensured your risk management 

processes incentivise, rather than deter, positive 

management of risk behaviours? 

Building 
Blocks 

Establishing 
roles and 
responsibility 

1. How have you made clear in your organisation who 

is responsible for the risk management function? 

2. How have the respective roles of the board, the 

Audit and Risk Assurance Committee, managers of 

risk and risk practitioners it been made clear? 

Building 
Blocks 

Communicating 
risk information 

1. What arrangements are in place to ensure the 

quality of risk information supports decision-

making? 

2. What are your organisation’s existing upward 

reporting mechanisms for escalating risks in a 

timely fashion? 

3. How have you ensured those escalation and de-

escalation routes are clear and easy to use?  

4. What feedback mechanisms are required following 

escalation?  
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Element Activity 
 

Example Questions. 
 

Building 
Blocks 

Building risk 
capability, 
including 
training 
 

1. How are risk considerations integrated into other 

business processes, such as strategic planning, 

business planning, performance reporting and 

policy development? 

2. How does the risk management function work in 

partnership with your organisation’s performance 

and business planning functions, in order to bring a 

more holistic picture together for decision-makers? 

3. What formal training in risk management, for 

example the Institute of Risk Management (IRM) 

qualification or the Management of Risk (MoR) 

practitioner qualification, is provided to risk 

management practitioners. 

4. How have the organisation’s risk guidance and tools 

been made available to all staff? 

5. Which communities of risk management practice do 

you belong to, in order to share developments and 

learn from one another, both within your 

organisation and across central government (such 

as the Risk Improvement Group)? 

Routine 
Processes 

Identifying risks 
to objectives 

1. To what extent have your organisation’s risks been 

articulated so that the risk cause, event and effect 

are clear?  

2. When will you next carry out a top-down ‘what’s 

keeping you awake at night’ risk identification 

session for the top of your organisation?  

3. From which perspectives are new risks identified, 

for example risks: 

a. internal to the organisation? 

b. external to the organisation? 

c. to the organisation’s strategy? 

d. to major projects? 

e. to internal controls? 

f. to the organisation’s viability? 

g. identified from past experience? 

4. To what extent have techniques like ‘pre-mortem’ 

workshops been used to help stakeholders identify 

their key risks 

5. How do you ensure a single owner for each risk is 

identified, making them responsible for the effective 

and timely management of that risk? 
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Element Activity 
 

Example Questions. 
 

Routine 
Processes 

Assessing risks 
and establishing 
tolerance / 
appetite 

1. How have you ensured the process is as simple 

and easy to use as possible? 

2. Have you used a risk matrix that assesses risk in 

terms of likelihood and impact?  

3. To what extent does your organisation have a clear 

and consistent criteria to assess the impact and 

likelihood of a risk occurring? 

4. How have you used an understanding of risk 

tolerance, risk appetite or target risk to decide what 

level of assessed risk is acceptable to 

management? 

Routine 
Processes 

Addressing 
risks, including 
contingency 
arrangements 

1. For actions identified to mitigate risk, to what extent 

are they: 

 Appropriate to the risk in question? 

 Owned by a single individual, at the appropriate 

level of the organisation? 

 Clear?  

 Measurable? 

 Time-bound? 

2. To reach an optimum position in responding to the 

risk, how do you use: 

 An understanding of the costs of risk impacts? 

 An understanding of the costs and effectiveness 

of each of the possible mitigating actions? 

 Comparisons with other risks and priorities? 

3. How is the progress of the mitigating actions 

monitored? 

4. How does your organisation assess the 

effectiveness of mitigating actions (once taken)? 

5. To what extent is there an emphasis, for external 

risks, on resilience and contingency-type 

arrangements? And do these aim to reduce the 

impact of the risk on the organisation’s 

infrastructure, reputation, people or finances? 
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Element Activity 
 

Example Questions. 
 

Routine 
Processes 

Reviewing and 
monitoring risks, 
including ‘deep 
dives’ 

1. How are your organisation’s top risks reviewed, in 

terms of continuing relevance and significance, 

before being reported to the top of your organisation 

to inform decision-making? 

2. How does that review obtain a suitably senior and 

broad perspective to add value? 

3. How are perceived risks and risk exposures 

challenged in the light of available performance 

information? 

4. How are periodic deeper discussions on the way 

specific risks are being managed carried out? 

Routine 
Processes 

Reporting on 
risks 

1. How have you ensured risk information is presented 

in a clear, succinct and accessible fashion that 

enables stakeholders to focus on the key points and 

decisions that are required? 

2. How do you brief key stakeholders on risk matters 

ahead of senior discussions of risk? 

3. How have you ensured your risk information is 

presented in a way that encourages senior 

stakeholders to engage with it? 

4. How do you explicitly include the direction of travel 

for the risks being reported? 

5. For major project risks, how do you convey the key 

information stakeholders need to know about 

status, milestones, key obstacles and dependencies 

in order for them to make informed decisions? 

6. For reporting on individual risks, how do you show 

the expected risk exposure over time, for a more 

active management of risk conversation?  

7. What thought-provoking questions do you use to 

support your risk reporting? For example: 

 Are we doing enough to mitigate this risk? 

 Are we doing enough at the right pace? 

 How will we know if the actions have had the 

intended effect? 

 Who can help manage this cross-cutting risk? 

 What contingency arrangements do we have in 

place should this risk occur? 

8. How do you convey the target risk exposure and 

explain what management is doing to get there? 

 

  



Management of Risk in Government 

 

 

Page | 18 
 

Element Activity Example Questions. 
 

Periodic 
Activities 

Assuring risks 
from arm’s 
length bodies 

1. If necessary, for ALBs, how do you: 

 Identify which risks are cross-cutting and need a 

joined up response to mitigate them effectively? 

 Apply consistent criteria for identifying which 

risks should be made visible to the parent 

organisation? 

 Ensure a consistent set of risk management 

principles – not necessarily processes – are 

applied in both the ALB and the parent 

organisation? 

 Obtain routine and periodic risk assurance from 

ALBs to the parent organisation? 

 Make the parent organisation’s top risks 

available to ALBs for context and visibility 

purposes? 

Periodic 
Activities 

Scanning the 
horizon and the 
environment, 
including 
National Risk 
Register risks 
 

1. When will you next undertake an exercise with your 

board or senior executives to scan your 

environment, for technological, social, demographic, 

etc, developments? 

2. What risks do they pose to the achievement of the 

organisation’s objectives? 

3. How do you categorise those risks in terms of when 

they are likely to impact the organisation 

(proximity)? 

4. How do you ensure explicit inclusion of relevant 

National Risk Register risks in your organisation’s 

management of risk? 

Periodic 
Activities 

Building risk 
maturity 

1. What tried and tested framework would you use to 

assess your organisation’s risk maturity? For 

example, HM Treasury Risk Management 

Assessment Framework or the Management of Risk 

maturity model? 

Periodic 
Activities 

Peer reviews 1. What opportunities exist to engender a culture of 

sharing ideas and learning from one another, 

through peer reviews with risk practitioners from 

other government bodies? 
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Element Activity Example Questions. 
 

Periodic 
Activities 

Learning 
lessons 

1. How do you convene special sessions, for example 

when the organisation is commencing a major new 

project, to identify and learn relevant lessons from 

past experiences? 

2. When a risk - including ‘black swan’ events - 

materialises and becomes an issue, how do you 

ensure your risk management arrangements learn 

the lessons from that experience? 

Periodic 
Activities 

Exploiting data 
and data 
analytics 

1. How do you use your organisation’s data sets 

and/or data analytics function to help identify new 

risks and refine assessments of known risks? 
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Annex C – Tools, techniques & templates 
 

There is a wide variety of risk management practice across government bodies. This variety provides a clear opportunity for those 

government bodies to share what works for them and learn from one another. This Annex provides examples of some tools, techniques 

and templates that have been used successfully elsewhere. The examples shown here are not mandatory, they are simply provided to 

foster the sharing of good practice. 
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Creating positive risk 
management behaviours and 
culture 
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Building risk management capability 
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Scanning the horizon 
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MOD Horizon Scanning 
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Capturing risks  
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Articulating risk 
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Assessing risk 
 

 

 

 

 

 

 

 

 

  

Impact 

Very High 

  

  

 

High 

  

  

 

Medium 

 

   

 

Low 

 

   

 

Very Low 

     

  Very 
Low 

Low Medium High Very 
High 

  Probability 



Management of Risk in Government 

 

 

Page | 31 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Likelihood Assessment Scores 

Score Very Likely (5) Likely (4) Possible (3) Unlikely (2) Very Unlikely (1) 

Probability 75+% 50-74% 30-49% 5-29% <5% 

 

Impact Assessment Scores – where a risk has more than one impact the impact score is that of the highest scoring impact. 

 Very High/Severe (5) High/Major (4) Medium/Moderate (3) Low/Minor (2) Very Low/Insignificant (1) 

Tr
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Serious (unwanted or unplanned) disruption to 
transport networks.   

One single national or London network element, ie: 
major airport/airline, major SRN route, main rail line, 
major container port, shut down 1+ days 

Multiple network elements in one local district shut 
down for 1+ days  

One single national or London network 
element, ie: major airport/airline, major SRN 
route, main rail line, major container port, shut 
down for 3+ hours 

Multiple network elements in one local district 
shut down for 3+ hours 

Minor unplanned disruption to 
national or London network. 
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y Serious unplanned disruption to delivery of public 
service(s) 

A front line service suspended for 1+ days 

Failure to meet several key customer facing targets 

Loss of (or security breach to) 0.5% of customer data 

Reasonably serious unplanned disruption to 
delivery of any public service(s) 

A front line service suspended for up to 1 day. 

Failure to meet a key customer facing target. 

Loss or breach of security in relation to <0.5% 
individual customer records 

Any unplanned disruption to delivery 
of any public service 

Failure to meet any customer facing 
targets 
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A key departmental, Government, or customer-facing 
commitment will be delayed by greater than one year 
or never delivered 

A tier 1 strategic project will delayed by greater than 
one year or never delivered  

A customer facing KPI will be missed continuously 
over a period greater than one year 

Failure to deliver either domestic or European 
legislative requirement 

A key initiative, a business plan commitment, a 
Government manifesto commitment or Prime 
Ministerial pledge or tier 1 project will be 
delayed by up to one year 

A customer facing KPI will be missed  

A tier 2 strategic project will be delayed by 
greater than one year or never delivered 

A tier 1 project will be delayed by up to 
2 months. 

A tier 2 project will be delayed by up to 
1 year 

 

An internal milestone will be delayed 
by greater than one year or never 
delivered 

An internal KPI will be missed 
continuously over a period greater 
than one year 

An internal milestone will be delayed 
by less than one year 
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Financial impact of greater than £100 million  

Greater than 10% of Agency budget.  

Financial impact of between £15-£100 million  

between 7% and 10% of Agency budget (in 
current spend review period) 

Financial impact of between £5-£15 
million  

between 5% and 7% of Agency budget 
(in current spend review period) 

Financial impact of between £1-£5 
million 

between 3% and 5% of Agency budget 
(in current spend review period) 

less than £1m impact 
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Sustained or widespread criticism of the Department, 
and / or the Secretary of State being pressed to make 
a statement to Parliament 

Sustained front page/headline national public 
criticism of transport policy or the Department lasting 
at least a week (not including targeted campaigns on 
specific issues).  

Events requiring significant time (e.g. more than 6 
months) to restore relationships with other 
Departments or key stakeholders 

Some national public or media criticism lasting 
at least a week (not including targeted 
campaigns on specific issues) 

Events requiring medium length of time (e.g. 
4-6 months) to restore relationships with other 
Departments or key stakeholders 

Widespread local/regional public 
and/or specialist criticism (not 
including targeted campaigns on 
specific issues) 

Events requiring at least some 
significant time (e.g. 3-4 months) to 
restore relationships with other 
Departments or key stakeholders 

2-3 months to restore relationships 
with other Departments or key 
stakeholders 

 

 



Management of Risk in Government 

 

 

Page | 32 
 

 

 

 

 

 

 

 

 

  



Management of Risk in Government 

 

 

Page | 33 
 

Establishing risk appetite 
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Reviewing risks 
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Reporting on risks 
- in summary 
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Managing and reporting on risk 
- specific risks 
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Communicating risk information 
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Building risk maturity 
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Annex D – Additional advice on risk management 
 

 
The following documents should also be read and used as part of your risk management work. 
This framework builds on and extends the principles and concepts previously outlined in these 
documents. 
 
 

HM Treasury’s The Orange Book 

HM Treasury’s Managing Public Money (Annex 4.3) 

HM Treasury’s Green Book (Annex 4) 

NAO’s Managing Risks in Government 

HMG’s Corporate Governance Code 

HMG’s Corporate Governance Code – guidance note 

FRC’s Guidance on Risk Management, Internal Control and Related 
Financial and Business Reporting 

 
 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/220647/orange_book.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/454191/Managing_Public_Money_AA_v2_-jan15.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/220541/green_book_complete.pdf
https://www.nao.org.uk/wp-content/uploads/2011/06/managing_risks_in_government.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/220645/corporate_governance_good_practice_july2011.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/220646/corporate_governance_good_practice_guidance_july2011.pdf
https://www.frc.org.uk/Our-Work/Publications/Corporate-Governance/Guidance-on-Risk-Management,-Internal-Control-and.pdf
https://www.frc.org.uk/Our-Work/Publications/Corporate-Governance/Guidance-on-Risk-Management,-Internal-Control-and.pdf

