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Joint Press Release 
 
16 December 2015, 5.00pm (Singapore time) 
 
Singapore and UK collaborating to address cyber threats 
 
1 Six new joint research projects will see UK and Singapore-based researchers 
collaborating to develop new solutions that will enhance the resilience of systems 
and infrastructure to cyber attacks. 
 
2 The UK’s Engineering and Physical Sciences Research Council (EPSRC) and 
Singapore’s National Research Foundation today announced the results of a joint 
£2.4 million ($5.1 million) research call, which will fund the projects over the next 
three years. 
 
3 As connected global hubs and open economies, cybersecurity is of great 
importance to the UK and Singapore.  Recognising the importance of collaboration in 
this area, a Memorandum of Understanding on Cybersecurity was signed by the 
UK’s Cabinet Office and Singapore’s Cybersecurity Agency during Prime Minster 
David Cameron’s visit to Singapore in July 2015. This joint research programme 
implements the joint R&D collaboration element of the MoU and has been welcomed 
by both governments.  
 
4 The Singapore-UK joint grant call, launched in May 2015, seeks to strengthen 
knowledge and capabilities in cyber security and foster closer collaboration in 
cybersecurity research between the researchers of both countries.  The grant call 
closed in July 2015 with a total of 22 proposals received. All submitted proposals 
were evaluated jointly by cybersecurity experts of both countries.  Six projects are 
awarded covering research areas in Intrusions, Data Analytics, Human Factors and 
Sector & Applications.  
 
5 The projects that will be funded under this programme are: 
 

• The University of Oxford and the National University of Singapore will work 
on Security and Privacy in Smart Grid Systems: Countermeasure and 
Formal Verification 
 

• The University of Kent will work with the National University of Singapore 
on Vulnerability Discovery using Abduction and Interpolation 
 

• The University of Surrey and Singapore Management University will work 
on Computational Modelling and Automatic Non-intrusive Detection Of 
Human Behavior-based Insecurity 
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• Imperial College and the National University of Singapore will work on 
Machine Learning, Robust Optimisation, and Verification: Creating 
Synergistic Capabilities in Cybersecurity Research 
 

• Imperial College and Singapore University of Technology and Design will 
work on Security by Design for Interconnected Critical Infrastructures 
 

• The University of Southampton and Nanyang Technological University will 
develop cyber security solutions for smart traffic control  

 
 
Enclosed: 
 
ANNEX A – List of Awarded Projects under National Cybersecurity Singapore-UK 
Joint Grant Call 
 
 
For media queries or interviews, please contact:  
 
Audrey LI (Ms)  
Senior Officer, Corporate Communications  
National Research Foundation, Prime Minister’s Office, Singapore  
DID: 6684 2914  
Email: Audrey_Li@nrf.gov.sg  
 
Benedict THAMBIAH (Mr) 
Communications Manager 
British High Commission, Singapore  
DID: 6424 4271  
HP: 9003 7566 
Email: benedict.thambiah@fco.gov.uk  
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ANNEX A 
 

Awarded Projects under the  
National Cybersecurity Singapore-UK Joint Grant Call 

 
S/N Project Title Project Brief 
1. Machine Learning, Robust 

Optimisation, and Verification: 
Creating Synergistic 
Capabilities in Cybersecurity 
Research 

This project brings together research leaders in 
machine learning, robust optimisation, verification 
and cybersecurity to explore new modelling and 
analysis capabilities in cybersecurity. The project 
will investigate new approaches for modelling and 
optimisation by which cybersecurity of systems, 
processes, and infrastructures can be more 
robustly assessed, monitored, and controlled in the 
face of stochastic and strict uncertainty. The 
project will also focus on the areas of privacy as 
new forms of privacy-preserving data analytics will 
be created and new approaches to decision 
support that respect privacy considerations are 
being developed.  
 
Assistant Professor Xu Huan of Department of 
Mechanical Engineering in NUS and Professor 
Michael Huth, Professor of Computer Science in 
Imperial College are coordinating partners for this 
project. 
 

2. COMMANDO-HUMANS: 
COMputational Modelling and 
Automatic Non-intrusive 
Detection Of HUMan 
behAviour based iNSecurity 

This project aims to prove the feasibility of 
automated detection of human behaviour related 
insecurity at the human-computer interface (HCI) 
level and to support automated detection by 
developing general-purpose computational 
framework with supporting software tools. The 
project will demonstrate the usefulness of the 
proposed framework that will be applied to 
selected human user authentication systems (e.g. 
used case of human-involved security systems) to 
automatically  discover/rediscover known and 
unknown human behaviour related attacks. 
 
Professor Robert Deng, Director of Secure Mobile 
Centre and Professor for School of Information 
Systems at SMU and Dr Shujun Li, Deputy Director 
of Surrey Centre for Cyber Security (SCCS) in 
University of Surrey are coordinating partners for 
this project. 
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3. Security by Design for 

Interconnected Critical 
Infrastructures 

The objective of the project is to advance the state 
of the art in the design of secure interconnected 
public infrastructures which focuses on Security-
by-Design. The project will focus on security 
analysis through modelling based on the 
abstraction of system design, impact and response 
analysis across interconnected infrastructures and 
upgrading of initial design to improve system 
resilience to cyber-attacks.  
 
Professor Aditya Mathur, Head of Pillar and 
Professor of Information Systems Technology and 
Design from SUTD and Dr Deeph Chana, Deputy 
Director of Institute for Security Science in Imperial 
College are coordinating partners for this project. 
 

4. Security and Privacy in Smart 
Grid Systems: 
Countermeasure and Formal 
Verification 

The project aims to analyse and enhance the 
security and privacy in smart grid systems. The 
project will focus on the interactive strategies and 
systems in smart grid. It aims to design and 
implement a high-assurance, security and privacy 
enhancing communication architecture from the 
field of trusted computing technologies. 
 
Associate Professor Dong Jin Song of Computer 
Science Depart, School of Computing in NUS and 
Professor Andrew Martin, Professor of Systems 
Security in University of Oxford are coordinating 
partners for this project. 
 

5. Vulnerability Discovery using 
Abduction and Interpolation 

This project seeks to develop theoretical 
foundations as well as practical techniques for 
providing security engineers with automatic tools, 
which will help to detect security vulnerabilities in 
binary code. Program analysis techniques such as 
bit-vector interpolation and abduction will be 
developed from the project.  
 
Dr Joxan Jaffar, Professor of Computer Science in 
NUS and Professor Andy King, Professor of 
Program Analysis in University of Kent are 
coordinating partners for this project. 
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6. Cyber Security Solutions for 
Smart Traffic Control Systems 

The project aims to develop a solution framework 
that can efficiently tackle the cyber security 
vulnerabilities of smart traffic control systems. The 
project will study on (i) human-agent collectives 
based framework to deal with heterogeneity 
between different participating agents and humans; 
(ii) game theory to discover and analyse major 
attack scenarios; and (iii) resource-constrained 
online machine learning to develop and real-time 
defence mechanisms.  
 
Assistant Professor Bo An from School of 
Computer Engineering, NTU and Professor 
Nicholas R. Jennings, Head of Electronics & 
Computer Science in University of Southampton 
are coordinating partners for this project. 
 

 
 


