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Freedom of Information Request 2/2016
Thank you for your email of 28 February 2016, in which you asked for the following information from the Civil Procedure Rule Committee (CPRC):

“1a.
Approximately how many members of staff do you have?

1b.
Approximately how many contractors have routine access to your information?

2a.
Do you have an information security incident/event reporting policy/guidance/management document(s) that includes categorisation/classification of such incidents?

2b.
Can you provide me with a copy of the latest version of these document(s)? (This can be an email attachment or a link to the document on your publicly facing web site)

3a.
Do you know how many data protection incidents your organisation has had since April 2011? (Incidents reported to the Information Commissioners Office (ICO) as a Data Protection Act (DPA) breach)

Answer:
Yes, No, Only since (date):

3b. 
How many breaches occurred for each Financial Year the figures are available for?

Answer FY11-12:   FY12-13:   FY13-14:  FY14-15:  

4a.
Do you know how many other information security incidents your organisation has had since April 2011? (A breach resulting in the loss of organisational information other than an incident reported to the ICO, eg compromise of sensitive contracts or encryption by malware.  )

Answer:
Yes, No, Only since (date):

4b.
How many incidents occurred for each Financial Year the figures are available for?

Answer FY11-12:   FY12-13:   FY13-14:  FY14-15:  

5a.
Do you know how many information security events/anomaly your organisation has had since April 2011? (Events where information loss did not occur but resources were assigned to investigate or recover, eg nuisance malware or locating misfiled documents.)

Answer:
Yes, No, Only since (date):

5b.
How many events occurred for each Financial Year the figures are available for?

Answer FY11-12:   FY12-13:   FY13-14:  FY14-15:  

6a.
Do you know how many information security near misses your organisation has had since April 2011? (Problems reported to the information security teams that indicate a possible technical, administrative or procedural issue.)

Answer:
Yes, No, Only since (date):


6b.
How many near-misses occurred for each Financial Year the figures are available for?

Answer FY11-12:   FY12-13:   FY13-14:  FY14-15:  

If the specific answers to 4, 5 and 6 are not readily available, I am content for these questions to be modified/replaced with similar questions that are derived from your organisations categorisation/classification system within the documents requested in question 2.  I would need to first make an FoI request for question 2 in order to frame suitable questions 4, 5 and 6, then make a second request.  Similarly calendar year can replace financial year.  Please state in the reply if this option has been implemented.   My preferred format to receive this information is electronically, but if that is not possible I will be willing to accept hard copy.  I would be grateful if you could include my reference

Ref: 802827.”

Your request has been handled under the Freedom of Information Act 2000 (FOIA).

I can confirm that the CPRC holds information that you have asked for, and I am pleased to provide this to you. The response is set out in the attached document.  
You can also find more information by reading the full text of the Act (available at http://www.legislation.gov.uk/ukpga/2000/36/contents).
You have the right to appeal our decision if you think it is incorrect. Details can be found in the ‘How to Appeal’ section attached at the end of this letter.
Disclosure Log
​
You can also view information that the CPRC has disclosed in response to previous Freedom of Information requests. Responses are anonymised and published on our on-line disclosure log which can be found on the CPRC website: https://www.gov.uk/government/organisations/civil-procedure-rules-committee
​
Yours sincerely

Response

“1a.
Approximately how many members of staff do you have?

1b.
Approximately how many contractors have routine access to your information?

The Civil Procedure Rule Committee does not employ any staff.

The Civil Procedure Rule Committee does not have any contractors.

2a.
Do you have an information security incident/event reporting policy/guidance/management document(s) that includes categorisation/classification of such incidents?

2b.
Can you provide me with a copy of the latest version of these document(s)? (This can be an email attachment or a link to the document on your publicly facing web site)

The Civil Procedure Rule Committee has guidance on release of material and the latest version of the guidance is attached.  

3a.
Do you know how many data protection incidents your organisation has had since April 2011? (Incidents reported to the Information Commissioners Office (ICO) as a Data Protection Act (DPA) breach)

Answer:
Yes, No, Only since (date):

3b. 
How many breaches occurred for each Financial Year the figures are available for?

Answer FY11-12:   FY12-13:   FY13-14:  FY14-15:  

There have been no data protection incidents since 2011.

4a.
Do you know how many other information security incidents your organisation has had since April 2011? (A breach resulting in the loss of organisational information other than an incident reported to the ICO, eg compromise of sensitive contracts or encryption by malware.  )

Answer:
Yes, No, Only since (date):

4b.
How many incidents occurred for each Financial Year the figures are available for?

Answer FY11-12:   FY12-13:   FY13-14:  FY14-15:  

There have been no other information security incidents since April 2011.

5a.
Do you know how many information security events/anomaly your organisation has had since April 2011? (Events where information loss did not occur but resources were assigned to investigate or recover, eg nuisance malware or locating misfiled documents.)

Answer:
Yes, No, Only since (date):

5b.
How many events occurred for each Financial Year the figures are available for?

Answer FY11-12:   FY12-13:   FY13-14:  FY14-15:  

There been no incidents requiring investigation. 

6a.
Do you know how many information security near misses your organisation has had since April 2011? (Problems reported to the information security teams that indicate a possible technical, administrative or procedural issue.)

Answer:
Yes, No, Only since (date):


6b.
How many near-misses occurred for each Financial Year the figures are available for?

Answer FY11-12:   FY12-13:   FY13-14:  FY14-15:  

If the specific answers to 4, 5 and 6 are not readily available, I am content for these questions to be modified/replaced with similar questions that are derived from your organisations categorisation/classification system within the documents requested in question 2.  I would need to first make an FoI request for question 2 in order to frame suitable questions 4, 5 and 6, then make a second request.  Similarly calendar year can replace financial year.  Please state in the reply if this option has been implemented.   My preferred format to receive this information is electronically, but if that is not possible I will be willing to accept hard copy.  I would be grateful if you could include my reference

Ref: 802827.”

There have been no incidents since 2011. 

Civil Procedure Rule Committee - Information Assurance –Classification, Handling and Storage of Documents 

In the course of the rule making process committee members will access a range of government information. Some of this information would have repercussions if it was lost or stolen. With this in mind we are issuing the following guidance on information assurance. By “information assurance” we mean arrangements that ensure adequate security for our information, whether held electronically or in hard copy. This guidance is based on that issued to MoJ officials.

Classification

MoJ use a government wide system known as “protective marking” to indicate the level of security that different types of information require. The different markings are based on the harm that would be caused if controls were breached.. The Committee is likely to consider the following categories: Official and Official Sensitive.

· “Official ”, (the least restricted)  covers the vast majority of information handled.  Included in the classification are: 

· Corporate activity: HR, Policy, Finance and Estates

· Commercial information including contractual information and IP

· Criminal and civil justice and law enforcement information

· Personal data requiring protection

· Policy drafting

·  “Official Sensitive” (comprising especially sensitive information within the Official classification).  Included are:

· Specific risk assessment, or threat to highly vulnerable individuals

· Cases involving intimidation, corruption or fraud

· Where there is a legal requirement for anonymity

· Where there is a high media profile and risk of damaging unauthorised disclosure

· High sensitive changes proposals or contentious negotiations

· Major security or contingency planning details

All rule committee papers will be marked accordingly, at the top of the paper, the majority will fall into the Official category. 

Handling of information

The following sensible precautions are recommended for all information.

· When carrying papers for meetings with you, protect them against accidental loss, such as distraction causing you to drop or misplace them.

· Carry your papers in a case when using public transport.

· Documents should not be left unattended in public places, or in an unattended vehicle.

· Take care if reading papers in public places where you may be overlooked.

· Be aware of difficulty to retrieve a document if it was dropped or blown away, i.e. on a train.

· When keeping and reading papers at home, ensure they are not readily accessible to other members of your household and generally take precautions to minimise their loss.

Loss of papers

If you suspect that you have lost or have had Committee papers or electronically held information stolen from your possession, you should report this to the CPRC Secretariat as soon as practicable. The Secretariat can be contacted on 020 3334 3184, or by email to: jane.wright@justice.gsi.gov.uk.

Emails reporting the loss of papers should be marked as URGENT and have ‘DATA LOSS’ in the subject line. 

The Secretariat will complete an incident report form and send this to the MoJ Security Branch.
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