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Introduction

The Civil Service Reform Plan (June 2012) describes changes to improve the way government does business. This includes adapting to a modern workplace environment that embraces flexible and mobile working through improved IT tools. To enable these changes and deliver better security in this environment, some long-standing security requirements developed for paper-based systems are being streamlined. 
Central to this change is a more straightforward, proportionate and risk managed approach to the way that the government classifies and protects information, with more onus on staff taking individual responsibility for the information they manage.
The government has decided to move from the current six tier protective marking system (UNCLASSIFIED, PROTECT, RESTRICTED, CONFIDENTIAL, SECRET and TOP SECRET) to a more simplified system reducing to three distinct and intuitive security markings:

1. OFFICIAL
The majority of information that is created or processed by the public sector. This includes routine business operations and services, some of which could have damaging consequences if lost, stolen or published in the media, but are not subject to a heightened risk profile.
2. SECRET
Very sensitive information that justifies heightened protective measures to defend against determined and highly capable threat actors. For example, where compromise could seriously damage military capabilities, international relations or the investigation of serious organised crime.
3. TOP SECRET
HMG’s most sensitive information requiring the highest levels of protection from the most serious threats. For example, where compromise could cause widespread loss of life or else threaten the security or economic wellbeing of the country or friendly nations.
All government departments, NDPBs and agencies will implement the new Government Security Classification policy on 2 April 2014.

In addition to this guidance, desk aids and informative Intranet pages provide further handling guidance.
If you have any questions which are not covered in this document, please contact the BIS classification helpline on 0207 215 6598, or the BIS IT Security team for advice.

Government Security Classification policy principles 

1. ALL information that BIS and HMG needs to collect, store, process, generate or share to deliver services and conduct government business has intrinsic value and requires an appropriate degree of protection, whether in transit, at rest or whilst being processed.
2. EVERYONE who works with government (including staff, contractors and service providers) has a duty of confidentiality and a responsibility to safeguard any HMG information or data that they access, irrespective of whether it is marked or not, and must be provided with appropriate training.

3. Access to sensitive information must ONLY be granted on the basis of a genuine ‘need to know’ and an appropriate personnel security control.

4. Assets received from or exchanged with external partners MUST be protected in accordance with any relevant legislative or regulatory requirements, including any international agreements and obligations.

Background

1. This document describes typical personnel, physical and information security controls which need to be applied when working with BIS and HMG assets. The controls are based on guidance produced by the Cabinet Office, documented in the Security Policy Framework (SPF), and adapted locally for BIS staff.
2. The controls are cumulative: minimum measures for each classification provide the baseline for higher levels. Personnel, physical and information security controls are based on commercial good practice, with an emphasis on the need for staff to respect the confidentiality of all information.
3. Staff may need to apply controls over the baseline controls to manage specific risks to particular types of information. Such exceptions must be agreed with the respective data owners (Information Asset Owners). With instances that entail cross-government risk, please contact the BIS IT Security team (0207 215 6598 or itsecurity@bis.gsi.gov.uk) for advice.

4. This guidance is complemented by completing the “Responsible for Information” e-learning course, available from the Civil Service Learning portal. The course is designed for anyone who handles information and needs to protect it, and provides information and advice on protecting and sharing information safely and appropriately.

5. The following table describes the baseline control measures required when working with BIS information assets. More stringent controls may be appropriate to manage more sensitive assets.
Security handling guidance for different levels of classifications
	
	OFFICIAL
	SECRET
	TOP SECRET

	DESCRIPTION

of the classification
	All information that is created, processed, generated, stored or shared within (or on behalf of) BIS is, at a minimum, OFFICIAL.
OFFICIAL – SENSITIVE information is of a particularly sensitive nature. The “SENSITIVE” caveat should be used in limited circumstances (depending on the subject area, context and in some cases, any statutory or regulatory requirements) where there is a clear and justifiable requirement to reinforce the ‘need to know’.
Staff need to make their own judgements about the value and sensitivity of the information that they manage, in line with BIS and HMG corporate risk appetite decisions.
	Very sensitive information that justifies heightened protective measures to defend against determined and highly capable threats.
	The most sensitive information requiring the highest levels of protection from the most serious threats.

	We protect this information from:
	Hacktivists, single-issue pressure groups, private investigators, competent individual hackers and the majority of criminal individuals and groups.
	As OFFICIAL plus state actors including defending against targeted and bespoke attacks.
	All threat sources including sophisticated and determined state actors, and targeted and bespoke attacks.

	Why do we protect this information?
	· To meet legal and regulatory requirements.
· Promote responsible sharing and discretion. 

· Implement proportionate controls appropriate to an asset’s sensitivity.
· Make accidental compromise or damage unlikely.

	As OFFICIAL plus 

· To make accidental compromise or damage highly unlikely.
	As SECRET plus 

· To prevent unauthorised access.

	IMPACT
The compromise or loss would be likely to:
	· Have damaging consequences for an individual (or group of individuals), an organisation or BIS if lost, stolen or published in the media.

· Cause significant or substantial distress to individuals or a group of people.
· Break undertakings to maintain the confidence of information provided by third parties.
· Breach statutory restrictions on the disclosure of information.

· Undermine the proper management of the public sector and its operations.

· Shut down or substantially disrupt national operations.
· Seriously impede the development or operation of government policies.
· Substantially undermine the financial viability of major organisations.

· Impede the investigation or facilitate the commission of serious crime.
	· Directly threaten an individual’s life, liberty or safety.

· Seriously prejudice public order.

· Cause serious damage to the safety, security or prosperity of the UK.

· Cause substantial material damage to the national finances or economic or commercial interests.

· Cause serious damage to the effectiveness of extremely valuable security or intelligence operations.

· Seriously damage military capabilities or the effectiveness of UK armed forces.

· Seriously damage international relations with foreign governments.

· Cause major impairment to the ability to investigate serious organised crime.

· Cause serious damage to the security of Critical National Infrastructure.
	· Threaten directly the internal stability, security or economic wellbeing of the UK or friendly nations.
· Lead directly to widespread loss of life.

· Cause exceptionally grave damage to relations with friendly nations.
· Cause exceptionally grave damage to the effectiveness of or intelligence operations.
· Cause long-term damage to the UK economy.

· Raise international tension.

· Cause exceptionally grave damage to the effectiveness or security of UK or allied forces or to the continuing effectiveness of extremely valuable security or intelligence operations.

	Examples
	OFFICIAL information
· All routine, day-to-day public sector business, including policy development, service delivery, legal advice, personal data, staff reports, contracts, statistics, case files, and administrative data in the following areas: 

· Public services 

· Economy, public finances, commerce 

· Environment 

· Regulation and Administration 

· Health 

· Criminal justice, offender management 

· Law enforcement and public safety 

· Emergency services 

· Defence 

· Diplomatic reporting and international trade and relations

· Intelligence and security (including CNI). 

· Commercial information, including contractual information and intellectual property.
· Personal information that is required to be protected under the Data Protection Act.
· Procurement tenders, contracts and correspondence.

· Case details involving individuals (except for cases where there is a real risk of harm or serious criminal activity may result from disclosure).

· Company information provided in confidence.

· Policy or operational minutes and papers.
· Honours nominations and deliberations.
· Threat assessments (and countermeasures) relating to the above level threats.

OFFICIAL – SENSITIVE information
· The most sensitive corporate or operational information, e.g. relating to organisational change planning, contentious negotiations, or major security or business continuity issues.

· Policy development and advice to ministers on contentious and very sensitive issues.

· Commercial or market sensitive information, including that subject to statutory or regulatory obligations, that may be damaging to HMG or to a commercial partner if improperly accessed.

· Information about investigations and civil or criminal proceedings that could compromise public protection or enforcement activities, or prejudice court cases.

· More sensitive information about defence, security assets or equipment that could damage capabilities or effectiveness, but does not require SECRET-level protections.

· Diplomatic business or activities or international negotiations, where inappropriate access could impact foreign relations or negotiating positions and must be limited to bounded groups.

· Sensitive and very sensitive personal data, such as medical records, information about vulnerable or at-risk people, where it is not considered necessary to manage this information in the SECRET category.
	· Information from or relating to security services or in relation to terrorist legal proceedings.
· Civil contingency plans and policies.
· Information relating to national security.
· Some export licensing enforcement information and/or decisions.
· Some Life Sciences casework.
· Aspects of nuclear decommissioning.
· Some Ministerial papers.
· Details of high-level visits.
· Security and/or vetting information.
· Exchanging cryptographic materials.
· Key legal information / investigations.

	· Information from or relating to Security Services or in relation to terrorist legal proceedings.
· Information relating to counter-terrorism plans and policies.
· Information relating to cyber security plans and policies.
· Information on national security.
· Some export licensing enforcement information and/or decisions.


	MARKING 
(of all material, whether paper, electronic, digital media)
	There is no requirement to mark routine OFFICIAL information.
In limited circumstances where there is a clear and justifiable ‘need to know’ requirement, the “SENSITIVE” caveat should be used. OFFICIAL – SENSITIVE INFORMATION MUST ALWAYS BE CLEARLY MARKED.

Mark “OFFICIAL – SENSITIVE [and the optional 'descriptor' if appropriate]” in capital letters at the top and bottom of each document page, and in the Subject line and body of all emails. This could be followed by any handling or access requirements.
NOTES:

1. The originator is responsible for determining the appropriate classification for any assets they create. Depending on context and circumstances sensitivities may change over time and it may become appropriate to reclassify an asset. Only the originator can reclassify the asset.
2. Papers being prepared for dissemination to overseas or international organisations (the EU, NATO, European Space Agency) need to be marked specially. Please contact the IT Security team for further guidance.
	MUST ALWAYS BE MARKED.

Print “SECRET” in capital letters at the top and bottom of each page and on the front of folders, binders or notebooks, and in the Subject line and body of all emails.
	MUST ALWAYS BE MARKED.

Print “TOP SECRET” in capital letters at the top and bottom of each page and on the front of folders, binders or notebooks, and in the Subject line and body of all emails.

	Marking handling instructions
	All handling instructions or requirements as stipulated by the Information Asset Owner should be marked at the top and bottom of each document page, and at the beginning of any email message text.
	
	

	Descriptors, prefixes and national caveats
	OFFICIAL: not used.

OFFICIAL – SENSITIVE: Descriptors may be added to identify the sensitivity of the document/email. 
Only three descriptors can be used with the SENSITIVE caveat:
1. PERSONAL
To identify sensitive or very sensitive information relating to an individual or group, where inappropriate access could have damaging consequences.
2. COMMERCIAL
To distinguish commercial or market sensitive data, including that subject to statutory or regulatory obligations, that may be damaging to BIS or to a commercial partner if improperly accessed.

3. LOCALLY SENSITIVE or LOCSEN
To limit circulation of sensitive information that locally engaged staff overseas cannot access.
NOTES:
1. OFFICIAL – SENSITIVE can be used without any additional descriptors.
2. Using descriptors does not necessarily attract additional security controls.
3. Descriptors applied by the document/email originator must be carried forward.
4. Papers being prepared for dissemination to overseas or international organisations (the EU, NATO, European Space Agency) need to be marked specially. Please contact the IT Security team for further guidance.
	All SECRET information shared with foreign governments or international organisations must be clearly marked with a UK prefix. e.g. UK SECRET.

National caveats indicate information that has a particular sensitivity to the UK or where access must be restricted to individuals from specific foreign nations. National caveats must be added directly after the security classification, for example, SECRET – UK / US EYES ONLY.
	All TOP SECRET information shared with foreign governments or international organisations must be clearly marked with a UK prefix. e.g. UK TOP SECRET.

National caveats indicate information that has a particular sensitivity to the UK or where access must be restricted to individuals from specific foreign nations. National caveats must be added directly after the security classification, for example, TOP SECRET – UK / US EYES ONLY.

	HANDLING OF INFORMATION YOU CREATE
(of all material, whether paper, electronic, digital media)
	Handling instructions are there to identify why special handling is required; who is to be allowed access to the information; how that information or data is allowed (or not) to be circulated or forwarded on and how it is to be stored.
You control how the information you create is to be handled: you can describe any particular sensitivities of the information and offer meaningful handling advice. Additional handling instructions should be included following advice from the Information Asset Owner to identify handling requirements.

Handling instructions should be included:

· On the front page of any document, and at the top of each page.
· As the first paragraph of any letter or minute.
· As the first paragraph of any email.
· Highlighted in the operations instructions for any dataset.
Basic formula for handling instructions:

<Reason this is classified as it is> <What you are allowed to do with this information> <What you need to do to ensure it is kept secure>

Example handling instructions:
“Please do not distribute this document further.”

“Draft submission that seeks final Ministerial clearance for [insert]. This is for your eyes only – it remains highly contentious and should not be copied any further.”
"This information has been produced by the Export Control Organisation. Do not share outside of the Export Licensing Community (BIS, FCO, MoD, DECC, DFID, CESG, HMRC) without the written approval of the sender."
	As for OFFICIAL
	As for OFFICIAL

	HANDLING OF INFORMATION
(of all material, whether paper, electronic, digital media)
	You must follow any handling guidance stipulated by the Information Asset Owner.
You have a duty of confidentiality and a personal responsibility to safeguard any BIS or HMG information that you are entrusted with, or are handing to others.
OFFICIAL:
· Lock computers when away from your desk.
· Adhere to the BIS clear desk policy.
OFFICIAL – SENSITIVE: as OFFICIAL plus
· Ensure documents are seen by, or passed to individuals only on a ‘need to know’ basis.

NOTES ON LEGACY INFORMATION:
· Information or data marked under the previous protective marking scheme and still in use does not need to be remarked — provided that users / recipients understand how it is to be handled in line with this new Classification Policy.
· Any legacy information or data marked under the previous protective marking scheme does not require remarking in line with this new Classification Policy.
	You must follow any handling guidance stipulated by the Information Asset Owner.

If applicable, additional handling instructions as for OFFICIAL should be included following advice from the Information Asset Owner to identify handling requirements (in the Subject line for an email; at the top of the page if a document).

Do not use EVOLVE / Alfresco systems to transmit or store SECRET material.

As OFFICIAL – SENSITIVE plus

· Limit documents and movement of documents to those individuals who ‘need to know’.
· Record movements of documents in a Classified Document Register (CDR).
· Always include a receipt with the document when moving documents.
· Line managers are to conduct monthly audit checks of the CDR and record the results in the CDR.
	You must follow any handling guidance stipulated by the Information Asset Owner.

If applicable, additional handling instructions as for OFFICIAL should be included following advice from the Information Asset Owner to identify handling requirements (in the Subject line for an email; at the top of the page if a document).

Do not use EVOLVE / Alfresco systems to transmit or store TOP SECRET material.
As OFFICIAL – SENSITIVE plus

· Limit documents and movement of documents to those individuals who ‘need to know’.
· Record movements of documents in a Classified Document Register (CDR).
· Always include a receipt with the document when moving documents.
· Line managers are to conduct monthly audit checks of the CDR and record the results in the CDR.

	Emailing material

(over the PSN or out over the Internet)
	OFFICIAL: 

· By default this information is sent unencrypted and in the clear over the Internet.

· No restrictions on emailing information, however it should be limited on a ‘need to know’ basis.

· You may choose to encrypt it to provide additional protection. Contact IT Security for advice on encryption.
· You may choose to include additional handling instructions, if appropriate.
· You must follow any handling guidance stipulated by the Information Asset Owner.

· You must adopt the transmission technique as used by the document originator (eg, encryption of message etc).
OFFICIAL – SENSITIVE:
· Permitted to known contacts on a ‘need to know’ basis. 

· “Release-Authorised:” must be the first words of the Subject line to signify that you have given thought to the sensitivity of the e-mail's contents and its destination.

· You must follow the document originator’s lead on encryption when replying to or forwarding emails.
· Information should normally be sent encrypted over the Internet. You can send it unencrypted over the Internet, but you have to make a risk-balanced decision and accept the risk of it being intercepted and exposed. 
When emailing OFFICIAL – SENSITIVE information within core BIS, you do not need to include “Release-Authorised:” in the Subject line.
	Not allowed
	Not allowed

	Moving assets by hand or post
	You must follow any handling guidance stipulated by the Information Asset Owner.

BY HAND:

OFFICIAL

· Protected at least by one cover/envelope.

· Authorisation secured from the Information Asset Owner if moving a significant volume of assets / records / files.

OFFICIAL – SENSITIVE: as OFFICIAL plus

· Carried in a nondescript bag in order to not draw attention to the contents.

· Never leave papers unattended.

BY POST/COURIER:

OFFICIAL

· Use single, unused envelope.

OFFICIAL – SENSITIVE: as OFFICIAL plus
· Include return address on back of the envelope.

· Never mark the classification on envelope. 

· Consider double envelope for highly sensitive assets (write the classification on the inner envelope only).

· Consider using registered Royal Mail service or reputable commercial courier’s ‘track and trace’ service.

MOVING ASSETS OVERSEAS (BY HAND / POST / COURIER):

OFFICIAL

· Use single, unused envelope.

OFFICIAL – SENSITIVE: as OFFICIAL plus
Either by:

· Trusted hand under single cover;

or:

· Include return address on back of the envelope.

· Never mark the classification on envelope. 

· Consider double envelope for highly sensitive assets (and writing the classification on the inner envelope only).

· Consider using registered Royal Mail service or reputable commercial courier’s ‘track and trace’ service.
	You must follow the handling guidance as stipulated by the Information Asset Owner. 

Special handling arrangements need to be considered.
BY HAND:

· Risk assess the need for two people to escort the movement of document(s) / digital media.
· Approval from local management documented in the Classified Document Register.
· By trusted hand only (permanent staff with the appropriate security clearance; minimum BPSS for occasional movement).
· Double enveloped with marking and sender detail on inner envelope, or in sealed tamper-evident container / secure transportation products.
· Classified Document Register updated to record movement / distribution.
· Receipt must be obtained.
BY POST/COURIER:

· Local Management approval required, actions recorded in the CDR.
· Use a robust double cover.
· Use an approved registered mail service commercial courier (“track and trace”), or Government courier.
MOVING ASSETS OVERSEAS (BY HAND / POST / COURIER):

You must contact the IT Security team for advice.
	You must follow the handling guidance as stipulated by the Information Asset Owner. 

Special handling arrangements need to be considered.
BY HAND:

· Approval from Senior Manager required and documented in the Classified Document Register.
· Risk assessment required.
· By trusted hand only (permanent staff with the appropriate security clearance).
· Double enveloped with marking and sender detail on inner envelope, or in sealed tamper-evident container / secure transportation products.
· Classified Documents Register updated to record distribution.
· Receipt must be obtained.
BY POST/COURIER:

· Approval from Senior Manager required.
· Risk assessment required.
· Special handling arrangements may need to be considered.
MOVING ASSETS OVERSEAS (BY HAND / POST / COURIER):

You must contact the IT Security team for advice.

	Bulk transfer of documents/data
	You must follow any handling guidance stipulated by the Information Asset Owner.

· Requires the approval of the Information Asset Owner.
· Assess for yourself the risks of transferring the assets.

· Conduct an appropriate risk assessment.

· Speak to the Knowledge and Information Management team for the best course of action to take.
	· With the approval of senior management, subject to departmental policy, appropriate risk assessment and movement plans.
· Commercial companies could be used, provided information is transported in sealed containers/crates, accompanied by BIS staff and movement and contingency plans are in place.
· By trusted post or courier (check status first).
· Double-enveloped with SECRET and sender’s details on inner envelope.
· Update the Classified Document Register to record distribution.
· Receipts must be obtained.

· Electronic content must be encrypted appropriately unless (by exception) there exists appropriate full life physical protection.
	· Ensure local police are aware of movement plans.
· By trusted post or courier (check status first).
· Double-enveloped with TOP SECRET and sender’s details on inner envelope.
· Update the Classified Document Register to record distribution.
· Receipts must be obtained.

· Electronic content must be encrypted appropriately unless (by exception) there exists appropriate full life physical protection.

	Faxing
	You must follow any handling guidance stipulated by the Information Asset Owner.

Faxes should not be assumed to be secure. Consider using encrypted email if possible to communicate sensitive information.

OFFICIAL: 

· No restrictions on faxing documents.

OFFICIAL – SENSITIVE:
· Sensitive material to be faxed should be kept to an absolute minimum.

· Confirm the recipient’s fax number.

· Recipients should be waiting to receive faxes containing personal data and/or data marked OFFICIAL – SENSITIVE. 

	Standard fax machines: Not allowed. 

Brent fax machines: Allowed only between Brent fax users (encrypted).
	Standard fax machines: Not allowed. 

Brent fax machines: Allowed only between Brent fax users (encrypted).

	Printing
	You must follow any handling guidance stipulated by the Information Asset Owner.

Permitted – but print only what you need.
All printed materials must be disposed of appropriately when no longer required or being used.
	Not allowed
	Not allowed

	Photocopying
	You must follow any handling guidance stipulated by the Information Asset Owner.

Permitted – but make only as many copies as you need, and control their circulation.

Using BIS Reprographics Service
Documents protectively marked by external non-Government parties can printed by Reprographics provided the email to Reprographics states:

(i) the Government classification is OFFICIAL and the documents to be printed should be treated as such; and 
(ii) and any classification that has been externally applied. 
	Do not copy SECRET documents without the appropriate authorisation from the originator.

Standard BIS photocopiers are not to be used; use the BIS Reprographics Service to photocopy SECRET documents.
Copying is permitted only under strict controls: 

· all copies to be approved numbered and marked SECRET.
· all copies must be registered, and circulation rigorously controlled.


	Not allowed

	STORAGE
	
	
	

	Physical storage

(of documents, digital media, when not in use)
	Protect physically within a secure building by a single lock (e.g. a Roneo or locked drawer, container or locked filing cabinet).

· The clear desk policy should be observed.

· Papers should not be left on desks or on top of cabinets overnight.

· Laptops must be kept secure at all times and locked away overnight when left in the office.
	Protect physically within a secure building by a single secure lock – i.e. a cabinet with a ‘Mersey’ lock or a Mark IV ‘Manifoil’ combination.
· Only individuals who have a ‘need to know’ and have the necessary security clearance should have access to the cabinet.
· All documents and movement of documents must be logged in the Classified Document Register.
· Mark IV combinations should be changed every 6–12 months or when there are changes in staff.
	Protect physically within a secure building by “two secure barriers” – for example:

(i) in a document box with a unique combination number housed inside an approved security cabinet with Mark IV ‘Manifoil’ combination which has a different combination number; or
(ii) in a security cabinet with Mark IV ‘Manifoil’ combination located in a secure room with doors equipped with the appropriate locks, combinations and security alarms.
· Only individuals who have a ‘need to know’ and have the necessary security clearance should have access to the cabinet.
· All documents and movement of documents must be logged in the Classified Document Register.
· Mark IV combinations should be changed every 6–12 months or when there are changes in staff.

	Electronic storage
on EVOLVE / Alfresco
	Permitted

Any electronic document received marked OFFICIAL – SENSITIVE should be saved in Alfresco with OFFICIAL – SENSITIVE in the metadata, and appropriate controls used to limit access.
	Not allowed
	Not allowed

	Electronic storage on digital media

(USB memory sticks, CDs, DVDs)
	Permitted

· The media must be encrypted.
· Only BIS supplied and approved portable media is to be used.
	Not allowed
	Not allowed

	Re-using digital media

(USB memory sticks, CDs, DVDs)
	For both OFFICIAL and OFFICIAL – SENSITIVE, delete contents and re-use digital media only within BIS buildings and on BIS computer systems. 
	· Users may delete and re-use the item themselves on the same stand-alone SECRET system.

· Digital media not to be reused on any other system unless securely wiped using an approved product.

· Digital media must be marked and treated as SECRET. 
	· Users may delete and re-use the item themselves on the same stand-alone TOP SECRET system.

· Digital media may not to be reused on any other system, nor by other individuals.
· Digital media must be marked and treated as TOP SECRET.

	Disposing of paper documents
	Dispose of documents with care making reconstitution unlikely.

OFFICIAL: tear the document into small pieces and place in a recycling bin.

OFFICIAL – SENSITIVE: shred the document using an approved cross-cut shredder or place in a burn bag.
	· Verify the document is complete with all pages present.
· Shred using a high-specification and approved cross-cut shredder. All shredding must be witnessed by another member of staff.
· Keep the waste secure; do not mark the bag containing the shredded material.

· Record the destruction of the document in the Classified Document Register, including two signatures (the person doing the destruction and a witness).

· Alternatively, use approved service providers.
	· Verify the document is complete with all pages present.
· Shred using a high-specification and approved cross-cut shredder in the STRAP/TK Unit or using approved service providers. All shredding must be witnessed by another member of staff.
· Implement control measures to witness and record destruction.
· Record the destruction of the document in the Classified Document Register.
· Keep the waste secure; do not mark the bag containing the shredded material.

	Disposing of digital media

(USB memory sticks, CDs, DVDs, etc)
	CDs and DVDs:
· Used for OFFICIAL information only: Place disk into an envelope and break (with care) the disk into four pieces. Ensure that no piece is no larger than half of the total disc area. Dispose of pieces in ordinary office waste. Do not recycle. 

· Used for OFFICIAL – SENSITIVE information: the disk should be shredded or ground and scrubbed, using an approved shredder or grinder.

USB memory sticks:
· Encrypted sticks: Do not recycle. Dispose of the memory stick in ordinary office waste. Shred any associated passwords.
· Unencrypted memory sticks: You must contact IT Security.
	You must contact the IT Security team for advice.
	You must contact the IT Security team for advice.

	Disposing of hard disk drives
	Hard disk drive is to be / can be re-used

· OFFICIAL: The hard disk drive should be overwritten using an approved commercial overwriting product. It can then be reused in an equivalent OFFICIAL environment.
· OFFICIAL – SENSITIVE: The hard disk drive should be subjected to a lower level degauss process, and then overwritten using an approved commercial overwriting product. It can then be reused in an equivalent classified environment.


Depending upon the sensitivity of the information stored on the hard disk drive, it may be more appropriate to shred the disk when it is no longer needed. Please contact the IT Security team for advice.

Hard disk drive no longer required and is not reusable
· Regardless of the information stored on it, the drive should be shredded by an approved commercial contractor. Please contact the IT Security team for advice on this.
	You must contact the IT Security team for advice.
	You must contact the IT Security team for advice.

	REMOTE WORKING 
	· Permitted following with the line manager's approval and compliance with the above guidance. 
· No personal IT assets (eg, your home computer and peripherals) are to be used to process or store BIS information.

· Limit the amount of information you take out of the office. Only take what is necessary.
· Laptops and removable media used to store OFFICIAL and OFFICIAL – SENSITIVE information must be encrypted.

· Information must not be emailed to or from home e-mail accounts.
OFFICIAL:
· Only encrypted, BIS-supplied and approved portable media is to be used.

· Ensure information cannot be inadvertently overlooked.

· Store papers / portable media out of sight.

· NEVER leave papers or portable media in your car overnight.

OFFICIAL – SENSITIVE: as OFFICIAL plus
· Items must not be opened or worked on whilst travelling or in a public area.
· Never leave papers / portable media unattended.

· If working from home, store papers, laptops and portable media in a locked drawer / cabinet.
	· Secure agreement from the Information Asset Owner, who will carry out a risk assessment.

· Limit the amount of information you take out of the office. Only take what is necessary.

· Only carry in a locked container.

· The remote location must have a BIS security-approved container to store material.
	· Only to be removed for remote working as an exception if determined essential and following acceptance of the inherent risks by the BIS Departmental Security Officer (DSO) and senior management. 

· Initial guidance should be sought from the BIS STRAPSO.

	Discussing work on telephones (landline or mobile), in video conferences, via Microsoft Lync or in public places
	You should not assume telephony systems, video conferencing or Microsoft Lync are secure.

OFFICIAL:
· No restrictions but be careful of straying into areas that could be deemed as OFFICIAL – SENSITIVE.
OFFICIAL – SENSITIVE:
· Details of sensitive material should be kept to an absolute minimum. 
	Not allowed unless both parties are using encrypted equipment (e.g. Brent).
	Not allowed unless both parties are using encrypted equipment approved to Top Secret (e.g. Brent).

	PERSONNEL SECURITY
	OFFICIAL:
· Prior to recruitment, HR / line managers should carry out appropriate recruitment checks to Baseline Personnel Security Standard (BPSS).

· Once recruited line managers should ensure staff complete the ‘Responsible For Information’ e-learning via Civil Service Learning.

· Line Managers should ensure that staff read the BIS Security Intranet pages and know where to go if assistance is required.

OFFICIAL – SENSITIVE: as OFFICIAL plus
· Staff should only share information on a ‘Need to Know’ basis.
	· Prior to recruitment, HR / line managers should carry out appropriate recruitment checks. If regular uncontrolled access to SECRET is required, National Security Vetting (NSV) must be in place (Security Check, or SC) before the post-holder commences work.

· Once recruited line managers should ensure staff complete the ‘Responsible For Information’ e-learning via Civil Service Learning.

· Line Managers should ensure that staff read the BIS security pages on the intranet and know where to go if assistance is required.

· Line Managers should: 

· enforce the ‘Need to Know’ principle; and

· ensure special handling instructions are used (when appropriate).
	· Prior to recruitment, HR / line managers should carry out appropriate recruitment checks. If regular uncontrolled access to TOP SECRET is required, National Security Vetting (NSV) must be in place (Developed Vetting, or DV) before the post-holder commences work.

· Once recruited line managers should ensure staff complete the ‘Responsible For Information’ e-learning via Civil Service Learning.

· Line Managers should ensure that staff read the BIS security pages on the intranet and know where to go if assistance is required.

· Line Managers should: 

· enforce the ‘Need to Know’ principle;
· be alert to any changes in staff behaviour;
· ensure special handling instructions are used (when appropriate); 
· report concerns to the DSO; and
· ensure regular aftercare.

	Access requirements (clearance levels)
	Baseline Personnel Security Standard (BPSS)
	Security Check (SC) for regular, uncontrolled access.

Staff with BPSS may see the occasional SECRET document when there is a ‘Need to Know’.
	Developed Vetting (DV) for regular, uncontrolled access.
Staff with SC clearance may see the occasional TOP SECRET document when there is a ‘Need to Know’.

	INCIDENT REPORTING
	· Notify the Head of Physical Security and the IT Security team.
· Escalation to DSO and SIRO as appropriate for significant incidents.
· ICO notified of “significant” losses of personal data or sensitive personal data.
· GovCert / CINRAS will be notified for ICT incidents.
	· DSO and SIRO notified, local procedures followed.
· Consider notifying Accounting Officer and responsible Minister.
· ICO notified if personal information or sensitive personal data.
· May be appropriate for police investigation subject to damage test and Cabinet Office gateway process.
	· Accounting Officer, Minister and Cabinet Office alerted.


Contacts

BIS IT security team

Kevin Lake

Deputy Departmental Security Officer

0207 215 3446

itsecurity@bis.gsi.gov.uk

Nick Peat

IT Security Specialist

020 7215 3775
itsecurity@bis.gsi.gov.uk

Iain Brown
IT Security Specialist

020 7215 6331

itsecurity@bis.gsi.gov.uk

STRAP Unit

Kevin Gray

Special Documents Manager and STRAPSO
020 7215 4480 

kevin.gray@bis.gsi.gov.uk 


Security & Information Rights Unit

foi.requests@bis.gsi.gov.uk
Gina Coulson

Head of Security and Information Rights 

020 7215 6997
gina.coulson@bis.gsi.gov.uk 

Personnel Security

Elaine Murphy
Personnel Vetting Manager

020 7215 2902

elaine.murphy@bis.gsi.gov.uk

Knowledge and Information Management team
kimt@bis.gsi.gov.uk
Paul Welch

Head of Records and Information Governance 

0207 215 8295 

paul.welch@bis.gsi.gov.uk
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