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This is the Contgency Plan for Area 2,

It explaine how the Area will escalate its Standard Incident Response from an Cperatior.al L evel =
Tactical (Silver) and Strategic {Gold) levels when that is necessary {Bronzs)to

This will ensure the most robust respunsse possible to any severity of emergency or disruplion fo network
operafions. '

The plan hes been written in acrordance with the Highways Agency's (HA} Template for Area Service
Provider Contingency Plans and has been approved by the HA s Area Service Delivery Team - Team
Leader -

The plan is updated af 6-month intervals,

Where sections are not used, & brief descnhtign as to why has been included.

Any questions abeut this plan or the related documents should in the first instance be referrec 1o the Plan
Manager ' '

C —————— ey
———
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1.4, Introduction
This. Plan explains how the Service Provider will escalate an inciden! resnonse from Operational {Bronze) to

Tactcal (Silverj and Strategic (Gold) levels or: occasions when needed and any escalation will be carried out
in consultation with the South West Regional Control Centre edou

The Plan refers t; the Highway network shown in Figure 2. it refers to incidents affecting that network,
whether occurring on or off it

1.2, Struciure of the Plan

The Flan has three componers,

*  This Contingency Plan seting out the escalated response of the Area 2 Service Provider 1o a Major or
Critical Incudent and is supported Ly. '

+  Emergency Diversion Route Docuinent (EDRD)

+ A Box of Refererice which contains a wide range of information that may be needed by the Tactical
Managemenrt Team managing an meident~ See below. '

Note: All reference material that the Tactical Management Team may require to manage &n incldent Is
now heid in electronic format at the following location:

PAGBBSB\HandTVAS JV AreaZ\2000 Asset Needs\2300 Network Managemem\CDNTlgGENc\' 8

1 INCIDEMTS

1.2.1. Emergency Diversicn Route Document (EDRD)

The Emergency Diversion Route Document (EDRD) contains details of Emergency Diversion Routes to be
used in the event of an mcident on of off the Strategic Network closing 2 section of HA road, along with other
information required and identified by the Incident Response Requirement in Asset Maintenance and
Operational Requirements (AMOR). This is a stand-alone ducument that s stored either electronically or can
be produced in & hard copy and issued to the relevant parties that require a £0py. )

1.2.2. Box oi Reference
This Box contains major stakeno'der contingency plans and other detaited reference information that the
i actical Management 1eam mey require to manage an incident. (See 12 Abave)

The contents of the box of reference are specified ir Secton 10.

it will be utilised in the event that the Tactical Managemant Reom (TMR} is unavaitable and redeployment of
the facility to another site is required,

1.3, CGlossary of Terme within ihe Pien
A list of terms which are used throughout the Plan is stored in Appendix  for reference.

7 ki Shansks TX0020,NMF Gontingerivy Flen. Version 0 4 | 2 ugust 2012 6
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i4. Goope of the Contingency Plan
The Plan covers the actions 1o be taken by the Service Provider in escalating response to an incident, and
interfaces between the Service Provider and other organisations. In general, the emergency servires will
take control of any serious incident. This Plan 1s designed 10 ensure that the Service Provider ie able to make
a proper response o the situation in order to:
= Support the aclions and requests of the emergency services .
« Ensure thet proper Inferfaces are achieved with other organisations
+  Ensure that nuisance to HA's customers and Major Stakeholders is minimised
¢ Escalate management of the response to a highef‘ level if necessary.
The Plan is designed to ensure that.
In such circumstances, the right members of the Service Provider are in the right place at the right time

« Thev are aware of their individual responsibilities, decisions and actions they have to take

«  They have the information and 1esources necessary to make these decisions and undertake thege
actions in & timely and efficient way

1.5. Escalalion of incident Response

There are sepafate but related Contingency Plans for.

«  Service Providers

» Regonal Control Centres

These Plans allow for the management of incident response o be escalated from the Service Providar tn.the
RCC when circumstances require if. Each plan explains how the organisation will escalate and manage its
response to an incident when it has that respansibility and the functions it will perform wiier, tha?
responsibility lies elsewhere.

Management of the response is escalated when any of the Common Incident Objectives (see below) zre
threatened at the currend level of Command and Control. '

1.8, Highwavs fAgency Obileciives
The Highways Agency (inciuding the Service Provider) will give full support fo the Emergency Services in
aftaining all the Common Incident Objeclives, but wilt have a particular focus on objectives relating to is
Customers Tirsi agenda: '
»  Avoid undue impact on surrounding srea

Minimise the impact of the incident on the travelling public

«  Coliate Information for onward transmission to road users, Major Stakeholders, and othar interested
parties e.g. Government

+ Restore the network {0 nurmat conditions as quickly as possible

sobene CFanske TXOOZ0 NRAT.Contragency Tlsn. Versfon 04 | 2 ugrst 2012 7
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1.7. diulli Agency Comnmian incidani Obleciives

The Incident Objectives listed below are commuon objectives for all agencies involved in managing an
ncidert. All involved in implementing the Plan must be aware of the objectives set out in this section and
sirive to maximise support for them. i

[MCIDENT OBJECTIVES

»  Sawving and proteching ife

= Relieving suffering

= Protestng property

»  Proviging the pubiic with imely infermation

= Coptainig the emergency

= Lirniting #8 spread

+« Maintaining entical serviges

«  Mamitaining normal serviees &l an appropriste svel
«  Protestng the heakh aud safety of personne
- Sefeguarding the emvironment

«  Premoting self help and recovery

= Resloring normality as sach as pessible

These objectives embrace more than simply cealing with the incident itself and of particular importance in
the context of this plan is the need (o repair damaged infrastruciure and reopen the road C

In addition, there are two further comrmion cbjectives which are essential in managirg an incident, but which
are not considered critical to the ynplementation of the Contingency Plan. '

¢ Facilitating investigatons and inquiries

Evaluating the response and identlifying the lessons to be learmned

1.8. Contingency Plan Escalalion Procedure

The Contingency Flan is implemenied when the Service Provider's Standard Incidernit Resporise Procedures
are unable to contain an Incident. fo the extent that ary of the Multi Agency Common Incident Objectives
are threatened and the situation is likely to deteniorate further and become out of control without tactical or
strafegic intervention.

Figure 1 The Gold Silver Bronze (GSB) Corimand structure provides a sysitem for escalating incident
command to higher levels of command authority when required. Similarly, when these higher authorily levels
are no longer required the system aliows for de-escafation fo the most appropriate Jeve! of command.

In broad terms, command should be escalated to the next higher level of command suthority (Bronze, 1o
Sitver to Gold) when: *

= The incident Commander can no longer manage the response with the resources available to them
Andror

. Thgy require supportfauthority to activale additional resources or authorise decisions
Andfor

. The incident Commander believes that the incident is o such significance that a higher leve; of
command authority is required 1o mangage the response

Incident Commanders should consider early escalation 1 they befieve thet any of the alove criteria may ha
rtet |tis better to escalate early then to wait g0 long such that the incidert response becomes Lonpromised

t ¥in. Skanska TX0020 NFAT Contingency Flar. Vereiun 0.4 | £ ugust 2012 ' 8
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Escalation Process Disgram

Escalater to Do sucalatos to

Excaiates fo De ostaintes {o

Figure 1 - Escalation Process

1.9, Stralegic Managementi by the HA Traffic Ofiicer Servicas (RCQ)
When the Service Provider is unable to manage the Incident at Gold Command then Strategic management
of the incident passes 1o the Treffic Officer Service (RCC). Details of how tney operate can be found m tneir
Regional Emergency Plan and the wider actions to be taken within the HA at this Jevef are set out in HA s

Stgndard Incident Management Framework Document {SIMF)

"However, there are parts of the HA network where *he on road TOS do not operate and in these instances
the Service Provider will liaise directly with the Emergency Services st the scene and keep the RCC
informed of the siluation.

1.10. Inlerface wiih Regicnzal Emergency Pians

This Plan wilt be consistent with the HA's South West Region — Regional Emergency Plan. The Regional
Emergency Plan adopts the same procedures and terminology, and embodies the actions specified for the
TOS inthis Plan.

1.41, Plan Manager
The owner of the plan is the Serior Network Manager. Contart details can be found within Anpendiy B

L e Fkancks TY0020.NKF . Ceningenty Blen, Vﬁr&ioh 0.4 | August 2047 g
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1.42. Flan Updaies

The Plan 1s & live document that is o he updated every siv months The Plan will be subject to a confinuous
flow of new intormation received. This Information has te be managed and a ducument cafled the *Guidance
and Management of Service Provicer Contingency Plans' has bsen produced 1o assisl the Plan Manager
with the task of updating ihe Contingency Plan and associated documents, :

Any significant changes reeded for the Contingency Plan must be furwarded to the HA Network Resilience
Team via the Service Delivery Team, ttis information shall then be enterad nto the Forward tmprovement
Plan {FIF), which wili then be discussed at the Network Resilience Team contingency Klenning forum.

1.13. Plan Holders

Plan holders are the relevant persons who may bg involved in some part of the incident management
process or mey be affected by the incident. Plan holders’ name and contact details are given in Appendix A
of this Plan

1.44, 8ialemen! of Robuginess

This Plan comphies with the folfowing robusiness criteria.
+ The Plan has been reviewed by the HA's Service Delivery Team.

The Plan demonstrates an understanding of the roles and capabilities of the Emergency Services the
Local Highway Authotites, HA Area Team, 1 OS (RCC) and the Service Provider intetfaces wiin them.

+  Contact has been made vith each Local Authority, Emergency Service and Stakeholder fisted in the Box
of Reference. :

+ Alf staff involved in the implementation f the Plan have been trained and briefed about their specific
roles,

1.18. Incident Definitions :
The HA have established definitions of Major and Crifical incidents. These are in Appendices C and D of
this Flan.

¢+ o Ins € kansks TRO020.NMF.Contingsney [ an, Veison 0.4 | Avgust 2042 1€
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Figure 2 - Area 2 idetwork Map

1.16. Network Area Description

Area 2 encompasses the key routes (i.e. motorways and major trunk roads) within South West England, from
Tewkesbury to Exeter and from Swindon to Wales. Working from our base in Bristol, our area includes
sections of the M4 ard M5, as well as the critical trunk roads A303, A46 and A36. We are also responsible
for both Severn Bridges.

We operate roads in ten counties and unitary authorities: Bath & North East Somerset, Bristol, Devon,
Dorset, Gloucestershire, North Somerset, South Gloucestershire, Somerset, Swindon and Wiltshire

The extent of the network covered by this plan is shown In the following table

#%kins Skanska TX0020.14%5 . Contingency Plan, Versior 0 4 | August 2012 1
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Roao Extent
A36 M27 Jel 2 {inel reundabout) through Salisbury to bath City boundary
A303/A30 The eastern end of Honitors Bypass 1o the mamntenzance boundary at Parkhouse
Junction near Hampshire / Wiltshire boundary
A Avonmotunh refief roads / M5 Jct 18
Ad Batheaston Bypass {London Road interchange to Bathford roundabout)
A40 M5 Jet 11 to the Gloucester / Herefordshire Border
Ad6 M4 Jet 18 to London Road interchange Baiheaston
Ad17 At juncon with M5 ‘ch 1A (Z;oons Couri roundabouf Wsmess park
oundabout
M4 Junction 15 {A418) fo Second Sevemn Crossing Toll Plaza
M5 Jet 9 {c Jot 34
M32 M4 Jct 18 to end of motorway adjacar}t to Jet 3
M48 M4 Jdot 21 to uct
MA4G Mb Jot 18A to M4 Jct 22
DBFO Route
A417/A415 Between the M4 J15 at Swindon and M5 J11A at Gloucester.

Fihe Shancka TXOG20 NP ontingenicy Plan. Vercion 0.4 | August 2012




2. Roles and [les ponsthilities
The following briefly explains the.roles znd responsikilities of the organisations who may be irvolved in an
incident
«  Eervice Provider
¢ TOS (RCC) {See Appendix B for contact details)
« HA Service De_livery Team {See Appendix B for contact details)

The roles of other parties (e.g. Police, are explained in further detail in the HA document named Standard
incident Managerient Framework (SiM} ). A copy ot the SIMF and SiMG is included in the Box of Reference,

2.4. Thne Service Providai
2.1.1. Role

The role ¢f the Service Provider is to respond fo incidents at an Operatonal (Bronze), Tactical Manage
{Siiver) and Eirategic Command (Gold) levels when required en a 24/7 basis. ) Gment

2.1.2. Responsibility
The responsibilities of the Servine Provider are as foliows:

»  Provide snd use the necessary operational expertise
Escatale zncnder{t management to & 1aclical {Siver) level when required
« Keep other partes informed of the situation
= Trigger escalation of incident management (o Strategic (Go!d) level when required
+ Manage Service Provider operations and ensure that the right resources are provided
«  Direct operafional vehicles to incidents where required
«  Provide a 24/7 response service to the RCC
. Provide other on-road support requested by the Emergency Services or the Traffic Officers

= Plus any other locally specific responstbilities (i.e. liaising with tunnel operators, eic)

2.2, HA Traille Officer 3zivice Regional Control Cenire (RCC
2.2.47. Role

The 108 {RCC) are the cenires for all commurications regarding incidents on the MA's strategic road
network including roads that are not patrolied by the | raffic Officer Service.

They manage Traffic Officer involvement In incigents, lalse with the Emergency Services and Service
Providers anc manage the HA's response to the incident at operational, tactica, ang shrategic levels,

Jaane Skantka TROVZONME Conilngeney Mlen. vercion 0.4 | Rugust 2012 13



Area 7 Contingency Flan
2.2.2, Responsibility
Specific responsthilities of the TOS (RCC) include.
+  Managing Traffic Officer involvement in incidents
Co-ard nating the responses of emergency services and other service providers

«  Monitoring and managing traffic on the strategic network

2.3. Highwavs Agency Earvice Delivery Team

2.3.1. Role _

The HA Service Delivery Team's role in the Contingency Plan is to safeguard the Agency’s interests af an
Area level. This may Involve prowviding spetialist advice {o the TOS, Service Provider and other agencies
Involved in the incident. This may requite the HA advising the Police on cerfain aspects regarding the
network or any other Emergency Services invoived 1n the incident.

2.3.2. Responsibility
+  Authorise temporary variations in the Service Previder's contract to facilitate therr respnnse to the
incident

«  Gve specialist advice to the TOS (RCC) if recuestec.

fakine Shanska T.0220.MME Contingency FMen, vYereton G4 { fugust 2012
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3.4. Iniroduction

Most mcidents that occur on the Highway Agency’s Strétegic Network can be dealt with under the Service
Provider's established Standard Incident Response Procedures., ) '

This is detailed within the Incident Response Pian (IRP) and the Tactical Incident Respense Plan (TIRF).
The Centingency Plan will be implemented when the Service Provider's Standard Incident Response

procedures are unabis to confain an incident or ds effects, to the extent that the Incident Objectives set out i
Section 1.7 are threatened '

A | .
<
Emerabiiny Suvices
declarpanincdentop = = = = s oo o = - m?wﬁq “'ﬂ:hﬁ';'ﬁ’gﬁ&
] o loodent e ons Pian |
! ; a B and WRCHY fiv osgar v and
e e o= = e e lHE qulanﬂicﬁnﬂnlﬂsmm} Apntopnale, despalel resoumy

{RCC) mutdies Senace Provirer o ibbne
afingident. t" +
i

-
™
n-
(3
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Irxtiaf ascalation
1 ot
D

Liason durdng Incident W necessary, Senview

Provider implemants
— Silver Command of the

— Piar,

Egcalkde

ITINYT =

Figute 3 - Service Provider's Standard Incident Response Procedures

&

3.2, Box A
The RCC is nfosmed of an incident on the Strategic Road Neiwork by the Emergency Services, the on road
Traffic Officer Service or alternalive source such as SMART operatives, Emergency Phones ste

3.3. BoxE
The RCC contacts the Service Pravider and infarms them that there is an incident on the network and
assistance is required.

3:"f 2 Box ‘-‘"

The Service Provider's 24/7 Control Room liaises with the Traffic Officer and assesses whether the incident
can be maraged under Standard Incident Response Precedures and whether any of the incident objectives
are threatened

Where necessary, SMART resources are sent lo the scene of the incident to make the NEcessary response
{e g. temporary signing. repairs {o the infrastructure, ete).

3.5, Box
If any of the incident Ohjectives are threatened, the Service Provider wiil escalate the incident respense.

2fhan. Skans ka 1X0020 NMF Corfirguney ¢ fan. Version 0.2 | August 2012 18
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4.1, inireduciion

Mabifisation of the Media Management Team (MMT) is a functior which may be carrleg out by st
individual and is only is needed where incident objectives are threatened but the operelional r}ésp::;g ?sr .
straightforward anc does not require tactical management In these crcumstances the MMT will closely
monitor how the incident is developing and this wilf enable an informed deciston to be made about the nized
for further escalation.

The MMT will attend the Tactical Management Room (TMR) and carry ot the foliowing duties.

«  Liaise with the Service Provider staff on sile

+  inform Major Stakeholders atfecied by the incident

+  Inform Senior Management and regularly update

«  Keep the RCC informed

* Monitor media broadcasts concerning the incident (TV, websites, radic )

* Ifamedia message is incorrect, inform the RCC

if the MMT ceem the incident to be escalating then they will inform the Tacilcal Manager (Senior / Net
Manager) who will then mobilise the full Tactical Management Team (TMT). 9e1 (Sentor / Network

Full mobikisation of the Service Provider's Tacticat Management Team in ine Tactical Management Room
(TMR) allows the Service Provider to provide tactical management of the situetion remote from the
incident{s) itself.

Figure 4 shows how Silver Command s mobilised, key actions, and the relevant lines of communication

The key actions are explained in the succeeding sections.

—— - e pem et e -— - ——— e e R e il -
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Figure 4 - Full Mobllisation of the Plan (Silver Command)

4.Z2. Escaiation io Silver Command
Escalaticn from Bronze fo Siver ‘s described in Section 3 This Section describes key actions in boxes E
throughtof .

4.3, Box &

The Tactical Manager (Senior Nctwork/Network Manager) mobilises the full TMT in the TVIR, This team
consists of personnel who have the experience and knowledge fo tactically manage zn iricident on the
network.

Their role is to give tactical advice to the tsams ~n the ground and also to Jook at the whote network fo
assess the wider effects of the incident. In lizison with the Service Provider staff on ste they make decisions
cn operational matters {o minimise the impact of the incident. A location map of the SWRCC can be found st
Appendix F. The Floor Plans ere at Appencix G. The Location & Equipment Guide for the Common Suite can
be found at Appendix 14 |

A Skanske TNO020.NRT .Lontagency Pl n. Version 0.4 | Augyist 2042 17
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4.4, Box I Silver Command
Tactical Management Team anc TMR Tactical Management of an incident by the Service Frovider is core t»
the successful implementation of the Plan. | urther explanation of the TMT and 1 MFE are giver helow.

4.4 1. TeTt Key Functione.
The key functions of the THMT are to:

Relieve the Service Provider's 24/7 Controf Centre of the burden of having to deal with a Maijor Incident
‘while continuing to fuifi! all its other functions

+ Insert & tactical planning Gapability inta incident response, fo take full account of network wide events
events in neighbounng Areas, and incoming HA and Government advice or instructions and requests lfor
information :

+  Be a forum within which tactical decisions can be made, in conjunction with the Emergency Se
Local Autherities, TOS {(RCC), HA Area teams and Government as necessary gency Servicss,

« Enable complex situations to be.mar'aged in such a wey that the Incident Objectives are achi
they mught otherwise be threatened - d ‘eved, when

+  Be proactive in safeguarding the comfort and welibeing of drivers trapped in stationary vehicles on the
network, including liaising with the Police/TOS (RCC) aver pracuremeit of Local Authority support
services '

Be a centre for "enhanced communications with HA and network stakeholders (; e. above the level of
cornmunication required in established Incident Response Procedures and sufted to a serous sitnation
which may be of significant media interest or poliucal concern) '

« Liaise with TOS {RCC)

+  Formulata a recovery plan, close the incident down, and pass control of the site back to the Service
Providers 24/7 Control Room

*  Send a representative to Police/HA Silver Commard if recuested to act as a Tactical Adviser

4.4.2. TkhT Key Characteristics
The TMT will be aware, n control, proactive and lachical.

Key characteristics of the team will be:

«  Up-tc-date knowledge of the state of the whole network and incident, at all times
«  Proactive managemeit of the situation, to achieve the Incident Objectives

= Proactive communication of informaton, fo those who need to know

Tactical thinking and tactical decision making, but tactics which are capabie of im ely impiemeritation
within available resources : :

Proactive outreach to other organisatiors when their assistance is required

4.4.3. TMT Structute
The Factical Managemert Team comprises a number of sub-teams:

« TTacticai Decision Team {1 person minimum. this would he ASJV Senior Network or INetwerk Manager)

+ Media Management Team (MMT) and Administratior. Team (1 person minimum)

viduns Bkanska 10020 NMF Condingeney Plen. Version 6.4 | /.uguet 2047 18



Ares 2 Confingency Fian

Serior Managemeni Team (1 perscn mirimum)

Membere of stef available to form each team are listed in Appendix B, together with their contact detarls. In
addilion, Appendix B lists other persons who may be called upon by the TMT (e.g. technical specialists).

The functions of sach team are explained below.

4,44, Taclical Decicion Team/T unction

Thir team is formed of staff that are responsible for the day-to-day turining of the network They have sound
experience and knowledge of the newwork and current Standarg Incident Response procedures All metnbers
of the team &re qualified to approve escalaton to Siiver Command. and ther to actin the TMR as the
Tactcal Manager {Senior Network / Network Manager)

4.4.5. Media Management Team/Function

The functions of the Media Management Team (MMT) are set out in 4 1 of this section. In a full mobilisation
they will also carry the function of the Admin staff with communicating with the HA and fogal authonties on l
operationsl matters as required The Media Management Team will be composed of individuals gualified to
undertake these functions. 4

4.4.6, Administration Team/Function
The Administration Team will:

+  Ensure that communications, decisions and actions by all staff are recorded
+  Use the HA website to view VMS setfings on the network
Maonitor traffic congestion from webslites and other sources
+  Keep Incident overview board up 1o date
+  Advise the Tactical Decision Team members of other events on the netwark (e g. road works)

+  Provide admin supporlio all othel members of the TMT including attending to the smooth funning of 11
and other facilties in the TMR .

4.4.7, Senior Management Team/Funciion

A nominated Senior Manager will be kept informed of the situation at alt fimes so that they willbe in g
position to respend to queries from Board fevel within the HA or from Central Government, They may choose
to be located with'n the TMR, or they may arrange 1o remain in contact elsewhere.,

if the Tactical Management Team is required to give advice ar authorisation for Service Provider activities
that are out of their jurisdictior, then they would escalate the incident to Gold Command

This would require the Senior Management being briefed to {ake appropriate action

4.4.8. Organisaiion

The Tactical Management Team is siructured so that the Tactical Manager (Senior Network / Network
Manager) has ali help necessary £o as not to hinder their own actions / responses. The Tacticsl Manager
(Senior Network /Network Manager) uses the Media Management Team to facifitate the action of
communications, both receiving and providing The 7 MT is structured so that senjor management are
regularly briefed on the situation; this in L speeds up the process if the senior manager is required to
escalate the response to Gold. Admin support can be utilised 1o sase pressure in the TMR by performing
duties suct as logging Information thereby providing more time for other members of the team to continue
with cther duties such as mznning extemal communications,

There is no formal rola system to guarantee availability of staff.

Lire Shansha TXYO0Z0NMF.Conf.ngeaey Plan, Vereion 0.4 | Avpust 20172 ‘-Eti



Area 2 Contingenicy Men

4 4.2, Tactical Management Koom (TMR)

The TMT will be set up the Tactical Management Room {TMR} in an appropriate location This may be
located within the SWRCC Media Room if avaflable o it may be elsewhere bt ideally should comgin the
eyuipment and resources needed to support the TMT, '

4.£.10. Facilities
The TMR offers the foliow~g facilities.

v Compuers -
+ Phone lines
«  Magnetc display board

«  Digital radic

4.4.71. Interface with other Tactical Teams

The Tactical Management Team shall expand fo encompass any specialised specific role that 1s needed for
a response under any of the operational plans (such as severe weather etc ) Contact details for specialist
resources can be found at Appendix B

4.5, Box G

The Tactical Manager will confinually morutor the situation and i necessary, wil escalate the response to
Gotd Command Escalation to Gold Command may occur if the incident objectives are stil threatened and
the situation cennot be managed af a Tactical level of Cummand. The Taciical Manager will cuntact a
member of the Senior Managerment 7 eam and will support the decislons of Gold Command as required.

4.6. Emergency Seivice Inierfaces

Generally, commurication between the Service Proviger anc the Emergency Services at the scene of an
incident will be relayed back to the Service Provider's NGC unless the Service Provider has elocated this
resource within the RCC. Utherwise all communications should go through the relevant RCC.

£rbine Ekensha | X0020.NMF Contingency 'lon. Version 0.4 | Aug 512012 20
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. wervice Provider Gold W OITHTIaNno
6.1, Introduction

The Service Provider will escalate the respense to the Gold Command if the incigent objechves sre stil
threatened anu the witustion cannot be managed at a Tactical leel of Command For example a1 incidens
might require,

The need to re-aliocate resources within the Service Provider's own organisation beyond the powers of
the TMT

+  The need to request mutual aud from adjacent Areas
Strategic decisions and command of the incident are passed to the Service Provider's Senior Management

Team The Senior Management Team will then make the strategic decisions concerning the incident whil
heeping the TMT and the TOS (RCC} informed of the situation ) tet

§.1.1. Service Provider Gold Command

If foflowing a full Implementation of the TMR, the TMT is unable to manage the iricident with Its currert
resource level, the TMT will liaise with the Service Provider Seror Menagement Team and request that Gold
Command is set up to provide edditional_powers such as.

Transfer of resources (personnel and equipment) from other Service Previder's actvities to dea) with the
incident

Release of office or depot space needed to deal with the incident
*  Authorisation of the TMT fo take actions or decisions above their ncrmat level of Authority
*  Authonsation of expenditure at a ievel atove the authority of the TMT

The Service Provide:r Senin Management Team may alse set up Gold Command following tiaison with the
TMT if:

«  FReputsiion is at nsk

» There is public interest at a regione! or national level

* legal achon may ensue

ftis important to note that managemert of the ncident tself shall remaln with the TMT, but all strategic
decisions concerning the Service Pravider will be made by the Senior Management Team angd gl

communications relayed through the TMR io the TOS (RCC).

Figure 5 shows how Gold Command is mobilised, key actions, and lines of liaison, The key actions are
explained in the following sectiors.
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Figure § - Service Provider Gold Commang
6.2, Service Frovider Gold Comimang

5.2.4. Box E
Geld Command is formed up of representatives from the Service Provider Senior Managemeni Team and
will make strategic decisions fo minimise the impact of the incident,

Tactical Command of the incident will remain with the TMT. Actions or decisions taken by Gold Command
will be in support of that tactical management, and will be agreed between Gold Commangd and the TMT.

Gold Command will be established at a location to be determined by the Senior Marnagement involved, it
may be established by: :

Telephone or e-maiil comriunication from the locations where Senior Management are afready
- posttiored -

*+  Sertior Managerr-ent co-locating at 8 convenient focaticn, which could be the TMR bui not necessanly so

Once established, Gold Command will remzin established as long as incident cbjectives remain threatened,
Once the situation is under control, the TMT will inform Sentar Management that the incident can be
managed af tactical level.

5.2.2. Box F

Senior Management Team in conyunction with the Tactical Management Team is unabie to contain the
impact of the incident and therefore decide 1o escalate command of the incident to the 108 (kCC).

i he Service Provider will maintain 1 actical comm.and of the incident but Strategic decisions will now be taken
by the 1 08 (RCC).

i e T— — e ey ——— ————— ——— g
— e mra. S
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8.4, Inlroduciion
Implerqenlation ol the Conﬁngency Plan comprises a number of fevels of Command ‘Bronze, Silver and
Gold) The process of escaaiting and de-escalating between these levels is key to the successfy)
management of incidents and ensuring that fhe incident objectives are met

This sectien describes the tWo different ways in which the Plan can be impiemented:

*  Bottom Up Plan implementation 1s triggered by events within the Service Provider's ares of
responsibility

+  Top Down Plar. implementation is triggerad by external events Imposed on the ;
HA regionally ar nationafly. '8 Service Provider from the

Figure & shows the key levels of Confingency Plan implementation.

€.2. “Botiom-Up” Flan Implemaniation

ere are 3 escalahon levels and 3 da-escataﬁo'n levels a!though some levels appear n both
Th . procedures
he decision fo escalale or de-escalate {at each fEVEI) depends on whether the inciden feci
1’ ar 0 Hhreah ¥ ) r tobjectwes (Section

i thins Skansks TX0020. NMF ;Contingency Flen Version 0.4 | Lugust 2012 ' 23
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6.2. “Botlom-Up” Flan Escalation and De-escalaiion

The levels of Plan implementalion below refer o “Bottom-Up” Plan escalation trggered by events within the
Service Providere Area. Depending on the level of escalation needed or how the escalation is triggered
there are four aiternalive sequences to implementing the Contingency Plan. In each case, the correspor;dfng
de-escaletion levels are also included. '

€.3.1. Service Frovider Tactical Conlrol (1 it} Silver Command

Thus shows the incident escalating to Seivice Provider Tactical Controf as the situation deteriorates further
1he Service Providers Media Management Team (MMT) will ke mobilised and can alert others of the need to
mokifise and keep the HA and other rejevant stakeholders up to date with enhanced Information from the
mneident scene. :

6.3.2. Service Provider Gold Command

The sequence shows escalabion fo the Seivice Provider Gold Command, When the Service Provider decides
that Strategic Command of the incigent is ne fonger required, the Service Provider returns to Sifver
Command.

8.2.2. Highways Agency TOS (RCC) Silver Command
This sequence shows escalafion up t the HA RCC Command. When the HA RCOC Team relinquishes
Command of the incident, the Service Prowder regaims Sirategic Command,

6.4. “Top-Down” Pian linplemeniation by 708 (RCC)

The stages of Plan implementation below refer to “Top-Down® Plan escalation triggered by svents oulside of
the Service Provider's control, Depending on the fevel of escalation needed or how the escalation is
triggered. there are two sequences lo implementing the Contingency Pian. In each case, the corresponding
de-escalation stages are also Included

# kit Stangke YXDOLO.NME.Conlingency Fh.n. version 1.4 | £ ugust 2012 ’ ' 25
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Figure 7 - Top down Implementation by the TOS {RCC)

Implementation of the Service Provider's Contingency Plar may be friggered or instructed by HA in
response to events outside the Service Provider's Area,
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6.4.1. Escalation: Sequence X: TOS (RCC} Silver

This sequence shows how the TO% {RCC) implements the Area Contingency Pian and instructs the Service
Provider to set up Gold Command Contact with the Service providers will be made through the rormal
communicatinn channels l.e through the Service praviders NCC The incident will then be dealt with using
their Standard Operating Procedures and the appropna:e level of response will be made Fscalation up
through the NCC at Bronze and Silver levels to Gold will take place as if the plan has been activated from a
bottom —up approach. This ensures any Necessary esvalation processes are implemented and relevast
actions teken and logged as required

6.4.%. De-escalation: Saquence Y: TOS (RCC) stands dow: Gold

As the threal from the incident recedes, command is Successively passed back down from the TOS {RCC)
Service Provider Gold and Silver Commands and finally io Service Provider Bronze Command )

- hine, Skeiske TX0020 MR Contirgency Plon, Version 0.4 | fuguet 2012 . 27
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1. Introduciion

The Highways Agency 108 (RCC) will already be aware of an incident on the strategic network through
fiaison with the Sarvice Prowider (s) via the Regional Control Centre (RCE J 8nd will know that the situation is
esther in control or is reaching a pomit where TOS Strafegic Management is fequired to mitigate any fyrther
impacts on te the strategic network. .

1.2, lmpiemeaniation oi the 708 (RCC) Command of the Incideni
7.2.%. BEoltorm up escalation

A bottorn up inrident (Service Provider managing the incident through the command sequence Bronze,
Sitver, Cold), the decision to escalate the incident to TOS {RCC) command is up 1o the Service Provider. The

reasan for escalation will be that the impact of the incident cannot be mitigated within the Service Proviger's
existing contract or resources :

1.2.2. TOS (RCC) Mianagement of the Incident
The TOS {RCC) will manage the incident using the following HA documents

«  Standard Incident Management Guidance (SIMG)
+  Siandaid Incident Management Framework (SHVF)
*  Regional Emergency Plans

By following the guidance in the ebove documents they will take Strategic command of the incident and
assist the Service Provider with reducing the mpact of the incident by carrying out the tollowing

+  Co-ordinate an approach towards resolution
«  Dissemnate information to ail stakeholders
+  Contact the Highways Agency Area Performance Manager

*  Make strategic decisions for the regional strategic road network

7.2.5. Top Down Implementation of the Service Provider Contingency Plan
A top down implementatior. of the Service Provider Contingency Plan could take place if the Highways
Agerncy deems an Incident or an event o be severe enough to have a major Impact on the strategic road -
network.

The TOS via the RCC would contact the Service Provider via their NCC and inform them that their services

are required it is then up to the Service provider to deterimine what level of the plan that they escalate to so
that they can provide the gssistance that the RCC require

F3hi Skengka 1X0020.NMF Conttngency Plan, Veision 0.4 | August 2612 oy
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§.1. Inlroduciion (HA Review)
The Plan's content needs to be reviewed after an incident requiring any stages of the Plan
s 3 -
Command) to be incbilised. The Provider's incidant review should be in accordance with thfa m Sgronze

[ Service Provide: Ingicent Roview

Nt AR 2 3 W

(__ﬂemm incdents

T

C Bincdantiogs )

r Plan Managers: |
Cumpﬁsﬂn.ag ﬂ.!

.,..-.-.u-u.-_.L--m- v,

( O inident Review. |

i e e )

W
C_ E Records of review ;

Figure 8 - Service Provider incident Review

8.2. Box A~ Records of Incidants
When & partial or full implementation of the Contingency Plan has ocourred, records must be kept of.

«  Communications

»  Actions

»  Decisions

Thmughout the Incidert, records must be kept as described in this section of the Plan. These should be

recorded in the manner most conventent for each persan involved {e.g on purpose pre i
ared fo
diary or notebook, on a Dictaphone or on 3 computer, etc). Prep = ae

8.2.1. Records of Communications
Alt communicalicns invo'ving the relay of information and decisions made must be recorded.,
Communication must be made by both parties involved and mus. include:. L

e [ate and time

(ﬂ|
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.

Person initiating rommu ication

Person receiving communication

Summary of information passed {including location of the incident)
Summary of response 1f gry)

Next actions (f any) as a result of the communication

Who will take these actions (if any)

Records to be kept for a period of xx years faccording to Service Provider's contractual arrangements)

If decision making 1s involved, the foliowing additional information must be recorded.

Decision to be made
Options considered
Decisior made

Reasons for decision made

Please note that it is vitat to recora decision }naking processes to permit a full revie i
e e _ w of the handling of the

8.2.2. Records of Aciions
Records of key actions must be kept to inglude.

Location of incident
Name of person iaking antion
Date and time

Action taken

-Outcomes

8.2.2. Records of Decisions
Unless recorded within a Record of Communication, all key decisions must be recarded to inciude

Aolime Chanske 1 X00206,NMF

Location of incident

Name of person{s} making deelsion
Date and Time

Nature of decision to be made
Optiuns considered

Deciston made

Reasons for decision
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8.3. Hox B - Incident Logs
Incident lcgs are summaties of the Records sbove, and must be compieted by a dedicated Service Provider
resource Each tog should contain the foliowing Information,

Times and dates of specilic communications, actions o decisions made
+  Infermation relaved
¢ Actions faken
»  Decisions made
8.4. ‘Box € - Plan Manager's Composite Log
The Service Provider's Plan Manager will then combine all logs and
«  Seek clarification of inconsistencies between individual logs
¢+ Seek any missmg information
»  Produce a compésite log of the whole incident covering all actions
8.5. Box D~ Infernal Incidant Review
The Service Provider will amange an internal incident Review adepting the following procedure
The review shouid include:
+  Actions taken and assessment of their appropriateness

*  Actions not teker and assessment of whether they were not needed or whether thev should have been
taken

«  Communication links that were implemented and assessment of whether they worked efficiently

+  Communication links that were not established and assessment of whether they were not needed or
~ whether they shouid have been made

*+  The titning of actions, including estabilishment of conimunications links

+  Liaisons with thid parties, particularly the emergency setvices, other Service Providers and Local
Authorities

+  Whethet the right parties we-e Involvea in dealing with the incident
«  The mobilisation of key etaff

*  Stskeholder communications with particular regard to the parties contacted and the usefulness (to them)
of the information received

+ The usefulness and accuracy of information conlained within the Plan and the need for any additional
information {or less information).

*  The overall structure and function of the Service Provider response (would an altogether different
approach have been more effective?)

All persons mvolved in the incident must submit their logs to the Plan Manager within twe working days of the
wcident. The Plan Manager is then to produce a composite log and an incident Review within ten working

days of the incident,

£ Liz Skanska TXCOZO.NKIF.C onl igency Plan, Veicion 0.4 | Augusi 2012 A
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8.6, Hor & ~ Recoide of Review
Where an intamal review I1s undertaken, copies of the minttes of the meeting and other ralevant papers will
be provided to the HA Service Delivery Team '

it should be emphasised that the review has the sole aim of strengthening the Service Provider's response or
confirming that existing response procedures are appropriate. it 15 not concerned with allocating blame 15
eny individual or organisation '

Should lega: proceedings be pending as a result o the incidant, the rircumstances under which the Incident
Review takes place will be subject fo 2 further review to ensure that individuals are not compromised in any
way '

It should be noted that any notes taken or documents produced as a result of any review may becotne
subject fo relevant disclosure rules at subsaguent legal hearings, whether coiminal or otherwise. |n particular
If there s suspicion of any prefessional negligence being evident in such a review, advice shouid be sought

lase BEansks 1A0020 . NAF . Comingency rian Verslon 0.4 [ Auguri 2042
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-Rewsions of future Plans should incorporate poirits ansing from the Incident review with the g m
- m o
effective response by the Service Provider when the next incident oceurs, m ef ensuning a more

If immediztely after an incident it is the view of the Service Frowvider that significant mprovements ca
the HA or other operational procedures. then immediate feedback should ba given 10 the HA SeWicénDb;i\rgarge fo
Team so that they can share this with other HA Areas. '

Informetion regarding any lessons identified should be included In the Service Providers Forward |
Plan (FIF) and forwarded to the Network Resllience Team for irclusion in the Service Provider Nat?;ﬁgvlflrgf n

8.2, Personal Incideni Dabrisfing

i any member of the Staff from the Service Provider requires a personal incident debnef for stress or trauma
reasans, then they should contact their ine manager or confidential counselling services supplied by their
employers ‘

2.1 S S —

This 15 & 247 frae informarion, support and counsaling service which Is prbvided by a totally independent external
compan&
You can call 1heﬂ5n @ freephone nurpt~:'allq are confidential) for information and
guidance on alt aspects of your life including inanciai intormation, childcare issues, work and personal problems or

2ven adwce ON consumer rights.
ehsite to l.!hd a ls;ge amount of information on such iscues ag we Ilbe{ng fafni”eq
g Py

relationships, tinaqﬁland law .

You ¢an use the

8.2.2. Skanska Employee Assisiance Service
Skanska's Employee Assistance Service is free to alf Skanska employees and their immediate familes,

it provides orhine inforuaiing gn many of life's chatlenges as well as 24 hour a day confidentiaf telephone
counselling w
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L0, Box of Reference

70.1. Inlroduclion
The Box of Reference contains comprehensive it formation about the network for use during the Tactical and
Strafegic Menagement of incidenis.

All reference material_ is row cortained in glentronic format and can be found at:

EAGBESB\RandT\AS 'V Area212000 Asset Needs\2300 Network ManagemenNCONTINGENCY & INCIDENTS

Tha Atkins ICT infrastructure supports access from the Command Sutte (Silver Commang Room).

In the unhiely event that the TMR Is unavaiiable use snd redeployment of the facility to another site is required the
information is available on a fiash drive which is held i a safe in the NCC, and available via NCC operators,

10.72, Iniormielion in Box
Thers ere four types of documents stored in the box of reference;

+  Emengency Diversion Route Docurent (EDRD)
«  Majopiakeholder Emergency Plans
*  Service Provider Operational Plans i a8l

*  Reference Information Document (RID)

o~

i, =
10.3. Suggested Conlenis of {he RID
Below Is an example of the confents identified in the RID Ths information cat be nseried witi:in the document as
text or can be referenced 1o anather location within the Service Pmvider's office. This data may also be stored
electronically and therefore file paths fo their locetions would be required within the RID.

«  Schematic Diagrams and Key Location Features of the Network
« Emergency Crossover. Points
= Vulnerable Nodes
Fraa-gency Access Points on Network
= Area Depot Locations
= Stakehclder Contact Details
«  Sign Bin Inventory
« Location of CCTV Cameras
*  Network Lighting
= Locatien of Traffic Signais
+ VM8 Locations
- Emergency Services contact detalls
* Hazardous Sites Adjacent to the Strétegic Network
*«  Network Rail Bridges over the Strategic Network
+ Specialist Contraciors to assist the Service Provider

AUy Skonska YAM020.NMr Conungeney Plen, Varsion 0.4 | Augusi 2012 34
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Major Incidents are any emergencies ihat require the implementation of special arrangements by one or
mare of the emergency services, the MHE or local authonties for.

s The reseye and transport of 2 latge number of casualties
+  The involvement either diractly or indirectly of large numbers of people

+  The handling of a large number of enquiries likely to be generated both from the pubiic and the news
medis ususlly to the Police

+  Thelarge scale deployment of the combined resources of the ETNergency services,

+  The mobiisation and organlsation of the emergency services and supporting organisations, e.g. Local
Authority to cater for the threat of death, serious friury or homelessness to 3 large number of people

The police or other emergency services will usually declare a major incident and notify the Highways Agency
through service providers nietwatk control centres ar sitmilar.
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Area ? Cortingency Plan

LI -

Critical Incidents are unforesean events that senously impact upon the Highways Agency and its ability to
defiver its ‘safe roads, reliable journeys, informed travellers’ objective importantly, the polce, other
emergency services or logal authorlties may not consider these types of incident as important as the
Highways Agency.

Critical Incidents also include incidents of which ninisters wigh tu be informed

It shoutd be noted that Critical Incldents might be, or become, major incidents Service Providers declare
Critical Incidents fot thewr own and the Highways Agency management purposes. If Service Providers believe
that Critical Incidents are or may become mayor then they should notify the police immediately

The following are deemed to be Critical Incidents:

*+  Multiple collisions involving fatalities, serious injurias or vehicles disabled ong carriagewsy

+  Partial o full closure of motorways or trunk roads due to weather or road conditions.

+  this will also include minor incidents ocourring at differing locetions aggravated by other cin m
which taken as a whole fall into this category. d vumstanass,

« Collisions invalving crossaver of a vehicle from one carageway fo another,

* Collisions involving passenger coaches, school minibuses trains, or public service vehicles resulting in
fatalitres or injuries, .

= Fatal collisions involving fire

*  Senous collisions invelving a veiiicle carmying dangerous substances (e g. hazardous chémiéals
flammable liquids such as petrol, radicactive materials, eic) !

«  Collisions on motorways or trunk roads resulting in serious/potentially serious structural damage (e g. to
a8 bridge) necessitating road closures '

«  Fatal collisions on motorways or {runk roads where road works are in progress

*  Any significant impacting partia! or full closure of motorways or trunk roads due to collisiong, security
aletts or criminalfterrorist acts, )

= Anyincident off or adjacent to the network that may meet zny of the above criteria.

«  Suicide or attempted suicide resutting on the closure of lanes or carriageways

+  Roadworks over running by 30 minutes or more, and like'y to have an impact on the network.
Criteria for reporﬂng an incident to the Minister

The Minister only needs fo be intarmed about the most sericus Incidents or Our network, sich as the Selby
train crash or the Keg worth an disaster, where there are multiple fatalities or :ssues of rational sign.ficance.

The Ministers office also wanis to be informed about the following:

siking $hanskae Version 8,% Hinal | June 2042 P
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«  Significant accidents lh\folving a school minibus whether resulfing s faizlities or not

+  Any senout aceident mvobving a vehicle carrying dangerous substances e.g. chemicals, inflarminiable
liguids such as petrod or recioachve materials

+  Major closure of motorways or frunk reads due to accidents, weather or toad conditions and other
incicents, where serious congestion is likery or has cocourrei

¢« Death or sericus injury of an HA employee or confractor
HA officiels 2iso neet to be toid about the most senous incidents However, where thure is significant

damage te roadside furniture or, where there are emergency closures causing significent delays, the relevant
Divisionai Director should be informed orly when the HA Duly Officer 15 unobtainable.

—— = —— - —= R - I e oy, o a e
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frea 2 Conbingency Plan
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ACFO Association of Chlef Police Officers

AMM Highways Agency *Area Management Memo®
AMOR ‘Asset Maintenance & Operations Requirement
“APM

Highways Agency Area Performance Manager

Bronze Level Command

Cn-site incident managemant by Emergency Servges O

Cherge/Traffic Officer/Service Provider Ll

Box of Reference

A box that contains reference mformation about the network
and also Operational and Major Stakeholder. Emergency Plans

Contingency Plan Response

The highest levet of Area response to incidents

P

Service Providers Contingency Plan

Emergency Diversion Route

A pre-planned route fo fake fraffic away from an incident site

ECP Highways Agency “Emergency Contact Procedures”
EDRD Emergency Diversion Route Document
FiP Forward Improvement Plan

Gold Level Command

Strategic Management of the incident

HA Area Team

Highways Agency Area Performance Manager's Team

Implementation Criteria

The circurmstances in which the Contingency Pian will be
implemented

MMT

Service Providers Media Management Team
NiLO HA Nationat incident Liaison Officer
NRT Highways Agency Network Resliience Team
NTCC Naﬁonai‘ Traffic Coﬁtml Centre

Process Flow Chart

A diagram showing the procedi res 1o be followed In the event
1 an incident

LThine Guangke Morslon 0 2 Fmgi | June 2049
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Aea 2 Contingercy Plan

Network Contrel Centre (NCC)

May be cailed by another name on other Areas, but s .
essentially 8 24/7 communication service which deploys the
Service Provider resource

RiD Refererce Information Document ~ part of the Box of
Referance -

SIMF Standard Incident Menagement Framework

SiMG Standard Incident Management Guidance

SMART

Safely Maintained Asset Route Team

Standard Incident Response
Procedures

Service Provider established plans for dealing with routine
Network incidents

Tactical Manager

This will be the ASJV Senior Network or Network Manager

TMR

Taulical Management Room

T™T

Tactical Management Team

i e -t —om— o s S—————— B i -t iy
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Area 2 Centingercy Plen

Appendix F - SWRCC Location Map

S el "‘"}'ﬂ Rl Mo s e L Rlenways
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South West RCC - location

f_
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By car

1 From-}8 of M5

2 Follew Gentry signs o Avonmouth & Docks

3 Atroundsbout take frst exit signposted “Brslol Ad® — Bnstow Broadway
4. Take the second lefl rr and Tollow the road 1o the RCC entrance bamer

Publioations Giode. Simnghe BIsmg
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Area 2 Cantirgency Plan

Appendix G - SWRCC Floor Pian
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Area 2 Contingency Mian

Appendix H - SWRCC Common Suife

Locafion & Equipment Guide.
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Area Z Contingency Plan
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ATKINS 1ICT connections (2) are available via pop up desk pods contained within Desk "8" in the above
diagram and are clearly abelled.
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