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Foreword 
 

 

Dear Home Secretary  

 

I am pleased to present to you the first annual report from the Surveillance Camera Commissioner.  This 

report covers the period from the appointment of the first Surveillance Camera Commissioner (13 

September 2012).  I am grateful to my predecessor Andrew Rennison who undertook the functions of the 

Surveillance Camera Commissioner until his departure in February 2014.  Much of his work is reflected 

in the body of the report and he has kindly attached an open letter which follows this foreword. 

 

I intend to ensure that the Surveillance Camera Code of Practice (PoFA Code) is promoted to relevant 

authorities under S33 (5) of the Protection of Freedoms Act so that they fully understand and fulfill their 

duty to have regard to the PoFA Code.  I also intend to explore other opportunities to promote the PoFA 

Code to non-relevant authorities thereby seeking voluntary adoption across a broad range of sectors.  

According to a survey conducted by the British Security Industry Association (BSIA) on the number of 

cameras in the UK (published July 2013) – just 1 in 70 of CCTV systems are state owned.  This 

reinforces that a major part of my role is to reach out to others who use overt surveillance in public space 

– not solely relevant authorities.  I will detail plans later in the report but I have already met with 

Universities and spoken to some residential social landlords and the British Retail Consortium and will 

continue to reach out to others to whom the PoFA Code is applicable.   

 

The use of CCTV in domestic environments continues to cause concern amongst the public and is a 

high generator of complaints across various agencies. With a view to showing leadership in the sector I 

have said publicly that I intend to explore ways of working with manufacturers, retailers, installers, 

consumers and the Information Commissioners Office (ICO) to impart the principles of the PoFA Code.   

 

That said, there remains much to do to achieve that goal.  I have worked with some relevant authorities, 

particularly public space CCTV managers in local authorities that show enormous enterprise in adopting 

the principles within the PoFA Code. However it has been brought to our attention that the application of 

the PoFA Code is not consistent throughout all relevant authorities. We have been made aware of 

instances where some traffic enforcement officers, often utilising the same cameras as those used to 

deliver crime and disorder reduction strategies, do not deliver the same level of compliance to the PoFA 

Code.  Accordingly where dual use CCTV Operation Rooms are in use I intend to raise the obligations 

within the PoFA Code to encourage compliance. 

 

There remain a large number of surveillance camera system users who are not under a duty to have 

regard to the PoFA Code.  By focusing on the larger scale operators, via seminar, webinar and personal 
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engagement, I intend to raise the profile of the PoFA Code.  My aim is to secure voluntary adoption and 

achieve surveillance by consent across the broadest range of organisations. 

 

Application of the PoFA Code not only delivers benefits to society in terms of privacy, security of public 

safety, transparency and reassurance but benefits to business through better performance and cost 

reduction.  

 

This will be my mantra going forward. 

 

 
 

Tony Porter  

Surveillance Camera Commissioner 
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Open letter from the first Commissioner to Lords Minister and Minister 

for Criminal Information 
 

 

Dear Lord Taylor 

 

Regulation of Surveillance Camera Systems 

 

In early 2008 I took up the non-statutory post of the Forensic Science Regulator and set out to build a 

new quality standards framework for forensic science. In 2009 I was approached by staff from the 

National Policing Improvement Agency to see if the methods and style of working that I had adopted for 

forensic science could be adapted to meet the then government’s desire to build a regulatory framework 

around the use of CCTV cameras. After some initial exploring we agreed that I would extend my work to 

include the role of Interim CCTV Regulator.  

 

Following the last general election and the publication of the Coalition Agreement, which included the 

undertaking to further regulate CCTV, my work continued in support of Ministers and Home Office 

officials as the Protection of Freedoms Bill was conceived and worked its way through into legislation last 

year, at which point I was appointed as the Surveillance Camera Commissioner on top of my role as the 

Forensic Science Regulator. It was clear from the outset that my term as Commissioner would end on 10 

February 2014, to coincide with the end of my second and final term as the Regulator. 

 

During my time as the Interim CCTV Regulator and then short spell as Commissioner we have seen the 

regulation of CCTV move to the broader concept of surveillance camera systems, the Protection of 

Freedoms Act and publication of the Surveillance Camera  Code  of  Practice,  all  of  which  combine  

to provide a good foundation for the regulation of surveillance camera systems with the overarching aim 

of achieving public confidence in the legitimate and proportionate use of such systems. 

 

I have, since the publication of the PoFA Code, been able to establish an Advisory Council, as well as a 

group of experts to advise of the standards and guidance that are needed for the manufacture, design, 

installation, use and maintenance of surveillance camera systems. Between them, they have set work in 

motion that will further support the Commissioner and Government plans for the regulation of 

surveillance camera systems. It is still early days; I have always stated that the publication of the PoFA 

Code was the beginning rather than the end of a journey. There is still a good deal of work to be done, 

though I believe there are now solid foundations in place on which to build genuine public confidence 

and greater transparency in the use of surveillance systems. 
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I would like to thank you and your predecessor, James Brokenshire MP, for your unwavering support, 

direction, and advice as we built these foundations. I wish the new Commissioner, Tony Porter, every 

success for the future and can reassure him of the support he will receive from the many people who 

have stepped forward to help me. 

 

Yours sincerely 

 

 

Andrew Rennison 

Surveillance Camera Commissioner     

February 2014 
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Introduction 
 

 

This is my first report in accordance with S35 (1) of the Protection of Freedoms Act 2012.  This report 

covers the period from the initial appointment of the Surveillance Camera Commissioner on 13 

September 2012 through to 31 March 2014.  The Act requires that the report is ‘about the exercise by 

the Commissioner during that period of the functions of the Commissioner’.  My functions are: 

 

a) encouraging compliance with the surveillance camera PoFA Code,  

b) reviewing the operation of the PoFA Code, and  

c) providing advice about the PoFA Code (including changes to it or breaches of it).  

 

The full detail is within Part 2, Chapter 1 of the Protection of Freedoms Act 2012 

 

Overview 
 

The Coalition Agreement included an undertaking to ‘further regulate CCTV’ in recognition of the need 

for bespoke regulation. A consultation document published by the Home Office in March 2011 stated:  

 

“We are determined to ensure that the significant increases in State surveillance which have 

occurred over the last decade should not go unchecked. Our Coalition Agreement sets out a 

package of measures which will roll back the over-intrusive powers of the State. We are 

committed to restoring and preserving our historic and valued traditions of freedom and fairness.”  

 

As part of that package of work, the Protection of Freedoms Bill introduced provisions for a new 

regulatory framework to give effect to that commitment.  The Interim CCTV Regulator role remained 

throughout whilst the Protection of Freedoms Act framework was developed. Mr Rennison was 

appointed as the first Surveillance Camera Commissioner in September 2012 following royal assent.   

 

Since Mr Rennison started in the role as Interim CCTV Regulator, he performed an advisory role in the 

development of the PoFA Code engaging various interest groups and ensuring their views were 

represented.  He then embarked on raising awareness of the PoFA Code to those who were to become 

relevant authorities.  In parallel, he also engaged with civil liberties organisations.   

 

During my short period in post since 10 March 2014, I have continued to be publicly challenged on two 

points.  Firstly, the scope of the relevant authorities (many believe it should be broader) and secondly the 
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absence of enforcement powers.  It is my job to show that encouraging, reviewing and advising on the 

PoFA Code to relevant authorities and beyond will make a real difference to those being surveilled, 

otherwise those concerns will continue.  The Act does provide that it is the duty of the Commissioner to 

advise Ministers who will keep the PoFA Code under review (S34(2)(c)).  I intend to closely assess the 

question of broadening the base of relevant authorities as the impact of our work programme becomes 

clearer throughout the year, and report to Ministers in 2015 on the position. 

 

In addition, to provide governance and support, an Advisory Council has been established.  This group is 

formed of key individuals who represent the various interest groups e.g. representatives from relevant 

authorities, civil liberty groups, and others with in an interest in this arena.  The Advisory Council has a 

strategic remit across the responsibilities defined in the Protection of Freedoms Act (more detail is 

provided in Chapter 3).  

 

We already have a plethora of national and international standards competing for attention.  However, 

there are several problems with them.  They are complex, often overlap, and are considered too 

technical and dense. They are also expensive.  Work has started on pulling together a coherent, 

accessible and affordable standards framework that will be specifically for surveillance camera systems 

rather than as part of a general security standard.  This work is underway and is led by Alex Carmichael, 

Technical Director at the BSIA.  

 

The Home Secretary provides resources necessary for the carrying out of the Commissioner’s 

functions.  These resources meet the costs of a support team which consists of a Head of Policy and 

Support, a Communications Manager, a Policy Officer and administrative support, remuneration for the 

Commissioner, and any other expenses such as travel and communications activities.  Expenditure in 

2013/14 was £211,074.50 – this reflects the fact that a full team was not established until January 2014.  

For 2014/15, the Home Secretary has provided annual resource of £307,375 to meet the support and 

remuneration costs associated with fulfilling my statutory duties.  

 

Since the PoFA Code has been published, I have been able to build an awareness of the PoFA Code 

primarily amongst relevant authorities. This has involved speaking at a range of conferences and 

proactively reaching out to organisations to discuss emerging issues.  

 

This proactive approach has been supported by a web presence on gov.uk .  This website will be a key 

interface with the wider world and it is there that I will publish the guidance and other tools that enable 

authorities to show compliance with the PoFA Code.  I am grateful to the web team at the Home Office 

for the support they have provided in establishing and developing the web presence.   

 

I will also be publishing a self assessment tool.  Completing this tool will help system operators 

document how their surveillance camera systems are compliant with the PoFA Code.  I will encourage 
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authorities to publish the document and use it as a mechanism for promoting openness and 

transparency.   

 

Looking to the future, I will be working with industry, inspectors and users to advocate progression from 

self-assessment to formal validation via a certification scheme.  Whilst some way off, certification against 

the PoFA Code would appear to have merit in providing independent validation of compliance once the 

costs and benefits have been duly considered.   

 

Finally, it is worth considering whether we truly know the effectiveness of surveillance camera systems.  I 

have started a dialogue with academics in the area to see what research exists and what gaps, if any, 

need filling relating to the effectiveness of surveillance camera systems.  We are looking to start with the 

contribution that CCTV systems make to the effective administration of justice.   
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Chapter 1 – the legislation and PoFA Code 
 

Following the Coalition Agreement “to further regulate CCTV”, Andrew Rennison as the interim CCTV 

regulator, assisted in the development of an appropriate regulatory framework.  He did this alongside his 

role as the Forensic Science Regulator (FSR) and at the time, there was a great deal of overlap and 

synergy.  In a sense, both areas involve assisting statutory agencies in the successful detection and 

prevention of crime and anti-social behaviour.  The FSR was working with the sector to promote new and 

improved science standards and providing advice and guidance to facilitate compliance with common 

standards.  The National CCTV Strategy issued in 2008 had already identified the need for these 

functions to be in place for the effective use of CCTV for public protection.  The scoping of the role 

highlighted that the facilitative and co-operative style of working adopted by the FSR could be adapted to 

fulfil the role of the Surveillance Camera Commissioner.   

 

In regulating what is a complex landscape of surveillance camera use, the government has been clear 

that it wants to take an incremental approach to regulation, starting with getting the basics right and 

addressing public concerns over surveillance by the State, but without creating burdensome new 

bureaucracy.  The Protection of Freedoms Act 2012 committed the Home Secretary to the publication of 

a Code of Practice and placed the Commissioner on a statutory footing. The Protection of Freedoms Act 

2012 introduced the PoFA Code as well as the role of the Surveillance Camera Commissioner.  The 

PoFA Code has been built upon 12 guiding principles, which provide a framework of good practice that 

includes existing legal obligations. Those existing obligations include the processing of personal data 

under the Data Protection Act 1998, a public authority’s duty to adhere to the Human Rights Act 1998 

and safeguards under the Regulation of Investigatory Powers Act 2000 associated with the use of 

directed and covert surveillance by a public authority 

Mr Rennison was a member of the Home Office led Surveillance Camera Systems Steering Group that 

co-ordinated the work and played an important role in the discussions that led to the PoFA Code being 

finalised.  He had already started adopting the style of working from the FSR and applying it the Interim 

CCTV Regulator role.  He was therefore able to contribute and reflect the wide range of views of the 

sector.   

 

The PoFA Code sets out guidelines for CCTV, ANPR and other overt surveillance camera systems in 

public space to ensure their use is open, proportionate, and effective in meeting a stated purpose.  The 

principle of surveillance by consent is at the heart of the PoFA Code - meaning the public can be 

confident that cameras are there to look after them, rather than to look at them.  In addition to making 

clear the legal obligations in relation to the necessity and proportionality of surveillance camera systems, 
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the PoFA Code promotes greater transparency on the part of system operators.  It also promotes the 

more effective use of surveillance cameras where they are necessary.   
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Chapter 2 – the role of the Commissioner 
 

 

The Protection of Freedoms Act 2012 created both the role of the Surveillance Camera Commissioner 

and the PoFA Code.   

 

The functions of the surveillance camera commissioner are to: 

• encourage compliance with the Surveillance Camera Code of practice  

• review the operation of the PoFA Code  

• providing advice about this code (including changes or breaches to it) 

 

This is a public appointment that requires a commitment of three days a week.  As the new 

Commissioner, my role is about encouraging compliance in a largely self regulatory framework.  It is 

important that I show strong leadership to the many parts of the sector so as to encourage compliance.   

 

The initial budget was largely invested in providing a small support team.  This ranges from a Head of 

Policy and Support who oversees the support the Commissioner requires in order to undertake his 

statutory functions, a Communications Manager who is responsible for developing and managing the 

communications infrastructure, a Policy Officer with responsibility for providing the detailed advice 

necessary to fully interpret the PoFA Code and some administrative support.  My priorities within this 

resource envelope for 2014/2015 are documented in the high level business plan.at Annex C. 

 

A key work strand is the development of the self-assessment tool.  Without a compliance framework or 

enforcement or inspection role my challenge is how to encourage relevant authorities show and then 

demonstrate their compliance with the 12 principles.  This is something they must take responsibility for 

but I will provide a tool and guidance that will help them do it.  I am grateful to the National Security 

Inspectorate (NSI) and the Security Systems and Alarms Inspection Board (SSAIB) who have come 

together to help me develop the tool.  The tool covers a wide range of issues as necessary to cover the 

12 principles.  To ensure this document is fit for purpose it has been rigorously tested in its development.  

The document has been commented upon by operators and policy makers of relevant authorities.  I want 

to ensure that the balance is right – not too detailed to make it bureaucratic but also enough content to 

give some granularity as to how the PoFA Code is ensuring that the surveillance is effective and 

proportionate. The tool will be launched in the autumn of 2014.  Following the launch of the tool, we will 

start on the process of refinement and we will also consider whether specific surveillance camera 

systems such as Automatic Number Plate Recognition (ANPR) and Body Worn Video (BWV) merit 

having specific self-assessment tools.   
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I will encourage operators to publicise their use of the self assessment tool.  I believe this will engender 

public support to the ongoing surveillance activities in line with the PoFA Code’s concept of “surveillance 

by consent”.  

 

In addition, the team has worked alongside the Information Commissioner’s Office (ICO) to devise a 

privacy impact assessment template that is specific to the PoFA Code.  This will also be available in the 

autumn 2014.   

 

It is clear that town centre public safety officials are well versed in the PoFA Code and its 

implementation.  Earlier I referred to challenges emerging from dual use camera systems within Local 

Authorities – promoting the PoFA Code to all parts of Local Authorities will be a focus for the coming 

year.  As a relevant authority, all their different uses of surveillance camera systems are subject to the 

PoFA Code and we will produce guidance to senior officers to maintain the accountability process.   

 

The team has already done a great job at covering the vast range of meetings that I am invited to.  In 

particular, they have attended national meetings of police national user groups covering ANPR, CCTV 

and BWV ensuring the PoFA Code is promoted and understood.  BWV, in particular, as a relatively new 

and complex area has required a great deal of engagement.  The team has contributed to the new 

guidance produced by the College of Policing.  This will hopefully assist the forces using BWV to be 

PoFA Code compliant.   

 

Advancement in technology will be a consistent challenge to me and my team as each new iteration 

requires detailed engagement, understanding and assessment against the PoFA Code. I am indebted to 

the team for their willingness to accompany me (and on their own) visiting local authorities and police 

forces, spending time in control rooms or observing the accreditation against the British Standard for 

control rooms.   

 

The imperative to maintain technology and user awareness is key to the success of my role.  A team 

member has recently qualified as a CCTV operator and will maintain continued practical engagement 

with this role.  This experience will help my engagement with control rooms and I will be looking at other 

opportunities to ensure that the team has the practical knowledge and experience to support the 

authorities in showing due regard to the PoFA Code.   

 

Here, I would also like to offer my thanks to the team at the Home Office Centre for Applied Science and 

Technology (CAST) who have given their time to briefing the team on the array of different technologies 

and issues with the surveillance camera arena and always being available to help.   

 

Finally, I want to offer my thanks to the Information Commissioner’s Office.  Given the overlap in the role, 

albeit with different responsibilities, they have been excellent colleagues and very helpful in helping me 

settle into the role.  They have also agreed a memorandum of understanding that clarifies the differing 
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roles and how we will work together to ensure that the regulation of surveillance camera systems will 

protect the public rather than spy on them.   
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Chapter 3 – external support and guidance  
 

 

Andrew Rennison set up the Advisory Council (referred to as the Council) and the Standards Group.  For 

both bodies, the terms of reference are attached as annexes.   

 

The Council represents a broad range of senior stakeholders best positioned to provide advice and 

guidance from their organisational perspective 

 

From the outset my predecessor and I have been keen to engage with the civil liberties communities and 

we enjoy representation from that community on the Council. 

 

The Council has supported engagement with relevant authorities with reference to the thematic work 

undertaken; namely engagement with police on BWV/ANPR and engagement with Local Authorities 

relating to use of public space CCTV. Work is also underway to identify the ‘low hanging fruit’ that 

represent the large scale non-relevant authority CCTV users that use surveillance in public space or are 

outsourced extensions of relevant authorities. This will represent a key priority for the Council to 

determine the most effective way to engage and seek voluntary adoption of the PoFA Code. 

 

The Council has also been influential in formulating the key messages to support the introduction of the 

PoFA Code and the role of the Commissioner.  These messages have been promulgated at several 

national conferences throughout the year. 

 

By the time this report is published the work plan will be developed in close liaison with the Council.  I 

hope to utilise the skills and networks of the Council membership in taking forward the plan (see annex 

C).   

 

The Standards Group arises from guiding principle 8 of the PoFA Code.  This requires operators to 

consider any approved operational, technical and competency standards relevant to a system and its 

purpose and work to meet and maintain those standards.  Alex Carmichael, Director of Technical and 

Export Services at the BSIA, spoke at the official conference (see Chapter 4) last year and presented a 

landscape of the current suite of approved technical standards.  The following graphic provides a vivid 

illustration of the standards terrain. 
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4

CCTV Landscape 

IEC 62676 Suite 

ISO/DIS 22311 Export Interoperability 

JPEG
MPEGPSIA

ONVIF
ISO/IEC JTC 1

IEC TC/79 – WG12

CENELEC TC/79 – WG7 EN 50132 suite

CENELEC TC/79 – WG 14

EN 50518 suite 

CEN/CENELEC TC4

BS 7958 

BS 8418

BS 8495 

BS 5979 

CAST 
BS 8243 

CCTV Operational Requirements (OR) 

i-LIDS

Testing CCTV Image quality 

Retrieval of Video Evidence and Production of 
Working Copies from Digital CCTV Systems 

ICO - CCTV Code of Practice

Public Space CCTV Operator License

Civil Traffic Enforcement Certificate of Approved Devices

Information Commissioner Office

Security Industry Authority

Department of Transport

Local Government 

Town Councils Codes of Practice for the operation of CCTV

LGA

BSIA 

Form 197 - CCTV privacy masking guide

UKAS

Guidelines to the maintenance and 
servicing of CCTV Systems

NSI NACP 104

SSAIB SS 2003

NALC

CCTV User Group

CCTV National Standards 
Forum 

Public CCTV Managers Association 

Equality and Human Rights Commission

ACPO

Scottish Government

Welsh Assembly

Chief Surveillance Commissioner

SfS

The Human Rights Act 1998

Town and country planning (general Permitted Development ) 
Order 1995 Part 33

End-users

BS 8591
Protection of Freedoms Act 2012 

Surveillance Code of Practice 

CAST - Testing  CCTV Image Quality

ETSI EN 300 440

SLP15

CTV 11

SYS 14

CTV 15

 
 

It is this very landscape that the Standards Group is tasked with simplifying and making them affordable 

and accessible.  The Group has made an impressive start to the task by mapping out a framework that 

covers the end to end process from the conception of a surveillance camera system through to the 

potential use of the images in some form of judicial proceedings e.g. criminal prosecution.  This 

framework, as well as embedding the principles of the PoFA Code, also uses existing published 

standards where suitable and maps out any gaps.   

 

The cornerstone of this work will be the production of an Operational Requirement (OR).  This will be the 

starting point for any prospective user wishing to establish a CCTV system.  I anticipate the OR will be 

ready for publication at the beginning of 2015.  The broader scope of rationalising standards will be more 

far reaching and will be achieved incrementally over the period of my tenure of Office. 

 

I wish to record my thanks to all the willing volunteers and in particular Alex Carmichael for leading this 

work.   

 

I also wish to pay my respects to Gordon McLanaghan who passed away this year.  Gordon was a much 

loved and well respected professional within the CCTV community.  In the short time he was able to 

attend the Standards Group he brought his professionalism and commitment to the fore.  He will be 

sadly missed. 
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Chapter 4 – Communications 
 

 

A primary focus of the role is to engage with representatives of relevant authorities and others interested 

in the PoFA Code to raise the levels of compliance with the PoFA Code.  Andrew Rennison spoke at 

various conferences and events.  These include IFSEC, Security 2013 in Bristol, Centre for the 

Protection of National Infrastructure, the Home Office Security and Policing Event, the CCTV User Group 

and the Public CCTV Managers Association.   

 

In addition, Mr Rennison visited many control rooms and met with the Association of Chief Police 

Officers (ACPO) leads on CCTV and ANPR.  Mr Rennison was very active and well known in the 

relevant authority community and did much to promote the PoFA Code.   

 

He was also clear that a digital platform was the way to access a much wider audience and so set about 

developing a web presence.  The Surveillance Camera Commissioner’s site is on gov.uk. and will 

provide access to standards, guidance and emerging issues. 

 

I am keen to exploit the opportunities presented by social media platforms.  I will exploit Twitter - 

@surcamcom - as an opportunity to challenge relevant authorities, inform the public and encourage 

awareness of the PoFA Code. 

 

The communications highlight from last year was the Surveillance Camera Commissioner’s national 

conference held at the Royal Society on 23 October 2013.  The one day conference focused on the 

regulatory landscape, impact of the PoFA Code for relevant authorities and development of standards.   

 

Lord Taylor of Holbeach addressed the conference and gave a very strong message about the need to 

‘evangelise’ the PoFA Code given the absence of any enforcement power.  He emphasised that 

promoting the PoFA Code is the key to encouraging change within the surveillance camera sector.   

 

Throughout the day the conference benefited from a distinguished range of speakers and specialists in 

the field. Alastair Thomas, the Home Office policy lead responsible for the drafting of the PoFA Code 

provided an outline of the 12 principles and their interpretation.  Jonathan Bamford, Head of Strategic 

Liaison at the ICO emphasised the synergy between the PoFA Code within the Protection of Freedoms 

Act 2012 and that issued by the ICO . 

 

Nick Pickles, Director of Big Brother Watch praised the PoFA Code of Practice as a good start and a 

step in the right direction.  In the interests of transparency he suggested that Local Authorities be more 

open with the data they have and consider publishing themselves.  Councilor Lisa Brett from the Local 

16



  

Government Association also spoke.  She gave an overview of the possible impact of the PoFA Code in 

different areas of local authorities, including libraries, other leisure services and licensing.  

 

Bill Mandeville from the Home Office spoke about the challenges the police face in maximising the use of 

ANPR technology and recognised that ANPR falls under the scope of the PoFA Code.   

 

The final speaker was Alex Carmichael, Technical Director of the BSIA who outlined the rationale and 

the challenges facing the Standards Group.   

 

Following discussions with the Advisory Council, I will not be hosting a conference in 2014.  The 

rationale for this decision is that I will instead look to run a series of sector specific and region based 

workshops and webinars to keep promoting the PoFA Code and thereby access sectors and regions that 

cannot spare a day and the expense to go to a conference.  I will also be speaking at many events 

hosted by others across the country so I can reach a wider audience including both relevant authorities 

and those in sectors that might not immediately identify the relevance of the PoFA Code to their 

organisation.   
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Chapter 5 – future challenges  
 

 

The use of surveillance camera systems within domestic environments continues to grow. The cost of 

domestic CCTV systems is minimal as electrical retailers now sell HD domestic CCTV systems for a little 

over £100. This upsurge in domestic use is directly responsible for an increase in complaints around 

their use. It is within my remit to refer to Government any emerging issue that may require further 

regulation. I intend to engage and issue guidance to manufacturers, retailers, installers and users to 

address core concerns. I cannot rule out making recommendations to Government if the growing 

uneasiness continues and guidance is seen as ineffective. 

 

There are other challenges.  The team has worked closely with the police to help develop guidance 

relating to BWV.  It has come to my attention that body worn video is being used by a much wider group 

of stakeholders; including local authorities, residential social landlords and others such as door 

supervisors.  I intend to assess the broader use and impact on society of these phenomena.  It may be 

appropriate to issue guidance or even consider recommending broadening the regulatory base to include 

some of these organisations. 

 

There are also growing public concerns relating to UAV’s (unmanned aerial vehicles – also known as 

drones) and the widening use of automatic facial recognition (AFR).  Both these technologies have been 

around for a number of years.  Drones are now available in retailers and cost a few hundred pounds.  

AFR has been trialled by police forces as a way of identifying suspects.  Use of both these technologies 

will present challenges for this office.   

 

However, my single biggest challenge for now will be voluntary adoption.  I will be speaking to 

universities, residential social landlords, retail centres and others about voluntarily adopting the PoFA 

Code.  By utilising webinars and digital media I intend to ensure my small team gains maximum reach in 

encouraging compliance with the PoFA Code.  
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Annex A 

 

Terms of Reference for the Surveillance Camera Advisory Council (as at April 2013 – this will be kept 

under review)  

Remit 

1. The Surveillance Camera Advisory Council (SCAC) will support the Surveillance Camera 

Commissioner (the Commissioner) by considering and offering advice on matters related to the 

Commissioner’s functions to: 

i. Encourage compliance with the Surveillance Camera PoFA Code (the PoFA Code) 

ii. Review the operation of the PoFA Code 

iii. Provide advice about the PoFA Code (and breaches of it), and 

iv. Prepare reports about the functions of the Commissioner 

The SCAC will also consider and advise on issues concerning surveillance camera systems which 

are referred to the Council by the Commissioner. 

2. The responsibilities of the Council will include the following: 

i. Contributing to the encouragement of others to achieve compliance with the PoFA 

Code 

ii. Advising on prioritisation of activities by the Commissioner 

iii. Creating, tasking and overseeing the work of groups established to advise on or 

develop aspects of the Commissioner’s functions 

iv. Assessing the recommendations of groups (or other sources) and advising the 

Commissioner on how to respond to them 

v. Assisting the Commissioner in responding to requests for advice from Home Office 

Ministers and others 

vi. Advising on, and monitoring the operation of, the process for reviewing the PoFA Code 

and recommending amendments, and 

vii. Monitoring international developments and fostering co-operative links with relevant 

international fora 

3. The remit of the Council may from time to time be modified by the Commissioner following 

consultation with the Council. 
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Composition 

4. The Council will be chaired by the Commissioner. 

5. Membership of the Council will comprise of people in each of the following categories.  Where 

stated, the relevant organisation will be invited to nominate a suitable person to the post. 

Area of expertise Person description Nominating authority Places 

Accreditation and 

certification 

A person experienced in accrediting to 

recognised international and domestic 

standards 

UKAS 

1 

A person with experience in 

certification against standards relevant 

to surveillance camera systems 

Accredited certification 

bodies 2 

Surveillance 

camera  

manufacture and 

installation  

A senior manager experienced in the 

commissioning, design, maintenance 

and monitoring as well as manufacture 

and installation of surveillance 

cameras and surveillance camera 

systems. 

British Security 

Industry Association 

1 

Surveillance 

camera 

management and 

use (public and 

private sectors) 

A senior manager experienced in 

either the design, installation or use of 

surveillance camera systems.  

CCTV User Group, the 

CCTV National 

Standards Forum and 

the Public CCTV 

Managers Association  

3 

Data Protection 
A senior member of the Information 

Commissioner’s Office 

Information 

Commissioner 
1 

Human Rights 
A senior member of the Equality and 

Human Rights Commission 
Equality and Human 

Rights Commission1 
1 

Civil Liberties 

A representative from bodies that can 

express concerns around privacy and 

community concerns 

Liberty2 

Big Brother Watch 
2 

Police The police leads on surveillance ACPO 2 

                                                 
1 The Commission has informed us that they are unable to send a representative to the Council meetings but will support the 
work as and when they are able to.    
2 Liberty is also unable to send a representative to the meetings but will engage with the Commissioner on an ad hoc basis.   
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camera systems and ANPR. 

Local Authority 

A senior manager experienced in the 

oversight of surveillance camera 

systems. 

Local Government 

Association 1 

Scotland 
A government official involved in 

surveillance camera policy. 

Scottish Government 
1 

Wales 
A government official involved in 

surveillance camera policy. 
Welsh Assembly3 

 

Covert 

surveillance 

A senior representative from the Office 

of Surveillance Commissioners 

Chief Surveillance 

Commissioner 
1 

 

6. The organisations invited to nominate representatives to the Council may, from time to time, be 

amended by the Commissioner following consultation with the Council. 

7. Each organisation shall submit its proposed nomination for approval by the Commissioner before 

appointment is confirmed.   

8. Each organisation will be invited to appoint an additional person to deputise for their nominee in his 

or her absence. 

9. The terms of reference and membership of the Council will be subject to a review every three years.  

With the consent of the Commissioner and the appointee the appointing body may renew the 

appointment for a subsequent three year term. 

10. The Commissioner may, following consultation with the Council, add to the membership of the 

Council or invite other individuals to serve on the Council for limited periods of time where additional 

skills, knowledge or experience are required. 

11. The Commissioner may appoint (a) one of the members of the Council or (b) a senior member of his 

or her staff to deputise for him or her as chair of the Council in his or her absence. 

Operation 

12. The Council shall meet at least three times per year and otherwise as required. 

13. The Commissioner, following consultation with the Council, may establish such other procedures as 

s/he considers appropriate for the operation of the Council. 

                                                 
3 The Welsh Assembly is also unable to field a representative for the meetings but have agreed to be represented by the team 
within the Home Office supporting Wales.   
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14. In the interests of public accountability, the Council will carry out its work as openly as possible, 

within the terms of the PoFA Code of Practice on Access to Government Information, subject to any 

conditions set by Ministers or agreed by the Council.  Council meetings will not be open to members 

of the public but minutes of the meetings may be published, subject to any redactions considered to 

be necessary. Reports produced by the Council will be published at the discretion of the 

Commissioner who will, where appropriate, seek Ministerial approval.  

15. Membership of the Council is unremunerated, but members will be entitled to claim travel and 

subsistence allowances in reimbursement for expenses actually and necessarily incurred in the 

course of Council business.  The relevant rates will be determined by the Home Secretary and 

notified to the Council from time to time. 

16. Support for the Council will be provided by the Commissioner’s office. No budget is delegated to the 

Council but such assistance as is reasonably required to enable the Council to undertake its duties 

will be provided, within available resources. 

Committees and Working Groups 

17. The Council may, with the approval of the Commissioner, institute such committees and working 

groups as it considers from time to time necessary for the efficient and effective conduct of its 

business. Such working groups and committees may be standing or ad-hoc.  Each will be 

constituted with clear written terms of reference and will report to the Council. 

18. The membership of working groups and committees shall not be limited to members of the Council. 

Conduct 

19. Members of the Council are required to observe the Seven Principles of Public Life endorsed by the 

Nolan Committee on Standards in Public Life.  Each member must at all times act in good faith and 

observe the highest standards of impartiality, integrity and objectivity in relation to the conduct of the 

Council’s business.  

20. Members of the Council will be required to sign a declaration of interests form in accordance with 

current departmental practice. 

21. Any Council member has the right to bring to the attention of Chief Scientific Adviser to the Home 

Office any matter, which he or she believes raises important issues relating to his or her duties as a 

member. In such cases the member should, before approaching Chief Scientific Adviser, raise their 

concerns with the Commissioner to establish whether they might be resolved within the Council. 

Confidentiality 

22. In accepting appointment to the Council, members are required to accept that they will not disclose 

any information or documents presented to the Council without the approval of the Commissioner.  

This includes any documents marked with any GPMS security classification (including 

RESTRICTED) and the content of any discussions relating to such information. Members undertake 
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not to make copies of any such documents, and to follow the advice provided by the Commissioner 

and Secretariat about the handling of such documents.  
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Annex B 
 
 
Terms of Reference for the Surveillance Camera Standards Group  

 

Status  

1. The Surveillance Camera Standards Group (hereafter referred to as the group) is a standing group 

established to advise the Surveillance Camera Commissioner (the Commissioner) and the 

Surveillance Camera Advisory Council (the Council) on matters within its remit.  

 

Remit  

2. The group will support the Commissioner and the Council by providing advice on all matters related 

to the preparation, implementation and monitoring of surveillance camera standards within the remit 

of the surveillance camera systems PoFA Codes of practice (the PoFA Codes). The group will:  

i) Advise the Commissioner and Council on the standards to be applied to the 

manufacture, design, installation, testing, management and use of surveillance camera 

systems. The standards are to cover technical requirements as well as the 

competence of organisations and individuals. 

ii) Undertake an analysis of current standards against a recommended set of standards 

with a gap analysis to inform the development of new standards. 

iii) Work with the BSI on the development of British, European and international 

standards.  

iv) Review the processes employed by the Commissioner to develop and implement 

standards.  

v) Review the format for standards prepared by the Commissioner.  

vi) Receive, in draft, standards developed elsewhere (including British, European or 

international standards) and advise the Commissioner on comments and feedback. 

vii) vii). Propose means of remedying any shortcomings in standards, distinguishing 

between measures which fall within the remit of the Commissioner and those which do 

not.  

viii) Make such other recommendations as appear appropriate.  

3. The group will, following a request from the Commissioner, develop standards, processes or 

policies for consideration by the Council and Commissioner.  

 

Composition  

4. The following organisations will each be invited to nominate a suitable person to membership of the 

group:  

 

Surveillance Camera Commissioner  

Home Office  
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Home Office Centre for Applied Science and Technology (CAST)  

Police  

British Standards Institution (BSI)  

Security Industry Authority (SIA)  

Skills for Security  

British Security Industry Association (BSIA)  

Representative user groups (Public CCTV Managers Association, CCTV User Group, CCTV National 

Standards Forum)  

Local Government Association  

Scottish Government (to facilitate cross-border collaboration)  

 

5. The nominations can be reviewed on a regular basis to ensure representation from those best 

placed to advise (see also paragraph 7 below).  

6. The chair, deputy chair and members of the group will be appointed by the Commissioner initially 

after consultation with the Home Office steering group overseeing the development of the PoFA 

Codes and thereafter by the Council once it is in existence. 

7. The Commissioner may at the request of, or following consultation with, the chair of the group, add 

to the membership of the group or invite other individuals to serve on the group for limited periods 

of time where additional skills, knowledge or experience are required.  

Operation  

8. The group will operate in accordance with a plan presented by the chair and approved by the 

Commissioner, who will be advised by the Council once it is existence.  

9. The group will conduct its business out of committee as far as possible, but will meet as and when 

required in order to discharge its remit.  

10. In the interests of public accountability, the group will carry out its work as openly as possible, 

within the terms of the PoFA Code of Practice on Access to Government Information, subject to any 

necessary confidentiality requirements and any conditions set by Ministers or agreed by the 

Commissioner.  

11. No budget is delegated to the group but such assistance as is reasonably required to enable the 

group to undertake its duties will be provided, within available resources. 

12. Membership of the group is unremunerated. The Commissioner may approve repayment of travel 

and subsistence costs necessarily incurred on group business by any members who are unable to 

obtain reimbursement from their employers. Repayment will only be made where the Commissioner 

has specifically agreed, in writing and in advance of the expenditure, to entertain claims from a 

named individual under this provision.  

13. Where the business of the group gives rise to the need for expenditure from the Commissioner’s 

budget (including any claims under paragraph 12 above), the Commissioner’s written approval 

must be obtained in advance of any commitment to the expenditure.  

14. The chair of the group may establish such other procedures as s/he considers appropriate for the 

operation of the group, providing that these are not inconsistent with the above.  
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Working Groups  

15. The group may, with the approval of the Commissioner, establish such working groups as it 

considers necessary for the efficient and effective conduct of its business. Such working groups will 

be constituted with clear written terms of reference and will report to the group. 

 

Conduct  

16. Members of the group are required to observe the Seven Principles of Public Life endorsed by the 

Nolan Committee on Standards in Public Life. Each member must at all times act in good faith and 

observe the highest standards of impartiality, integrity and objectivity in relation to the conduct of 

the group’s business. 

 

17. Any group member has the right to bring to the attention of the Commissioner any matter, which he 

or she believes raises important issues relating to his or her duties as a member. In such cases the 

member should, before approaching the Commissioner, raise their concerns with the group chair to 

establish whether they might be resolved within the group.  

 

 

Confidentiality  

18. In accepting appointment to the group, members are required to accept that they will not disclose 

any information or documents presented to the group without the approval of the Commissioner. 

This includes any documents marked with any GPMS security classification (including 

RESTRICTED) and the content of any discussions relating to such information. Members 

undertake not to make copies of any such documents, and to follow the advice provided by the 

Commissioner about the handling of such documents.  
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	Terms of Reference for the Surveillance Camera Advisory Council (as at April 2013 – this will be kept under review)
	1. The Surveillance Camera Advisory Council (SCAC) will support the Surveillance Camera Commissioner (the Commissioner) by considering and offering advice on matters related to the Commissioner’s functions to:
	2. The responsibilities of the Council will include the following:
	3. The remit of the Council may from time to time be modified by the Commissioner following consultation with the Council.
	4. The Council will be chaired by the Commissioner.
	5. Membership of the Council will comprise of people in each of the following categories.  Where stated, the relevant organisation will be invited to nominate a suitable person to the post.
	6. The organisations invited to nominate representatives to the Council may, from time to time, be amended by the Commissioner following consultation with the Council.
	7. Each organisation shall submit its proposed nomination for approval by the Commissioner before appointment is confirmed.
	8. Each organisation will be invited to appoint an additional person to deputise for their nominee in his or her absence.
	9. The terms of reference and membership of the Council will be subject to a review every three years.  With the consent of the Commissioner and the appointee the appointing body may renew the appointment for a subsequent three year term.
	10. The Commissioner may, following consultation with the Council, add to the membership of the Council or invite other individuals to serve on the Council for limited periods of time where additional skills, knowledge or experience are required.
	11. The Commissioner may appoint (a) one of the members of the Council or (b) a senior member of his or her staff to deputise for him or her as chair of the Council in his or her absence.
	12. The Council shall meet at least three times per year and otherwise as required.
	13. The Commissioner, following consultation with the Council, may establish such other procedures as s/he considers appropriate for the operation of the Council.
	14. In the interests of public accountability, the Council will carry out its work as openly as possible, within the terms of the PoFA Code of Practice on Access to Government Information, subject to any conditions set by Ministers or agreed by the Councilˇ
	15. Membership of the Council is unremunerated, but members will be entitled to claim travel and subsistence allowances in reimbursement for expenses actually and necessarily incurred in the course of Council business.  The relevant rates will be determineˇ
	16. Support for the Council will be provided by the Commissioner’s office. No budget is delegated to the Council but such assistance as is reasonably required to enable the Council to undertake its duties will be provided, within available resources.
	17. The Council may, with the approval of the Commissioner, institute such committees and working groups as it considers from time to time necessary for the efficient and effective conduct of its business. Such working groups and committees may be standingˇ
	18. The membership of working groups and committees shall not be limited to members of the Council.
	19. Members of the Council are required to observe the Seven Principles of Public Life endorsed by the Nolan Committee on Standards in Public Life.  Each member must at all times act in good faith and observe the highest standards of impartiality, integritˇ
	20. Members of the Council will be required to sign a declaration of interests form in accordance with current departmental practice.
	21. Any Council member has the right to bring to the attention of Chief Scientific Adviser to the Home Office any matter, which he or she believes raises important issues relating to his or her duties as a member. In such cases the member should, before apˇ
	22. In accepting appointment to the Council, members are required to accept that they will not disclose any information or documents presented to the Council without the approval of the Commissioner.  This includes any documents marked with any GPMS securiˇ
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