Smart Energy Code Stage 3 Decision: Final version

SECTION F – SMART METERING SYSTEM REQUIREMENTS

F1 Technical Sub-Committee

Establishment of the Technical Sub-Committee
F1.1 The Panel shall establish a Sub-Committee in accordance with the requirements of this Section F1, to be known as the “Technical Sub-Committee”. 

F1.2 Save as expressly set out in this Section F1, the Technical Sub-Committee shall be subject to the provisions concerning Sub-Committees set out in Section C6 (Sub-Committees).

F1.3 Membership of the Technical Sub-Committee shall be determined by the Panel:

(a) having regard to the need to provide an appropriate level of technical expertise in the matters that are the subject of the Technical Sub-Committee’s duties; and 

(b) otherwise in accordance with Section C6.7 (Membership).   

Duties of the Technical Sub-Committee
F1.4 The Technical Sub-Committee shall undertake the following duties on behalf of the Panel:

(a) to provide the Panel, the Change Board and Working Groups with support and advice in respect of Modification Proposals that provide for variations to the Technical Specifications (or variations to other parts of this Code that affect the End-to-End Technical Architecture);

(b) to provide the Panel, the Change Board and Working Groups with support and advice in respect of Modification Proposals that are identified as likely (if approved) to require changes to the End-to-End Technical Architecture; 

(c) to provide the Authority (on request) with such information as the Authority may request regarding the technical aspects of any Notification (or potential Notification);

(d) to provide the Panel with support and advice in respect of Disputes for which the Panel is required to make a determination, insofar as such Disputes relate to the Technical Specifications;

(e) to review (where directed to do so by the Panel) the effectiveness of the End-to-End Technical Architecture (including so as to evaluate whether the Technical Specifications continue to meet the SEC Objectives), and report to the Panel on the outcome of such review (such report to include any recommendations for action that the Technical Sub-Committee considers appropriate);  

(f) to support the Panel in the technical aspects of the annual report which the Panel is required to prepare and publish under Section C2.3(h) (Panel Duties); 

(g) to develop and thereafter maintain the Technical Architecture Document, and arrange for its publication on the Website; 
(h) to provide the Panel with support and advice in respect of any other matter concerned with the End-to-End Technical Architecture which is not expressly referred to in this Section F1.4; and

(i) perform any other duties expressly ascribed to the Technical Sub-Committee elsewhere in this Code.

F1.5 The Technical Sub-Committee shall establish a process whereby the Code Administrator monitors Modification Proposals with a view to identifying (and bringing to the Technical Sub-Committee’s attention) those proposals that are likely to affect the End-to-End Technical Architecture. The Code Administrator shall comply with such process.
DCC Obligations
F1.6 The DCC shall provide all reasonable assistance and information to the Technical Sub-Committee in relation to the performance of its duties as it may reasonably request, including by providing the Technical Sub-Committee with any requested Solution Architecture Information. 
F2 CERTIFIED products list
Certified Products List

F2.1 The Panel shall establish and maintain a list of Device Models for which it has received Assurance Certificates  (the “Certified Products List”). 

F2.2 The Panel shall ensure that the Certified Products List identifies each Device Model by Device Type, and lists the following matters in respect of each Device Model:

(a) Manufacturer and model;
(b) hardware version (together with accompanying Manufacturer Release Notes); 
(c) firmware version (together with accompanying Manufacturer Release Notes);

(d) a Firmware Hash of the firmware image provided pursuant to Section F2.8 or F2.10 (as applicable);  

(e) the version (or effective date) of the SMETS or the CHTS  for which the Device Model has one or more Assurance Certificates; 
(f) the identification numbers for each of the Device Model’s Assurance Certificates; and

(g) the expiry date of the Device Model’s CPA Certificate.

Background to Assurance Certificates

F2.3 The SMETS or the CHTS (as applicable to the relevant Device Type) sets out which Device Types require Assurance Certificates from one or more of the following persons (each being an “Assurance Certification Body”):
(a) the ZigBee Alliance; 
(b) the DLMS User Association; and 
(c) CESG. 
F2.4 The following Assurance Certification Bodies issue the following certificates in respect of Device Models of the relevant Device Types (each being, as further described in the SMETS or the CHTS, an “Assurance Certificate”):
(a) the ZigBee Alliance issues certificates which contain the ZigBee certified logo and interoperability icons; 
(b) the DLMS User Association issues certificates which include the conformance tested service mark (“DLMS Certificates”); and
(c) CESG issues commercial product assurance scheme certificates (“CPA Certificates”). 
Expiry of CPA Certificates
F2.5 Each CPA Certificate will expire 6 years after its issue. Accordingly, the following Parties shall ensure that a replacement CPA Certificate is issued in respect of Device Models for the following Devices before the expiry of such CPA Certificate (to the extent Device Models of the relevant Device Type require CPA Certificates in accordance with the SMETS or the CHTS):
(a) the DCC for Communications Hub Functions and Gas Proxy Functions; and 
(b) the Import Supplier and/or Gas Supplier (as applicable) for Devices of all other Device Types.     
F2.6 The Panel shall notify the Parties on or around the dates occurring 12 and 6 months prior to the date on which the CPA Certificate for any Device Model is due to expire.   
Addition of Device Models to the List
F2.7 The Panel shall only add Device Models to the Certified Products List once the Panel has received all the Assurance Certificates required (under the SMETS or the CHTS) to be obtained in respect of Device Models of the relevant Device Type. Assurance Certificates may be provided to the Panel by a Party or any other person.
F2.8 The Panel shall only add a Device Model to the Certified Products List once the Panel has been provided with the Manufacturer Release Notes for the relevant firmware version and hardware version, and once (in respect of the Device Model’s firmware version):

(a) the person seeking to add the Device Model associated with the firmware version to the Certified Products List has notified the Panel of the relevant Manufacturer’s identity;
(b) the Panel has received a Firmware Hash of the firmware image for the firmware version that is digitally signed so as to reasonably enable the Panel to check that the Firmware Hash originates from the Manufacturer; and
(c) the Panel has successfully confirmed that the digital signature referred to in (b) above is that of the Manufacturer identified under (a) above (validated as necessary by reference to a trusted party).
Adding Device Models to CPA Certificates 
F2.9 An existing CPA Certificate for a Device Model may allow one or more additional Device Models to be added under that existing CPA Certificate, provided that any additional Device Model differs from the Device Model for which the CPA Certificate was originally issued only by virtue of having new versions of hardware and/or firmware and subject to the terms of the CPA Assurance Maintenance Plan. Where this is the case:
(a) the DCC for Communications Hub Functions and Gas Proxy Functions; or
(b) a Supplier Party for Device Models of all other Device Types,
may notify the Panel of one or more additional Device Models to be added to the CPA Certificate. 
F2.10 Where the DCC or a Supplier Party notifies the Panel of an additional Device Model pursuant to Section F2.9, the DCC or the Supplier Party shall:

(a) only do so in accordance with the terms of the relevant CPA Assurance Maintenance Plan;
(b) retain evidence that it has acted in accordance with the terms of the relevant CPA Assurance Maintenance Plan, such evidence to be provided to the Panel or the Authority on request; and
(c) ensure that the requirements of Section F2.8 have been met.
F2.11 The Panel shall not be required to check whether the DCC or a Supplier Party (as applicable) is entitled to add a Device Model under the terms of the CPA Certificate and the CPA Assurance Maintenance Plan.
Removal of Device Models from the List
F2.12 Where an Assurance Certificate for a Device Model is withdrawn or cancelled by the Assurance Certification Body or (in the case of CPA Certificates) expires, then the Panel shall remove that Device Model from the Certified Products List.

F2.13 The DCC and each Supplier Party shall notify the Panel of any withdrawal, expiry or cancellation of Assurance Certificates of which the DCC or Supplier Party becomes aware. The Panel shall only remove Device Models from the Certified Products List having confirmed with the relevant Assurance Certification Body that the Assurance Certificate for that Device Model has expired or has been withdrawn or cancelled.
Publication and Use by the DCC
F2.14 Within one Working Day after being required to add or remove Device Models to or from the Certified Products List in accordance with this Section F2, the Panel shall:
(a) provide a copy of the updated Certified Products List to the DCC that is digitally signed so as to reasonably enable the DCC to check that the updated Certified Product List originates from the Panel;
(b) publish a copy of the updated Certified Products List on the Website; and
(c) notify the Parties that the Certified Products List has been updated.
F2.15 The DCC shall, from time to time, use and rely upon the Certified Products List most recently received by the DCC from the Panel at that time, provided that:

(a) the DCC shall first confirm that the digital signature referred to in Section F2.14(a) is that of the Panel (validated as necessary by reference to a trusted party); and
(b) the DCC shall be allowed up to 24 hours from receipt to make any modifications to the Smart Metering Inventory that are necessary to reflect the revised Certified Products List.   

Deployed Products List

F2.16 The DCC shall create, keep reasonably up-to-date and provide to the Panel (and the Panel shall publish on the Website) a list of all the combinations of different Device Models that comprise a Smart Metering System (together with associated Type 2 Devices) that exist from time to time (to the extent recorded by the Smart Metering Inventory).
F3 Panel Dispute Resolution Role
F3.1 Where a Party considers that a device which is required under the Energy Licences to meet the requirements of the SMETS or the CHTS does not meet the applicable requirements of the SMETS or the CHTS, then that Party may refer the matter to the Panel for its determination.
F3.2 The devices to which this Section F3 applies need not form part of Enrolled Smart Metering Systems.
F3.3 The DCC shall retain evidence to demonstrate that the Communications Hubs meet the DCC’s obligations under the DCC Licence to ensure compliance with the CHTS. The DCC shall make that evidence available to the Panel or the Authority on request.
F3.4 Save to the extent the DCC is responsible under Section F3.3, each Supplier Party shall retain evidence to demonstrate that the Devices for which it is responsible under the Energy Licences for ensuring SMETS compliance do so comply. Each Supplier Party shall make that evidence available to the Panel or the Authority on request. 
F3.5 Where the Panel determines that any device or devices that were intended to meet the requirements of the SMETS or the CHTS do not meet the applicable requirements of the SMETS or the CHTS, the Panel may (to the extent and at such time as the Panel sees fit, having regard to all the circumstances and any representations made by any Competent Authority or any Party) require the relevant Supplier Party or the DCC (as applicable under Section F3.3 or F3.4) to give effect to a reasonable remedial plan designed to remedy and/or mitigate the effect of such non-compliance within a reasonable timescale.

F3.6 Where the Panel requires a Supplier Party to give effect to a remedial plan in accordance with Section F3.5 and where that Supplier Party fails in a material respect to give effect to that remedial plan, then such failure shall constitute an Event of Default for the purposes of Section M8 (Suspension, Expulsion and Withdrawal). 
F3.7 For the avoidance of doubt, no decision of the Panel pursuant to this Section F3 is intended to fetter the discretion of the Authority to enforce any breach of any Energy Licence.   
F4 Operational Functionality, Interoperability and ACCESS FOR the dcc 

Operational Functionality

F4.1 The Import Supplier, Export Supplier and/or Gas Supplier (as applicable) for each Enrolled Smart Metering System shall ensure that the Smart Metering System (excluding the Communications Hub Function) is not configured in a way that restricts the minimum functions that the Smart Metering System is required to be capable of providing in order that the DCC can provide the Services in accordance with this Code.
Interoperability with DCC Systems
F4.2 Pursuant to the DCC Licence, the DCC has certain obligations to ensure that Communications Hubs are interoperable with the DCC Systems.     
F4.3 Save to the extent the DCC is responsible as described in Section F4.2, the Responsible Supplier for each Enrolled Smart Metering System shall ensure that all the Devices forming part of that Smart Metering System are interoperable with the DCC Total System to the extent necessary to enable those Devices to respond to Commands received from or via the DCC in accordance with the requirements defined in the GB Companion Specification.

F4.4 The DCC and each Supplier Party shall:
(a) ensure that testing has been undertaken to demonstrate its compliance with the obligations set out in or referred to in Section F4.2 or F4.3 (as applicable); and
(b) retain evidence of such testing, and make such evidence available to the Panel and the Authority on request. 
Remote Access by DCC
F4.5 The Responsible Supplier for each Enrolled Smart Metering System shall ensure that the DCC is allowed such remote access to the Smart Metering System as is reasonably necessary to allow the DCC to provide the Services and any other services permitted by the DCC Licence in respect of that Smart Metering System (including the right to send communications to, to interrogate, and to receive communications and obtain Data from that Smart Metering System).
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