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From: REDACTED REDACTED REDACTED REDACTED REDACTED 

Sent: 09 October 2012 09:20 
To: Energy Billing and Metering Consultation 

Subject: Pilot Systems Response to SMETS2 Consultation 

 
Dear Sirs, 
  
Pilot Systems main work on this has been through membership of Working Groups and working with 
ESTA, Beama and Intellec. But as you know we have a solution for which we have proposed costs. 
These are detailed below. To date there has been no engagement to discuss or negotitae these 
proposals either with DECC or with any of the prefered vendors in the Supplier / DCC supply chain. 
We believe this is detriment to public benefit. We have done some market research and believe the 

end user will pay REDACTED to ensure their smart meter is interoperable for 10 years. We also 

believe they will pay and additional REDACTED to be part of a lobby group to ensure they get there 
money's worth from the roll-out. However we would prefer  to deal with DECC or the Suppliers if 
possible. 
  
We will be watching the market closely to see how much current proposals deviate from what we 
believe is achievable. To date it is not looking good. 
  
We urge DECC and the Suppliers to consider our proposals more seriously. 
  
All good wishes, 
  
REDACTED REDACTED 

  
>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>  
  
9th July 2012 

 
Hi REDACTED, 
  
Following Friday's HAG meeting on costs and delivery, I confirm that Pilot Systems offer firmware to 

meet the Program's HAG and interoperability requirements as discussed for REDACTED per meter per 
year with a 6 month delivery. This on the following basis 
  
i) a generic (not application specific) protocol to the meter is either mandated by DECC or all Big 6 
energy suppliers 
  
ii) access is granted by the chosen RF vendor to the network, security and error-correction parts of 
the stack 
  
iii) meter vendors provide format details and support of all data items in their meters OR implement a 
"driver" for these using industry standard tools 
  
iv) a minimum of 2000 pieces of the chosen type are ordered by each of the Big 6 energy suppliers 
  

This can be delivered within 6 months from order for a price of REDACTED per meter per annum, 
including license and support, payable in advance. 
  



I hope this is attractive to the Program REDACTED, and look forward to discussing the detail with you 
in due course. 
  
Best Regards, 
  

REDACTED REDACTED  
>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>> 
  
8th June 2012 
  

Hi REDACTED, 
  
Many thanks for a useful meeting yesterday. There were a number of key points emerged from our 
discussion; 
  
1) firstly perhaps we could bottom out the issue of my membership of SSWG - I have now been told 
that I cannot join unless I am a member of either Beama, Intellect or SBGI. The SSWG is therefore 
still a closed group, which we believe is dangerous for DECC to soley rely on. If DECC are not soley 
relying on SSWG for the interoperability solution, please could you tell us which other group 
(equipped for this job) are DECC working with ? If there is none, the Open Pipe Group would be 
interested to offer an alternative approach to DECC to reduce your risks going forward 
  
2) We identified the greatest benefits that solutions such as CHIRPS offer is the ability to roll out HAN 
and WAN before the Companion Standards have been finalised, and also that maintainability of 
SMETS specification and updates will have much lower impact on industry costs and change control. 

REDACTED rather aptly named this "Execution Environment". There is also the need for backup if the 
WAN fails, and use during initial meter proving. 
  
3) During the meeting we agreed that we did need an Execution Environment and the debate 
continued as to what that might be. I explained the FLAG protocol concept in great detail, and how it 
has been used by meter vendors and energy suppliers to solve interoperability issues for over 20 
years. As you know FLAG is the de facto standard in UK, but we invited BSi to join the meeting with 
the view to considering FLAG as a properly registered UK standard interface to a meter to spuppoert 
the supplier-hub model. We believe that mandating the FLAG protocol will provide the Execution 
Environment that we need - we all agreed there is nothing else available today. 
  
4) There has been considerable resistance to the continuation of FLAG, including meter vendors 
deliberately distorting or disabling it, and now to the extent of proposing to ban the FLAG port 
completely because of security. The security issues are unfounded as I learnt from a seven hour 

meeting I had with REDACTED REDACTED REDACTED on Wednesday, and their paper confirms this. 
The resistance, I believe is soley due to the energy suppliers wishing to retain "scarcity power" 
on smart metering (see "The Undercover Economist" by Tim Harford). The fact that such powerful 
resistance is so blatently wrong is an indication that FLAG really could be a solution. 
  
5) We would therefore like to formally propose that DECC mandate the FLAG port and FLAG protocol 
on all meters. This will be of minimal risk to you, because all meter vendors already comply, and it will 
not preclude any work that they are doing on DLMS or SEP. Once the industry knows the fixed meter 
interface, there will emerge many FLAG-compatible devices for RF, PLC and GPRS, and there will 
also be sufficient information for a comms hub to be developed. This can be done today. 
  
6) You have stated that in order to mandate something, a business case / cost justification needs to 
be made, and this is not something that DECC could do. Whilst we agree with this in principle, we see 
this proposal as being so obvious, and of so little risk and cost as to be worth sitting down at a 
spreadsheet for a couple of weeks. In any event, the only parties that are properly equipped to do the 
analysis are the energy suppliers (this may be why you suggested it of course). 
  
7) The other options we discussed were for the Open Pipe Group to visit privately the energy 
suppliers with a proposal to require the FLAG port in their tender specifications. This method could 
work if the "banning" proposal does not go ahead in SSAG. The third option is to raise consumer 
awareness further through Open Pipe Group members and their product offerings, which would 



benefit substantially from the FLAG port, and would allow emergence of better value energy products 
than those available through the supplier food-chain. The third option is probably more time-
consuming, will take longer, and would also I believe cause some embarrasement to DECC for 
ignoring such an opportunity at an earlier stage. 
  
8) What we didn't mention at the meeting, but what I sense is another problem FLAG could solve is 

the "intimate interface". This is the comms hub connected to the meter, about which REDACTED at 
SSAG expressed discomfort that there was no progress. Pilot have already sent DECC designer 
drawings of such an interface (MeterPod FlowSeal) which would work today if the industry were 
assured that all meters supported FLAG. This will only be achieved by mandating it. 
  
9) Also not mentioned at the meeting (and I appreciate you were in a hurry to go, and many thanks for 
staying the extra 30 mins than scheduled) was the security aspect of differently-coded meter types. 
With 5 different ways through the DCC you can switch on and off a valve (depending on whose valve 
it is) it reduces simultaneous attack by 80%. Also with the concept of manufacturer drivers, each 
vendor can take on his own security implementation (according to STEG requirements), which makes 
accountability for a particular breach easier to determine and remedy with a new meter version from 
that vendor. It is another unique feature of a vendor's offering perhaps. 
  

REDACTED I hope this has been useful, and I look forward to meeting with you again to unpack these 
issues further. The sooner we engage with bodies like BSi on standards for smart metering, the more 
credible the Program will become, and the more likely consumers will accept a smart meter to be 
installed in their home. 
  
I also look forward to meeting you with ESTA in the near future to discuss the RF problems we have - 

I believe REDACTED will be in contact with you about this. 
  
Can I wish you all the best with the ongoing success of the Program, and hope that we can continue 
serving you to the wider UK benefit. 
  
With all Good Wishes, 
  

REDACTED REDACTED REDACTED  
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